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such as credit transactions, debit transactions,

| oyalty card transactions and the like, rely on
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menbers, nmerchants, associations and users).
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boxes and the |i ke, have offered added conveni ence for
ubwarpgeatad hy relereocpdrdreinm t r ansact i ons. The nunber
of such electronic commerce transactions i s grow ng
as a result. In connection with this growh trend,
the threat from fraudul ent transactions over the

Internet or in conjunctigp &g g)h access devices
is also likely to increase. Igm L?g 7/ 118178

PCT/ U {l, 114 .1.0003] Far exanmpl e, when data, such
as a fﬁﬁg‘; ﬂﬁﬁ&a—}"m@h transactions, sHBfl ds credit transactions,

debit transactions, loyalty card transactions and the like, rely on
message and data exchanges between participants (e.g., members,
merchants, associations and users). Traditionally, such transactions
have been performed over private networks and have used proprietary
protocols, which reduced the likelihood that transactions were
compromised.

[0002] The Internet and other more recently utilized access
devices, such as mobile phones, PDAs, vending machines, set-top
boxes and the like, have offered added convenience for users desiring
to perform transactions. The number of such electronic commerce
transactions is growing as a result. In connection with this growth
trend, the threat from fraudulent transactions over the Internet or in

conjunction with such access devices is also likely to increase.



expiration date, data contained on a token and/or
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the data. The individual mght attenpt to 5 use the
interc tato rform a,subseqyent fraudul ent
transai‘%@ﬁ! d%’rrr?}l{ . WHER Jrtayisyedr 85 acashaymebes. o
a merchant mght be used by the merchant and/or an
efsPEREOdath clataretidained onpe tolsemamdidrsepgdritlder

fraudul ent transaction. Data that a cardhol der di d not

i peeszhdloddte, psbrdacdmitavdioveblaenedrotle abiaidiftthoiizedlO
ot her ways as well. [0004] Accordingly, participants
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consuners, 1Ssuers, rchants an

S t. e,t mount. of trapsactiop-specifi

B e BB e B0 s SARSERBRAE Fdent
transferred during a 15 transaction and is readabl e by
aHanRastiosht PHYlBRW: Watapreyided by aensuprarciesa snerchant
may verify a transaction based on publicly available

i niightrivei wsed byridwe t@irtthanhangi/og dmtnipteyeeof thedherchant
encrypted information. [0005] One problemwth

ccmpeﬁf_bmna!snmsaaftﬂeﬂt%auaﬂéfﬁnﬂran%gcﬂbﬁ? eHgtd Shat a
operations is that paynent processors and/or nerchants
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th aynment progcessors and/or nerchants are typically
rggﬂii)rr‘éaW@Sp‘Hgﬁess al | authentication data for a
consuner. btaining this information requires the
consunt}004} Arcprdimglpoparisipagit ON/SA06ME 06isktions, such

as payment processors, consumers, issuers, merchants and the like,
have sought to reduce the amount of transaction-specific and/or
participant-specific information that is transferred during a
transaction and is readable by an intercepting party. As such,
payment processors may verify a transaction based on publicly
available information, dynamically changing information, and/or
encrypted information.

[0005] One problem with conventional proprietary payment
processing operations is that payment processors and/or merchants
perform such operations independently of authentication providers
and data providers. As such, the payment processors and/or
merchants are typically required to possess all authentication data for

a consumer. Obtaining this information requires the consumer, or a



party to whom the consuner has provided informtion,

to make the information available to the paynent
wWeeweasHos . Accordingly, the data nay be int ePCEPS®A7/066114

at the tine it is nade available to the paynent

0 006] . Anot her probl.em,fagcin a nt
PAEEEEEbnay PR BT ety B tnatke the
consumer _history data that could be used to enhance a
pHFjS@ﬁH%ﬂtH@“ axpabkntethapaysiggt Brofesspentioeaydinggle, the data
access to consunmer purchases nade with the nerchant,

t heynbe dhtercephedybt thettitedwiinadavhilableato tloapagaient
pur chasi ng need based on 10 purchases nmade at a
dptbe@sspl. merchant because the nerchant does not have
access to a conpl ete consuner purchasing history.

Li kew e Laght not be aware that the

5 1or ohalgo08] ORI TROHI A acheh BRI Pract¥enle B that they
cqul d he of use to the consuner in conjunction wt
pan}Ot Ehasesss toRPRABma Rishory @eteaﬁfa%ﬁo‘akbbﬁe;sed to
mer chant. As such, neither the consumer nor the.
menbRafe anpyrekasingeexprrienod. nAhthwogi hlm_ebrﬁlmﬁﬂ mdyr have
the transaction. [0007] Another problemis that

paycessat topé@@ﬁiﬁiﬁf?ﬁﬁﬁﬁ%@%aﬂ@!dﬂthﬁﬂeon&%ﬁﬁhﬁ) the merchant
buy-tinme initiated escrow functions. 20

| \ A
EMERC ORI of PRI B BERTRRE: BRIt Bhling need based on
either a pull,nodel.in which the rchant _initiates

10 ChbRRS A Rha aeeit Gerhaplibeiase tonerahant does
consuners pay the nerchant "cash on the table.” In
eNPhbave AceesSyta a pampleteseensiamer | pwichasing hdktoryr
the transaction and has no assurance 3

Likewise, the consumer might not be aware that the merchant

provides certain goods or services that could be of use to the

consumer in conjunction with prior purchases from the merchant

15 and/or another merchant. As such, neither the consumer nor the

merchant may realize the maximum possible benefit from the
transaction.
[0007] Another problem is that payment processors lack the

ability to perform buy-time initiated escrow functions.

20 Conventionally, payment processors perform non-face-to-face (i.e.,

remote) transactions in either a pull model in which the merchant
Initiates a payment card transaction, or a push model where
consumers pay the merchant “cash on the table.” In either case, one

party assumes all of the risk for the transaction and has no assurance



WO 2007/ 118178 PCT/ US2007/ 066114 that the other party
Wi ll conplete their portion of the transaction.

WEr@Uilthimgy an escrow servi ce renoves the possiBUCT/U82007/066114

10

15

20

for either party to defraud the other during the
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eé qg escrow services have conventionally required
SETRAHITS aBreSCTPW $ervieg Fymeves ste possikility for either party to
agreenent bet ween the consuner and nmerchant to use

edeirewd g oilvsduringothdi trgingactisa. of such escrow
services requires significant discussion between the

parti cf0OO8) NRiegalibHréBEsmBUMACEH usd df MIEEAY Yervices in
autonatlcally |nsert|ng an escrow service in a paynent
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or nore.of art i,es. An additjon oblemw th
cEnBt Snaly GeBRbier Sioriel o 5 g nasby Searowservice and
confusi ng and expensive to use. Consuners are al so

t §@iccansyt betwerindhe consunestand merciarktanse escrow
avai l abl e for transactions. In general, inconsistent

usavidesesAcoordiapis, agse cﬁ@uéle%sbtowrselrﬁfdéga%g irds sigglificant
exposure for both consuners and nerchants 009]
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merchant wth the op unity t aut matlcaly enroII
I ser S_part a fransacti on.

VBRI Gl e g Bl S Rt sedelsedn f ey fent
consuner, coul d be asked to enroll at a separate
ehrenesadadnigasiblepsingearygnticnalopayment esoresss even if
transferred by a nerchant or a paynent processor on
bewelh sepfices mee clesited by anesepaiaiecofaitteophrtiey. Aint @dditional
The consumer is then requested to supply

problem with conventional escrow services is that they can be
confusing and expensive to use. Consumers are also typically
unaware that escrow services are available for transactions. In
general, inconsistent use of escrow services can result in increased
fraud exposure for both consumers and merchants.

[0009] Payment processors also typically do not provide a
merchant with the opportunity to automatically enroll a consumer in
a service as part of a transaction. In conventional online enrollment
processes, the consumer could be asked to enroll at a separate
enrollment site. Alternately, a consumer could be transferred by a

merchant or a payment processor on behalf of a merchant to a

separate enrollment site. The consumer is then requested to supply
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enroll with the site. Such a process is cunbersone for
whodo11d1@ consunmer and the merchant because t heCT/US2007/066114

consumsr must performsignificant additional data

Aorfilion B SREDH 28R BTl SHeS oftab o B Rome for

nsuner enters information that was al ready made
agatlv gﬁ? CONSUNEE apgr hisapterchpat hesanse | theycanmimeranust
information is intercepted increases. In addition,

t perfvent sigmificantaddibiamiladeth ertyused tthe meorisanremust

now no longer |ocated at the nerchant website and can

nptevides Wg%ﬂ@@%s%l@d&&ﬁﬁﬁ@ﬁdrﬁ&he%ﬂo@@ﬁ%t $8E. Because

anot her problemw th enroll nment at convent: onal o
n ro
5 cane Eh%?@h%%a e infdlBhafufiin il GfRR) %@liiss%vr?gt,able to
i nf t ed a onventi ona
cHremtaher gn‘%sfqﬂh& Bt pame o it Rtercepted

i nformati on that could be obtained if enrollnment were
aln@easesalnyadditope the mehdooisidisadvanmgahhecause the
paynment processors require consunmers to submt a

peshsumearisientid laigerdoehtcabagthe MaélchrEdreessité kald can
is specified by a merchant or the payment processing

SEHIteC iRy é’é&&&oﬁ%e't@i‘&ﬂéhfzﬁ{%@ consumer. However, the
consumer mght not desire to supply an identifier

10 Pove APOHE R oS Py it lpenT af sorvegtional
S e R ol s o ot o
specific type of identifier due to privacy

to enroll. Accordingly, consumer information that is obtained via

conventional enrollment sites is limited as compared to the

information that could be obtained if enrollment were automatically
15 performed.

[0011] Conventional payment processors require consumers to

submit a particular identifier, such as an email address, that is

specified by a merchant or the payment processing service in order to

identify a consumer. However, the consumer might not desire to

20  supply an identifier of that type. For example, some consumers might

not have an identifier of the particular type requested (e.g., the
consumer might not have an email address). Moreover, the consumer
might not desire to provide a specific type of identifier due to privacy

and/or security concerns (e.g., the consumer might not want to



and/or security concerns (e.g., the consunmer m ght not

want to 5 WO 2007/ 118178 PCT/ US2007/ 066114 provi de an
wepwirhigdiress to a nerchant based on a bel i ef PETTEHS200TI@656114

merchant mght use it to generate a mailing list). The

c r..mght renenber a parficular type qf .

" HERYITE o UL ALEERTS & ponfichndh baSea!P adimiatiat the
(e.g., the consunmer mght renmenber an enmmil 5 address
iR chasitimpighfanse itciedenerate @ mating)listFulhiecconmenes
particul ar type of identifier mght be sub-optiml for
anpght irenieanbec hgrmeicular gype aff idemiifiepaasessadiBytien a
appropriate when purchasi ng goods over the Internet,
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phone). O her reasons for using one type of i1dentifirer
;9 an . i bl [ 1. 0 ayment
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transfer a bal ance from one paynent systemto another.
CBRVERIAS, meéﬂéﬁeé’él%tra%ghigb% ghknen fptigdBagicular
trading/bartering value are only able to use stored
behanoek (&g, fundmdibaddcesmmasbp apprapeinte Bxheaghinehasing
val ue from such systens into external systens, such

agobda bvag eoe Mhterdlet db &0 whaE MRt usHRe Smeh@#heR§firdhasing via
cunbersone process, if such processes have been

i |1 i S.; [ t
SATLBIL ! Ul AN SAESHRTR, B TRy ove
10 t he @}rmunt of i.F)iorrrati]?n required to be 20
t PR PSP PG 2P EC r ansact i on. [0014] A need

exists for a method and systemfor restricting the
anount [Q13k Rayiment preesssers eiseordeenctytifliealle peomihe
mer chant or an
consummner to transfer a balance from one payment system to another.

Conventional services storing balances of funds or trading/bartering

value are only able to use stored balances or funds for actual

15 purchases. Extracting value from such systems into external

systems, such as bank accounts or disbursement checks, has been a

cumbersome process, if such processes have been available at all.
[0013] What is needed is a method and system for performing a

transaction that limits the amount of information required to be

20 transferred during the transaction.

[0014] A need exists for a method and system for restricting the
amount of sensitive information made available to the merchant or an

unauthorized third party during a transaction.
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consuner in a service as part of a transaction

For - pr IRREPhG: Hesfltistr el stk Snfvebem Tecliapatically

during a transaction to enable 5 cross-selling and
ofREP FEBSUNMRY Weadervicetare pavheliadransgaoiazpracess.
need exists for a nethod and system for providing

f1 exi b|@OB6} hemicedatsdiors for anecthsid@nd bgsesmufpeproveding
paynment nethod and type of verification permtted by
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met hod and system for 10 provi g an escrow servic

aut o i¢al for. a paynent ansactig usi ng a
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directed to solving one or nore of the above-listed

pr obl eﬁ%‘?lﬂs ASORRARYCIS[s0lor 61 Ethedeand syptamder providing
nmet hods are described, it is to be understood that

t Aesibleasrthenhicasionoto & iconiseanéobhbked pgydn Chit ayment
nmet hodol ogi es or protocols described, as these may
vaisthottan@ tppé of verifeationtgeshaeed hiathd B@nsurznoer.

term nol ogy used herein is Tor the purpose of

q D ol . :
Cescr | RSPt P RIPAIL I o I 08 o
di scl. which will be |[imted by th

SBREHABE Bh A0V Buyie RutoRIaHCAUY ot edba¥RE s dragsaction
herein and in the

using a service platform.

[0019] The present disclosure is directed to solving one or more

of the above-listed problems.

SUMMARY

[0020] Before the present methods are described, it is to be
understood that this invention is not limited to the particular
methodologies or protocols described, as these may vary. It is also to
be understood that the terminology used herein is for the purpose of
describing particular embodiments only, and is not intended to limit
the scope of the present disclosure, which will be limited only by the
appended claims.

[0021] It must be noted that as used herein and in the

appended claims, the singular forms “a,” “an,” and “the” include plural
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clearly dictates otherw se. Thus, for exanple,

r e St ransactign” Jis..a reference . to e o
ErEr R abled gl BARES O o P B BB Vo uifs: Tor
those skilled in the art, and so forth. Unless

dEFmBte ofleramaseto al fransantiors] isghgeiseeree ¢ paesor more
terns used herein have the sane neani ngs as commonly
uhderssicbioths doyd eqerivdlentsiithargof #advmito thuseasltilled in the art,
Al t hough any nethods and materials simlar or

egHiwd Rith! Uhkesaldassd bbecheeehn teaAnkeusRe scieﬁléiﬁc

the practice or testing of the present invention, t

p Vi , materials are . now

LT b5 He IR HRrveCte &fTe BRuRRS i TPl faderstood
i hcorporated herein.b eference. Nothing hereinis

¢ BV patec ‘%‘ECE‘{}@HY S shygiast; dHhAREhERY MRIBRCSGY s

not entitled to antedate such disclosure by virtue of
priageripty simnilan or[egpdedlentdorthiose desarfierdrharsin can be used
facilitate paynent transactions when a consunmer shops

ain dny pohciacplurtasiihyg difthensiskad inRéwhisn! she pkefefhiad
service platformmay be provided by the bank with

WHetRol8eaEAREY B AL AL RSa R hbANIAG I C %{]flguphications
t operate e

account and/or by the association tha

transact | card_ account syst sugh Vi sa, )
Vg el s astprEd G Chtr R relérongimNoting

advantages may result fromthe operation of the

shenainds pdre spnstinegoasrancadmissian thed dhecnaehaioeis not

data regardi ng the consunmer from the service platform

wiretitlpd tbamiiedg te suchndsclosanretey airsae tdfgpriat mveraion.

i ncl ude consuner information retrieved from each

enrol | @22] A service platform may facilitate payment transactions
when a consumer shops at any of a plurality of enrolled merchants.
The service platform may be provided by the bank with which the
consumner maintains a transaction card account and/or by the
association that operated the transaction card account system, such
as Visa, MasterCard, American Express and the like. Numerous
advantages may result from the operation of the service platform. A
merchant may receive enhanced data regarding the consumer from
the service platform when performing a transaction because the data
may include consumer information retrieved from each enrolled

merchant. In addition, the service platformm may perform an

authentication process for the transaction, which may eliminate the



merchant. In addition, the service platform may
performan authentication process for the
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PCT/ US2007/ 066114 need for the merchant to provide
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sensitive information may be stored onI at the
sBFViCERICh s G sREVIRRPIME B e NPHa¢aaneed psivacy
nmerchant or via an 5 insecure data channel. Enhanced
pbevausye aadsidcuirifoymatipy esy be shexcalionlyt Abthe service
information required to process the transaction has

aplfshin ket nidd et 1Rl ¢abheuhRaltbe tsah¥l Iﬁ%r&héﬁi 8f Mif8n

part of the enrollnment process for obtaining th e

[ u
RRRAL PNl R pOSP SHRAIRE OGS resua
ansaction _because particular informti on such as
ShEFRRG th%‘\a’af"é?%% of feguifectesprres Wieltapsartien has
platform The servi ce platform my al so provide an

eabeady ey madehavaidable| testhehsenvice hlatforandist part of the
consuner to verify that the transaction conpl etes

apprapneat PrpcesH0A3pbtAaritilié enalsdepiriear®f IhhRidition, the
service platformmy 15 include automatic enroll nent
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the service pI atformwhen first per mng a

2%@%‘%%%50%”%? S R PRy PRy PR 68 4 SBppine

farnatlon that is Hiplcally provi ded by a consumer
ddrgpssst manbeatored at Aheissrvics RIatigrnt nl e saswice platform
process may be 20 used to enroll a consuner in a

penayealsosprovide amnesaovwassrvicdthat epablesethesnegchanb and the
i nformati on.
consumer to verify that the transaction completes appropriately.
[0023] An additional feature of the service platform may
include automatic enrollment in which the consumer is automatically
enrolled in the service platform when first performing a transaction
with a participating merchant. The automatic enrollment may be
performed using information that is typically provided by a consumer
during a financial transaction. Such an enrollment process may be
used to enroll a consumer in a payment service and/or any other
service using such information.
[0024] Other advantages may include flexibility in selecting an

authentication mechanism, flexibility in selecting a consumer

identifier, and the ability to offer balance transfer promotions to a



[0024] O her advantages may include flexibility in
sel ecting an authentication nechanism flexibility in
w@edogaidimyy a consuner identifier, and the abiPCT/¥S1007/066114
offer bal ance transfer pronotions to a 9 WO
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advanta es may result in nor e stream i ned checkout
pPHREs3dVaER SDRSERFPWIGR arvrE sbram e dhegkslit process.
Aspects, features, benefits and advantages of the 5
present i nverBREEF WESCHRIPAPOAr @Mt THE DRAYANGS 0 t he
foll owi ng description and acconpanyi ng draw ngs, of
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exen‘pl ary nethod of faC| i'tati ng a financi

5 ?S%’Sﬁﬁéhﬁégf%% PR it SHRR S ERRA 4p tberfaiting
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a%%e PB@%@SFW@gﬁ%‘ﬁB&& aemthichpo281 Figure
3A depicts a flow diagram for an exenplary automatic
enr ol | K26 Riguge Hulepigtsaa flomadiigriam fananactieanplary
according 15 to an enbodi ment. [00291 Figure 3B
depithbd ¢ thtwatinggs EmMdrliabira@aeBoal ¥ecdrdias ¢h aln
transactl on after automatic enrol |l nent has been

p taccording to an enbodi ment. [0030] Figure 4
depi cts anflow di agr am for an exenplary 20 nethod of
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exemplary method of facilitating a financial transaction according to
an embodiment.

[0028] Figure 3A depicts a flow diagram for an exemplary
automatic enrollment process during a financial transaction according
to an embodiment.

[0029] Figure 3B depicts a flow diagram for an exemplary
financial transaction after automatic enrollment has been performed
according to an embodiment.

[0030] Figure 4 depicts a flow diagram for an exemplary
method of providing consumer purchase history data to a merchant
during a financial transaction according to an embodiment.

[0031] Figure 5 depicts a flow diagram for an exemplary
method of determining an authentication service for a transaction

according to an embodiment.

10



during a financial transaction according to an
enbodi nent. [00311 Figure 5 depicts a flow diagram for
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service for a transaction according to an enbodi nent.
10 WO 1 PCT{ US2007/ 066114 [00Q32] Figure 6
depi ct Q&?i (]ﬁ’é'?rgg aciﬁﬂlggs gﬁﬂ)&ﬁ%ﬁ%ﬂg%&ﬁwphry
automatjcal ly providing an_escrow function for a

t FRGIORck ploautpipatignty Rrevidingnye ¢saeow funcopnAfor ED
DESCRI PTI ON [ 0033] As used herein, a token may

i hEnshetidiacexatinp doand emibddiondnd.i m tation, a
transaction card and/or a portable device that

contains information used to performa transaction,
such as a primary account nunber, a nane of a

car dhol der/t okenhol [ 0034] A
transaction card m?ﬁ%@hﬁ#§r&m& and Wit hout

[imtat] a credit card, a debit card, a snmart card,

a | oy a[‘}@g% 211866 herein x dokepanay inchule, 48r exaawplecand
may include, for exanple and without Ilimtation, a
peidundl ligiigitien, assissantion aacdland /ar pponeblordextye that
other 15 device that contains information used for

pevhtiinsngfamhatonactddbo pePRhl al tranBasfibAdsiBAtas & primary
service platformmy be hosted directly by a nerchant

e ADRLARBLR e o1 ASHEAIREY) R ARCIAS g e

mer chant consuner S enro

R R MRS -
n%th%rgtolljrlrggdtigry,ea Scséc\l/iit chrga 32/1 (?elbli’? \(,:va?d,t .::%?ril;li'tocna?d, a loyalty
card and the like.

[0035] A portable device may include, for example and without
limitation, a personal digital assistant, a cellular phone, or any other
device that contains information used for performing a transaction.

[0036] In an embodiment, a service platform may be hosted
directly by a merchant or may be operated as a hosted service on the
merchant’s behalf. If a consumer has enrolled with the service
platform, the service may facilitate a streamlined checkout process. If
the consumer has not enrolled, the service may allow a traditional
checkout process to occur and may automatically enroll the consumer

in the service during the checkout process. In this manner, the

consumer may engage in a streamlined transaction using the service

11



checkout process to occur and may autonmatically enroll
the consuner in the service during the checkout

wee@easH’8 I n this manner, the consumer nmay enp@yESIN7/@66114
stream i ned transaction using the service 11 WD
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rchant —or another participating nmerchant. [0037]

Eﬁ@fﬁ merehagtiqrianethar pardicipripeivereapikenpl ary
met hod of facilitating a financial transaction
accor di0@B7b Bigusechivlogictsn flods didgram ifor Ehginemnplarg
consuner may initiate 105 a transaction by entering a
chegkodtofsthadftating a RIS trbfRaeBoRUAESordTRY t6REEK
out 105 froma nmerchant's Wb site after selecting one
0 e ]te r ter | t he .cons

5 eIt Te SR LT W3pfire &, LR ijnles frdf 003 TS =
a, portabl e device, whi cﬁ 10 selectign may initiate

bRy cpisiipgia pheekeut sadcer Fat exdmRpleothe consumer

entering a checkout stage may al so be perfornmed wthin
t mayselapek oot k0B sratnst nesrghant[s003d] sith efterrsleingrane or
be requested to enter a consunmer identifier as part
ofndrbdtahe dsp purphases AltdiveateB) HeRIorisAfAb They sékct a
may include, for exanple, and without limtation, an

g{)f@iﬁc@&%?&s seﬂd%é“ﬁpxl hﬁr&ﬁ%%@ ﬂlggg%% | eéb?é‘ﬂé{?f'cea%ich

her 1dentifier that uhique a consumer

and/ or. consuner. s ..hoysehol d 0039], The nerchant
10 S Bhiof yB o e BRI L bt Procegsy fatier methods
consuner identifier to a service platform In an
epboRiteHEM a chirpkond fagrimay esa be perferaedonidhirethe scope
identifier to the service platform

of this disclosure.

[0038] The consumer may be requested to enter a consumer
identifier as part of the checkout process. The consumer identifier
15 may include, for example, and without limitation, an e-mail address, a
mobile telephone number and/or any other identifier that uniquely
identifies a consumer and/or a consumer’s household.

[0039] The merchant and/or the merchant website may submit

110 the consumer identifier to a service platform, In an embodiment,

20  the submission 110 of the consumer identifier to the service platform

may be performed over a public network, such as the Internet and/or
an intranet. In an embodiment, the submission 110 of the consumer
identifier to the service platform may be performed over a private

network.
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may be perfornmed over a public network, such as the
Internet and/or an intranet. In an enbodi nent, the

weumisaron 110 of the consuner identifier toPETES2007/066114
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service platformmy be perforned over a private

networ 048] YA 200RL Ao PETHSA0E 05T ol Q8 entifer

receive € consune

|de fier .an e . 115 whet her the consuner
deR e BmPE LER OB ALY ditsrimee dreulisy it Foniained

database If the consuner identifier is not in the

sBfthipea sertice Matarabdabasee Hahereonsumyr idéntifier js not in
process 120 5 the paynment in a conventional nanner.

Fone exevipt platfoemnéattianie, theynesguast neRdinigal, {fodess 120
personal account number (PAN) and the consuner

f
Iden?a Ient P e agp to%%ﬁl tetiy Rir]scﬁ%%erchant

r may be forvvar e |ce

o A RRRh e S SR AR 150 an

i dentii fier hav_e_ been received, the nerchant may

r egfyRemer dgepkifier fremcdies corasument HEe PAQY endheonsumer
transaction and create a password for the service
piderftifien matyi ot forsvduatadail 8dta the¢ kerdee piladophaddtabase to
dat abase. A determ nation may be nade 135 as to

\Abﬁtefterahbﬁ&m?%ﬁfthh%%rﬁﬁrﬁeﬂ5 with, for exanple, a
t oken deV| ce the passvvord may be

e L T T
L RERTRTNEL T VAN DR N ewmﬁg
bgtllt(:)}\{\énticate the transaction and create a password for the service
platform, which is forwarded to the service platform database. A
determination may be made 135 as to whether the consumer has paid
with, for example, a token device. If so, the password may be
authenticated 140 by a token issuer. If not, the password may be
authenticated 145 by the service platform. The consumer may then
be requested to provide 175 a shipping address as described further
below.
[0042] The stored password may be used in future transactions
and authenticated by the appropriate entity as described above. In

this manner, the consumer may be encouraged to enroll in the service

platform database for future transactions.
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20 [0042] The stored password may be used in future
transactions and authenticated by the appropriate

w@piort1y81z8s descri bed above. In this manner, tPEI/US2007/066114
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consunmer may be encouraged to enroll in the service

0071 11000 ARGt bR bl R b RBRRSPbeLPR kil Sner s

deternmination 115 of ,V\heg][?r the consuner is in the
sEPUPERG | 15PMG SevitaRetiornddapass uitdhergansumer has
already registered with the service platform a
dalrepayseigared witlhéhaeervice patfounera dsterayinagidroof
the transaction with a token 5 enabl ed product or

otimthehithd coasuynéBnphyngfopvihdetramBichen®dh a 16Ren-
If so, the transaction may be authenticated 155 by the

ac R BBt o ofit (kP8 P 8Eh B pERARE AP
d inat i t hen be de 165 as to er

C RB0 R (B8 TR s i dPel by ad Befic Gl 18K Whané foken
service platform database. For exanple, the consuner
niSpUsE- rlé eds the tiansastion may baipyphegtizated 460 byrhe
list of previously supplied shipping addresses. If

t berviles pladoshi ppi ng address is present in the list or
is otherw se available for selection (such as if the

desi r efboL4PRL AetdEnAHES AP IhES ﬂﬁ”ﬂﬁaﬁfeolbgeq@% Wither

address associated with the entry in the service

DU LR PLAABER ncl 8. RISUIED YRR THEREr i e

SSAIFES: o e A Bt £ setct o

shi ppi ng address to the nerchant. The nerchant may
shipping address from a list of previously supplied shipping
addresses. If the desired shipping address is present in the list or is
otherwise available for selection (such as if the desired shipping
address corresponds to the billing address associated with the entry in
the service platform database), the consumer may select 170 the
particular shipping address from the service platform database. If the
desired shipping address is not present, the consumer may provide
175 the proper shipping address to the merchant. The merchant may
forward the shipping address to the service platform, which may
record 180 the shipping address in the service platform database.

[0045] The service platform may optionally initiate 185 an

escrow service. For example, the service platform may set aside an

amount of money from the consumer to enable the payment. In this

14



20 forward the shipping address to the service
platform which may record 180 the shipping address

WO poovhes13er vi ce pl at f orm dat abase. [ 0045] ThePGEDUS100B066114
platformmy optionally initiate 185 an escrow

v r_ex le. the servi.ce.platform
a&agﬂﬁ & tﬁgnrggn t We@ fCFSFHJPh%‘Daé&%SGﬂS gat“%nj?f’amaéje for
paynent. In this 14 WO 2007/118178
p 992 2306 Preduchansor SR ICRer AR HHCBIATHEscEpWasaTVice
that paynent will be made for the purchased product
aisddescrileed in ecfeAnnes eoFiguyredd trebowservice is
described in reference to Figure 6 below. [0046] The

ser vi CIoo4 @] fifdsemNcd peagssmhdBytfieceay v tﬁe payent for

the transaction and provide conflrmatlon toth

> i AT P

|cts w di agram n alternate exenplary
5 afsa PR Fﬁ@seéf f L RgricARPACHARIRAY| téwn Complete
accordl ng to 10 an enbodi nent. As shown in Figure 2,
t B®5aer chant may provide a hosted gateway to the
service platformat checkout instead of interacting

Wi th tl04E Figargl 2idepidts d Aothidfagdrand & ahhdtarRust
of data transferred between the nerchant and the

SR TR AT S
S (T

ner chant and/ or a rrerchant website may redirect 210

t hestednsateuray b the sewvice phaters: at chitekewhingtead miy

interacting with the service platform. In this manner, the amount of
data transferred between the merchant and the service platform and
the amount of data made available to the merchant directly may each
15 be substantially reduced.

[0048] As shown in Figure 2, a consumer may initiate 205 a
checkout process. A merchant and/or a merchant website may
redirect 210 the consumer to a service platform. The consumer may

submit 215 a consumer identifier directly to the service platform. The

20  service platform may determine 220 whether the consumer has

account information entered in a service platform database by
comparing the consumer identifier with values stored in one or more
database entries. The service platform database may determine 225

whether the consumer has paid with a token. If so, a password may

15



submt 215 a consuner identifier directly to the
service platform The 20 service platform my

waolzdaoenmime 220 whet her the consuner has accouPET/US2007/066114

10

15

20

information entered in a service platform database by

c | ridentifier wth val ues stored

- BERALHEcAFeq B B LT h e Tt P G may be
dat abase may. determ ne 225 whether the consuner has
pﬁPghWPﬁa%?d( gRenby the ssrvigeplatismy g aonsymner may then
2007/ 118178 PCT/ US2007/ 066114 be authenticated 230 by
abtokgnestslity provided265tahshjjgsisggoardimsy dxedescribed further
aut henti cated 235 by the service platform The

cbermier may then be requested to provide 265 a

shi ppi ng address as described further below 5 [0049]

Ret ur nj Lnat | her th
consumSB4 8P ARSI AR AR Rl D A Wi e e
consuner has | ready registered wth the service
pF%??‘éF}ﬂrdﬁtlﬁﬁi"?ée GFebBHtEFRRAsAPBFe vl dhRGronsEmer has
consuner is paying for the transaction with a token-
epalBREY regisdendad wath bee setdce4datfpfisdatatisse, a determination

transaction may be 10 authenticated 245 by the token

| sbwiretheéf theconshendrr Bpavinigoforthy tPansastibaRvithal esken-
250 by the service platform [0050] A determ nation

N8 abReNpR{IIE I a5 e 33adO 248t BeLo, ttlﬁ:etrgﬁ%%éﬁgpaxﬁagrbn?

shi ppi ng address s stored within the servi

B BRREca GR R AN LR (DRGSR A e (rEH2S50 may be
previ ously supplied shipping _addresses. If the
d%'ém%rbﬂ%frﬁeépfgg by Hhe seryice pladeRrm.in the list or is

ot herw se avail able for selection (such as if the
desi r el0@FPp B dgtermination may then be made 255 as to whether

the desired shipping address is stored within the service platform
database. For example, the consumer may be requested to select a
shipping address from a list of previously supplied shipping
addresses. If the desired shipping address is present in the list or is
otherwise available for selection (such as if the desired shipping
address corresponds to the billing address associated with the entry in
the service platform database), the consumer may select 260 the
particular shipping address from the service platform database. If the
desired shipping address is not present, the consumer may provide
265 the proper shipping address to the merchant. The merchant may
forward the shipping address to the service platform, which may

record 270 the shipping address in the service platform database.
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address corresponds to the billing address associ at ed
wth the entry in the service platform database), the

w@omsumars may sel ect 260 the 20 particul ar shi P@i/o§007/066114
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address fromthe service platform database. If the

desire n

my. prOTSLF s A PRSrthalt %3?%3%“% LSt i

nmer chant. The rchant formard shi ppi ng
ATERE SE 16 MO kAP She oY qmymaséés# asigieoan
t he shi pping address in the serV|ce pl at f or m dat abase.
18myDIR0oiMbIRY 7o RClii¢ 8206 Mhe86i énab081d pament. In this
service platformmy optionally initiate 275 an escrow

safatied, thermexdimhemdynBe $efidia &hblt Pahshtenll ¥’ made for
aS| de an anount of noney fromthe consuner to enable

cert 0, BRI BRoE an B erdk b A AR el gprvice
t / Crow service
s P RLS rr i eer £ d08p8E & Bifete bel ow [ 0052]
The service platform rmi/ process 280 paynent for the

t r ansal@QBR die peviceiplatéormmay innecess &0 payorentt for the

that the paynent has been processed. The transaction

mapnishetioncad girevidedc@@frmplion3jo Hheuie chArdapiatithea

flow diagram for an exenplary autonatic enroll nent

PhagRRaHt HHd Blerd Probassd ! ThearaAshiQHnanhsa rt@ﬂeﬁgcoﬁl lete
an ‘embodi nent. AS shown in Figure 3A a cohsumer

[ ilate 305 a checkout process by entering typi cal
cheéckout information, 15 such as an enmil| address, a

gﬁ! SS."@S)%.& &‘ggyfeg’ﬂg Tq%?ilé@céb%%gsagram 4pH anAeli)emplary
verification val ue
automatic enrollment process during a financial transaction according
to an embodiment. As shown in Figure 3A, a consumer may initiate
305 a checkout process by entering typical checkout information,
such as an email address, a telephone number, a credit card # (i.e., a
PAN]), a shipping address, a billing address, a card verification value
and/or other information. A consumer may also enter a consumer
identifier, such as an email address, a phone number, at least a
portion of a social security number, at least a portion of a home or
billing address, a user-defined login name, an employee number, an
identification number and/or the like, and the service platform
password for the consumer. The consumer identifier may include

partially or completely public information. If the consumer identifier

includes public information, an authentication identifier may also be
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and/or other information. A consuner may al so enter a
consuner identifier, such as an email address, a
w@bonaisigsber, at | east a portion of a soci al PEGEUINT/Y66114

nunber, at |least a portion of a hone or 20I billing
SRiEBSRa, CONGEE LIRS LR Acha TRy o TP U aeregth%le

t he ser orm_password for. th nsumne

conaRel i éﬁv?#lep b SORE G g eseRpblormation and
conpl etely public |nfornat|on If the consumer

i Heoinforapation grgvisikedpapithe domsovmnex identifier may overlap. In
authentlcatlon identifier may al so be 17 WO

280¢h IKE3E88 oRGT bhiS29 Ty @b Ghe bveplappifigdnfédhigtion may be
consuner identifiers my also be used within the

5 SEQRRrel (bil5rdcBUE hbanddeggire cases, the checkout

informatio theln ormati on prowded as the

consu over a h ca

one en ?légf n]f}ﬁeen&fg %‘ﬁﬁpﬁﬁ T ‘(Yren%‘(q %B’él %ng thay
required to process the transaction. [0054] The
nEHERANPIASESE etk JBe MRy TARb Hindt ¢V aHEpmdymanner. During
initially process 310 the paynent in a conventi onal
nmenaéter therpaygnent pabtess,tthe mayckant piae espuedth®15 that the
mer chant may request 315 that the consuner provide a

pass¥@iier ovids ar yassv ttBidros Rervibe pIRIBRAN TAL HBYchant
transmt 320 the checkout information and password to

10 amcas,r ?’r‘aﬁ%mﬁlifﬁé L Jﬂ@:ﬁ{ ymﬂtc?ﬁﬁﬁﬂ %pgg%@r%%g% a service

mat1 on passvvor

pl orm at abase gure 3B depl cts a flow

4P F 5{%{8&%@?@5 SR UMaT e Bhiniprmation
aut omat | c enrol | ment has been perfornmed 15 according
t andpasavodichisha, seagicshplatform HatabassB, subsequent

[0055] Figure 3B depicts a flow diagram for an exemplary
financial transaction after automatic enrollment has been performed
15 according to an embodiment. As shown in Figure 3B, subsequent
transactions may be performed with the assistance of the service
platform. The consumer may initiate 350 the checkout process by
entering a consumer identifier, such as an email address, a phone

number, at least a portion of a social security number, at least a

20  portion of a home or billing address, a user-defined login name, an

employee number, an identification number and/or the like, and the
service platform password for the consumer. The consumer identifier
may include partially or completely public information. If the

consumer identifier includes public information, an authentication
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transactions may be perfornmed wth the assistance of
the service platform The consunmer may initiate 350

W@ b@7akackout process by entering a consuner PCT/US2007/066114
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identifier, such as an email address, a phone nunber,

a [ . SOCH

PRl BAREL: oo, S R Bl may s
I nb

B DA e b B L e e, e

service Platforn1passmord for the consuner. The

cehetkent infenmatian andathd infbuaetivar previdgdars the consumer
conpletely public information. If the consuner

| tbnitifidremaynovertes. pubiich cabes, @ilyGhe 8itry of the
aut hent i cat| on 18 V\D 2007/ 118178 P /U82007 066114

' 9@851#)*) B}é'rgﬁ%lr 8@5&%‘( ransaction.

i denti nay a use e Scope 0

i nvent SOne case t he checko i nfar Lop and

the ini%i e B?Ia@?fagié%grrprrgamg atecfhs ther

may overlap. In such cases, only one entry of the 5
o%‘ilfﬁ‘aﬁﬁrr?gnql Precess 60 ?m/pbmﬁmrasdacbom drexgdingly, the
transaction. [0056] The service platform may

atramsactiont pei36fmeHesulcanpiamar toatite punoe@atic3&drdlifent
paynment transaction. Accordingly, the transaction

PBFdHsEBha§URS 8AHS N i A1y ReredthGABYH I Fe® gzro?fv'eﬁ%hal financial

process may be substantially stream ined over

th%ﬁ'&:h%ﬁgl financial 10 transactions. [0057] Figure
Icts a flow diagram for an exenplary nethod of

5, KA ARG 440550 DSt e
enmbodi nent. As shown in Figure 4, a consumer may

selesbod afprowidisg ecorsunee pairchase history data to a merchant
during a financial transaction according to an embodiment. As shown
in Figure 4, a consumer may select 405 one or more items for
purchase at a merchant site. The consumer may then access 410 a
checkout location, such as a checkout Web page on a merchant’s
Internet site.

[0058] The merchant may transmit 415 information regarding
the items that the consumer has selected to a service platform from
the checkout location. The service platform may receive the item
information and may respond 420 to the merchant with information
pertaining to the consumer. In an embodiment, the information

pertaining to the consumer may include one or more of the

consumer’s purchase history, such as the consumer’s most recent
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15 purchase at a nerchant site. The consuner may then
access 410 a checkout | ocation, such as a checkout

WO 7pEIe8 on a nmerchant's Internet site. [005BJT/UR07/066114
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merchant may transmit 415 infornation regarding the

[ . 1y . d a._service ,
p g{ff‘ég%ﬁ} ’r%ﬂr%ec% tﬁe S hﬁ%@éﬁﬁﬁ%@ “T"(EJ%.I AP (;S%?]Qﬁ’% ers
pl atf.orm receive the iteminformtjion and my
BB B G R P A IRT oplaeeon. Th an
pertaining to the consuner. In an enbodi nent, the

i fEediteIt. theramapuingguidy arhiy peovisinfermatipni podwided to the

one or nore of the consuner's purchase history, such

amdrichactnauydse Eniitst té ee@tndifoBe2B44ibl8 14 Be disclosed
PCT/ US2007/ 066114 purchases; the consuner's credit

iR YaoveiathABriviey SRBRMTRInS o edi t-vor thi ness;

and/ or "ot her cohsune ormation. In an egbgdinenh,
the a [or type of information p i ded to the
ror chal109g] "Hhe dntBaatimal rRoRuneoH e At asr dona)
be discl osed 5 under governing privacy regul ations.

[ BEECrRE SpEren hasedmn the @ﬂc?mmaﬂ% rertaigdng itorthie
product or service based on the information pertaining

t comsremeromdinbrthevtornsumee mansittesr a@ypeidridsclats eThe
or decline. The consuner may conplete 430 a paynent

t cansanidrafay ddinpRee @3@%&5&1}?19169& trRSs ARIGA ML YL or more

the service platform [006 n an enbodi nent, one or

[ (. L.qr. rades may be
ggfalﬁfggr?ée&?%?ﬁfﬁi# ?E%S%?gsg l}%@%ﬁhr chaseﬂ by thhe
[ tf report that the
consugﬁoﬁ@s h'an %?n&l) imglgtr,norgieyor rrli)ore additional items and/or

consu
upgrades may be available for an item previously purchased by the
consumer. A service platform may report that the consumer has
previously purchased the item to the merchant, and the merchant
may determine that such additional items and/or upgrades should be
suggested to the consumer for purchase. For example, if the
consumer recently purchased a digital camera at another merchant
that is enrolled with the service platform, the service platform may
report such information to the merchant. The merchant may then
suggest batteries for the camera as an item for purchase to the
consumer. Alternately, the service platform may suggest that one or

more products be offered for sale to a consumer based on previous

purchases made by the consumer.
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previously purchased the itemto the nerchant, and the
nmerchant 15 nay determ ne that such additional itens
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for purchase. For exanple, if the consuner recently

pur cha 1.gl 1 al r t _anot her nmergchant . t hat .
is enr E| i 3 g] qu.h?%‘[‘ t% elg(g(gﬁ{?%&él C&%‘%‘BFW“(H@%%&W@&Y or credit
p]atformmay report such information to the nerchant.
ThéStH’éY FHEN PpRY; bronser e offep @ savies Wil attransaction.
camera as an itemfor purchase to the consuner.

AForcrnamply, thdsesdce iplatiptmt iayninfeymstiggestrchhat thaethe
or nore products be offered for sale to a consumer

basesuaier{Feyhenis ¢Ra8 S Hrofde tPActhes BOASHEEI TheO
WO 2007/ 118178 PCTFUS2007/ 066114 [0061] In an

TR 58§ RARIQOMAE0A, BB 50 e, am cocros

with.a transaction. or exanple, the service platform
ney it t(? %‘? ﬁ@nﬁb‘mﬁaﬁ}r 3 FHTIHtrapsastipBr 1y agirmpte
pur chases products across borders. The 5 nerchant may
dembogimert atlee servichiplatinfor mayi prormpt ohe enerchassictow
service to the consunmer for a current transaction. In

apraitieraratecrosrbedioe b thehwrsRinde £ &ith@hf provifBYg a reason
pronpt the nmerchant to provide an escrow service to

Ry CARSY BBFvitk IR SYfdig @ reason why such
service should be offered. 10 [0062] Additional and/or

I dyct. d/ Ll so b .
of 1 or a8l AetftippATanel/ SR aots R anll s mgryices
by the service platformw thin the scope of this
dingy lsarke QEfeWCF baged ogpgreemation pregdeditogthyi merghant by

skill in the art.
the service platform within the scope of this disclosure as will be

apparent to those of ordinary skill in the art.

[0063] Accordingly, the information provided by the service
platform may enable the merchant to provide a more complete product
and/or service offering to the consumer. In addition, the information
provided by the service platform may provide a customer with a more
standardized purchasing experience when dealing with a plurality of
merchants.

[0064] Figure 5 depicts a flow diagram for an exemplary
method of determining an authentication service for a transaction
according to an embodiment. As shown in Figure 5, a payment
mechanism for a particular transaction may be determined 505. In

an embodiment, the payment mechanism may correspond to a
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service 15 platform nmay enable the nerchant to provide
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the consuner. In addition, the information provided

b Bﬁ]? f Qvide a cu

rro¥1|}£é andg‘?(glllgée%h ]‘?P? gw@?‘?/%‘g‘“&p pl%rhggls’lg@@lﬁnmmgmq{ﬁntlal
with a plurality nmer chant s. 20[0064] Figure 5

d8pYER gwf&ér@ﬁyf@ﬁ lygle. effaérﬁmaanp e aie wighent

determ ning an authentication service for a

t Hapisaldonoa transactdongard Bh0esboliareateredit ehdwa debit card,
Figure 5, a paynent nechanismfor a particular

t nasrnact Eonl aayl/be thetlatdTiNat o0 hanldeBit mogﬂﬁﬁ%tthe
t he paynment mechani sm may correspond to a

298%&&?&V§2§%H§§gbo &p%}%‘% %ﬁ%ﬁ%%?{% QUe%%l ed by

a consuner a th t
i sms may .i nclude, for exa wi t hou
nﬁ%%ﬂ??to%m AN PFIACE RF VL EEO 8h as a credit
card, a debhit card, a smart card and/or the like, a

di r ect [0R6RI débhe pEysnenmt Mdohgutism &5 2 dransartiG?eard 510,
and/ or any ot her paynent nethods or nechani snms 525

t ta¢ aathentbatibnasersiievines 1pe adetelehirndd based [20685hsthiner-
t he paynent nechanismis a transaction card 510, the

aybEARE BB IARLSAT VIFGE BN [ptfg ﬂ*fifzfs’ | ﬁeg‘}i@.r}[hat the

consumsr- specific i nforma or exanpl e,

CSRERTRRE da WphR Rkl IRt le? o Shinlfat Sefvice)

aut nt|cat|o for the transactlon may be perforned
5%8“%% tepdony ekéhe BERRIAGoN ey berperermmedNiferid the

not enrolled with a token-
token-based service. If the consumer is not enrolled with a token-

based service, but is enrolled 540 with a service platform,
authentication for the transaction may be performed 545 using a
service platform database. If the consumer is not enrolled with either
a token-based service or a service platform and if third party
authentication is available 550 to the consumer, authentication for
the transaction may be performed 555 via the third party service.
Alternate and/or additional methods of providing authentication may
also be performed within the scope of this disclosure.

[0066] Figure 6 depicts a flow diagram for an exemplary
method of automatically providing an escrow function for a
transaction according to an embodiment. In other words, an escrow

service may be provided without a request being made by either a
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based service, but is enrolled 540 with a service
platform authentication for the transaction may be
w@eefotsre’l 545 using a 15 service platform dat eOEES2001/666114
the consuner is not enrolled with either a
t gken [ ' | at i f i rd
P EnARTER SELHLAMEA, MoTEhINE ApOpIREe e
consuner, authentication for the transaction_may be
pﬁwangs‘é FESPed tonthePPEFRYSS 8F nayaneniflpw: nat e
and/ or addi ti onal nethods of providing authentication
may 20lQ087] s phowar e Higire Bn a tenswewmee rohytihitiate 605 a
di scl osure. [0066] Figure 6 depicts a flow diagram for
achexiesl proceszet Aederdhaut anay o€ al ingreh Mt dieb@itenmay
escrow function for a transaction according to an
epadd I . er
S P b, PRS0 B PR g BB tp3fE may
WD 2007/.118178 PCT/ US2007/ 066114 hant or .
OO ahsar Rancant do s Bed Raymgat to the service
transparent with respect to the purchase or paynent
f Plkformp der thapuirbaged gordguard for sendertndhermgyvice
initiate 605 a checkout process. A nerchant and/or a
nplatframh mep snttéatee§20 aredscest séidct g behalfrdfrtheccansumer
service platform The consunmer nay authenticate the

thpBhaecefindRshyRheont it thiStRasaR bt OBERSUSE tME C8crow
platformfor thé purchased goods and/or services. T

he
10 SEENAGE o R LT TR (L SRR, i R SURE P v
R Tl b fR T S—
have already requested that funds sufficient to
rlee @ispignesktqblae sransadion vissthe service platform. Such funds
may be placed in escrow with the service platform. As such, the
merchant need not be concerned with whether the consumer has
15 sufficient funds to pay for the requested goods and/or services
because payment is confirmed at the time of purchase.
[0068] The merchant may ship 625 the purchased goods

and/or provide the purchased services to the consumer. The

consumer may confirm 630 receipt of the goods and/or services via

20 any known means, such as SMS messaging, a phone call, an email

message and the like. In an embodiment, a shipping agent may
confirm 630 receipt of the goods or services by the consumer. For
example, if the consumer is required to sign or otherwise provide

identification to obtain possession of a good, the signature or other
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be assigned to the transaction via the service
platform Such funds nmay be placed in escrow with the

waewitesa7pl atform As such, the mnerchant needP€DUS1H87/066114

10

15

20

concerned with whether the consumer has 15 sufficient

f : or ice

AR R o B BEMRR\ RGP RO T LG P;‘%‘Ff\é/’ﬁ% By the

[ 0068]. The rchant _may ship.625 the purchased goods

AR TR He PUPEHRDR SeriptedDditional 8B gieterate
The consuner may confirm 630 recei pt of the goods

atirssed $bingd pasties ma0alaoyakhasvintrransdiasigshhad @vSirm
nmessagi ng, a phone call, an email nessage and the

| rdeipt by aheardigdimentvititirsthedBtoge af €hts ARY:lofiarf | Mbreover,
630 recel pt of the goods or services by the consuner.

FRACitE LIRS / bif aftgﬁé%%ﬁ%'fé?@f)%lg DT RHH I%F():%i 4 ofPthe

ot herw se provi de | ation to obta essi on

0
of .a ., good, the si ture or other 23 WO 2007/.118178
pe Sy ports Pl R ety Res A arn RimRasagy vgtiin (he scope of
provided to the service platformby the shipping
atustdigslosyiei rGmaee dhe epnsusees regeipt is epnfirmed), dhe service
alternate trusted third parties may al so act as
i plagforenlimay eslddsat6 3B therascrowedi foindaytd tiee aenshagit to
within the scope of this disclosure. Mireover, 5

aggtinpléeaihefidehcibher nat e met hods of confirming
recei pt of the purchased goods and/or services are

enconp 4 t.hi gt of his di,scl.osure. Once
the cooagen Hod thd BnSGRRE i the BefuRfi Gy rom
platform may rel eagse 635 the escrowed funds to the )
HEREHAIRE FicA CBT SEEIEHOUASRSHON B, Naying BheFPCBRY pervice
t he consuner and the nmerchant nmay benefit from

seamlessly inserted into the payment flow.

[0070] In an embodiment, a balance transfer may be performed
as part of an enrollment process. For example, when a consumer
enrolls with the service platform, a service platform provider may offer
an incentive to the consumer to transfer a balance from a third party
payment processor to the service provider. In an embodiment, the
incentive may include a lower interest rate on transferred debt, receipt
of a promotional item and/or the like. In an embodiment, a balance
transfer process may permit instant transfer and acceptance of funds
which is of mutual benefit to the two parties. As such, a service
provider may provide a balance transfer process that is similar to
balance transfers offered by credit card issuers, but in an online

environment.
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engaging in a nore efficient transaction by having the
escrow service seanlessly inserted into the paynent
w0 b@w/11§12070] |1 n an enbodi nent, a bal ance tranB¢BUS98Y066114
be perforned as part of an enrollnent process. For
exanpl enrolls with the service
pl at f omﬁgfg éf? %Ilqgée}ﬁ%pg{lpé%[ﬁ {g{reo{\?fi%el}cengﬁngf‘?rewayaﬁe offered
incentive to the consuner to transfer a _bal ance froma
¢ A7 The SaPsymERotieT Ut b tis olifsdiert For cxample,
provider. In an enbodi nent, the incentive may include
athewervicadadermy previdar maw sffer mepratebtionreceiypth adf
a pronotional itemand/or the like. In an enbodi nent,

acbabanuasbal rpsrden DHRERISLITRY WS Aidivém$iAbiperiod are
transfer and acceptance of funds which is of nutual

b ' | £S5, enyi
S Lt A P EACHLET bliinfl ThndeP T ROET pay
[ imlar,to balance transfers offered by credit
cBF °§’s°6‘ear1§{m%‘aﬁ"? AISK D foritionicst WBAREATNSEETing a
2007/ 118178 PCT/ US2007/ 066114 [0071] In an
eRBEHIGRenPthen epBRieRe andhtisnes farayerferoing secht apdrations
consuner other than at the tinme of enrollnent. For
erspiakso be perfemdd eithiat fioy sc@povf deis dBylahfrer a
pronotion in which all consuners that performa

transafgeP2] W WAl IhppRedint®] PEAE PAriBLS oF t?lfe{ &tg(‘f@ea-[ﬁk%losed

ability to performa bal ance transfer. Receip
p ' ' ' A ondi tioned on
10 PARNTHLER RaheSind RallPHolR 5P ANEraRNERs thRfras may be

fqr . orm sych operations may al so be perforned
mﬁq‘?ﬂ? ﬁg{yh%o@g’g%%g &Rt Frany pthendiffdrent systgmponappligations.
aPpr eciated that various of the above-discl osed

t will also be appreciated that various presently unforeseen or
unanticipated alternatives, modifications, variations or improvements

therein may be subsequently made by those skilled in the art which

15  are also intended to be encompassed by the disclosed embodiments.
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10 and other features and functions, or alternatives
thereof, may be desirably conbined into nmany ot her

walpdoffeteam systens or applications. It wll aPGDUR®07/066114
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appreciated that various presently unforeseen or

UgAial rﬁh‘n atives, nodifications, variations
or I npr overr"g‘ﬂ{ Egr ein may be subsequently made by
t hose iklll |nth art which 15 are also intended to
be enconpas BTSNt adipisdianef QNprisingin

2007/ 118178 PCT/ U82007/ 066114 WHAT IS CLAIMED | S: 1.
A syst ermmtochanbbespravidingto e asswoapanselegtroaic shopping
nmerchant for providing to a consuner an el ectronic

sbappiptovidiaptto PeoMs0nid 4 Prongine éRfcraa BHATRINdCidentifier,
enter a consuner identifier, 5 and submtting content

of, 580 ifier for
pay‘r%ﬁ% BRENERoRRGA 37t BEoBAIRATE oS LIE LRlurhel
i nformati on, receiving the content
d%‘ijfge%rhé’ﬁ %ﬁnEHF’ta%ﬂd the consuner identifier,
aut henticating the consuner's the paynent 10
i nf or natSesvicerplotiosst iy playindthe epnshenatmpasmait t he
shopping cart using the consunmer's paynment

i irfformmticon, reasiving ntengraent of At is ]I_);m\‘/\xﬁ Raytand
the nmerchant. 2. The systemof claim erein the

pédﬁE@fnérriH@ﬁﬂﬁ*ekoﬁutﬁénﬁ@éﬁﬁgstﬁt% &ﬂlﬁ‘%ﬁ?@i’ Ftth%%

and a shi ppi ng address system alm-1

t nsu ' s.te a
c BbFrAtloy ol s SaR PrRgPRACT the okt ShOBHSE pEopPing cart
consu payment |nforrrat|on is perforned with the
tgﬁg}gnekg% gepsumer’s payment information, and sending confirmation

of payment to the merchant.

2. The system of claim 1, wherein the payment information

comprises an account number and a shipping address.

3. The system of claim 1, wherein if the consumer’s payment
is tendered using a token-enabled product, the authentication of the

consumer’s payment information is performed with the token issuer.

4. The system of claim 1, wherein the service platform

further provides to a consumer a prompt to enter a password.

5. A method of processing a purchase comprising;:
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20 4. The systemof claim 1, wherein the service
platform further provides to a consuner a pronpt to

wepioenig7password. 5. A nethod of processing BCT/US2007/066114
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pur chase conprising: 26 WO 2007/118178

PCT/ US2007/ 066114 storing a conspner's paymnent

i or natTAnE & Fe Bt PRARsF b Brna GaBr 57 Rgvapent
account nunber; receiving a checkout request froma
nitoraRtion RENENISIRE AN ACEqUBS INWBINSK] sing an itemto
be purchased by the consuner; 5 receiving a consuner

i dent i feeriying acdsskout trhqupsty fremh af nrerthant t € ghedigout
the payment information corresponding to the consumer

| fediiédtl @mpaiiing bPRSH 16 bBdHSRMASeBbY Re Aor t

processing to the nerchant. 10 6. The nmethod of claim

5, mef@éé\?mvi{r%e?%gﬁgﬁ?ﬁ rlcﬁg{ldﬁeflj.er is received

t oget her he checkout request. 7. The method of
claim5b, further conprising providing to 15 the
consunBFOESHIREshe Rsvanert ?%r s aRL Hsis fhe aymmet
The nmethod of claimb5, further conprising providing to
t hdovmadiore comresponpling ¢o dhteorspass ideniifien #hd The
met hod of claim5, further conprising authenticating

t he cotsumsphitsingayereftmhibardpaahen? processing to the

merchant.

6. The method of claim 5, wherein the consumer identifier is

received together with the checkout request.

7. The method of claim 5, further comprising providing to

the consumer a prompt to enter a consumer identifier.

8. The method of claim 5, further comprising providing to

the consumer a prompt to enter a password.

9. The method of claim 5, further comprising authenticating

the consumer’s payment information.
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WD 2007/ 118178 PCT/ US2007/ 066114 10. The net hod of
claim9, wherein the consuner's paynent information is

waeionamirsated with a token issuer if the userP@BUS2007/066114
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paying wth a token-enabled product. 5 11. The net hod

of clahg 5, for |on furthe
conpri sgs a%ﬁ%%:tﬁg&%gé’?ess %ﬁh %oabswegﬁé?quent
5 urt er co ting,an _escrow service.
1%11%8 antf‘éis aOkGRCIRARET dothst hsehis paying
storl ng consuner | nfor mation associated with a
cvAtuagiokenrenabladhprddweh. a transacti ng merchant the
identity of an itemto be purchased by a consuner and
information sufficient to identify the 15 consuner;
transmtting, to the transacting nerchant, information

associ gged ME‘E? s

reques? qfroxhzeﬁggﬁ?%%g%t he‘ﬁg q\éhn[gt apég-glght?‘% ormation
S|n the identity of the item and 20 processing

pﬁ%ﬁf P p’Pﬁ%S Pt %‘Z\g LRt hod of cl ai m 13,

wherein the infornmation associated with the consuner
conprises the identity of a good or a service
purchased by the custoner in the past, wherein the

good 0i2. 28THE ReTéd bB LEANPET/UERRATE Ph’bﬂng $8ItIEtEST an
purchased by the consuner was purchased froma

nes&idR N service.

13. A method of processing a purchase comprising:

storing consumer information associated with a consumer;

receiving from a transacting merchant the identity of an item to
be purchased by a consumer and information sufficient to identify the
consumer;

transmitting, to the transacting merchant, information
associated with the consumer;

receiving a check-out request from the merchant, the check-out
request comprising the identity of the item; and

processing payment for the item.

14. The method of claim 13, wherein the information
associated with the consumer comprises the identity of a good or a

service purchased by the customer in the past, wherein the good or
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other than the transacting nerchant. 15. The net hod of
claim 13, wherein the information 5 associated with

WO b@7am813imer conpri ses the consuner's credit P¢i/ES290Y066114

16. A nethod of processi ng a purchase conpri sing:

SLBRING PRuEARSUTH ﬁl@emgﬂlnér%aé @ec%%ggp'}e?xggg”@gg

I nformation co an accou
a %ﬁé} uest fron1a rchant after the
c8ﬁ§ f“gtbgaﬁ%ﬂ§a?%ﬁgﬂﬂ£& tis stored, the checkout
request conprising an itemto be purchased by the
consuner; receiving a consuner identifier associated
with the consumer; 15 processing and receiving

paynentl 5t or Thieemictlesd W iclging NS, whesiARheSinEeM RN
information; transmitting confirmation of receipt of

pé)s‘g@élhtécp\xhﬂ? th&%bh ﬁ@]ﬁer ESﬁ%ﬁ’ H:epgé) IFH{ér%nCIIé?ﬁ{
t e consuner received the It easing
%{S%for the itemto the marchant after receiving
con rqrati on of receipt that the consuner received the
item 17. The nethod of claim 16, wherein the consuner
identifier 1is received together with the checkout
request. 29 WO 2007/118178 PCT/ US2007/ 066114 18. The
met hod16f cAainethiéd of probessiogrppusithgse covishisihd: 0
the consuner a pronpt to enter a consuner identifier.

5 19. Jhgin@bhe@shRimetaipayfent MhideiattATPIHS bAGment

providing to

10  information comprising an account number;

15

20

receiving a checkout request from a merchant after the
consumer’s payment information is stored, the checkout request
comprising an item to be purchased by the consumer;

receiving a consumer identifier associated with the consumer;

processing and receiving payment for the item using the
consumer’s payment information;

transmitting confirmation of receipt of payment to the
merchant;

receiving confirmation that the consumer received the item; and

releasing payment for the item to the merchant after receiving

confirmation of receipt that the consumer received the item.

17. The method of claim 16, wherein the consumer identifier

is received together with the checkout request.
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the consunmer a pronpt to enter a password. 20. The
nmet hod of claim 16, further conprising authenticating

wWo b@7amsistimer ' s paynment information. 10 21. TheCTES10TU066114
of claim 16, wherein the consuner’'s paynent _
information is authenticated wth a token issuer if
the user is paying wth a token-enabl ed product. 15

22. Th thod of claim 16, wherein the payment .
i nf or 'onq‘mpgﬁrﬁﬂﬂ@e&’aﬁgﬁh@ppﬂ@mmomg to

the consumer a prompt to enter a consumer identifier.

5 19.  The method of claim 16, further comprising providing to

the consumer a prompt to enter a password.

20. The method of claim 16, further comprising

authenticating the consumer’s payment information.

10

21. The method of claim 16, wherein the consumer’s payment
information is authenticated with a token issuer if the user is paying

with a token-enabled product.

15 22. The method of claim 16, wherein the payment information

further comprises a shipping address.
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