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Field 5 . nt invention relates to a term nal comuni cati on system
which enables a plurality of communication termnals to perform

comuni cation with other termnals through a network, ,

comuni cation termnal perforns |ocal conmunication w m@mﬂmm@’wﬂm’

communi cation termnals without a netwrk. 10 Backgroun r ronic
comerce, such as, ordering books or reserving tickets, is "3E8erally
performed in daily life by transmtting a request froma p I nal
through the Internet. In electronic comrerce, a goods ordeqﬂlwmmnmmmm
transmtted to a virtual E@mmalﬁpmnwa@amonaﬂyspe,mto a serve dto
the Internet. Then, goods, such as tickets, are mailed to an of%¥f%er or to
a store, such as a convenience store. In the case of a store, an orderer

needs t v'bslt . ore to obtain the tickets. Electronic commerce is
per f or ne'fC H%!gﬁe comuni cation network, such 20 as the Internet, which
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certificate 25 authority generates an encrypted public key by encrypting a

publ i ¢ lpeyforhidloral eeamiinkeationl withe 6tHerfdomirtinicdtion términald witdlitns to a
sender, a certificate including an encrypted public key. A receiver also

obt ai ns natwerk.i fi cate from the certificate authority .

10
Background Art
Electronic commerce, such as, ordering books or reserving tickets, is
generally performed in daily life by transmitting a request from a portable
terminal through the Internet. In electronic commerce, a goods order is
15 transmitted to a virtual store, more specifically, to a server connected to the
Internet. Then, goods, such as tickets, are mailed to an orderer or to a store,
such as a convenience store. In the case of a store, an orderer needs to visit a
store to obtain the tickets.
Electronic commerce is performed through a communication network, such
20 as the Internet, which any number of people can communicate, therefore, a
sender (E.g. a user ) and a receiver (E.g. a server ) must be identified to
prevent impersonation. To this end, a two-way authentication system utilizing
a public key encryption system is known. In an authentication process, a
sender transmits a public key to a certificate authority. Then, a certificate
25  authority generates an encrypted public key by encrypting a public key with a
secret key of a certificate authority, and returns to a sender, a certificate
including an encrypted public key. A receiver also obtains a certificate from
the certificate authority .

Then, a sender and a receiver exchange a certificate with each other over



Then, a gﬁ&%@@ ﬁgd a receiver exchange a certificate with each other over

F0520/ 31 E Internet before transmtting noney data or personal data
and the like, and decrypt the exchanged certificate by utilizing a public
key of the certificate authority to performtwo-way authentication. That

Is to say, two-way authentication in electronic comerce is perfornmed by

exchanging a 5 certificate over the Ifternet. Wen two-way authentication
is performed successfully, electronic comerce can be perforned. Then, a
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server rough a comruni cation network; and services, such as issue of
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of a server. Then, a‘user Is able to obtain concert tic game software
and t he cdrhitrerée eah desserfosRed THemd re&@véqraﬁsmits\@dmde% Sénddreghgoni c
commer ce have been described, but while each have their advantages, they
each al swllete moaey fromduasendes.whent blectrions¢ eotampree ois gheagodrmed c
commerce, transm ssion and reception of information is perforned through a
communi carccessfullywor k; thus, a user is able to obtain goods wthout using
actual noney(coins). However, a portable 25 telephone itself has no
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f undPi on t@nithe @ther, BRI ¢omergads alsespertogmed yeithoul Bverivgy abl e
to obtain goods b il and the ., ike.. Accordingly,.a user nust wait,for a
vori od guthentcation, For eXample; elpstronic commerce uiilislag s senies fepinal

COMTET Cqnsfallddat &%?e,oéﬂéh he _aViCSril{ler?ience store is well-known. In this case, a

service terminal is connected to a communication network; and functions as a
kind of a vending machine. When a user operates a service terminal and

15 inserts coins equivalent to services, such information is notified to a server
through a communication network; and services, such as issue of concert
tickets, and download of game software are performed under control of a
server. Then, a user is able to obtain concert tickets, game software and the
like from a service terminal.

20 So far, two modes of electronic commerce have been described, but while
each have their advantages, they each also have their disadvantages.

In the first example of electronic commerce, transmission and reception of
information is performed through a communication network; thus, a user is
able to obtain goods without using actual money(coins). However, a portable

25 telephone itself has no function to issue tickets or the like, and a user is
therefore only able to obtain goods by mail and the like. Accordingly, a user
must wait for a period of time to obtain goods.

In the second example of electronic commerce, a user has only to visit a

store to obtain desired goods, as the goods are issued or provided from a



store to Qg%&li gesi red goods, as the goods are issued or provided froma
F0520/31g 8dpdice ternminal di rectly. However, in this electronic
comerce, neither two-way authentication between a user and a server, and
nor transmi ssion and reception of noney data is perfornmed. Accordingly, a
user is not able to obtain goods w thout paying noney. 5 In electronic
commer ce, the neans such as, two-way agthentication through a

comuni cation network, and transm ssion and reception of noney

i nf or mat seywiceartermural udirectpd Howeseagein t this eliectronit tcammeroesmeitharser
and receiver (a t?'qOOd'S rovider) by the above neans. That is to_ ,say, a user
feel s iteeway aythenticaionthetyesntausen and pserven angdiardiansmissjon and
information and the 10 |ljke,intq a seryice f{.ermnal which is, not .
aut hent i ©@&eBHoNn afdngney. data,isp %nPgeX@COI Bg ﬁ@%ﬁrilﬁnﬁt@;iﬂtmsbéﬂiads by
relying on authentication information, noney information and the |ike
provi ded® deétz*‘\'/‘it&’@yirlﬂm%ﬁy' user who is not identified. 15 Disclosure
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present invention provides a term nal conmmunication nmethod wherein a
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obtains froma certificate authority, a server cgertificate encrypted by a
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server .c rtifti.cate({rtﬁmng serv(iic&:gerrri nal. anéj verilfies t he server
certifi difQrmation an e like provided by a service terminai user who 1S not

identified.

15  Disclosure of Invention
In view of the foregoing, it is an object of the present invention to provide
means which makes electronic commerce possible through a service terminal
without inconvenience (E.g. using money ).
Specifically, the present invention makes electronic commerce possible
20 between a portable terminal, which a user carries, and a service terminal by
utilizing one to one local communication. To perform such electronic
commerce, solutions must be provided to prevent impersonation of a service
terminal, and to prevent money information being left. The object of the
present invention is to provide solutions for the above problems.
25 The present invention provides a terminal communication method wherein a
portable terminal obtains specified data from a server, a service terminal
- obtains from a certificate authority, a server certificate encrypted by a secret
key of the certificate authority, the portable terminal obtains the server

certificate from the service terminal and verifies the server certificate on the



F0520/31§ﬁ é Eﬂgais of a public key of the certificate authority, and the
port.abl e é 94 transmts the specified data to the service term nal
usi ng |l ocal communication wthout a network in the case that the service
termnal is authenticated on the basis of the server certificate. 51n a
preferred enbodi nent, the server utilizes a public key of the certificate
authority to verify a server certificatge obtained fromthe service
termnal; and transmts to the portable term nal, a communication

appl i cat basisfoff acpallic ikey of the ocartificate tausinanity; arttk thpquirtdbld tdaminalo t he
service termnpal in theg case that an authentication result is obtained
showi ng WABSMitsdhe specidied datg toathei serviceatermanal usingdocahdommeunicatianl e
term nal tran%nits th .s%ﬁgfied data by .executjng.the conmunication

appl i cat Yathout @ nelyvark;? easedhat the aervige termpinabds authenticated eal thebt ai ns

fromthe cerii{licate authfrit , a client certificate encrypted by a secret
key of  pasis of the server certificy fty; and the service terninal obtains the
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the client, certificate by utilizing a public key of the local authority to
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certificate authority, a client certificate encrypted by a secret key of the
certificate authority; and the service terminal obtains the client certificate from

15 the portable terminal, verifies the client certificate on the basis of a public key
of the certificate authority, and performs local communication with the
portable terminal in the case that a positive authentication result is obtained.

In another preferred embodiment, the portable terminal performs
communication with the server via a radio communication network.

20 - In another preferred embodiment, the portable terminal decrypts the server
certificate by utilizing a public key of the local authority to determine
authenticity of the service terminal.

In another preferred embodiment, the service terminal decrypts the client
certificate by utilizing a public key of the local authority to determine

25 authenticity of the portable terminal.

In another preferred embodiment, communication between the portable
terminal and the service terminal is performed by infrared radiation
communication or close distance radio communication.

In another preferred embodiment, communication between the portable



F0520/ 3].@6 g Tlgrm' nal and the service termnal is encryption

communi ¢ p 9{3 4 anot her preferred enbodi nent, the server functions as the
certificate authority, or the certificate authority functions as the
server. The present invention also provides a term nal comruni cati on system
5 conprising a certificate authority; a server; a service termnal; and a
portable termnal, and the service tegm nal conprises neans for storing a
server certificate issued by the certificate authority; and neans for
transmi ttemmgnalrand ther serviceeterininalaiseencoyptien gommbhecatEomi nal i n response
to a request frgmthe  portable termnal; and the portable term nal

conpri ses ke anethes prsferedi eibodirgat,i the semearafunciinnsnes sthev eertifieatas f or
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data to the service termnal in the case t enticatlon ult is

obt ai nedsezfers bemificate ot tHehportabld termiigaliinatesponse tb enreq@éstdfroaghé he
portable termnal transmts the specified data by executing the

comuni qaattable agepininal; iamd théh postable dermirali cahprisesimearis €or lobeaining
certificate fromthe portable term nal verifies the client certificate by
ut i 110zi repesifieddata from the serveremeans for ebtaining the gervendertifipaiesfromreans
for permtting, | ocal ,comunication wth the 25 portable termnal in the
case thadheasgraicentermingl maeansion veridying: thenservensertaficatenby utHézisgrai ce

s {he- quitlic Keucal M Rerificte uRhOHE L aRd Pgi dORUMSMILGIE FRECI. oo
the serveha J li'ﬁ;]es BERAE termiinalid ik 8£§eotl'ﬂit[ AN ﬂﬁﬁeﬁtigﬁ%ﬁ %seulE T gﬂ)t%zlarlxed

conpri sing nea
showing that the service terminal is authenticated.

15 In a preferred embodiment, the server authenticates a server certificate
obtained from the service terminal by utilizing a public key of the certificate
authority, and comprises means for transmitting to the portable terminal, a
communication application for executing a process to transmit the specified
data to the service terminal in the case that an authentication result is obtained

20 showing that the service terminal is authenticated; and the portable terminal
transmits the specified data by executing the communication application.

The service terminal obtains the client certificate from the portable terminal,
verifies the client certificate by utilizing a public key of the certificate
authority, and comprises means for permitting local communication with the

25  portable terminal in the case that an authentication result is obtained showing
that the service terminal is authenticated.

In a preferred embodiment, the server functions as the certificate authority,
or the certificate authority functions as the server.

The present invention also provides a portable terminal comprising means



F0520/ 31 6 & ﬁgr obtaining specified data froma server; means for
obt ai ni ng g (yé r certificate froma service termnal which holds the
encrypted server certificate on the basis of a secret key of a certificate
authority; means for verifying the server certificate on the basis of a
public key of the certificate authority; and 5 neans for transmtting the
specified data to the service termnalgin the case that an authentication
result is obtained showing that the service termnal is authenticated. In
a pr ef er fardobtesniignspecifiade data tfroie at serveraimeans i foesobtapinlg @ kewerf the
certificate authqQrity to verify the server certificate obtained fromthe
servi ce certificaterirom a senvicedtepminalswhicinboldsrthemnaryipteg server cegifieateer, a
conmruni cation appligcation for performng a process to transmt the
speci fi efft dag ba ‘?fﬁé segst\keyeof arqartificate, autharitys means: fos werebiingdhedat a
tion. l.n, anoth rred
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certificgftRentaéated. by a certificate authority in response 20 to a request
froma portable termnal; nmeans for obtaining a client certificate issued

by the cerlnid preferreduwinibodinderit; oe pbetably texilifal afilizeah; dlﬂft““ﬁe*%'f the
verifying the client certificate by utilizing a public Key of the

certifi camrtificatet fothiority tenderiBatise Servepecertifivate obtainedi feein the weivice he
portable term nal, and obtaining specified data which the portable
t er iOnaltepmpindlnang somprises memma?ori obtaining fsem: thet seavern atdoanmiurdtation r esul t
I s obtaineq, show ng tha t.he service termnal ;is authenticated. A program
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communication application.
In another preferred embodiment, the portable terminal comprises means
15  for obtaining from the certificate authority, a client certificate for certifying
authenticity of the portable terminal, and means for transmitting the client
certificate to the service terminal.
The present invention also provides a service terminal comprising means
for transmitting a server certificate issued by a certificate authority in response
20 to a request from a portable terminal; means for obtaining a client certificate
issued by the certificate authority from the portable terminal; means for
verifying the client certificate by utilizing a public key of the certificate
authority; and means for performing communication with the portable
terminal, and obtaining specified data which the portable terminal obtains
25 from a server in the case that an authentication result is obtained showing that
the service terminal is authenticated.
A program transmitted from a server to a portable terminal via a network,
and executed by a control computer of the portable terminal wherein a

program for enabling a control computer to perform a process for requesting a



F0520/ 31#54 g% fﬂever certificate froma conmunication partner, a process
for veri 9/5? 3 server certificate by utilizing a public key of a
certificate authority, and a process for transmtting specified data,
obtained fromthe server, to the comunication partner in the case that an
aut hentication result is obtained 5 showi ng that the conmunicati on partner
Is authenticated. In a preferred enbodynent, the programincl udes the
specified data and the public key. The present invention is also perforned
in the fservemcedificade. frémsercemmymnicétionpartnaryai peddess for terifymg tthol e
termnal, transmts an application to programto a_portable termnal, and
stores tSggverpgertifaeatenbyrsiizingi a publickeyeofieiicentifibatehaethorisy, dotlaghabl e
to a portable terminal and conputer-readabl e when determ ning to provide
goods orPTOEESS des (rRRsmMting, SPEe) ted nQOLYHE ugﬁ’ Sexglyj toe the

2 por  AOSRREHHIN Frer iy HieRa3s that RoneWGRDHSRUBR cesull b OBLIBRY co
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performéﬁﬂmd'lg@)}j on programin storage nmedium As a result, |ocal 20
comuni cation I's perforned between a portable term nal and a service

term nal , THe psedent davestioh sl alse perfhrenéd datte followig hisdd. A server

comuni cation, and specified data is transmtted to the service term nal
from t heepfornablcemrmanigatiin with re poatablé hetmaral autdnsniite ahi appliestidn i s
obt ai ned showing the service termnal is authenticated. In this case, the

st orlige programtow/podable t2smiibil Bind Gt@resktherapplicatienprogedrdnt astorage
menory such as, a RAM a U Mcard, or a SIMcard. Brief Descrjiption of the
Dr awi ngdnedigm 1 which p| etk dveagrdetachahlai nig a neperiablal | tereminalurand on of

a termnal F0520/3 .. . . .
computer-rea&gbdle when determining to provide goods or services with a

portable terminal user through a service terminal. The application program is a
program for enabling a computer of a portable terminal to perform an
15 authentication process of a service terminal, and a process for transmitting to a
service terminal which is authenticated, goods or necessary specified data for
providing services. A user visits a place which is possible to communicate
with a service terminal by local communication, and operates a portable
terminal to perform application program in storage medium. As a result, local
20 communication is performed between a portable terminal and a service
terminal, the service terminal is authenticated through local communication,
and specified data is transmitted to the service terminal from the portable
terminal in the case that an authentication result is obtained showing the
service terminal is authenticated. In this case, the storage medium may be a
25  HDD(Hard Disk Drive), a portable
terminal memory such as, a RAM, a UIM card, or a SIM card.

Brief Description of the Drawings

Fig. 1 is a block diagram explaining the overall configuration of a terminal



8 .cormuﬂbggé/’ 9B system according to a first enbodi nent of the present
I nventi on. 8 % I's a block diagram expl ai ni ng an exanple of a
configuration of portable termnal M5 in the system 5 Fig. 3 is a block

di agram expl ai ning an exanple of a configuration of service termnal T in
the system Fig. 4 is a sequence diagram expl ai ni ng an exanple of an
operation of the system Fig. 5 is a gequence diagram explaining an

exanpl e of an operation of a 1o term nal communication system according to
a secondc@nbuinigaiion osystem mosoeding rtoera ifrst @mbodiment fof ther fpresemg t he

| nventi on The enbodi ments will now be described with reference to the

dr awi ngsIVERHONhe fol | owi ng enbodi nents descri be exanpl es of the present

i nvention, but, .are r]ot tg. be taken as.limting; and the scope of the
present i ignt? di 8 Plggkndiagram gxplaining anneya t9foRsconfigurgtion of
Enbodi ment > 20 <1-1. figyration of the first enmbodi nent> <1-1-1 . Overall
confi gur%?lit% C&F"R‘Qaéﬁﬂﬂ&n'é\g‘lﬁé tation systenr Fig. 1 is a block diagram
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figure, -Cr'f%ﬁg@ggdrpwlbgﬁkhpn systemis 25 conprised of comrunication

net wor k C ate‘authority CA, |P (Internet Provider)
server 20 Figayeipy segnéice dihgraMbexSlanfifislah exbirle dted \ rtable
t erm nal I\/Bg and ser@?ce ter r%rnal TlS!l I n%e %93%1 oﬁ?ﬁ?ﬁ éftﬂe]gm' nal
M5 and ayystemarvice termnal T are described, however, the nunmber of
portable term nal M5 and one service termnal T is greater than F0520/3154
9 one in rlagliStis a sequence diagram explaining an example of an operation of a

10 terminal communication system according to a second embodiment of the

present invention.

Best Mode for Performing the Invention
The embodiments will now be described with reference to the drawings.
15 The following embodiments describe examples of the present invention, but
are not to be taken as limiting; and the scope of the present invention is open

to a variety of modifications.

<1. First Embodiment>
20 <I-1. Configuration of the first embodiment>
<1-1-1. Overall configuration of a terminal communication system>
Fig. 1 is a block diagram explaining the overall configuration of a terminal
communication system according to a first embodiment of the present
invention. As shown in this figure, the terminal communication system is
25  comprised of communication network NET 1, local certificate authority CA,
IP(Internet Provider) server 20, gateway server 30, mobile communication
network NET2, portable terminal MS, and service terminal T. In the figure,
one portable terminal MS and one service terminal T are described, however,

the number of portable terminal MS and one service terminal T is greater than



Cbnnunchﬁ%ﬁﬂﬁ £ work 1 A functions as a |line for data comrunication, for
exanpl e @ e the Internet or a private line. Local certificate
authority CA and IP server 20 are connected to comruni cati on network | A
Mobil e 5 conmuni cation network | B is conprised of a plurality of base
stations, exchange stations, and subscriber process device (not shown
here); and perforns radio communicatign wth portable term nal M. Gateway
server 30 s a conputer systeminstalled at a gate relay exchange station
t o connedne ircrgaliijii cati on network | A and nobile communication network | B
each to other. According to the present enbqdi nent, data comuni cation

bet ween Rigation nesvak 4 A ungiionnas pdineofardata sonomunécattory fiorB i s

performed by functions, of eway server, 30. Portable terginal MS can
conmuni plerand may: g éhg %Wmﬁ@) @57 PhRle hn@okq%’ﬁf @ﬁftilg]ﬁatﬁe@hnbpklti B,

* 2%@&%6@4?’859@%% R obRerfit: Qc?éc“o”g%wa%«?qtipﬁ‘m@sﬁf‘%@aé%é Mﬁb‘ﬁﬁfmt o
one o st AVELEC T PR L A TR D0 BARLLGLT.
01 ot ApchaRBFTMALGHS, AP RALKAOLOhablls GRIGERARE MW hELe): °BRY. "oy
f rom corpafdre® Fatio@niiidation %nmpgemm@térﬁﬁﬁur MS. N@gﬁ@&g@@%mt 0

URL, to communication network 1 rtabl e term nal e a portable

t el ephorig,a RoA{Retes aystenb igstalled 463 ghwt'élhyaéb@b}iii%e' stationl td tedrnedt
portable termnal which is possible to carry, in 25 this case, portable
t er m nalcomBnunicatpur tneibwerk el Aphand emotiiken conimuipigationameewbek nl Bakadls
perfornms data and sound conmunication through nobile conmmunication network
113 10porather eAceonding| tovthepresqndr embediment datennominaunicationi betweewi ce
termnal T by infrared radjati.on. urtl’lg[ﬁ,' portabl.e ,term nal M5 has a WW
(Vor | d RPRMUBISAtHL REWOTKnd et 3R@, mORils: (cpmmunieatipn 18atwark t Bniisal M5
user Carbe‘f orhed 8)@ giﬁnc(:)tfiorlxspo? Eaé%ayz Qevare?%%‘.” ce). Also,
Portable terminal MS can communicate with IP server 20 through mobile
communication network 1B, gateway server 30, and communication network
15 1A. Also, service terminal T can communicate with local certificate authority
CA through communication network 1A. Portable terminal MS and service
terminal T can then perform one to one local communication without the need
for a network.
In resource including a communication application, URL corresponding to
20  resources is installed. IP server 20 abstracts URL including a GET request
obtained from communication network 1A, and returns resources
corresponding to URL, to communication network 1A.
Portable terminal MS may be a portable telephone, PDA(Personal Digital
Assistants) and the like if it is a portable terminal which is possible to carry, in
25  this case, portable terminal MS is a portable telephone. Then, while portable
terminal MS performs data and sound communication through mobile
communication network 1B, portable terminal MS also performs data
communication with service terminal T by infrared radiation. Further, portable

terminal MS has a WWW (World Wide Web) browser, therefore, a portable



br owser: ;ﬁ%bﬁkbﬁq in portable termnal MS has a viewer function for Java
appl.et; portable termnal MS views a WWVpage, Java appl et
designated by tag may be downl oaded and performed by WMV browser. 5
Additionally, portable terminal M5 also functions to performvarious
applications downl oaded fromIP server 20. Service termnal T is usually
installed at a store such as a conveniaoce store, or in a station yard,
and issues concert or train_tickets, or transmts gane prograns, nusic
dat a andterming] MStusesranayievta pagaaof lB.seNemZOS(gemme).oAﬂm,rMhWWT has

interfacg to performdata conguni catjon with IP server 20 or |ocal
certifi chrewsen mestallgd an partablatemamal JMS drasancvieven fanetion foerfaxse t o

Ermbod meAPbIck 8RloMPEt FrtEbIE Fergaa] e WSt W G pERE: et applehe.

15 dar o pesighat By tag e die, BoliigHaed ‘anil péipried 56 WNRA HrawRe dat 4

goods ) AUHioHRNE BRRHET torfhichPy RAS, S8 Bl oS SRR gt

transm sggﬂqcﬁjoﬁ%?wh[mbﬁq}g%ﬁ,érgmortabI e termnal M5 a billing
able” termna

process to a port user 1s usually perforned. Next, a

portabl e tSémie@teﬁﬁnuwisxﬁuml?iihﬁaﬂeatﬁraest%@wcﬁ 85 Y ShvedlididiBdtofe, S
installed, and performs communfcation for electronic comerce wth Service

terni nal off itya peati@blyard} andi isshedRonkertt be teaiAntiokem! iornirahémisaghien data
Is transmtted from portable termnal M5 to service termnal T, and

servi ce prgrams, mugicodatde andgtheddikento eparpable fecalihgl, MSprAses sefvice
issuing tickets and the |ike is performed 25 if transaction data is
aut hiént i teamdnal Tvkasisdexfaos to pestares data communiaation woth B seyeare2f air t he
Por t abl cloca] ferificate aBRPTRL Anand: Biheichas infrated TadBtioneintexfbreroi cat ed
Ler M A o SR et ne Ipcal combmunication Wil SashbR telisa Y oY 1P
In the embodiment, the following electronic commerce will be performed
by the above described descriptions. Firstly, IP server 20 transmits transaction
15 data (E.g. money data, issue data for issuing tickets, obtainment data for
obtaining game programs, or coupon data worth for exchanging with goods.)
in response to a request from portable terminal MS. Upon transmission of the
transaction data to portable terminal MS, a billing process to a portable
terminal MS user is usually performed. Next, a portable terminal MS user
20 visits a store where service terminal T is installed, and performs
communication for electronic commerce with service terminal T by portable
terminal MS. In the communication, transaction data is transmitted from
portable terminal MS to service terminal T, and service terminal T provides
goods, more specifically, a process for issuing tickets and the like is performed
25 if transaction data is authenticated.
Two means will be described according to the system of the present
invention to perform such safe electronic commerce.

A. Means that portable terminal MS confirms that service terminal T is the

authenticated terminal.



aut-hent E@h?&/ ggrtabl e termnal M5 and the transaction data is transmtted
from aut é &d portable termnal M5 to service termnal T. Firstly, A
Means wil|l be described. Local certificate authority CA has a 5 function
to performa digital signature; and local certificate authority CA has a
pair of its own public key and secret key. Al so, when local certificate
authority CA obtains a request fromajigeliable person, local certificate
authority CA issues an electronic certificate to the person. In nore

det ai |, B.|Means cthat i transactionadatwrowged/byndRieserver 20 sertyansmiitdibltger and
a service ti_lgrm' nal T holder io constitute nmultiple persons each of who, in
t he operatithgntigatednpogableetarmisshdiSyeand the dransactionedataois testriittety; and
a communjty, for providin serviges with a portable term nal M user, is
confi gurﬁ'ﬂ%‘ E‘é&'&p%&@m lP‘P'g&lP]é’ texmnal MS tacsenvieq tesminakli i fi cate to a

renbor of EHBofinMe n%fiﬁh%tﬂ'ﬂt%g %%?ibf@hfm: X féq?ﬁﬁﬁg%eaiafnﬂ%‘%ﬁrﬁéief@aél )
if i . ' i ¢h. . N,

Ct 7 ut ur xR 8ot d R ES amaRaL SRS Spndticrdt A b o
uct ure, & _ 2 Fcace

aut nor | 2240 B s Bin UL ERNSELRANEY, AT W S erfifibfs AlthERty 2, e

by NoSt CAr bbHAIAS!F el froih aTRAMbINIRRSGE 1ddal B AU Qb origEher | 265

20 lower certificate authority, certi e authority 1ssues _
certifidssies avelsvtidnic certifititef toCtheeparleni Y mereedetan! b'leﬁ?&@rﬂﬁ:Cat

aut hori zed by certificate authority ‘and its own route certificate. ?n fig.

1, serviaghortyriGCAlhdldes ardPeservent2®hodder andla eervicé iteahmaAur esldey CA.
Accordingly, local certificate authority CA issues server certificate Cs

whi di  @nstitutec multiphe mersans eaght brwheg iny theo aperationi 6f chteppasehor ity
CA and it wn route certificate O. A nmessage and a nessage digest are
i ncl udedaméoglé?%ls arerqqmmested coafidentigllyy and Recommunity,gfomprovidingn i s

e TR Gondi SRl AISIRE: ahEAS, e s
assi gneq iRoRAFE A fsulel 'S°@hifificate to a claimant on condition that the certificate
claimant is authorized as a member of the community.

15 Also, local certificate authority CA is a certificate authority which has a tree
layer structure. In the tree layer structure, a certificate authority is authorized
by a host certificate authority; and has a route certificate showing a certificate
authority is authorized by host certificate authority. The route certificate is
issued by host certificate authority. Then, when certificate authority authorizes

20 lower certificate authority, certificate authority issues to lower certificate
authority, a certificate showing lower certificate is authorized by certificate
authority and its own route certificate.

In fig. 1, service terminal T is under control of local certificate authority CA.
Accordingly, local certificate authority CA issues server certificate Cs which

25  service terminal T is authorized by local certificate authority CA, and its own
route certificate Cr.

A message and a message digest are included in server certificate Cs. Firstly,
the following information is included in a message :

(1) Version number : This shows a certificate version.



I ssued b g 8@' gertificate authority CA. (3) Signature algorism: This is
an encryﬁp g ﬂé rismutilized when I ocal «certificate authority CA applies
a signature to a certificate. For exanple, 5 SHA -1 as hash algorism RSA
as neans of encryption and so on. (4) Subject : This is information
regarding a person to be certified, such as, a person's nane, a conpany
name, and a country code. (5) Validityi2 This shows a period of time for
which a certificate is valid. (6) Signer : This is the nane of | ocal
certifi c&ksadahmumbem,ﬂdsnipammumgﬂ: uniquelyuassignedde ea+ull tbstiﬁi:dnﬁ. (7)
Public k KEYP . This, is the public key for local certificate authority
CA. The fséﬂégﬁé{'ﬁpéﬁl %&i‘&\f@%@ﬁ’sth(g’été’ €he dgt ailed contents included in a

i S, encr ed by secret key KEYS 1 of |local certificate

e ot hof It SIEHGIRe aherisRn i s an wcmmpécalg@ynsnkmz;dgwh?mcal
i fi hor di is th t ' rmati on
(. resSBocle gy o olRTERSE i f, sl Bl s
sec . .

Sorvl' SEHAIRAGh SRbrlS REA pPmesRR At HEryiof 3nd SHomr e oy |

: o e : . . o
oubl 16 A SWBbED! TR IsIhpion BARAG a TR sOR o6 BBy Sudh Bifer: Toar e
by | oca} pgfgotﬂ’g hﬁﬁk@a%&ﬁﬁé@ ﬁa%;, afli% &?oﬁlctg?l%%%! ficate. The certificate

i ncludes "route certificate | ssued by certificate authority CA

Fur t her , (5 VAdlidinnaThieshows dypéried bPtisré Y6 wiiich a dettifizatEisaslidiat used for

| ocal certificate authority CA for exanple, it may be a conveni ence-store
chai n whie)tSigmenadiss iotheemamead Istal eartifRate abtisorityr Gidndonfarobhaites
public key KEYP 1 of l|local certificate authority CA fromIP server 20 when
obt aioni nepunteycade and thatikeir om | P server F0520/3154 13 20. Then, portable
term nal ('}\)/%’&b i ii_E/SK%ﬁ?{ t:i ’I’g)i%altseth%blgu i l?g (ilcefyr %)onr1 llo%%iilcertiﬁcate authority
CA.
The information above comprises the detailed contents included in a
message. The message is encrypted by secret key KEYS1 of local certificate
15 authority CA and may be decrypted by public key KEYP1 of local certificate
authority CA.
A message digest is the generated information that message is compressed
by a hash function, and compressed message is encrypted by secret key KEY
S1 of local certificate authority CA.
20 IP server 20 has functions to perform communication by a public key
encryption system, and digital signature; and is comprised of a pair of public
key KEYP2 and secret key KEYS2. Also, IP server 20 is authenticated by
local certificate authority CA; and has a certificate. The certificate includes
route certificate Cr issued by local certificate authority CA. Further, a
25  management body for IP server 20 is the same as that used for local certificate
authority CA, for example, it may be a convenience-store chain which
manages convenience stores.

Portable terminal MS obtains public key KEYP1 of local certificate

authority CA from IP server 20 when obtaining transaction data from IP server



certificate authorlty CA, to service termnal T when portable termnal M
and ser¥9e20/8t%4i nal T perforns digital conmunication for electronic
commerce, and portable terminal MS confirms authenticity of service
terminal T by 5 public key KEYP 1 when the certificate is transmtted.
Then, portable termnal MS perforns communication for electronic comerce
wWith service termnal T only in the cage authenticity of service term nal
Tis confirmed. Next, B Means will be described. In the enbodi nent,
port abl e20.eMhenalp dvRble riensimals M8t sqiestst aacedificate abtainasb fromelodalom | P
server 20 only by utilizing to a cormunl cation application downl oaded from
| P ser vecerfificatmauthorisyn@aAi tasevice perimical Towharla}mmablc termiealdMSandat a
outside after confirm ng whether a conmuni catjon part ner i s authenticated
service searwmmwmmalpa?rpere”mnmchgnal crgympBigasiono fareelesironis cemmgree,

pfmlmdf:%nd mprga}aq'e.yi@a%ﬁ 2N camfigmecas Eiish%}. Bh ssavice (iBne 'ENEKEYP 1
obt aifny e ke AL T, WiRBAE rBAREbHRIFPRE A TheE e aRg fp Pl

h i f d
ot pmmn@iqt;&{ SRR e e
aut hent Id&?]% 191%@%3'5’){3 taBl Mtgérﬂhrﬁﬁma I\/é’l E%Eérrﬁﬂnaﬁ‘i{ﬂgeéod%ﬁé& henticated, is 20

obt ai ne hen, por orns conmmuni cat1on application.

For exanpl Qext FYMMBhGiRABdT. 4 the chbdditeitp potablenefiiaMS Java

applet islrm to conmunicate only with a source perform ng a downl oad

when coniafdmis owtside, fanddvtivrdditarsbigined freiP lserver\2denly byagilizing
communication with service termnal T is not comnunication t hrough a 25

net way k, a andnmimunicationmapplitation | downhsatpde nfrom b oiservere ?}a(howmd iait.
Thus, portabl e termnal MS conmunicates with service term_nal

per f or i cymuumicatiomapplicapipn ittasnuits trangactiethdata qutsidmatier p@nfmmagt 0
service term nal T only .in.the case authentlclté of service teerl,niz_J Tis
confi r meWl eﬁtﬁ‘é’o?o‘i%‘ﬂ‘ﬂ“?ﬁ@%ﬂéﬁ}?‘%ﬂ%@&‘ eI ALed  SEMICEa termina or

FOS20/ 3104, ddle, it Ay Be' pfolied By’ toifol g pi8tedurtd! Fiksts, BSUCH AP0t 0 be
transmits to portable terminal MS, communication application including
15 transaction data, public key KEYP1 of local certificate authority CA, and each
routine for process for obtaining a server certificate from communication
partner, performing authentication of server certificate by utilizing public key
KEYP1, and transmitting transaction data to communication partner when an
authentication result, which communication partner is authenticated, is
20 obtained. Then, portable terminal MS performs communication application.
For example, communication application is a Java applet. In general, Java
applet is limited to communicate only with a source performing a download
when communication is performed through a network, however, local
communication with service terminal T is not communication through a
25 network, and local communication is consequently beyond the above limit.
Thus, portable terminal MS communicates with service terminal T by
performing communication application, and transmits transaction data to
service terminal T only in the case authenticity of service terminal T is

confirmed. According to the above method, transaction data is only



perforni§$5§b§ﬁ§§s of conmuni cation application. That is to say, illegal
copyi ng ction data is prevented. Next, configuration of portable
terminal M5 will be described with 5 reference to fig. 2. As shown in the
figure, portable term nal MS according to the enbodinment is conprised of
control unit 100, infrared transceiver unit | 10, radio transceiver unit
120, instruction input unit 130, crystal4 display unit 140, and bus 150
whi ch connects each unit for transm ssion and reception of data nutually.
10 | nf r atradsmitied teiservicetémminal T pdvi¢loisrsonfifmaddd beoauthentiasiednindtieh
service termnpal T under control of control unit 100. Al so, radio

t r anscei perorming 1pwceps el communicatishapplisatioon Thath is toasay.sibegan of
conmmmuni cation network ] B, under contrql of control unit 100. Instruction

i nput unfePYEE 9ltransastiondatasns paeyenteds ypes of buttons, such as 15
oper ati on NeghuicontiaEalishaokoporabli Rrgualodvish WiEbe desaribs rotths: an
oty P i S 1o 4, BB WAL DS
&P Cont e eiBBUiREnt I comPrsd bt iR’ bo) HtiaredWARCE SR M 110,
Access MafRé transédiver RETRPYD L ifbtntfbre Rt Uit §30h ¢ ﬁ?ﬁ'o 0,

ithl &s
termnal Ms. Various comrunication applications su%ﬁtas, gp%{)n r

comuni cahd dusalPfl vadchdonne W Actp whd fotegshsbdiciPand recepGorTBMdsat i on
application in accordance 25 with public key encryption system and the

| i ke ar emutsaldy.l ed in ROM 112. RAM 113 is utilized as work area for CPU | |
| , for exanple, HTM. data and a communication application downl oaded from
| P sHrver ared tsanscetvarruniRAlD pesformng onbrardd comBRRGbAti 07 With senpicesed of
a communi cati on_application ;t(orage area_ F0520/ 3154 15 (AP storage _area)

114a, getesmanalolwader condrelyal gentroh umy 1¢8.Mlsn,adie transceiver unit 120

performs radio communication with a base station of communication network

1B under control of control unit 100.
Instruction input unit 130 is comprised of various types of buttons, such as

15 PB(Push Button), and cursor keys, and provides with control unit 100, an
operation signal corresponding to input operation when a user performs an
input operation. Crystal display unit 140 is configured by a display unit, such
as a crystal panel; and displays a variety of information under control of
control unit 100.

20 Control unit 100 is comprised of CPU(Central Processing Unit) 111,
ROM(Read Only Memory) 112, RAM(Random Access Memory) 113,
EEPROM 114; and controls each unit of portable terminal MS. Various
communication applications such as, a control communication application,
WWW browser described above, a communication application in accordance

25  with public key encryption system and the like are installed in ROM 112.

RAM 113 is utilized as work area for CPU 111, for example, HTML data
and a communication application downloaded from IP server 20 are stored in
RAM 113 temporarily.

EEPROM 114 is comprised of a communication application storage area



appli catf}‘ (?gwi oaded from I P server 20 is stored. Route certificate Cr
and . transactron data downl oaded from I P server 20, secret key KEYS4, and
public key KEYP4 are stored in general - purpose storage area 114b. Al so,
when 5 comuni cation application is performed, CPU 111 generates random
nunbers, comon key KEYX by utilizing random nunbers, and stores conmon
key KEYX in general-purpose storage at®a 114b. Next, configuration of
service termnal T wi|l be described with reference to fig. 3. As _shown in
fig. 3, (A sterageearenhdll4a, gevsral-purposeteragenarandddbi Commweationed of
system con

Syt em cont ol toat, 20%ua LA G LS BRCS Al 240, commpleatton g
Commum 4 SR o BRpRFET D, ST B0l RN SOTTROR S o
o7 KD R Al BT oo
ek O MDA BT O e B SRR 1 T

system Rk lrsnex Kﬁﬁoﬁn%tﬂlﬂiﬁg%%ﬁbﬂﬁ%\ﬁ%%i andasdred chﬂrhbﬁ?lﬁe)rQir Lle

performng a co ni cati applicadtion, and the 1ike are store

di sk ZSQ(EmriﬂrgeﬂefanIﬁjrp@g@smiage&lQa pedpor ns data conmmuni cation with
portable termnal MS by utilizing infrared radiation in accordance with

publ i c keWextncoghguratiaysf senviGoterminahTiwill beides2éibedavithreferdaéato
communi cation 25 through comunication network | A Service termnal T

per f or mfig.t3.aA8 showmm figd 3, sceyicederminalal iasgordiagatonthenembodiment is f i cat e
authority CA, b d?ta conmuni cat i on, ,an% ﬁbt ains a certificate,including:
serv8r compuisedy of GystgRy control camit  208; o idraredypinterface 2wt h3404

Ikﬁgf fﬁgﬁbﬁgﬁnﬁq%ﬁﬁnﬁrﬁd,gggﬁt %%‘flt 5361,53{splagpﬂ}nst i:l?(?,zl%rﬁlc?igkj%o,ozpne ation
issue unit 260. Communication unit 220 performs data communication
through communication network 1A. Service terminal T performs
transmission and reception of various data with IP server 20 by the data

15 communication.

System control unit 200 is comprised of CPU, ROM, and RAM (not shown
here); and functions as the nerve center controlling each unit of service
terminal T. Also, a communication application in accordance with public key
encryption system, secret key KEYS3 and public key KEYP3 which are

20 utilized while performing a communication application, and the like are stored
in Hard disk 250.

Infrared interface unit 210 performs data communication with portable
terminal MS by utilizing infrared radiation in accordance with public key
encryption system. Communication unit 220 performs data communication

25 through communication network 1A. Service terminal T performs
transmission and reception of various data with local certificate authority CA
by data communication, and obtains a certificate including server certificate
Cs and route certificate Cr.

Input unit 230 has a keyboard, a mouse and the like; and a user inputs



Di spl ay gﬁ# /ﬁig I's configured by a crystal display unit and a tel evision
noni t or Q ?i ke; and di spl ays operation details of input unit 230 and
process in response to instruction(s) input in portable termnal M. |[|ssue
unit 5 260 issues tickets under control of systemcontrol unit 200; and has
a print function. <1-2. QOperation of the first enbodinent> Fig. 4 is a
sequence di agram expl ai ni ng an exanpl el®f an operation of the system 10
In the enbodi,nent, |P server 20 and service termnal T are authenticated by
| ocal cePRerationtBstzuetions by input Hnﬁoﬂﬁﬂace for performng safe el ectronic
conmer ce. ess f.or Step 110 4 in fi 4 corresponds to t he above
one. Thelg élmtag4 niSyCe lggr I@t‘é’dst‘)‘? display; maitaanda selewisienni nal
erver 20 transmts to

MS t ct 15 Fi.rstl
I ocglse(r:em?m‘ ftor . g‘?ﬁ hﬁ?‘ilat@“wﬁr’@gf@ h@?ﬁrﬁlﬁlr&gl @éailéqgéé@PWEQﬂltr ddleandng a

At hent .@é??%%‘ﬂi tsnolSE ¥ St o abUETH pOReBle RerisaL NS HRug udic
oubl Pe. 1657 1V YRS FindeP iRl A sy e, ESRb Y unjf 200 S8 hAL A PRt s, o

aut hori tfgnefloponfirns that I P server is authenticated, |ocal certificate
authority CA encrypts public key KEYP2 of IP server 20 and hol der

i nf or mat i ea1-RNEpepatioi ofithe firscembedit@ntXEYS 1 which local certificate
authority CA holds, and generates public key certificate C2. Local

certificatigadtisar sequ@%erélhgrm éxplaiagrareexadplaefienbpemtiodnof gsponse
25 RES 1 including public key certificate C2 and route certificate Cr.
(Step szs)ystem server 20 transmits route certificate Cr to portable term nal
M5 if nec the ot her hand, service termnal T transmts server
cer 2Pf i cat @ 1 §§mb9 Rsepver2Q @%Bew% terminab Taarerauthenticatetddycerti fy

hat seyuige s pnep&@yazz&;s; S o el s ©

term nalcoﬁn%@f’ceh‘iirggess Por(gt HE Sjte ¥ m'_ﬁ)g. £ corresponds to the above one.
The process has only to be completed by the time a portable terminal MS user
starts electronic commerce.

15 Firstly, IP server 20 transmits to local certificate authority CA,
authentication request REQ1 requesting a certificate that IP server 20 is a
authenticated server. (Step S1) Authentication request REQ1 includes public
key KEYP2 and holder information INF2. Holder information INF2 is text
data showing that a public key KEYP2 holder is IP server 20.

20 Next, when local certificate authority CA confirms that IP server is
authenticated, local certificate authority CA encrypts public key KEYP2 of IP
server 20 and holder information INF2 by utilizing secret key KEYS1 which
local certificate authority CA holds, and generates public key certificate C2.
Local certificate authority CA returns to IP server 20, authentication response

25  RESI including public key certificate C2 and route certificate Cr. (Step S2) IP
server 20 transmits route certificate Cr to portable terminal MS if necessary.

On the other hand, service terminal T transmits server certificate issue
request REQ2 to local certificate authority CA to certify that service terminal
T is authenticated. (Step S3) Server certificate issue request REQ2 includes



inf.orrrat.mrgzb}gﬁﬁlli s text data showi ng that a public key KEYP3 hol der is
service termnal "T. Next, when local certificate authority CA obtains
server certificate issue 5 request REQ, local certificate authority CA

I ssues server certificate Cs described above by encrypting public key
KEYP3 and hol der information [INF3, and transmts to service termnal T, as
server certificate issue response RES27wWth route certificate Cr. (Step

S4) When sgf.v r ci)rtificat,e Cs is decrypted by public key KEYP 1 of |ocal
certifi cEPRIGRoF3 pf servicsr {erarinal ol tandrhokdérTindormationp INF3c HolddfEYP3

and hol der, i nf ar i INF3. In this case, local certificate authority CA
i ssues sH}f%‘Paﬁew @a‘lsete& ‘&%ﬁysmqwnﬂemﬂtc% npublis key KENXB3rholderrisi of

| ocal cegtifticate.authority CA. For exanple, a portable term nal MS user
may acce%%viéoec%m%‘?ﬂtff icate authority CA to request authentication with

hi s/ h ' (oYo L 15 hor | CA r.ef h
Fequest , wNERk VHBHTIER] oeRiRbafEChbtnorid) G pbins Seriky cayfiSeniperssuc
igf i . Mals) : t td fi Cs.
Thi s “deasdest REQED Al ertificdi iR} CA' Miltednioilar, SFTUARES co
des of el | vel frentt "
El et F o o oLy PUBIIC Key REYPY 308 BCEL, infopBtibi i)
be descriNiES, aifd trakinits e Beindéd inf TriagNerVEr BEARTORS ilMSRIPBRse 20

t hrough communi cati on network 1A and nobile comuni cation ne

t r ansni tRE§@wwitladroutejueestifiRatB €n (StepeSuyr WAk Feeved )certifica (& s 20
returns downl oad response RES3 to portable termnal Ms. (Step 6) 25
Downl oadlecs¥pieds by Reslalic resyu ek YRUbloif clocel ceBificateotuttanity Ot kéivies e
authority CA .rouie.certificate G, a conmuni cation application for

per fi8r mtﬁﬂnlf&%rﬁﬂfﬂ%aﬁ Py ilﬁﬁw KEYP3 anddiakleninformationf INF2d r adi at i on,
and transiﬁt kon data suchicﬁis coug_:l)n daéz . .A conmmuni cati on application

permts tolt'PahEdS logal certifiGate, aythority, peues hesvereentifinate/Coanly i n t he
Sﬁﬁﬁ gng;&l‘{%&ﬁs T#ﬁéﬁ&)@f?fi@@ gégéﬁpg (r:qitf 10dd1c8 Rittcatt Sk gf'iit; fory Igl(r)lxgI
example, a portable terminal MS user may access local certificate authority
CA to request authentication with his/her own PC, however, local certificate

15 authority CA refuses the request, which is not from service terminal T, for
issuing server certificate Cs. Accordingly, a user cannot obtain server
certificate Cs.

This description solely concerns IP server 20 authentication and service
terminal T authentication by local certificate authority CA.

20 Next, electronic commerce performed by a request from portable terminal
MS will be described. Firstly, when portable terminal MS accesses IP server
20 through communication network 1A and mobile communication network
1B, and transmits download request REQ3 to IP server 20 (Step 5), IP server
20 returns download response RES3 to portable terminal MS. (Step 6)

25 Download response RES3 includes public key KEYPI of local certificate
authority CA, route certificate Cr, a communication application for performing
communication with service terminal T by infrared radiation, and transaction
data, such as coupon data. A communication application permits to transmit

transaction data from portable terminal MS only in the case specified server



server cghé?ré/?ci%e Cs. Further, portable termnal M5 may request |IP server
20 to tr blic key certificate C2 before transmtting transaction
data. Then, portable termnal 5 M nmay verify public key certificate C
obtained fromIP server 20 by utilizing public key KEYP2 of |IP server 20
obtai ned from another safe route; encrypt billing data attached to public
key certificate C2 by utilizing publicl8key KEYP2; and transmt encrypted
billing data to |P server_20. Next, when a user visits a store, and

oper at esc%%tcatﬁ &£y as mondirmasl;t and ¢ publie keyo KloWlIniis aitilozedapp| ¢anfitmn
obt ai ned at Step, S6, portable termnal MS starts performng one to one

| ocal co¥FMET EERIRGLSh service terminal T by utilizing infrared

radi ation.~Iln, this al co ication, firstly, portable termnal M
transmits LR pé’ﬁh??i?]tt?%g% Hl?é’sfeqjélff@ﬁtlb Osegggl;,bﬁetq HARPIRAY PUlPhG St ep
7); and | t ' T.returns.server authentication r onse RES4 15
to port alg eX%@ﬁ?ﬁaﬁép%foggg@&sg}ﬁ%g Hensagtion %iaiaat‘:@le(% H%%iﬂe |t%'a%@%ﬁ
server [ u : n r{forms
cerver AhanR) R BUbBRREY FhticaldCy, BREIGR HbELIPC oM, 2 b
decr ypt Mmer k&4 TP Welrl 21 |} f .
certifi (S:Lg?l Zilggt%‘g?iwt ]§é¥:Aq§Eand g glt)r act%ggo%ebggizlggcfgpgggﬁoglﬁg Sgkgggﬁntgésage.
Second! yendegpt billing! datai stedcHéd €0 PubliEsREy (dRftiflBaR2AD B§! WiliZn Sﬁﬁblic
function, and generates a nessage digest Tor conparison. Thi rdIg , portable
t er m nalkdyEKEYP2y ad trademity enayped bidimgddgasd IR ddrveh@0message  di gest
for conparison, and determ nes whether the nessages are identical.

Fourt hl y, Next, mhenea usehwisits lrestore,caridieperates portableatelminalrMStd st a
authenticates 25 that service termnal T is authenticated, and starts

per fl8r nigegnamcationRpplication mbtamesdoat Step 16| portablei teaming MSistards dat a
conmuni cat .on . si nce servi cgptpgi mnal T.is.not authenticated. The above

iaut hlent i%_?%?nﬁ SPSSh i 4% . RO ERLIQI, WA oﬁe’aﬂhﬁﬁ@m’lé?a] EE\W 1 of
' Poszor Stkipihg *iiedidh” Ridiglion’ 1if dfis, Yokl SRR BHatials o SR aPOBRlerhus,

I P servggrmthal MS transmits server authentication request REQ4 to service terminal

T (Step 7); and service terminal T returns server authentication response RES4
15 to portable terminal MS. (Step 8) Server certificate Cs is included in server
authentication request REQ4.
Then, portable terminal MS performs server authentication process. (Step 9)
Firstly, portable terminal MS decrypts server certificate Cs by utilizing public
KEYP1 of local certificate authority CA, and abstracts a message digest and a
20  message. Secondly, portable terminal MS compresses the message using a
hash function, and generates a message digest for comparison. Thirdly,
portable terminal MS compares a decrypted message digest with the message
digest for comparison, and determines whether the messages are identical.
Fourthly, in the case that they are identical, portable terminal MS authenticates
25 that service terminal T is authenticated, and starts performing data
communication. If not, portable terminal MS finishes data communication
since service terminal T is not authenticated.
The above authentication process is performed on the basis of public key

KEYP1 of local certificate authority CA; and it is important that public key



permts: %3)5;26%1%'1” transaction data, which portable term nal M5 has

downl oadée rom 1P server 20, only to service termnal T authenticated by
specified certificate authority (In this case, local certificate authority
CA) on 5 the basis of a communication application. According to

aut hentication nmethod utilizing certificates on the Internet, various
certificate authorities exist; and comidni cation is usually performed when
a communi ' zn. part,ner i s authenticated by any certificate(s). However,
illegal k&g{ﬂ’ gisoflesignatest byoa epmmunrications apphicatiarer Thus 2IP seuver 26 nade
in to the abgve au&henti.cation metho‘ii. For ,exanpl e, a portable term nal M
user obPSITHYUS 4 1Q cHANMLL  Kansackione date; which, pordabley teyminal| MSndhasi s/ her

PC, and VLS ot L t the PC from. ble ternminal M. |
thi s cas GOV fiord I SEeieh 26, 8ol 10 SGreicer il rufheaticatad byne pC

by cont uglfied ISR GRKY o'l B IhBA Ee R e i 0E BAT RIS
this ﬂmnt;l_gerbaéié b?gq%qngﬁl%ﬁiwioﬁ%ﬁgﬁggﬁgﬁt i on data woul d be perforned

easi ly. _prevent al"copyIng ransaction data, in the enbodi nment,
| ocal certAdddidiny 39t Agthehtictioh ! Metfod utﬂfliihgeéelrtﬂ‘l&ltélf o?ne'EP(ee rlnfeﬁﬁ%{f cate
Cs; and a comunication application permts o transm ransaction ’dat a

only to sméoud certificitei nrhoritieh tadist] ad eoMMuricAdor As SRy s&fbithegate Cs
with public key KEYPlL. That is to say, transaction data Is 5’nlgt f?i;%lEQMtted

to serviwhener comaiunication ipartnends aatitentichterbby dnyangtifieatets P HowelEggal
copying of transaction data can be prevented. Next, when service termnal T
i s conf i Hlegal coppingaof transactzor datap ssuad from B senadr 205cpald be mradatia

comunicatign with service termnal _T. (Step 10) 25 Data communi cation
wi | 110e t%@r g’éﬁ\‘ﬁe&“ﬁ&’&lﬁéﬂﬁg methed. Bar exapmlecaupertable tesminal BES) user of

port abl e ;t.er m nal netr at es rapdom nupbers to eneraf e conmon key KEYX.
Secondl yOb% i‘lﬁergﬁtc%%féo%ﬁﬁﬁ 1galg a tynby %%@gshtﬁfh%’um,cak y
KEYP3 of [\ J: pal t Q _ seryv ert.fj e to generate
encrypt e’fﬁf?%%%ﬁr@%é%ﬁaﬁ[a%itﬁgwé fﬁﬁ%‘zBPS‘i@f’ %'(51“183}r ?@%1 E“Ct%@rsrr?%ﬁs VS
transm tsoRaWletBHAFha MISCRobRY tiah¥fit HranS&ittdif Bata to the PC by confirming

the certificate as the PC obtains the certificate issued by certificate authority.

15 When transaction data is transmitted to the PC in this manner, illegal copying
of transaction data would be performed easily. To prevent illegal copying of
transaction data, in the embodiment, local certificate authority CA limits a
partner to give server certificate Cs; and a communication application permits
to transmit transaction data only to specified service terminal T by confirming

20  server certificate Cs with public key KEYP1. That is to say, transaction data is
not transmitted to service terminal T which is not authenticated, and therefore
illegal copying of transaction data can be prevented.

Next, when service terminal T is confirmed to be authenticated, portable
terminal MS performs data communication with service terminal T. (Step 10)

25 Data communication will be performed according to following procedures.
Firstly, CPU 111 of portable terminal MS generates random numbers to
generate common key KEYX. Secondly, CPU 111 encrypts common key
KEYX on the basis of public key KEYP3 of service terminal T attached to
server certificate Cs to generate encrypted common key KEYX’. Thirdly,



terninaIFB ﬁgggahly, service termnal T decrypts encrypted common key
KEYX by u?? I'zirng secret key KEYS3 to abstract comon key KEYX. Fifthly,
portable term nal M5 and service termnal T perfornms encryption 5

comuni cation by utilizing coomon key KEYX. In this case, coupon data and
personal data are transmtted fromportable termnal M to service
termnal T, if a third person tries to20ntercept such data, such data is
encrypted by common key KEYX, therefore, it is very difficult for a third
person tBoftabler pﬁrwnghéwsdmaasnmenr,xcwedc@mmon kaly KEYXisto tservicsi ¢ i o
data and %gﬁe P§§9éa"’hf portable termnal MS;, or issues concert tickets on
condi ti of¢TEHBRI derKourthtyer sariige tergninglnd deerypse tenorypteda cosmen gyl P

ding to th di t, it i i bl t t
rper sorkBYR” OBy ifring secieErey KENST o ghsiragh pomon KexnkdsySon gt a
15 ' t ' | T.i h i ted t.h i f .
Certi 1 cEUNGE EGRLA e S AR RELRE QR 1 Stk SifSpvion
comuyni C@&ﬂlﬂ{hrﬂgﬁtri(?ﬁ qutﬂ%mge({bg O:%;[a? Ifﬁ%wsnal M5 and service term nal

T. Further, 1n a case“servic talled in an underground
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performs 20 |ocal co nication wth service termnal “Seérver
certifi criminel MBS &9ic tapmithabTeifteTidperddn iriéﬁ%%i&cﬁgﬁm%ﬂﬂ dat a
only to authenticated service terminal T. In addition, a nagenent “body

for | P sarchedata@s eactypted dyecomnnionekey XY Xy thetefopd, it &Y Veéry diFfieuRUoRori ty

CA, that is to say, a certificate certifying a 25 comruni Cation partner
f or conmathicdiperson tnihtdeprat such idatad Floen, servicei teamina] Biteansasitehunic t he
same source. Accordingly, according to the _enbodinment, conmunication is
per f1§r nedptaiang game rprogram: t%nO&b?mMmal MA; ot asseshgondeet tiokietseon or

I ssuing a cgrtifjcate, .and by utilizing data qbtajneq fromthe source for
i ssui ng %‘E{I"? ﬁb?‘e??ﬁ"é‘?e Q‘E,T@ﬁm?i;lj Pétalﬂwmactlm a3spedohy IP sexwennd
enbodi rr% >

According to the present embodiment, it is possible to prevent

impersonation of service terminal T and illegal copying of transaction data as
15  service terminal T is authenticated on the basis of server certificate Cs issued
by local certificate authority CA in local communication performed between
portable terminal MS and service terminal T.
Further, in a case service terminal T is installed in an underground shopping
center where radio waves can not penetrate, portable terminal MS performs
20 local communication with service terminal T to obtain server certificate Cs.
Therefore, portable terminal MS transmits transaction data only to
authenticated service terminal T.
In addition, a management body for IP server 20 is the same as that used for
local certificate authority CA; that is to say, a certificate certifying a
25 communication partner for communication, and data utilized for
communication are issued by the same source. Accordingly, according to the
embodiment, communication is performed with a communication partner
authenticated by the source for issuing a certificate, and by utilizing data

obtained from the source for issuing data, therefore, security is improved.



Next, a E&gg&g ggbodi ment of the present invention will be described with

referenc P1 drawings. In a term nal comunication system according to

the first enbodi ment, data comunication gets started between portable 5

termnal M5 and service termnal T on condition that portable term nal M5

aut henticates service terminal T. On the other hand, in a term nal

communi cation system according to the gecond enbodi ment, portable term nal

M5 and service termnal T performtwo-way authentication. The overall

conf i gur atT&nSegondeembedimentiuni cati on systemin the second enbodi nent is

lo the sarﬁ as that of tErgi nal cqQmmuni catiqn systemin the first

enbodi mentNEXL & s¢rond embadimentobthe prptentdnvention willbbe sieseribad witht he
CA issues .a certificate to

Sgtr) t gLF@%@Fh&%% ﬁgéi@%@gfé@ %};@%{i‘t@é £erHHBICationceystem; aggrding daed t o
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execut ecorpintiiation Spsteircaddordin i1 inafSponse
N R R R SRR e
t er m nalMSormdnisenticontesménan perfarm 4wdiway enghopdéation.. Ther ikl
termnal M5 needs to obtain client certificate Cc fromlocal certificate
aut hor i toonfiguratior ofdenniraltcamminumi catien sistem oatles se&nd entbadimengrigi nal
M5. As a result, portable termnal M5 transmts client certificate issue
requést thessmeoas that|ofcterminal conamauni eation pystem (rstheg fizgt) embodement in
certificate iss reguest . i nclyudes public key KEYP4 of portable

term nalﬁgfsl,v Q%‘J refoxe SXpanation ited. i ke. Hol der information I NF4
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term nal, Mas8%erminal MS as well as service terminal T. Certificate, issued to

portable terminal MS, includes client certificate Cc and route certificate Cr.
15 Client certificate Cc is the certificate for certifying that portable terminal MS
is authenticated; and includes a message encrypted by secret key KEYS1 and
a message digest.
Fig. 5 is a sequence diagram explaining an example of an operation of a
terminal communication system according to a second embodiment of the
20 present invention. A process executed between authentication request REQI
to server certificate response RES2 (Step 1 to Step 4) is the same as that of the
first embodiment of terminal communication system in fig. 4.
In the embodiment, portable terminal MS needs to obtain client certificate
Cc from local certificate authority CA since service terminal T authenticates
25  portable terminal MS. As a result, portable terminal MS transmits client
certificate issue request REQ5 to local certificate authority CA. (Step 21)
Client certificate issue request REQS5 includes public key KEYP4 of portable
terminal MS, holder information INF4 and the like. Holder information INF4
is text data showing that a public key KEYP4 holder is portable terminal MS,



I dent i fi‘%%b@fﬁl%‘inber' When | ocal certificate authority CA obtains client
certificate I'ssue request REQ, local certificate authority CA issues
client certificate Cc, to which a 5 digital signature is applied, by
utilizing secret key KEYS | which local certificate authority CA holds, and
transmts to portable termnal MS, client «certificate issue response REQS
Including client certificate Cc and ro2e - certificate C. (Step 22) Then,
when port.able term pal M accesiffep | P server 20, and transmts 1o downl oad

request FEOEXAmPle, damay besarig & naREhArt fordpartablel temainal SMS RISk, t o

port abl e'cifﬁ{tﬁi nagl MS.mggt ep 24) Downl oad response RES6 includes

transact} AGa1Q, By r'coupgn da]ta dESC” bed in ]'Ehfa fi Irst enb](c)dl ment, a
. : . y . KEYP .1 e

autnor i 1y Sher S8GACEE IR BRIy 4 RbunS slifel certiients Bave gk%ﬁte%uest

RE . . 2. .
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i ncluding client certificate Cc, to service te

service tentifioaté fﬁsmrl‘ee*)msec IREQI6 dntlhweiing celiétn certifigfts - CcShaa Adute
Firstly, service termnal T decrypts client certificate Cc by utilizing
publ i ¢ kesrtifidwCr. (Btep&@2)| certificate authority CA and abstracts a
nmessage di:(l]est and a nessage. Secondly, service termnal T conpresses a

message us hgn,awlmsh P!Etahlmd@mmalaMngmsachslPasmssaﬂh and erangmits

i oot iowniand Frebies) REQBASter B). B8 spevarcin rassmnitscdenmlonss roapemiser  he
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communication application, and public key KEYP1 of local certificate
authority CA.

15 A process executed between server authentication request REQ4 to server
authentication (Step 7-Step 9) is the same as that described in the first
embodiment. After completion of server authentication process (Step 9),
service terminal T transmits client authentication request REQ7 to portable
terminal MS (Step 25); and portable terminal MS returns client authentication

20  response RES7 including client certificate Cc, to service terminal T. (Step 26)

Next, service terminal T performs client authentication process. (Step 27)
Firstly, service terminal T decrypts client certificate Cc by utilizing public key
KEYP1 of local certificate authority CA, and abstracts a message digest and a
message. Secondly, service terminal T compresses a message using a hash

25 function, and generates a message digest for comparison. Thirdly, service
terminal T compares a decrypted message digest with the message digest for
comparison, and determines whether the messages are identical. Fourthly, in

the case that they are, service terminal T authenticates that portable terminal

MS is authenticated, and starts performing data communication. Fifthly, in the



si nce p.ogpggh% %grm’ nal M5 is not authenticated. The sane data

comruni cat’i (} ration perfornmed in the first enbodinent is perforned

only in the case that portable terminal MSis confirmed to be
authenticated. 5 (Step 10) As described above, according to this

enbodi nent, portable termnal M5 and service termnal T performtwo-way
aut hentication in one to one |ocal coBunication; therefore, inpersonation
of service terminal T and portable termnal, M5 is prevented. 10 In

addi t i oncasfethattheyrarer netaidenticahnservigestermisat i cota dateccompnmnisationi ch

tilized f t hent i, ' ' d th Local
Corti 11 cBiGe ADRGRIEL , eBmjinat nASt ofe, nobr atesnGHedor Thecaparmer (dRiRcat o
2 host copmpIGERtioR ORGP Perionfid, i e fird FRdiRsnt o prossiedan
l'i ent Lcat | 15 shogpl.dfi <3 difigati > Th
Firer antoth € SaBEaRRERBRARL FrndBal MY inefirmic 0 e abfiBnepilednl

invergio%'gﬁl t limted to the enbodi nents; and nmay be performed in
vari ous fications described below. 20 (1) According to the enbodinents

descri bed ARo¥&cribemt ﬁ%@e,tﬁfgﬁ&ﬁ}&wzghﬁnmﬂn%ﬁt,gﬁéﬂﬁm| te-fnﬁﬁ?{]gpl?a si s

communi cation by infrared radiati comruni cat | system on

of IrDA fndfsepvied teanindisTopedbimmweoByay tithemicatbrdes | oIfs té e U6¢419
infrared radiation. Al so, communication 1s perfornmed by radio

transm ssommunications thersforeq impensonatiin of servicentermihél T 26d Graeatieat i on
may be used as one for radi o comunication with service termnal T.

Furt her , teeminalodt$his previeoted.ng cl ose di stance radi o communi cati on by

utilizing 2.4Gz  band, may he applied as a radi,o conmuni cation system (2)
Accolli ng wmmwm%&@c&sm @mec,emﬁcgt@r (e both ahavhiehare

cerver il o7 Sylersioadion. | GE dsSwEs 0 i Sang, SHIE: Jdsal rugripacate
conbi nedAﬂm&ityT&%), itﬁeﬁe?o?e‘f’}yVer%ftlczﬁion for local certificate authority CA need
not be carried out by utilizing a certificate issued by a host certificate authority.
Thus, a server authentication process and client authentication process are
15  simplified.
<3. Modifications>
The first and second embodiments are described above, however, the
present invention is not limited to the embodiments; and may be performed in
various modifications described below.
20 (1) According to the embodiments described above, portable terminal MS
and service terminal T perform communication by infrared radiation, a
communication system on the basis of IrDA (Infrared Data Association) may
be applied besides that using infrared radiation. Also, communication is
performed by radio transmission. In this case, a communication antenna with a
25 base station may be used as one for radio communication with service
terminal T. Further, Bluetooth, performing close distance radio communication
by utilizing 2.4Ghz band, may be applied as a radio communication system.
(2) According to the embodiments described above, IP server 20 and local

certificate authority CA are described as a separate unit, however, IP server 20



server f@b5§phfﬁﬂgicating service termnal T and a server for distributing
a conmmunication application and coupon data are managed by the sane body,
there is no problemthat if it is physically configured by one server, or
two 5 servers. (3) According to the enbodi nents descri bed above, data
conmmuni cation between portable termnal M5 and service termnal T (Step 10
in fig. 4 and fig. 5) is performed by 24tilizing SSL (Secure. Socket Layer),
however, a_.digital . signatuyre, for transm ssion and reception of transaction
éqggah pertifical iy

data mayaB & authgsityddAsmayshe aeambistedunite Thabis teday,rifdi gi t al
signature_ s sgfem The f.irst node is thatqisg, server 20 generates transaction
data encP§PEEJOEautheRlgaling seraceieyminglsd andaassarver ifer wdiststhuting e

t erm nal . and portabl.e termnpnal M perforns data nication with
service F%ﬁﬂ"ﬁ%‘lea op,APRliGation; and coupeg: dafa; ﬁ‘@n’%‘é@@gé‘g% same gpdyacase,
a digit | re.i | ed. 1. .ransaction dagt.a by I P server 20,

t her ef o?{eh,&é ggsﬂi %(ﬁ?é&ﬁ? ﬁﬁ%ﬂ ﬁd*tslgaéﬁﬁlfzaﬂy c‘:&{'fifg%ea/r@f $GIYR50E TR dat a
is defi n&érgbi’s generated by I P server 20 by public key KEYP2 of |P server
20 obtained I'n advance. The second node is such that portable term nal M

and servi t Alctl Tio Wolar MY t S ' -2 to be
transmtt gg)egg E?bi;dtihg r t'o g(h)ér/ %ng())&g%érrlg F e‘?és\%ﬁ%%uagg%‘ﬂ%e(??tgt ?@&%‘?ﬁb lgg*@gued,

firstly bedetbpertablerienainditMsentd séesce dariinkl T(Step (¢PiPfig A dritplig. and
time data showing transaction date and tine along with rmne§ ata afid
coupon da} & performesk byeutilieingn8SY, (SecurcaBbekétel.ayon)| H&ﬁv@@i‘})heél?ﬁala
message gn the basis of hash function to generate a nessage digest.

Thi rdi y, sigaatua| fer tteansmissionsand aegeption ofetssnspetioh dagentayobe tutdizeki s of
secret kf% KEYS$4 of poré(?gl e termnal, M5. Fourthly, portable term nal M5
genettat ekWPIRAERs Haserabed beloye are prevideddaddigitak signataredsystemy.pt s a nessage

on the basl 8S dirsfindeis b RRYervex 20 aeficrateparansestionrdate cgempiedcbyn
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terminal MS performs data communication with service terminal T by
utilizing encrypted transaction data. In this case, a digital signature is applied
15 to transaction data by IP server 20, therefore, service terminal T is able to
confirm whether transaction data is definitely generated by IP server 20 by
public key KEYP2 of IP server 20 obtained in advance.
The second mode is such that portable terminal MS and service terminal T
give a digital signature to transaction data to be transmitted each other. For
20 example, when a concert ticket is issued, firstly, portable terminal MS
generates identification data, and date and time data showing transaction date
and time along with money data and coupon data as a message. Secondly,
portable terminal MS compresses a message on the basis of hash function to
generate a message digest. Thirdly, portable terminal MS encrypts a message
25  digest on the basis of secret key KEYS4 of portable terminal MS. Fourthly,
portable terminal MS generates random numbers to generate a session key,
and encrypts a message with a session key. Fifthly, portable terminal MS
encrypts the session key on the basis of public key KEYP3 of service terminal
T to generate an encrypted session key. Sixthly, portable terminal MS



sessi on F@%Z@%l grvi ce termnal T. Service termnal T which have obtai ned
t he above e sag s wll decrypt the nessages according to the follow ng
procedures. Firstly, service termnal T 5 decrypts encrypted session key
on the basis of secret key KEYS3 of service termnal T to obtain a session
key. Secondly, service termnal T decrypts encrypted nessage on the basis
of session key. Thirdly, service term 28l T conpresses decrypted nessage
by hash function to generate a nessage digest. Fourthly, service term nal
T decr yptrangmitsy aR cRNGIYpach dnessgast digest.henepited onessageutand: eneyypiEdrs  of
portable term Eal MS. FEifthly, vice terminal T conpares decrypted
message SHGEA KGY L9 SRELSE ' t generated by hash ,function, and
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first, it may be perforned that portable 20 term na

aut hent i edriyptedd imvessage adri the sk of deskivmiby.TThRRIY,058H/i6é itefthinal T
aut hentication process at first. Specifically, in a Sequence diagram shown

in fig. Gompressesdetnyptéd epesdage ot hasld furstidiet@geherated messuge digesess for
Step 25 to Step 27. (5) According to the enmbodi nents descri bed above,
por t abl eFewithlysserwiee tamipsl flodesrypts encrypted imessage digest onethe basis ef ni nal

T by utilizi dat ' d by IP 20, h er, the t
| nvelt | GBS ey |KENEA) ot poriableisvminebidVSe rEidilys iserviee: termisabl by t he
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both ones are identical, service terminal T authenticates that the messages are

surely transmitted from portable terminal MS.
15 Further, when transaction data is transmitted from service terminal T to
portable terminal MS, the same procedures will be performed.
(4) According to the second embodiment described above, service terminal
T performs client authentication process after portable terminal MS performs
server authentication process at first, it may be performed that portable
20 terminal MS performs server authentication process after service terminal T
performs client authentication process at first. Specifically, in a sequence
diagram shown in fig. 5, process for Step 7 to Step 9 may be performed after
process for Step 25 to Step 27.
(5) According to the embodiments described above, portable terminal MS
25  performs data communication with service terminal T by utilizing coupon data
issued by IP server 20, however, the present invention is not limited to the
above mode, transaction data issued by the other server is utilized as well. For
example, IP server 20 is the server which manages a convenience store, and

other server, which manages other convenience store, is also provided. Further,



whi.ch mmxéﬁ onveni ence store chain) is provided; and it is supposed
that. a é er issues common transaction data for each |P server 20.
In this case, portable termnal M5 may be configured to obtain transaction
data froma host 5 server, and authenticated by utilizing a client
certificate which a host server issues. (6) According to the enbodinents
descri bed above, transaction data is tgsansmtted fromserver to service
termnal T through portable term nal M5, however, scope of application of
the pres@host seBierivichananages eacheserver forceach stode §Thabist tosayph server
transacti m ﬁat a. The present invention nmay be applied for distribution of
speci f i eWIHgR Ananages copyenienes stareshaia) s, pravadedisand, i is suyppased thae
data, or &% data. For exanple, the foll|owinhg system nmay be perforned. A
server & SETVERASSICs COBNROR tEansasHopdatader eachy IR sansria Inghjoeasey| e

term nal 15 a.c I cation application f.or transmtting nusic data.
Por t abl epfh’/ﬁPPl%%:mRP%menfee SOBW i%PB@’ln&{ﬂﬂsiaéﬁfmdiﬁta &ﬂrﬂa@bh@St

t ermnal by ai . server certificate from service term nal
T - ateh P ARRehe R 4B 25l 8L (ML i RaT Y ha st Sebeas of
per form pgyuag. comuni cation application. Then, an authentication result
which service 20 terminal T is authenticated, that is to say, only in the

case encry@)edceoidivg t6ahel bhtdiments thfershfﬂbéﬂ » aoVd, aﬁhﬁsé&]{dﬂrrlﬁt% ggac Ks

transmts misic data to service termmnal T. Service’term na

nusi ¢ datransmitfedfrom sézoer b Rervice teehidalPTAbEanzh ipdredié teAAKAIIMY, nMusic

data is prevented. As described above, according to the present | nvertion,
when onehowewer scopedf applicationiof cheipreserst mvehtionesd het latited 66 tsabhe
termnal M5 and service termnal T, safety of electronic commerce and the
| i kelOar edistipbutien ofyransaetientdata, i nper sonati on, and the present invention
further prgvents illegal . copyi ng[P of transaction data which portable

f

ter m nal ® RIS Gl I Yeations gaay rhe @ppliede for distributions of ssperified data

except for transaction data, such as music data, image data, or text data.
For example, the following system may be performed. A server
authenticates a communication partner, and transmits to portable terminal MS,
15 a communication application for transmitting music data. Portable terminal
MS performs a communication application. Portable terminal MS obtains an
encrypted server certificate from service terminal T, and authenticates
authenticity of service terminal T in the process of performing a
communication application. Then, an authentication result which service
20 terminal T is authenticated, that is to say, only in the case encrypted server
certificate is decrypted, portable terminal MS transmits music data to service
terminal T. Service terminal T playbacks music data only once.
According to such a program, illegal copying of music data is prevented.
As described above, according to the present invention, when one to one
25  direct communication is performed between portable terminal MS and service
terminal T, safety of electronic commerce and the like are improved by
preventing impersonation, and the present invention further prevents illegal
copying of transaction data which portable terminal MS obtained from
specified server.
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CLAI M5 1pohoh rghnal comuni cati on nethod wherein a portable term nal
obtains -specifiéd data froma server, a service termnal 5 obtains froma
certificate authority, a server certificate encrypted by a secret key of
said certificate authority, said portable term nal obtains said server
certificate fromsaid service termnal and verifies said server certificate
on the basis of a public key of said @&rtificate authority, and said
portable termnal transmts said specified data to said service term na
using local 1o comunication wtho LAIMBwork in the case that said
service terminal is authenticated on the basis of said server certificate.
2. Atermnal conmmunication nethod according to Claiml, wherein said

server utili ic key of said certifi.cate authority to 15 verify a
server cL‘rt#f@ﬁ@ggg{’m%}éﬁﬁBWQQﬁ}?‘ﬁg&\ﬂ@@ terminal; and transnmits to
sai d port ' : nd ' Dlj cat | for executing a process
fo transrs PoLEEI e inal HOANIrREHIET ARG S il a et e reidl {ra:
an ut hemha j ' Is | : Sal kce,t nal is
Ut hont | Sopusy Hioh o Eaitiodh BMAINZA Vet Mertiehe BehyDed birs ool a by
20 execUtdv®fSsdid eaiTicAts i Pédidabi : ' C ' I on
nmet hod acc}nordi ngl to Caim ?ﬂtgg{al?%i %dlganﬂgglrfg%@hgépﬁﬁgs gﬂa‘;??\s rom
sai d cerdertificatefront Baid tervice terhiinal and veriflegadatd seprericatifitutelofaheet key
of said certificate authority; and 25 said service termnal obtains said
cli ent deasis oof zapuablicdeeys af sapd cestbfieatecauthority, ared ishice postable ¢eimital
certificate on the basis of a public key of said certificate authority,
and per fleangmitsc faid ospeeiftas | datav to saidi serviapl dermimalnausing t localcase

t hat,_ a positive aut henlthéation resiljt ii obt ai rheﬁd. F0520/ 3154 28 4. A
t er fPnal CABHHIHERLER IHItheRhH ganglaveixd it dhe caseathat 1sal 1g¢ termyngbris abl e

t er m nal rfor co icatiogn W th said server via a radio communication
netvvork.al@ﬁ%ml r@gr %rb%s&%ﬂﬁﬁ?&ﬁrgﬁrﬁ% Pteccor di ng to Claiml,

2. A terminal communication method according to Claim 1,
wherein said server utilizes a public key of said certificate authority to
15  verify a server certificate obtained from said service terminal; and transmits to
said portable terminal, a communication application for executing a process to
transmit said specified data to said service terminal in the case that an
authentication result is obtained showing that said service terminal is
authenticated; and said portable terminal transmits said specified data by

20 executing said communication application.

3. A terminal communication method according to Claim 1,
wherein said portable terminal obtains from said certificate authority, a
client certificate encrypted by a secret key of said certificate authority; and
25  said service terminal obtains said client certificate from said portable terminal,
verifies said client certificate on the basis of a public key of said certificate
authority, and performs local communication with said portable terminal in the

case that a positive authentication result is obtained.



wher ei n %I5§OF§J€ t.abl e term nal decrypts said server certificate by
utilizinga p fll c key of said local authority to determ ne authenticity
of said service termnal. 0 6. Atermnal comunication nethod according
to Claim3, wherein said service termnal decrypts said client certificate
by utilizing a public key of said |ocal authority to determ ne
authenticity of said portabl e termnal28 15 7. A term nal conmunication
met hod accordl ng to Glaiml, wherein comunication between said portable

t er mi nal 4and 1%5@@"51@1 aoﬁununmaﬁmameﬂsocb@ecmdm@ tolaimrlar ed radiation
conmuni cat i 8}% or & E@b tance r d| 0. conmuni cati,on, 20 8. A term na|
communi cat WeTehB: 34 P Qiergng W%fpﬁmﬁ coppusicatiomith saidi ssivervigeen
sai d portabge term nal and s id,service termnal is encryption

cormuni c&FAGHP cemIRIqIcation ne WBﬁlfrunl cation nethod according to Claim1, 25

wherein said server functions as said certificate authority, or said
certificate authority functions as said server. 10. A term nal

t i | t3y; F0520/ 3154 29
ggm' cat ;g?}/?éé‘zﬁ ?lglr %Bﬁgﬂr‘m%llcggm rﬁegﬁ %%ée&?ﬁe{rfgn?&ngm{%ér ei n said servi cg
term nal ceMRféiRSHId ?om%ﬂ@téﬁﬁmﬁl %bfﬁ)t@ safd !&‘Ve?%@hﬁf&b e'rufﬁer y said

certificate authorit nmeans transmtting sal ser I cate

to sai d pablietitey ofrsgiddochh auﬂﬁﬁmyn&e dstemmquﬁeienhrcw o8l il Weldfelee
termnal; and wherein said portabl e term nal conprises: “nmeans for obtaining

speci f i etérodhal.f rom sai d server; 10 neans for obtaining said server
certificate fromsaid service terninal ,
10 6. A terminal communication method according to Claim 3,
wherein said service terminal decrypts said client certificate by utilizing a
public key of said local authority to determine authenticity of said portable

terminal.

15 7. A terminal communication method according to Claim 1,
wherein communication between said portable terminal and said service
terminal is performed by infrared radiation communication or close distance

radio communication.

20 8. A terminal communication method according to Claim 1,
wherein communication between said portable terminal and said service

terminal is encryption communication.

9. A terminal communication method according to Claim 1,
25 wherein said server functions as said certificate authority, or said certificate

authority functions as said server.

10. A terminal communication system comprising;:

a certificate authority;



means f. Lyl ng said server certificate by utilizing a public key of
Ssai d cgﬁ)gﬁé@igé gut hority; and neans for transmtting specified data to
said service termnal in the case that an authentication result is
obt ai ned showi ng that said service termnal is 15 authenticated. 11. A
term nal comruni cation system according to C aim 10, wherein said server
aut henticates a server certificate obtgdned fromsaid service termnal by
utilizing a public key of said certificate authority, and 20 conprises
means for aBeIVERitting to said portable termnal, a comunication
application for executif‘ng process to transmt said specified data to said
servi ce t et BEIYAFC fGimipg ;@éi'ge that an authentication result is obtained
showi ng that sajd service termnal is authenticated; and said portable
termnal t4BAY lester%p@’speci fied data by executing said communication
application. : rmnal G nication systemaccording to Caim 10,
\/\Egrei n sai c}”ﬁgﬁe\%\%éé@ %&M‘E‘r‘ﬁ%ﬁ%@@&sﬁsu i gnt certificate from saibfl
ortable t ) ifJ ' ' . fi f Lcat i lizing a i C
ey & sangadfon st d SvERLAfiCAR s hy MR hllficHle plhialhy el h
| ocal 1 1 /£34 Ifanzthi ' | | [ t erin ln the
case that da;lgé%%tfﬁént | Cg%ll 0 rgﬁﬁhﬁgc%@%ﬁgﬁgégs%% ﬁ%}lt ?lﬁltgt {ésasﬂghlséﬁvi ce
t er mi nalrekpoAsk (e reqadst FrorhJaid\poablé ¥rnsigaluRiECat i on system according to
Cl ai m 10, % wherein said server Punctions as said certificate authority, or
sai d certif iwheein saidportableftenainalncomprises:d server. 14. A portable
termnal conprising: nmeans for obtaining specified data froma server; 10
means for meand fomeptainingspecified datacfrom saidseaverr vi ce t er mi nal whi ch
hol ds said encrypted server certificate on the basis of a secret key of a
cer tI0f i cattBeang Hyrobipinipg said servey sertificate ramysaid seeyicederminalat e on t he

. f bl . k . f . . sqe . 3 .
basi's o nlans for vg?ff)gng said server certificate by utilizing a public key of said

certificate authority; and
means for transmitting specified data to said service terminal in the case
that an authentication result is obtained showing that said service terminal is

15 authenticated.

11. A terminal communication system according to Claim 10,
wherein said server authenticates a server certificate obtained from said
service terminal by utilizing a public key of said certificate authority, and
20 comprises means for transmitting to said portable terminal, a communication
application for executing a process to transmit said specified data to said
service terminal in the case that an authentication result is obtained showing
that said service terminal is authenticated; and said portable terminal transmits
said specified data by executing said communication application.
25
12. A terminal communication system accordirig to Claim 10,
wherein said service terminal obtains said client certificate from said
portable terminal, verifies said client certificate by utilizing a public key of

said certificate authority, and comprises means for permitting local



sai.d certj fd uthority; and 15 nmeans for transmtting said specified
data to s#adg&(bzr%ﬁ\ﬂace termnal in the case that an authentication result is
obt ai ned showi ng that said service termnal is authenticated. 15. A
portable term nal according to Claim 14, 20 wherein said portable term nal
utilizes a public key of said certificate authority to verify said server
certificate obtained fromsaid service 3cermnal, and conprises neans for
obtaining fromsaid server, a communication application for performng a
process tcommunationswith saidcportabledterminal imthe case thatean authenticatiand
transmts saii d sgecif'ed data by executing said 25 communication

appl i cat T&HIt 160 mnmsl showing thatisaid sewidee terminabischuthenticatedaer ei n sai d
portable term nal conprises nmeans for obtaining fromsaid certificate
authority, a client certificate for certifying authenticity of said

P0520/ 3154 31, .portable termnal , and neans for transmtfing said client
certifi ciée /3 tet "(ﬁ‘a?§8mmeal‘iaﬁ% Wg%:mlaﬁco;\dg)&mé lfréltlht nal conprising: 5
means, f or P r rtdfi LSSu by..a certificale

autnati ty ML IEH i it BonS 8 S SRR AR bS P, firiaid dsEHGateo
obtainin t@r% Ik Lssued by said certificate authority from
sai d portglzimd(;rk er%]icﬁgfl% a?rggﬁis&fﬂgﬁ'veri fying said client certificate by
utilizing a public key of said to certificate authority; and neans for
perform ng communi cation with said portable termnal, and obtaining

speci fi ed4datA pokiable t@hinabcoMprigifhgr m nal obtains froma server in the
case that an authentication result is obtained show ng that said service

ternminal is meahefor obtaninglépevfied datod froamatseaveryi tted from a server to a

portable termnal via a network, ) )
10 means for obtaining a server certificate from a service terminal which

holds said encrypted server certificate on the basis of a secret key of a
certificate authority;
means for verifying said server certificate on the basis of a public key of
said certificate authority; and
15 means for transmitting said specified data to said service terminal in the
case that an authentication result is obtained showing that said service terminal

is authenticated.

15. A portable terminal according to Claim 14,

20 wherein said portable terminal utilizes a public key of said certificate
authority to verify said server certificate obtained from said service terminal,
and comprises means for obtaining from said server, a communication
application for performing a process to transmit said specified data to said
service terminal, and transmits said specified data by executing said

25 ~communication application.

16. A portable terminal according to Claim 14,
wherein said portable terminal comprises means for obtaining from said

certificate authority, a client certificate for certifying authenticity of said



and execphggg}%é? control conputer of said portable term nal wherein a
i

program ng a control conputer to performa process f
requesting a server certificate froma comuni cati on partner,

20 verifying said server certificate by utilizing a public key
certificate authority, and a process for transmtting specifie
obtained fromsaid server, to said cogwunication partner int
an authentication result is obtained showing that said conmun

or

a process for
of a

d data,

he case that
i cation

part ner pertablentermisal,eand 28eans for granpmitting csidi elientocetificata dp sdidr ei n

sai d program I ncl ydes said specified data and said public key.
ervice terminal.

17. A service terminal comprising:

5 means for transmitting a server certificate issued by a certificate authority in

response to a request from a portable terminal;
means for obtaining a client certificate issued by said certificate

from said portable terminal,

authority

means for verifying said client certificate by utilizing a public key of said

10 certificate authority; and

means for performing communication with said portable terminal, and

obtaining specified data which said portable terminal obtains from a

server in

the case that an authentication result is obtained showing that said service

terminal is authenticated.

15

18. A program transmitted from a server to a portable terminal via a network,

and executed by a control computer of said portable terminal

wherein a program for enabling a control computer to perform a process for

requesting a server certificate from a communication partner, a process for

20

25

verifying said server certificate by utilizing a public key of a certificate
authority, and a process for transmitting specified data, obtained from said
server, to said communication partner in the case that an authentication result -

is obtained showing that said communication partner is authenticated.

19. A program according to Claim 18,

wherein said program includes said specified data and said public key.



