W DE- AREA ELECTRI CAL DEMAND AND SUPPLY MANAGEMENT FI ELD OF THE | NVENTI ON
The present inventions relate generally to controlling, nonitoring and
managi ng 5 renote devices and, nore particularly to, nethods and systens for
renmotely adjusting states and/or characteristics of the renote devices for
reduci ng demand/ consunpti on and/or adding to the resource supply based on
user defined data, external data and/or other information relevant in
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demand has been a worldw de public and private sector concern. Aggregate
demand has risen faster than supply in nost states and countries, resulting
in fallinFIEER&TEBIESNYENTAQY, i ncreasingly, severe shortages and out ages.
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are thensel ves yu ble to jnterryptions, fail res a 2 t ages.
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terror and hacker  attac and other factors can disrupt the availability
of existi rﬂgnmbmtw andfcoeniriod, resukting in faingmeservedevelseand fiogrsesieglysaverear i es
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Increasing energy generation and transmission on a centralized basis is difficult, and
20  sometimes impossible. Adding to the long-term energy supply is subject to significant
construction costs, environmental issues, infrastructural and logistic complexities, capital-
raising challenges, regulatory hurdles, social resistance, and time barriers associated with
adding generation and transmission capacity.
Power supply and distribution are themselves vulnerable to interruptions, failures and
25  outages. Equipment failures and overloads, shortages of inputs (such as river water for
cooling or for hydroelectric power generation, wind for wind turbines), terror and hacker
attacks, and other factors can disrupt the availability of existing supply, often with short or no
notice.
Power demand varies daily, weekly, monthly, seasonally and yearly. The demand
30 maybe for air conditioners, electric heaters, lighting fixtures as well as other appliances and
equipment. For most commercial and general use, there is no practical substitution for it.

Yet, the demand for such resources has increased faster than supply for many years, and even

for decades in some regions. Power demand is also highly variable over short periods,



Yet, the demand for such resources has increased faster than supply for many
years, and even for decades in sone regions. Power demand is also highly
vari abl e over short periods, affected by nany factors includi ng outdoor
tenperature. A heat wave or cold snap can result in significant increases
in demand. As spare supply capacity reaches dangerously low |l evels while
bot h nmonent -t o- nonment supply and demand are vol atile, prices becone high and

unst abl e, d e ris f br out s, and bl ackou i,ncreases,sharply.
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secondarily, in reducing extre price volatility al ong e supply chain as
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process has been practical for electrical system operators to help balance demand and supply

20  onrelatively short notice in the face of demand spikes or supply interruptions. However,
these processes’ lack of time-efficiency and scalability limits their effectiveness in averting
major outages and, secondarily, in reducing extreme price volatility along the supply chain as
peak demand approaches the limit of supply.

Providers of resources, such as power generation, transmission, and distribution

25  companies and other utilities, have limited, or no, access to the right information at the right
time to effectively influence how energy is consumed by their customers. At best, utilities
may have near-real-time information concerning power consumption only of an entire
community or large subsection thereof. More detailed information is generally readily
available only monthly, when bills are being prepared.

30 This lack of detailed, real-time and near-real-time information about the nature and
amount of demand and standby supply under the control of end-users, and the lack of ability
to influence or control it effectively, when needed, presents a significant challenge to

resource providers in balancing supply and demand, whether to predict shortages, solve



comunity or |arge subsection thereof. Mre detailed information is
generally readily available only nonthly, when bills are being prepared. 30
This lack of detailed, real-tinme and near-real -tinme information about the
nature and anount of demand and standby supply under the control of
end-users, and the lack of ability to influence or control it effectively,
when needed, presents a significant challenge to resource providers in
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exchange. Users of any size may wish to trade in their ability to reduce demand or add to

supply, whether bilaterally, in a resource market, or in a trading exchange. Other users,

20  lacking the ability to adjust their own resource consumption or production, or placing
different values upon doing so, may wish to enter into such trades to hedge their vulnerability
to price spikes and/or short-term supply shortages. The difficulty in physically delivering on
such trades exactly when required, particularly when multiple facilities are involved, limits
the ability for such trading to provide effective hedges against demand and supply volatility.

25 Once a user has altered his resource consumption or supply, the user may further
benefit from certain secondary economic effects, such as pollution allowances or credits.
Users would further benefit from the added ability to associate specific changes in power
consumption or production with such ancillary instruments and trade in them accordingly.

In light of the spread of terrorism, governmental agencies have an increased need to

30 intervene rapidly and precisely in resource distribution systems in response to attacks on
national infrastructure, beyond existing needs of a more regulatory nature. In an

interventional mode, governmental agencies have a need for resource control much as



such trades exactly when required, particularly when multiple facilities are
involved, limts the ability for such trading to provide effective hedges
agai nst demand and supply volatility. 25 Once a user has altered his
resource consunption or supply, the user may further benefit fromcertain
secondary econom c effects, such as pollution allowances or credits. Users
woul d further benefit fromthe added ability to associate specific changes
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i nterventional node, governnental agencies have a need for resource control
much as 3 suppliers, distributors, and custoners do during shortages
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controll ed and adjusted. An enbodi nent of the present inventions is directed
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both, for reducing resource demand and/or adding to the resource supply. The
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distributor of a resource for operation of the devices, a third party such as a utility industry
participant, a government entity, a trader in a resource for the operation of the devices, or any
20  other entity. The adjustment of resource-consumption and resource-production may be based
on a user’s initiation, a triggered event/condition, a predetermined schedule, or other defined
scheme.
According to an exemplary embodiment of the present invention, monitor data
messages from devices may be received at a central server. The monitor data messages may
25  include data related to resource utilization, environmental factors, parameters, states,
operating characteristics and/or performance data including fault data. Command messages
may be transmitted to some or all of the same devices, and/or alternate devices, to adjust
demand for and/or supply of a resource. Such adjustment may further be in response to
trading activity associated with the resource. Adjustment of resource-consumption and/or
30 resource-production may in turn generate information regarding the devices’ altered resource
consumption or production to be supplied to a trading network. Resource demand associated

with a device may be adjusted by reducing its net consumption, increasing its net production

(if any), or performing both.



20 other entity. The adjustnent of resource-consunption and
resource-production may be based on a user's initiation, a triggered
event/condition, a predeterm ned schedule, or other defined schene.
According to an exenplary enbodi mrent of the present invention, nonitor data
messages from devices nmay be received at a central server. The nonitor data
nmessages nmay 25 include data related to resource utilization, environnental
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adjusting in approximately real-time for the level of compliance with centralized resource
demand-reduction and/or supply-increasing directives and/or requests, for dispatching utility

20  and equipment service fleets, and to enable trading in avoided resource consumption and/or
surplus capacity.

According to another exemplary embodiment, wired or wireless interface units may
be installed at a plurality of user locations, such as numerous large commercial facilities, to
monitor the condition, quantity and/or quality of energy sources and loads, and/or to

25  coordinate responses to unusual, out-of-specification, or high-risk equipment states,
performance and/or behavior as it occurs. Entities, such as enterprise energy managers and
others, may review and manage their locations’ energy and asset profiles on line or via other
modes of communication. Through the system of an embodiment of the present inventions,
users may control and/or adjust energy consumption profiles of one or hundreds of facilities

30  or assets simultaneously, utilizing a command broadcasting feature. For example, devices,
such as HVAC, refrigeration, lighting, production machinery, electronic controls, and other
equipment, may be idled, adjusted, or utilized less frequently or less intensively, or their

energy consumption may be reduced for a certain time frame, such as the duration of



15 nore assets and/or predeterm ned communi cations devices regarding
reduci ng resource demand and/or increasing resource supply. Conpliance,
audit and/or billing-related data nay also be collected automatically by
the system These information flows may be used for adjusting in
approximately real-tine for the |l evel of conpliance wth centralized
resource demand-reduction and/or supply-increasing directives and/or
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the present inventions enables users to respond to a demand event (e.g., a
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invention.
20 FIG. 2 is a schematic of a preferred embodiment of a link between the monitored
equipment and the system according to the invention.
FIGS. 3a-d are schematics of links between an end-user's machine and the system
according to the invention.
FIG. 4 is a schematic of a preferred embodiment of the electronic message delivery
25  server according to the invention.
FIG. 5 is a flow chart depicting the operation of the system according to the invention.
FIG. 6 is a schematic of a local RF network linking several pieces of equipment
together in accordance with an alternative embodiment of the invention.
FIG. 7 is a ladder logic diagram in accordance with the invention for an exemplary air
30  conditioning unit.
FIG. 8 is a schematic of two types of data transport utilized by the invention.
FIG. 9 is a schematic of two Incoming Message Tables each respectively receiving

information from the two data transports of FIG. 8.



10 facilities and assets, throughout an affected portion of a power grid or
ot her resource distribution network. Further, an enbodi nent of the present
inventions may al so nonitor conpliance by customers who are cooperating
voluntarily with a resource provider, and preferably the |evel of demand
reducti on and/or added supply, to ensure proper financial settlenent for
each unit of demand (e.g., every kWor kW of energy) reduced or supply 15

added t hrougho a [ : . htl.es.
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syst em accor di 8?%\ lfﬁécqeﬁ\_?bﬁf’ftgﬁyalﬁ“ég?taga&’-lﬁ Ogﬁgé‘(sa@_henati cs of links

bet ween an endUSer? is a RERiafi€ ofie Dichide 34654286 Tatl6, A0l HeROTdbfe, bHREDEVI¥ENT | ON.
FIG 4 is a schematic of a preferred enbodi ment of the el ectronic nessage

del i vedy Ipwsationy Table whielhargipar of e relatiqnaldata haspof HGs4- 5 i s a fl ow chart
depicting the r &l : i i i G 6is
o Echemmti o of TR0 Bk AR@nali DG ERe BHAC GAIH Bl o BDLIHRIER Al of e
t oget her iweradefinedimessegeprofilesinf tht inventidn. ve enbodi nent of the invention. FIG

7 is a | adder |l0gic, di agram.i n.accor ce,Ww,th the inventi or an
exenpl ary air F@% ]§4olﬁai5?rfegj:%lﬁ8f‘(ﬁﬁ°f1§ gag{ééWh%f icgntgmslgﬁmtmnco%??ﬁgpw types of
dat a transhésdgesbf the afentiyn. t he invention. FIG 9.s a schematic of two

I ncom ng Message Tabl es each respectively receiving information fromthe
two da¥a transpoPt & ige legierhag illpstiating the sendingput ghmessages from the §¥HeMmER ng t he

functioni ng.gf Q%iﬂﬂ%ﬁ{,&&ﬁy on nmodule of FIG 4. FIG 11 is a schematic
of the various data tables of FIG 10. FIG 12 is a schematic of the Device

Message Tabl e, HISI 16/grypcikatatie of tha derege interfacs unib el Con. Tabl e whi ch are part
of the relati Orﬁb. flfa‘lts% dli‘)aagsa?n ﬁfust'r:zl.t%g aﬁ'exemplary system for monitoring and controlling

remote devices, in accordance with an embodiment of the present invention.
15 FIG. 18 is a diagram illustrating an exemplary central server for monitoring and
controlling remote devices, in accordance with an embodiment of the present invention.
FIG. 19 is a diagram illustrating an exemplary decision module, in accordance with an
embodiment of the present invention.
FIG. 20 is a diagram illustrating an exemplary trading module, in accordance with an
20  embodiment of the present invention.
FIG. 21 is an exemplary illustration of a user profile, in accordance with an
embodiment of the present invention.
FIG. 22 is a flowchart illustrating an exemplary method for monitoring and
controlling remote devices, in accordance with an embodiment of the present invention.
25 FIG. 23 is a flowchart illustrating an exemplary method for monitoring and
controlling remote devices, in accordance with an embodiment of the present invention.
FIG. 24 is an exemplary log associated with monitoring remote devices, in accordance
with an embodiment of the present invention.
FIG. 25 is an exemplary system for monitoring and controlling remote devices, in

30  accordance with an embodiment of the present invention.

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENT(S)



FIG 13 is a schematic of various tables which contain sone of the
information of the wuser-defined nmessage profiles of the invention. FIG 14
is a schematic of various tables which contain information of outgoing
messages of the invention. 10 FIG 15 is a logic chart illustrating the
sendi ng out of nessages fromthe systemin accordance with the invention.
FIG 16 is a schematic of the renote interface unit of FIG 1. FIG 17 is a
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deci si on mogdsllg,25. n accordance with an enbodi nent of the present invention.
FIG 20 is a diagramillustrating an exenplary trading nodule, in accordance
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informational message may be transmitted to the devices, intended recipients via a preferred

15  mode of communication and/or other recipients. The devices may be remotely adjusted for
reducing resource demand and/or adding to resource supply. For example, resource-
consumption may be controlled by an entity, such as a utility or power supplier, for reducing
demand and/or increasing resource supply for a customer base. In addition, energy may be
managed by an end-user (e.g., customer, business owner, efc.) for conserving energy and/or

20 increasing the end-user’s internal power supply, which added power may be supplied to the
grid (or other resource transmission equipment). The devices to be adjusted, the manner in
which they are to be adjusted, when they are to be adjusted (e.g., per trigger conditions or
events, schedules, efc.) and other factors may be determined by an embodiment of the present
inventions.

25 An embodiment of the present inventions provides detailed information concerning
the devices, supply sources, relevant external and other data. The detailed information is
further centralized and integrated into various embodiments of the present inventions. The
centralized and detailed information may be used to achieve improved resource optimization
and improved alignment of demand and supply. In addition, embodiments of the present

30 inventions allow for sequencing and/or prioritizing assets, supply, users, etc. based on the
marginal utility of adjusting each; more accurate and granular predictions of supply and

demand levels and imbalances; more granular and more rapid control of resource-demanding



controlling and adjusting the renote devices, as shown in various exenplary
enbodi nents by FIGs. 17-25. 5 FIG 17 is a diagramillustrating an
exenplary systemfor nonitoring and controlling renote devices, in
accordance with an enbodi nent of the present invention. One or nore devices
may be controll ed and/or adjusted based on an informational nessage, which
may be initiated by an entity, such as an end-user, suppliers or providers
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supply, USefe predéift inRRSGH nY seh®an &Eél&idﬂ%esk‘ége ihdiYatRb 138 hatGlédag each; nore
accurate and granul ar predictions of supply and
curtailment. The escalation message may also include a corresponding price or other
incentive which may be considered in potential further curtailment actions. In another
20  example, an embodiment of the present inventions may automatically generate follow-up
messages based on knowledge of a user’s assets and data indicating that the user has not
opted in for their full curtailment potential. In another example, a message may be sent to
each asset owner of a certain class who is already maxed out. Many variations and other
programmable possibilities may be implemented. |
25 As shown in FIG. 17, a Central Server 1710 may receive commands from one or more
users, 1726, 1728, via various modes of communication, including a computer 1722 over a
communication network 1720 (e.g., the Internet, private network, internal network, ezc.),
wireless communication 1724 and others. For example, the central server may also self-
generate commands, control signals, informational messages as well as receive computer-
30  generated commands and other messages from an outside system. Users may include end-
users, users associated with the devices, suppliers of a resource for operating the devices,
third parties, resource-related entities, government entities, public interest groups, traders,

and/or any other participants in the system. Central Server 1710 may also maintain one or



demand | evel s and i nbal ances; nore granular and nore rapid control of

resour ce-demandi ng 8 and resource-supplying assets; nore accurate, rapid and
ef fective feedback communi cations regarding such assets; and nore rapid,
focused, and intelligently optimzed foll owup actions. Another feature of
the present inventions may be directed to a rules aspect, including a
pre-negotiated terns and conditions aspect with associated economc criteria
and/or 5 incentives, and including a severity aspect. Further, the scope of
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electrical usage spikes. In addition, Central Server 1710 may communicate with meter

device 1740 through a communication link 1735. In another example, communication link
20 1734 and 1735 may be combined as a single link. The communication link may represent a
link or channel supporting any form of communication, including wireline, wireless, Global
System Mobile (GSM) communication, power lines, or other medium for transmitting and/or .
receiving signals or messages.
The control signal or informational message may include instructions for monitoring,
25  adjusting, controlling and/or otherwise manipulating the devices. The control signal or
informational message may be transmitted once, multiple times until delivery is confirmed,
multiple times until a retry algorithm is completed, iteratively, intermittently, or continuously
for a fixed or variable duration. The interface unit 1738 may further communicate with the
remote devices to monitor, adjust, control and/or manipulate the devices. Interface unit 1738
30 may be integrated with or into one or more devices, separate from the devices, and/or operate
to control a plurality of devices. In addition, while each component is shown as a single

component, multiple components may be duplicated for wider applications. For example, a

10



Wi rel ess communi cation 1724 and ot hers. For exanple, the central server may
al so self- generate commands, control signals, informational nessages as
wel | as receive conputer 30 generated commands and ot her nessages from an
outside system Users may include end- users, users associated with the
devi ces, suppliers of a resource for operating the devices, third parties,
resource-related entities, governnment entities, public interest groups,
traders, and/or any other participants in the system Central Server 1710
may al so nhildingmaydnmdudsya plorafibr of intaxfegs agiss 1 788 3imt meypack enntret o pluralitaeid
managi ng ajyari ety of data, including user profile data, device data, user
defined rul'es, and other types of data. The Central Server 1710 may incl ude
a server for rétheideving mayionideshye@epaget thatdnaydenaomtoraly centodlad,radjusetignal  or

i nf tional i 1, t le, the 5 trol signal
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f
communi oat PERAASh A EAGRe] deace of rpPALY GF Araseen e cartsol T30may beintegmted

transm@si gfih B delite 51Rbartle fRngRldeRte. Fubhey MRicHARG! 1788 8RG96prERY: Le st or ed
in a user profile, which may be nodified by the user or other authorized
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power |i neﬁlay et Qﬁrrgﬂ%giv%gtﬂfal Eés?ﬁﬁl’gtﬁéré &901@&@/ Bther examples of resources

may include non-energy related resources such as computing capacity and water resources.

Meter device 1740 may be part of Interface Unit 1738 or vice versa. Meter device

20 1740, such as an energy meter or other component, may be used to measure an amount of
consumption or other condition or action, which may then be fed back to the interface unit
1738, or to the Central Server.1710 via a separate communication link 1735, or both.
Alternatively or additionally, the meter device 1740 may incorporate an interface unit 1738
within itself, or the meter device 1740 may be incorporated within the interface unit 1710. A

25  single unit or device may incorporate the functions of the interface unit 1710 and the meter
device 1740. The meter device 1740 may, for example, capture energy-related readings to
determine how much energy was drawn from a utility during an adjustment (e.g., a
curtailment) or the quality of energy produced by a device and provided to a utility grid
during an adjustment (e.g., activation of distributed power generation equipment). The meter

30 device 1740 may store or transmit information continuously, at predetermined intervals,
intermittently, or on an event-driven basis, for billing, power-quality monitoring, and/or other
purposes. Interface Unit 1738 may communicate confirmation data and/or meter data and/or

other information to Central Server 1710 via the communication link 1734; additionally or

11



receiving signals or nessages. The control signal or informational nessage
may include instructions for nonitoring, 25 adjusting, controlling and/or
ot herwi se mani pul ating the devices. The control signal or infornmational
nmessage may be transmtted once, nultiple tines until delivery is confirmed,
multiple tinmes until a retry algorithmis conpleted, iteratively,
intermttently, or continuously for a fixed or variable duration. The
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According to another embodiment of the present inventions, external data 1752 may

-

.also be considered in monitoring, controlling, adjusting and/or otherwise manipulating the
20  devices. External data may include any information that may have some affect on the use of
the devices. Examples of external data may include consumption/demand of resources,
primary and reserve supply of resources, distribution capacity for resources, pricing and
market conditions, weather conditions, emergency conditions, information about trigger
events/conditions, past or estimated consumption/supply data, forecasted future
25  consumption/supply data and other information.

According to another embodiment of the present inventions, a trading network 1754
may be incorporated to enable the users to trade or sell an amount or unit of a resource
associated with a past, present, or future adjustment of the devices. Trading exchanges may
be provided for buying, selling and/or exchanging spare generation and distribution capacity

30 made available by a demand curtailment, activation or increase of additional sources of
supply, or other adjustment.

FIG. 18 is a diagram illustrating an exemplary network operating system for

monitoring and controlling remote devices, in accordance with an embodiment of the present

12



Met er device 1740 maybe part of Interface Unit 1738 or vice versa. Meter
device 20 1740, such as an energy neter or other conponent, nay be used to
measure an anmount of consunption or other condition or action, which may
then be fed back to the interface unit 1738, or to the Central Server. 1710
via a separate conmmunication |ink 1735, or both. Alternatively or
additionally, the neter device 1740 may i ncorporate an interface unit 1738
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schedul ed basis, or continuous 5_ iterative or stream ng basis. The

comuni cat Bidlingefilemenptiogaly 1824 d radsivedule K3bcandpthee mosiuledr t he pur pose of
Jitvid : ; . ; o8 o
relaying, aggrggalidits ot?l Eﬁ&gﬂ% 1408 ma?r?ﬁ?{?g%\%glg%t% r%%e a?ﬁa%@%ﬁ%(?&k&g e

conmuni cati ons between e Interface un and t he
Cent r al5 Seimvlading Viér. Prafile BdabdscotB50s Mdeitoe Dutabest 18G2,6Sordmaation RatadBi4, ons,

cont ! e R ek 8T BB S B R B,
reci pi ent Saf@Ry cblRiel e wheRithe BBiUags nity belabeksel RéM6tEB anaer Weally.a preferred
node of comruni cation, such as a voice phone 1760, XM. data 1762, SMS/ Text
Command Module 1810 may receive one or more command messages from a variety
of sources, including an end-user 1840, a provider/supplier of a resource 1842, a third party
20 1844 and other sources 1846. Command messages may include a command, such as a single
push of a button or other action. In addition, the command message may be automatically
generated based on predetermined triggers, events and/or other conditions. A command
message may include instructions for adjusting characteristics (e.g., state, operation, control
parameters, etc.) of the devices. More specifically, the command message may include
25  information related to an amount of adjustment, devices to be adjusted, when the adjustment
is to occur, a frequency at which the adjustment(s) may occur, an order of adjustment, how
the adjustment is made, and/or other instructions. The command message may be a request,
order or a suggestion from an end-user, provider/supplier, third party and/or other entity
concerning an adjustment of resource-consumption and/or resource-production.
30 The command message may be initiated by an end-user 1840. An end-user may be
any individual or entity associated with the devices subject to remote adjustment. For

example, an owner (or manager, other authorized entity, etc.) of a grocery store chain may

desire to reduce power consumption for a time period (e.g., minutes, hours, days, weeks,
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1764, e-mail 1766, fax 1768, pager 1770 and/or other types of conmunication.
The nodes of 15 commruni cation, frequency of communi cati on and ot her
conditions associated with receiving confirmation of the adjustment nay be
stored in a user profile, which nay be nodified by the user or other

aut hori zed entity. According to another enbodi nent of the present
inventions, external data 1752 may also be considered in monitoring,

controllin adj usti /oy, otherw.s ni ul ati.ng .the 20 devices.
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of the pre g 12 inventions. Al\cg?ntrﬁl Server. 1800 of g*ﬂ nhodi ne tﬁt of the
present i RFEFETRAM %%}mg?t&\fF@Bte Qe PRy She omIRang fRessagy TR BIRChBG to
noni tori nqlghtﬁ%%%t&h'té Biskr a0 8 PlowdslieVd ldufflg ihe ABYtne WBMI 66 veather ANOERSSI Ng dat a
associ ated with these functions. The nodul es of the Central Server 1800 may
function sepaday-eThis manbepsefd et buildingoragitwithimany wipdaws. Furthentheel y, and/ or
5in a di i ion as

mul 11 pl o Sepinal s RARRY st 44 gh b Gl i BRELEE ek B b
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Server 1800 rovjde functional ity associated with_nonito
cont ol i1 AEFEGRBY M| AT HG eBRHedo PP B daccty, ee). 1n tHiS eaiple, HY

command message may include instructions to increase the energy supply for a group of

devices or a particular building. An increase in supply may refer to activating generators,
tapping into other reserve power sources, or other supply of resource.

20 The command message may be distributed, additionally or alternatively in one or
more alternative formats or as part of an informational message, to intended recipients based
on a preferred mode(s) of communication, whereby the recipients may initiate appropriate
responsive actions.

The command message may also be directed in aggregate to a downstream node

25  which in turn may generate a command signal, informational message and/or control signal to
a downstream sub-domain. In reverse, the downstream sub-domain may aggregate feedback
data. In this exemplary embodiment, there is a level of distribution of data and/or
intelligence as well.

The controlling and monitoring may occur in a tiered configuration for bandwidth

30  conservation and/or distribution of intelligence in a network of devices and central servers.
For example, a utility head office (or other entity), which may include a server, signaling
module or other module, may send a signal or message to 150 at-risk substations of its 250

substations. The signal or message may be directed to an adjustment in resource-
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for reducing demand for and/or adding to supply of a resource. As shown in
FIG 18, Central 10 Server 1800 may i ncl ude various nodul es, such as Command
Modul e 1810, Incentive Mdule 1811, Transmt Mdul e 1812, Monitor Mdul e
1814, Confirmati on Modul e 1816, Decision Mdule 1818, Capacity Determ ning
Modul e 1820, Credit Mdule 1822, Billing/Settlenent Mdul e 1824, Trade
Modul e 1826, and ot her nodul es. The nodul es of Central Server 1800 may

interact wi.th dat rj . e i i ile
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©

an or dér of adjmndmtto anqdher exanaplac %ﬁ@mmodelsnmhﬁempmmd hetample, a
truct t
from an endid giee ELTTRAS T BS Sy Bk popBndbl RGRolp il i 0o O

concer ni ngsubstatioa) mlstherenctntdfat ﬁmsohsrtalienct@inqsairm (ooaxlmndﬂmmgaéefeci) a@apimpduct i on
30 The co d rress e inti ate ser 0., An e user

oy P tsRra e« s XAy Scpnetia ey REPtior: itreduisentt e r onot o
adJ ust nentpowkePbrid @mapésea teRbr AMNABIEET dtRMT V@D AEhE fnay RhHEF the bRl nFoRstofRl 1 LY,
etc.) of a grocery store chain may desire to reduce power consunption for a

time peri capibality in amy engspe; The friloverdagds] mae bk s serieg obpedey whighizeay shase be
schedul ed usting the

refriger atElEng/r??g}%slflltE g@nwog&g{]ﬁd}ldgt%ﬁsggﬁglﬁm dn@‘ﬁ?&rﬁ’%lg)@/%ll i ng cgrrpr essor devices
within the air Acconduhgtto amothe exysple/the nm:nmanmrhessageanaybemumtemhywptennq t he use

of display tﬁer?.l(la Olrlserh %gc as% provider 1842 (e.g., a supplier of a resource, etc.) for more

efficiently distributed resources. The command message may include a request or an order

20  from provider 1842 to reduce resource consumption by a predetermined amount. The
provider may request hundreds, thousands or millions of customers to reduce consumption by
a certain amount or percentage. The request may be supplemented by a pricing change or
other incentive to encourage greater participation (e.g., more customers), prompt responses
(e.g., quicker action) as well as participation at higher levels (e.g., increased curtailment).

25  Therequested amount of adjustment may be an estimated amount, projected amount or other
amount. One or more of these amounts may be identified by the user or other authorized
entity through a user profile.

The command message may also be a request or an order from a provider (or other
entity) to select a level of adjustment from a range of levels of adjustment involving

30 reduction in resource consumption and/or increase in resource supply. Each level of
adjustment may be associated with a corresponding price or incentive level. For example, in
response to a depleting supply of energy and/or a high and increasing demand of energy, a

provider may request a plurality of customers to decrease consumption by an estimated
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systens, etc. The command nessage nmay al so be generated automatically in
response to a 5 predetermned trigger, which may be defined by the user or
ot her authorized entity. For exanple, the user may define certain

condi tions under which the devices may be adjusted. Certain conditions may
i nclude a sharp change in market price of a resource, a change in weather
conditions, etc. For exanple, a conmand nessage may include instructions to

decrease an anpunt of 0 energy,used in operati.ng a lighting system which
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or a partigaty ahtithUB44lisi@ asApob EEfemeRtity) pSHHR RAt¥re S oupB lof bthbPerdis ovat i ng
generators, tapping into other reserve power sources, or other supply of

resour ce. iDProvEdemanthandSupnly fevgls. Hespsnoaseiiost warhing éeig., efcrdietrpasiaftask, or
alternati | r i

ot or mat i ey o S s 3bfte B NERLR Pl 1B Frehceh DB ruPhoilpme .
of confunicallidevicesvhemetivhuimheergycupaibndrs. Reryexample] intrespapyerto préradrist

responsi ve actions, The co nd nmessage.may al so be directed in aggregate to
& downst r SXRBAES SRR SR A EPUFT AL MO AAYAESRe 40 CRT IS YT roRTces a

i nfor mat i onahxifMeSlead. SRR Bititled 1846ahabin6liad triders, the@ONEA it €18 h SUoles®i n. I n
reverse, the downstream sub-domain may aggregate feedback data. In this

exenpl ary ORBHT gadothernpeticdpants. 3 | evel of distribution of data and/ or

cont i gurat i on- For R e AR ARkl AR QbR R o kgl o7 o
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subst at i ongfodhatidnSaffefhg a decision, amount, frequency, or other factor associated with adjusting

the operation of the devices. These data may be external inputs, or may be obtained or
derived through the device-monitoring functionality of the present inventions. For example,

20  the system may assess demand/consumption data derived from monitoring data of
downstream elements of a power distribution system and associated devices, in view of
supply data derived from monitoring data of upstream elements of a power generation and
distribution system and associated devices, and determine an optimal mode of operation that
may be automatically implemented or approved by the user before implementation.

25 An entity (e.g., user, provider, third-party, other, efc.) may identify a certain triggering
event for adjusting the devices. The event may be any event or condition that initiates an
automatic adjustment in operation of the devices. The event may be defined by the user,
provider or other entity. For example, a user may define that when a consumption level
reaches a predetermined level, a level of curtailment may be implemented which may involve

30  reducing energy consumption throughout the devices. In another example, during periods of
the day during the summer season when prices are at peak levels, air-conditioning devices

may be adjusted to consume less energy.
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substations. The signal or nessage nmay be directed to an adjustnent in

resource 14 consunption and/ or resource-production. For exanple, the signal

or nessage may include a request to reduce |oad by 15% The substations may

send appropriate derived signals, perhaps over another type of

comuni cation link, to the interface units to make adjustnents to reach a

goal (e.g., reduction by 15% . The interface units may then effectuate

adj ustnents 5 &ﬂ resour e-consugxiion and/ or _resour ce- roduc&%gn in one or
IAC &

nor e devi ces. ReRmessagedpey nplHde HErauet g anipily 6§ PRYIEFG KO ons and
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subst at i oNevERYf duRkBmEMas disthiblRd EXQIERbRItHe SRR F& dXBMplREthD eAd-hste Rayt O

redundancy of the ower grid as well as a_tenor attack or_ other event that

! powe : . ¢
may i npai rdeteraing @ haviebefintsmal entafments Fugherpthe iendrusen maydetsaing tha devipgeto
fail over : i i shunt
control/ mrgr%:itgjgﬁti%énlr%gtgg%tﬁg f[ng?ﬁﬁ}t? £c armngnt\tq:gfgr%eﬁ%eg < %’oaf@?% 8? 0 anot her
exanpl®, tdostairoentrfordhendsiag endieryotlee inifointatiat.eDefondmg oareitsiy factdrhesnch 4san t he

user, such as a.provigder 1842 (e.qg., a supplier.of a resoyrce, etc.) for
more of ERERENTF S o Arty s Gl Bohe elinbun S ESR Ees et ude
request Ordedidestb d@ﬁinﬁﬂal%[l)_&ﬁﬁ@f IWdl.dsémé&ﬁQusIeﬁ& rﬁ@ﬁ&w@illﬁ Yh@RloGansdInpt i on by
a predeterm ned anount, he provider may request hundreds, thousands or

ml1ions oeviceralioaethe foothe sighidece@brgunption by a certain amount or
percent age. The f,&RHESm IBHaP SvENE R ng%h Q%ﬁg%g%fo%d&g, e Ry ot her

incentive to encourage dreater participa ., noré custoners), pronpt
r esponkbes enfity) tpquesting ek emoumitor tavyl cdsuntaslnheny sSBased b thepatthibmendtamioigfioer | evel s

(50, IoRERSE et A 50k bl PRTRLESTBIN: Rl B IS g,
anmount s nagadh¢hdt derediintdne simbynt bhRvels Bor éxample) i erdtity hay rd@est akufthilferdt bf ough a
user profi 1'5%2; or submit a more general request, such as “curtail as much as possible” for an
emergency mode of operation, “please cut what you can” for a normal mode of operation, or
20  other possibilities. Based on external data as well as pre-defined rules and/or trigger
conditions/events, the system may generate an optimal set of curtailment actions or a set of
possible ways to reach the desired curtailment. In another example, the entity may specify
some or all curtailment actions for reaching the desired level or amount of curtailment.
According to another example, a command message may include an offer from an
25  end-user to effectuate a change in net consumption for a certain amount. The change in net
consumption may refer to a reduction in consumption, an increase in supply and/or other
adjustment. The offers may be transmitted to one or more entities. The entities may then
determine whether to accept or reject the offer. The determination may further involve
considering additional data, such as price data, supply data and demand data, in deciding
30  whether to accept the offer before generating a control signal.
According to an example, an end-user may operate devices or the devices may

function at a certain level (e.g., level 1) of operation. An entity (e.g., a supplier, a host entity,

etc.) may request the user to operate the devices at a different level (e.g., level 2) which may
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The command nessage may al so be a request or an order froma provider (or
other entity) to select a level of adjustnent froma range of |evels of

adj ust ment i nvolving 30 reduction in resource consunption and/or increase in
resource supply. Each level of adjustnent may be associated with a
correspondi ng price or incentive level. For exanple, in response to a

depl eting supply of energy and/or a high and increasing demand of energy, a

provi der may.request .a plurali of custoners tq.decrease consunption by an
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adjustment. In another variation, the end-users may offer one or more bids to adjust the

operation of the devices, which may include reducing consumption and/or adding supply, for
a certain incentive (e.g., price, etc.) where the entities (e.g., utility providers) may determine
20  whether to accept or reject the bids.

In response to receiving the command message, the command module may generate a
control signal(s) for adjusting the operation of the devices. Transmit Module 1812 may
transmit the control signal to an interface unit in communication with the devices. The
control signal may adjust the devices as instructed by the command message. The control

25  signal may be broadcast simultaneously to the devices. In another example, the control signal
may be transmitted sequentially, according to an order of adjustment defined by the user or
other entity.

According to another variation, Transmit Module 1812 may transmit an additional
signal with the control signal. The additional signal may be transmitted in parallel with the

30 control signal as well as subsequent or prior to the control signal. For example, the additional
signal may include a notification signal that informs other identified entities (e.g.,
government, public interest groups, etc.) of the intended (or recent) adjustment. The

additional signal may include incentive data that may be generated on the fly, which may

18



di stribution system and associ ated devi ces, and determ ne an opti mal node of
operation that nay be automatically inplenmented or approved by the user
before inplenmentation. 25 An entity (e.g., user, provider, third-party,
other, etc.) may identify a certain triggering event for adjusting the

devi ces. The event may be any event or condition that initiates an
automatic adjustnent in operation of the devices. The event may be defi ned

by the user rovider or other entity. r .exanp) e, ,a user efine that
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factors, snumitolndata. &Fheahdnide taty tragyde sofediinMnitbvBaabse 1852 Mhisided Mayralyo be
willing to additional |y reduce the, devices to m ni mal _ operation | evel.
Sore end- JeBHd HdRrefsting MR gonsBmERT: supsfirroriog ogERstons o a@&’é‘@f‘ﬂéﬁ’m%r t he

right i ncenfainys aldHRUB&S in R n g Wiethdh ¥ Qbih PV eMohliYioh BadoocuREkhits e
provi der, supplier, other 15 entity) requesting an anount or |evel of

cur t ailiSmemay tBegeedn adivstmentdn theaesoveqstconsumption of theldevieds; an enbodi nent of the
b eoent Lot o SLI0118 05 B RST L Sl d D
curt ai | menécedbled, ahd MagreckiMercohfianation ef the adnstimente guads tg the devicesdn t&@porsatd as
much as p(%l?esci:otr)rlm?e:ndfnge"ssaagg. For example, Confirmation Module 1816 may receive confirmation
of the curtailment of the devices, an increase in supply of resources, and other action taken in
20  response to the command message. The confirmation may be forwarded to one or more
recipients based on a preferred mode(s) of communication. Further, by informing the
recipients of the confirmation, the recipients may subsequently access a common site (e.g., a .
website) which may contain additional details of the confirmation. Confirmation data may be
useful in identifying one or more devices that fail to adjust in accordance with the control
25  signal and/or other non-compliance information. The recipients may be informed of any non-
compliance including device specifics, measurements, status, etc. In addition, a report of
confirmation, non-compliance and state of the devices may be generated and forwarded to the
intended recipients as instructed by the user or other authorized entity. Confirmation data
may be stored in database 1854 and may also be used in determining appropriate
30  compensation in an incentive program.
Decision Module 1818 may determine the specifics associated with adjusting the
operation of the devices. For example, Decision Module 1818 may determine what devices

are adjusted via Assets Module 1860, when the adjustments are performed via Trigger
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energency node of operation, "please cut what you can"” for a normal node of
operation, or 20 other possibilities. Based on external data as well as
pre-defined rules and/or trigger conditions/events, the system nay generate
an optimal set of curtailnent actions or a set of possible ways to reach
the desired curtailnent. In another exanple, the entity may specify sonme or
all curtailment actions for reaching the desired | evel or anmount of

curtail me ccor a conmma sa cl ude an
offer fro OBWUOQ@V qu.ﬁlg%rl%gg ‘ﬁ%‘ﬁﬁ{?gﬁ S‘E‘%ﬁﬁ?g‘@#%“@”@ﬂﬂ%%@n for a
certain anps)land Jone tharRgenel grede@ing m&ymdﬁﬁmss@faﬁm omrggr JeBRNCTRON 1N
consunption, ‘an increase in supply and/or other adjustnent he of fers may

be t r ans miinformention genesatest byibe @eéuatontM@hﬂe 848 maitbiefup rﬁa@re@xn@hto geesraeni ne

whet her t e ffar nvol ve
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data, b6n deitlht ﬁgyﬁeuyddeirln&fereh@dandetpmmmhgt}mfaﬁms befditicns gadh edjastment far cont r ol
si gnal . Acco({d| ng to an exanple, an end-user may operate devices or the

devi ces Fifttion at a certain level (e.g., level 1) of operation. An
entity (e.g., asSMIAbLIAE 1860 MBPlepRRémt the, dev1€ésQo be BEMstEE APRSdevide@md 86 at O
operate the deV| ces at a different |evel .g., level 2) which may 17

i nvol ve a sthgleedediop tdundiedn oy thowrands of deyires @%&9‘1@&@%\}1 therwerldli Triggeent | evel
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anount or de@é& idéttified irf Adset¥BBEO adeREjusids Fhira SitRRY eI QK TAESR" adj ust ment.

I ncentives may, include any conpensation to the user, such as nonetary,

di scount s Coﬁﬁlltvpﬁé‘&éslsmamnce of fines or penalties, and pricing

mechani sms, @%%”EHL ed ?é’&tlh\é‘?ﬁanﬁ@rglég?ecfuhé%erg ui’cf%rdeﬁﬁn&a&{/or a%ﬁ?% fgent on
certain events and/or “condrtions {ron. the incentives may be paid up
10 frdnt, resmume seplshy Aﬂ]usiugrht Mot hle 48644 ﬁmemmleradmmmntssaa}t ilnelmémpmpesand/ or

th t t_of ed..and/
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ot her anougtles, A&t p@mh/eﬁm&yesl Sysekatihg ofcsnpoel pRirfleteld edisconfiedtioh iffoyh ugpld;

utility provider, supplier,
alternate operatmg modes, interruption of processes or use of devices and other actions.

Additional supply may be brought on line (e.g., backup power generation), where such

20  supply may be less than an internal demand or where such supply is greater than an internal
demand, such that net supply may be added to a supplier’s distribution (e.g., distribution .
generation). Other control actions may include turn off chillers, use economizers, increase
zone temperatures, reduce flow through supply and return fans, increase supply air
temperature, increase chilled water temperature, reduce chilled water flow, turn off

25  unnecessary lighting, turn off all non-essential office and other equipment, run back up or
emergency generators and other actions.

In another example, Adjustment Module 1864 may balance the operation, state or
other characteristic of the devices based at least in part on an assessed consumption amount
and/or an assessed supply amount. The consumption amount and the supply amount may be

30 estimated amounts. In addition, the balancing of resources may be performed for the devices
of a single user. The devices to be adjusted may be defined by the user or may include all
devices associated with the user. In addition, the balancing of resources may be performed

for a plurality of users. For a group of users (e.g., parent company, affiliated company, etc.),
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etc.) may offer a spot incentive based on certain conditions, such as a
current severity of 15 power crisis or other critical condition. For the
spot incentive, an end-user may accept or select an appropriate |evel of
curtailment (or level of supply to add) or other anmpbunt of adjustnent. In
anot her variation, the end-users may offer one or nore bids to adjust the
operation of the devices, which may include reduci ng consunption and/ or
addi ng supply, for a certain incentive price, etc.) where_the
entities @pargountgf @qnﬁlﬂrpptwpdwd@raé;uswﬂn%gb@ﬂhﬁhﬂ plurgity ofsersehe magbeept or
rej ect thegRifdsgo, 44t response to receiving the command message, the comand
nodul e may generate a control signal (s) for adjusting the operation of the
devi ces. Tr ansFurthelVdijisendm® Mbdukeyl 864 m:yad;ubt thdrdevieen ticcokdisg Wpregpridrivy ender
interface ces. The, contro

t i.
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For exanpl.e, ditional nal include a notification signal that
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groupsg etc.) Pﬁrtﬂeh%djlﬁhﬁ:rﬁélﬁ%cﬁlw l%ﬁmwta)hu%ek}ﬁkmrgene@t%mﬁﬂﬁibﬁ t@nal signal
may include incentive data that may be generated on the fly, which may 18

i ncl ude t safesnsqifichyone pw@grewié@mwwd@lnm@mofm@@ﬂrabw&@rsl SQMn@rfaWt her
| nformat i gpye Iﬂtge d@xﬂgés%eﬁgéﬂg f'lﬂﬂ%kmﬁ@z{ v?%e?ﬁ% @ﬁ@hgﬂ&g&&%mﬁt ?xﬁ‘s% d other

data t hat nay tran recipren nitor
Modul e 18i|n4cam3mcnm1th(m imtenfat ©unig atdithe comrd] bpstene isoiapablesf iaptemddtingt or 5

data may in de one or. nore trics dat.a,
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producti on, ate of device (e.g., an operation node which may indicate

on/ of f st amgtwwﬁmdeﬁaw RpEmiRmhTesidpR dp HeGPRTqLEBTEIVAC devi ces, etc.)
In addition, Regulatory Module 1866 may provide information related to governing

laws and/or regulations. Other state or governmental information may also be made available
to ensure compliance with current laws, regulations and other mandates.

20 Capacity Determining Module 1820 may determine a change in resource demand or
production associated with the devices resulting from an adjustment. The change may be
measured or quantified into a unit of measure. For example, the change may represent
capacity saved as a result of a reduction in energy (or other resource) as well as capacity
utilization avoided, curtailed or reduced. In another example, the change may represent

25  supply added.

An actual amount of change may be calculated for a specific user(s) for a specific
adjustment(s). The amount of change may be stored in credit database 1856. In another
example, a user’s potential reduction may be estimated in advanced and stored in a user
profile at database 1850 and/or other database. An amount of potential amount saved for a

30 given level of curtailment by a specific user may be calculated and stored in credit database
1856. In addition, an amount of potential amount added for a given level of added supply for

a specific user may be calculated and stored.
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and ot her characteristics of the device where the performance netrics to be
noni tored may be 10 defined by the user or other entity. The user or other
entity may identify which devices are nonitored, what performance netrics
are nonitored, frequency of nonitoring, and other nonitor data. The nonitor
data maybe stored in Mnitor Database 1852. This data nmay also be used in
forecasting future consunption, supply and/or other actions. In addition,

nmonitor data may al so be used in detern ning whether a demand
event / condi t i oRurthes, eadvanit ef¢hangatwithén adsfined argg eesubiing fimuthe adinstmient mige
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confirmat fegﬁesgrﬁgip a‘é‘SHﬁ‘é’ﬁ&"%%“?%%"é‘?g&%r“ ot r'[é"(? m&% OI}%H‘BP ?Pﬁj%/l%r%e%al et

conf i r mat figed @hounhe: ra@djiasédaivust srader detetnfifediBNGGE SA iuflit o€ SIR@BS i resburdehe
command nessage. For exanple, Confirmation Mdule 1816 may_ receive

conf i r mat AFRAICSPPlY anay heraaredeisrmingd npmber gk klewaits of geray. prolle MessWeppl y of

resourges, andeplafiodil 19 akedil e 2 6 HRAURRd iR kDRI F QIBRASRIBSSage. The

confirmati on may orwarded’to one or nore recipients based _
pr ef er r ed Capasisy etenmimdagiviodile 4872 rMn Sooeunh er indisgtidmdfereditmet tesstoredini pi ent s of

(oo a, o @Ras} TEt o RS e AR Rl ta B R G GERD sBlec”

conf i r mat MaeuseCaial irédthieiaGPedifid dollaBymbnt fateatHIWiof ehélgy birtayledgOgRe Or nore
devices that fail to adjust in accordance with the control 25 signal and/or
ot her nonaEHHESTERE &y bsfimplemenisth. Forreample; the asprsmaninciide ead-gierp ikiftesany non-
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addition, "a report o confirmation, non-conpliance and state of the devices
maybe genérasferccdanassigneddo ahother entitheThe yalesafdle eredit may he moesorilesst r uct ed by

the user qr other authorized entipty. firmation, data My, be stored in
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conpensat ia@ditibri) data hdyderehstated fR @ffatihg Deredis (ragpmbitgledoforhtldX chdmge,dewadn ne t he
specifics associated with adjusting the operation of the deyices. For

exanpl e, FRRHET SHANBERATNC CPEIGRAR Bk UFAITEN RS ey BEaction datiayelyted via
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Condi tion/ Event” Mbdul e 1862 and how the adjustnenfs are made via Adj ustment
Modul e  1884ntivensich @sre payment ndiér a speciplirete datith gnd/prothergndeative, pudiasul e 1866,
and ot her cific Th i.nf.0o ' en t A Deci si.on dul e 1818
and other gRgdel b, dfnor 000 TRA B G5O AL AnRYint 15 BEIcHAR0: S

or other penalty for non-compliance. For example, when a user maintains private generators

for generating energy which are added to the public supply, the user may be penalized for.
20  supplying low-quality electricity to the grid. In this example, the user may be penalized for
failing to exclude energy if the energy is “dirty” energy.

Billing/Settlement Module 1824 may provide a settlement action associated with
crediting/debiting the user or other entity with the change in demand and/or supply. Based on
an agreed method of compensation, a user may receive an appropriate price or incentive

25  amount for an action taken (e.g., reduction in energy consumption, curtailment by a certain
deadline, or other). The form of compensation may vary and may include monetary amounts,
additional privileges, or other form of incentive. This module may be used to ensure that an
incentive amount is correctly determined or calculated and may further ensure that the correct
user (or other participant) receives the right compensation. Each user may maintain an

30 account which may be credited, debited and billed by the system. Other settlement
arrangements may be implemented. |

In addition, a billing analysis may be performed where a model of expected

performance may be used to value the change in demand and/or supply (e.g., reduction in
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t he command nessage, Decision Mddule 1818 may further include |ogic 1832 for
processing 5 data that may be used or referenced in determ ning the assets,
conditions and adjustnent for the devices. Assets Mdydul e 1860 may represent
the devices to be adjusted. The devices may be a single device to hundreds
or thousands of devices |ocated around the world. Trigger Condition/Event
Modul e 1862 nay represent various predetermned triggers for making 10
certain adjustnments. Trigger Condition/Event 1862 ig discussed in detail in
connecti o Swr_fqﬁconﬁ‘r@“@%g@mulﬁdiwrr@rﬁm%amrge-l _aora*ag % ¥¥riagen ot

i nformati gk Hamplel £fadneal BRABLALYE chaABY inC@paditd @Rty el Bhphidd AshehSa are

adj usted when a trigger identified in Trigger Condition/Event 1862 occurs.
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to the 13 ek ‘ . . r
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generation), where such 20 supply may be |l ess than an internal demand or

wher e sucRalBesBiRFremBenty et Whem aieried, or it eqmhinatione err@f. such that net supply
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generators and other actions. |In another exanple, Adjustnent Mdule 1864 may

bal ance t Kepagibeeraabilsy to asoig rormel conpyiantion joadermandythaiimay befofferrd tdens eles based
t | t i 1 d
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supply anount”. e consunption anount an mount nay
est i ndted esarpuort gdher resonntdicomorodity. hia additiamdhengsenfor othsoentitpsnaypexchangp dhref or ned
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According to another example, the user (or other entity) may accept a plurality of bids

from a plurality of participants for an amount of change in demand or supply of a resource.
20  For example, the user may have an excess amount of supply capacity in the form of surplus
energy (e.g., kW). At a desired time, the user may offer the excess amount of energy to a
plurality of bidders, which may include other users, the host system, providers (e.g., utility
companies) and other entities. The bidding may occur for a certain time period where at the
end of the time period, the highest (or most desirable) bidder may receive the benefit of the
25  excess amount of energy from the user. Other selling and/or trading arrangements may be
implemented.
FIG. 19 is a diagram illustrating an exemplary decision module, in accordance with an
embodiment of the present inventions. As mentioned above, Trigger Condition/Event 1862
may provide analysis that may be used in determining when to make adjustments to the
30 devices. Trigger Condition/Event 1862 may include a plurality of modules that may function
individually and/or collectively. Additional modules may provide other functionality
associated with determining certain conditions for adjusting or otherwise manipulating the

devices associated with a user.
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for a plurality of users. For a group of users (e.g., parent conpany,
affiliated conpany, etc.), 20 an anount of consunption nmay be adjusted

t hroughout the plurality of users, who nay be affiliated or not. Further,
Adj ust nent Mbdul e 1864 nmay adj ust the devices according to a priority order
where certain devices are adjusted before others. In addition, sonme devices
may be adjusted 5 in nultiple ways. For exanple, an air conditioning system

may be adj ust i i : : ivity,
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amount may represent an amount for a specific one or more devices. The consumption
amount may be measured as a defined unit of measure (e.g., kW, etc.), an indication of level
(e.g., low, high, etc.), an estimated amount or other unit. The consumption amount may refer

20  to current consumption, theoretical consumption and/or an average consumption for a
predetermined time frame. Consumption data may be stored in Consumption/Supply
Database 1940.

Assess Supply Module 1912 may assess a supply amount of the one or more resources
where the resources may include energy, power, etc. The supply amount may be monitored

25  for a predetermined time period. The supply amount may further be monitored for a defined
area which may include one or more devices, rooms, zones, floors, buildings, blocks,
subdivisions, cities, a defined region, or other area. The supply amount may additionally or
alternatively represents an amount for a predetermined type or class of supply and/or
distribution and/or type or category of device. The supply amount provides an indication of a

30 level or amount of available resources. Supply data may be stored in Consumption/Supply
Database 1940.

Based on the assessed demand/consumption amount and/or the assessed supply

amount, the operation of one or more resources may be adjusted. For example, the
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exanple, a user's potential reduction nmay be estinmated in advanced and
stored in a user profile at database 1850 and/ or other database. An anpunt
of potential anpbunt saved for a 30 given |level of curtailnment by a specific
user may be calculated and stored in credit database 1856. In addition, an
anount of potential anount added for a given |evel of added supply for a
specific user may be cal cul ated and stored. 21 Further, each unit of change
within a defined area resulting fromthe adjustnment nmay represent an anount
of conpensakimpticnantonet afoae or toee resamtyes mal be @djpstétsaia itiencommyaridenessage] xed
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more devi @c&ﬁanoThﬁseimgiiﬁndmyloﬂemtﬁtl\lﬂ t@mﬁ@nﬁumnon beford dentand su@Rdas a
paynent and/or a special_rate tariff, and/qr othe nce tive, such, a

privi | ege&UPPR; diE @Pmrmle, &)ﬁ(‘h%fleq’- unga@rpgqug}}esta)}?,vg Supp (hytaﬁ?ﬁfisf’ ave an
avoi dance @fyg, tfxéﬁh"crm‘&¥ iR 16 burbRiBRht aﬁgﬁoﬁ%‘mﬁﬁmﬁ{ b a86Rd sy R¥@npl e, when
a user maintains private generators for generating energy I ch are added
to the public Aaspvll\ﬂarkctﬁ‘éomw91rﬁa9a3b®sqsenathet@cbtlmrpnceoatsgﬁmsqurmg

penal T3ea e it fcoberafied SFird ot Bo'<don REAE AP SPBUGR 5™ ener gy,
Billing/ Sepérht&miﬁmemﬁuémaﬁ%adjwedmcw&ﬁglyawﬁbbbmﬁﬁﬁd nﬁ@stagan associ at ed

with creditin biting e user, or other entity with the nge, i n demand
and/ or s ud %gyi E’GSSBEC an or control s?gnal For example, d%nng peak periods o t}(i:]e day

and/or season, certain events may drive prices up or down. In addition, higher demands
and/or lower supply of resources may effect the market price of resources. Market data and
20  other related information may be stored in Market Database 1942.

Assess Weather Module 1916 may assess weather condition data that may affect the
operation of the devices. Based on certain weather conditions, the operation of the devices
may be adjusted accordingly via the command message, informational message and/or
control signal. For example, an indication of a severe weather condition may affect the

25  operation of devices. An indication of a severe thunderstorm that may likely shut down
power in a target area may be considered in curtailing current consumption in preparation of
such a weather event. Weather data affecting consumption and/or supply may be stored in
Weather Database 1944.

Assess Device Function Module 1918 may assess device function data associated

30  with the operation of the devices. Based on certain device data, the operation of the devices
may be adjusted accordingly via the command message, informational message and/or
control signal. Device function data may include cost data in operating a device, cost data of

the resources for operating the device, ability to reduce resource-consumption of the device,
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an agreed nethod of conpensation, a user may receive an appropriate price or
i ncentive 25 anmount for an action taken (e.g., reduction in energy
consunption, curtailment by a certain deadline, or other). The form of
conpensati on may vary and may include nonetary anounts, additional
privileges, or other formof incentive. This nodule nmay be used to ensure
that an incentive anobunt is correctly determ ned or cal cul ated and nmay
further ensure that the correct user (or other participant) receives the
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dited, i.ted i h I .
mmy be | i GiRe OBl gifioRor wdfiafeRl A el ShbyBE b R Wher o
nmodel of gp&s TRiice data ntiyiRR&RediaDdYce Itbate0l M8] KA ehi@seigdyoppiyandenand

and/or supply (e.g., reduction in 22 resource-consunption) at a_particular
time or fedeRofpyptRilnenspased on theauiogityef thedeyices andetherfagers. £RT &gl e, an

act ual 5 an@éé?%na?fincﬁ\’&?eqﬂﬁ it PediRR6hdiNodB¥acRE EQHR Hved rélbire L uﬁu}éﬁ%@ge
expected perfornmance to determ ne an appropriate anount. Wl ghted averages
may al so hssocistsdwith TVAC systaniroday Heoredacet swllemtdompressorp aeseduced firshigndoe

i npl ementgd. The act ual unts 5 of change be .det er.m n by..a meter
it meas PaoRs fg 1o e B o fals (SR Serthk seteit Fyfl 18 £ 8o 5B The
met er mayp&edpr ogramred to neasure, record and/or communi cate actual usage

at various intervals (e.dq., 13 m nutes, 30 mnutes, etc.),. continuously, as
certain val ueAssss W&P@%M}@ We B mapassesg wesriparfile data pssociated Wit thens

t her egf . I I Y he
changgéi na_%\g%gngg %g ogrlll%l% g’?@ﬁg%ﬁ’?ﬁ %bﬁgﬁg){l %gtrtﬂee&réﬁcgsl Igelgslgﬁl s%cgﬂsqé&s) cgn lidél ers,
provi der syiatthé cormpandtmessage; infmptiorahohessagd dnd/or harstol eighalt Wser profileatde

Net wor k 1830. The Trad twork may be connected t r renote fromthe
Cont ral siRy B sah il B Bl R i M PRg o etk Baes S mount of
supply cog@Ghing; Sfgrédatel iréspulcd usige iafld/BOsdNBlatiGOMEA] FRb graphi® HatgemdrReodoaas may
be offered to one or npre potential buyers. The ampunt of_ resource

(S

adj ust menflatiausheistaapnhe Aered ol tse profite. dins e¥ample. thlordlmarkel gwicessxeefdnodi t y.
In adqsti aReshbids i'SPhin(108atiBhd) 8hd @@%Aléﬁf):oﬁ’@a)ét t%ﬁxg“ﬂf%%,t,tr%%urc%%ﬁs%ﬁl gppunt for
anot her form of capacity, another resource, a financial or contractual
i nst r unenmaybeahéregan dogrspooding favdities onln of conpensation with another entity.
Accor ding {0 aRoLEk \ISATP] oo rFactiR8 ookl BhE! roSflbd oo TsEGEBF 3

devices. Based on the feedback data, the operation of the devices may be re-adjusted. For

example, an entity, such as a provider, may observe how the devices respond to a curtailment

20  request with a corresponding incentive level and adjust the incentive level based on the
response. If the entity observes a low response, the incentive level may be increased to
obtain a higher response to the curtailment request. In another example, the curtailment .
request may be adjusted to a lower level to elicit more participation. Feedback data may
include user level data, aggregate data among a plurality of users, and/or aggregate data

25 independent of users. For example, a power demand spike may cause a part of a power grid
to fail which would result in a supply decrease, not necessarily captured in aggregation of
user-level demand data.

Assess Forecast Module 1922 may predict or estimate future consumption amounts

and/or supply amounts associated with the operation of the devices. Based on certain

30 forecast data (e.g., weather, market, consumption, supply, reserve capacity, etc.), the
operation of the devices may be adjusted accordingly via the command message,
informational message and/or control signal. For example, performance metrics may be

measured for the devices, which may include consumption assessments. Based on historical
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froma plurality of participants for an anount of change in demand or supply
of a resource. 20 For exanple, the user may have an excess anmount of supply
capacity in the formof surplus energy (e.g., kW. At a desired tine, the
user may offer the excess anount of energy to a plurality of bidders, which
may include other users, the host system providers (e.g.,.utility

conpani es) and other entities. The bidding nmay occur for a certain tine
period where at the end of the tinme period, the highest (or nost desirable)
bi dder nmgats sckiding paktepetfermednice argf monir@peefhonesse artrioss anofstimated gytufer om t he
user. O her selling and/or, tradi rrangenents may he. inplenented. FIG 19
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1918, FeeEpagrptioe/Sreply Dapbased 94 Marketdatabasamifde) WeatherDatghaen i W4CBavre i ons 5

Modul ¢,19 dul e. The nodul es of

Tri ggz(r) C@% Pﬁgggﬁﬁn%%ﬁégc%a%?%n ertlg{étagé/\ngfaliysggta froma variety of

sour ces, i ncl uBvents/ Cordstions M ainleS9RH may Beteainias en &@a0conittionahat Baggeame 1942,
Weat her t abase 1944 vi ce Dat abasg 1946, ,.and qt her Dat abase 1948. These
dat abases %ﬁf}me’?ﬁ}ﬂ 8??6‘?109[2%&%‘%&5’8?’ I”V? peurtaimentqtieperpy QWL%‘? DCEAYE Bat abases

nmay be acggpsedricenBitbidikéh AagbOfeflned feywentﬂss,aﬁaﬁdi@ﬂmﬁﬂ-‘a@é}wmé@n Modul e

1910 may assess a consunption anpunt o resources associated with the

oper at i ons@pliet, thirdepariyeibe systean dssiandpthiesn Faretamplerthe evertinoadiine may anount

for a;predeht Tuletk: Blior Mo diB¥exdddfing 9 eniB1L % bFRffout §WEckofONES:
warning, security warning, hacker alert, terror alert, grid failure, power outage, power failure,
security breach or other events or conditions that may affect power consumption and supply.
When a demand event/condition occurs, a command message, informational message and/or
control signal may be generated to make an appropriate adjustment in the operation of the

20 . devices. Other demand event/conditions may include energy curtailment mandates from an
entity, where the mandates may be self-imposed by the user.

-Certain events/conditions may involve monitoring the devices associated with the
user, the user having a user profile and generating the command message, informational
message and/or control signal based at least in part on the trigger events. In this example,

25  monitor data associated with the devices may be used in generating a demand
event/conditions. If monitor data indicates that a certain device is operating at a level that
exceeds a predetermined threshold, a command message, informational message and/or
control signal may be generated in response.

According to another embodiment, a trigger event may include a predetermined

30 trigger event, defined by an end-user or other entity. For example, the trigger event may be
based on data related to weather conditions, a warning message of an imminent event forcing
power reduction, a security event, a rise or drop price of a resource (or commodity) above a

predetermined threshold or other event that may be used to trigger an adjustment in operation
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floors, buildings, blocks, subdivisions, cities, a defined region, or other
area. The 15 consunption anount may additionally or alternatively represents
an amount for a predeternm ned type or class of user and/or type or category
of device. The consunption anount may represent an anmount for a specific
one or nore devices. The consunption anmount may be neasured as a defined
unit of neasure (e.g., kW etc.), an indication of level (e.g., low high,
etc.), an estinmated anount or other unit. The consunption anmount nmay refer
20 to cur oithe deviges.uibe irigser evianionast dlspdie besndmrasenamic datd/inpluding meletimg e

consunpti . ] I ti stored
R T T R e S S L T C W
suppl y anuefitit capacithdatane or nore resources where the resources may include
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resoufiges may Pigy 20jidSdigstamiNhstdH &embla8y #4UISLASMTPiA Q8ofdHREEWyitREn ONe or
nore resources naybe adjusted via the comrand nessage, infornational

message anwbestimenof thel presegiiaventipns. gvseh fr ofhen ity mahizadsom selhpt ameunapbunt  of
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ceeding y anoun y anount. In
thi s exanmtade Modukel826®ayincladeansdults, dublats BxchaggerMedul@RE 0f BeteModuleur t ai |

consunptiQn nmay be in _response tq t emand . being within 2% (or_other
per cent aggmozr BidMadyly 28%""%ﬁgle%ﬁd“ﬁu?qﬁg%ke@e%dg@lﬁy]égr Othege rate
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intensity of curtailnment may al so” be | ncreased as the demand approaches or

exceeds t functensbityassneiat¢ditiibh exchanging, trading or selling a change in capacity or other

commodity.

The modules may access data stored in Capacity Saved Database 2030, Credit
Database 2032, Commodity Database 2034 and/or other databases.

20 Participants of Trade Network 1830 may include a plurality of users 2040, 2042, a
plurality of providers 2044, 2046, the host entity 2048, an trader 2050 and/or other
participants 2052.

Exchange Module 2010 enables a participant (e.g., an end-user, supplier, provider,
trader, etc.) to trade in the ability to deliver a demand reduction and/or supply increase, which

25  may result from an adjustment in the operation of the devices. The trade action may be
performed by the participant on an individual basis. In addition, the trade action may be
programmed to occur automatically under participant-defined conditions. For example,
based on a market price exceeding a threshold, an amount of capacity may be offered for
trade for an amount based on the current market price (e.g., $5 below/above the current

30 market price). A participant may offer to trade the excess capacity for another commodity or
other incentive. For example, a participant with an excess capacity of energy may trade with
a user having an excess capacity of another resource or corresponding instrument (e.g.,

pollution rights) at an appropriate rate of exchange.
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or lower intervals. 10 Gther defined triggers and/or conditions may be

i npl emented. In an exenplary scenario, a user may find it nore practical to
curtail consunption before demand exceeds supply. For exanple, if the
demand anount approaches a | evel of supply by a predeterm ned anount, the
user may initiate curtailnent in an effort to maintain a desired supply

| evel . Assess Market Modul e 1914 nay assess market or other price data of
resources 15 associated with the operation of the devices. Based on certain
mar ket condi t iSefisModule2018paatdes opartidipanhte sdibuh etessampadity far pretieernaneaior di ngl y
via the comma nd nes nd/ or control nal . For

a orma Lonal nessage
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target area may be considered in curfailing current consunption in

prepar ati on ofSettlpment Modrlg2Ats providat settigggnhisnctivas forafddéting ltma/tbdhnsjt i on
and/ or, su e ice

Funct |{%n ﬁ}géﬁﬁ %%%u%ﬁogglsee %ﬁw ce l%)ﬁ%)t%}q%?lna a(%éamalssom Ar %KSO with the
oper ati ontmfsadnb&wdewac&sﬁﬂ]&aﬁe@tedn certal n device data, the operation of the
devi ces i ngl. C nd nessa i nf or mati onal
message and/ olr)l\(?[f“gf’)"]rl‘%j ?\?%qa%& eé E’E‘?%ﬁ’%’f"‘d"%?ﬁ qs%& QESEst dat a

i n oper at jjgag p@ov%ybp&heﬂﬁa&mmml&{eminh% AnSSIAHE pASe Mor%ﬁ@rﬁﬂ% bidg1f he devi ce,
ability to reduce resource-consunption of the device, 25 abiTity to add to

t he resouddséion, melikpmi%rda@ﬂmygbq used inltaggesing & &rade, lell oxkidipetion, | ead tine for
o o401 11 el b PRS0 oEEah R AR 20 oPer 2L o
An end-us aﬁbdmyerﬁpf){hy p@dsent inventions. Each user (e.g., end-user, provider, supplier, or other
entity) of the system of an embodiment of the present inventions may create, maintain and
modify a user profile. User profile may be accessed by a user through a user interface at a
website or other mode of communication. A user may also access user profile information
20  viawireless communications, such as PDA, mobile phone, etc. User Profile page may
contain information, such as User Data 2110, User Type 2112, Generate Command Message
Interface 2114, Curtailment Level 2116, Operation Level 2118, Contract 2120, Demand
2122, Supply 2124, Device Data 2126, Device Operation Data 2128, Device Monitor Data
2130, Messaging 2132 and Other data 2140. The modules detailed below in connection with
25  User Profile page 2100 may vary for different types of users (e.g., end-user, provider,
supplier, third-party, government entity, public interest groups, etc.)
User Data 2110 may contain user information, such as user name, user address,
contact information, user agents or affiliates, preferred modes of communication, and/or other
data. User data may also include an account which may be used to credit, debit, and/or bill
30 theuser.
User Type 2112 may include a user category. This data may be used to operate the
associated devices in a particular mode during certain situations. For example, if the user

type is a hospital or other emergency entity, certain devices may be operated at normal or
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order of curtailment based on the priority of the devices and other factors.
For exanple, a 5 user may indicate that if weather conditions reach a
certain |level, resource-consunption associated with HVAC systens may be
reduced where conpressors are reduced first and thernostats are lowered if
the tenperature does not reach a certain |level by a defined tinme period.
Assess User Profile Mdule 1919 nay assess user profile data associated with
the 10 devices, Based on user profile data, the operation of the devices may
be adj ustengrations) meida rEng ap ANrE@CE erisitrdtharussniypes may welvde Fonmercisbssage
and/ or co ' rof i el and
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corresponding facilities only. Feedback Mdule 1920 nay assess feedback data
in response t doegratedjomnand mesgrge 2h b maeipcide an Digrfage that theasqraraysselo dat a,

t he operat] of .oh e | re-adj entity,
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Povel mayABtedie BERE: dn itiian e R e S S e P et e
requess . 4sh pRIRbiWiogxanpl e, the curtailment request may be adjusted to a

| ower level to elicit nore participation. Feedback data may i nclude user

| evel data, adertaiaret layek?ld oy inclpdeadetsils aspoeinted sithsurtailragnsy lesglgyr egat e dat a
25 i ndepe f [.Swn: . | use a part
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For ecast dul e 1922 lrlr(g%/ggr edi ct or esti e futur elconlgug)ti on._anpunt s

and/ or suPfSFr AR TS SENCE AR PREGe 1P BieL ey Rlsgselepte o o PREALYY Based on
certajf 36f JuehiRaas levaRvhefEeadh levERPERBEs hoWPdakIeHeviCUPREHTRL IVRth thidRibY,

reserve capacity, etc.), the operation of the devices maybe adj usted

accor di ngthy ugdr anayserteibeash davipeesaiadiviquphssiset Pustedia greuserpdl derigeodt cont r ol

signal . FOlce® moﬁse tB%rrE&{{egﬁB %Méﬁeig@%’éﬁx pR)Q/ider, for example, an end-user
may easily select a preferred curtailment level. Each curtailment level may be pre-defined by

the end-user, provider, supplier or other entity. Further, an end-user may offer to operate in a
20  curtailment mode for an incentive form a provider, supplier or other entity.

Operation Level 2118 may include pre-defined rules concerning operation (e.g., state,
characteristics, parameters, etc.) of the one of more devices. For example, an end-user may
define rules including multiple operation levels concerning the devices (e.g., normal or
abnormal, conservation, economic, emergency, etc.). For example, a user may define certain

25  operation levels that the user may easily activate and quickly switch to. The user defined
rules may be generated and/or modified on the fly in response to current information. For
example, a user may specify a rule that dictates an operation mode where a reserve spare
capacity is maintained at 5%. The user may further define additional rules that may be
implemented within the boundary of the rule maintaining 5% spare capacity. Depending on

30  the complexity of the user’s systems and situation, multiple levels of rules may be defined
where certain rules may be implemented within boundaries of higher level rules. The user
may also specify rules regarding how the rules may change (e.g., adapt) to certain conditions

and/or events.
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nmeasured for the devices, which may include consunption assessnents. Based
on historical 26 data including past perfornmance and nonitored performance
nmetrics, an estimated future consunption anmount may be predicated for the
devi ces. For exanple, based on previous w nter seasons with simlar weather
conditions (e.g., tenperature, snow storns, rain, humdity, etc.), an

esti mated energy consunption anount for a heating systemnay be used 5 to

formulate a c ssa ti onal e and/ or control signal.
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conmmand nessage i ona or con signa ased at | east
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preferred graphic (e.g., chart, bar graph, or other graphic interface).
Supply 2124 may contain information related to the supply amount for resources.
20  Current as well as past supply amounts may be displayed to the user, vig a preferred graphic
(e.g., chart, bar graph, or other graphic interface).
Device Data 2126 may contain information related to the devices subject to
adjustment (e.g., curtailment). The user may view information related to the location of the
devices, via an interactive mapping function; type of devices (e.g., heating system, cooling
25  system, etc.); manufacturer and model; priority order; curtailment order; and other
information related to the devices.
According to another example, the devices may include one or more “Smart ID chips”
which may participate in identifying each device (e.g., providing an address or other
identifier), and identifying its nature, power requiréments (or generating capacity), power
30 profile (how much the device draws, and when), ability to be adjusted to various levels of
adjustment, current state/parameters, etc. In addition, the ID chips may provide data
concerning identity, make, model, serial number, type, category, ownership, location,

electronic address, operation, power requirements, resource-consumption, resource-
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control signal may be generated in response. According to another

enbodi nent, a trigger event may include a predeterm ned 30 trigger event,
defined by an end-user or other entity. For exanple, the trigger event nmaybe
based on data related to weat her conditions, a warning nessage of an

i mm nent event forcing power reduction, a security event, a rise or drop
price of a resource (or comodity) above a predeterm ned threshold or other
event that may be used to trigger an adjustnent in operation 27 of the

devi ces. prbduction,pgwer proélet adyespability,ccubrentistateahddor cerenrt paiamettas sssocigtbdidi ng

real -tine_..spot, market pricing data reent. surplus and. deficit capacity
data, and” %&‘Sgg‘élfee%é as‘l?%ﬁ‘ﬂléca %‘agévddeef iclg'le[“5 5&1858}&5?”8% e.degbcﬁ%%l e Mdul e
1926 enabdpphares, it vigHlls ok th Dlocal meBaekl) 16l kddforiddo @ nilé Earthlized)@dall diented For
exanpl e, a user npy program adjustnents to devices at_predetermn_ned

i nt er val scontralsgnghon pseg-defipgd goal-orgsatedderprnsedo suchasigngbdw opipaiyAguiiec. For
exanple, %th@ttmﬁ&&eg%ang{evi ces associated with heating and cooling nay be
made in the nornings, afternoons, evenings and |ate evenings. |n another
exanpl e, a usddevmm\Operaign Matacdi2f aidypeow deidfambtientehitedde bowaacigddvicear
preferred schedul e. Schedule information may. be.stored, in a user profile. 10
Pl G 50" EO5 G SesE AT PPORIIE FoR R PR Ae SiPif bt BRRinEoE] 1 accor dance
with an  @xRebtisaNA raf oftdBsuRiBiSRHn csidMeted MRS codulip@on (R tRid ko8 Mt y) may
trade or sell an amount of change in capacity resulting froman adjustnent
of the dedtherdafoynaion maydwererddsfor k 1830. Trade Modul e 1826 may i ncl ude

Set 11 Drent - Mod A GRRA R L0 oy Bt Vige sShopialff i Bior Bty eiaclBeiy e 201
2020. Tr admn}fbdsﬂeeiﬁ;&ﬂcﬁsmeﬂtndémmatm_teherothm;lmtfesnmhamepfc_smadcbeartmweﬂi o_nal
capaci oy Bribuse: Caitanutl p hFHESR e Ry bl Bn e P uR e “Capaci t y
Saved Dat ghg@ae sqéh34d. chist st grap@%toa@aﬁ@nz&ﬁ%,ﬁééa%d%%g%nglygmi nclc%g%écgand/ or

ot her databases. 20 Participants of Trade Netwo
pl uralityasd‘Yelhsers 2040, 2042, a plurality of providers 2044, 2046, the

host gntity 2068, AR 5{Bdfky #OAle ARY B5ar@hBREw oR@bE hbicRBGhitnt BRG receive

certain data via a preferred mode of communication. Modes of communication may include

a combination or voice, email, fax, pager, SMS/text, XML data and/or other communication
means. For example, a user may specify that certain recipients (who may or may not be
associated with the devices) are to receive data by pager depending on the critical nature or

20  another mode of communication such as email for monitor data. In addition, frequency and
time of receipt or delivery as well as other characteristics may be specified as well.

FIG. 22 is a flowchart illustrating an exemplary method for monitoring and

controlling remote devices, in accordance with an embodiment of the present inventions.
FIG. 22 illustrates a method for managing resource-consumption and/or resource-production

25 ofdevices. At step 2210, a command message may be received at a central server. The
command message may be from various users, such as end-user, providers, suppliers, third-
parties, government entities, and/or others. The command message may provide an
instruction (e.g., order, request, suggestion, etc.) directed to adjusting the resource-
consumption of the devices, which may be performed by adjusting the operation of the

30 devices. Identity of the devices to be adjusted, certain triggers or conditions under which the
adjustment may occur, instructions directed to a manner in which the devices may be

adjusted and/or other information may be provided as well. In an example where a provider
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Exchange Mdul e 2010 enables a participant (e.g., an end-user, supplier,
provider, trader, etc.) to trade in the ability to deliver a denmand
reducti on and/or supply increase, which 25 nmay result froman adjustnment in
t he operation of the devices. The trade action may be performed by the
partici pant on an individual basis. In addition, the trade action nmay be
programmed to occur automatically under participant-defined conditions. For
exanpl e, based on a market price exceeding a threshold, an anmount of

capaci ty (agy pbeercbinpaed gemarated tha deminand massags) amincl@bednayrbetdffersdinr ent mar ket

price (e.q. 5 bel,ow above the current 30 market price). A participant may
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accordance with an enbodinment of the present inventions. E user (e.g.,
end- user , inforpetiadgegardiop ph pdipstment afrésevrce-conspmplionnd/drgesoyregnodutticnm

enbodi menty, gf.L A I'QJII?I%&Q Enag/ HYeE WA A el i s Go nbW il GHe"br ¥ devices are

to be adjusted, via step 2214 and/or step 2216.

At step 2214, the informational message (e.g., control signal, etc.) from the central
20  server may be transmitted to the devices for adjustment. At step 2216, the devices may be
remotely adjusted in accordance with or response to the informational message (e.g., control
signal, etc.). At step 2222, the adjustments may be confirmed to intended recipients via a
preferred mode of communication. At step 2224, feedback data may be received. Feedback
data may be received from the transmission of the informational message (e.g., control signal,
25  etc.), confirmation of adjustment, measurement in change of demand and/or supply and/or
settlement for the change. In response to feedback data, the command message (or
informational message, control signal, etc.) may be adjusted, at step 2226. In addition, an
additional informational message (e.g., control signal, etc.) may be generated in response to
the feedback data. Along with the command message, incentive data may also be adjusted in
30 response to feedback data. For example, if only a small percentage of devices responded, the
command message may be adjusted to include a greater incentive for resource curtailment.
At step 2218, an amount of change in resource-consumption and/or resource-

production resulting from the adjustment may be measured. At step 2220, the user may
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nodify a user profile. User profile may be accessed by a user through a user
interface at a website or other node of conmunication. A user may al so
access user profile information 20 via wirel ess comruni cati ons, such as PDA,
nobi | e phone, etc. User Profile page may contain information, such as User
Data 2110, User Type 2112, Cenerate Command Message Interface 2114,

Curtail nent Level 2116, Operation Level 2118, Contract 2120, Demand 2122,
Supply 2124, Device Data 2126, Device Operation Data 2128, Device Monitor
Data 213€eivvies smgim@f 20cdR farrttie Grange. Tmtceed®ddy. behéhenfoduloésn ehamiced bel ow
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addition, monitor data may be received an interface unit where monitor data may include
aggregate resource consumption data for an area, such as a region. Monitor data may include
various performance metrics, including state, operation and other characteristics. At step
2313, external data may be received from various sources. Whether a trigger condition/event

20  is detected may be determined based on the monitor data and/or other information at step
2314. The trigger condition/event may be a predefined condition or event that triggers the
generation of a command message for adjusting the demand and/or adding to the supply or
other adjustment action.

If a trigger condition/event is determined, a command message, a control signal

25  and/or an informational message for adjusting devices may be transmitted to a central server
or may be generated by the central server, at step 2316. After the devices are adjusted,
confirmation of the adjustments may be received at 2318. In addition, non-compliance
information may also be received. This data may be used for billing/settlement purposes and
for determining an appropriate compensation as well as penalty. At step 2320, consideration

30 (e.g., acredit, compensation, incentive, etc.) for a change in demand and/or supply as a result
of the adjustment may be received. In addition, an amount of supply added may be credited
to the user. At step 2322, the user may participate in trading and/or selling the amount of

capacity saved or supply added with one or more other entities through a trading system.
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hi storical data associated with various curtailnents |levels. For a current
curtailment level, the user may view how the devices are operating. The
user nmay also select froma plurality 15 of curtail nent |evels where each

| evel specifies how each device operates. Wth this option, the user may
curtail each device on an individual basis or curtail a group or all devices
at once. In response to a request to curtail energy froma provider, for
exanpl e, an end-user may easily select a preferred curtailnment |evel. Each
curtail ment | #w@l24nmayn enmiay def dseathtdlywith meniesihgueote dpvioss, thedccordarppl i er or

ot her entity. Fyrther end-user may offer to operate in a 20 curtail nent
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rul e mai randidalivegy B9s.spare capacity. Depending on 30 the conplexity of the
user's, syste S i icnl : . .def.ined where
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ﬁ)rllfnational message) to control remote Assets 2514. By controlling or adjusting the
operation of Assets 2514, a resource-consumption and/or resource-production amount may
also be adjusted by Central System 2510. In another example, an informational message may

20  be generated by Central System 2510 and transmitted to Users 2512 where the user may
make an determination based on the informational message regarding an adjustment in
resource-consumption and/or resource-production concerning Assets 2514.

The adjustment of Assets 2514 may be based on data 2538, which may include

external data, consumption amounts, supply amounts, market data, weather data, security

25  events, blackouts, brownouts, etc. Triggers 2536 may also influence the operation of Assets
2514 where triggers 2536 may be pre-defined by various entities, such as end-users,
providers, suppliers, and/or others. Triggers 2536 may be pre-defined events and/or
conditions which trigger an adjustment in the operation of Assets 2514. As illustrated by
2524, other data 2538 may be used to determine Triggers 2536.

30 In another example, System 2510 may provide self-generated commands 2532.
Certain data and/or triggering events or conditions may provide for an automatic generation
of an adjustment in Assets 2514. Commands may also be generated via predefined rules for

controlling Assets 2514. For example, if a price of resource reaches a certain level, a
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Contract Data 2120 nmay contain a contract or other agreenent between the
user and the host entity concerning a right to control of the devices. In
addition, a host entity may 10 reserve a right to overrule any user rights
associated with the operation of the devices. For exanple, in an energency
situation or |ow power condition, the host entity may overrule the wuser's
right to adjust or operate the devices. Information related to authorized
users may also be provided. Certain devices or groups of devices nmay be
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the at least one informational message to at least one communication device, where the at

least one communication device enables the taking of at least one action having the effect of
providing a change of one or more of resource-consumption énd resource-production
20 attributed to the at least one device of one or more devices.

The at least one informational message may comprise at least one control signal and
wherein the at least one communication device comprises at least one interface unit, where
the interface unit in communication with the one or more devices controls the at least one
device in accordance with the at least one control signal, to take an action having the effect of

25  providing a change of one or more of resource-consumption and resource-production
attributed to the at least one device. Further, at least one command may be received at the
central server, wherein the at least one command is related to controlling at least one device
and wherein the at least one informational message is generated based on the at least one
command. The at least one informational message may comprise one or more of a request to

30 adjust the at least one device, an order to adjust the at least one device, price data associated
with the at least one device, change in price data, pricing period data, change in pricing
period data, an incentive for an adjustment in the at least one device, a change in incentive, an

incentive period, and change in incentive period.
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appliances, individually or in a local network, to respond to a nore
general i zed, goal-oriented control signal (or user-defined goal-oriented
response to such a signal) by optimally figuring 5 out how to reduce
demand. Device Operation Data 2128 may provide information related to how
each device or group of devices are operating. For exanple, information
directed to the anobunt of consunption, a rate of consunption, an estinmated
future consunption for a time period, and other information nay be
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critical desstivitthgithe 20eanoidRNicaastFoan ifMHAIGH ©adjUBNhE bpdtatash TR dt 1681

nmoni tor data. In addition, fr.equencyt and time of recelpt or delivery as

vel | as orpdeviesshaeindhq igstiucionigypdiist thp apgratioads disediqd) tp ongpranorepfistatey
flo art il i g : j I-0g.a trolling
remotd st A hble AR ERREN Ao BRI op APl oSy oSEE et one.
FIG 22 icohtudiogit esl shedeling df tho st lneshang deyice e Soansmission nsiymotir@vernomg/oor

resource-productiaon 25 of devi.ces. .St 2210, a C nd ssage, may be
oot ved BEC St §rfRshond porBiiSEEn 10k SRt EloneR AR R BITBE. user s,
such as ea@Hitsedtwork] & yaghed SetwSltPPPpdvas Srandrhibdich lifka b EfRmepaROTBPACkeNt i ti es,
and/ or others. The command %essa e may provide an_ instruction (e.g., order,
request, @H@ﬁ’éslfl‘iegﬁ’ adpetenyre %’Eeg%‘éfkta&d 'tH%iP?‘iﬂf’rtkﬁe resource- consunption
of thg deviceg, ad’éfi‘ﬂi&ﬂoﬁ@&rrﬁ@r,e@%ﬁa?ée@%ﬂd Fkgs ﬁg%rlgééjﬁés!?&atw%itﬁ@ﬁé&hbgfbﬁﬁe the 30

devices. ldentity of the devices to be adjus , certain triggers or
condi t i oratleasidae devices b bilhassociai¢d withnthatat Ieast one device pertsiningdo iconirlliigtbet ed to a
ranner | "t Yggét%ge Eigvelcedrgg)i/ && ésdjlgs?éé. I%%rthcr, the at least one command may be generated via

an Internet interface and in accordance with a user profile. The user profile may be

associated with an entity having an interest in one or more of energy consuming devices,

20  energy transmission devices and energy producing devices and may be associated with an
entity that generates one or more commands. The interface unit may comprise a plurality of .
interface units where each interface unit is in communication with at least one remote device
wherein the devices may comprise one or more of an air-conditioner, boiler, motor starter and
heater and the devices may comprise one or more of a power generator, generator control,

25  automatic transfer switch, fuel cell, photovoltaic cell and wind turbine. The interface unit
may cause the adjustments of one or more of resource-consumption and resource-production
attributed to the at least one device in accordance with the at least one informational message
and the interface unit may comprise an energy metric component.

The at least one command may be generated by one or more of a user associated with

30 the at least one device; a supplier of a resource for operating the at least one device; a
distributor of a resource for operating the at least one device; and a third party associated with
one or more of supply, distribution and consumption of a resource for operating the at least

one device. The at least one informational message may be generated automatically based on
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adj usted and/or other information nmay be provided as well. In an exanple
where a provider 32 (e.g., power conpany) generates the command nessage, an
incentive may be offered in conjunction with the command nessage. At step
2212, an informational nessage (e.g., control signal, etc.) naybe generated
at the central server in response to the command signal where the control
signal remotely 5 controls and/or adj usts the resource- consurrpti on of the
devi ces. control

St onat . Rl i) SeSHER s B one ot Flotray ituicas Supgttagf e an
opti onal redoeree foktopsratih@theiabfeadt ohé dom@l nessage nmay be generated w t hout
recei pt of a command gcearilsa ge.. The infornmational nessage may reduce the

resour ce- con tuh %qfoagoréa%regﬁffﬁ?w? grnsBRpHeEAd respHECet nf or mat i onal
message g;?ocﬂcblorpéiﬂfbﬁ% td-thet BRRbne @év?ce)as Wuﬁ%f b @d}%ﬂn%ﬁt%@t thet ‘?eaﬁﬁﬂi@t e
interfacé€ unit, via a comunication channel (e.g., wreline, wreless,

etc.) Sto dte‘slk@mayibad@tﬁmnnmwhnlgmtth@d@hg@@mes@tm mdudlmg)faesohlmrge of resource-
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step 221?ufbélhgptdaﬁwdr‘agztth@ﬁtaéasm&a@ee Tl@e changeCQiN fePleséit @ainbinelién 9f aTRY rout e
nessages ';gé) [of0) ni cati on devjces_ to provide data to 15 one or nore intended
reci pi ent'§ue SIOPERCONSYRPLOR R A IRCTease; Qh resRELSCRERAUBIION AT ATRIBEFCW t h

i nf or mat 'c@]%b‘[@(%eﬂig’lﬁo&f@e@gj' {13 b RAN ofd deWc%OWaFaed‘o%QﬂﬁUﬁHBﬁIR %f @fﬂﬂ Omay

resour ce-production. The intended recipients may t a deter m nation
as t d%ovbetchléecmdeelqyﬁomalb/ Hveoncagnee ef a t:qsnmmad}ouslmda chuhar mqubxonez 14 and/ or
step 221 e o] signal,
etc.) fr g’ m e’ crgcﬁf) %%T'wdﬂé’(f Q%g%l@%?ét&@ﬁé %g?g%mé;iﬁs m&%t %rglgti gmbwge?‘g‘tél\ﬁ/(i %:es for

adj ust rrer;tackeﬁhets/bﬂq) hitéﬁaet,, a pbweerdme |andamuh@;e moﬁcenimtaﬂﬂmoapi,t sy ee in

accordan; V\AIh onse to. .the nfo ti onal mess%]fgtg B&E q(introl

si gnal , E?"?me a&'t‘é o 9pan nfigipgl AHrESOHER R SEF T PR 8l Yaltended
recipients vi Weﬁﬁc&[&fcﬁ‘%ﬁghiﬂééiWltﬁﬁnféﬁﬁﬂﬁuﬂhfe@&a@@ﬂmayﬁich&fe%te%ﬁ% g th@edback
data may be received. Feedback data may be received fromthe transm ssion

of the i thestieast ensaleviee baslyen centiglied mpetardance withdhe atjepstne ipformafionek mat i on
of adj ust ?& measur enent in change of demand and/or supply and/or

sett| ement 1(§F'the change. In response to feedback data, the comand nessage
(or i nf or mat Forthér, the stlzest oncdevicemhaydiegesadred.eThe inethods dnd spsiprostneyl, at st ep
2226.

In ac!ore tthe A leaSt bne device to a state or condition prior to an adjustment made in response
to the at least one informational message, wherein the step of restoring further may comprise
20  adjusting one or more of state, use, one or more parameters, one or more set points, operating
characteristics, duty cycle, control logic and scheduling of the at least one device. The step
of restoring may be performed after a predetermined period of time and/or in response to a
trigger event wherein the trigger event comprises one or more of a reduction in shortfall of
available energy; an increase in reserve or standby resource capacity; a reduction of end of an
25  energy-generation outage; a reduction or end of an energy distribution outage; and a
reduction or end of a terror or hacker attack on one or more of resource production, resource
supply and resource distribution. The step of restoring may be performed upon receipt of a
restoring command wherein the restoring command is automatically generated based on
external data associated with one or more of supply, distribution and consumption of a
30 resource associated with operation of the at least one device.
The methods and systems may further credit the user by adjusting a bill of a user
associated with the one or more devices for one or more of activating, de-activating and

controlling the at least one device in accordance with the at least one informational message;
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addi tional informational nessage (e.g., control signal, etc.) may be
generated in response to the feedback data. Along with the conmand nessage,
incentive data may al so be adjusted in 30 response to feedback data. For
exanple, if only a small percentage of devices responded, the command
nmessage nmay be adjusted to include a greater incentive for resource
curtailment. At step 2218, an anobunt of change in resource-consunption

and/ or resource Q]reqsductl on . resulting fromthe adjustnent may be neasured. At
step 2228using a flassopgfed @@F@@P@W@Wd&ﬁﬁwr@aaw%pf@ww he change. The

credi t MeyhsRBptdh dvbfded & fE‘sﬁ’l{ ¢ BF ABRIBGeadh9 glcbRifolffig ik Rffeadt ¥RE OF
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r esour ce VR R PEE PEROTY GeVigas foroamor 1org af AivaERe, deactivating aafl cweirqll@zfethwmg t he
conmmand r%%ﬁg@ew&%%c&r@a&l@éi@hﬁwa@%%ﬂoﬁé Qﬂ@ﬁna‘ﬁ&w&ﬁésga 'R shﬁ@’&’iﬁﬁ a trading

action. FIG 23 is a flowhart illustrating an exenpl ary nethod f
moni t or i mgomtdd woh d@mnp @r hiongydavens foe anl empund of raspurae csuaptien avotded asna
enbodi nent i,nv [ at es d for

23 illu
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created whillcisovhyed wmi the @neovdbiealeyicaf fotkai anolﬁlusfvsu@ply&duams atrym of
user-defined rules for adjustne té tg lg{f}al | ment, etc.), and other
i nf or mat PRFHPr MY ot Ackya wpgntﬁ%lﬂnaa e aldpishorsfiovise- ahawrugéertt bV der
suppl i er actfolﬂ'rﬁa@' HRAitidte@bo Qlsti@an @Bukdtd amé¥int BRI B34 2pproPRALE %mplegﬁ %f‘na may be

recei ved by thé user or other entity concerning the operation
devi ces. an apprepuidiefayer, relatedite one efanere nﬁsﬁswwmemmet@bnmdwmomcﬁ@wumrt wher e

Tont LT GG SBHhBI IS, nAYRLRHRLE, £ EAOME ERLEPRPWIRLIBNAALALLET, a0, 2T ea

such as a region nitor I NC vari1-ous ormance netrics,
i ncl adi ngaid ted ﬁlmadlgemfaippmpnamdemlh&s freharphabléty io$ bpprepriatd payesp In 2313,

ext er nal ta may be received frqm various sources. \Wet her trigger

A s oATEEn b O Aot st RGPl Bt ice TR o8 CORRBUEH SERLORn Lo dat
and/ or offRfenkcdhAERH d HRAREmTARIbaschiad dnd zﬂ'@n&d’n& S88ut &0 He dhafdeat 8R¢ oMY be a
predefined condition or event that tri ggers he generation of a command

message fuore efdpsogtcergnivmptign sachesamer-wpdustianivhearen thestep gl spyapensating is
performed by crediting the user; wherein the baseline comprises an average amount of
20  change of one or more of resource-consumption and resource-production; and/or wherein the
baseline is adjustable based on one or more of time frame, season, and weather data.

A user may accept an offer generated by the central server wherein the offer
comprises an incentive for taking an action at or during a certain time; wherein the at least
one command comprises an offer from a user associated with the one or more devices to

25  effectuate a change in one or more of consumption and supply of an associated resource for a
certain consideration; wherein the change in one or more of consumption and supply
comprises one or more of a reduction in consumption and an increase in supply of a resource;
wherein the offer is transmitted to one or more entities; and/or wherein at least one of the one
or more entities determines whether to accept the offer. In addition, the step of deciding

30 based on one or more of price data, supply data and demand data whether to accept the offer
before generating the at least one informational message may be implemented. Further, at
least one signal may be generated for terminating the action having the effect of providing the

change and transmitted to the at least one interface unit, where the at least one interface unit
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ot her adjustnent action. If a trigger condition/event is determ ned, a
command nessage, a control signal 25 and/or an informational nessage for
adj usting devices may be transmtted to a central server or may be
generated by the central server, at step 2316. After the devices are
adjusted, confirmation of the adjustnents may be received at 2318. In

addi tion, non-conpliance information may al so be received. This data nay be
used for billing/settlenment purposes and for determ ning an appropriate
conpensain emmanicatiph with theeanglor porgdevides poreGhe gdenst e deviconn 8Boydency. | a
credit, n I i ngent.ive . or. han in_demand and/ or supply
as ar esﬁ'weoa? ?e%a‘ﬁcg)'ﬂg jggélt {rzr%élr]]]%/e ar?na)%én I}aé{l:n & tggg%ecfﬁﬂgwt?%ntge cr%l%gm)unt of
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illustrates a sanple of ‘system nessages generat ed, 1 et ing nmessage 5 1D,
nessage datmaibndtempasizgiee,demeern, ptdlephonSanBMS dread-ags sagimpydedvive) drdebile
confirmation of . curtajl.nent action,, noti fiq%%i on of schedul.ed curtail nent

and st at GEPPEHE IPEES AFIAHGALY COMPUHE dewGe 2T PREAY Ser SR 3 W&VASt es a sanpl e

frome MBespame adBdsinyi® Madh@f i rmation 1 og, which indicates confirmation
delivery, including delivery nethod, identifier, result, delivery address

and del i very Ar¢psding ty qupther emmple, fhe ab jeaphona inforatipashmespaga oAy tcompree and

controlli J > ol : i X j . pr esent
i nventio r%g Srﬁ@}%g ?e\séblgrg?)tc %ﬂes Flmp ?%g{lg%?a:\s g ﬁéM()) © %dﬁ%ﬁs%ﬁe@%t@ ﬁg pr esent
i nvent i omsleashsnesdevive; wierbih@e £ I¢asumercomAEi® conaprises anemdet toaeduco naseurde-or a

conmand nessa 2520 to Centr al tem 2510 .cancernjng . the. control of
Roente SRt o DusPe F o g A Ctrd vLure aLiofke bR aS e PR wi ¢ 1

the devi @@sresohteRbAtnEEbN cSHpides Shierg SinkEnRnt WherdRMRE MTBA 0Nt i ty, and
other entity. In response to the conmand nessage, Central System 2510 may

gener at e izforuatipna Iessage i capabioof kping quistrisdamby ghentityressecigiey With theotiieedl renpt e
Assets 2314 4e/R%: GRGEMI it16hsPonetdhtiShl {abdife of being overridden by an entity
associated with the at least one device; and/or wherein the at least one informational message
identifies a level of change from a plurality of levels of change wherein each level of change
20  comprises a different level of one or more of resource-consumption and resource-production.
Further, one or more of price data, demand data, and supply data may be assessed to
determine.the order. The at least one informational message may be based on a request from
an entity requesting one or more of a reduction in resource-consumption and an increase in
resource-production by a predetermined amount, wherein the predetermined amount may
25  comprise an estimated amount based on one or more of demand data, supply data, device data
and contract data; and/or wherein the predetermined amount is stored in a user profile. The
one or more devices may comprise one or more energy-related assets; the one or more
devices are selectively re-adjusted, activated or deactivated subsequent to the one or more
device’s initial activations, de-activations or adjustments; the one or more devices may be
30 selectively re-adjusted, activated or deactivated by at least one command; the one or more
devices may be selectively re-adjusted, activated or deactivated by an additional at least one

informational message; and the one or more devices may be selectively re-adjusted, activated
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operation of Assets 2514, a resource-consunption and/ or resource-production
anmount may al so be adjusted by Central System 2510. In another exanple, an
i nformational nessage nmay 20 be generated by Central System 2510 and
transmtted to Users 2512 where the user nay nake an determ nation based on
the informational nmessage regarding an adjustnent in resource-consunption
and/ or resource-production concerning Assets 2514. The adjustnent of Assets
2514 maybe based on data 2538, which may include external data, consunption
anount s, osdeagtivated imrespaise tvawikled mdssage tovasmirimamiddomdevi@cassaciaged Ribh gvent s,

bl ackout% br owno t‘f etc, Triggers 2536 may al so i nfluence the operation of
Assets 2%t ORpEFdediegBIstl 2536 may be pre-defined by various entities, such
as end- user s, Thdt RubtRE SnfoisnRiBhdl O disagd RHy B b@dcNBh % requektdBsh § fidh 3ftityRY be
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oper at | offqB¢sting 8 sgcendentity tomelert g lguelofadiustment fropea plugalite pf guelaoDmg®nEmy be

d j ' p 2510
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addition, a provider/supplier may program an adjustnent in response to a
suppl y | thedevelsed efiusigent qompaise enanrieale pEyeidjusBags andsprehedivdinest nent or

ot her,acti.on, ] 1: fr. t .4 to System
25105(\)/i awlhg%gl %@g%p%)lg?@%%g agg%ag%sg&?n(ghﬁ lbg%éﬁé’ag%géﬁgﬁl%séﬁé or 5yot her
i nt endedcompises &nipplietcfadtsantce dataperatiyg the atieed ohedgices whteinathé af leasvv- up
command. I n, additiop, an amunt, of capacity resulting from adjustnents or
other  acPRORETRAYBLIGEREs: Bhare OLEaE! Ge B lus Lty Feaed g Wy JOF 9 adi ng

Net wor K - @ sedabifoM in RasonioddonstifipA6E @@ ee ilrebiRcdmbaadion ares/ I8t @oE f or
renotely adjusting renote devices for reducing demand/ consunption and/or

addi ng t adiasteentcopearEag QRgRIINyorp aEEEOUPe-CANSRMPHOM] OF Ef0urre PEpduietiondst er nal dat a
and/ o] i ] t i i , ot her
avents/ congatpl LAUEELAR o By AR on JLARERE) D BR TR et ol B0,

i terati onsmpnisds e ndoekit fremt ssfinvbgntibereresting et. or more of a reduction in resource-

consumption and an increase in resource-production where a level of adjustment concerning

one or more of resource-consumption or resource production is calculated for the second
entity based on a user profile; where the at least one informational message is based on a

20 request from a first entity requesting one or more of a reduction in resource-consumption and
an increase in resource-production where a level of adjustment concerning one or more of
resource-consumption or resource production is calculated for the second entity based on an
overall target demand or supply goal for a plurality of entities; where the at least one
command comprises a request from a first entity requesting one or more of a reduction in

25  resource-consumption and an increase in resource-production where a level of adjustment
concerning one or more of resource-consumption or resource production is calculated for the
second entity based on an overall target demand or supply goal for a plurality of entities;
wherein the second entity decides how the level of adjustment is distributed throughout the
one or more devices; wherein the second entity decides the one or more devices to be

30  adjusted and an order of adjustment for the one or more devices; wherein an estimated
amount of adjustment of each of the one or more devices is determined; wherein the second
entity decides how the level of adjustment is distributed throughout the one or more devices;

wherein the second entity decides the one or more devices to be adjusted and an order of
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Met hods and systens for controlling one or nore of resource-consunption and
resource-production associated with a plurality of renote devices may
conprise generating at 15 | east one informational nmessage at a central
server related to one or nore of resource consunption by,
resource-production by and control of at |east one device; and transmtting
the at | east one informational nessage to at | east one comruni cati on devi ce,
where the at |east one conmunication device enables the taking of at |east
one act i ddiusavanhpr thecongof Bigte dsvices; herein thg ableash apgyafamationel sessege is of

[ eSour CeGONSIG] A A of S0V 1ESEREAUHE L 01030 M EhHih St he at | east
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server, erein t east one comand 1S re control ing at | east
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at | east one device, change in price data, pricing period data, change in
pricing rp@me@fé OGthla/eryaﬁnpwéelh‘tW@fth@at lgast evefj informatinnal mesesn&e and/ar@ast one

devi ce,  GARNGR dAcdBGEIYE Wnmled lo1GE M1bKPoRYh I & ncenti ve

peri od. iggering t east one |n orna ional ~ message may
be an antthencpn-ﬁoatﬂon hedsegecinfdens ewese more mlaldleditﬂcmmtﬂaa’ogyt the chdnge deatiece wher ei n
the condition_.may conprise.one.or nore of.an anticipated future shortfall

of avai | dBP'E OEFREPYHS CIMSYRRHATA0E feSOFoP BREPEHONor st andby resource capacity:

an engy gy- gen@(@éda&iht gfthé tiingéih GHRF ehord 61&6@%&%%’&)3%@1 re3burgérer gy 5
di stri bution out a%ﬁ); and a terror or hacker attack on one or nore of

resour ce ppdtien pigibutedrte sn ertiix foyaspesiic adiusmert anaybaraleristadand fieamaigbur ce
di stributeqn, chIh 4 Jeé fOSdat G, whifeRf tg%h%ﬂ'coﬁ{ﬁﬁ&%ge SBY o QFRh b&fa1dN

i nstruction d|re to one or nore actl vat
amount, estimated amount, measured amount, calculated amount approximated amount,

sampled amount, standardized amount, predetermined amount, extrapolated amount and

20 interpolated amount. A potential amount of the change in one or more of resource-
consumption and resource-production for a given level of adjustment attributed to an entity
may be calculated and the potential amount stored in a database. Each unit of change in one
or more of resource-consumption and resource-production within a defined area resulting
from the action determines an amount of compensation; wherein the unit of change in one or

25  more of resource-consumption and resource-production is a predetermined number of
kilowatts or kilowatt-hours of energy.

A user may trade, buy or sell an amount of one or more of the change of resource-
consumption and resource-production via a trading system wherein the change comprises one
or more of current change, future change and prior change. A user may accept one or more

30  bids from one or more entities for an amount of change of one or more of the change of
resource-consumption and resource-production. A user may offer a projected amount of
change of one or more of resource-consumption and resource-production wherein the at least

one informational message is generated based on the projected amount; wherein the one or
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deactivating the at | east one device and/or an instruction to adjust the
operation of the at |east one device wherein the instruction to adjust the
operation is directed to one or nore of state, 10 use, one or nore
paraneters, one or nore set points, operating characteristics, duty cycle,
control logic and scheduling of the at | east one device. Transm ssion may
occur over one or nore of a bi-directional communication link; a cellular
t el ephone network; a radio network, a satellite network, a pagi ng network,
a power tmm&nﬁtﬁesioompﬁismme curmdfe bt%rthmmswretmeokmom Ipmkcetprovié&rsmnk or | nt ernet,
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| east onefre@\th€Msessed supply amount by a predetermined amount; wherein the assessed

consumption amount comprises aggregate consumption data from a plurality of devices.

20 Price data associated with one or more resources associated with the operation of the
one or more devices may be assessed; wherein the price data is considered in generating the
at least one informational message; wherein the price data is compared to at least one
predetermined price threshold and/or wherein the at least one predetermined price threshold
is stored in a user profile. Further, a plurality of devices may be monitored and a plurality of

25  price data may be determined based at least in part on the step of monitoring data wherein the
plurality of price data is considered in generating the at least one informational message;
wherein the plurality of devices comprise one or more of resource transmission equipment,
resource distribution equipment, the one or more devices and meter devices. In addition, a
plurality of devices may be monitored and a plurality of price data may be determined based

30 atleast in part on the step of monitoring data wherein the plurality of price data is considered
in generating the at least one command. Price data associated with one or more resources

associated with the operation of the one or more devices may be assessed; wherein the price
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An anount of change of one or nore of resource-consunption and resource-
production attributed to the at |east one device as a result of an
adj ustment of the at |east one 5 device may be determ ned, wherein the
change represents a reduction of resource consunption and wherein the change
represents an increase of supply of a resource capable of being produced by
the at |east one device. The change may represent a conbination of a
reduction_of resource consunptign and an increase of resource- productlon of
a resour cita ig senskiersddr opePIYOLsof Atatng feacheating, ¢aagellingranddol setrolling: a about
the amunge gfiefsh@RaRvieey 10 be collected el ectronically via one or nore of a
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may includ det ning that 15 the at |east one device has been controlled
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| east one dewmaa%c%ne@efa%@iqtedmtm&%%n%r*ﬁm%n%%rewmrﬁﬁ&95e the
at | east one device to a state or condition prior to an adjustnment” nade in
response asgassadhwherein|theyassesserbdgvive drnetion datals omaséetgrbm gehematingithe Iaeleat ep of
restoring [ adj nor.e one
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cycl e10 coalutermlopéxa'gmg:a adn.dcescdmdathbfkgne@frntokere@duréeedsrtop@mmgﬁwdbexcejhe step of
erforrred fter a redeterm eriod of, ti and/or in
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st andby resource capacity; a reductl on of end of an 25 energy-generation

out age; acth@dlgeiceson or end of an energy di stribution outage; and a
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Rasoci at e PRRIRBIGReN ARG st BB SReCBA UM ORORNE S SR o of a 30
resour ce @ageWelidétflaybd AisQPET; JhtR B ask@ifedset HBfile dARSs dsidered ilhe net hods
and systenms may further credit the_ user by adjusting a hill of a_user
generating the at least one informational message; wherein the user profile data comprises
data representing one or more of an average demand and an average supply.
20 One or more event conditions may be assessed which may comprise one or more of
power reduction warnings; national, region or local security warnings; power or energy
shortage warnings; terrorist attacks; power outages; equipment outages; power system -
restoration; wherein the assessed one or more event conditions is considered in generating the
at least one informational message. One or more energy curtailment mandates from an entity
25 may be identified; wherein the one or more energy curtailment mandates is considered in
generating the at least one informational message; wherein the mandates are self-imposed.
The operation of the one or more devices may be balanced based at least in part on
one or more of the consumption amount and the assessed supply amount where the step of
balancing may occur among one or more entities.
30 Feedback data may be received in response to transmission of the at least one
informational message; and at least one additional informational message may be generated

in accordance with the feedback data. Feedback data may be received in response to an

adjustment of the at least one device; and operation of one or more devices may be re-
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associated with the one or nore devices for one or nore of activating,
de-activating and controlling the at | east one device in accordance with
the at | east one informational nessage; 38 adjusting a bill associated with
the one or nore devices for an anount of resource consunption avoided as
result of one or nore of deactivating and controlling the at |east one
device; adjusting a bill associated with the one or nore devices for an
anount of supply added as a result of one or nore of activating and
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performance comprises one or more of future resource-consumption and future resource-

20  production.

One or more devices associated with a user may be monitored, the user having a user
profile identifying the one or more devices; and the at least one informational message may
be automatically generated based at least in part on the step of monitoring. At least one
trigger condition may be identified for automatically initiating adjustment of one or more of

25  resource-consumption and resource-production of the at least one device, wherein the
adjustment is directed to one or more of state, use, parameter, set points, operating
characteristics, duty cycle, control logic and schedule associated with the at least one device;
and the at least one informational message may be generated in response to an occurrence of
the at least one trigger condition; wherein the at least one trigger condition comprises a

30  predetermined trigger condition defined by the user; wherein the at least one trigger condition
comprises a predetermined schedule of adjustments in the one or more of resource-
consumption and resource-production of the at least one device; wherein the at least one

trigger condition comprises a predetermined weather condition where an occurrence of the
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conprises one or nore of a reduction in consunption and an increase in
supply of a resource; wherein the offer is transmtted to one or nore
entities; and/or wherein at |east one of the one or nore entities

determ nes whether to accept the offer. In addition, the step of deciding 30
based on one or nore of price data, supply data and demand data whether to
accept the offer before generating the at |east one infornmational nessage
may be inplenented. Further, at |east one signal may be generated for
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and/ or wherein the at | east one informational nmessage dentifies evel of
change f rasmgeeepicnirbatweey thﬁusmewllast epfity@hsenigted witrthe mneabser‘i'@venceuﬂng:mange 20
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resour ce- , one o eman data and
supply daﬁ@tmyoclmdaslﬂem ﬁﬁbrﬁlooperatlon of the one or more devices or in response to an

event; wherein the user defines or modifies all or in part one or more of the user profile and a
20  profile in which the user has been assigned one or more rights; wherein the user performs the
defining or the modifying over the Internet; wherein the user makes available all or part of
the user profile in connection with participation in a resource trading network or exchange;
and/or wherein the user shares data associated with the user profile with other users.
At least one predetermined rule may be related to controlling the at least one device;
25  wherein the at least one predetermined rule is defined by a user associated with the one or
more devices; wherein the at least one predetermined rule is defined at a user interface via the
Internet; wherein the at least one predetermined rule is stored in a user profile associated with
a user; wherein the at least one predetermined rule comprises one or more situational rules
where each situational rule is applicable for an identified circumstance; wherein the at least
30  one predetermined rule comprises a predetermined rule specific for one or more devices;
wherein the at least one predetermined rule varies in accordance with feedback data; wherein
the at least one predetermined rule varies situationally; wherein the at least one

predetermined rule varies dynamically; wherein the at least one informational message is
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deternine.the order. The at |east one informational nessage may be based on
a request from an entity requesting one or nore of a reduction in
resource-consunption and an increase in resource-production by a
predet er mi ned anmount, wherein the predeterm ned anount nmay 25 conprise an
esti mated anount based on one or nore of denmand data, supply data, device
data and contract data; and/or wherein the predeterm ned anount is stored

in a user profile. The one or nore devices nmay conprise one or nore
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type may be identified and the one or more devices may be operated in a mode:based on the

20  user type during a predetermined event.

Confirmation of the action taken may be received and one or more recipients may be
informed of the confirmed action taken; wherein the step of informing comprises generating
at least one message based on the confirmation; and transmitting the at least one message to
the at least one communication device, wherein the at least one communication device is

25  associated with at least one intended recipient. One or more devices that fail to take an action
in accordance with the at least one informational message may be identified and one or more
recipients may be informed of the identified one or more devices; further at least one message
may be generated based on the step of identifying and the at least one message may be
transmitted to the at least one communication device, wherein the at least one communication

30 device is associated with at least one intended recipient.

Methods and systems for managing one or more of resource-consumption and
resource-production of a plurality of devices comprising making a determination concerning

one or more of resource-consumption and resource-production of one or more devices; and
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one or nore of resource-consunption or resource production is calculated for
the second entity based on a user profile; where.the at |east one

i nformational nessage is based on a 20 request froma first entity
requesting one or nore of a reduction in resource-consunption and an

i ncrease in resource-production where a | evel of adjustment concerning one
or nore of resource-consunption or resource production is calculated for
the second entity based on an overall target denmand or supply goal for a
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of the change of one or more of resource-consumption and resource-production of the at least

20  one device may be received. A message indicating a confirmation of the action taken in
accordance with the at least one control signal may be received. An amount of the change of
one or more. of resource-consumption and resource-production attributed to the at least one
device may be offered to one or more entities; wherein receiving data further comprises
receiving external data affecting an operation of the at least one device wherein the external

25 datais used to define a trigger condition for automatically generating the at least one
command for adjusting the resource-consumption of the at least one device. Price data of a
resource associated with an operation of the at least one device may be monitored; whether to
offer a reduction in resource-consumption based on one or more of price data and forecast
data may be determined; and/or an offer to reduce resource-consumption for a predetermined

30  amount may be initiated; wherein the offer is initiated when a market price for a resource
exceeds a predetermined level; wherein the offer is initiated when a rate period for a resource
changes; wherein the user profile is created at the central server; and/or wherein data

comprises aggregate resource consumption data for a predetermined area.
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the notification nessage inforns one or nore intended recipients about the
change in one or nore of resource consunption and resource production. 15
An anount of the change in one or nore of resource-consunption and resource-
production attributed to an entity for a specific adjustnment may be

cal cul ated and the amount of the change stored in a database; wherein the
anount conprises one or nore of an actual anount, estinmated anount,
measur ed amount, cal cul ated amount, approxi mated anount, sanpled anount,

st andar di zed Meiheds andyyysigms dormaneging pprienmore et respwrecensuaptemandand 20
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or nore of resource-consunption and resource-producti on wherein the at | east

one i nf ortoreitleasherie crmsamigatips deyiceessoriatpdiyeitheanesn moneingandpdrscipipntsitunt ;

wher i n - {ag A0G e o 2ouficilbd, WhERin AR EisAlSa0br ML fsofiber users, one
or nore resource providers, oné or nore resoufce transmssion entities, one
or nore rcosomptien,desstirceipudduotiors dévitd pesformanzeli degice patametees devdcebstaey entity
associ at %d W th the cgntral serv l.Ln_addition, one or ﬁ(Eraore conditions nmay

bo_def | naVIELHAE ATFRBURR GOMANRy, BriES T FRHTEHE RO MR BRI ULaE or  an

adj usttse mheakuted) Relivdedlly R colletivél HAWOE FherMIbdikasafedaiath ik 6SAMUAIated RAUCt i on.
A consunption anpunt of one or_ nore resources associated with operation of

one or fBF &r merpiikterded Tecipients Nigiaprefppehmods oficpempiicalen. mor e resour ces may be
assessed; Wheggi gk Bfd systems for managing one or more of resource-consumption and

resource-production of a plurality of devices may comprise receiving at least one control
signal at one or more interface units wherein the at least one control signal is related to

20  controlling at least one device; and performing one or more of displaying data and activating,
de-activating, and altering one or more of an indicator and an alarm in response to the at least
one control signal, to provide information associated with taking an action having the effect
of providing a change of one or more of resource-consumption and resource-production
attributed to the at least one device; wherein the data comprises one or more of resource-

25  consumption, resource-production, device performance, device parameters, and change in
resource consumption or production.

The at least one device may comprise an identifier component for identifying one or
more of identity, make, model, serial number, type, category, ownership, location, electronic
address, operation, power requirements, resource-consumption, resource-production, power

30 profile, adjustability, current state, current parameters associated with the at least one device
to the at least one communication device. The power profile comprises one or more of an
amount of power being drawn and when the amount of power is being drawn and the

adjustability refers to an ability to adjust to a plurality of levels of adjustment.
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consunpti on anount conprises aggregate consunption data associated with a
plurality of devices; wherein the consunption anount conprises one or nore
of current consunption, 10 theoretical consunption, anticipated consunption,
a steady-sate consunption for a predetermned tine frame, a peak
consunption for a predetermned tine franme and an average consunption for a
predeterm ned tine frane; wherein the consunption anmount is extrapol ated
froma plurality of devices contributing to aggregate consunption within a
predefined ar eb(l?éﬂiad@mbiiysmrfét ¢pniroBing one ed org ogfeselwis-@wumtipn@e a

conbi nat i : e i I [ N L h. t | east
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step of nonitoring data wherein the plurality of dgri ce data is considered
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be assessed; wherein th ﬂ[3r| ce 43 data is considered in one or nore of

act i vat i ndeastdmastatiommiay gatherapgraghtieidalg corpethingthe change of piegy markef at | east one

gg\s“ogieét Zgés%&r%atcorgs%xtn tigr]; andl} r%so%rrcer-rrg{)&c%n ﬁgnqsaupmtajitglr})f %%%cgt?(gn (fe%esl;y armount
wherein the at least one station may operate in a failure mode in response to a condition

wherein the condition affects operation of the at least one station; wherein at least one backup
20  station operates on behalf of the at least one station and/or wherein the at least one backup
station may comprise a plurality of backup stations where each one of the plurality of backup
stations rotate responsibility for the at least one station in failure mode.
As discussed above, FIGs. 1-16 depict an operating environment that may be used for
bidirectional communication between a central system and a remote energy consuming
25  device. Inthese systems, communication for purposes of preventing failure is described in
addition to controlling devices for energy management. Each of the systems and methods of
FIGs. 1-16 will now be described.
Equipment that needs to be monitored frequently, such as HVAC equipment,
preferably operates within certain acceptable parameters. Some of these parameters are more
30  crucial to the operation and/or life span of the equipment than are other parameters. For
example, a low battery condition might be a lot less serious than a low coolant level
condition. Whenever a piece of equipment operates outside its preferred parameters, an

"exception" condition is created or said to exist. An exception condition can also be
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Wi th one or nore resources associated with the operation of the one or nore
devices may be 5 assessed; wherein the assessed forecast data is considered
in generating the at |east one informational nmessage. Device function data
associated with the operation of the one or nore devices nmay be assessed,;

wherein the assessed device function data is considered in generating the at
| east one informational nessage; wherein the device function data conprises
one or nore of cost 10 data in operating a device, cost data of one or nore
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response to an
immediately.

The interface is not really trying to call anyone; the multi-digit phone number it was
. trying to call represents a multi-digit code of information that is being sent to the message
20  routing service and may represent fault information (e.g., 212-555-1212 means "filter needs
cleaning"). The phone number assigned to the interface (which is also sent along with the
phone number it is "trying to contact") may not only indicates which unit is doing the
transmitting but may also convey fault information, since many of the devices being
monitored do not have a large number of different fault conditions. This type of technology,
25  in which information is transmitted in the handshaking portion of a cellular transmitter
communicating to a local cell, appears in U.S. Pat. No. 5,594,740 to LaDue and U.S. Pat. No.
5,546,444 to Roach, Jr. et al., and is commonly referred to as using control channel data. In
LaDue (the Aeris version), the exception or status information is embedded in the digits of
the "phone number" the interface is allegedly calling (the "dialed digits"); in Roach, Jr. (the
30 Bell South Cellemetry version), the exception or status information is embedded in the
electronic serial number (ESN) of the interface, a number which identifies the physical
hardware of the device. The information which identifies which interface has sent a message

may be embedded in the mobile identification number (MIN) assigned to the interface unit.
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adj ustnment of the at |east one device; and operation of one or nore devices
may be re 44 adjusted based at least in part on the feedback data. Feedback
data nmay be received in response to an adjustnment of the at |east one
device; at |east one nessage may be generated based on the received
feedback data; and the at |east one nessage may be transmtted to the at

| east one communi cation device, wherein the at |east one conmmuni cation
device is 5 associated with at | east one recipient; the step of re-adjusting
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business hours but be directed to a different repair/maintenance entity at night. Similarly, the
same person could be contacted by different means (e.g., fax or PCS) at different times. The

20  content of the messages may also vary as a function of time. In the present invention, the
various aspects of a user's message profile are stored in a plurality of look-up tables on a data
base, as will be explained below.

In addition to notifying contractors when a problem arises, the interface may be
programmed to check in once a day with an "all systems okay" message. This "okay"

25 message also gets routed to the message delivery system. However, instead of being handled
by an exception message subroutine in the message delivery system -the portion of the
system which handles the above-mentioned fault messages-, the "okay" message is checked
by a missing message subroutine. The missing message subroutine checks the entire list of
HVAC interfaces that are supposed to signal "okay" from the message delivery system

30 database. The missing message subroutine compares the entire list to the list of HVAC
interfaces that actually checked in as "okay". If an interface failed to check in "okay", the

message delivery system sends out the appropriate messages to the proper individuals via the

selected media, all in accordance with the user's message profile lodged in the user's account
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and the at | east one informational nmessage may be generated in response to
an occurrence of the at |east one trigger condition; wherein the at |east
one trigger condition conprises a 30 predeterm ned trigger condition defined
by the user; wherein the at |east one trigger condition conprises a
predet erm ned schedul e of adjustnents in the one or nore of resource-
consunption and resource-production of the at | east one device; wherein the
at |east one trigger condition conprises a predeterm ned weather condition
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whol e or (e stas MeEpREgFRERNTOR MISERRER)- The stbsaddresnis 2digit At woreaeseeddp at ed
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devi ces; erein an entity reserves a righ oven- Tights associated
with the emditionni.copae ansseiverfintetfeceonay o assignesl tdebuiddisg bavingninedPpikSe to an

event ;. wher.ei n, t he usger .defines or. npdif.ies all. or.in part _one.o re of
Che by 1Sy Tl doRaeaieeio ot s RRveR Vinibh o o Rie it mB? b et Se€hoefloc one o
mor e ri ghRE netwlogk ®héte edvh of seultifde HVATEnitsias itdledh thmenifér. Thefimpdiditgi ng over
the Internet; wherein the user makes _available all or part of the user

profile i WoWdinicats the sueckic exeaptiv Fonditi®n in a resource tradi ng network or

exchange; Because different sites employ different data transports, incoming messages from

different locations may have different structures or formats. Also, one would want the

20 inventive system to be able to accommodate additional formats of transports as they are
developed without having to rebuild the server every time. It is thus desirable to convert all of
the incoming messages into a single normalized format for ease of subsequent manipulation.
The multi-digit message received by the message delivery system is normalized, converted
into a regular text message, and forwarded to the user/contractor. Information can also

25  include model, brand, installation date, and climate and weather data for the site.
Altematively, much of this type of equipment criteria can be stored at the central data base so
that only the equipment identification information need be transmitted.

A number of pieces of equipment may be linked to a single cellular interface viaa

local RF network. This is advantageous because many buildings have multiple pieces of

30 HVAC equipment, and the provision of each piece with its own cellular interface is
expensive. The deployment of a local RF network is also advantageous when the multiple
HVAC units are fairly remote and a hardwired connection to a common bus line would be

impractical or impossible.
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and/ or wherein the user shares data associated wth the user profile with

ot her users. At |east one predetermned rule may be related to controlling
the at | east one device; 25 wherein the at |east one predetermned rule is
defined by a user associated with the one or nore devices; wherein the at

| east one predetermned rule is defined at a user interface via the
Internet; wherein the at |east one predetermned rule is stored in a user
profile associated with a user; wherein the at | east one predeterm ned rule
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devi ce; changing state e at l'east one I ce; an anmount of
resour ce E&rmmls sagotscan headied tearstir conditideer, & boitey,etc. @qud@“tememoml me period;

chang cle o the at St _on deV| ce: a chedul e
forfifols FEE e 10 B conitRhers iRl S PR P HiRgRo ooy

| eaft onemdeysg@eeaohhaﬂgea% differemt@omitidingueh es)lem?drlhm prb?tu&pi edridshdates 01;] t he

at east o evi c na,cnangl ng [ ammi (0} r software run t he at

| east o neSPéﬁ\?Fé@W E%PBVO%@PEFWO‘%‘B cian, Ftéag‘%y FFPB\%‘F@? S?@Grsraﬂ% e

i denti fi egy nfHIREd 10 e O sabt §Ith 8 R HIRN, RRRIIRE HIPEG 1i3died 3 FRMuPe {Rsqe or

nmore of resource- .
pitot tubes, motion sensors, photosensors, electrical resistance sensors, moisture sensors,

20  magnetic sensors, and the like.
Whether the sensors are built into the HVAC unit or added later, the various sensors
. in a monitored piece of equipment are preferably arranged in ladder logic configurations in
programmable logic controllers (PLCs). Each sensor is responsible for detecting a certain
condition or monitoring a certain parameter. These sensors can be grouped via Boolean logic
25  operators (AND, OR, XOR, NOT, etc.) to provide the circumstances under which an
exception condition is defined.
An example of such a ladder logic PLC for a typical air conditioning unit is shown in
FIG. 7. Each of sensors 602-609 monitors a different condition/parameter of the unit. Sensor
604 detects low pressure in the coolant, sensor 605 detects high pressure in the coolant,
30 sensor 606 detects if the fan is working, sensor 607 detects if the compressor is working,
sensor 608 determines if a condensate spill has occurred, and sensor 609 detects if the
compressor is working. Some of the logic is direct and simple. For example, if sensor 605

detects a high pressure condition, high pressure message 101 is sent via the message
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consunption and resource-production of the at | east one device are nade. In
addition, a user type may be identified and the one or nore devices may be
operated in a node. based on the 20 user type during a predeterm ned event.
Confirmation of the action taken nmay be received and one or nore recipients
may be informed of the confirnmed action taken; wherein the step of

inform ng conprises generating at |east one nessage based on the
confirmation; and transmitting the at | east one nessage to the at |east one
comuni cageneratitiembshanisihTitefadeR@itad. diddsly, NRnsd BUB Aeteéts h 0snddBdateLHill, S 25
associated wth at |east one intended recipient. One or nore devices that
fail to tBRE288103¢%5%8Bh in accordance with the at |east one informational
message may benytdentdstd i.ni - Sqs . tf@rnmed of the
dont 11 od ond Sy Tuads Irgie 13RMr QREGE pdfRfiey. Fof Lo ARV, Gnbdh B 2
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| east nebeé%ﬁﬁmfif ggmeﬁ)ﬂf}g@edg@%gowsmggsg%%idgltlgae% Igﬂn;ﬂle He oﬁ i nt ended
reci pi ent detdérirodels opunaticsy:mt eefsof 600 JFROR b AY fRRENA ser¥Bf 6070detects proper

resource-consunption and resource-production of a plurality of devices
conpri si ngPTPERSYTunetign: AdHmAS) tHRES OBt CMPIEsEOr Wie 18p opgF Bowt message 105

resour ce-{Qfn glgmltn% B hef %‘ﬁ gfeEHaQé'HﬁiE Séht l%t PO 608 Refol G 6 iEH in aNd 47

transmtting east one co to a central server, wherein the at | east
one comratadx il $inpntend tdéelswitchcdbis clostd (lagir Btbylastwitingmelayl b kine Ryidteirmtibelyed at

| east ,in part on,t det.er.m nat i on,and,. wher.ejn the central server..generates
bt T eldt Bt BReR R R B 1o AR i MRRETL BdpS dBER D A e Sin 88
control li Mt,ulhgthafcdse,aﬁheggﬁg% Wevd &at iangde Dy ansmts the at | east one control
signal 5 to an_interface unit to take an action having an effect of

providing a cﬁgﬁgj@ W1t®ﬁ§ar@rprw6<ké topllow eastin Rostions od ¢ f’giéltp badisabled if a .
resour ce- prdiicid in@ér&&é&)i‘ﬂtr@élei‘}ri]ﬁs};ué é’é‘?taﬁ%yﬁéﬁ%‘%ﬁes?%@. F e af e,%eﬂsor%?ﬁﬁc' at ed

with one or nbre of resource-co inptiona resour ce- production of the one
or nore beset paktently alsempeseir veayclingfastand ta fead r &bl ayelt” dwssage i thansi dered in

ing t t | east trol signal: and dat i ated wi th
mor e of reentPeBeust kPR IRGomre R atte Gy sl S sRIERS e Srdlr ore”
devi ces nhyt what toeeRivearbonWaet sekdin bhReds@ee infeehifl@ hitn that the BBpRASHEHR 1 N

generating the at | east gne command. A user profile for nonitoring one or
nore devi Ewtingfast. Fstead cadip gwitphoranibg setie disale that messpee koppeing santathe east one

predet er my&ehtional dip switch is adjustable on-site. The invention contemplates also enabling the

user to set up virtual dip switches via the Internet at a central server as will be explained
20  below.

Each PLC can be different for each unit, type of unit, brand, model, etc. The PLC may
be hard wired at the remote installation site in the interface unit. 10, or software in the
interface unit may simulate the workings of a PLC as a "virtual PLC". Alternatively, the
various sensors can be linked via computer software at a web site that interacts with system

25 21, or a virtual PLC may be provided on server 1. For example, instead of sending out a low
pressure message 100 for a low pressure condition and a high pressure message 101 for a
high pressure condition, a user can OR the outputs of sensors 604 and 605 together for the
sending out of an "abnormal pressure” message. A user can adjust a lpgic ladder in the same
or similar fashion as one would edit a message profile, e.g., by menu-driven websites, by an

30 automated telephone response system, etc. The user can, of course, request an initial
hardwired configuration of the system installer and have that adjusted on-site as needed.

In FIG. 1, each piece of equipment 1-4 is provided with its own interface unit 10. An
alternative configuration is shown in FIG. 6. As shown in FIG. 6, four air conditioners 2A-D
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rule for adjusting one or nore of resource-consunption and
resource-production of the at |east one device and wherein the at | east one
control signal is automatically generated in 15 accordance with the at | east
one predeterm ned rule; wherein the user profile conprises a nbde

provi di ng data describing functionality attributed to the one or nore

devi ces; and/or wherein the data conprises one or nore of individual device
data, aggregate data, resource- consunption data and resource-production

data. A nesealprovided GathisBitkof 600 Eaiith deRérically PdpRdsbits alyf oft RfsoedG0RIs09akdONe or
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resour.ce-caon hon_f a _predet erm.ned 30 a A, e initiated; wherein
e oltf o S TRk bR RO Mg Sane S IRE 75 (L Boay dellifab 27
pr edet er riane@iviecsirl 14, e @iedbdpe isenfolred td teicelldlaraientortlde mobilé @viechir i od for a
resource chan whereﬁi n the user file is created at the central

es; pr
server; 8D %é’r?e’iarf 4lag carpghgyFl %%%e?!a@%ﬁh¥%whg§6‘tﬁ'@%“wﬁ§%’bti on data
for a pregdal&ediinastadltats 8nl5id 186k ﬂ%.ﬁ)ﬁ%ﬁ%@ﬂ@&ieﬁ O AGrignE el 1more of
resource-consunption and resource-production of a plurality of devices may
conpri se messagevieligriservards As gk be olsarrfm theidipaedsioatof FHe. 4 refamsnes numerals ace
units er.ein e I t caiit 1 Ol Si. | s related to. controlling at
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the effect, of provjding a change  of one or nore of resource-_ consunption
and resou‘f‘?:g‘-e;ﬁl $‘=ts§%n ok ;é’@lc‘)tléb Qpwards messages Aeng fgaé@N&émeﬁWfi rmation
of recei phe RksshiiEsetRPMUNIi cation to a central server may be reported,

Based on the configuration of the user's message profile, the outgoing exception

20  message (or messages) is then delivered to the specified end device or devices. FIGS. 3a-d
show a more detailed view of the various outbound links 12a-d that connect the server 1 to
the various electronic media. In FIG. 3a, server 1 sends the message over a telephone line 18a
to the Internet 122 and deposits the message in the user's e-mail box 6. In FIG. 3b, server 1
sends the message over a telephone line 18b through the public telephone switched network

25  (PTSN) 19 to the user's fax machine 7. In FIG. 3c, server 1 sends the message over a
telephone line 18c¢ to the user's pager service 53 and thence to the user's pager or PCS 8. In
FIG. 3d, server 1 sends the message over a telephone line 18d through the PTSN 19 to the
user's voice mail box 9, The same message may also be sent to a number of other devices as
configured by the user 121 over the Internet 122. The same message that is being sent to a fax

30 machine 7 as described above may also simultaneously be sent to an e-mail 6 recipient via the
Internet. Preferably, different messages can be sent to different individuals simultaneously for
the same fault condition; for example, the owner of the premises may receive a less-detailed

message than the contractor.
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wherein the confirmation is comuni cated to at | east one conmuni cation

devi ce associated wth one or nore intended recipients via a preferred node
of conmuni cation. Confirmation 10 of the action to a central server may be
reported; wherein the confirmation is conmunicated to at |east one

comuni cati on device associated with one or nore intended recipients via a
preferred node of comruni cation; wherein data conprising one or nore of
resource- consunption, resource-production, device perfornmance, device
parameters, davjse8 rﬁés@ég‘é1proﬁi€¥hﬁﬁsd{§eacﬂﬁﬁglﬁé&ﬁp§dr9HleEé&Q&E dd sg%r |ghange in
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adj usitabiPyesy QIS Gap 8Q 1P & iePsite\Pnhy @f‘l%llf?t%’%amﬁ? dMELTHFL | evel s of

adj ust menfomnthlddVeiBRb rANEbRSHRAB of tAE 1a48EHIS AL |us il RRFoM béEYI oYy _
resour ce-consunption and resource-production associated with a'plurality of

renot e ddlippiegcansgntional|diplevitdhes ati the/inpfgllation site of the remote equipment.
Additionally, the user will be able to configure the logic of the PLC remotely via the Internet

as well.

20 A user may also control the functioning of a remote device in this way, via the
Internet. The user can enter commands at the website or other Internet interface, and those
commands are forwarded to the server 1. In accordance with the user profile, for example, in
the same way that exception messages are sent out via links 12a-d, a command message may
be sent to the remote device through interface unit 10. Such command messages allow the

25  user to activate, deactivate, and otherwise control the appliance. The interface unit 10 can
receive these command messages because the means by which the unit 10 communicates
with the server, e.g., the cellular telephone network, is bi-directional. As a result of this bi-
directionality, incoming links 11a-d may also be used to communicate with the devices
through their respective interface units 10.

30 FIGS. 4 and 8-15 show the details of the message delivery server 1. In the preferred
embodiment, server 1 includes four hardware devices (separated by heavy lines) 200, 300,
400, and 500. Device 200 is responsible for receiving incoming messages, processing them in

accordance with the user's preferences, and routing them for output. Messages may be
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| east one station froma plurality of stations for adjusting one or nore of

resource- consunption and resource-production associated wth the at |east

one station; generating a 5 nessage related to one or nore of

resour ce-consunpti on and resource-production for the at |east one station;

and transmtting the nessage to the at | east one station wherein the at

| east one station generates an informational nessage to at | east one

conmruni cation device where the at | east one comunication device enabl es
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fail ure npweis¢ epnfigeptiensdoms. a condition wherein the condition affects
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(U.S. Pat. No. 5,546,444). 1t is preferable to have both a dialed digits module 25 and an ESN

module 24, because some geographic regions employ dialed digit data coding, while other

20  regions employ ESN data coding. Information may be transmitted via the MIN of the
interface 10 and also received by message delivery server 1. Services are also available to
receive messages for analog modems connected to the public telephone switched network 23,
and the cellular digital packet data network 22. As additional methods of transmitting data
become available, they can be added to the services layer.

25 All incoming messages are normalized at the normalization module 26 so that all
incoming messages can then be processed without regard to their incoming medium. All
incoming messages are passed to the normal message subroutine 27, exception messages are
passed on for processing and routing via the user's configuration through the data base 21,
and periodic status messages are queued. The missing message subroutine 28 compares

30 received status messages with a list of expected messages. Status messages that are not
received have an error message generated by the missing message subroutine 28 which are
then delivered as configured by the user in his message profile as recorded in the relational
database 21.
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condi tion. Whenever a piece of equi pnent operates outside its preferred
paraneters, an "exception" condition is created or said to exist. An
exception condition can also be 50 indicative of a regularly schedul ed event
occurring too often, too infrequently, or not at all. An exception
condition could also be indicative of a neasured val ue being beyond the
design specification for the equi pnent. Wien a nonitored piece of equi pnent
detects an exception condition, it activates its 5 interface to the

cel lul ar phone network. The i nterface effectively acts as a cell phone in a
roam ng condi MessegesTiadeidakivaredare plaged iampuessage quensid?; as messagehtoaflic permits

b I 1, th
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routing SEbrgpire 31jshowingrhisng and datecofegcpasiil ﬁgh\ienps; m@hmﬁablq messegasiag nunber

of the i %nﬁF(El { o }%Q%aﬁﬁisre'fo%éﬁau M?ﬁe | nfér ?Sggc%l to the. i nterface;

and the | gl one atterrptl ng to
call". The nedbagd2t carnectgo ib [itemet inforrhationsertvine3( da die Intei*rlettlmafrhé he

interface j s ok and shoul d not HLE bl ackl, |fsted t hat, t he &%II need not go
t hr ough, SRt TErmetion SeRyes Presels torBevser Be infermaion PAng FRhalkssys t o roant

li st 100 MR8 Requdshifo iatbrahé 86efs Hfta RRtpads8@itrdughla¥iifsehRr padek 28Ry one; the
mul ti-digit phone nunber it was to call represents a nulti-digit

code of ineteetpath tbﬁmtqsatyar@ SB@M}QOE%ﬁﬂat@ba&eﬁé A8 seesgpges mtrwcm@s thatr vi ce
and may " needs
cl eani ng"é?gtﬁﬂ)gl%h ggt é#g%gé’??g ﬂﬁg&llgarﬁﬁggféce 5 gtaﬁ&]so sent
al ong wi tihtetfbm:dbplsenmenﬂmmd)ebﬂhﬁgsysteﬁmtasyl ng to contact ") may not only

i ndi cates whi ch upi t doi n Ihe n 0 CO faul t

i nformation, <tPEB rf'r%#rfs nd@\? %f@@d%g?’ IZP?FD‘HF{"E?SE%“ %%?S)tmﬂrﬂ]]ﬁ\flét 8 | arge
nunbers ofreguxalhgﬂféra%wt:@slﬂet C%Crﬁ&ﬁto'&édm&r tlfﬁ@'Silcﬁ Hﬁ&s‘%rt&’@l@'&?%?%be@%f' n which

information is transmtte n the handshaking portion of a cellular
t ransni t t&Hereriomigai inelpfling brapd of poEpmentcippcifiamodels of ¢qvinment, ipyallatipg

>, 594, 740da§e°(afu?@d§th@ '&Qe Sk tiRe e(lﬁﬂ'ﬁmerhf the general local climate in which the equipment is

installed (e.g., arid, humid, warm, rainy, etc.), local weather conditions in a given period of

time, and the like. This information is usable in a number of different ways. A user can log in
20  viathe Internet, for example, and find out the maintenance history of his specific units to see
which are the most reliable or most unreliable. Alternatively, a user can check to see which
brands or models generally are the most reliable for any given conditions (age, climate,
weather, etc.). Additionally, the information may be collated and processed by the operator of
data base 21 and published by any number of different criteria. Any of the various messages
25 may%e stored for this purpose, e.g., the incoming messages from the interface units, the
normalized messages output from the normalization module, the outgoing messages, normal
status messages, etc.
An example of the system's operation from the perspective of the user-contractor is as
follows. When a user-contractor 121 first signs up with the system 50, he receives an account
30  on the electronic message delivery server 1. Via the Internet, the contractor 121 is prompted
through sofiware to enter the pager numbers, cellular telephone numbers, facsimile machine
numbers, and Internet addresses of any individuals who are to be contacted in the event of an

exception condition in building equipment 2-5 for which the contractor is responsible. The
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5, 546,444 to Roach, Jr. et al., and is comonly referred to as using control
channel data. In LaDue (the Aeris version), the exception or status
information is enbedded in the digits of the "phone nunber” the interface
is allegedly calling (the "dialed digits"); in Roach, Jr. (the 30 Bell South
Cel l emetry version), the exception or status information is enbedded in the
el ectronic serial nunber (ESN) of the interface, a nunber which identifies

t he physical hardware of the device. The information which identifies which
interface has sent a nessage nmay be enbedded in the pobile identification
nunber (msmcoaggqt@rnle?d nw qlq?éet the éqﬁ%@twmuﬁfy higyofjthe periodigesuceessipkiontie t he ESN

may al so gmnt %&lln afﬁl&hf 9&2151&&@5nf ormation. The structure of the

guanta or pac ets 0 nfor tlont mtted by typical data transports will
be di scussed HIG. fdepdtea flowtchart oftht basic skéys thut es@mvvhmumwsiagnimqmimdﬂwyon this
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have messages created at step S10. These messages are then posted for further processing and

message delivery at step S5.

20 In the example given, suppose boiler 3 breaks down in a non-catastrophic manner.
The fault condition is detected by a sensor (not shown) and encoded to interface 10. Interface
10 transmits a radio message via link 13 to a local cell site 14, which contacts data circuits 17
via cellular network 16. Circuits 17 forward the message to message server 1. If the message
is transmitted by the cellular telephone network 16, the ESN arrives via link 11b to ESN

25  channel 24; alternatively, the dialed digits information arrives via link 11a to dialed digits
channel 25.

The message is normalized in normalization module 26 and passed along to the
normalized message process module 27. Module 27 selects the user's message profile from
relational database 21 and in accordance therewith, determines what message gets sent to

30 whom and by which medium. Alternatively or in addition, ﬁmlt:iple fault conditions may be
linked together via user-configurable ladder logic.

The above explanation was a "user's-eye" view of the macroscopic workings of the

inventive system. Additional details concerning some of the inner workings of the preferred
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base, as will be explained below. In addition to notifying contractors when
a problemarises, the interface may be programmed to check in once a day
with an "all systens okay" nmessage. This "okay" 25 nessage al so gets routed
to the nmessage delivery system However, instead of being handled by an
exception nessage subroutine in the nessage delivery system-the portion of
the system which handl es the above-nentioned fault nessages-, the "okay"
nmessage is checked by a m ssing nessage subroutine. The m ssing nessage
subrouti ne check he entire |i HVAC i nterfaces, that are supposed to
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may repoyt ver mdnorﬁ‘g([e Z)dowtprlorlty conditions that are not tine
sensitiv ptap 2 he nmessage sent fromthe failing device to the
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RTINS N P .
digits delivering the data in the form of fifteen decimal digits and Transport B delivering the data in
the form of eight hexadecimal digits.
On relational data base 21, a number of tables are provided, at least one for each
20 transport, into which the received data is deposited. FIG. 9 shows the tables on data base 21
that are loaded with the data received from Transports A and B; Incoming Message Transport
A Table 705 receives data elements 702 from Transport A, and Incoming Message Transport
B Table 706 receives data elements 703 from Transport B. A standard data base command is
used to insert the data into the next available row in the appropriate table when a data
25 message is received from a transport. Incidentally, the central data base 21 may be provided
with and use a conventional off-the-shelf data base processor such as SQL7 sold by
Microsoft.
FIG. 10 shows the flow of data for a typical transport. All of the elements shown on
FIG. 10 are required for each of the transports with the exception of the Normalized Message
30 Table 710, which is the common table that all received exception messages are deposited into
for further processing. The particular interface to a transport is represented generally as
device 200, which includes the aforementioned control channels 22-25. Device 200 places the

next incoming message from the transport into the corresponding Incoming Message Table
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woul d i ndicate the specific exception condition. Because different sites
enploy different data transports, incom ng nessages from different

| ocations may have different structures or formats. Al so, one would want the
20 inventive systemto be able to accomopdate additional formats of
transports as they are devel oped without having to rebuild the server every
time. It is thus desirable to convert all of the incom ng nessages into a
single normalized format for ease of subsequent manipul ation. The

mul ti-digjit. nessage. received the me e del.iver tem.is nornalized,
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equi prreng‘eafg’a%'i"’ts{%’dte 'qrﬁh%wmwgééﬁﬁ%"?ﬂ-ﬁl&afwwgaﬁl8%911‘9'}’6%%@3g erface
unit 10 saRgsrt réirkdRs S SRBLIALIabNEBor SRIMYSRE, ab stibwil iRIFYS. 51, @dbids 7ioal-et the
nmessage delivery server 1 know that the e;_lw pment being nonitored and the

i nt er f ac@4ierrespontte Trapspert dhsimilacisbles tnot showphwiuid beprexddaddonT imagpogixcept i on
condi ti o a%g%ﬂ{ééth!ef‘trmnﬁor&'ﬁ‘fiﬁe ¥ tﬁgk{{hsgéﬁ’ﬁ'ﬁe %'T%ﬁlﬁni?ﬁ"isté)ﬁ&@f i&s | Nterface
unit 10 Sends an I ncom ng exception nmessage to the nessage delivery server
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exception nessage t he .. appr | at ser interface:. e-mil fax, 7, pager
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to form the normalized message that is added to the Normalized Message Table 710. The

Normalized Message Table 710 is a single table to which the respective Normalization
Processes of all transports adds a row. The Normalization Process is the logical equivalent of

20  normalization module 26 and normal message subroutine 27 of FIG. 4.

FIG. 15 shows the flow of data after a message is deposited into the message queue

32 (see FIG. 4) pending delivery. The Normalized Message Table 710 functions as this
queue. When an exception message is added as a row to this queue, a look-up operation is
performed in the Device Message Delivery Table 720 (shown in detail in FIG. 12) for all

25  message deliveries that pertain to the exception message pending delivery. Device Message
Delivery Table 720 is a table of all delivery methods for all outgoing messages that
potentially can be sent. Details of the Device Message Delivery Table 720A contains the
information on, how many delivery attempts should be made for a particular message, by
what method the delivery should be made, how many times this attempt should be made, how

30 long to wait between attempts, and during what periods of time a message should be sent.
Each delivery method i.e. Fax Delivery, Modem Delivery, Pager Delivery, Phone Delivery,
etc. has a corresponding delivery process 730-733 and message table 722-725. For example,

The Fax Delivery process 730 contains the required hardware and software to interface to the
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profile as configured by the user of the system 21 via the Internet 122. The
i nventive system can be depl oyed on existing pieces of renote equi pnent.
Various sensors can be added to an air conditioner, a boiler, etc. that can
detect various 15 conditions. For exanple, in an air conditioner, different
sensors can be provided throughout the systemeach to detect a different
condition such as |Iow or high pressure, a condensate spill, air flow, fan
notion, conpressor function, etc. Any and all conventional sensors are

cont enpl a8t §7ithRl NB1BAGHR Motk Bk BSTRNIHRINEAPS fax AR HALDS 1k eﬁ'ﬂ?pédi mted to
pressure sensors, pitot tubes, notion sensors, photosensors, electrical
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| ogi ¢ conéblgmeawitiots result of b dgliveryatthit.| O giccessfnbr fallédfag deketp)s.indiogtbd sensor
is responsible for detgc_ti ng a certain condition or npnitoring a certain
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R, XOR, iNGllatiny hfe&egwaxeésfaﬁiﬁfetaeﬁm% BEIWERY FOEES uth b 1t Sdhedh €xception

condition is dgfl ned. An exanple of such d e ogic PLCfor a typical

ai r condisyntbesizeytospek the messagetekhto the Grson. witcanbwerk thedalephiane@a@2- 609 nonitors
a different ~caonditi.ondpara e it, Sens 604 detects. |low
pressur ee(?})ﬁ‘ﬁf%%%éloogﬁg{ﬁ%r 5 nﬁis)@{hegbgihgesy ée{%t“sfeq%’f: HESP LRI e 0l ant, 30
sensor 6Qhe thedsegd to ndkelchraif adtions sush bk piregs cedRitbRttobh Lheticiciose telephbres to

conpressor_is rking, . sensor 608 determnes if a condepsate spill has
occuriled,ac lé%% regeipt Qi dhednessages gF]‘H’é’v"l Pl I8t lsir%‘:oﬁpﬁdlbiyﬁb‘? h99fe of the

| ogi ¢ i s 18lii#eGpréudss #13MRKS DRErySARMY Gabld fogsensor 605 detects a high
pressure condi'tion, high pressure nessage 101 is sent via the nessage 54

gener at i ng medhanibsseasfthatiheprevicesluddseritied us@idefined ingssage profiledonot®@08 det ect s
T L
wor ki ng, usemieterfice, 8.gqtlie websitelinaintained byiserved 30/Rather @ ueg s enbsinge pryfdor 609 5
RTINS
but sensajf 36 it eleSishtsS AR TR user's respective delivery instructions are stored on Device
Message Delivery Table 720. All of the user's respective facsimile delivery instructions are
stored on Fax Delivery Table 722. All of the user's respective pager delivery instructions are
stored on table 724. Each entry.is identifiable by the "Key" associated therewith, as shown in
20 the various tables of FIGS. 12-14.
The data engine (e.g., SQL 7) selects the next available row in the Normalized
Message Table 710. Utilizing the Message Delivery ID, it then selects all records with the
same Message Delivery ID in the Device Message Delivery Table 720. The resulting
selection list is sorted by Delivery Method and those records that meet the selection criteria
25  for message delivery time, and in service are prepared for message delivery. Each delivery
process 730-733 polls the data engine to see if a message is available for delivery in the
Device Message Delivery Table 720 with a delivery method that is suitable for its delivery
function. If a delivery method is available to be sent the delivery process, for example a fax,
the fax delivery process 730 will select the corresponding user defined message for the
30 exception message to be sent from the Fax Delivery Table 722 along with the equipment
location, make model, and serial number found in the Device Location Table 721. The
delivery process then attempts to send the message to the user defined address found in the

delivery table, for example, the fax number found in Fax Delivery table 722.
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conpressor function, and tinmer 3 tinmes out, "conpressor w no fan or air
flow' nmessage 105 is sent (line |I). As another exanple, nessage 107 is sent
out if sensor 602 detects a logic O in "aux 1" input and dip switch 4 is
closed (logic 1) by activating relay 1 in line P. Alternatively, 10 if
sensor 602 detects a logic | in "aux 1" and dip swwtch 4 is open (logic 0),
a nessage wll be sent. In either case, a nessage 107 is sent in line O
The dip smﬁtches are provided to allow certain portions of the logic to be

di sabled if |s not, |ntere nrec in certain type of
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site in the interface unit. 10, or software in the interface unit nmay
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sendi ng Auém&tveRfor @Hﬁkﬁﬁéﬂikhdm@sﬁWaﬁ 'be TBSRBEE to e Mto&a@qﬁgmuﬁﬂs a logic

| adder in the sane sipilar fashion as one would edit a nmessage profile,

e.g., bycqwn@lentméﬁfeﬁmssf auippet by the eguipmgrignaésture viagrienid intedesdé syst em
etc. The uger can, of course, request an initial hardw red configuration of
t he system’i nst al I er and have that adjusted on-site as needed. In FIG 1,
eachlpi ece of Tlequenpatgmécedsing unit (OPOY Boked preferablytas imdustry sthsdadi8itumicto- 10.  An

alternativ onfiguration is sho FI four air
condi ¢ offrelig ™ 58 Bundearmiulre Hoputy wlGraaues b it DmEr | cal | v
r epr esenfseomitétedito & B1RPRAY SOGB4t 8USda thdicate operating modes and conditions of the

RIU 10 to a person installing, testing, or servicing the RIU. The second port is in

communication with both the monitored equipment and the RIU's power supply. This port of

20  the CPU is buffered and protected by filter 809 which uses standard filter arrangements from
unwanted surges and voltage transients that may be present on the sensing devices 808
connected to the RIU. The port is also in communication with the RIU's internal power
supply 803. CPU 804 is capable of operating the power supply 803 on and off in order to
perform standby battery 802 tests, monitor the presence of line power, and use the frequency

25  ofthe line power to maintain a time standard. The third 10 port is used to connect additional
memory 810 to the CPU 804 and to operate output drivers 813, which are typically in the
form of relays. The state of the outputs can either be determined by results of decisions made
within the CPU 804 or commands received from the remote server via the transport radio
801.

30 The CPU has two serial interface ports, the first port is connected to a multiplexer 805
that is used to steer the flow of serial data either to the transport radio module 801 or an
internal interface 814 used to configure the RIU during manufacturing, testing, and

subsequent configuration changes. The transport radio module 801 is connected to the

64



any |ike sensors) and an RF transmtter 601. When an exception condition is
detected by sensor 600, or if after a certain period of tine, no exception
condition is detected, transmtter 601 transmts an RF signal 610 to a
common interface unit 10'. Conmmon interface unit 10" 5 includes antenna A
for receiving signals 610. Unit 10" sends incom ng nessages to the

el ectroni c nessage delivery server 1 via link 11 in the same manner as shown
in FIG 1. Messages fromsone of the interface units 10 maybe delivered by

means of wireles ransm ssj og, gver t el.l ul ar tel ephone net see U. S
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specilli edomnuinitetiorcport all deenaalsta riB8ined by the eghipweat' sniotemall EPHithaytbevi ew of

t he vari ous, out bau L nks 12a-d that copnect the server to he vari ous
el oot r on A HARLH 5 14 RILHopaiich ¢ ¥ efglEigee S o amvaleBeephone
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t hrough t488817uase peedite Perpmuniate With dhramonitoredorarippent. Fpgeier; GPUP0the user' s f ax
machi ne : r <line 18c
o the udailifled Sus 304 sS4 KA mde RS et o R AAR B Blanfim SOMERIRNRL ", T
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information to the remote server as a normal status message as explained above. The CPU
20 804 also monitors the status of the sensing devices 808. The state of these inputs is feed into a
virtual Programmable Logic Controller (v-PL.C) running within the CPU 804. The resultant
relay outputs of the v-PLC can cause the CPU 804 to assemble an exception message packet
and pass it on to the transport radio 801 for delivery to the remote server.
The invention is not limited to the above description but rather is defined by the
25  claims appearing herein below. Modifications to the above description that include that
which is known in the art are well within the scope of the contemplated invention. For
example, the invention is designed to be adaptable to all forms of electronic communication,
be they cellular telephone, land line telephone, electronic mail, facsimile, text page, voice
mail, etc. All forms of electronic media are contemplated as being within the scope of the
30 invention. Also, multiple formats of incoming and outgoing messages are contemplated as
included within the scope of the claims and the invention. The user can adjust the format and

content of the messages he receives by setting up his message profile accordingly. The

invention is also not limited to use in monitoring HVAC equipment but is contemplated to be
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Internet. Preferably, different nmessages can be sent to different

i ndividuals sinmultaneously for the sanme fault condition; for exanple, the
owner of the prem ses may receive a | ess-detailed nessage than the
contractor. 56 A user's nessage profile can al so be configured to store
messages on server 1 for delivery at a later time or after certain
conditions are net. For exanple, a contractor may not want his beeper
activated every tinme server receives an inconing exception nessage. The

user profil an b conf ured to | iver ups or _only.after
several  MERELGRR-BGHERRAL BRI B eRolF PR oL seiRe e B scunet ada © " ©
Opt i onal |1ﬁletho‘dﬁw&ﬂtl gewgcmgpémpemm&maﬁmnnwd bplagiipevahiog lightsynaf t er
several of the same type of incom ng message are received; a portion of the

menory  ofcelianjawers, radi( RRSTRIEEFPWErS: Bd(OfeT FRALe HEICBREY or accunul ati ng of
nmessages. Alternatively, a single outgoing exception nessage nmay be
generated in response to several incom ng nessages. 10 In the sane way the
user profile can be configured, the user can configure virtual dip swtches
to enable or disable certain error nessages. Conventional hardw red dip
switches nust be adjusted on site at the renote equipnent. Virtual dip
switches are software subroutines stored in server 1 which allow the user to
toggle on or off certain portions of the |adder |ogic of the PLCs
controlling the sensors of the renote equi pnent. According to the 15
invention, the user can go to a website on the Internet 122 and, through
menu-driven commands, enabl e or disable sections of the | adder |ogic just as
he woul d be able to by flipping conventional dip switches at the
installation site of the renote equipnent. Additionally, the user will be
able to configure the logic of the PLC renotely via the Internet as well,
20 A user may also control the functioning of a renote device in this way,
via the Internet. The user can enter commands at the website or other
Internet interface, and those conmmands are forwarded to the server 1. In
accordance with the user profile, for exanple, in the sane way that
exception nessages are sent out via links 12a-d, a command nessage nay be
sent to the renote device through interface unit 10. Such conmand nessages
allow the 25 user to activate, deactivate, and otherw se control the
appliance. The interface unit 10 can
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recei ve these conmmand nessages because the neans by which the unit 10
comuni cates wth the server, e.g., the cellular tel ephone network, is
bi-directional. As a result of this bi- directionality, incomng links 1la-d
may al so be used to communicate with the devices through their respective
interface units 10. 30 FIGS. 4 and 8-15 show the details of the nessage
delivery server 1. In the preferred enbodinent, server 1 includes four

har dwar e devi ces (separated by heavy lines) 200, 300, 400, and 500. Device
200 is respgpsi ble for receiving i ncom ng nessages, processing themin
accordance Wt h tga_éser s eferences and routing themfor output.
Messages lmay Hdnghod gf“ﬁ@b@@ff@ﬁesﬁ%m%}f@&%ﬁmﬁ@?‘g@ 200 before

being tr gfbﬁﬁ&ﬁo&lea@sacﬁtémtwasghramy 5f+}§mot%!§1€%§é; e SsAdR d%gﬁ]gﬂng tﬁéstép%tof up
ena erv an

accordingly. Device user 1°to access d create
or edit his ngenseajog pylodst b@e mﬁcmndilmgl asspgd attaicontsd] setaeraelrddo ane@f devi ce

200. Device 400 includes va us 33 wh e resp nS| ble for
Cr ansii ¢ florgo L AR iAol B by o hroRictiSs By iy S Bt Feie RS

etc.). Dawdce 500 includes b| | 1'i ng comput er 38 for keepi ng track of the
charges and fees associated with the user's use of the service. It should be
under st ood t hEENSPRENG Hheat feast ops infPiaasionsl mestage Hudt deash NeeUIaiGsioR not be

arranged gkficd BereRhesti 188t GRIbLIHMMMAELNISAR/M ab14Y the %l‘%gffggl RbstSGE ¥&lonl 1S @

rel ational data base 21. |Incom ng nessages are receiv a specific
servi ce Heengthedited Oﬁami@ng)mhangw aneansyooy ¢f rcmutmwoammmeaa@e formatting.

Every, i nterface [ 1 i ik | lul ar t Ie hone, .with an
el eC%iPOI’]I So‘érg??gﬂ%cuo 'butf E&N‘ ? 0 18Nt ‘%Tvve Pha S PERF SVIB nti‘e??igg uni t
sendi ng tchnﬁhﬁ@ﬁtslgg@ingamataemelmfondaimhalfm&aztgeo@an aiticipated (fMdufe, desieadd ar to a

cel lul ar telep one's hon nu In sone instances, the exception or
st at us |ﬁ‘?6‘fahlﬁ FS‘Ff’rEé ‘S“(Yb"(—? @HQI?H@CBP TI%CWI@?SF%OI%%W%?Q face transmts.

The 15 d'aﬁﬁ&?atéii ﬂhfréslﬁ)?ﬂlf&*av&%%krﬁoﬁwdﬁct%ﬁ 1§Fb‘s‘.€r'vfa bP&hAcbb ORI ES
messages th are encoded in the control channel's dialed dl(glts (see U.S.

Pat . No. cBpaSly; an409rgy-EheerEtiN CutAse:ranl eneligy trarsmissiorentage2an ensegyi disisbwiwasages

t hat S&rd e S Pat .
o d35a65ARG i pferol S BRE S Sy SR Borp S e e A BR TR SIIE 26" anc
an ESN msduﬂcetrﬁﬂsmlksﬁﬁﬁamﬂeemﬂfcedgaﬂgnamhl c regions enploy dialed digit data

coding, while oth Ore ns enpl o SN data codin formati on may be
tr alns% ttzeitl vPgmet ﬁ%d o'l],?l}geone more o resource-consunllpt %n ang| resource-I y

production assoc1ated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
20 .more of resource-consumption by, resource-production by and control of at least one device;
and
transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
25  resource-production attributed to the at least one device of one or more devices wherein the at
least one informational message comprises an instruction to adjust the operation of the at
least one device wherein the instruction to adjust the operation is directed to one or more of
state, use, one or more parameters, one or more set points, operating characteristics, duty
cycle, control logic and scheduling of the at least one device.
30 3. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
generating at lecst one informational message at a central server related to one or

more of resource-consumption by, resource-production by and control of at least one device;

67



interface 10 and al so received by nessage delivery server 1. Services are

al so available to receive nessages for anal og nodens connected to the
public tel ephone switched network 23, and the cellular digital packet data
network 22. As additional nethods of transmtting data becone avail abl e,
they can be added to the services layer. 25 Al incom ng nessages are
normal i zed at the nornalization nodule 26 so that all incom ng nessages can
then be processed without regard to their incomng nedium All incomng
messages a‘ra e [asyeiffingshe Hééasb@nmgim@,tmglerngamedg &i lnest pfie cm?p@atmn messages
are passeged. I . I V] a : raflon
hrough LA H8aPEER ShE oyt Sidh e bfuloh hethe St £30! AERLET

lm: S tsi n]g nasmgtgl&def&bt mprwiein%ta c?m@afem &Qndr?ﬁﬁlievaﬂcéécﬁl?mﬂpmﬂ_ ggshwi th a

i st of expecte ssages. at us ssages . are no recei yed have an
error mes§ edﬁ?f_g’r%ﬁ?% tqdﬁgﬂ?ﬁaégﬁg’ngrgg‘é%‘g‘%%ﬁﬂ BatS ‘}ﬁé‘wfﬁ ich are then
deliveyed as Gamkiitp Bifl aBlocialtd WitFthe hieddt énéH%%ﬁég&taHﬁiﬂE kd SondlnBeY ded i n
the relational ~ database 21. 58 Messages to be delivered are placed in a
message Jestenedievicgs message traffic pernmits the appropriate drivers 33
request npssages, M e IRAS B8 S Br A6 00O i G IRFRATCS over the
appropriate transport. Nunerict pages, faxes, volce an are sent
over the pgrd&istid2hssociated wathla phirality of mndoteodexices, ige teothed behpristizy th¥\bteps 6f: dr i ver

33 has 5 successfully delivered, cord is made jn the da%a base 21 by the
Elate

ar
del i very conf ig°RERHREA! [skE ﬁ%at@gﬁgm%gﬁgtqpquamavea 0 WGCEessf ul

del i vy i Efore\JPABbIrKEEARUBPIES SR 988uRE BroduitnGs dadehnttd of BSlelfbRORS Ref OF
generation of undeli verablpe message efrors. USers 121 connect to an |nternet
informatiamd server 30 via the Internet 122. The Internet information server
presents to t d j & rtaldi or 'S,

i nterfaces. Rggaﬂggﬂm% tggg l? ées?{){%léfoglggt?&sa} %g{%&%gﬂ%@g%E'(?n%%gﬁxaﬁti'ogcti ve
server padmwiceWhdrotheradicesttonbotthmtihieationtdegice enabkes theseling of yt ledst drleaactiart a base

21. Al ssages an ransacti ons t hat ass through the system are | ogged
1 sect ofFVER G HES pLATORG PG ANRS CBLs JRTF SLS LS pHBHIBGR 1 aced by
secti o9 3résdubceBprbddiibn itSbifdeiaRDat 1AstAAE HeAbe Sfonk e mERNMYcek WhERiAthe Onal
data base 21 is preferably used to conpile data 15 regarding the devices

bei ng nonisenprefileds assoeiptad withge gnidy having amivkaresbineongyor meoye piangEEY of
consuming devices, energy transmission devices and energy producing devices.

5. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
20 generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
and
transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
25  having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices wherein the
interface unit comprises an energy metric component.
6. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
30 generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;

and
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different criteria, including brand of equipnent, specific nodels of

equi pnent, installation date (and thus the age of the equi pnent), the
general local climate in which the equipnment is installed (e.g., arid,
hum d, warm rainy, etc.), local weather conditions in a given period of
time, and the like. This information is usable in a nunber of different
ways. A user can log in 20 via the Internet, for exanple, and find out the
mai nt enance history of his specific units to see which are the nost
reliable or nmnsmitthrglthtaaillast dxietiaﬁonantiondlryqssagemsetrlea;saune:dfmcrkuﬁicntisee whi ch
brands or, nodel s{;étgne al | t he nost r.el

| e.for. diti
(age, cl i9R¥FE WicrEle glpast é?%c3%’m‘,gﬂﬁﬁtl9? 87dsq i}‘aﬁf’ﬁ@egﬂ?an :le\éﬁnq’?%gq ét $ons

col | at ed Hapi glﬁfdﬂfﬁsmr&ﬁdlh@@ cBiRE af Ge 0@ morélat resdeceecodtuaptibnmbl | shed by any
nunber of di ferent criteria. Any of the various nessages 25 maybe stored

for this IpWrEEPEodugtion attrtbmedutﬁé@rﬁ st rR deipe T PR AY TPAE deicey Whareindbfals, the
nor mal4 quas{'%%ﬁﬁﬁﬁatwﬁﬁpﬁ{&ss eg‘eﬂé‘rat@&’ﬁ hif b B{x&eﬂ%ﬁ‘é&ﬁmai Hﬁ% 9#&%&‘9
messages, normal  status ag 5, etc. An exanple o e sys S operation
from t he with thpend onwgoreof supply distribotion aicposunsioast a feblmwesor dplmtingthe
user-contr ctor 121 first signs up with the system 50, he receives an
account aﬁr? PAE'S ectroni c nmessage delivery server 1. Via the Internet,

the cont rﬁct OTA théthodl ForRbARBIIAE od UrOntFdo Sreédur@L dnb@nMivnaind r&6uieager nunbers,
cellul ar tel ephone nunbers, facsimle nmachine nunbers, and Internet

addr ess espreducheR assoiated withlaplurplsy af wmos devices thegsetbed pomprisingshe piepsHt: an
t
eXCEPt o0, SO dekinlhg 1AM B AT Rlen2 LRGP A BORERCT T 1S,

hi m of t heoreef tesolirce-sarsu@ptdniby, lrasummmprodscttﬁ)htby an&emkra#aﬁstdg:sﬁomodwey, ed from

equi prent 2-5. FIG icts a flow chart of the basic s .that occur
ehen' B Moseag ekt Buicis) o biopB o mesSasedp Sdpat PR CHEBLH GRS

recei ved. jeflce SiiRRe B4 at RAS BRE bl BatiER AN SAbIS mé\tﬂanéof d19easBstidiabitsh
el enents fromthe incom ng nmessage and arranges themin a normalized format
8]

and st or devingdhe eobol et AaEAshente 2hpR orsemefreiot@%cmvmmn!de a specific
el emepy el% dire e%‘?@ﬁﬁ@&n @fmtﬂﬂéﬁ tb et Ye%Q Eﬁ od e of fnofd 1c?$§’a.|n{it. 'S

determ n ype of error nessag Been recelve is an
exception nessh@anhﬁtfganrmpmteﬁchamgmﬂnmmmm'eloﬁrasomme-nmspmsﬁexdandonto a

b 00ES? GulER e R0lA RERIAAD 1l R GRERLE MRG0 v
"unit chegld Bk deiceOr a "system ok"

8. The method of claim 7, wherein the change represents a reduction of resource-

20  consumption.
9. The method of claim 7, wherein the change represents an increase of supply of a
resource capable of being produced by the at least one device.
10.  The method of claim 7, wherein the change represents a combination of a reduction of
resource-consumption and an increase of resource-production of a resource capable of being

25  produced by the at least one device.
11. The method of claim 7, wherein data about the amount of change is collected
electronically via one or more of a communication link; a cellular telephone network, a radio
network, a satellite network, a paging network, an Ethernet network, a packet network,
Internet, a power line and multiple networks.

30 12.  The method of claim 7, further comprising the step of:

determining that a current or an anticipated price of a resource is greater than a certain

value.
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status nmessage at step S6. If the user has his nessage profile so
configured, a storing/accunulating step (not shown) may occur between steps
S4 and S5. Undefined nessages are handled at step S7. If it is configured
as a periodic nessage received to indicate nornmal operation of a unit, the
nmessage is stored at step S8 for use at a later tinme. 15 Periodically, the
list of units that have reported in at step S8 and the list of active units
expected to report in (part of database 21) are conpared at step S9. Units
on the agni. ve &al inethod fdi%bnﬂ?liﬂ%)bra@diﬁmﬂé oDRsduf& -@Eaﬁkmdmi and werotuged i St are
processed, and units that failed tq report in av ssages created at step
S 10. Thé%‘%‘?‘}ﬁé%%?@%"éatﬁ% with geHpigE O ol depises, #&mﬁﬁa‘g%@rﬂﬁ%tﬁast%é}sage
delivery at Stg@Rersimg of fhaltionk moﬁﬁa%ﬂaﬁmn&aag@a@ SHRROR R PRIAES togmb beaks down
in a non-catastrophic manner. The fault ondaitl on is detected by a sensor
(not shownyregfittseyrerengumptiomipye resgerce-pdudtiondyfand eontmod of atalmsmnes%aicmadi 0
messa via li 13.1q9,a |0 cell site 14 I C ntacts data. circuits 17
via c€l lular rIiTreAF %1?rkx1g1 ;atée a(rgg{)ﬁ’etlglbﬁa#ogral\/%?saa‘%\aﬂ%a{]rleegsg éegcot%mﬁ%g ﬁe server
1. I'f thedevReselgee the at leist BA¢Ttdrionibatioh ldevicednablea thelt i bd deagednattionl 6, t he
ESN arrives . via link | Ih to ESN 25 channel 24; alternatively, the dialed
digits i mayingdhs gfeckefirewudingashangsof pnq of moge of repmceisQpswapPticnaidnel 25. The
nmessage i j j 1) i i 4 RAGS RS ng to the
normal i ze Sdnﬁgé&gﬂgg%&gg%%tgqs@%mezﬁ%é%g%ﬁbgg%‘léeeog%ﬁggf]feagt S tgcgs’ﬂd!ggr' S message
profile from detshminingthit thkaatdérabaneitvian basibeermeminotiechineactdrdarmaivtith, thelgt er mi nes
what {Hasslg%ﬁ etfo setnt to 30 whom and by which nedium Alternatively or in
addi tton, P IB BRFATRL ESARS t i ons may be |inked together via
user-c?nfihzgur abhethoa deteo nﬂraghgonadnfenaﬁom_smwwhaﬁm_ 'ptibn\/@ﬂrasggtgz_ﬁe_r' s-leye"

vi ew of the macroscqpi ¢ workings of the _inventive system . itiona
details c¥RgustAn ?ﬁjogﬁtﬁ@weih aphurality e rempls davicss ﬂaﬁmﬁqlan EPTBPIASiRGe stgp of:

enbodi ment f ol . : bdnBraPRri? bei ng
limting of ?‘Lhéé’g "f*’%‘éﬂéﬁ‘éq%?t“?’ﬁéﬁ‘?ﬁ*ﬁéﬁf ifesfel fbdnfa rranypeg%/tg?ﬁ’g’é’lgg’r met hods of
t r anspor tinprg of stseyrcepensufptidrebys bgseutce-prsiugiontblyend icontend of etrleass onehdesiceo use
vario transport netg\%ﬁdstlan ha.vg thte rgr(r:lei ved data normalized so 5 the
subsegslsjent pr gglétén f 1ROt O e PR Bsﬁag gé gﬁ%é’ﬂ%ﬁmﬁﬁrﬂlﬁ%’d’p FIG 4

shows dat @evice, where the at least one communication device enables the taking of at least one action

having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices; and
restoring the at least one device to a state or condition prior to an adjustment made in
20  response to the at least one informational message.
15.  The method of claim 14, wherein the step of restoring further comprises adjusting one
or more of state, use, one or more parameters, one or more set points, operating
characteristics, duty cycle, control logic and scheduling of the at least one device.
16.  The method of claim 14, wherein the step of restoring is performed after a
25  predetermined period of time.
17. The method of claim 14, wherein the step of restoring is performed in response to a
trigger event.
18.  The method of claim 17, wherein the trigger event comprises one or more of a
reduction in shortfall of available energy; an increase in reserve or standby resource capacity;
30 areduction of end of an energy-generation outage; a reduction or end of an energy
distribution outage; and a reduction or end of a terror or hacker attack on one or more of

resource production, resource supply and resource distribution.
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being received in a variety of formats via links 11 a-d by device 200. FIG
8 illustrates two exenplary data transport formats receivabl e by device
200. A nessage received fromthe first transport, "Transport A " is
received in the formof a string 700 of information packets having data
packet 702. Data packet 702 is the nmessage forwarded to the server by
interface unit 10. 10 This particular transport delivers the nessage in the
formof fifteen decimal digits as shown by exenplary data packet 702A. A
di f f er ent 1%x eridtearsfhadrefielpirn 1, whereintkentent ofiBestoring is bestimied uporGrec@ptydlaow
Transport S%% @{a port B, a single packet 701 is received. The single
packet i s" par into elements which include a data el enent 703. An

exenpl ar y2@at artelnesisod of 20i3A 10 swhdreinmhd 1@storied ciakimddd iebgbinatieggesdrated di gits.
One of the f nctron of the, syst mis to be ableéé gcce pt a wde  variety
of i nf or n@fs datagsiociefedWith oReor ool upRix distri BuiprAnd ensumptipn

Tr anSpPrtoﬁreﬁﬁ}de\éﬁsfdcﬁ&dtvﬂ&éﬁ%ﬁoh@f&@%t lfeé%ﬁ Hb@?evidefteen decimal digits and
Transport B delivering the data in formof eight hexadecimal digits. On

rel ati onall.datAnisthed foricontollingroes orgnorp aﬁtwm—quumnﬁl@e@d raxoweast one for

The t abl eROBTRGE heroo Ml W' AN o By B8 1CeR) B B dE RO Sl e bl o 01
Transports A aggetlerBing aiacmmi cmg mﬂaﬁﬁagmal'lfnas@aat 4 cenfrallstbiee relfted te@rioves dat a

el ements 702 from Trans Aan and | nco ntg) I\élz(s ge Trans ort B, Tabl e 706
recei ves WSteLIEFsEFSHCQNS 3“?‘? quparffgﬁ aﬁﬁ‘a?l(fl’ ghleast paeViSnmand i s

used i@ i nser tydnbite Be biTest Bﬁ@mﬂﬁfﬁ%ﬁ@dﬁﬁhkﬁ%@toraP}@aét'&nE @&nﬁaﬂﬁfc&’cﬂfn‘ ate table
when a data 25 nessage is received froma transport. Incidentally, the

central ddevidsawhere therphlenst ope eorhmianicatigntdevige enables the teking efieti leashipne action

of f-the-s ft. FIG 10
shows theHBfQJFI(ﬁthg%ﬁecfg?Pa& P 219 8‘% t?l%rg%es#gpr %ﬁnsl%gro g re%%r?e-g%nstx%g%fgn%em s shown on
FIG 10 Meeomeaqpmdmﬂoﬁemméd”toolﬁe 5th@s1tdrﬁld8ﬁ0¢bfsoﬂ&io'thlot‘dﬂdae\®eeemﬁl on of the
Nor mal i zed I\/bs(ﬁll% ble 710, W‘gbsthe co | e that aI#

recei ved except Hn% éé‘searraéS%é’\&%s PRt ¥ PYF Y}F"E PO ILEPhg. The
parti sl aéctﬂvé]ﬂir%r f@eQivhenParld BASHIANS the 3t IER RS SR GEIREIALS Withthe ol R¥itce 200,
whi ch includes the aforenmentioned control channels 22-25. Device 200 pl aces

t he nextoﬁlqwfﬂwl#g) eWeEe fromthe transport into the correspondi ng
| ncom ng &Essa&%eﬁ%lalfgr c@)}ltrolhng one or more of resource-consumption and resource-

production associated with a plurality of remote devices, the method comprising the steps of:

generating at least one informational message at a central server related to one or
20  more of resource-consumption by, resource-production by and control of at least one device;
transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices; and
25 adjusting a bill associated with the one or more devices for an amount of resource
consumption avoided as result of one or more of deactivating and controlling the at least one
device.
23. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
30 generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
transmitting the at least one informational message to at least one communication

device, where the at least one communication device enables the taking of at least one action
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708 by utilizing the database's add row function. The Incom ng Message Tabl e
708 maintains the history of all nessages received froma transport. Wen a
row is added to the Incom ng Message Table 708, the system determ nes at
Step S3 (also see FIG 5) whether the received mnessage is an exception
message or a normal status or "heartbeat" nessage. |If the received 5 nessage
is normal status nessage, a row containing the received nessage data is
added to the Device Heartbeat Table 727. A detail of the recorded heart beat
el enent s hasing tigeeffeoroffpréiditg a chemge xPone amyoré ablesourfc@/ddnsurhpticn and det er mi ned

at Step S3 that the.ro d 0 e I ncqm.ng Message Table is.an exception
nmessage, YFWQTWIWE\CP%%H%ES%@@@@P%QH? 8‘?‘@?6&#@82 0%11%8?3 ¥icg¥ 2Bt a t abl es
711-714 10 t QaNStidgtPBiR abd6iatel GEIMRSoRBRT $RRE dAcks FordnhRfufit mg{)ﬁycepti on
message fromits OI‘I(%I nal format that was best suited for the transport.

Dat a t abladdedrasiresult qfioae pr BoTedd actvatingensd doatrelling thephleast ope dedport requi res
its o t of . h i 0. ables 711A--
714A \(lzggr rszg'é po rﬁ%%%§+?(g%g§%?l¥gé§ne?%@é§fEeg%f%é&w&soﬁo%fés&%ﬁh be provi ded
f or Tr angpoductioBasaocdatedwitht pbrality afispotd devides, lthezmethbd canysrisingsthe stepsDefvi ce
Table 711 is a list of . devices. 15 nmanufactured for the transport, Valid

Devi ce Tabl o FPRCTEUHEALIHS OpC fQTaRPn GRASEASE of hEfRTHLAGE o UL QAP 9h od.

Message &R of ARblcd dehs@ptidvEss A8eurtR HR dlERADyahH 0shtR Bf & 1dabBoy Rvi¢eed to
formthe normalized nessa hat is added to the Nornalized Message Tabl e

t
710. The Nor rmnw_ziéténgy\vb%tggeét edplermatpnpkmessagerig peleesh RecongmykiFationt he
[ espe 'V%dggf Rere #3at Rkt oﬁée Qeméxﬁéa[tﬁsh dBlite a8 O%ftggnggfr’a‘i it 1¢hs oqlt‘é/:actTéhe

Nor mal'i za ocess Is t ogi cal "equi'va ation nodul e
26 and ndravmlg thesfeayef poiding hichag? 6f ofie drinfare 4f rebdutce-ddmswhption dnde f | ow of

data after a ness is de ited into the.nessage e . 32 ee FIG 4
bondi ng. JERERYSOHiah RETHER Ui HASu gt T4t & ohegr Fimaevisne 48 “thi s qubue.
When an exceptdepdtatisdadofr bife RARRHE oP&djasting W bilParidThitiatingealStt] i dn® doH P _
operation is, perforned i.n the Device Message Delivery Table 720 (shown in

detai | i ressqogatedwith theone py moms dewisesfgronearimase peactivating, peactivatingend t he

excepid on > I Lver i i ) 20 is a
bl off SO Ep ff Rl U8l botE atocr ikt L MRS TG on DRIME MG 1
can be seift. Detmgtlos fafcohtiallibevnecs nides s fgpeouded- consurypticbind rés®Gkecont ai ns t he

i nformation,on, how.many.deliver ttenpts.should be made.for.a particul ar
ressage. BRISHHR FRERRDYI RNy oEigeLh i ghe e RO sBR [ hi <
attenpt shoul dyehgratiBgift leabiMe informational message at a central server related to one or

more of resource-consumption by, resource-production by and control of at least one device;

20 transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices; and

adjusting a bill associated with the one or more devices for an amount of resource

25  consumption avoided as a result of one or more of deactivating and controlling the at least
one device.

26. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or

30  more of resource-consumption by, resource-production by and control of at least one device;

transmitting the at least one informational message to at least one communication

device, where the at least one communication device enables the taking of at least one action
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30 long to wait between attenpts, and during what periods of tinme a nessage
shoul d be sent. Each delivery nethod i.e. Fax Delivery, Mdem Delivery,
Pager Delivery, Phone Delivery, etc. has a corresponding delivery process
730- 733 and nessage table 722-725. For exanple, The Fax Delivery process
730 contains the required hardware and software to interface to the 62
Public Sw tched Tel ephone Network (PSTN) and send a fax transm ssion to fax

equi pped , recejver.. The Fax Delivery table 722 contains the actual nessage
to be senf®{d§ tbe ‘f’é??t P€%’8Y’§’é\g a‘#’?ﬁgeé’i(?ﬁe YIS aqmﬁfa?ecwéwaﬁ%f! adoch delivery
process afsisuiee-prodadtion bitebued fo\ies it 1Akt @8TIkvics i of Abra\idvices;iadr esul t of a
delivery attenpt. A successful or failed fax delivery is indicated 5 in the
tabl e by the adinstingnbikassociats with thaens ervnere deeicenfpeen FRM ohBIPPRX har dwar e
L er ! aceuadel £ SISr ABK HElcHv AR UhA conll b ERIOREATIAKET Y PrOCesS

utilizes a text to speech synthesize e nessage text to the

per sons wha?.ansMverethadifer ¢omtreliing nse crahdre of Gsodrce-nmtsinaptiaf andeksousre- | s
establ i shed by. the system requesti t he .person whg is receivjng the
resaage | BOMNSn AP R U R o Ferede pRateS. Betefion SomPEone Hess B uch

t one t el ephonegeherafifly AqkROMeaABEMAtIBAIBES R at @ LedtRAEsdiRF FeI6t0d tohsiletpW edgnent
or not is recorded by the Phone Delivery process 733 in the Delivery

Att enpt t EBTeof Fesgurcpicopsumpian By dpsouresradyetion kand pentjolpd atlensh ere deyise; def i ned
message profile, i.5:hp, J : i i stored
L B et
websi eaw v evike & S goéatdeast odecactibn
i ncl udes L.tiple.elepent each of which is placed on a di.fferent table
accor di ngi'an e S5 f Proyidig e chenee of Spe Somp of P -comimplion [ cspect i ve
delivery rd&irsdisioti@diidnafb@tdioale fledlite@RvichBEGRAR et Hogeey; ababl e 720. Al
of the user's respective facsimle delivery instructions are stored on Fax
Del i very Tabl einitiating apettlepent petionde pnsyreranciseurptieiEI0RBIge paid & an/&pyonmiat r uct i ons

are  SUO" Ayl KB ofBpr REBH P RS Lo QPR daBloBidRohligptiipng associ ated

€ various tables o dat a
engi né5 ( eregoyrceSPIodidtionel ect s t he next available row in the Nornalized

Message Tagpl e £10. i L}zi.ng, t he. Message. ivery.ID, it then selects all
records wrth the mgtgt%oﬁé?‘ggzg‘*e%ﬁ et S%D%%S\{% f Device Message Delivery
Tabl e 720. TheinitRsitg b kétfem&r bétivhite Bnsutesd pluligdflappropilatPeinbin@s 3 prkitoad and
t hose records that neet the selection criteria |
plurality of appropriate recipients from a plurality of appropriate payers.
29. A method for controlling one or more of resource-consumption and resource-
20  production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
25  having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices; and
compensating a user associated with the at least one device based on a difference
between a predetermined baseline and an amount attributed to the change in one or more of
resource-consumption and resource-production.
30 30. Themethod of claim 29, wherein the step of compensating is performed by crediting
the user.

31.  The method of claim 29, wherein the baseline comprises an average amount of change

of one or more of resource-consumption and resource-production.
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25 for nessage delivery tinme, and in service are prepared for nessage
delivery. Each delivery process 730-733 polls the data engine to see if a
nessage is available for delivery in the Device Message Delivery Table 720
with a delivery nethod that is suitable for its delivery function. If a
delivery method is available to be sent the delivery process, for exanple a
fax, the fax delivery process 730 will select the correspondi ng user
defined nessage for the 30 exception nessage to be sent fromthe Fax

Del i very 3Rabl &hé2aRttldariglaiva 28, wikeseie thei bpsaint is ddpustdbledrasederkenerop deire ofand

seri al n%nbe found in theﬁge%k’e Location Table 721. The delivery process
then attefpt ape, SEARRDy PRYANEIAA (5 the user defined address found in the
del i very 33abl e mbibd Gxanpiralling bite dravore bffegsurdeOstadurhptionand Resbinéer y tabl e 722.
63 Each del iverable nmessage is configurable by the user sinply by edjting

t he rressalﬁ@ductléfkfss‘f’%ﬁﬁ%lwi‘tg aphealifs of tra10k deyises sherpothod sommiing the sfepfti ver i es
are acgconplishe i ] Y Lver I ivery tables
722 725 w th Cesere e el ne Bl R sl L e B P R Ver y
addr ess imere of sesourcerb@spmptianiey, resoiree-proéuctionAydingd icomtall obatdedst ererdevives hods
are easily . added to the system by adding a new delivery transport process
and an associ ated delivery table. FIG 16 illustrates the renote interface
unit (RIU) 10 wusaiting thefdcessAdRemitnhlBessi @B beled® b&Eommbdcdtiod cont ai ns
a renovabl e nodul e capabl e of sending nmessages to the server over a

speci fi c dovigasphare theiableast vae eoramunicatipn dggige eneliles thegakingrpiattgast ong agken be 10

connegq egkéa'i/glgﬁhégégfgcém &f Iﬁgviﬁingg%%lﬂfge%@'%@m&e b PreSGMEL-BlnsiiYon 433 array of

i nputs 8 red In nonitored plece of equipnent's limt,
oper at i ngresoutceguadiction gtirstersioo she at Mastemna devivedfione or inoreadbides wheretnree RI U 10

can be connected to the nmonitored equipment's .c ication interface if
caui pped B TR ip b e Y B R ST wibroif B SR SPonR aDRSERES, L 1
The centr @k taRIn@GAA6tidHtat WP HiiridglidiaiBlind. s preferably an industry standard
8-bit mcro- controller with 3 general purpose input/output (10) ports and 2
serial potts. Armsthod fagcontiolipg pie granerg AHESEQUEEE-EQRsSEMpiaNANg\FeRBISet hat i s used
to ing¢c I igetery )ﬁg}g] j 1] : &

i nst aﬁ in ﬁd‘t&gg{l ?gﬁgagtg r ser% I Cl rlltgg'? ﬁéﬁdﬁfﬁn%&,&ﬁ%@g@% U%%&?éllﬁ)gsﬁf E'%f)ss(%]
conmuni cat i on gen¢rhtidgat heasheneripoinhasiosal neeysrge mbm tendnabisertes rdkied topmeer  suppl .

Thi's por tmgge of resource-consumption by, resource-production by and control of at least one device;

transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
20  having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices; and
receiving at least one command at the central server, wherein the at least one
command is related to controlling at least one device and wherein the at least one
informational message is generated based on the at least one command wherein the at least
25  one command comprises an offer from a user associated with the one or more devices to
effectuate a change in one or more of consumption and supply of an associated resource for a
certain consideration.
35.  The method of claim 34, wherein the change in one or more of consumption and
supply comprises one or more of a reduction in consumption and an increase in supply of a
30  resource.
36. The method of claim 34, wherein the offer is transmitted to one or more entities.
37.  The method of claim 36, wherein at least one of the one or more entities determines

whether to accept the offer.
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20 the CPU is buffered and protected by filter 809 which uses standard
filter arrangenents from unwanted surges and voltage transients that may be
present on the sensing devices 808 connected to the RIU. The port is also
in conmunication with the RIU s internal power supply 803. CPU 804 is
capabl e of operating the power supply 803 on and off in order to perform
standby battery 802 tests, nonitor the presence of line power, and use the

frequenc 25 th mai ntain a t| standard. The third 10

port is ﬁbe ﬂ%&?‘ﬁ%‘ww TRIBHghester %o t he CPU 804 and to operate

out put dr I ver &ec&ﬁx@% baABd 6o & rhotP bpﬁ{dexﬁatans&ppﬁ/ datddnd dRiah @AY ShethBtoSt at e of
ei

the outputs can her be determ ned by results of decisions nade wthin
the CPU 8o4pidhe elferhafats senstating éhe at fegshonh inforratipeal seassege. vi a the transport

radi o 3 Nas terface st port is
connect egét o] ‘Q‘J ﬁ?gﬂgxer uk’%gm%#“t%}cm TSR c8n é?n?ﬂ&w(gl%ﬁdéé\? of serial
data eit bm’du&tﬁ)ntdsﬁ)cialteﬂn&ﬂﬁi pluratichi f remoke ldevidés] themettiod donipeisinglihd siépeof:ace 814
used to configure the RIU duri.n facturing, testing E‘;'gr“)lgsubsequent

A
confi gur at i onERKEGE 2t leagh ang in 69@'@5%%@ Hasemteal seryey r§1a E¥¥d to the 64
mul ti pl exgfe §esoutR- @nﬁﬁm@ﬁ%grreme-ﬁrM®t18999 hlﬁﬁco%af &Ta@ NMastididevitd; ansport s

to be installed at nmanuf acture to enabl € the use of a parti cul ar
t ransport bestra@ml'@léé ﬂiecﬂt least oap mfp@wfap@aﬂ mesfage toatdeashene comynuaidaien t he

transport r S erver,
e e R L T
second 5hseng the efﬂaétexfbaﬁ/&lmm dmnm@ﬁcﬁﬂ or morwdfabdoafcetoonhmﬂnoaramﬂs- 232 driver
806 and a RS-485 driver % \ﬁll tg the r pecg_l ve driver being con ect ed to
an inter r%se\ércaemd&&tw%mm éprthe Aldeqoney ORS; PITBOTE HF Vi 8

manuf act yf Rast Hﬁ@m@drﬁ{aﬁéﬁ‘aﬁ‘ haegga%@écmﬁge@a 'T&Bﬁ%e%nthﬂ Qighal ﬁﬂ‘%lﬁ%ﬂhe apOME use
RS- 232 and sone RS-485. For t reason, the RIU supports both. Wen one of

t hese i nieast mggmnslnwg@@ deyicesampnises at leashondinterfapeenit, otherecthe inberface wnif 0
communi cgl b&&n{?&ﬁe}tzgp t]-lth‘?hr?er %%B) ?ﬁé@ Jab AL g g f%{st %{?ﬁds SHW RIER 454 Nt er nal

CPU may be aval tFransm sston enot e sever.
Sensilyg cwth thest 1&3Bomeaypnidlsipnak to lakeumeation thng the effBtd o8 Prbvidimg 4 biﬂangen put

protection circuit 809 when the RS-232807 or 485@]]é re USE%P
communi c&F 89GPHTROTE RETGRHPE-BISHMBRAT AHFEFTOUreEB ﬁ%‘?n pfe (SQlthea $i°Bf exer
805, and ge@gd.0 801 make up the nessage generating mechani smof interface

unit
generating at least one signal for terminating the action having the effect of providing

the change; and
20 transmitting the at least one signal to the at least one interface unit, where the at least
one interface unit in communication with the one or more devices controls the at least one
device in accordance with the at least one signal, to take an action having the effect of
terminating the action having the effect of providing the change.
40. A method for controlling one or more of resource-consumption and resource-
25  production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
30 having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices;
generating at least one message regarding termination of the action having the effect

of providing the change; and
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15 10 di scussed above. Once every 24 hours, the CPU assenbl es a packet
(heartbeat) of data which contains status and operational data of connected
noni t ored equi pnent and conmuni cates this packet of data to the transport
radi o nodul e 801. The transport radi o nodule 801 then transmts the
information to the renote server as a normal status nessage as expl ai ned
above. The CPU 20 804 al so nonitors the status of the sensing devices 808.
The state of these inputs is feed into virtual Progranmmahbl e Logic

Control | er (VUW@WP%&‘?%]@’%OP%WSSF&@O tdenst onprremmuigatign devisss FAGTCout put s

of the vuRla{la@dné sdtRuhibRionideliBO dsQ RIS & 188t GeCaRly @hpiRRg 38 oPacket
and pass it on to the transport radio 801 for delivery to the renote server.

The | nvemoroef 4 userysid anjowingieef thaatiepst efsalewicdescri ption but rather is defined

by the cl & i: ' di ficati t ve
descri pt igg'n t?gﬁfﬁgggggaﬁﬁa@%%@cﬁg%@%ﬁ%@% olnlr{ﬁ"?{%a%g?td E\;{F%ﬂ&ggﬁé’w thin the
scopes of nfoheo aprenefipslystere dr dewiena pager, afelephodiscaniBMS of teat-messaging devices adesi gned
to be adgp%a}bl e t(%. all .for .of electronic comunication, be th cel lul ar

t el ephon@°Oila RRmPYing IPHPe BRGHENATY FUBRHER e ViRG 2 WeDraRWTeh 4 WIVEA®Tae, voi ce
mai |, et groghinh, of BEsiRiIOha@iRCtroni c nedia are contenplated as being w thin
the scope of the 30 invention. Also, nmultiple formats of incom ng and

out goi ng4&essageehed br egollingloae enmare ofirerelugereansyimphipn andeeseigepe of t he

clainms a i i T Just r C t of the
reesages DdAn A o AEUARe fARCABLLS ol Mot RiprBl B SR 0
i nvenbi on i s gémemtinght leastrbhecitifdrmatical messapmittacentrd s¢éivaGeltpditporadr but i s

contenplated o be 65 useful .for nmaintaining all.fo f renote equi pment.
For  examgIcEs O R S RRATUR OB Y TESA BCPrOSHELIHB Y BLACH IR ShAL 1 BRPE FETigE

expedi enfaznd S nonitoring and replacing warning lights on cellular towers,
radio transmtter towers, and other renote structures. 66 CLAIMS 1. A

net hod for coferssHiting gheqh leaghongfermational sunssage te ¥ heashene commmiratien our ce-

product i (agvi?ﬁ gﬁﬁeatﬁgﬁic 145t ShetoRinttin®latiby d{@ricere?@ﬁgsethg ?a‘ffdrfgﬁo;f at 163§ HEAARA

conpri sing eps of: generating at [east one I ntormational nessage at a
cent r1al deviug thereffleattod gravadimgeclangSofme@r ofore efresvnne-coonsaptiohiaod by,
resourc e-rgsggr%g-%%d?lgtioqyatﬁaiggte& ?ont&ur;, gtl lee(l)sft ox?et delv?c%so ome ot rggr\e/: id(e::\Ef\i;ces wherein the at
least one informational message comprises an order to reduce resource-consumption or
increase resource-production associated with the at least one device.
43. A method for controlling one or more of resource-consumption and resource-
20  production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
25  having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices; and
receiving at least one command at the central server, wherein the at least one
command is related to controlling at least one device and wherein the at least one
informational message is generated based on the at least one command wherein the at least
30 one command comprises an order to reduce resource-consumption or increase resource-
production associated with the at least one device.

44,  The method of claim 43, wherein the resource-consumption comprises energy

consumption,
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and transmtting the at | east one informational nessage to at |east one
communi cation device, where the at | east one comuni cati on devi ce enabl es
the taking of at |east one action having the effect of providing a change
of one or nore of resource-consunption and 10 resource-production attri buted
to the at | east one device of one or nore devices wherein a condition
triggering the at |east one informational nessage is an anticipated future
decrease in available energy to the device wherein the condition conprises
one or nafe ofThemethadbdbf daippdE eheninthe atslbae bﬁ@hformﬁtlmambﬂbgﬁsewb@ydf a

reductiop.in res or st.andby r Ci an energy-generation
out age; Wéﬁ%@% gﬁ&rﬁlgté’laé??m&{?ﬁ g‘tgﬁﬁt ?‘@ﬁ/‘i%'}‘@t ribution 15 outage; and
a tenor gp hagkehedbl Gﬁ&aﬂupﬂﬁ)eﬁ[ntﬁp’éﬁe&fc oRESRAHRGR lp&ézﬂy&folfeang resource
supply, resource transm ssion and resource distribution. 2. A nethod for

cont r ol | breriddes byranreptity associatedonithctbe sideastiopt deyiveand r esour ce- producti on
25500k at g6l W 0 Bl e BlkotBfonk SR SIFRLERE ol V7B BRF.CRPRL T o1 g T he

steps”of: one 1 nfor a central server
rel ated pﬂ)doaﬁ)nmssoz&tedwlﬁm opluratisoafireraete degivespthie detiivd, coh@ﬁ@hiQ@]&-Sﬂd‘p@dﬂCt ion by
and control of at |east one d§VICu and transmtting the at | east one

i nf or mat i onal SFREELIRG At legst gpe in méﬁﬁﬁ%a(fﬁ’t"i"%ﬁewﬁfé\ﬂ o @prfe the at

| east oNgEOFIREHuERL doASuntfdh &9, t%fb%?de%frodd&ﬁoﬁ B h&gco%op&fdt Rastton® Qeviegt i on
havi ng the effect of providing a change of one or nore of

r esour cedgbnsunpti on and 25 resource-production attributed to the at | east

one 4By e O uBlGiRlhs W £ I8 MLE R MRS g B o LSRRI BfSlALAL™ | 00

nmessage conprises an-i ns I’UCtI operatl | east
one devi devivd)@hererthé hleeasnsﬁerdanimmmahm admaft%aﬁlbahemhfgtdfanleaﬁ oflé a«&mhed to

one or npre of ate, us ters, one or nore set points,
oper at i gg‘ é"?tié? ngf@m%%&v“g% n@"r %FSOPE?@C@I‘%WEP@BH% uling of t he

at | east rQBGrcElBMda6tion3rButedtd b BOEast e ERMe0Pbhd HnHe %e@eesrm{&elmhe at
resource-consunpti on and resource- production associated with plurality of

renot e déeppicams inforieatippelaessags iqpntifesalevel of shange from: aply@h@rﬁﬂfﬂwb odt | east one
| nforgat i 51% Wﬁ%ﬁﬁ?&%%%ve%ﬁﬁﬁ e%mﬁﬁ%ﬁr&t’fe%rgtl&@l %19 bnd '?)?m%F Sﬁ%ﬁmﬂ{
U con

resource-co I on resource-production by an of at 1east one
devi ce; c617sumption and resource-productmn

48.  The method of claim 42, further comprising the step of:
assessing one or more of price data, demand data, and supply data to determine the
order.
20 49. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
and
25 transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices wherein the at
least one informational message is based on a request from an entity requesting one or more
30 of areduction in resource-consumption and an increase in resource-production by a
predetermined amount.
50.  The method of claim 49, wherein the predetermined amount comprises an estimated

amount based on one or more of demand data, supply data, device data and contract data.
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transmtting the at |east one informational nessage to at | east one
communi cation device, where the at | east one comuni cati on devi ce enabl es
the taking of at |east one action having the effect of providing a change
of one or nore of resource-consunption and resource-production attributed
to the at | east one device of one or nore devices; and 5 adjusting a bil
associated with the at | east one device pertaining to controlling the at

| east one device. 4. A nethod for controlling one or nore of

r esour ce- bonsulstiehodeitlsims®uwbereinghephaddtéronnedsomintis stdred infa vaenpireliila) i ty of
renote deyjces risi t steps of . ..generating at | east one
i nformati %érial ‘Aﬁéﬁsegl g’gﬁlerfg %%L%go@@ggpgﬁﬂ Iggrre \?E?es?%rfgf%n&u?lgugnn%%&g&o nore of

I esour ce- prodsdtion hisotialey withessluflig-al raskie dévides pe Alethod @Binpasin@theaieps 6fst one
device; and transpitting the at | east one informational nessage to at | east

g
one comuni cat§BFFAURRY; et oRgaEmptnRalmessagec a GrRtral THRTAFIEISE fRPedEyi ce
enabl e§. LR JfkbBZe RbnstinpiBA Y, rERErBGdRBo WV ARTohHE! fhf RES o dRiQVI ding a
change of one or nore of resource-consunption "and 15 resource-production
attributesnd o the at | east one device of one or nore devices wherein the

user profile i soci ated, wi,th a 0ty _havin i.nterest in one or nore
of energy con%adﬁ’i%%g& %%iagléa’gsit ogﬁg?ﬁg{lé%gn%sgé? %na?geggiogggglgwﬁtéorngy
pr oduci ngdeléus, where the at feadidne @Omimihicativii dedlck iefigblesnke akingoF &t 1edst one action
resour ce-consunpt .on and yresource- production _associated with a plurality of

renote dedFEREhc eHert REPIRSHngMENES Hgne Aemeiep sesprrce-coruptien 81d ng at | east
one i ffor ERELENFIIRDAZAAbRE] B REMIERT orRRIVRE of Gledrftbrt 8308 villerdiPie Of

resour ce-consunption by, resource-production by and control of at |east one
devi ce;  GRRITIRIA deieasicampribreongtor mosesenergyearelated@set®: i onal message to at | east

one comrugi cat | I r t ' C I | devi ce

enabl es t %a' ta}l%?lg%hoo g?ﬁ“gggﬁogﬁép%g i°£k%§%e'%§f§ﬁ%§ﬂpgﬁ%‘°§?%dé‘g “of providing
a change epfoda¢tmnassoniated with a planlityoef-ranots degitdspthe arethodesmprisiag freatips bf:on
attributed to the at | asél one_.devi.ce. of one or nore deviceg . wherein the
interface unit® § 8east AN B ioReL FFEAERH B GRUFRL Serber THARA{\ORF For

contr gkl i RrdHGeRurddRoRsudiptiof HYUesRIEIRSITRE BParfiNdnfrEISTAE felst oRE B&EE: | ON
associ at ed c\1/\/|th a plurality of "renote devices, the nmethod conprising the
steps of an

transmitting the at least one informational message to at least one communication

device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and

20  resource-production attributed to the at least one device of one or more devices wherein the
one or more devices are selectively re-adjusted, activated or deactivated subsequent to the
one or more device’s initial activations, de-activations or adj ustments.
54.  The method of claim 53, wherein the one or more devices are selectively re-adjusted,
activated or deactivated by at least one command.

25 55 The method of claim 53, wherein the one or more devices are selectively re-adjusted,
activated or deactivated by an additional at least one informational message.
56.  The method of claim 53, wherein the one or more devices may be selectively re-
adjusted, activated or deactivated in response to with a message to a communication device
associated with at least one intended recipient.

30 57. A method for controlling one or more of resource-consumption and resource-

production associated with a plurality of remote devices, the method comprising the steps of:

78



30 generating at |east one informational nessage at a central server related
to one or nore of resource-consunption by, resource-production by and
control of at |east one device; and 68 transmtting the at |east one

i nformati onal nessage to at | east one conmunication device, where the at

| east one communi cati on device enables the taking of at |east one action
havi ng the effect of providing a change of one or nore of
resource-consunption and resource-production attributed to the at |east one
devi ce of one ganemingatdeast enssinfiiraaéinal mersagetat § cendzed serveraelatefl 4o omet dronal
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the one orf nore o st gresource for
oper ati ngatde at |east one device. 7. A nethod for control ling one or nore
of resource-consunpt.i o nﬂ%resource-_ duction a?SOC|ated with a plurality
of renote devil @@Mtflﬂ%g‘ﬁé‘f ¥ ong Hipetivnpl message i legst one comFWRICAM ng at

| east Qnedéﬂ(f:é)(:vﬁ@xre&%heam%ﬁrﬁhcﬁtl&?dgvfc@em?&és\{ﬁé tak&%%?%@leﬁﬁ?of?@é‘cﬁ% mor €

of resource- consunptlon by, resour ce- production by and contr | east
one devi céaving thanffedt of proyidinga changeefone onmoietf oesouicesomfumptissagk to at | east

I d
enabl o8t RECRRt Bige BPtafpub e b Eefbns RORE o GRSRPRARE - g o

change of 1ea§te>netnfmraaomeﬂ nfiedsa i Clers@oisd mfpliespfiord adirdtentiBSegiestingdd sedotal | on
attributed to %ﬁﬁ Iea§t one dgglce ?f one _or nore devices; . and
fp selfstmtevelot@

det er mi ni 814 velol @fiusgentirom alwality f levels of respomse Bvelingiipt i on and
r esourge- @é&ﬂ&eﬁwfeda&hg HRUEEl b RubborPdr 1 #88IngQBBURE i GRcAgn 3 Tesul t of an

adj ust nent of | east one device. 8. The nmethod of claim 7, wherein
t he changé8r epAer%hndsfoacmwdlmqmnoomoreeﬁcn@ﬂom@e-cmuwngmm:emurcea The net hod

of claim 7rod‘{1\’§1%rn%s§$ {Jpe% Wi g]an d&%?/rﬁ{)‘%%e%ges‘ &fér ol c%f %glgg tﬁ’e sSéps%ﬁ o

resource (Papa el ng pr reas one VI C
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reduction of esour ce- consu ion and an i.ncyeasge of ce- production of
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15 transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices; and
receiving at least one command at the central server, wherein the at least one
20 command is related to controlling at least one device and wherein the at least one
informational message is generated based on the at least one command wherein the at least
one command comprises a request from a first entity requesting a second entity to select a
level of adjustment from a plurality of levels of response involving the second entity reducing
resource-consumption or increasing resource-production.
25 59. The method of claim 57, wherein the levels of adjustment comprise one or more of no
adjustment and some adjustment.
60.  The method of claim 57, wherein each level of adjustment has a corresponding
incentive.
61.  The method of claim 57, wherein the first entity comprises a supplier of a resource for
30 operating the at least one device.
62. A method for controlling one or more of resource-consumption and resource-

production associated with a plurality of remote devices, the method comprising the steps of:
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11. The method of claim7, wherein data about the anpbunt of change is
collected electronically via one or nore of a communication link; a
cellular tel ephone network, a radio network, a satellite network, a paging
networ k, an Ethernet network, a packet network, Internet, a power |line and
mul tiple networks. 30 12. The method of claim7, further conprising the step
of . determining that a current or an anticipated price of a resource is .
greater than a certain_value. 69 13. A nethod for controlling one or nore
of resour ce- coBeneraing ¥eagheneriabHonntional messepsat h oenteabsaredraelatgdig enear plural ity
of renote_devj : | Si ; ] ti .| east
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wth the Moo G5 cOPHRK 6 405, BPER AL o] kAL BRECT T g
one or noieastohe infroatioes! oessigayttasal ardeqesofim a-firgreatiyetquestigsseorat ed with
a pluralit off re %.e devi ces, the net hog corrlpri sing the stdglgs ofh
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of at |east one device, 15 transmtting the at |east one informational
nessage t é lculated dor thegecondrpatily beped oma ugpsprafide. where the at | east one
communi caghon Aeykiis BPAMES e bRKbAGt Msofve LGN ARF ek oe VI NG the
ef fect of providing a change one or nore of resogrce-consurrptl on and

r esour ce- producivniassociatet vithug pldrality eftvemett deveest the metlhbd\conprisihg dresstaps ofror e

devi ces; and restor.i ngtllt h? at. Ieasﬁ one devi ce t%@i st at f)r condition prior
to an adj ust meFeTRHRAR Y Ifast ope infarmational messpgrat 3 cential servesTelated £, PRGRY onal
messags. hre dfitesoliRleRofsu@iptioh iy MeddhrcerdiRtitn by8ndSdoBRoIdf at RALtNE BEviEd)r t her

conpri ses adjusting one ) ) o
transmitting the at least one informational message to at least one communication

device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices; and
20 receiving at least one command at the central server, wherein the at least one
command is related to controlling at least one device and wherein the at least one
informational message is generated based on the at least one command wherein the at least
one command comprises a request from a first entity requesting one or more of a reduction in
resource-consumption and an increase in resource-production where a level of adjustment
25  concerning one or more of resource-consumption or resource production is calculated for the
second entity based on a user profile.
64. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
30 more of resource-consumption by, resource-production by and control of at least one device;
and
transmitting the at least one informational message to at least one communication

device, where the at least one communication device enables the taking of at least one action
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or nore of state, use, one or nore paraneters, one or nore set points,
operating characteristics, duty cycle, control |ogic and scheduling of the
at | east one device. 16. The method of claim 14, wherein the step of
restoring is perforned after a 25 predeterm ned period of time. 17. The
met hod of claim 14, wherein the step of restoring is perfornmed in response
to a trigger event. 18. The nethod of claim 17, wherein the trigger event
conprises one or nore of a reduction in shortfall of avail able energy; an
i ncr ease havingdbeef{ast ofiprevidinglsychange®i peeorgagra of teyourclconsumptiorcanidon of end of
an ener oY aanar alhflof Alfed & dleH G BB BFioE SRy AR EARAAY Wik hbY | On
out age; and a reductron or end of a terror or hacker attack on one or nore
of  r esouleast ope dflumbiicn] mesagais besed wpplryquastdrones Grst estitd r&juestingtonenr 70 19.

The nmethod of clajm.17, wherein the step, of, restoring is rformed upon
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for contr b .Qr nore of resource-consunption and resource- production
associ at e@uﬁlgﬁogﬁ%eﬁf ality of renote devices, the nethod conprising the

st eps of : 65.genknathod doradontreldiag oncer mork of readircerednsumpis@aymdatsoarceent ral  server

related to gne or more. of  resource-consunption by, resource-ppoduction by
and cont rBodtioRassPRAEd Wik RIBITET FemRle fidgrsaibe 1iegT ErEPHting BESterb e

i nforpmtional gmeERGLatléhsPéneliBRShatnel HORAPN & adrit@Nser et Yelaed tohiRI® the at
| east one conmuni cation devi ce enabl es the taklgﬁ of at |east one action

havi ng t hEOBFGEERSPUISE-CPRSYMPHPR BY. deORERPEdYFtianTty a9 crpfrel obpt least one device;
resour ce- consugniifin AR at &S Bgeg] gl?% ?faﬁ&%éfﬁm'e&gguﬁt:oltaf 1%#{%%9 chfmufiRain | €St one

devi ce of one or noredevices; justing a bi a user assoclated with
t he one odevigy whete ttiexat east@ne communicationalevice eddbleadhd taking fat ldwst amxt dctian i ng and

controlli .t | east qagne device din accordance with the.at | egast one
o a1 Bt i Btert P50 o s ol SORRE R PwEE-Srhsbipufh el o
r esoul § e- fRfgtdPprotetion Alrit\@eDietEEat least one device of one or more devices; and

receiving at least one command at the central server, wherein the at least one

command is related to controlling at least one device and wherein the at least one
informational message is generated based on the at least one command wherein the at least
one command comprises a request from a first entity requesting one or more of a reduction in
20  resource-consumption and an increase in resource-production where a level of adjustment
concerning one or more of resource-consumption or resource production is calculated for the
second entity based on an overall target demand or supply goal for a plurality of entities.
66.  The method of claim 64, wherein the second entity decides how the level of
adjustment is distributed throughout the one or more devices.
25 67. Themethod of claim 64, wherein the second entity decides the one or more devices to
be adjusted and an order of adjustment for the one or more devices.
68.- The method of claim 67, wherein an estimated amount of adjustment of each of the
one or more devices is determined.
69.  The method of claim 65, wherein the second entity decides how the level of
30  adjustment is distributed throughout the one or more devices.
70.  The method of claim 65, wherein the second entity decides the one or more devices to

be adjusted and an order of adjustment for the one or more devices.
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production associated with a plurality of renote devices, the nethod
conprising the steps of: generating at |east one informational nessage at a
central server related to one or 20 nore of resource-consunption by,
resource-production by and control of at |east one device; transmtting the
at | east one informational nessage to at | east one communi cation device,
where the at | east one comruni cati on device enables the taking of at | east

one action having the effect of providing a change of one or nore of
r esour ce- Bonsuhpethes forsantreliagone e mare el Fesqusse-GORSFMPHANARd TeSOUISE- at | east one
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product | SROFLLEEPEPEEWRRPRAG P [PafCeProghetiontyfld Guvial ekat ek ongdasiss
conprissi ngdt he steps of 30 generating at | east one informational nessage at
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where the at 1east one communi cati o evice enables the taking of at | east
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resour ce-consunmpt kon and. resourcesprodugti.on attributed to the at,|least one
devi ce of “ONE™ % 0(?1‘%()3&811 gg—\‘/bluée SP enagleg‘?ltjoﬁlg(fi F‘ﬁ@e%@ © OF ML EMIED AT A fhe one
or noree deast esinf@mativhabni®ssage ©basedpplayequasideth asemity fRFubstingbnOcemere nor e of
activatin controlling the at | east, one device. 5 24. A nethod for

an .
cont r ol | | gt TEHEHGR MFSITesreongupRor and gt BIGTRARS 18 AESqRTCPERMGHERY % oduct i on

associ at eglefdiérihitedRinéuad fof ¥h Pfedii@80t € devices, the method conprising the
steps of:” generating at |east one informational nessage at a central server

rel at ed t®.oneAorethedier aohtreliing anecer-mern ofireptiremcdnpymperoandgesopraseuct i on by

and control Jof. at |le evi. ce; rapsmttj h l.east _opne. .

i or at | BrdfcoB bsefaRd y 8 G Sr e SRR o Peho 6P B be S & e a
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devi ce of one @muARHiL: HE ¥l 168S ond¥fbrmational message to at least one communication

device, where the at least one communication device enables the taking of at least one action
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having the effect of providing a change of one or more of resource-consumption and

20  resource-production attributed to the at least one device of one or more devices; and

receiving at least one command at the central server, wherein the at least one

command is related to controlling at least one device and wherein the at least one
informational message is generated based on the at least one command wherein the at least
one command comprises a request from an entity requesting one or more of a reduction in

25  resource-consumption and an increase in resource-production by a predetermined amount for
an incentive. |
73. The method of claim 71, wherein a user associated with the one or more devices
determines an amount of one or more of resource-consumption and resource-production in
response to the incentive.

30 74,  The method of claim 71, wherein the resource-consumption comprises energy
consumption.
75. A method for controlling one or more of resource-consumption and resource-

production associated with a plurality of remote devices, the method comprising the steps of:
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generating data for one or nore of adjusting a bill and initiating a
settlenent action associated with the one or nore devices for one or nore
of activating, deactivating and 15 controlling the at | east one device in
accordance with the at |east one informational nessage. 25. A nmethod for
controlling one or nore of resource-consunption and resource- production
associated with a plurality of renote devices, the nethod conprising the
steps of: generating at |east one .informational nessage at a central server
rel ated to on&cRfratinggf leagfone Ederational Biessaap et aotenisgl serverestiliedcte ope 8Huct i on by

and_cont rglre 6F e8burb EsuRBfoniSY ek iiroe ABALARABY kS bidhol BPardas! GRS
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resul t offessHecegrodustien giribyiedde heat leay oandeviesnione pi mgretdesicss; andast  one
device. 26. A éxﬁ?zﬁlgfaq{oti‘ﬁ%{ohgﬁéséa{ég tPRE aPleadtBAE M mi B Ah HeyIEORALERL | on and
resource- production-assocl ated w a plurality of renote devices, the

met hod cdhgnatificatipn hesssgedpformos one qyemee anténded recipientssif delveeri f nomddliveryal
nessage at a related to one or 30 nore of

a ntral .server
resource-oégﬁs%ﬁeﬁftio I%@ﬁﬁgﬂlﬁe&a—gﬁ‘roduction by and control of at |east one

devi cig;, 76l aniinkthol SortddRiralling &@SIr nfRe of re§UkdBicnOIAMtioNRSE 2g6uice- at | east one
conmuni cati on device, where the at | east one comuni cati on devi ce enabl es

the taki rjodrction asseciated with apluraldy ofeemetadewiges, ke raethed sorpprisinedhe 8EpPfiPia change
of one or nor - ?ﬁm = i tributed
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receiving at least one command at the central server, wherein the at least one

command is related to controlling at least one device and wherein the at least one
20 informational message is generated based on the at least one command; and
transmitting a notification message to the at least one communication device wherein
the notification message informs one or more intended recipients about the change in one or
more of resource consumption and resource production.
77. A method for controlling one or more of resource-consumption and resource-
25  production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
30  having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices; and
calculating an amount of the change in one or more of resource-consumption and

resource-production attributed to an entity for a specific adjustment; and
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transmtting the at |east one informational nessage to at | east one

comuni cation 10 device, where the at | east one communi cation device enabl es
the taking of at |east one action having the effect of providing a change
of one or nore of resource-consunption and resource-production attributed
to the at | east one device of one or nore devices; and initiating a
settlenent action to ensure an accurate anount is paid to an appropriate
reci pient froman appropriate payer related to one or nore of
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storing the potential amount in a database.

80. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
20  more of resource-consumption by, resource-production by and control of at least one device;
and
transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
25 resource-production attributed to the at least one device of one or more devices wherein each
unit of change in one or more of resource-consumption and resource-production within a
defined area resulting from the action determines an amount of compensation.
81.  The method of claim 80, wherein the unit of change in one or more of resource-
consumption and resource-production is a predetermined number of kilowatts or kilowatt-
30  hours of energy.
82. A method for controlling one or more of resource-consumption and resource-

production associated with a plurality of remote devices, the method comprising the steps of:
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production associated with a plurality of renote devices, the nethod
conprising the steps of: 5 generating at |east one informational nessage at
a central server related to one or nore of resource-consunption by,
resource-production by and control of at |east one device; and transmtting
the at | east one informational nessage to at | east one conmmunication

devi ce, where the at |east one comuni cation device enables the taking of at
| east one action 10 having the effect of providing a change of one or nore
of resour ce- c GARIRHNE ableasipae infermatioral preswige ot aogenteliservisutedated to onper at | east

one, devi G AR LedBiBp AR RS MLDSHRa bS] ARRFRE R 18R BI@Licener Al of

by the cen server e|n Sés an I ncentive or 't aki ng
an action at dmansﬂmittinggheaatdeast mennﬁonnﬂ:;onﬂétneséagm@ hiddast otie copmhwirdddtiong one or

B1 U al 1 ¢ ARG B ° AR 8E PHETIEAAL doGoriBRPler 16 091 QL B oRe alifner at i ng
at | east magltma‘&fea%ﬂp%mmg%ﬁﬁgeo%neanMé b PlestRd nsirBptiin@@ddt © one or
nore of resource- consugg%tl on , resource-production by and control of at

| east oneewaiemEeductiomn bptqdrt@thewtaleast opedevicesieng ﬁfmpmew@%lm%ssage to at
| east one co mlﬁgta'u%}toﬂr égﬁﬁyomﬁ a&g&t% JP] &%hoéa% th%oc lggation device

enabl es the t of at t one ac I'0 avi ng tof providing
a change méoumeecommnpﬂmeamdrasmwpméuatmnmnﬂaddng @ﬂdmrv@lmmnd&qhmgtuct ion
attributed ta the at |east oneﬁgew ce, of .one or npre devices; and receiving

at | east GHETESMHEAGMILe Qi jpurrend s ehangs, gy EioR chamge-at | east one

comefd i8I elphefiold GorkontrslRhg bilordoré 8RB ouRRECOR M dﬁﬁ)naailg r&Bicel N the at
| east one informational nessage is generated based on the at |east one

command viedustion assecizied with gphpslity abreqwtadavives drronetbed camprisineshe stepinfa user
associ ated Wi {08 ag)lron@%fg bhd Foslade gfafe %e%&h%}\%ri%lﬁ&ﬂ%%%e off One or

nore of consu t|on an supply an asso resource for a certain
consi der amomf reS&ucé'hmsumphmdby)"resoﬂlrae-pnoﬂdctlowM’wraad noritivd oﬁttdcngéoﬂerdemce, or nore
reductian . in

O SOMSUTPLI O At RDLNCEPARL) B8 00 SEll' s ohE SRR, g o
cl ai ms34, devee/wheie thieat Rhdt She temihli@ABAIch [dbAGe éfAbRE theQhkiAPELat Uk drle@Btion 37. The
met hod of claim 36, wherein at |east one of the one or nore entities
det er m nelgving the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices; and
enabling a user to accept one or more bids from one or more entities for an amount of
change of one or more of the change of resource-consumption and resource-production.
20 83, A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
transmitting the at least one informational message to at least one communication
25  device, where the at least one communication device enables the taking of at least one action
haviﬁg the effect of providing a change of one or more of res;)urce-consumption and
resource-production attributed to the at least one device of one or more devices; and
enabling a user to offer a projected amount of change of one or more of resource-
consumption and resource-production wherein the at least one informational message is
30  generated based on the projected amount.

84.  The method of claim 83, wherein the one or more entities comprise one or more of

other users, one or more resource providers, one or more resource transmission entities, one
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whet her to accept the offer. 74 38. The nethod of claim 34, further
conprising the step of: deciding based on one or nore of price data, supply
data and demand data whether to accept the offer before generating the at

| east one informational nessage. 39. A nmethod for controlling one or nore of
resour ce-consunpti on and resource 5 production associated with a plurality
of renote devices, the nethod conprising the steps of: generating at | east
one informational nessage at a central server related to one or nore of

r esour ce- ¥aPRIaFRSPYTEhdipYibutiensentitien iading ertitieprang yn Spfity asneciatsd with the | east one
devi ce; téeﬁﬁg%ly&l ng the at |east one informational message to at |east one
communi cat 1 on evice, where the at | east one conmunication device enabl es
t he t aki n8p.of Amethod §or oontfolhng pugor nide hﬁmsmgcet-d:cmsmhptamtandfreqoumv-| ding a

change of one..or ur.ce-cons tLon our ce-.pr uctlo

oo oo aRite g lyith SRRUREE of R TR 4 RehES BePELE BEAGHL (e

at |least one i geﬁaaﬁgtatmadonma%oﬁamsg@@%t aiéenhela@tveep&ate@fbtdnelorm gnal and
wherein the at. | east one communi cation device conprises at |east one

i nt er f ac Mo TeSQHET-€ONSHaPTioR By Feferreenmroduction bygweraprtedd of arleast e deiceone or
mor e devi ces %Eﬁﬂﬁ%th Qtl@éstbﬁ@aﬁforﬁ%n%k&ﬁ dd a?‘fc& oﬁé‘?@ﬁm dph the at

| east one contro na to take an action %VI ng ect o pr ovi di ng a
change odlevmevewlmre thoratleast one s@mmumcwnsiawpc ermblearﬂw tales@ aof atdegst amtLactioron
attribute east. one ener eas signal for
Fer m nat i 1 hOGER] ot RRbRG raleR e i p 5RE ST bR dbons BBt Ege. “and 20
transpot ttestguédq&oducnb@amﬁbmmoshegméasﬁ@eHbﬁc@@fdne@s oéddeviidek; eahﬂace unit,

where the at least one interface unit i.,n comruni cation with the one or nore
devi ces cont r gledning eng pr marecondifans aeRTRIAE pid ageeptings HOR Qfieon MOFReifiey east

one si gnajy, g.n? ]Q%Es?ljﬁ&t%‘ ofEdH dﬂ&e %PYésMcé-ElﬁlsﬁH)tﬁﬁlt an@freso{n%(a 'fi‘r&ﬁltcf &g the action

havi ng t he of providing the change. 40. A nethod'for controlling one
or nore o86. res@med@dcfmutrplﬂmgnnacmnwresﬁmmacesomumnwandrremel ated with a

0 cast BRI FuPRI VRS ey B Lo ARRRS G BpbE PRt R e pe B o

more 0 resourgferadisatigist @i ibfprmatRaaluheeageraos veitiabseriay réelmedd eodierop! of at

| east one device;
more of resource-consumption by, resource-production by and control of at least one device;

transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
20  resource-production attributed to the at least one device of one or more devices;
assessing a consumption amount of one or more resources associated with operation
of one or more devices; and
assessing a supply amount of the one or more resources.
87.  The method of claim 86, wherein the consumption amount comprises aggregate
25  consumption data associated with a plurality of devices.
88.  The method of claim 86, wherein the consumption amount comprises one or more of
current consumption, theoretical consumption, anticipated consumption, a steady-sate
consumption for a predetermined time frame, a peak consumption for a predetermined time
frame and an average consumption for a predetermined time frame.
30 89.  The method of claim 86, wherein the consumption amount is extrapolated from a

plurality of devices contributing to aggregate consumption within a predefined area.
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transmtting the at |east one informational nessage to at | east one

communi cation device, where the at | east one comuni cati on devi ce enabl es
the taking of at |east one action 30 having the effect of providing a
change of one or nore of resource-consunption and resource-production
attributed to the at | east one device of one or nore devices; generating at

| east one nessage regarding termnation of the action having the effect of
provi ding the change; and 75 transmtting the at |east one nessage to the at
| east ong"oeomﬁﬁlﬂﬁl o clginy BR.evhegpia the plyrplity of dedesscompasecoeambinatigniobn devi ce
IS associ ' : ; | LSl . enpne . user and
an owner tg‘% &&Ag%(%}e F%Véése:tg %g%oéﬁﬁgl\l}?dgght‘%?cﬂ eléa%njéé}%o‘%ﬁg?&%?ag?%dg‘ag a\f\ﬂer ein the
at | east aie dedpesuni cation device is one or 5 nore of an enmil system or

devi ce, pager, a.tel on SMS or. .text-pmessagi ng device, a nobile
conput i n?ldev?@@Pe§‘° toigﬁﬁﬂg?ﬁ@%%ﬂ?’?ﬂﬁnﬁé\?isg‘éf’%a web browser, a server, a
sof tway e  pr ogidpstingtore @€ fiokd dFtheBERiree condemptfon it Resdufcelprédidtisbd theg one or
nore of resource-consunption and resource- production associated with a

pl ur al i t yongfor popgdericgebaseden thegesensod soRuBptipn Py vanyingstamp thegssessedq

generati t i } nessage at a central server related to
one or m@gag?hgg%(?g%gg?dcﬁ@%%gﬁﬂby, resour ce-production by and control
of at |ed® orkhedasthodef clagn@1; wiansinithe dsseysedivensumpltion stnoomtecoinptisesnat i onal

nmessage to at | east one ni cati evi ce, where the at | east one
comuni caat%gﬁeﬁata§Wswpg%§¥gggwe}%ﬁ'ﬁﬁ%ﬂm§t | east one action 15 having
the efd ecd3.of AHiitodfstGontreliAg e @fmdd 6f REoUFBY-ConeimpiasiindGesoeRBSUNPt i on and
resource-production attributed to the at |east one_device of one or nore

devi ces viHedustian assecizied Witk aplurglify of rmptgdavicshdhe meded gemprdtipg the sPsof: or der
to reduce IesquhGesdOn KNk AtofatichAGHASSE of £ORUECEHRE AEMEd tihedFOCI al ed

with the at | east one devi ce. or controlling one or nore of

I esour ce-more ngsoiroercensumpsobly, ceso@eprogidetiom byrand seutedl af etdleast dhe devipleur al ity

of renote devices,.the nethod canprising,the steps, of: enerating at | east

one infornati o%?#‘ﬁé‘@%%t lgffsg%neclgﬁwgﬁlonggm?gertg Iagkegs& OP%Q%HIB“{SIFah re of

(r]I esours e- g wiért the abléast 086 BoHRBniRERA e VicO Bnables Bectalifg bf &lleRf ortacti@dst one
evi ce;

having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices; and
assessing price data associated with one or more resources associated with the
operation of the one or more devices; wherein the price data is considered in generating the af
20 least one informational message.
94.  The method of claim 93, wherein the price data is compared to at least one
predetermined price threshold.
95.  The method of claim 94, wherein the at least one predetermined price threshold is
stored in a user profile.
25 96. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
transmitting the at least one informational message to at least one communication
30  device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices;

monitoring a plurality of devices; and
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transmtting the at |east one informational nessage to at | east one

communi cation device, where the at | east one comuni cati on devi ce enabl es
the taking of at |east one action 25 having the effect of providing a
change of one or nore of resource-consunption and resource-production
attributed to the at | east one device of one or nore devices; and receiving
at | east one command at the central server, wherein the at |east one

command is related to controlling at | east one device and wherein the at

| east one i nMisterRRg ety 94 gECT datased aitlenst ibapseendhe sterolinonivase one
command vhgreideih i r@smlln?%%pﬁ&oda% c&ma%; ItingGRe AMeRf Gy tO reduce
resour ce- consurrptl (0] or ncrease resource- pro uctiron assocliated with the at
| east onanfdouateomal Mdssagehe net hod of claim 43, wherein the

resour ce-£ons tign .c [i ses .ener consunpti.on. 76 .45. The nethod of

ol ai m 43,9 aheridr e o elaim 36 whergin i okrly of Heyice saBite Gne G2 B9RERT of

bei ng 50V atdoueld@nndiiisdon &tliprhont,36afde AlsBibutivh Balipierd] thk 8ASHr AHR déevésce. 46.
The net hod of claim 45, wherein the at | east one command i s capabl e of being
overri ddedmptadednss ty associ ated with the at |east one device. 5 47. A

met hod f co j e- con t resour ce-
product i gjr?' assr}%)féllgig'%) gg& v?ng {Ptﬁolgﬁgp%cglnﬁr§5§1]§%%&o§9%e I ceagl???saggremt hod

conpri si nyodustors ssspsated with gehealiy ofignmte devirss, tioneethod comprisimgtht stepssfage at a
central server reltatgg{]htot ongtﬁor rtrll)r$ of resourc -consugggtié){é 31%

r esour ce- pr od GERTETERA 1S4 PNE SHPTRAtORG mgssass 36q cegfial SYENST pedated tope b

t ransyy t ti6g of Rodte-t@RohpRsiEhy, PdsOlird®piodieionMyasagenttod ofiht IbRRSHe RRRe;

communi cation device, where the at | east one conmuni cati on devi ce enabl es
the taking of tepsmigtingthepideastenejptormatiqnglymessegeds pleast gre prpmrRILai9na change

of one OrgdyRE Syitre {hgég}\(}?ﬁ Sﬁﬁ ?&xg:'rr]lﬁiﬂkétﬁﬂ dBNee edabRO H{e\%ﬁgir?%?ﬁé{?%sp&e%‘%ﬂ but ed

to the at | east one e or nore devices e at east one
i nf or mat i lowinlg thesffatef pradding Richanga of encedr madre ofiesayaced-camsumpipdrand| i ty of

| evel s of 15 change..wh in eagh lLevel of change conprises a different |evel
of one or™FFE BPACLER il RtedTE TIE At ISR Sr dRHICS UR0E PEROH YRSt on. 48, The
met hotk of cl airBefdng dtUedshéiie comindnd 3t the cérhRl Sdrexd, Wherein the at least one

command is related to controlling at least one device and wherein the at least one

informational message is generated based on the at least one command;
monitoring a plurality of devices; and
determining a plurality of price data based at least in part on the step of monitoring
20  data wherein the plurality of price data is considered in generating the at least one command.
99. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
25 transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices; and
assessing price data associated with one or more resources associated with the
30  operation of the one or more devices; wherein the price data is considered in one or more of
activating, deactivating, controlling, and not controlling the at least one device.
100. A method for controlling one or more of resource-consumption and resource-

production associated with a plurality of remote devices, the method comprising the steps of:
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assessing one or nore of price data, demand data, and supply data to
determ ne the order. 20 49. A nethod for controlling one or nore of

resour ce-consunpti on and resource- production associated with a plurality of
renote devices, the nethod conprising the steps of generating at |east one
i nformati onal nessage at a central server related to one or nore of
resource-consunption by, resource-production by and control of at |east one

device; and 25 transnjtting the at | east one informational nessage to at
| east one comERFTEHE;abIastgag infermafipeal mepssge aita qephalseryseretaseorhioPme st i on devi ce

enabl es the. B%Mc@éor@&n*)my, RRGES Joeﬁbﬁoﬁ%yiaﬂg o1 6F {196t SHe VR ding a

change of one or nor e of Tesource-consunption”an resour ce- production
attri but ed t o tiahsmitting theyattleashenedefpimationdl messagerto atdeast dma/¢opmsunitetioni n t he at

| east one, i nfaor.mational nessage is bhased.on reguest. fr an entit

request i ndge“(SFré”}i?Fe%lagleao’% OBt © ‘é‘ﬂfi’?‘ﬁ‘ gﬁ“f%@@%ﬂ??@%ﬁ%ﬁ&ﬁ a‘ét?w%l an

i NCr edse Haling @seaffecEofiPrOddiag b @Rany ofonefVr @ElRé 6f lBtdIect-iBuAptionddd The net hod
of claim 49, wherein the_predeterm ned anount conprises an estimted anount

based on T&¥EresProcHoRtriiad e thet least ope devceptoae oydoredevisst #0dnd cont r act
data. 77 51. ; f1.G 1@l i ] toi
ata EEE%S%%O #3?61‘13& dafa'o®bAR %ﬁ%??ﬂsﬂn%ﬁr}?r%lﬁcﬁg?m sﬁgﬂlgr RNt 1S

stored in a user 2. A nmethod for c I'1ing o nor e of
r esour ce-asgngitadpyithooneann dnare ssourees-associotéd otithithe epsatvnatf ¢lek aneton mwre| ural ity of

deyi h hod 1.S§ he. f. i I
et Sel e b, BRI BBkl LIS R g MERE IR 7 o

I esour(ce-igfoia skl @esshge. resour ce-production by and control of at |east one
device; and transm_ tting the at |east one informational nessage to at | east

one commitilcat Bthod &ricetroliipgpre Griroraof Tegisee-MEUBRIARAT SSOIGA™ devi ce.
enabl es theqfaki &aoazte@?vitpg ﬁ?%fﬁﬂo‘té)&vic'%é}‘ﬂé 3 eﬁf!s\@c&ﬁﬁ&f;ﬁg @€ s b ding a

change of " one or nore o our ce- consurrpt 1 ONn 0O resource- pro ucti on
attribut ed to geheratirtg dt deast one imforteationd nodfssaga et ocentral sere wlaedtowmeoei n t he

ome o YA SRS BBl SRR ST FOBE) et T
15 transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices; and
assessing device function data associated with the operation of the one or more
20  devices; wherein the assessed device function data is considered in generating the at least one
informational message.
102. The method of claim 101, wherein the device function data comprises one or more of
cost data in operating a device, cost data of one or more resources for operating the device,
information regarding an ability to adjust one or more of resource-consumption and resource-
25  production by the at least one device and priority of controlling the devices in relation to
other devices.
103. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
30  more of resource-consumption by, resource-production by and control of at least one device;
transmitting the at least one informational message to at least one communication

device, where the at least one communication device enables the taking of at least one action
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production associated with a plurality of renpote devices, the nethod conpri
sing the steps of generating at |east one informational nessage at a
central server related to one or 15 nore of resource-consunption by,
resource-production by and control of at |east one device; and transmtting
the at | east one informational nessage to at | east one conmmunication

devi ce, where the at |east one comuni cation device enables the taking of at
| east one action_having the effect of providing a change of one or nore of
r esour cehevpg theystiedof arnyidiog ¢ elppee efongopmoens ¢fgesortcerdobsumptionend he at | east

one devi ??soﬁfce-ﬁfbgjuﬁgotngﬁgt,ﬁ-ﬁufétﬁﬂ ﬁ,gatdw%r% '&V[cg%f 0B r&%re%gesd 4 ces are

sel ectively re-a activate eactlvated subsequent to the one or
nmor e devi ce' sassedsinigaveathet Cumlitionrdata affectinptthe/gieration of theauie w8 inveedesice§i4. The
met hod of .cl ai m 53, erein the .one or nore devices are selectively

- ad] us (UHHEIn e ASGssPO Y SR PIARRTPO QHRls Byeidre] BaETraieE BEANERIONO5 55, The
met hod OfinfolndtiohslInesvper ei n the one or nore devices are selectively
re-adjusted, activated or deactivated by an additional at |east one

i nf or mat i18fal Areetsedytor cogrolliingonewr Mote effresorecereosBmplion ead reselree-one or nore

devi ces T;?é’dup@?nﬁa%o%‘fattédvﬂtyaE)ﬁfralﬁsqj)ﬂ‘%ﬁlgg’de %és' &gtn?e(ihoo co%g)%%}n:g\fﬁésg s!o ;
response ‘to W a nmessage to a communi cati'6h device ~associated W th at
| east one i nt geexingatiepstent inf&thabidnal Aessapdiatch deniiral Genver latddtg oaerer or nor e of

resour ce- cons tion and resqurce- prodyction associate ith a plurality of
oot e daVITE B P GBI B Hp I I TIOHEtER B 8pfontors) 2 et R RYCEs | cnst
one imf or mat i gRRIimiARE IROR 16kt GheGRBinhaond ei&ige E@&tqgﬁﬂoﬁ&oia?ﬁmgéaﬁoﬂm e of

an

resour ce- consunpti on by, resource-production b control of at |east one

devi ce; dgnige twheredhe atlpast onceonypunication deyice anplples tha takinenf attessioge agtipnat | east
one com’rqH'- ' We C g’g‘y@u tiqen device
enabl es t {éﬁ?gL féﬁfgeaoo?‘f:ﬁﬁ(ﬁggﬁ?ﬁ%ﬁgggﬁeﬁ% nnlo‘?ﬁgft/rf%g ﬁiehcg) e etg)? a(%’? providing a
change ofresonee-@roduoticn afributed dol theat least snebdvicernf anelor meeaigvices; pandduct i on
attributed to the at | eaﬁé gge devia%a 0&1 tgne or, oy Stf devi ces wherei n the at
| east one i nf BFHEIEINE] Pl ledapassosiafed With theoners ié)&L?é € Qe RMOTE fevigeSiant j ¢ y
request i Rghefei® @16 Adssel RbdripYofile dfte lseohsideré®y Pen&hticthbl gt 188Abnd rom a plurality
of levels of response involving the
informational message.
105. The method of claim 104, wherein the user profile data comprises data representing
one or more of an average demand and an average supply.
106. A method for controlling one or more of resource-consumption and resource-
20 production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
25  having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices; and
assessing one or more event conditions comprising one or more of power reduction
warnings; national, region or local security warnings; power or energy shortage warnings;
terrorist attacks; power outages; equipment outages; power system restoration; wherein the
30 assessed one or more event conditions is considered in generating the at least one
informational message.

107. A method for controlling one or more of resource-consumption and resource-

production associated with a plurality of remote devices, the method comprising the steps of:
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10 second entity reducing resource-consunption or increasing
resource-production. 58. A nethod for controlling one or nore of

resour ce-consunpti on and resource- production associated with a plurality of
renote devices, the nethod conprising the steps of. generating at |east one
i nformati onal nessage at a central server related to one or nore of

resour ce-consunption by, resource-production by and control of at |east one

device; 15 transm tti Peggt he at | east one i nformatl onal nessage to at | east

one communi caFYRAIGSY pranatigpal message ata csABAlSsHenFRlated odRe Qkvi ce
enabl es _tigre bitesdiiodlondimbidioly, RAGurdLhioBiktiol By cditid) 6F fidth: G U] di ng 2
change of one or nore of resource-consunption and resource-production
attributed tomah‘enllimglthea@itleash@ledefmn@lomﬂl moessageto atdeast dmmamuummwnr ecel VI ng
at | east ne he cent er,ver t.he | east gne
commang | EVEe EERE aftbad B SRR ihEEe oAbl BolabhiEa i 1008036 100, 20

| east Sonehavin@fioy effeti mwmgaag@gbsfgmmedf&aﬁm nstiiptickiandeast one
command wherein the at%ﬁast one forman m%rl ses a request froma first

entity rGHUKemRAUSiQRaYied e eyt @t 9BF dericept ope gEmogs dexietispdent from a

plurality of ligghenddne'R?aRIE EfersMPlaiinbg rﬁiﬁ@at%@ﬁ@xﬁ%%ﬁﬁ! WhERHURE B

resour ce- consunpt i'on’ or i ncreasi Aig resour ce- production. 25 59. The nmet hod of

cl ai m 57, onmm entemytWetaﬂelveﬂrsarmifatequgsmM1ncgomatmeth@ntele@s¢ ompre of no

adj ust nenlt o%?ﬂ%e %ust ment. 60. The nethod of claim57, wherein each

| evel of 3 Ust R a corresponding incentive. 61. The met hod of claim

57, \Amerem thelefmetlaidoe“rotaurhyomamurélﬁ&enaanaata@dréeélf-ﬁﬁpoaedesource for 30

operating the at | east one device. 62. A nethod for controlling one or nore
s

of resour H¥: cAhEEHEe {5 FoRtIpg QR FrRere BT ISBRTETEr RS WRRKAD; ad &eFoWicEh a plurality
of renpt eprG&iéhG@%so&B@d Wth RQMASIRGIRE teid Od dvitRs, SheEREthOHd ¢ com x%uggtemegteﬁé dfg at

| east one informational nessage at a central server rela 0 one or nore
of resour ce- cEeBUAkNG 2 teaphonerivfonnativnalprasshge ef weenbrpl serier cadated tolongPr at | east
one devic S to at
east one g5 ot oireR RaRbibliReY, Mofibe bRRRCRATLY i cBfl bt 1e BREAREE, |

devi c&5 enabl esrahbmittirgithe gt lodst ate infambtionakbmessigedn at least one communication

device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices; and
balancing the operation of the one or more devices based at least in part on one or
20  more of the consumption amount and the assessed supply amount.
110. The method of claim 109, further comprising the step of:
balancing the operation of one or more devices among one or more entities.
111. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
25 generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
transmitting the at least one informetional message to at least one communication
device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
30  resource-production attributed to the at least one device of one or more devices;
receiving feedback data in response to transmission of the at least one informational

message; and
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having the effect of providing a change of one or nore of

resour ce-consunpti on and resource-production attributed to the at |east one
device of one or nore devices wherein the at. |east one infornmational
nessage i s based on a request froma first entity requesting one or nore of
a reduction in resource-consunption and an increase in resource-production
where a 10 |l evel of adjustnent concerning one or nore of

resour ce-consunption or resource production is calculated for the second
entity based @ancatinget lggstone péditigsl informatiprpd nfesnage raccaridpnaggvitrtbe or nore of
resour ce-fg%gmtt?jﬁon and resource- production associated with a plurality of
renote devices, the nmethod conprising the steps of generating at |east one
i nf or mat ild@al Amsthadérabnteollighbiesdr nské vresouedeadorsuriystiodr@d désolfoenor e of

resour ce-consynption by, .resource-producti on by an ontrol of at |east one
devi ce; Hr?éiwﬁ ?SP?%C‘{ iich aebraEe et dm et raﬁg?f_f PRIBRTENS 05 S'8RS Aeast one
communi cat i on oefl@Mirpeit 1ARRINE irlfBnatbnd 2R38acl BE: CARRILRIRTIAR BeHkef enabl es
the taking of at | east one action having the effect of providing a change

of one ormemgof respureeEeSHIBtiandyys tasprIcoprodnetionbyand cerdrob pbatleast one devicei but ed
to the at | . deyi ' - 2 i\ t | east
o the al | east, aRgfSKl §9cRl o1 BRI ISXSE 5 1A Eh Rl B6GLHIR0 2t | eas

one conmmand at ral"server, erein east one comand i s

rel ated tdevivewiend thie apleadt oheashmatieatida\deviee anblewthensiing bhe Ikt dneastioone

i nfornmati_onal ssage. i s .generated hased on the at | east one caomrand wherein
tﬁ?ﬁ%ﬁ?ﬁ?& d ﬁ §?

the at | ¥¥ng AR & 5R3ngs 1 ane QI dRRIE P FeSQRiieescanspEptionAndt y r equest i ng

one 0f) MykguPle-FRodRAME httritddNo tHet? RbtGRe AORSLUIRhE BPmBRAARel;NCr €ase in
resour ce-producti on where a | evel of adjustnment 25 concerning one or nore of

r esour ce- cons ungsivingfeodbacke dua icrespomsaitocniadistmenief] theistd eastioentevicagands econd
entity based aon E611.11|.¥ser raﬁfi Iﬁ. 64%. A, et réog fgrtl%ortltrol intg Qne, of rmore of
resource-consJﬁ‘S e 2R BLPReS” Hﬁﬂro%c(if Feads 6 ARG PR Y Ba[ rality of
renot e degtg;es, the nethod conprising the steps of: generating at |east one

i nf or mat i onal msss}gae at a central server related to_one or 30 nore of
r esour ce- tions uiBte9f feRconrllig prerIpYsE GETES IS OnsEPEBRIAESOBICeat | east one

devi ces  aB8udibRBSBihtkd %htav\*bﬁn@tityioﬁ?eﬁot&&@dde&ftﬁ’é MBhb@ BhpAGSS R StepLofat | east

one communi cation device, ere"the at |east one conmmunication device
enabl es t he t ajenergtingfatdgast angdnfopnasionalimessage 8Da central server related to one or

more of resource-consumption by, resource-production by and control of at least one device;
transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
20  having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices;
receiving feedback data in response to an adjustment of the at least one device;
generating at least one message based on the received feedback data; and
transmitting the at least one message to the at least one communication device,
25  wherein the at least one communication device is associated with at least one recipient.
114. The method of claim 112, wherein the step of re-adjusting is performed in response to
an additional at least one informational message.
115. The method of claim 112, wherein the step of re-adjusting comprises one or more or
activating, de-activating and controlling the one or more devices.
30 116. The method of claim 112, wherein the feedback data comprises one or more of device
level data and user level data.
117. The method of claim 112, wherein the feedback data comprises aggregate data among

a plurality of entities.
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having the effect of providing a change of one or nore of

resour ce-consunpti on and resource-production attributed to the at |east one
device of one or nore devices wherein the at |east one informational
nessage i s based on a request froma first entity requesting one or nore of
a reduction in resource-consunption and an increase in resource-production
where a 5 |l evel of adjustnment concerning one or nore of resource-consunption
or resource production is calculated for the second entity based on an

overal | tHBgetThgerathnd of claim d h2.ywhesein thedeedhackdaty comprigesHggeagaictdatas. 65, A

nmet hod fo | . nore of resource-consunption and resource-
product i O%d@%@%%n?é{égﬁ&%??xﬁﬁ%ﬁ.pl urality of renote devices, the nethod

conpri si nKiot heTletnegisodadf claif 1¢2nvereadin tig stdp df exadjusting funtfep comprisen adjustingsage at

a central server related to _one.or re.of resource: consunption by,

resour ce-%‘r%&‘?ﬁ‘ﬁ‘f’?%ﬁﬁo%ﬁie‘g}‘mﬁglfﬁﬁ%?neg‘?og@eP’ialﬁ 0 ‘%’Vﬁ’gvi ce; transnitting the
at |least pe iTHeRRdARId STRBHm TES SARLeih tredtepl FTASHA;RNR g FHAEY BbAAGded BdjustRi Ce,
where the at |east one conmunication device enables the taking of at |east
one act i ohPrideassosigted veithes resqurcesmssqsiated withopesationafife abicagivae devismr e of

resour ce- cANSUMRLLQN f@ﬂ%n&%ﬁhg 319&(5&1?6 ro?%g&h&quon%rh{)ﬁ(ﬁm%ﬁqeéo%rctehe at | east
one devi ce of ‘one or nore devrces; an recerving at least one command at

t he cent rgbdsstion esspciafed withra plirelitsiof teaamé doviees, thometnd cormprighgihe dtepoof:
controlling at |east one devi.ce and erein the at |east on(gF i nf ormati onal

message is gerfePEPERE HALEPIGINPHRAULNA TREIS4EC Gha CRBRMIERETT FHEFEIAPIEE at | east
one COMBREreITRbIRE-SoRufBAMESY, rdso@¥e Prddubiidn 5 Und l¥ntk S QEESIEAR InOMR i@ NMor e
of a reduction in 20 resource-consunption and’an increase in

r esour ce- pr oduranswittingde et 1gast encinfasmatietial essage to at lsag one communigatinn mor e of
resour ce- I r Ci.l I CLH.: f e ..second
entity bageg’gp%g‘%ﬂ ‘Lé{?]a%vag;eﬁtﬁ)%? gé‘g@%‘& ((:igﬂn%ncf blg? efé%%)e%%e téhggé gf%‘rlgéft Ep))rpeuarc té I:?t y of
entiti es. hédving thé effeve bhmdvidingal chanpe@f onevbranerenf tdeurs@cansdmetion ind deci des how
the | evel of ag‘j Hst_rrent is distributed throughout the one or nore devices.

25 67. ThESTREEHRIGURATCR ParRHieshto gl eastPoeriviSe RIT OB AOFE S°ViRsE1 des the one or
more gevi ces tQeashifin@iidhet G RSB cOMIRIc i theaflk WE kbR evices; the one or nore

devices. 68. The nethod of claim67, wherein an estimated anount of
adj ust ment of wrradiptingf futuneperfommanse ofithe@nd evimereslevisesioased on thedtep®d. The net hod
of clai mgéasu%graghn the second entity decides how the | evel of

generating the at least one informational message based at least in part on the
predicted future performance.
20 122. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
and
25 transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices wherein the at
least one performance metric comprises one or more of state characteristics, parameters and
30  operating characteristics and wherein the future performance comprises one or more of future
resource-consumption and future resource-production.
123. A method for controlling one or more of resource-consumption and resource-

production associated with a plurality of remote devices, the method comprising the steps of:
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30 adjustnent is distributed throughout the one or nore devices. 70. The

nmet hod of claim 65, wherein the second entity decides the one or nore
devices to be adjusted and an order of adjustnent for the one or nore
devices. 81 71, A nethod for controlling one or nore of resource-consunption
and resource- production associated with a plurality of renote devices, the
nmet hod conprising the steps of generating at | east one infornmational nessage
at a central server. related t.o._one or., nore of resopurce-con qgwlon by,

r esour ce- pr od FERFTBHNG3 leastrnednrpttioptl messaes st e cotal vt aelate

transmt tﬂnBﬂ: df P&o%e%&%ﬁnpﬁ@&b% @és@ﬁx’&%td?lﬂ@ﬁoﬂ’ﬂ%ﬁa?ﬁ%n&& okht le&ashe Misee;
communi cation device, whére the at | east one conmuni cati on device enabl es
t he taking of teemsmétam the aileast pheinformationamessegetofab lsrstohe peromigicatitpna change

Co the o “FRecyRs Ve BaE BORITREL AR BORs b BIR U CRERL SR TP e

one i n§ or virgahatffece stmoeiding dvhaag ocfnnaoxfmm%stesémérb@fsumphort 3hdr equest i ng
one or nore of a reductlon n resggrce consu tion and_an increase in

r esour ce- [SPOURRRTPEHFUNY AHriDpdigdhett e ARBERPT amS0r A0S SRUTE ve. 72. A
met hod for conhgQldrin ggné’&em&re d@PiEé‘s AR ocl BRI L usPNBHRE | h%%ﬂ ?x%ﬁ}lar ce-
production associ ate a plurality of renote devices d
conpri si nglentifelngttme@rrmorf_:.@evg@m@méu ng at I east one informational nessage

?tesgu(rzggt :)flodﬁgltrtlr%ar%lcgﬁ gén%d %%Flr oFlthon e s aﬁg{g e§|§ eg%ﬂgéasrtlgln a?%ll ng the

at | east ommeiskpof Mdhitaiig) nessage to at |east one communication device,
where the at Ieast one co ni cati on devi ce enabl es the taking of at |east
one acti oh?* habvinighadder eanfratling gne i oted FRgOWCERNTYBPHIN FH G eor e of
resource- ﬁn%ﬂﬁdﬂﬁﬁtaké%&aﬁ:ﬁ%@aoa ﬁl&%ﬁt&"d&"@e&&t@ﬁé‘ﬁ&ésoﬂﬂe %&Hoki%ﬁfﬁﬁsxh@tﬂe@?ep%f | east
one device of one or nore devices; and receiving at |east one comrand at
the central segeneratingpideast pe;informetianebmessegrent a contrab srIverselptefl 4 ent aro
controlli t tional
nmessage iggﬁeggnél?sgﬁg%'cggsgm@?%hgf g%a c\é,{b%&ftca ]g?%tgdngr?éﬁ \t/fk?gfrégsltr?h?&%\ﬁ%? | east
one cofmand colpsmittng ﬂaeraetq;amme fnf@mationab ntesdage tom&asttonagomnmnmatmsmr e of a

reduction.in 25 resour COﬂSU n.,an n i se.j n resource-pr.oduction
by a pr ed8evasevhers t% t gng co um%atlon evﬁ:e ena e tak{ng of at least one a?ctlon

having the effect of providing a change of one or more of resource-consumption and

resource-production attributed to the at least one device of one or more devices;
identifying at least one trigger condition for automatically initiating adjustment of one
20 or more of resource-consumption and resource-production of the at least one device, wherein
the adjustment is directed to one or more of state, use, parameter, set points, operating
characteristics, duty cycle, control logic and schedule associated with the at least one device;
and
generating the at least one informational message in response to an occurrence of the
25  atleast one trigger condition.
125. The method of claim 124, wherein the at least one trigger condition comprises a
predetermined trigger condition defined by the user.
126. The method of claim 124, wherein the at least one trigger condition comprises a
predetermined schedule of adjustments in the one or more of resource-consumption and
30  resource-production of the at least one device.
127. The method of claim 124, wherein the at least one trigger condition comprises a

predetermined weather condition where an occurrence of the predetermined weather
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an incentive. 73. The nethod of claim 71, wherein a user associated with the
one or nore devices determ nes an anount of one or nore of

resour ce-consunpti on and resource-production in response to the incentive.
30 74, The nmethod of claim 71, wherein the resource-consunption conprises
energy consunption. 75. A nethod for controlling one or nore of

resour ce-consunpti on and resource- production associated with a plurality of
renot e devi ces, the nethod conpr|5|ng the steps of: 82 generating at |east
one i nf or eridition Aligemsn-AyEomatic adjustmentin oge prereras respaige conssAPtion andor e of
resour ce- ﬁQ&ﬁ&ﬁ@-&RﬁoH%fﬂk%f Y& Ghe BLpduction by and control of at |east one
devi ce; trans tirn east one informational nessage to at |east one
comuni cal28n Tmbeneth@i oﬁ/d‘]laiﬁlelmhwheiblnﬂmﬁﬂeaﬁrifﬁe trigpericondition@ompeisdsae enabl es

t he takin% of at Ieas% one action haV|n e effect of providing a change

of one or VADME BIS4EE B?H@HHBH%?YWH{ P‘iﬁH‘gePH ‘bﬁ'i‘l“‘é@ production attributed to

t he at5I eqst OTWR HaNSELEF &e{lmol% Qﬁer@iﬁrtlﬁ: a@fééht%% fmg”gépcorfditﬁiﬁ Fkddg @
notification message to the at | east one communiCation device wherein the
notifi cat pmdetmwg@ndmmmlmgeon@m morecofirenl dimte dear eeal timenfoswait agé| i very or

non-del i very. a%d hhi% %Etal east one informational nessage. 10 76. A nethod for

control li ?fb nere of resource- consunption and resource- production
associ at eq:l30m tTheanahw of dlaiyn 130, whereih ehecrice deta coinpfiseamidild price@ata.si ng t he
steps of: | at .| .east ope informational e at a central server
rel ated t<53]0ne ?\‘g(?‘%o laipplody Wheein Fﬁ%ﬁ“ﬂ)%ger%gigtﬂné‘@m@%ﬁ@ction by

and cgpt rg}ed&émﬁﬁedl RaditioR li}?voﬁ@ﬂfg &Rior ok PSR §6 Y, dYDf Heek 8BS bealifdata.
i nformati onal nmessage to at | east one communi cation” 15 device, where the at

| east one 1¥oniis methodof daim P4, wherbindhke ath@stcalhlm@eoﬁoraluhdne@mnm action

hawngthe flec r.ovi di a n

vony o BsfietiBhedonB iR oD A SR anf Rea S rdBESe Shitbiiydan | cast one
devi ce of 13me e Methed dfvlaiGER4, Whaein\thed laabt dneas fged Benditviitdftrisés 4 he central
server, wherein the at | east one. command . is rel %ged to controlling at |east
one devi c&edriermipeconditiop dnvelvipgforscasizsumnius and slefigif Fapagity & sage i s

gener gked 1 has e Ofethf@ ofllathC AR wABSInGRATELSS ortMMgger condition comprises a

predetermined condition involving a change in price of a resource with respect to a

predetermined threshold.
135. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
20 generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
25  resource-production attributed to the at least one device of one or more devices; and
receiving at least one command at the central server, wherein the at least one
command is related to controlling at least one device and wherein the at least one
informational message is generated based on the at least one command wherein the at least
one command is from a user associated with the at least one device, the user having an
30  associated user profile.
136. The method of claim 135, wherein the user profile defines in whole or in part an
agreement between the user and an entity associated with the central server conceming a right

to control of the one or more devices.
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transmtting a notification nessage to the at | east one conmuni cation device
wherein the notification nmessage inforns one or nore intended recipients
about the change in one or nore of resource consunption and resource
production. 77. A nethod for controlling one or nore of resource-consunption
and resource 25 production associated with a plurality of renote devices,
the nmethod conprising the steps of: generating at |east one informtional
nmessage at a central server related to one or nore of resource-consunption
by, resouldte- Preometbed ofclaiyn Efdwbeminraplentity reserves asighitne@veene cightst r ansni t ti ng

h I : A ' . I ' '
dovi oo, uharacy Rith BB oBERloRERACAR indh ol br BRI N EHT ng of a

| east one3@ct TheimefBOd loficiaiil 1Bhewkdrtif lic @er BEfnes Bt Aghdified ANGan @brt @0€ 0Or NOT €
of resource-consunptigg}agd rgééurce; roduction attributed to the at | east
one devi &9r%¢f tAgusehprofs and aarrpiile dn whih theiserchas BesnAgsigned0n ORMOBT T8N change
N ONg O 34101 OB YcfEnCARS WiBkinORe A0 polERAULE e hOPoditjink but ed
to angent ?%r; ?or g specicfi C %gj ust n%%tﬁe %d’e 3 stori ﬁgﬁiﬁgleb?tglr%ﬁﬁt rf%fgthe
change i over thiainteeete. 78. The net hod of claim 77, wherein the anmount

conprise ne..or r f,an actual . appunt sti unt sured
amount - 34T oumts matiansd A, £ Wherer B8 vt VBl BBk AT TRe 1ef

st andar dipzsiile fntitictiodwiH @hriciPati@inafedsiice tading aplodt edexepmigpt and 5

i nt erpol at ed anount A method for controlling one or nore of

. T79.
r esour ce-lébnsdhpmpedad ghelaime b4l mhereinshe gr shagms dataiseaciatedywikh the userprofilal ity of
remot;g deyiy ulde method conprising the steps of: generating at |east one
i nformational nessage at a central server related to one or nore of
r esour ce-léans Anpethahfobyontrodlsmg e er procchicesoomewynsngption and mkowée-at | east one
device; 10, transmtting.the at.|least one . nformational nessage to at | east
one. commiFTBETaRroeiish i < RhEp Phrema Yeud, st e e s o ce
enabl es the t giienginght 18ist be@mforaAtoR ine@age dta\enitgal sh@etiela@dito ohe g ovi di ng a
change of one_or nore of resqurce-consunption and resource-production
at t ri but éepre ef respureercongraption by, wweureesPraductipp by andrennirohat dssst ong devietat i ng a
pot enti al,p@mount of the change in one or nore of resource-consunption 15

and resource-production for a given |evel of adjustnent attributed to an
entity; and transmitting the at least one informational message to at least one communication

device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices wherein at -
20 least one predetermined rule is related to controlling the at least one device.
143. The method of claim 142, wherein the at least one predetermined rule is defined by a
user associated with the one or more devices.
144. The method of claim 142, wherein the at least one predetermined rule is defined at a
user interface via the Internet. |
25 145. The method of claim 142, wherein the at least one predetermined rule is stored in a
user profile associated with a user.
146. The method of claim 142, wherein the at least one predetermined rule comprises one
or more situational rules where each situational rule is applicable for an identified
circumstance.
30 147. The method of claim 142, wherein the at least one predetermined rule comprises a
predetermined rule specific for one or more devices.
148. The method of claim 142, wherein the at least one predetermined rule varies in

accordance with feedback data.
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storing the potential anount in a database. 80. A nethod for controlling one
or nore of resource-consunption and resource- production associated with a
plurality of renote devices, the nethod conprising the steps of: generating
at | east one informational nessage at a central server related to one or 20
nore of resource-consunption by, resource-production by and control of at

| east one device; and transmtting the at |east one informational nessage
to at | east one comunication device, where the at | east one conmuni cation
devi ce eridbl eghe method bf clginn1 48 twheesdrsthe anleastoiié pradetérmingdguleharied f ect of

provi ding.a ch e of one or nore of resource-consunption and 25

resour ce%ﬁl‘% g]?ron attributed to the at | east one device of one or nore
devi ces Waer eifhe BREHdd 08 Blafm P48, GhRRGEthE At 185 ofY prélit@niHed BRAMEEL- CONSUNPt i on
and resource-production wthin a defined area resulting fromthe action

det er ni nelyngmicalibunt of conpensation. 81. The nethod of clai m 80, wherein
the unit C i . [ - i

resource- 13t odner Hsgiol of Bin? L4 i b SPRLE G5 1nfHRRIIRA lREsaBP B gepenied . 30
hour s of irnefoglanceBRith the melehst dné predetemiined duleng one or nore of

resour ce-cQns tign.and re rge- .production associated with a urality of
renot e de]\%gcg R o OprQ{*Jﬁlﬁ’dnigﬁﬁYﬁ]eﬁ“E@e ﬁ@aséf’%?)%re gtermineqd lﬁg%éaﬁ?‘it%oat | east
one i nf ord¥htrd|ARSIn B HHAEYBf (e o nfdRE bf Mie, 388, \GRE of BbRL Qer8Nhe OF mofde® Of

resour ce-consunpti on by,t resour ce- production by and control of at |east one

devi ce; tRoiNs wperatingychatqeteristios edisy cyslge conirod login dnd sehedpling effbe per efimdreast one
commlrbi ca&eivg devi ce, where the at | east one comuni cation devi ce enabl es
the taking of "at | east one action 5 having the effect of providing a change
of one orl153pr &heinettedoficlafm ¢ 57 svivepdin the atleskt bas predaernpnaliutt idemifes how but ed t o
the at | east one deyice of one or, nore devices; and enabling a user to

trade, buy® B e s tfrogorghe or more of the change of .
resour ce- paNs U ieibda a3 92 iR A Wsdridefindd rdled céﬁl?mer}ﬁulﬁmtl@asmer ei n
the change conprises one or nore of current change, tfuture change and prior
change. 1@nBol orAdjkgimenidronermiogithe asiclor igrexteyices: more of resour ce- consunpt i on
and rgsoufe- Dr ot A, ASAACLA Gtk bRredbPleiobidtickfant§Bh R A0V1 ces. the
met hod corpri sing the steps ;

production associated with a plurality of remote devices, the method comprising the steps of:

generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
and
20 transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices wherein the at
least one informational message initiates one or more actions involving activating and
25  deactivating the at least one device or one or more components associated with the at least
one device.
156. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
30  more of resource-consumption by, resource-production by and control of at least one device;
and
transmitting the at least one informational message to at least one communication

device, where the at least one communication device enables the taking of at least one action
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generating at | east one informational nessage at a central server related to
one or nore of resource-consunption by, resource-production by and control

of at |least one device; transmtting the at |east one informational nessage
to at | east one communication 15 device, where the at | east one

communi cation device enables the taking of at |east one action having the
effect of providing a change of one or nore of resource-consunption and
resource-production attributed to the at |east one device of one or nore
devi ces; haninadheffechef paovidiag achange o pre gmeors pf TepRUECFRsUmPien Be or nore

entities Lof @ aiRHst %tg{buté&qg Gt ?Jastgnlﬁ}g d%cmfgle g%mto%ec}é}gl%g gf‘ﬁgrgfrn the at

resour ce-consunpti on and resour ce-producti on.

cont r ol | i lagpt omeinformational messagesinitiates on@oamomptactions dndlvies chihgimg aphwalitgt | on
associated. with a pluralit f renote devjces, the nmethod conprising the
steps of .° S\é\#é??&t%tcﬁmaﬁléﬁgfy%ﬁérweﬁ’ Juesisone Qpuorgmpus tothe atlesst)  ser ver
rel at efl tghe@RQicEchifidif: Wite bLHO I 168t 6AS\EHATR! le@ikitlan &BGRH bERIAr&SHBhlQN by
and control of at |east one device;, transmtting the at |east one

i nf or mat i t9rthg atheastsengdeyiee axer b predefipuldiravpariod] duegiog a detydaeieé theghleag t he at

| east one [ I | | 0 . ction

oo o TR SPTE SR 8K SASNEDL B R AR Al RS8R

r esour ce-wilizstiopifitioeat deast oneelsvive; changinghnetor anradteratingtcheratteristive ofthe htast one
devi ce of, one 0‘5-,9 nore,devi ces; and ena a user, tp offer a &rwoéeect ed

anount . of R ARGV 359 ShARe Bt ERl o SHtvATL RO IRe tloashane

r esoufe- P70 durtel éthod siTeRiim 156 8witdreih Bt 16@89nk Efeﬁét@ﬁﬁiin@d‘ﬁile RspRgdnes 30
generated based on the projected anount. 84. The nethod of claim 83, wherein

the one oor mereef when anddwweaneer impse adivstoentsrigrasnc of moes fesaysesreonsuspiosr ror e
resource B{dqggog%?q—r?@g or%ftﬁgétﬁ?z{sggfeuc{egﬁ Elreqﬂeﬁﬂl ssion entities, one 85 or

nore resource Ion en es, trading entities, and an entity
associ at ets8ni t A nictied foreshtralling ene er mo of reSoured-bodumptiorcanitrestiurdeng one or

nore of resqurce-consunption. and resource- progductjon assqciated with a

o1 U al | ¢y PSR A0 P PGy A bt o o HgLion eoTPapas B stepiof
genergding at jBadtin®ifedstdiRiARIhANR ABSSRAEa Béntrd] §Prralhted & MRorl €l ated to
one or nore of resource-consunption by, resource-production by and control

of at | eawpregigesquipe-censumptiomByriresonrrg-profisction hyeandtcontnal of ot lsastane davige; nessage
to at |east Ont?angl%mggf 1e£4 one informational message to at least one communication

device, where the at least one communication device enables the taking of at least one action
having ihe effect of providing a change of one or more of resource-consumption and
20  resource-production attributed to the at least one device of one or more devices;
identifying a user type; and
operating the one or more devices in a mode based on the user type during a
predetermined event.
159. A method for controlling one or more of resource-consumption and resource-
25  production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
30 having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices;
receiving confirmation of the action taken; and

informing one or more recipients of the confirmed action taken.
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device, where the at | east one comuni cation device enabl es the taking of at
| east one action having the effect of providing a change of one or nore of
resour ce-consunption and 10 resource-production attributed to the at |east
one device of one or nore devices; and defining one or nore conditions
concerning bid acceptance fromone or nore entities for an adjustnment in
one or nore of resource-consunption and resource-production. 86. A nethod
for controlling one or nore of resource-consunption and resource- production
associ at &¢0.wi The methpd phelaimy159f whesgistthe depofirformingsomprisrsdhesiensafsi ng t he
steps of 15 gREkiAk b\GaRhod SAMecHiEed I GE IRIELANA, TRPSA0E at a central
server related to one or nore of- resource-consunptron by,

r esour ce- pr oduatsinitting yheantdast oné meksagd todhe dtdest oreremieinicaton déviespsnm tting t he

at | east one. informational nessage.tq at |east one ¢ ni cati,on device,
wher e th@'?lﬁﬁemi s%&le%hgnec@m%ml@ﬁg? Sﬁwfftﬁﬁ%gmétﬁ%ﬁ’l“g? @H@U%mtﬁ&e%f at | east

one agti %ipigh@_vi ng the effect of providing a change of one or nore of
resource-consunption and 20 resource-production attributed to the at |east
one devi ¢€l.of Agnthest foreenirollingione o marsH sesonrge-gorHMptind eadbIeseefunt of one or

nore resqQur Lat i . ] . devisces: d
assessin %éiﬁgtﬁ"é‘g"?%%g“@u“ﬁﬂ‘ %ﬁl%gpo?ggk%trg ’&%1?%5, @gggﬁog ef’{:g h%ggﬁﬁ.ilﬁees?%? iod of

cl ai m 86, whegaieratih et lessh sngrpformati@abmeisagodtarcestesd sagerrelakiao ogborconsunpt i on
data associated with a pl uralr,?i tly of devicegs., K 88. The tlh d of claim 86,
wher ei n {I9&° %fgﬁ%oﬁﬁﬁtqoaﬂlﬂ%ﬂﬂ ¥: TR cBi by idgpiroligt ot fegstrag fevice

consygption, ERefighi R at CARTAERIHRhtioRd) kiR e 160N IHRicafioS t €ady- sat e
consunption for a predetermned tine frame, a peak consunption for a

pr edet er g¢viesd vihereghe atrleastongregmaynisatiomdeyisenshlesthe talingmf ahlepstoneedioni ned
time frange,. s T . | , L.t ?ﬁ“ ion anobunt is
ext r apol g‘g\ggg&xre %%e%t °q§f°ﬁdé‘%o¥§/h%%?g@§d\ﬂ@ e gglof:e\(l)\gr;fﬁés:%g&? icﬁgs Z’ggﬁ %gat e

consunpt iresbunse4phadactionpateiteted rettle atrleast o6 e oT bige srahdredevitesg! ai m 89, wherein

Lhe Pl Urall v, ol eV Ses SomPYLce, ByRoblnat Lon.of , L one of e devices
devi q&s. & ontisrofEioas rggssggle,am 86, further conprising the step of:
informing one or more recipients of the identified one or more devices.
162. The method of claim 161, wherein the step of informing further comprises the steps
of:
genetating at least one message based on the step of identifying; and

20 transmitting the at least one message to the at least one communication device,
wherein the at least one communication device is associated with at least one intended
recipient.

163. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:

25 a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device
of one or more devices, and

a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking

30 of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device wherein the
condition comprises one or more of an anticipated future shortfall of available energy; a

reduction in reserve or standby resource capacity; an energy-generation outage; an energy
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5 adjusting one or nore of the resource-consunption and resource-production
of the one or nore devices based on the assessed consunption anount varyi ng
fromthe assessed supply amount by a predeterm ned anount. 92. The net hod
of claim9l1, wherein the assessed consunption anpbunt conprises aggregate
consunption data froma plurality of devices. 10 93. A nethod for
controlling one or nore of resource-consunption and resource- production
associated with a plurality of renote devices, the method conprising the

st eps of tragfEHEsIoN qURECaan qnetayidisltion Putegerhd A taroreshasker ajeclaoR @Mt qtal ser ver
rel ated . = i . - producti on by
andcont Pt oert iRkl S30u0E Gy RUABLL Afhaleri RIS ECR] °0 10

i nf or mat dshiblutioessage to at | east one comunication 15 device, where the at

| east onﬁ Eonnun%ca&iong&e.ice enabl es_.t he takin%mot at |east one action
havi ng t A& ef PEATBAOL BT PHRA GRECTERR SR P BHE T PR bng resource-

I eSOUK C e pfodistibiikdoeitadnglith & FRFECETTRhOE detic@Nthe kidtéR b Bpridifg:t he at | east one
devi ce OP one or npre devices; and assessing price data associated with one

or nore resoufe@drahsesveEithat gencyitesiit lead one pndprmationnl srestage rebated roNg®F e devi ces;

wher ei n ' ' i ' | one
i nfor Imat H(%ﬁ% Hﬁ%&%ﬁﬁsﬁtﬁ’ﬁl@ %gt{uﬁ%oﬂ r@?&gpgpﬁl%%n&\ge?%& %eagt%él ; g?\ﬁ%"e data is
conpar ed of eneadr nharadevicasgandpr edet er mi ned price threshold. 95. The met hod of

claim94, wherein the at | t .one predeterm ned, price threshold js, stored
in a user prof F?@u%at%. hr&%ﬂ%ﬁ'“%&ﬁe ?:tg?i’ﬂ' ‘H}ellmg‘“fﬁw&atﬁlemeem&*feaﬁ _

I esoynC epEe sttt Adnedice, SARE t6€ at 1B4sOSMClohPurdGBios Haiekndblefthd téldin\{c_.’f ality of
renote devices, the nethod conmprising the steps of: generating at 1east one

i nf or mat o6 efdeashenesastien having the gifeck pf previding archprgead ope omeresy repepIsef

resourc e'c&%‘llﬁx?%@x% %@%&p@ﬁﬁ%ﬁ[@&#ﬁ% atRElAGh ;ﬂ%’h R¥st3Ad ldeR@é %R%reﬁ{t%@%tléa??‘“ one

device; tran east one informational nessage east one
comuni c ahe mforafatioeal messagetvemprisds an atstrhammtto adjest tlononerdtioatoif the atleastoae enabl es

e ok gl L et ot 2 LoD, o, IS el P oL BrovLdlng, a chanoe
Ej gwt fclgs ?tog!r:] gﬂﬁbremnst@e(s,qﬁe of meR{eoirt oPerdBd GatacteiBidst Mith dgcld cBhtwdlal ity of
logic and scheduling of the at least one device.
165. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:
a central server that generates at least one informational message related to one or
20  more of resource-consumption by, resource-production by and control of at least one device
of one or more devices;
a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
25  consumption and resource-production attributed to the at least one device; and
a billing module that adjusts a bill associated with the at least one device pertaining to
controlling the at least one device.
166. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:
30 a central server that generates at least one informational message related to one or

more of resource-consumption by, resource-production by and control of at least one device

of one or more devices; and
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87 determning a plurality of price data based at least in part on the step
of nonitoring data wherein the plurality of price data is considered in
generating the at | east one infornmational nessage. 97. The nmethod of claim
96, wherein the plurality of devices conprise one or nore of 5 resource
transm ssi on equi pnent, resource distribution equipnent, the one or nore
devices and neter devices. 98. A nethod for controlling one or nore of
resour ce-consunption and resource- production associated with a plurality of
renot e devi ced COmBENiGRiGIJEkdbattan %gh‘t tdeast enggniprmatiqgelaesagaty 2 Eleaﬂteast one
i nf or mat | Qo ABISAGR d%c@ VARA 8kt 18RE B! colh i loh BeAlFerBbled the Wiy Of

resour ce-consunption by, resource-production by an at ast one
devi ce; of atdmmnetacngn bhdvangathe leffert bf proeidingfacshamgdel afioaé onms&ageesburca-t | east one

comruni cati on v where.t he st one. conmruni cati pn devi ce epabl es

S o RGO Eroustiet i MR, e SRR etre BhgR .S T nance

Of 0Ng OlondBYEmaHd ik REUHAt6® mCARBSTHATRE Wit adRél préfIE OMKdIEin RRARHCH AR 1§tttr| but ed

to the at | east one device of one or nore (few ces; 15 receiving at |east one

commmand a&ssofinied yavkangntityhaying anjpierestiimone ry mare PEERSISYANESURIDEWAYIERS; s 1 el at ed

to contr S the at | east one
%Lérgfgax%lés% deviVBS arfte %"‘?ﬁ pg:gig %@ﬁé&igﬁé

i nformation e 1S genera at | east one comrand;
nonitori rig7a [AIaystaimfmycamtroﬂmglouesrmemabfthsbmerb«srisngnpﬁorphndrmkdﬁqe- of price data

based at |e art. on th nitorin 20 data wherein the
plural ity %dp dawfgaBﬁ’ﬁ&t%lg@rgﬂoﬁe&ﬁ%%%Vﬁﬁmtcﬂ’é‘pﬁfmg ‘east one
comaipd.  99. a/eernm b derftRd: geiteOdt daktbne ifoRatioRilSnddbagk @8QM6A ECorfe@AS UNPL i ON
and resource- production associated with a plurality of renote devices, the
net hod cdPgse PEreRYr¢eHONSEIBRIiOndTY; reg@ﬁ@q-ﬁpdlr?@waby a@bgqntr@h@f at hgast epgrdevinal
nmessage i fe SRS %lavﬁ&r related to one or nore of resource-consunption

by, resource-production by and control of at |east one device; 25
transmtti ng tlkematunicetst lirdnhaﬁtrahsminmthé atriedst omesiafoymatianahinessegesto ableast

comruni cati on devi ce, ere st one communi.cation enabl es
Che L ak g Gpmaian dEgiee Whert B = I Ph PR LFREE Cogre BRbIFR HeBHEE change
of ong Orof APt Bie 4cHERUAGRE HRRHEIDF hRRidAIRh chafS e one vP el \stirbddirdat t ri but ed

to the at | east one device of one or. nore devices; and
consumption and resource-production attributed to the at least one device wherein the devices

comprise one or more of a power generator, generator control, automatic transfer switch, fuel
cell, photovoltaic cell and wind turbine.
168. A system for controlling one or more of resource-consumption and resource-

20  production associated with a plurality of remote devices, the system comprising:

a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device
of one or more devices; and

a communication link that transmits the at least one informational message to at least

25  one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device wherein the at least
one informational message comprises at least one control signal and wherein the at least one
communication device comprises at least one interface unit, where the interface unit in

30 communication with the one or more devices controls the at least one device in accordance
with the at least one control signal, to take an action having the effect of providing a change
of one or more of resource-consumption and resource-production attributed to the at least one

device, wherein the interface unit comprises an energy metric component.

101



assessing price data associated with one or nore resources associated with
the 30 operation of the one or nore devices; wherein the price data is
considered in one or nore of activating, deactivating, controlling, and not
controlling the at |east one device. 100. A method for controlling one or
nore of resource-consunption and resource- production associated with a
plurality of renote devices, the nethod conprising the steps of, 88
generating at |east one informational nessage at a central server related to
one or roPe &fsystemdar cmirobimgwnpdi morelvy resowseuonsemptiodant rfesmurdey and cont r ol

of at |east, one device: transm.iti t at | east .one inf.armati onal nessage
to at | edqdugHR ac,s%or%ﬁ%% ‘31;13 ggﬁ]rd{ﬁ%efrg@?g%ﬁ&c?’ ﬁﬁéygfmlcgglgf‘s%ﬁe communi cat i on
devi ce enabl eg ctdtril kertdriight @éncdted £ &kt 0DB erfei@hdtional nieshuéirélatel ffoRfdrect of
provi ding a change of one or nore of resource-consunption and ,

r esour ce 118 AL ReEqUEGE- s EnNpnndY. fesoureraprgduatien 8y artheondrel picas lesst angdewiee nor e
devi cgs; &Bgeoﬁﬁ&ggg@igg;Mecast data of one or nore of consunption anount

and supply anount associated with one or nore resources associated with the
operation of tlcemomeicetiomikshatdemsmigsthe wieaseone infoematsaebmessagotoat Esst data i s

considered in generating the at,.least one 10 infarmati.onal sage. 101. A
met hod 1 GP° SORBRBEHIORSSaise Ydhere e &0 1ot PR coprtiealion Sryifs o ltn e deig,  co-
product i i aplssdehedction Watif the REUE R ployidadg 4 @B fHRAY bE £idre ditesolRfeh0d
conprising the steps of: generating at |east one informational nessage at a

central <OPYEIPtPR pRA WEOW e HREUGEIN AR to e Inestane dgwigapybeisia thyat least =
FesoufCe-dae %ﬁb‘x‘fﬁa!tiBﬁ‘a*l Wes@al&}g i§ gfﬁefa%d ﬁion%&ich&ﬁ?#e@é@eﬂ&%h}‘%ﬁia asdaidtdddfEM tting
the at | east one I nformati ondl nmessage to dat [east one conmuni cation

devi ce, vtheor drheraof dupplyt dismibutiamand comsamption dftaiesarentabbpsatingah¢ atki ng of at
| east ong aﬁti on . having the effect of providing a change of one or nore of
resour ce- EBhSHHSTIBn and resource-production attributed to the at |east one
devi ce of179ne AgysiERY fBr ol B ond BE mBfeST3&sbige @oufiptibh BEd tegduréetat a associ at ed
with the operation of the one or npre 20 devices; wherein the assessed

devi ce f urieduction saeciatedwith apludite af remotredeuicnt. thfyeiem comprisiagt one

| nf orygat i onal ar@ﬁtﬁﬁQ&verjtﬂgcgeggﬁemtl@pongfmﬁﬁﬁdéﬁhgi%ess%p%%lﬁfeﬁ td Qr?ecgev! ce
function data conprises on€ or nore of cost data In operating a device,
cost dat anaf ofresource-crmsemptamohy, cassurtoprodpaioatiyagd témdrod ef/atdesst one device

of one or more devices; and

a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
20  of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device, further comprising:
a determining module that determines an amount of change of one or more of
resource-consumption and resource-production attributed to the at least one device as a result
of an adjustment of the at least one device.
25 171. The system of claim 170, wherein the change represents a reduction of resource-
consumption.
172. The system of claim 170, wherein the change represents an increase of supply of a
resource capable of being produced by the at least one device.
173. The system of claim 170, wherein the change represents a combination of a reduction
30 of resource-consumption and an increase of resource-production of a resource capable of
being produced by the at least one device.
174. The system of claim 170, wherein data about the amount of change is collected

electronically via one or more of a communication link; a cellular telephone network, a radio
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information regarding an ability to adjust one or nore of

resour ce-consunpti on and resource 25 production by the at |east one device
and priority of controlling the devices in relation to other devices. 103.
A nmethod for controlling one or nore of resource-consunption and resource-
production associated with a plurality of renote devices, the nethod
conprising the steps of generating at |east one informational nessage at a
central server related to one or 30 nore of resource-consunption by,

r esour ce-netvoakict satelitb yetwork, e paging hetebrkatn Ethesiet mateomtes padket ndtwarksmi tti ng t he
at | east o&e infor tupngbﬁge sa%e t.0o at | east one communication devi ce,
wher e theIn b XY ONE & W& 4 V@Hmdevice enabl es the taking of at | east
one actiqn5891m@gyw@nbhﬂmﬁffnpﬁn@ﬁr@mgykﬂ@ng a change of one or nore of
resour ce-consunption and _resource-production attributed to the at |east one
devi ce of one asicterpingnegaduictiat detrgmanes thaka pryrepben ancnticipated priemoldat a

af f ectsi nged eQP%%%&”ﬁﬁlgémﬁﬁ@w@ﬂf or nore devices; wherein the assessed
weat her conditio ata 1s considered in generating the at |east one 5

i nf or mat i Keal Amseager cdiedlling ame bhodrd afiresourtscohduimpgon amd wsoures-e  of

resour ce-consunption and.resource- production associated with a plurality of
renot e d&?@&gggﬁﬁ%‘“%‘ﬁ‘fﬁ ag }tygﬁ% O?Grfgevk“f’%ﬁ]%esgﬁt?m WBRESREI ng at | east one
i nformational JREEAEvaitha geRFhtbadt 1681 MRNinfofthalond hessaReeRfed @bk &f

resource-consunpti on by, resource-production by and control of at |east one
devi ce; mOreof B EANNEPLRn by, raseurse-productionbyrapd conred pf atdeashepe deyicat | east

one j vice, where the at | east one comruni cati on devi ce
P s s

enabl es the | east one action having the effect of providing a
change of one acommmécatidn limsthatr teamsmiin the apleass onamtbrmaticmal meesage ot ddaston

attributed to the. at | east one device of one or. re devices; :and assessin
fer orofaesommBicAtatf e otar % 4 it She Pamm oo s bl R ov oo,

15 wher ei gF ot 851388 GARANa AL EheFéPr’l@Etidf%rdeiﬁg A éhaﬁﬁé‘&f SRR shdréoEr@l i ng the at
| east one informational nessage. 105. The nethod of claim 104, wherein the
user pr of ¢ongureption apdrespursenrodactioneiipbwsdiotthag leashenegleviterandof an aver age
demanfy and an ayehaq ‘EnérgB&)dlé( that ®fernftheTRiaPAY of Rhst GROGERE Hal e @nlbndEPT € Of
resource- consunpti on and resource

in accordance with the at least one informational message.

177. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:

a central server that generates at least one informational message related to one or

20  more of resource-consumption by, resource-production by and control of at least orie device
of one or more devices;

a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-

25  consumption and resource-production attributed to the at least one device; and

a command module that restores the at least one device to a state or condition prior to
an adjustment made in response to the at least one informational message.

178. The system of claim 177, wherein the command module restores one or more of state,
use, one or more parameters, one or more set points, operating characteristics, duty cycle,

30  control logic and scheduling of the at least one device.
179. The system of claim 177, wherein the restoring is performed after a predetermined

period of time.
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20 production associated with a plurality of renote devices, the nethod
conprising the steps of generating at |east one infonnational nessage at a
central server related to one or nore of resource-consunption by,
resource-production by and control of at |east one device; transmtting the
at | east one informational nessage to at | east one communi cation device,
where the at | east one comruni cati on device enables the taking of at | east
one action 25 having the effect of providing a change of one or nore of

r esour cel@bnsTgptypiem of steim d < burheseip thsdesteringis perfarmied irexgspamse toen tiggereast one
devi ce ogwgpe or nore devices; and assessing one or nore event conditions
conprising one or nore of power reduction warnings; national, region or

| ocal set8ir.i t Vhewstemglaimd8erwiereie therttyges bosnt agaprives ond\gInoreo€ar or i st
attacks; power .outa : » egui.pment out ages; power systemrestoration; wherein
the 30 Hetehiandn sharHalpf ayaale cnerey’ e ifeasedhaesrty o h HerdhTERuIGs CgRAREVat | ng

the a§ | gagfuctiiforlend 8f fPdreyedenSRASPEARagel P feduliditr RRE of Bl et r Ol 1 1 Ng one or
more of resource-consunption and resource- production associated with a

pl ur al i t gistfoutiementegedand areductioner et dfderenmyhacicnattackensne psmorte of 90
generati ?&olg%%#r%ﬂ&étiog”r%sdug%%é@%;aﬁdgﬁels%ﬁgescﬁgﬁgut%n a central server related to

one or nor resource- y, resourcé-production by and control
of at | easl oTke deteirodt cldithd 86, Whidréin thetrbgtorirg ik pasirmed @apomfeaéiprdfiaonal nessage
to at |east one co ni cation device, where the at | east one comunication
devi ce eFAIINB8 COMBARGKi ng of at | east one action 5 having the effect of

provijgi nggn CpNgRteR] of UMM AR2 Wheeif the rBEEHHLONERMYTRIbAKANY generated
resource-production attributed to the at | east one device of  Oone or nore

devi ces; baaed oniexternal dagd asgociated with ane er raere 0§ supply, distribution andaeetsuraptiohr om an
entity; ] e curtail rent nmandates i s considered
é"?g Fe‘gb\i}ﬁ% ng?c?{lgdawﬁﬁ 8ﬁ%£tﬁ)ln c*'}%eqéf ol ond'de{TEd

in generatlng S T Of Tt Tonal” nessage. 10 108. The net hod of
cl ai m 10784.wharsgstamtiiecormroltiag efe armors el fesourposadumpiiéh and rawinfved f or

controlling one or more of resoqurce-consunpti gn and resoyr.ce- production
associ at QEP%\‘/\ftEOr? agsqstatdayith 3 plyr IFye‘?éF@o'Hé]\?Y‘E%% ?’etsﬁﬁerﬁﬁf’qq%mﬁ%irrpri sing the

stepgsof.  gepeLflal B9védthat §aRtat@Ne1atioRE MRS InRMBhal HRISBE Felbd B GRRE M al server
related to one or nore of resource-consunption Qy, resour ce- production by
co

and cont muire of regaurdeecpssunpion diesairce-production by and control of at least one device
of one or more devices;

a communication link that transmits the at least one informational message to at least
one communication device; where the at least one communication device enables the taking

20  of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device; and

a billing module that adjusts a bill of a user associated with the one or more devices
for one or more of activating, de-activating and controlling the at least one device in
accordance with the at least one informational message.

25 185. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:

a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device
of one or more devices;

30 a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-

consumption and resource-production attributed to the at least one device; and
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15 transmtting the at | east one informational nessage to at |east one
communi cation device, where the at | east one comuni cati on devi ce enabl es
the taking of at |east one action having the effect of providing a change
of one or nore of resource-consunption and resource-production attributed
to the at | east one device of one or nore devices; and bal ancing the
operation of the one or nore devices based at |east in part on one or 20
more of the consunption amount and the assessed supply amount. 110. The
met hod of cl aiahilliog modulethas adivstradill sssagjated avithitegonsfor nivae devi¢eadontane oper ati on
of one Orarﬂ&ﬁl?oﬂgéldufc%scommog 0ifld 4Tl %rf]t hé dfior o} i!iéac \'?htﬂi'étanﬁ) d for_
control ling one or nore of ‘resour ce-conererl ofF AN OF SESHYLet producti on
associ at esbnwollihg ehept leastlone deviée.r enot e devi ces, the method conprising the
steps of: 25 generat ;@ng at ] east one informational nessage at a central

server rel%t ed* ST GPITREONSOT FIOKHRATEROVESIFOITHIAOR apgresource-

r esourg;e-lg}g,@g:!ﬁgﬁ ha3Bciléd 3 aGRARERIY o Rimddd dé\@&itthé’é‘}%teﬁ?é/dnﬁﬁising? ransmtting the
at | east one informational nessage to at | east orie communi cati on device,
where the at |ewstralsareribatrgentreigs pideastiend informatidsiabmesshge relakddrig oo orat | east
one action having the effect. of providing.a.change .of ane or nore. of

resour ce-%‘8¥?s°§ﬁ%f’%8%'cg}f8m§ on B 55 é:g'BFO(SlBg%% bé'nangng)?f%ﬁ? 8@6?360?%%&58 | east
one devi cef gk operedevites;e devi ces; receiving feedback data in response to

transm ssion of the at |east .one informational _ nessage; and 91 nerating
at |east one atffMMyAeAtion hinkshtransmas theet leagione intoramalosl msssage 1o, st
feedbagk g @mmuhfcatifn BBAGO FnER iR MabtQnk cHAmARR RN dBHCR eRibles the taking
resour ce-consunpti on and resource- production assoclated wth a plurality of
renot e deof at kst onh ectinet havthe dlangifeckoipgovidiag ¢ change of one & mma of wsduree-at | east
one i nforpati I C al rver. relate .one or nore of
resour ce- °6ﬂt%%“3ﬁg°t“iag‘§%%s§,g‘%ﬁi‘§é°§§?tg°§‘?a tﬁéjggt&éﬁ& %’ga%lﬁaséﬁ%e %%’Ef%r%deof at | east one
devi ce; transaibitlingmgbdulathatadjueBatbilbasodistbdwith thewnalor Mssdgtces orah | east one
comruni cati on gevi ce, where the at | east qgne, cqommunj cati on device enabl es
the taki ngmeHnt ot supplyaddeshas azeryliny onp gt marg of peHvatipgeqd @Pﬁﬁu@sﬁm%&a@t change
of onqzsormflg)({egicg_f resource-consunption and 10 resource-production attri buted
to the at | east one device of one or nore devices;

187. A system for controlling one or more of resource-consumption and resource-

production associated with a plurality of remote devices, the system comprising:

a central server that generates at least one informational message related to one or

more of resource-consumption by, resource-production by and control of at least one device
20  of one or more devices;

a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device; and

25 a billing module that generates data for one or more of adjusting a bill and initiating a
settlement action associated with the one or more devices for one or more of activating,
deactivating and controlling the at least one device in accordance with the at least one
informational message.

188. A system for controlling one or more of resource-consumption and resource-

30  production associated with a plurality of remote devices, the system comprising:

a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device

of one or more devices;
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recei ving feedback data in response to an adjustment of the at |east one
device; and re-adjusting operation of one or nore devices based at |east in
part on the feedback data. 113. A nmethod for controlling one or nore of
resour ce-consunption and resource 15 production associated with a plurality
of renote devices, the nethod conprising the steps of: generating at |east
one informational nessage at a central server related to one or nore of
resour ce-consunption by, resource-production by and control of at |east one
devi ce; trans#fepmngicatioa link tha fransmtsehe atﬂ@smllnfnanahmslsa@@agedo atlepstast one

The 1 aki g PR e MREWhetd e M1osP A o RARRENR PLAR RO B 1RL"S

change obf atieasooneratien Idvingathe effee of,‘pmﬁdﬂigtal ohm@mﬂ onesmbmmfwsodue-t i on
attrlbutedtofhe@g | east oedev eﬂé[?nnep devices; receiving
f eedback OrEtEPH JHONEE" pcr?) HO%B‘%"&’H tihedt ef‘ﬂé?n%\ Viggasiidone devi ce;

gener ating at;bg@simedife MERHERE OG8 8ckobiRtel %ftﬁ@@devcﬁ%&eaal@@égkfo%t a; and
transmtti ng the at | east onée rressage to the at | east one communi cati on

devi ce, 28O eispurepeongumpiéersavoisied azoresulhd eneioomogeef deactivetingansci at ed with
at | east ORE IS %Qétqgéstoréelélewclhe met hod of claim 112, wherein the step of
re- adj ust’rng | performne response to an additi onal at | east one

i nf or mat il8%al Arsgsterader cohﬂrsuln'gfhﬁe omEhére df akowrtatdnsihptionidredonrdehe st ep of

re-adj usti conpri s one o re.or t| va de-act.i.vating and
control | ipﬁgag?tﬁ’é‘ aS??é“‘EF%‘W@? %fsremgtﬁ gyiges &“ﬁégﬁﬂ‘ ROYPBINE| ai m 112,
wher gign t he f gedPArierdationt gé}{@e&éﬁa@&aﬁ%e fooﬁﬁhsnafmaﬁ\gh ?&ate& V&l oflat a and
user |evel data. 117. The nethod of claim 112, wherein the feedback data

CoNpri sesnaigf ieeprcs-qeasumptionrhy, resousteraduction by awsheanirobef at éastong devipe: net hod
of claim }g’&’ Vn‘{‘ﬂo%ﬁ 6tshe f eedback data conprises aggregate data
|ndependen speC| Ic’entities. 119. The nethod of claim 112, wherein the
step of re- adpu&ﬁnmglcittmlhﬁrthat(mrpmumhe ad;aas&nengformmanlabmessag/eetoaskewl at ed
wi th the adjustnent. of the al%f tEast1 one devi ce. ﬁo The ms}Lqu of claim
112, whero8f FOTRHTERSp dgyicr.avhess (E A st ?%ﬁ%omuwﬁﬁ? e aplss

15 of at least one action having the effect of providing a change of one or more of resource-

=

consumption and resource-production attributed to the at least one device; and

a billing module that adjusts a bill associated with the one or more devices for an
amount of supply added as a result of one or more of activating and controlling the at least
one device.

20 190. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:

a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device
of one or more devices;

25 a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device; and

a settlement module that initiates a settlement action to ensure an accurate amount is

30  paid to an appropriate recipient from an appropriate payer related to one or more of resource-
consumption and resource-production.

191. The system of claim 187, further comprising:
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a price associated with a resource associated with operation of the at | east
one device. 121. A nethod for controlling one or nore of

resour ce-consunpti on and resource- production associated with a plurality of
renote devices, the nethod conprising the steps of generating at |east one
i nformati onal nessage at a central server related to one or 10 nore of
resource-consunption by, resource-production by and control of at |east one
device; transmitting the at | east one informational nmessage to at | east one
communi cati on a%@kmﬁghnwﬁéeﬁmtﬁﬁuﬁﬁaw@@gmmumgmwdnwnﬂn@aphmdﬁﬂeﬁuce enabl es
the takin C g a change
of one or%ﬁ%%makahggégdf ngB%g@Hﬂ¥lonbﬁggagggg d%@%ﬁ%%o gﬁgattrlbuted
to the atappessiateqragerslevi ce of one or nore devices; 15 neasurlng at | east one
perfornanigzne ric of the qpe or nore devices; Fredlctlgg future

per f or mané®- of A SRR R CBRtQHRE ORFRFTRAES OF TS sQuECeOUpYIRPHON AR d K¢SOUNSEa s ur | ng:  and
gener agi n?roﬁﬁ@loﬂtaséo&%ﬁ“Hﬂheaﬁlﬁrfaﬁfyr@rrérﬂdl@heﬁ@éstﬁg?ys%?%ﬁ singgast in part on
the predicted future perfornancé . A et Hod for conttolling one or
more of resourzengalrstiepthirbgenaratts ablest paeinfgrmetiens inessags winédivedewi th a
plurality of remmt e he_net hod risi S_.of enerating
b east” Bt (RS Rn bl ds PRlp Mo G B eRdobf o B 3ot dodie o
nore of r efaurot emoeodsivemt i on by, resource-production by and control of at

| east one device; and 25t nsnlttln th@iat |§ﬁ§t one |nfornat|onal
message to at SHUPUHFALOR SRAL BRI Thect Gasteone fHamRAtoRY mEssagsde ot gk
comunp CabhORnHeMiGEof Hé’s%ee %/hER:Qhé é’tliédé‘gorféfcoﬁﬁnulnﬁ@ﬁén Qfceanhblthe BRI the
effect of providing a ch ange of one or nore of resource-consunption and

r esour ce- pf ddeast angactzan havingttbeleffest Dﬁ@O‘adlng eabangewé oneeri roeredf rasparcor nor e
devi ces mher t he .a a C ri [Ises one or nore
of state ¢ 138?%%51& %Sggrcg 3@%@@?6 &gl egnggl % 12?%’9?%8&2 ara a((?:t eristics and

wherein the f Ui tredit pedile ﬂma@zﬁpmﬁwa ﬁseﬁas@cmiatai’ with i ableabtione device based
r esour ce- consaggtlo and fut re re ducti on. 23%}A gethod for

control | i R§2d gerp? predet %ﬁn%lﬁﬂa%% © PrBEEt i on

;szggugt © Snilytrhord oPeibd- E%s%pﬁ&f@fd%s‘éﬁx‘éb%ﬁﬁiucﬁ&?ﬁ met hod conprising the

193. The system of claim 192, wherein the compensating is performed by crediting the
user.
194. The system of claim 192, wherein the baseline comprises an average amount of
change of one or more of resource-consumption and resource-production.
20 195. Thesystem of claim 192, wherein the baseline is adjustable based on one or more of
time frame, season, and weather data.
196. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:
a central server that generates at least one informational message related to one or
25  more of resource-consumption by, resource-production by and control of at least one device
of one or more devices; and
a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
30  comsumption and resource-production attributed to the at least one device wherein a user
accepts an offer generated by the central server wherein the offer comprises an incentive for

taking an action at or during a certain time.
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generating at | east one informational nessage at a central server related to
one or nore of resource-consunption by, resource-production by and control
of at |east one device; transmtting the at | east one informational nessage
to at | east one comunication device, where the at | east one conmuni cation
devi ce enables the taking of at |east one action 5 having the effect of
provi di ng a change of one or nore of resource-consunption and
resource-production attributed to the at | east one device of one or nore
devi ces; ni tAsystR tneorfrolling enede wiareef rasuimstcenanitiontand resewice- t he user
havi ng a . L [ AV .0 evices: and

aut omat i cé’?%cngé%es?%ﬁe%g% fl %édl%%ﬂltlgg)% Oégg&lcﬁg’ggpgt%%néémwg%ge based at

| east in part addfitranetvhethat geperafes avleast oiid infprmat2ohal Mestridwethtddad oaesit r ol | i ng
one or nore of, resource-consuppti on and resoyrce- production associated with
a pl ur al | BYrecH TEsapRGE-EORFERPHRR T ’trWQ“WEIPFRS’&C'&S‘%i’rE}“QiCH@ﬁQIWé akleash gngfevice
gener a§ i ngr @k ot RS de¥es;iaRd Or Mati onal nessage at a central server related to
one or nore of resource-consunption by, resource-production by and control
of at |east orrecoyumniesation ligk thabimensimits thecpt tdast one infermational andssego toraitleashal
nmessage t t t . >0 I.Gat i devi ce e e at,,l Qne
conmuni ca ?e?ﬁm%ﬁcgggrg%%‘%ﬁeggﬂ %‘Pﬁg}?e[%g%\tgonofc o%ﬁup?é\:gtg n (%)e%geaeg?ql%sﬁtﬂg%gl\? |gng t he
ef fect of ofut iabtchina gctiondianing eheodffeonesf o viding & chdnge of oner ¥e@nere 0 te3Pirc&Nn and
resour ce-production attributed to th.% at I@gst one devi ce of one or npre
devi ces; PRREWRPHSP ang TespuceREdugliRn 4tiribyige fo e aldFast Bre eviceatherrintthe eanrgl

i nitigdi NgbrdirdtodBRMedl orRBmAAd AWhéFBh ek [af DA EoRMGANRYERIGS and
resource-production of the at | east one device, wherein the adjustnent is
direct ed tantroHinget leasioae dévicstaat ovhergimthe phleastreneinformetionzbimessage tper at i ng
characteristics, t | ntrol l.ogjc .a hedul e _associated wth the
at |east BRSAHEN éé;%tg%%lgagﬁé%a "l"ﬂ'g';a"td n‘gh%fm{&geaaz ?eagtnogl e;%ﬂ?lg}a%gf ?"011%%§C¥Mrressage
i N responaeoffe ffom Haseragseciated ofithttieonedd nivire devriteb toosTRectuategoshangein@né bon. 125.

The met hod of cl ai m 124, erein the at | east ope trigger condjtion

conpr i ses ™4™ HCEUBIEIAT ?“PPW@’E@P agsgriatee r%ﬂwa%%r acerEy C%%&_e@@p-. 126. The
met hogls of 164 ai heldremYFelafth 197, Reneddin hf%_%ﬁingﬁri&?oﬂer dr38&E of BsHdinhpQéh £RANPT i ses a
predet ermi ned schédul e of adjustnments in the one or nore of

r esour ce- suppiLeoptpriess eaadr more of a reduction in consumption and an increase in supply of a

C

resource.

199. The system of claim 197, wherein the offer is transmitted to one or more entities.

200. The system of claim 199, wherein at least one of the one or more entities determines
20  whether to accept the offer.

201. The system of claim 197, further comprising:

a decision module that decides based on one or more of price data, supply data and
demand data whether to accept the offer before generating the at least one informational
message.

25 202. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:

a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device
of one or more devices; and

30 a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-

consumption and resource-production attributed to the at least one device, wherein the at least
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30 resource-production of the at |east one device. 127. The method of claim
124, wherein the at | east one trigger condition conprises a predeterm ned
weat her conditi on where an occurrence of the predeterm ned weat her 94
condition triggers an automatic adjustnment in one or nore of

resour ce-consunption and resource-production of the at |east one device.
128. The nethod of claim 124, wherein the at |east one trigger condition
conprises a warning nessage of an inm nent event forcing power adjustnent.
5 129. Thee imtirinatiorad messagacohibtisesd doast ohetchtrad sighdant whieteid the@gkastoaandi ti on
conprises a pr edet%m' ned con%{lt I on i_nvgj viqr;]?I oHe or nore of real-ting,
near reaPYPHRICaton dRXICE CARTIses, i lpast e ingriass witnyherg he integigee YN rpt hod of
cl ai m 128mRicRioA Wiltethe bh& & Hat AeGEORLhSESS HEBE 168t oRE HERcORReordddd- The

met hod of claim 124, wherein the at |east one trigger condition conprises a

10 pr edevithihaatdeasiongicontsy sightlototikrpnmetiomhaving the effect pfproyfdingachangs) of
week, can 3 . f.clai . eihn | east
one. 171 gUE RS MheE B Rsourcesions ST Blace FroBlcHob b Mg I R ab e Bhe 57 e
sur pl us dedce)eherid at leasiane cpnalis péreebitdd foy teetaiinatingltBa actidchanizigheeftdct ¢ff ai m

124, wherein the af |east one trigger caondition conprises a .predeterm ned
condi t 1 GRIAVHURS GF ﬁéa%ra@ SRS |S{$§alamar&g¥ﬁtqﬁ@%iﬂ*@mnedlatf%@cels 134,
The met hqght Ginesd @k Bt 1bdt ondaREBEurifi8 BlnrmluRREorPREh {Hel 088 BF MR Wlvide® N
conprises a predetermned condition involving a change in price of a

r esour ce coittrabs the gpleast onaxdeyicein eegerdanee widthe bt lessh oneisignad 3o takermptabldan f or
contrQl i f .. -CO td . rge- production
ov0P o BRI RE Hea B g hE B AL AR AR BB Gl 0o’ he

st eps of 203.20 Aggstemabi cugtralling eassr aoe off Fdsourtatdrsmmptisreariage®uade- a cent r al
server related to one or, nore of resource-consunpti on by, .

r esour ce PROYEHR as3siatRA Withe RYRAITHGS rsmotgtdeylg%&egggeraggm\é@mgrt ransmtting the
at | east one bREQFBIQ MR gBRPAAUE 1dadt A infSARkioR) T QBEWAEAE] &HR ordevi ce,
where the at | east one comunication device enables the taking of at |east
one act i orore presqugcertoasuhiitiontbyotesquresrprdduntion by Arechepatrof oimt éeastronededico f
resoyr.ce- ggnsgr (gie’gnviargdan%S resource-production attributed to the at |east
one gvi i BCSPV RSt €' %evi ces: and

a communication link that transmits the at least one informational message to at least

one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device wherein at least one

20 message is generated regarding termination of the action having the effect of providing the
change; and the at least one message is transmitted to the at least one communication device,
where the at least one communication device is associated with at least one entity comprising
one or more of a user and an owner of the at least one device.
204. The system of claim 203, wherein the at least one communication device is one or

25 more of an email system or device, a pager, a telephone, an SMS or text-messaging device, a
mobile computing device, a stationary computing device, a web browser, a server, a software
program, a facsimile machine.
205. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:

30 a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device

of one or more devices; and
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receiving at | east one command at the central server, wherein the at | east
one command is related to controlling at | east one device and wherein the
at | east one informational nmessage is generated based on the at |east one
command wherein the at |east one command is froma user associated with the
at | east one device, the user having an 30 associ ated user profile. 136. The
nmet hod of claim 135, wherein the user profile defines in whole or in part an
agreenent between the user and an entity associated with the central server
concerni ng a & cghinunicaiondimktiot tratﬂsmitsehmd:eastronmmbnnlaidnelemess@ td 3f7leasthe

met hod of claim 13 \ghere r’{t1 reserves ht to.overrule rights
econ ar 8 wormusgion Savice, WheRhER e ste PR Gl adlive iy B kit [,
r esponse of & 1643t héeRtion ham’g thd BB v dil acahasg@ole%ﬁe oM Resbi@eUS er

defines or nodifies all in part one or nore of the user profile and a

profile iconswmpaen méeweqe-m@c sepaitribyted 4o the ableestone deviee Whejpindhe g lepsio.  The
nmet ho S I nodi f yi ng
over ? he ?n#géﬁgﬁﬁiwg&n%{g go%l o%{ier@?éqdﬁ}é%gow%&%gﬁxﬁﬁt eoqﬁ%cg%g?mkes

avai | abl eesalllrlce-pfodpetidn asfociaed wittethe afdeast oheaddviteconnecti on with parti ci pation
in a resgﬁéce tr ﬂh\,\ﬁrk or exchagige. 141. The net hod of cl ai m 140,
wher ei n 198 QUGFITOFF QETERPYLFE-CHNSUMBLESN FAJPIONES- 10 with ot her
users. 115%@&@?&%&&%&&1&999&&&&;} éﬂ?ﬁn@t@%eﬂ&es”ﬁfe%yﬁém emPHsiAG- consunpt i on and
resource- production associated with a pluralit renot e devices, the

met hod conpri 8rengral spevesilay ger@ratesgaélfeart@pe mjomatlp@&mesme relatediorapeiopnal _
message oo Elut@lco fonrb | Ifégo%?cehf} @45?1 {? [)Y easfon%l 5%2\ A orie ﬁg@:ﬁé’a %t I on

by, resource-production con one devi Ce;
transm t bof oge drhﬁoratie\l’lea$indone i nformati onal nessage to at |east one
communi cati on device, Qli\!i:)ere t he at, ﬁég?a 3 one Cco ni cafl on devi ce enabl es

t he taking of a gpmmynicptionink that rgpsmi #deashenedpioppptionel messegato ahleast change

of one Oron@wrﬁrn%ce{t%‘ﬁ%(rﬁ@ v&i&%@'&ﬁlb&ﬂo@%mﬂﬁﬁ&%ﬁ @eﬁé@&ﬂﬁfeb 43 takidg i but ed
to the at | east one device of one or nore devices wherein at 20 | east one

pr edet er ©f aldenst onecactign haing the effert ebprovidingianhangeofgne pemore afmesodrssi ce.

15 consumption and resource-production attributed to the at least one device, wherein the at least
one informational message comprises at least one control signal and wherein the at least one
communication device comprises at least one interface unit, where the interface unit in
communication with the one or more devices controls the at least one device in accordance
with the at least one control signal, to take an action having the effect of providing a change

20  of one or more of resource-consumption and resource-production attributed to the at least one
device, wherein the at least one command comprises an order to reduce resource-
consumption or increase resource-production associated with the at least one device.

207. The system of claim 205, wherein the resource-consumption comprises energy
consumption.

25 208. The system of claim 205, wherein the at least one informational message is capable of
being overridden by an entity associated with the at least one device.

209. The system of claim 206, wherein the at least one command is capable of being
overridden by an entity associated with the at least one device.
210. A method for controlling one or more of resource-consumption and resource-

30 production associated with a plurality of remote devices, the method comprising the steps of:

generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;

and
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143. The nethod of claim 142, wherein the at |east one predetermned rule is
defined by a user associated with the one or nore devices. 144. The net hod
of claim 142, wherein the at | east one predeternmined rule is defined at a
user interface via the Internet. 25 145. The nethod of claim 142, wherein
the at | east one predetermned rule is stored in a user profile associated
Wi th a user. 146. The nethod of claim 142, wherein the at |east one
predeterm ned rul e conprises one or nore situational rules where each

situational rigdm8mitEingielat kaflofe f¥mARodadRididakd Rkt Iakt ond MBARERticc0 147. The
met hod of claim 142, wherein the at | east oné predeterm ned rule conprises a

pr edet er A¢viced Where Ehesgh daast gne cpwmusisatiasr devise enahdesi thetaking 08 at [easb ongackion of
claim 142, . j .| e r I¥ J in accordance
W th't oo TAtiiEG et bEfroThin Eitin AT oBE SERL B AS o flBlbRBd 0 T et
one pr edeseurte-preductiohattibuted® the attlemrt oreriaiicy of dielor nidie dendtdl avherdin theat m 148,
wherein the at, k|l .east. one predeferm ned ru varj es amcally. .5 151. The
et o ofeagoRt IRFEABION] eBrge dratiins AEiL ot ST o Arlim N et [HERShge | 5

gener at e@han?é‘wﬁ&r@ﬂe@&ﬂfe@el"&ﬁoﬁhn%@ BorAprises A aiffeRiHe 1R EIRADNE b bR ékbofrce 152. The
met hod of claim 151, wherein the at |east one predetermned rule is directed

to cont FYIshinpigorod f@}‘iou’iﬁﬁrféocblpﬁ@he or nore of state, use, one or nore
v et bl O SRS s A on B B SO Tao Ul Y
of cl ai midthare asdesseditodéttreniné theeadet. one predeterm ned rule identifies how
the d0er Bef | Adeetiod G SerfiofinEeBe OO EXpussere auBRP LR A IO ad] ust mont
concer ni BghdhSiBnABRcRted WikiEa HlaMtiGesT remdte dodces the Bl boRIprisiap iHchdps 8 one or
nore of fesource-consunption and resource-
generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
and
15 transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices wherein the at
least one informational message is based on a request from an entity requesting one or more
20  of areduction in resource-consumption and an increase in resource-production by a
predetermined amount.
213. The system of claim 212, wherein the predetermined amount comprises an estimated
amount based on one or more of demand data, supply data, device data and contract data.
214. The system of claim 212, wherein the predetermined amount is stored in a user
25  profile.
215. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
30  and
transmitting the at least one informational message to at least one communication

device, where the at least one communication device enables the taking of at least one action

having the effect of providing a change of one or more of resource-consumption and
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production associated with a plurality of renote devices, the nethod
conprising the steps of. generating at |east one informational nessage at a
central server related to one or nore of resource-consunption by,
resource-production by and control of at |east one device; and 20
transmtting the at |east one informational nessage to at |east one

communi cation device, where the at | east one comuni cati on devi ce enabl es
the taking of at |east one action having the effect of providing a change
of one or o§Ak&@- RSO b PR EIOD ShE R 1 daGdn8 QElvicd AL 0F BroRd RAMEE WaBreRithe | but ed
to the at | east one device of one or nore devices wherein the at |east one
i nf or mat | 1P MEESARYEREs FONPLiSgtong opmeresnengyrelatgd 8$s6s i nvol vi ng activating and
25 deactiyatin . ' e.or Nk ts associated
wth the 30| dameiig R oo ling 8 AR RO e R e T o
r esour ce- prodstiophisociatad oithegdurnlity-of padiciddvices, thsmethod tedpriditigdtha stepsisfal i ty of
renot e_devi ces, the hod caonpri sing the steps of: enerating at |east one
| nf or it 1 onal AFRSEIARA IR Cors RIPREoBd yseeeal A estrel WrOREHA SOMGF o of

I esour ce- {eRDH FRbleEcENumbaSIOLY, Q@soﬁfc@-?%btﬁﬂ @RenteA 0 hOkasPbnedevicgast one
device; and transmtting the at |east one informational nessage to at | east
one conmmu#idcat i on device, where the at |east one communication device
enabl es the t%&ﬂiﬁ?ﬁ%ﬁtﬂ& a{,l@?s?%n@ﬁ?or&%én%e% d13%k gégsttoﬁgc&%ﬁ&itcat%& providing
a change of one or e Of resource-consunp Pon an resour ce-production

at tri but edevice, Whee #ic at Rasttone cenmauicatinalevioe enables ity takidg vf stdeasivbreraetion t he at

| east _one, i nfo ional nessage initiates one_or nore actigns involving
changt®g Ba"ﬁ?gl}l{lg&%‘i%oﬁﬁf’v Of OR,Of BT §T EESOMIGE-SPISEGRPEeD H%r anet er s:

changi ng REGIQLprBBIEioh BRiited @ thd' i@kt dn8ASTicPo IR & &evideh dMeicamst at e of
the at | east one device; reducing an anount of resource supplied to the at

| east oneOrfeaFimase deviges arepelegievalyieecadiysied, geéivatedior ddaetingtedsubseduanytacthel e of the
at | east hGe: s L ' sggfz- . at | east one devi ce;
changi ng 31%\/\1% ?%’/)g %rsclgﬁgﬂlﬁgjgﬁ?&éh 0 tl?%e%%ggllfd&gsfgpgﬁgﬁe devi ce; changi ng one
or nore OPEt atThegysttiarodclaim 236, wiseredi the loee at moleaiesicesare selevtively resadjustbdingi ng
prograpm ng, of .or_ software run by the at. |east one device, 10 157. The

met hodP of 2 Véﬁeﬁlrpﬁ%e@?tl‘(ﬁ\f{%rkﬁ’i%?etaﬁtéynﬁfom@ﬁ%‘l' one predetermined rule identifies

one 218.  The system of claim 216, wherein the one or more devices are selectively re-adjusted,

activated or deactivated by an additional at least one informational message.
219. The system of claim 216, wherein the one or more devices may be selectively re-
adjusted, activated or deactivated in response to with a message to a communication device
20  associated with at least one intended recipient.
220. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:
a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device
25  of one or more devices; and
a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device wherein the at least
30  oneinformational message is based on a request from a first entity requesting a second entity
to select a level of adjustment from a plurality of levels of response involving the second

entity reducing resource-consumption or increasing resource-production.
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or nore of when and how one or nore adjustnments to one or nore of
resource-consunption and resource-production of the at |east one device are
made. 158. A nethod for controlling one or nore of resource-consunption and
resource- production associated with a plurality of renote devices, the

met hod conprising the steps of 15 generating at |east one infornmational
nmessage at a central server related to one or nore of resource-consunption
by, resource-production by and control of at |east one device; transmtting
the at |emdt Queysienf fof SEitdolliig ond®s EREFofirésotitcelcORMMPUDE afdFEbIRLEAL | ON

devi ce, where the at Ifasﬁ o?e conyunica i on device enabl es the taking of at
| east onePraductigmasseeidfphyith paluplity reHPtep‘ie(YWﬁithf‘gsyéteE‘tf&ﬁﬁ’@S’éﬁi one or nore of
resour ce- Consyyehtrg) @eﬁ&%&%eﬁ&%yEtQ@z{sptﬁxﬁqh'ﬁhhé}fbnﬁltﬁxéés%r@ﬂteﬁ% bileorat | east
one device of one or nore devices; identifying a user type;, and operating

t he one omomewf ecselros-emsurnption byb eksowrge-prdduetionthy and epntro} p€atdeast ongp device

predeter mned event. .159 nmet hod for controlling one or nore of
resoursie-%fgﬁgBrrr%ﬁlodr?vé%dmrldgsource 25 production associated with a plurality
of ren]?te dewmml mﬁmtimﬁﬂﬂomaammits}mgt lehet ofié m;ﬁ&nm‘l BiOnalgmgatd dideast | east
one informational nessage at  a central server related to one or ore of
resour ce- %@@ﬁ%@%‘i’f’%&gm{ee@mﬁ the-ah i"ﬁﬁlﬁ’é? FoRmBgicatien deyice P%qb?%fthed‘@ﬂgé ast one

devi ce; { §@aRRalioht Rdioh ik tledRkt Aifovidih P8 Uit EOBRIne/ I S7AOGE el | €aSt one
comruni cati on device, where the at | east” one conmuni cati on devi ce enabl es

t he t aki ngpnsmption|apd sasowrpeeproduétion att§buthditoi thejattleast erfef dsyice ohqreio ekt hegsta

changg, of _ane. or .nor.e of resour.ce-consunpti on, and,resource-npraoduction

e r Ve et Pha A ip S SEMBFGE o BT SR 0L By pEP RRGRREE ANAELURT, 1
conf i r mat ¢in@ficatibe dadtd mpriaésed least e imérfdcaung, wiivee the inoiffeuatipi ent s of
the confirnmed actjion.taken. 98 160. The t hod _of cle:"im_159, wherein the
step of i FATSRWHISAYOR Fithiiresene or more deices gpntrofithe atdpashenedevicean peogrianties sage

based on {hg iHeQpfchdt BRE Lol & _1&6@&%@1%&&%&% ﬂge{efllfe%@éftpr%&inggm%gcto the

at | east one conmmuni cati on dévi ce, wherein t . east” one ation
devi ce i sofmeotinated resotuise-gondugmsion embresawresrpptediictin attthysédetatthe at least one

15  device, wherein the at least one command comprises a request from a first entity requesting a

second entity to select a level of adjustment from a plurality of levels of response involving
the second entity reducing resource-consumption or increasing resource-production.
222. The system of claim 220, wherein the levels of adjustment comprise one or more of
no adjustment and some adjustment.

20 223. The system of claim 220, wherein each level of adjustment has a corresponding
incentive.
224, The system of claim 220, wherein the first entity comprises a supplier of a resource
for operating the at least one device.
225. A system for controlling one or more of resource-consumption and resource-

25  production associated with a plurality of remote devices, the system comprising;

a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device
of one or more devices; and

a communication link that transmits the at least one informational message to at least

30  one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device wherein the at least

one informational message is based on a request from a first entity requesting one or more of
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161. A nethod for controlling one or nore of resource-consunption and
resource- production associated with a plurality of renote devices, the
met hod conprising the steps of: generating at |east one informational
nessage at a central server related to one or nore of resource-consunption
by, resource-production by and control of at |east one device; 10
transmtting the at | east one infornmational nessage to at | east one
conmmuni cation device, where the at | east one conmuni cati on device enabl es
t he t aki agedauf:timinlreasnce@mumpﬁbm and :tlﬁn'cmqeﬁmmsmiréeepmdma‘tiopmmh kegelafchange
resource-consunption and resource on attributed

f
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devi ces bmaﬁlatéafdrtﬁ@ee@ideena@bagéd@mmsarg@ﬁ;erdance wth the at 15 | east one
i nformational nessage; and_inform ng one or nore recipients of the

i dent i fi 8&0-ond syFteEQIEonEQlling gne qrgnoTe PR ECSPHIEERRSHRPEINANH IS ECenher ei n t he
t f t | t
step § Bﬂidﬁé(&fmnrhgsofcié{efd%{h PR gﬁ 5 ?{;9@ dé&lségsthggi}sterg%&ﬁf,ﬁ%g at |east one

nessage based on the step o Ing; and trans g the at | east
one nessage t octitel srver &ms generatesad leastrone atfororatidmal imessage wlagedioonele at | east
one commun e 1S associ a t ed nt ended .

reci pi en{norig%eso'&rcgycg{lwpgl(gp Xorﬁfor%‘fefﬁrﬂ‘g‘g hﬂrég%?n‘fﬁ?flb g&%ﬁe fRRE d¥ibhs unpt i on
and resoufs&orpﬁ&gluame@mlﬂssom ated with a plurality of renote devices, the
system conprising: 25 a central server that generat es at |east one

i nf or mat i onal @ SeEEEREation link dhpt trgnspits the at least eednformatinnal messagedtadblersn by,
r esoypcept odhiGhiieRioR e RRY “ﬁﬁfbttgg bt 184t &le Joﬁﬁﬁﬂu&ﬂ&hg&)a{%&eﬁlgblgg thei&ify nore

devi ces; and a comuni cation that transmt ast one
i nf or mat Maﬁbashmmgm hayireg the effedt of pnmdmgmnhamgraifloomodmviemé resnheee t he at

| east one co t| on _devi ce t.he t 0 .of t ne action
e gt RENDPURE e PG iSh AR B megh e bog Puct, et i ab BT
consunpt iofd irdbrehaliGisud tieSAp P Ectipiises Srleadt driel dontsldigngl atnhewmelh &@&& lea@tdndevi ce
wherein the condition conprises one or nore of an antjcipated future

shor t f al [commuaiFaiionedsvice sprapiises apleast apgigicrigee ynit, heetheingrtage whitly r esour ce
c apaqlst Y coftthufilRGhShwRIEHRE AL bﬂﬂoﬁlﬁe@ﬂ% ool B ¥ YeastDRe device in accordance

with the at least one control signal, to take an action having the effect of providing a change
of one or more of resource-consumption and resource-production attributed to the at least one
device, wherein the at least one command comprises a request from a first entity requesting
one or more of a reduction in resource-consumption and an increase in resource-production
20  where a level of adjustment concerning one or more of resource-consumption or resource
production is calculated for the second entity based on a user profile.
227. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:
a central server that generates at least one informational message related to one or
25  more of resource-consumption by, resource-production by and control of at least one device
of one or more devices; and
a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
30  consumption and resource-production attributed to the at least one device where the at least
one informational message is based on a request from a first entity requesting one or more of
a reduction in resource-consumption and an increase in resource-production where a level of

adjustment concerning one or more of resource-consumption or resource production is
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transm ssi on outage, an energy distribution outage; and a terror or hacker
attack on one or nore of resource production, resource supply, resource
transm ssion and resource distribution. 164. A systemfor controlling one
or nore of resource-consunption and resource- 5 production associated with a
plurality of renote devices, the systemconprising: a central server that
generates at |east one informational nessage related to one or nore of
resour ce-consunption by, resource-production by and control of at |east one
devi ce ofalcniaeeddir the secodé entite based nd am oceratitanget dérmand drisapply pedl férraansm t s t he
at | east qne.. nf.ormati onal nessage to at |east 10 one communi cati on device,
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one acti ogpghava Bgtdnbfor 0bdtRMingneR¥ R6kdlbfBsorrEtdAERpon ARE reBburb®r € of
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one devi ¢ .°n285m°5§‘£%'§‘f’%ﬁ'}1 or controlling one or nore of
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oui ol ° 18 FSTRRb Bt b TUUEREr SFsobEhL Finae PPohEMA b albe: TR o1

| east oneconsdmptivatand nabumnepsrlgetidnattsibuled asthe aideest cmndavivecwhérein thieatileast wher e
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consunpt i gfnacdidh AViEScIMPRUCA 168 dHelinitbrtate @flit! WherdBredbitelffRSnit@ne devi ce;
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devi ce peeaminvieaiion ovithdbheneoirimang deviees gentradsibe atpest aes/deyice in geordanes/ st em f or
controdli I . - L i - Al ction
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of one or more of resource-consumption and resource-production attributed to the at least on

device, where the at least one command comprises a request from a first entity requesting one
or more of a reduction in resource-consumption and an increase in resource-production where
a level of adjustment concerning one or more of resource-consumption or resource
20 production is calculated for the second entity based on an overall target demand or supply
goal for a plurality of entities.
229. The system of claim 227, wherein the second entity decides how the level of
adjustment is distributed throughout the one or more devices.
230. The system of claim 227, wherein the second entity decides the one or more devices
25  to be adjusted and an order of adjustment for the one or more devices.
231. The system of claim 230, wherein an estimated amount of adjustment of each of the
one or more devices is determined.
232, The system of claim 228, wherein the second entity decides how the level of
adjustment is distributed throughout the one or more devices.
30 233. The system of claim 228, wherein the second entity decides the one or more devices
to be adjusted and an order of adjustment for the one or more devices.
234. A system for controlling one or more of resource-consumption and resource-

production associated with a plurality of remote devices, the system comprising:
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30 a central server that generates at |east one informational nessage
related to one or nore of resource-consunption by, resource-production by
and control of at |east one device of one or nore devices; and 100 a
communi cation |ink that transmts the at | east one informational nessage to
at |l east one communication device, where the at | east one comunication
devi ce enables the taking of at |east one action having the effect of
provi ding a change of one or nore of resource- consunption and

resour ce- pr odacenteah savérrthds gemedatesoat idast aue ihfoasdtionslaneieagecelateti ¢ enevrt he at

| east 5 one cpommand is generated in accgr%?)n e Wwth a user profil]e, wherein
t he user anrgf)ﬁeéoqrge-c RHOD, D TSP B PE’V %W%lﬁ til?ﬁ{e?”é VI one or
nmore of gRenddr merRdeicidagtEVi ces, energy transmi ssion devices and energy
produci ng devices. 167. A systemfor controlling one or nore of

r esour ce- cons @¥pMmIication lidstbaltrasmity the adleisd pncinfrsmptioralimassae @ sblagstal i ty of
et g deyh GaRmubie HYAVRE GRIDHE S 8kt odfodtnfiENLith ALY BlanldIHle BARET 21 o5 At
| ated to ohe or nore o

| east “one I nformati onal nessage re
r esour ce-of enisastphé antioh having the effeet-of prdtiding ochabge cfivohe 0ontorodf redouade- | east one

device of one_ or re devices;, and.a.c nication Jink that transmts the
at | east CORETIEPD AHBISORGT PROLsR Ao o bt ISSATE deuiirarheiein B A B8V ce.
wher e t heyndinfb@@tionsl HessRR TR BHs6Rd PRqERY 60 afRAYeEqehitrgl dHgioR thord & 0f  at

| east one action having the effect of providing a change of one or nore of

r esour ce TeHICHOMIN IEHNreerRpnpUERRion @B pi BAGTsats ip AesquncePduelipntky @ he at | east one
devi cg ?écﬁi#rnh{%ﬁa&%ﬁﬁt%faniﬁ?éﬂﬂ%.se one or nore of a power generator,
rol,

generator con automatic transfer switch, fuel cell, photovoltaic cell
and wi nd 23dr bixsystefibfor céntsjlatganme bomowosfiresohitcewgnsmmption ambresowrte-

resour ce- cons tion and.resource-.20 production associated with a plurality
of renot epr&g\‘fﬁgggs‘,sf"flﬁtgg Wb?é’ﬁ?@%ﬁﬁe&oﬁg&vgeﬁﬁﬁsﬁé CMPEF"8hat gener ates at
| east one i nf QroghirdlQBFbr thRSRAG Stes &ll@dsEsheliffoRrNionkl mERAER refated to one or

resour ce-consunpti on by, resource-production by and control of at |east one

devi ce JROIERETESPUIRRFRISHADTIQNRY, respRrcerProdReHMm Y and sentrol akatleast ongdeNicRi t s t he

at | epst &%ﬁe})%gferﬂéwcgﬁ%d nmessage to at | east 25 one conmunication device,
where the at [east one cdomuni cation device enabl es the taking

a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device, wherein the at least

20  one informational message comprises at least one control signal and wherein the at least one
communication device comprises at least one interface unit, where the interface unit in
communication with the one or more devices controls the at least one device in accordance
with the at least one control signal, to take an action having the effect of providing a change
of one or more of resource-consumption and resource-production attributed to the at least one

25  device, wherein the at least one command comprises a request from an entity requesting one
or more of a reduction in resource-consumption and an increase in resource-production by a
predetermined amount for an incentive.

236. The system of claim 234, wherein a user associated with the one or more devices
determines an amount of one or more of resource-consumption and resource-production in

30  response to the incentive.

237. The system of claim 234, wherein the resource-consumption comprises energy

consumption.
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of at |east one action having the effect of providing a change of one or
nore of resource- consunption and resource-production attributed to the at

| east one device wherein the at | east one infornational nessage conprises
at | east one control signal and wherein the at | east one conmunication
device conprises at | east one interface unit, where the interface unit in 30
comuni cation with the one or nore devices controls the at | east one device
in accordance wth the at | east one control signal, to take an action
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of one or more devices;
a communication link that transmits the at least one informational message to-at least
one communication device, where the at least one communication device enables the taking
20  of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device wherein the at least
one informational message comprises at least one control signal and wherein the at least one
communication device comprises at least one interface unit, where the interface unit in
communication with the one or more devices controls the at least one device in accordance
25  with the at least one control signal, to take an action having the effect of providing a change
of one or more of resource-consumption and resource-production attributed to the at least one
device; and
a transmitting module that transmits a notification message to the at least one
communication device wherein the notification message informs one or more intended
30 recipients about the change in one or more of resource consumption and resource production.
240. A system for controlling one or more of resource-consumption and resource-

production associated with a plurality of remote devices, the system comprising:

117



consunption and resource-production attributed to the at |east one device,
further conprising: a determ ning nodule that determ nes an anount of
change of one or nore of resource-consunption and resource-production
attributed to the at | east one device as a result of an adjustnment of the
at | east one device, 25 171. The systemof claim 170, wherein the change
represents a reduction of resource- consunption. 172. The systemof claim
170, wherein the change represents an increase of supply of a resource
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15 interpolated amount.

242. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising;

a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device

20  of one or more devices;

a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device;

25 a determining module that calculates a potential amount of the change in one or more
of resource-consumption and resource-production for a given level of adjustment attributed to
an entity; and

a database that stores the potential amount.

243. A system for controlling one or more of resource-consumption and resource-

30 production associated with a plurality of remote devices, the system comprising:

a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device

of one or more devices; and
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in accordance with the at | east one informational nessage. 177. A systemfor
controlling one or nore of resource-consunption and resource- production
associated with a plurality of renote devices, the systemconprising: a
central server that generates at |east one informational nessage related to
one or 20 nore of resource-consunption by, resource-production by and
control of at |east one device of one or nore devices; a conmunication |ink
that transmts the at |east one informational nessage to at |east one
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30 cont r ohred fegilEn@f6in 36 wtich degmohed Mendund Fasipenatilevi ce. 179. The system
of claim 177, wherein the restoring is perforned after a predeterm ned
period of 244 melhepysfenpgd claimy @43, ydieesia the upit af ehangerin ORR OF BIOFF 9fiesomEst oring i s
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consunpt i ofione or more devices;
15 a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device; and
a trade module that enables a user to trade, buy or sell an amount of one or more of
20  the change of resource-consumption and resource-production via a trading system wherein
the change comprises one or more of current change, future change and prior change.
246. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:
a central server that generates at least one informational message related to one or
25  more of resource-consumption by, resource-production by and control of at least one device
of one or more devices;
a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
30  consumption and resource-production attributed to the at least one device; and
a bidding module that enables a user to accept one or more bids from one or more

entities for an amount of change of one or more of the change of resource-consumption and

resource-production.
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of a resource associated with operation of the at |east one device. 184. A
systemfor controlling one or nore of resource-consunption and resource-
production associated with a plurality of renpte devices, the system
conprising: 15 a central server that generates at |east one infornmational
nmessage related to one or nore of resource-consunption by,
resource-production by and control of at |east one device of one or nore
devices; a communication link that transmts the at |east one infornmational
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central server.
249. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:
a central server that generates at least one informational message related to one or

20  more of resource-consumption by, resource-production by and control of at least one device

of one or more devices; and

a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-

25  consumption and resource-production attributed to the at least one device wherein one or
more conditions are defined concerning bid acceptance from one or more entities for an
adjustment in one or more of resource-consumption and resource-production.

250. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:

30 a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device

of one or more devices;
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nore of resource-consunption by, resource-production by and control of at

| east one device of one or nore devices; a comrunication |ink that
transmts the at | east one informational nessage to at |east 10 one
comuni cati on device, where the at |east one conmuni cati on devi ce enabl es
the taking of at |east one action having the effect of providing a change
of one or nore of resource- consunption and resource-production attri buted
to the at | east one device; and a billing nodule that adjusts a bill
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254. The system of claim 253, wherein the plurality of devices comprise a combination of
the one or more devices in communication with the at least one communication device and
other devices.

255.  The system of claim 250, further comprising:

20 an adjustment module that adjusts one or more of the resource-consumption and
resource-production of the one or more devices based on the assessed consumption amount
varying from the assessed supply amount by a predetermined amount.

256. The system of claim 254, wherein the assessed consumption amount comprises
aggregate consumption data from a plurality of devices.

25 257. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:

a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device
of one or more devices,

30 a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-

consumption and resource-production attributed to the at least one device; and
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one conmuni cati on device, where the at |east one conmunication device
enables the taking of at |east one action having the effect of providing a
change of one or nore of resource- consunption and resource-production
attributed to the at | east one device;; and 5 a billing nodul e that adjusts
a bill associated with the one or nore devices for an amount of resource
consunption avoided as a result of one or nore of deactivating and
controlling the at | east one device. 189. A systemfor controlling one or

more of resoufGRrkaPsodiRith@RsREds pESINLRsoCREIIWER b orassecésatees Wi th a
plurality of renote devices, the systemconpri sing: 10 a central_ server
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consumption and resource-production attributed to the at least one device; and
a monitor module that monitors a plurality of devices and determines a plurality of
price data based at least in part on the step of monitoring data wherein the plurality of price
data is considered in generating the at least one informational message.

20 261. The system of claim 260, wherein the plurality of devices comprise one or more of
resource transmission equipment, resource distribution equipment, the one or more devices
and meter devices.

262. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:

25 a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device
of one or more devices; and

a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking

30 of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device wherein the at least
one informational message comprises at least one control signal and wherein the at least one

communication device comprises at least one interface unit, where the interface unit in
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consunption and resource-production. 191. The system of claim 187, further
conprising: 106 a settlenent nodule that initiates a settlenent action to
ensure a plurality of appropriate anbunts is paid to a plurality of
appropriate recipients froma plurality of appropriate payers. 192. A
system for controlling one or nore of resource-consunption and resource- 5
production associated with a plurality of renote devices, the system
conprising: a central server that generates at |east one infornational
nmessage E&'ln%gﬁgatfoﬁ vﬂglethg Blae Shére (aF:viI:%%B{M«fl? G APREARES 88 i a?cordance

resour ce-production by and control of at [east one device of one or nore
devi ces; withdlemtimastomeicontrdlisiphalt todtket anzacSon hayirtgithe efffedt efymrbviding a abgenat i onal
nmessage tf at least. 10 one co ni cﬁ?ti on devi ce vg\l%hgfrﬁég)e at Iegst one
conmuni c 8 9597 T reiimgsr cnsymptiop apd resourcg-produgtion aptribtted 1o the at1e4L00% ¢ ¢ he
ef fect otienéRirthenendprishpnge of one or nmore of resource- consunption and
resource-production attributed to the at | east one device; and a credit

modul & that cempeiFanednlethayaenissopliatispldeviresiand datermisesa ploralittielyi ce based
on a di f Larengs, aggci N9 A %&%ﬂ@%@ d}%gon%ﬁ%&ﬂ?w?%inatﬂe BIURAARY ofrice buted to
re of r sunp

the change 1n 15 one or source-c Ion an
r esour cedgn dschwasiderad inl@Rerafihgeths psleastond coshmamth 192, wherei n t he conpensati ng

is perforped by crediting the wuser. 194. The system of .claim 192, wherein
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192, wherein the baseline is adjustable based on one or nore of tine frane,
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| east onef omef armmat dewieds; nessage rel ated to one or 25 nore of

resour ce-consunpti on. by, .resource-praducti on by and control of at, | east one
device of On@g@pmﬁﬁcgﬁlqﬁléﬁég .tragwﬁ{s e attleast one%nf%rmatfongl message to at leas

one communication device, where the at least one communication device enables the taking

15 of atleast one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device; and

a market module that assesses price data associated with one or more resources
associated with the operation of the one or more devices; wherein the price data is considered
in one or more of activating, deactivating, controlling, and not controlling the at least one

20  device.
264. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:

a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device

25  of one or more devices;

a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device; and

30 a forecast module that assesses forecast data of one or more of consumption amount
and supply amount associated with one or more resources associated with the operation of the
one or more devices; wherein the assessed forecast data is considered in generating the at

least one informational message.
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a communi cation link that transmts the at | east one informational nessage
to at | east one conmunication device, where the at | east one comuni cation
devi ce enables the taking of at |east one action having the effect of

provi ding a change of one or nore of resource 30 consunption and
resource-production attributed to the at | east one device wherein a user
accepts an offer generated by the central server wherein the offer conprises
an incentive for taking an action at or during a certain tine. 107 197. A
syst em f @65.c OALsysteihi ﬂmgcdmellmg ofi® bEm6Ye of BBERHEE CorkOmPHOPiNdIBscuReE- I esour ce-
production a5500|ated W I h plurality of rempte devices, the system

conpri si mgPdug %iorc’éﬂteds‘@ti@él’lutﬂ@( Eeledeuisesythe|sysiem cOMETiFiAor nat i onal

message rel at gdedidl YGerha Cti Qi%rrﬁesocft 1da§ L | Bﬁéi’ﬁ?%hé\%@ rQXted to one or
resour ce- production by and~control of at east one one or nore
devi ces; mearelofrespynernonsenptiom Hyi rekouréeaproduciins by aed cdngrohof at éasttono device
|nforr§at| ?nrzlié mesfsggﬁ to at | east one comruni cation device, where the at

| east AOIRTE &%’ devi ce enabl es the taki ng of at |east one action
havi ng the ef & ecthmahichti @ik gt tAnahit e atdbasOHie: iBfoniiBli chaDineds@gcidra€ Rast

consunption and resource-production attributed to the at | east one devi ce,
wher ei n toREcBRERigHiongleyice, mers Be at lgest ong commmunicaing devimensbiles Hisdeldng t he at

| east ongreOEIROL dcﬁoﬁﬁtﬂagdlete@fect%ptowatﬂgatglga% %Bmaf‘e S8¥ioaReand wher ein

the at | east one informational nessage IS rated based on the at | east
one conmenosumptien andresdusceaprotieciion atnimtesiamtizerad leastymeidseise; aad of fer from a

user associated with e ,one or re devj.ces .to effect chan in one
or re of CS%SY}H%PP%‘QGQ%&%GES@ i g%h%é%%ﬁﬁ?céﬁte&&%g (g’ef%lro g?certai n
consi der athémorixﬁ;rel@&nceIh@h@Mamss&sealda%ae A étionded Bicbndidgedinange in one or

nore of consunptjon and Ppl y.conprises one or nore of a reduction in
consurrptlgﬁﬁermth"natl %F%@ Honglmessege- a  resource. 199. The system of

cl ai m 19e5hatebiddige ahPed, SnbEAURIheEduRonUB PR B0b! hbRYS, 200

The systemof claim1l eréin at [east one o e or nore entities
det er m newst A28 inhperhting & devirecenst dathef anf bemored@dources doropsiating thie deviag,m 197,

e OB B ior B SE RS TR o bRbre 20052 B3RS R Qi © O

productlon by the at least one device and priority of controlling the devices in relation to

other devices.
267. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:

20 a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device
of one or more devices;

a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking

25 ofatleast one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device; and

a weather module that assesses weather condition data affecting the operation of the
one or more devices; wherein the assessed weather condition data is considered in generating
the at least one informational message.

30 268. A system for controlling one or more of resource-consumption and resource-

production associated with a plurality of remote devices, the system comprising:
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demand data whether to accept the offer before generating the at |east one
informational nessage. 25 202. A systemfur controlling one or nore of
resour ce-consunpti on and resource- production associated with a plurality of
renote devices, the systemconprising: a central server that generates at

| east one informati onal nessage related to one or nore of
resource-consunption by, resource-production by and control of at |east one
device of one or nore devices; and 30 a communication link that transmts
the at | east onentiah§epvardldt gemdratess d@astent infatmationa tmessage relatettmoreatri on
device, where.the at |east.one comunicati.on,device enapbles the taking of
ot | east G SLiReR oonb e SRTTRTPBRIPELY B S oL R BRstah® dhBSr or e
of resourgfene anGydPicdn and resource-production attributed to the at |east
one device, wherein the at |east 108 one informati onal nessage conprises at
| east one con@cORmENGAENN likdhatitenanits theat least pnedaforyationak messags o4t 168% devi ce
CONPr isS €S, @hohfmas catf%ﬂ%e{/i% SIHAE R YMedst oM\ fimid¥Eatioh H@ﬁt;@&ﬁb{é@tﬂe thifin .
communi catl on W th the Ong of hore devices conirols the at least ofe device
i n accor ddatleast vae detivhmbavdng the affect ofi provilintgranthasgapfaing ot motredkfaesanrcact i on

having the effect of providing .a change 5 of one or nore of

resour ce-ceamﬁﬁ? ?Ib‘ifegcﬂlacef}érggﬁh8ggg?a$%‘%ct9iﬂ&?tg‘ia'?ﬁ'(inﬁlﬁif‘gﬁe’taﬂdt he at |east one
devi ce, wher elRiséttprdfietHat £3€ss6d BOBProfile de@RSYodTaRd Wit thé SfiSéfhtﬁBde@lQa de@raction
having the effect of providing the change; and the at |east one signal is

t ransni t traeye devieerawhareip dhesassespadl yser miphilg data iy eangidesgp in generpsing the ablesst one

i nt erlfoaceongmfgm{aﬂommpg@ gation with the one or nore devices controls the
at | east one device in agcordance with the at | east one signal, to take an

action 1Q@6BaviThgsystem ef ¢laiot 268, whenem thetsenprofilealatectongmistrdatangptekentief f ect  of
provi di ng t he char}%ﬁ. 203, A aﬁé em for conﬁy ol ling one or nore of

r esour ce- NS RETRISAL SR 2X5eEs ooy eRd avSHEE SYRRY associated with a plurality of
renot e deminces syslt By SSnislIRRTRE oS Bk of FesEirick-cahsubREve hnd Redur@ener at es at

| east one informational nessage related to one or nore of

r esour ce-REeAstieRAssesipter, with a phislEE opremaircdeises. Bie YHaMComPrisingof at | east one
devi ofs 15 Of 4B U0 Fut HI-GES 1 18R OB ARAR rbllea e g ansi ts

the at” | east one I nformati ohal nessage to at |east orfe communication
devi ce, whereef tehmiree-cdnsurspti@nizy, cssowroeipodudtion byleud centeh abitdeast dre dewike ng

of one or more devices;

a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
20  of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device; and
an event module that assesses one or more event conditions comprising one or more
of power reduction warnings; national, region or local security warnings; power or energy
shortage warnings; terrorist attacks; power outages; equipment outages; power system
25  restoration; wherein the assessed one or more event conditions is considered in generating the
at least one informational message.
271. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:
a central server that generates at least one informational message related to one or
30  more of resource-consumption by, resource-production by and control of at least one device
of one or more devices;
a communication link that transmits the at least one informational message to at least

one communication device, where the at least one communication device enables the taking
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of at |east one action having the effect of providing a change of one or
nore of resource- consunption and resource-production attributed to the at
| east one device wherein at | east one 20 nmessage i s generated regarding
termnation of the action having the effect of providing the change; and
the at | east one nessage is transmtted to the at | east one comuni cation
device, where the at |east one conmunication device is associated with at
| east one entity conprising one or nore of a user and an owner of the at

| east onefdeleast one &fidn hdhigg thy sffechod providiigna cHagge ofvak @k hokd16f r@fouk@ast one
conmuni cati on devi C(ii‘ is one or 25 nore of an g‘_gul sa%stem or device, a

pager, a SCBUERSHand wespusgaepradudtion ptivibutedfgitheat ¥ice;#498i | e conputi ng

device, a st aty} QRGk hoBRERE id%ﬁtlﬂé‘sVdnE%r mBre/éal Tg?rc%ﬁﬁflentﬁlﬁﬁﬁtgseﬁom%nSOf tware
program a facsimle machine. 205. A system for controlling one or nore of

r esour ce- emtn’ysufhmemdhe @mcbrmgamqrw cystaduienttmandaigs seonsidedd in generating theal i ty of
renot e de rising: 30 a central server that generates at
Ieast%one\{lien or fiit (?r(:)nr%l aﬁé%é%?gg related to one or nore of

r esour ce-27ans Ump kystsin bf/claieZT1y wvhere thelinandats akryselfrichposydt r ol of at | east one
device of _one or %e devi ces; and 109 a communi cat.i on ({cl nk that transmts

the at |t ShEsieRy Fﬁ%ﬁog}?@lonﬁ@%gﬁﬁ’é’ {EFORFCC1CRRSIMPLiGR AN IROHIFR-cat i on

devi ce, VhehRtdHBsciatbERith a?ﬂﬁal&?ﬂﬁéﬁio?@ée‘v%s HARVIYSBmESD ﬁH)‘rﬁﬁl the taking of
at | east ‘one action having effect of providing a change of one or nore

of resource- @oestiprpervenihatizaneraisoailesst edefonnitionalamessagsucietedioondes at | east
one S o dAPESh el B bl TN 1o RE B AR R BL T SPASEFRIPIARES "

order to Teduce resource-eons rncre resour ce- pr
associ at edf one bhmbiealedices, east one devi ce. 206. A system for controlling one

or nore of resource- Consu tion and.resou duct.i on associ at ed vvith a
plurality of tlh E‘Fhat:]rﬁ P atjonal message 1At {Rast ¢ hat

gener at esorﬁtcoﬁ%fcatﬁlﬂ?de'v{b%%ﬁ@é {HRNAlcaiRES e(gﬁnﬁﬁlea%fo%eme @ﬁ%lé@. lthe th@ngor € of
resour ce-consunption b resour ce-production by and control of at |east one

deV| co ot Ablvesten Aop hateog desffeetnd peovidimgruehanae piomelor more pltiesqurensni ts t he
| epst (9)9?11’1}1 TR AR s AREL. (XA BB to e le sPlfe feQfTEHgC ! T On devi ce,
€ a es the

vvhere th east one co nrcati on device ena taki ng
an adjustment module that balances the operation of the one or more devices based at

least in part on one or more of the consumption amount and the assessed supply amount.
274.  The system of claim 273, wherein the operation of one or more devices is balanced
among one or more entities.

20 275. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:

a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device
of one or more devices;

25 a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device; and

a feedback module that receives feedback data in response to transmission of the at

30 least one informational message and generates at least one additional informational message
in accordance with the feedback data.

276. A system for controlling one or more of resource-consumption and resource-

production associated with a plurality of remote devices, the system comprising:
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of at |east one action having the effect of providing a change of one or
nore of resource 15 consunption and resource-production attributed to the at
| east one device, wherein the at |east one informational nmessage conprises
at | east one control signal and wherein the at | east one conmunication
device conprises at |east one interface unit, where the interface unit in
comuni cation with the one or nore devices controls the at | east one device
in accordance wth the at | east one control signal, to take an action

having the ef f@elrapberPérOidt Jbmiatés ﬁﬁ@@%e%%oﬂﬁatf&ﬂﬁ_n%ssd%&@laﬁﬁ to one or
resour ce-consunpti on and resource-production attributed to the at | east one

devi ce, winse ef resquses-eonsuraption bynesasenrprodudtionpy iasdeondrel of atdeast enerdguige e
resource-ofggggr%r%i 8ncer i ncrease resource-production associated with the at
| east one devi ce. ﬁl‘?. he system of claim 205, wherein the

I esour ce- CoNs Wrpiniricatsrdlinksthst tANaNhi@ythe 61086 infdmaZénal Bssadd® 8 Yeattem of
claim 205, wherein the at |east _one informational nessage i s capahl e of

bei ng Sov EPF PRBHMIGHHRlegice; WRPre b scleay ape sammuniation deyiggerablss diedapge. 209.
The syst Gify0lkad bl dBidh Raviblee 81t R Broflain PRcan Gt FOBFRI bioSARRP! € Of

being overridden by an entity associated wth the at |east one device. 210.
A et hod chasumptian ped tesougcaspredentionpitabuséd todboatlenst angrlsvieptandn and resource 30

Compr 1 si ng ¢ nd rapE pfile ol ksl AR RB) EFRUMIRNTIIIE g t a

central defsvére deeicatidiret iR peratioNdf che@k nfogs dvidee basetd atIFRst irpparbyn the
resource-fpr dyction by and control of at |east one device; and 110
translrQittF‘?ﬁiga‘Ei‘%@taat | east one informati onal nessage to at |east one

COMUNI Cai7i7on A BRI Rr colbRNIfhgloRE ool EFFEs0RRE-c6 b @hd RBoEYL! ce enabl es
the taking of at” | east one action having the effect of providing a change

of one orpreductomdsspdaiedivith 2 pbualitypf temoteaduyices, daeystew-qompdisingi on at t ri but ed
to the at |eag tcegtpﬁ sé:jr(ia?(),(lJ C}gaﬁt%%%eragse at%ag%ﬁe%%%é{?o%ﬁl ﬁ’l\?sr%%g%: rg aéep%o §ﬁt“i 51~ | east one

i nf ormati onal amsssage i ies a change ur y of
| evel s ofmorebfifgeuredresrumpit@acty, tsvate-pfodadtnde and omittod @£ atdeddt dieadesint | evel
of one or nore of resource- consunption and resource-production. 211. The

syst el offOPaPHMOSSIevigERar ei n one or nore of price data, demand data, and
suppl y a communication link that transmits the at least one informational message to at least

one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device; and

20 a feedback module that receives feedback data in response to an adjustment of the at
least one device; generating at least one message based on the received feedback data; and
transmits the at least one message to the at least one communication device, wherein the at
least one communication device is associated with at least one recipient.
278. The system of claim 276, wherein the re-adjusting is performed in response to an

25  additional at least one informational message.
279. The system of claim 276, wherein the re-adjusting comprises one or more or
activating, de-activating and controlling the one or more devices.
280. The system of claim 276, wherein the feedback data comprises one or more of device
level data and user level data.

30 281. The system of claim 276, wherein the feedback data comprises aggregate data among
a plurality of entities.
282. The system of claim 276, wherein the feedback data comprises aggregate data

independent of specific entities.
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data are assessed to determne the order. 10 212. A nethod for controlling
one or nore of resource-consunption and resource- production associated with
a plurality of renote devices, the nmethod conprising the steps of

generating at | east one informational nessage at a central server related to
one or nore of resource-consunption by, resource-production by and control
of at |east one device; and 15 transmtting the at |east one infornmational
nessage to at | east one conmuni cation device, where the at |east one
communi C?&é.O”Tﬁ’egs\yst%ﬁa c?f’bﬁa%%s} rdif eV ustty Aufifet o gﬁse%%hu%h gaving the
effect of providi'ng a change ‘of one or fore Of Tesour ce-consu I on and

r esour ceimpemie@ssoontedtvwith the ddjoktinenttolfi éheait 1dastant deviee. devi ce of one or nore

devi ces rein the at, le ne .i nf ormation ssage i s based on a
request ‘gm Jg%e gﬁ?ﬂ%ﬁ#%ta@iém‘?%% _fs-ggm%a‘fjéﬁﬂ%fcoalgpwaéw‘ar}{%%me
I eSOUr Cea&e¢atedRithQedifte Aokt SAMDpeRLiHE S PUE 6o BAMIEd QN by a
predeterm ned anmount. 213. The system of claim 212, wherein. the

predeber ?f?-ﬁedAébfﬁgntfomﬁpliﬁgggnqiw TARTE PR TESeUIce-eaTSURPLionanddessiresne or nore of
d dd . dat i ‘ o4 Th t f
cleg?rr; 21819 \%ﬁﬁﬁ%’é&%aﬁe% With %@Waﬁ%éjﬁ ot@r&gv@é)sr”%% étergg&ggn%g% e systemo

erern e predeterm ned anoun store ser 25 profile.
215. A net hoda tentratsenter dhat peigratasent astwhe mfainatiosd niessrge egistediatoner and

resource- progduction assocjated with a plurality of renpte devices, the
ot hod cBIREH PEPRR TS ISR g rSartaradic gt Y SHESIoOLHE: e oPRaT ohal
nmessage gfoe drmrk dvisll ver related to one or nore of resource-consunption

by, resource-production by and control of at |east one device; 30 and
trandfitting &hemapnicationtlinkdbatitrapsaritpehe Predst onsdnfpgnatiapabmedsegesto ableast
conmuni cat | ,.ce, s t ! coQGurS LGat [ enabl es
t he taki %éé g‘#’“ﬁﬁ'ﬁ&eng)gtde%wﬁeg “glc ﬁrlg?lgﬂﬁzlasgﬁegm% ne ecf%?fgilg? b‘g eﬁlr @\9?%}4%&6@ change
of one owf adest afe aciswhavies the sfeutpf providigd chidger f9ae bEof cf@esotuicen

attributed to the | east onpe .devi ge of one or nore devices wherein the
one or nﬁ?@u&@vm@?r&w@g&&www o Sive lpgstose dpvigeiatdon o. 216, A
nmet hod for coRtedast H8ABaChed¥Re aibast @M&ﬁﬁn&ﬁ@m bfAHe S breSOUr Ce-

15  devices; predicts future performance of the one or more devices based on the step of

measuring; and generates the at least one informational message based at least in part on the
predicted future performance.
286. The system of claim 285, wherein the at least one performance metric comprises one
or more of state characteristics, parameters and operating characteristics and wherein the

20 future performance comprises one or more of future resource-consumption and future
resource-production.
287. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:

a central server that generates at least one informational message related to one or

25  more of resource-consumption by, resource-production by and control of at least one device
of one or more devices;

a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-

30 consumption and resource-production attributed to the at least one device;
a monitor module that monitors one or more devices associated with a user, the user

having a user profile identifying the one or more devices; and

128



production associated with a plurality of renote devices, the nethod
conprising the steps of: 5 generating at |east one informational nessage at
a central server related to one or nore of resource-consunption by,
resource-production by and control of at |east one device; and transmtting
the at | east one informational nessage to at | east one conmmunication

devi ce, where the at |east one comuni cation device enables the taking of at
| east one action 10 having the effect of providing a change of one or nore

f ‘ . ‘ \ : ) |
of resource %Ocﬂggé;(%rrvéxﬁ %o%ﬂ% é@/ﬁ%@fg&%ﬁ%@g%‘%}fﬁﬁgﬂg %Ee lteéért Biid %?orha%h&&? at eeaSt

one device of © nor e nor e devices ar
sel ect i viabsgagedbasadl a ddastdn pad bh thetsep ofmoditenivig. vat ed subsequent to the one or
i activations, de-activations or adjustnents. 217. The

nore dev %e's initi?l d

Syst em o980 2 RSE o gRarolliRE 0% BIRES OfTeAN S BTN AP TSSRWES T | vel y

re-adj US;%r@@hctioﬂ&s@@ihﬂe&%ﬁtﬁ% phira B9 RE FnyAd @Y, (RS sysRaSdonsRifgommand. 218. The
(0]

system claim 216, wherein the one or nore devices are sel ectively
re-adj ust ed, 2 cgBtralssivetithal gederates phigast enerinfosmationdl mpssagd refated te 98¢ oone

i nf ormat | %S?% h . cliai ] e or nore
devi ces f#‘rg‘%’le“se eggﬁsgﬁég?%-y’g%ﬁ%ﬁé%ﬁqugg%%@a@géa’%dggg@t%%s\?g{%%@% response
to with of omessagee devicas;conmuni cati on device 20 associated with at |east one
i ntended recipient. .220. . stem for coptrolling one qr nore of

resour ce-cpns“}j‘?‘?ﬁ‘}'{“ﬂfﬂcaﬁlﬁﬂ l‘ﬁé%hﬁr%}’_ém_ tS st teest e H&%‘H@i“&{“’gan‘?ﬁfacgﬁ tatdeast al ity of
rempt e dendl SASnunidABoP IS RTWAGETH 4t 138t ond coBuhRhtictEdeVRE ehildds tHERRM3L es at

| east one infornmational nessage related to one or nore of

r esolf? ceofcat ipssippe pefirndipyingdhanifestofipraiddiog k shangy ofior aamare of regdured- | east one
device G Blp @ ol e PABNEGS B fb ARATHA SR AL K that transmi ts
the at |éas ne 1 nformatironal nessage to at Teas one’ conmuni cati on

devi ce, wher e triggeratvehtemsiulecthat idamifienatdenki ane tdgper cendétivmbfoe sutbhatidaki ng  of

at |l east, gne act.ign having the effect of provj.ding a change, of, ong or nore
of 1 csouUEINg SHLTSE: & AMaREM P e QS ieou PP UHER Sh P HB SO EHOR AL, | enst
one devi g8cadh&ieiePick Nehetdin HRAusBibnPRAiLAEPTIBHE 0P Adke HBEIE8e, ipiraRRELd ON a
request froma first entity requesting a second entity to select a |evel of

adj u$? meset péintsnorergiing chiretgrisics, [dutyedysleofontreklogin sad sabedile pssgcinted withdlemnd
entity raquct O deFRQURE Fert R YIPL 1A% Qb i BHESRARANesb AR W hSFoRE feCt | on.
occurrence of the at least one trigger condition.
289. The system of claim 288, wherein the at least one trigger condition comprises a
predetermined trigger condition defined by the user.

20  290. The system of claim 288, wherein the at least one trigger condition comprises a
predetermined schedule of adjustments in the one or more of resource-consumption and
resource-production of the at least one device.

291. The system of claim 288, wherein the at least one trigger condition comprises a
predetermined weather condition where an occurrence of the predetermined weather

25  condition triggers an automatic adjustment in one or more of resource-consumption and
resource-production of the at least one device.

292. The system of claim 288, wherein the at least one trigger condition comprises a
warning message of an imminent event forcing power adjustment.
293. The system of claim 288, wherein the at least one trigger condition comprises a

30 predetermined condition involving one or more of real-time, near real-time, forward and
anticipated pricing data.

294, The system of claim 293, wherein the price data comprises market price data.
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112 221. A systemfor controlling one or nore of resource-consunption and
resource- production associated with a plurality of renote devices, the
system conprising: a central server that generates at |east one

i nformati onal nessage related to one or nore of resource-consunption by,
resource-production by and control of at |east one device 5 of one or nore
devi ces; and a comunication link that transmts the at |east one

i nformati onal nessage to at | east one comunication device, where the at

| east on295c orthersiystaini oficlatie 2BE, ovhervirbthe st lehwt ohalrigger coaditiah compstesane acti on
having the.effect. of .nrovidjng a change of o or, nore of resource-

cons u?rpt PISACeIiNg a0 18%%?@3%&‘?8?1“18??‘?fic{’d?ﬁ‘gceﬁla%oda?'ﬁgwﬁgk’laggg‘?as%%tﬁevi ce,
wherein td% darhd syatein oF@la@h @88, Mietditethe @hRhst SRS &6 oABMOH S&BpAdesheast one
control signal .and wherein the at | east one conmuni cati on device conprises

at | east PifricyRes qopdision ivelving rarrent;sueplysnd defieitresairee availabilitndat® cation with
t he one j q . ], - i rdance wth
the of 01 2571t SR DEE QtRrdilihiod Leh B5E (e ARMEE obipARSRT CONCE,

provi di npredeternamaglecondition irolvingforesastdd sugdwsand eeficihsapagityi data. and

resource-pyoduction attrib d.o.the | east, one 15, device, wherein the at
| east on%%o%ﬁ’“%&frc"%gg W}l?&%‘é&’f’ ﬁﬁefﬁhoae P’I&ggrc"o@a‘?io?)‘io’?i@aﬁfé§ti ng a
second epfelétyrmiiRedS@dndition voR¥R a Shan@in Ppsi B rebuRed WitlPtedpert totay of | evel s of

response involvin t he second entity reducing resource-consunption or
i ncr easi prgdetersy eghdduct i on. 222. The system of claim 220, wherein the

| eve o] dj i; ) } d sone

ad bl et A ST o BB RE oA o OPEeGBle o MM ARRETADURRT O

adj ust neprodid®n assooiated syitraplmglityi af cemdte devicdd 2the silem symsprésmgdf ¢l ai m 220,
wherein the firs ntit onprises a supplier .of a resource, for operating
the at 1 east bHEALTEE hab SRS Sl B Btririthe RefRES It RoeE”of

I esour cepnatsiragohidetoadtnptios OV éRurcd profuRtoichy A1 RE&EICIfat Rast\Whé Bevdcdl ural ity
of renote devices, the systemconprising: a central server that generates at

| east onef enefosmeae feyiees; 4ssage related to one or nore of
r esoys ce- ConsygaRcion 18 M RS MA 1A bR B RARREk a0 Bl tehast one
device of one or nore devices; and

one communication device, where the at least one communication device enables the taking

of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device, wherein the at least
one informational message comprises at least one control signal and wherein the at least one

20 communication device comprises at least one interface unit, where the interface unit in
communication with the one or more devices controls the at least one device in accordance
with the at least one control signal, to take an action having the effect of providing a change
of one or more of resource-consumption and resource-production attributed to the at least one
device, wherein the at least one command is from a user associated with the at least one

25  device, the user having an associated user profile.
300. The system of claim 299, wherein the user profile defines in whole or in part an
agreement between the user and an entity associated with the central server concerning a right
to control of the one or more devices.
301. The system of claim 299, wherein an entity reserves a right to overrule rights

30 associated with the user in operation of the one or more devices or in response to an event.
302. The system of claim 299, wherein the user defines or modifies all or in part one or

more of the user profile and a profile in which the user has been assigned one or more rights.
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a communi cation link that transmts the at | east one informational nessage
to at least 30 one communication device, where the at |east one

comuni cation device enables the taking of at |east one action having the
effect of providing a change of one or nore of resource- consunption and
resource-production attributed to the at | east one device wherein the at

| east one informational nessage is based on a request froma first entity
requesting one or nore of 113 a reduction in resource-consunption and an

i ncrease30n rElsosysteen pf cdine B0G whidnein eheudes yedforads thadefisihg®nthecmodi€ying ng one
or nore of re rce-consunption or resource production is calculated for

t he secoRY¥fT SI?‘#’? ased on a user profile. 226. A systemfor controlling one
or nore 9f4 r eTRUEREME SNSRI wRAEnBS AbkrGRaked aRARBICA 8P pASSOThALRE Wi th a
plurality of renote devices, the systemconprising: a central server that
gener at eprodile insganectieewith pastiginetiosia @ repodesa frading hetvork erexohamgor nore of
resous Cezﬁs‘?”s’r'ﬁ@érysf%& et '&%%2,%&%@”&%%8} 4r3fks laXtta%Qs%c%Perﬁlt riﬁllnthOfu e%taoréﬁ‘ié‘“ one
devi cd O 'oné oF rore devices: and a conmint cation Ink that W7 &nsnrts the
at | east withetienfimtsrat i onal nessage to at |east 10 one communi cati on device,
wher e thg é’;lt | east ane cogﬁgni cation df;vi ce enables the taking of at |east
one act i 6P hatiSHECRAr QPFRILNE BFC BIRRFP O FFEOHUCE FRASHBPHAN VKR Fpr e of

resour ceproaeafdﬂrmédc%daaﬂme{ﬁaﬁuwh%&éu%h&pme%&gtéxﬁu&ﬁsriéiﬁgzt he at |east one

device, wherein the at | eas one informational nmessage conprises at | east

one control s#gemtal sercer fise eaieratasiableast one indormatienal spssega ralated rondgevi ce
conprjse one.J N G It ' it 5
com‘r&tr)li cgrtol?éo%#rvmsaot cetﬁgs%éin%é%?ﬁgsrogm gep\f?%ﬁég&ggipﬁoéos%&? L‘geﬁg& a#&é%td E‘gcﬁ% devi ce
i n accor dhoneeor nvare Hetiées; add | east one control signal, to take an action

havi ng the effect of. provjdi a change .of one or npre of

r esour ce- cons® ﬁ‘ﬁiﬁ“ﬂﬂ‘c%m\iP’gé%% Fé’éﬁpﬂgéﬂ“(ﬂfﬂ?’aﬁh"%ﬂ? PRRHonal messpgrdo at lepst ast one
devi ce, Wh&ERIRukibRiodldeli6s SheRRe SQBIXPEE GRIRINIHASH AeiG&Hn8BIbs fre ki fi 1 St
entity requesting one or nore of a reduction in resource-consunption and an

i ncr ease of # leastengrasiophayingcthe effiech of mRwiding4 dhangel of ope griporstafessoursencer ni ng
one . - I Qn. r i | at ed
for the Sabsfbibf BRSEEaNSUIR] AluRled S iy BE SR W BehB R ™ P, g
one or mpredetefmihednile eelatod Husvptrolting thedt teast@ne devicgpr oduct i on associ ated with

a phuralihy ofyl §ieofdn 308, whelen Hes feastode Dredetentlined rule is defined by a

user associated with the one or more devices.

308. The system of claim 306, wherein the at least one predetermined rule is defined at a
20  user interface via the Internet.
309. The system of claim 306, wherein the at least one predetermined rule is stored in a
user profile associated with a user.
310. The system of claim 306, wherein the at least one predetermined rule comprises one
or more situational rules where each situational rule is applicable for an identified
25  circumstance.
311. The system of claim 306, wherein the at least one predetermined rule comprises a
predetermined rule specific for one or more devices.
312. The system of claim 306, wherein the at least one predetermined rule varies in
accordance with feedback data.
30 313. The system of claim 312, wherein the at least one predetermined rule varies
situationally.
314. The system of claim 312, wherein the at least one predetermined rule varies

dynamically.
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a central server that generates at |east one informational nessage rel ated
to one or 25 nore of resource-consunption by, resource-production by and
control of at |east one device of one or nore devices; and a comruni cation
link that transmts the at | east one informational nessage to at |east one
communi cation device, where the at | east one comunicati on devi ce enabl es
the taking of at |east one action having the effect of providing a change
of one or nore of resource 30 consunption and resource-production attri buted
to the afd e i t. ] r I sage is
5.
based on§ 1a r 213{532?%32}%&%5? éIMIJ E{h%rér{{]tlﬁ? gtt IF Aesgglgesltn fo%g%%%i g‘re £Elgn%ér lgrégllferﬁgg
r educt i oin aceordamse with ¢heca heaste ipcadet@mainedirulélcr ease i n resour ce- producti on
where a | evel .of adjustne concerni ng one or re.of resource-consunption
or r esou$ @e prsgYste 9f cleum %54 ‘Y?‘STCHM?‘SF g2t gpe RTR et%"_@’d’&ﬁ‘i‘d'u]éﬁi 1_{‘3??‘*8&% ed on an
overal | &@ﬁ@ﬂ% RSB 0R 0T DHOHH tor® @Bktate Qlse Bonelk HoRd pdr¥m@ErsEite! or nfote set28. A
system for controlling one or nore of resource-consunption and resource-

pr odutt | prntaPeEing ekpragieristies, puty cxdle, contedl logierandeschednling of the leae efmersm
conpri sig@,:ce% a central server that generates at |east one informational
message refa ed to one or nore of resource-consunption by,

r esour ce3 iy odiletsysiomloy chi 3 t6 mherin the atleast easpredsiandesd roke idattifienkovor nore
devi ces; _and a cog‘ggn,i cation link that transmts the at | east one

i nf or mat NGB O FRYEJGUCPSAIGMOPEAEY  one communi cation device, where the at

| east ong)gcOMMEyQahio?lath 31 6, WHRARDIS Bsdr i RAKURS compriRimaliple &A%l 0@ne action
having the effect of providing a change of one or nore of resource

cons t?QﬂﬁOthﬁd}ué@@ﬁNé@wm_ﬂmwmfﬁqmﬁmeéd to the at |east one device,
wherein {fe QAs%%%ﬁ&%éﬁgﬁﬁh@%ékgﬁhkggsreﬂﬁﬁ%ﬁ% ﬁ%ﬁﬂﬁ%%@&ﬁm cbeast one

control Signal one  co Icatron device conprises
at | east prodwctiontagsotiated with 4 pluratigrof rdnite deviesfthe eystem tomprisingdOnmuni cati on with
the one or nore devices controls the at | f:ast .on? devi ce i% accordance 15

with the at |%SFoFalGeEreE it sPPraes ghigest opginfarpationsl messpgrelilsA tAGnE fe ef fect of

provi di ngofe JTH&BERe-cBAsuPRioR by, TeNoBrceprd e KLardQURAHSIRI aLRast B device
resource-production attributed to the at | east one devi ce, where the at

| east#Son %mwﬁﬁ?ﬁ;i@és a request froma first entity requesting one or
more of ar e%ﬁ#ﬁﬁmﬁgﬁﬁ%&?&a&ﬁﬂémie‘a& B hBndtdfA15REagk Mo at least

resour ce-pro
one communication device, where the at least one communication device enables the taking

of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device wherein the at least
20  one informational message initiates one or more actions involving activating and deactivating
the at least one device or one or more components associated with the at least one device.
320. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:
a central server that generates at least one informational message related to one or
25  more of resource-consumption by, resource-production by and control of at least one device
of one or more devices; and
a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
30  consumption and resource-production attributed to the at least one device wherein the at least
one informational message initiates one or more actions involving changing a plurality of set
points; changing a plurality of parameters; changing one or more inputs to the at least one

device; changing state of the at least one device; reducing an amount of resource supplied to
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a level of adjustnment concerning one or nore of resource-consunption or
resource 20 production is calculated for the second entity based on an
overall target demand or supply goal for a plurality of entities. 229. The
system of claim 227, wherein the second entity deci des how the |evel of
adjustnment is distributed throughout the one or nore devices. 230. The
system of claim 227, wherein the second entity decides the one or nore
devices 25 to be adjusted and an order of adjustnent for the one or nore

devi ces. %‘eas-mﬁ 3 éee Pa Te r@d e € n te ga ntto {
adj ust nmen eac% g *Bi g ep Bg\fl a%g %Y@ A t& ba e
system oﬁe\dbeabhfmgﬁﬁ@,a ush@’sehédlﬂ&tﬁ” ﬂm@m& omBidetive; dhaigitgsa WoMdader | evel of

adj ustnent_ i s dlétggat ut ed throu out, the one or nore devices, 3Q _233. The

syst em oftilizegpne fipseras d¢ Vi‘ﬁec eneRiRqry operatingcharagisrigtits obfhedbr o
devi ces 14,6 JAe dadbd taRHafith ﬁ’ﬂagl%ﬁnﬁg Of or 30 Fe by {he at 108 0RO Gevile, MO €
devices. 234. A systemfor controlling one or nore of resource-consunption
and r ésod2be- Thy systgnt dfwtprimsd 6 cwhereinl theiat feast ope predetietnyined ml@ldamtdieaem ees, the

system co entral ver .that generates at | east..one

o or it PGy Wk and K5 3nE BOA0Riaa RGNS 1 BES ot RS Rp Bt SRR B, by,
resourcerésbmdupiodwidn}bf&mhtmtdnelde‘ﬁéeaéniaeast one device of one or nore
devi ces; _and g nication link that transmts the at | east one

i nf or mat Péhal Argdender qogtralling epeer moge gf EEsQUEFRTEANSERPHPHAGSCIOBES- wher e t he at

| east on r&gﬁm%&)@fdéaam%é’ [GEali Exﬁétctdgﬁcésam‘:@?sterﬁfcoﬂé ilif@st one action
havi ng t ct of provid hange of one or nore 11-“ sour ce-
consuflption amdembmem&apgmwaoteaatonc inforiretional medssagateldtediptonene devi ce
wherei n the east one informational n_a request from
o et t Jrore gL eE R OBt IO g, e S To B B Bl fonpEian e SeB ARt 1 on and
an i ncr ea$end ¢t nid2s QiR production by a 10 predeterm ned anmount for an

i ncentive. 235. A system for controllj n% one or, nore_of resource-consunption
and resour ce- 2 geBRyRiction linkdbatittanerits the # lepspongrinformgtioyal messpgedo gblgptes, the

systemc Q)Hp&}n%hﬁ}gcati%nﬁ%% Qi 5?@&1{1 Qtrleésbgﬁe QERERIAESn BhvibERahleORE taking

i nformation nmessage rel ated to one
15 of atleast one action having the effect of prov1d1ng a change of one or more of resource-

consumption and resource-production attributed to the at least one device; and

a user module that identifies a user type; and operates the one or more devices in a
mode based on the user type during a predetermined event.

323. A system for controlling one or more of resource-consumption and resource-
20  production associated with a plurality of remote devices, the system comprising:

a central server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device
of one or more devices;

a communication link that transmits the at least one informational message to at least

25 one communication device, where the at least one communication device enables the taking
of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device; and

a confirmation module that receives confirmation of the action taken and informs one
or more recipients of the confirmed action taken.

30 324. The system of claim 323, wherein the confirmation module generates at least one
message based on the confirmation; and transmits the at least one message to the at least one
communication device, wherein the at least one communication device is associated with at

least one intended recipient.
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nore of resource-consunption by, resource-production by and control of at

| east one device 15 of one or nore devices; and a communi cation |ink that
transmits the at | east one informational nessage to at |east one

comuni cati on device, where the at |east one conmuni cati on devi ce enabl es

the taking of at |east one action having the effect of providing a change
of one or nore of resource- consunption and resource-production attri buted
to the at | east one device, wherein the at |east 20 one infornmational

message CHBPT ix583teRt fol EtlolIRRnE S o] oﬁw&%k-caﬁﬂngasﬁ%@mm%@t least one

communi cati on 'dEVI ce conprises at | east one I nt erface unit, ere the
i nt er f ac eprodhiction assoctatedinih e plurdity wf temotehdevizas; ther systemecodgvisings control s t he

at | east one devi in ordance . wth the at.|east one trol signal, to
take an acti off cﬁ%t\lcﬂ? ﬁ%w?r&@éi@fs?eéﬁtfs tfle%{%\?il?ﬁﬂﬁatﬁ?n frjaee TS]%%gﬁ%o ¥ nor e of

I esour Ce-166e o0 reburecaiSEmpiasosy, eRoptegivahdtion bytahd contR df htdedshenerdeviceast one
25 device, wherein the at |east one command conprises a request from an

entity r f9Be e HEredgEcesyr nore of a reduction in resource-consunption and an

increase in reg Hﬁrﬁﬂi Jole o) @ I j acentive.
236. The syste%gof C %ﬁ%@&{hg%%@%mgaﬁgﬁggﬁw aataéqgﬂ\?fn{eﬁ?g% hogd?éér?gtc or nore
devi ces aetcemmunissticadexivoLmbere fhegh teass onercoremuiicatimaaievice enabies dinptekiog and

resour ce- uction.in. 30 response to.the i.ncentive. 237. The system of
o m o3t Sk o Rl e e ERRRG otvidifion B RDH LBior bkt gl Lt § on.
116 238. AnsuggtRiahdfesGtd-praldhitvf aftfibuted torthe & 1edst sdicearigonsunpt i on and
resource- production assocliated with a plurality_ of renpte devices, the

syst elfl conpr i $i9eptirmatien modyle thatidentifiespne ofaiees devices Hhat failde takg ga action in

i nformati . P ' by,

| esour co. ARG SIAe At G bR MR me IRl bAROE iR RURLAR Y.
devi ces; thadleatificdromeior oatd davides.nk that transmits the at | east one

BTN SO R ek
havi ng t hgrogidies hssediattd ¥ith diplraiety Qi aiifte @dviceh@hOs§ysteal Gn@ifrisigs our ce-
consunption and resource-production attributed to the at | east one device,
furthbt conpriaSepgal server that generates at least one informational message related to one or
more of resource-consumption by, resource-production by and control of at least one device
of one or more devices; and
a communication link that transmits the at least one informational message to at least
one communication device, where the at least one communication device enables the taking
20  of at least one action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device wherein the
confirmation module generates at least one message based on the step of identifying and
transmits the at least one message to the at least one communication device, wherein the at
least one communication device is associated with at least one intended recipient.
25 327. A method for managing one or more of resource-consumption and resource-
production of a plurality of devices, the method comprising the steps of:
making a determination concerning one or more of resource-consumption and
resource-production of one or more devices; and
transmitting at least one command to a central server, wherein the at least one
30 command is related to controlling at least one device and is based at least in part on the
determination and wherein the central server generates at least one control signal based on the

at least one command for controlling the at least one device and transmits the at least one

control signal to an interface unit to take an action having an effect of providing a change of
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to a transmtting nodule that transmts a notification nessage to the at

| east one comruni cation device wherein the notification nessage inforns one
or nore intended recipients of delivery or non-delivery of the at |east one
i nformational nessage. 239. A systemfor controlling one or nore of

resour ce-consunpti on and resource- production associated with a plurality of
renote devices, the systemconprising: 15 a central server that generates at
| east one informational nessage related to one or nore of

r esour cCexqe M%W%oﬂ)ée—c&ﬁﬁﬁﬁﬁ&&ﬁ:ﬁ &&Hﬁféelﬁéhlﬁt{o@%bca%% @he Ricadlonkeast one
device of one or nore devices; a comunication link that transmts the at

| east ondaleyigd.or mati onal nmessage to tat | east one conmuni cation device,

where th t ast 0 j i on device, enables the taking 20 of at

| east ongzg'ct @%“ﬁ%‘@?ﬁ&aﬁﬁé%f’@&&%@ S%%?ﬂgp%ﬁchange of one or nore of
resour ce cons wtpivingrdaigsocseduytitony @ahtet bhiesaider donsirestidntnt Resotiiced €ast one
device wherein the at | east _one informtional nessage conprises at | east
one cdnt MEMdustigyhefitheons ofmaredevicenavhgrein degecesisd datadternsideradiin genseafing e

conpri seshft 1da8@shk OOl sihr face unit, where the interface unit in

communi cation with the one or nore devices controls the at | east one device
i n accor d3fce T mthdd afiekim3 27 aghersnmpusing thelstepiofnal , to take an action

havi ng the effect.of, praovidi ange o ne. o r . of
s our cer cons Eapt el el debity SRAHore B re e TR B andresolee] cast one
devi ce; gmnstuatiér eiddretor ghréBelides, Wheéin therdciNed Jar i cdrisfdetadtih genef@ingage t o

the at | east one conmunication device wherein the notification nessage

i nf orlfs 6h%at6?ash%eé?omﬁlrded 30 recipients about the change in one or nore
of resoursae Cams iHEHH QP claifl 35 F SaHer CorRprailiiCthé Q8 of: 240. A systemfor
controlling one or nore of resource-consunption and resource- production
associ at ed wi tcteatingsd usenpriofije fof mogitering theones more Aeviesp stherain thepsérorefge 117 a
central s t t . info i a r ted to
one o rorbRe's B AL BAk ARk R ook B R R ISR 3B kB e r o
of at | eamt r&oercelpridactionaff tieat l€ast snerdevideatidositerein theaiaast ohacomtfol kignil t hat
transmts the at | east ong infornmational ssage tqg at Jeast 5 one

commuini cdf FEmeeHIE Beneralitia soeEdace Pt e & ReS BRRIMFERRISATEBY | co onabl es

the taking), Themethod of claim 330, wherein the user profile comprises a model providing data

describing functionality attributed to the one or more devices.
332. The method of claim 331, wherein the data comprises one or more of individual
device data, aggregate data, resource-consumption data and resource-production data.
20  333. The method of claim 327, further comprising the step of:
receiving a message indicating a credit for an amount of the change of one or more of
resource-consumption and resource-production of the at least one device.
334. The method of claim 327, further comprising the step of:
receiving a message indicating a confirmation of the action taken in accordance with
25  the at least one control signal.
335. The method of claim 327, further comprising the step of:
offering an amount of the change of one or more of resource-consumption and
resource-production attributed to the at least one device to one or more entities.
336. The method of claim 328, wherein the step of receiving data further comprises the
30 stepof:
receiving external data affecting an operation of the at least one device wherein the
external data is used to define a trigger condition for automatically generating the at least one

command for adjusting the resource-consumption of the at least one device.
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of at |east one action having the effect of providing a change of one or
nore of resource- consunption and resource-production attributed to the at

| east one device; determ ning nodul e that cal cul ates an anount of the change
in one or nore of resource-consunption and resource-production attributed
to an entity for a specific 10 adjustnent; and a database that stores the
anount of the change. 241. The system of claim 240, wherein the anount
conprises one or nore of an actual anount, estimted anmount, neasured
anount , | c e G i : .sanpl ed anount,

st andar |zédui<:;11%0unt, prg%l%t%?’%ﬁ%éé%ﬂﬁﬁg&g%e%){iol ated amount and 15

i nt er pol at ed momiening pdaXdataofaresounefassocrtadtwiti 4n apgratine obtherableastohe

resource; consunpti on and resource- production associated with a plurality of
renot e dé Ces, the system conprising: a central server that generates at

| east ong38l nfTHemRéthew il cldi 32aderthél cainpelsih@thRRRep@f: nor e of

resour ce-consunption by, resource-production by and control of at |east one
devi ce 20 ofdetsraining Whether deofferageduetion inigrauecst OB mption hapedton ¢igMSni t s t he
at Ieastmgg%fkﬁgpagggﬂmpgcaggag‘age to at |east one communication device,
where the at feast one communication device enables the taking of at |east
one act i 39. halhermethdrbofaldimAR7 ohrthereoingiisigg thesteprodie of one or nore of

resour ce- coqg%ql;tl'ron?ﬁ%g?r{)egsource- roduct i.on attri%e?t ed to the at |east one

devi ce; 25 a HoEop BT eSO -OR YRR tIOp £ 2 pradgierfined amauBhint of t he

change i31400nel‘hbrmétﬁécﬁofdﬁimrﬁSM&ﬁnWihﬁiﬁm&%eﬁ@Sﬁdﬂk&?ﬁl@é eguction for a

given level of adjustnent attrjbuted to an entity; and a database that

st or & tWé‘)%%ﬁ“é‘ﬁﬁdﬁlaPEﬁﬁ’ﬁﬁﬁFme@PX‘?l-A system for controlling one or nore of

[ esour cesfonSHImh LR ik GIOW dtein e R Wifla0R WARATh@ e @ plurality

of renote devices, the systeniconprising: a central server that generates at

| east on@scbmémhmgdsonal nmessage related to one or nore of

[esour cesLONSHIL LR B¥anboRRU AR RSNE! b8 ordlid SORE ElraPlerft, | c2ST One
343. The method of claim 327, wherein data comprises aggregate resource consumption

15  data for a predetermined area.
344. A system for managing one or more of resource-consumption and resource-
production of a plurality of devices, the system comprisiné:

a determination module that makes a determination concerning one or more of

resource-consumption and resource-production of one or more devices; and

20 a transmitting module that transmits at least one command to a central server, wherein
the at least one command is related to controlling at least one device and is based at least in
part on the determination and wherein the central server generates at least one control signal
based on the at least one command for controlling the at least one device and transmits the at
least one control signal to an interface unit to take an action having an effect of providing a

25  change of one or more of resource-consumption and resource-production attributed to the at

. least one device.

345. The system of claim 344, wherein data associated with one or more of resource-
consumption and resource-production of the one or more devices is received, wherein the
received data is considered in generating the at least one control signal.

30 346. The system of claim 344, wherein data associated with one or more of resource-
consumption and resource-production of the one or more devices is received, wherein the
received data is considered in generating the at least one command.

347. The system of claim 344, further comprising:

136



a communi cation link that transmts the at | east one informational nessage
to at | east one conmunication device, where the at | east one comuni cation
devi ce enables the taking of at |east one action having the effect of

provi ding a change of one or nore of resource- consunption and
resource-production attributed to the at | east one device wherein each unit
5 of change in one or nore of resource-consunption and resource-production
within a defined area resulting fromthe action determ nes an anount of
conpensat | on., foroftanSeARAE Alsc iRt fihe ! b2 delBetiMhdreliinehignoe 1 1
one or nore of resource- consunption and resource-production Is a

pr edet er profilsgomprisesrat bsfstlont predetexnined fuld fomadjesting one er mbrerfessgyrce10 245. A
system for co tro esour ce-.co ti.0 gsaur ce-

o7 oduct | S SERiseasfOnt e e & R o TGRCH R E BT RGeR hf Yes t

conpri si ggtrobsigabisraatonsdicyIBf gehbrated G NRbAbas with the asleast e preli@edmhednal

nessa | ated to one or nore of resource-consunption by,

reso enigoductlon by and control of at |east one device of one or nore
devi ces; AT HeYERER [

i nf or mat ?‘?:)Sgal rressage&t%%ahg?4}{ ggf{énb%%ggcggmnﬁ% ‘F%%gg’gda?%“ﬁﬁgrdé‘mt he at
| east on@smmmrlabty adibired tethabheer mére dedikésng of at | east one action

consunpt Pon- ol el e ui et AR RbmPats B BRESIARRMTE devi ce

and a traaecemafiuhgrégw daw)aé@bmee-aonsempnmdm aﬂieresdme-paﬁd&ﬁbh dan. anount of
one or nore of 0 the change of resource-consunption

r esod? cedfk odﬂlﬁﬁyétﬁm\ﬂfé M3 1%§/§’ceé?‘?gMéP‘@IWd lﬁqﬂ%atléﬁér?&‘éht(f@h?d’rl ses one
or rmore Qrﬁolﬁ%fﬁx@tchﬁlog@ e Si4htE Bf BAREECAREN P dnUnd FEBBRE-prafttiond dﬁuét em for
controlling one or re resour ce- consunptlon and resource- production
associ at etdeast ¢rte @Vmbur aI | ty of renote devices, the system corrprl sing: a

cont 2l Sef vl BR85S Pl e %ag S PLSHTSRs TR 1

control thfeaaﬁodtamtm@a@rdimwehtmfatmoﬁécdsmfoes@ﬁau ces; a communi cation |ink
that transmts the at st._one jnformational nessage to at |east one
conmini cétd onl Herster of, \ﬁf?é‘?le%% T CPBELY"SHne comuni cation devi ce enabl es

the taking of tr@émé £ddhle A erdblek Qs biter dnighoRhd FHGhe HanpE Sdrididhthofe Change

of one or nore resource
of resource-consumptlon and resource-production attributed to the at least one device to one

or more entities.
353. The system of claim 345, wherein external data affecting an operation of the at least
20  one device is received wherein the external data is used to define a trigger condition for
automatically generating the at least one command for adjusting the resource-consumption of
the at least one device.
354. The system of claim 344, wherein price data of a resource associated with an
operation of the at least one device is monitored.
25 355. The system of claim 344, wherein whether to offer a reduction in resource-
consumption based on one or more of price data and forecast data is determined.
356. The system of claim 344, wherein an offer to reduce resource-consumption for a
predetermined amount is initiated.
357. The system of claim 356, wherein the offer is initiated when a market price for a
30 resource exceeds a predetermined level.
358. The system of claim 356, wherein the offer is initiated when a rate period for a
resource changes.

359. The system of claim 347, wherein the user profile is created at the central server.
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change of resource-consunption and resource-production. 119

360. The system of claim 344, wherein data comprises aggregate resource consumption
data for a predetermined area.
361. A method for managing one or more of resource-consumption and resource-
production of a plurality of devices, the method comprising the steps of:

5 receiving at least one control signal at one or more interface units wherein the at least
one control signal is related to controlling at least one device; and

communicating with the at least one device in accordance with the at least one control

signal, to take an action having the effect of providing a change of one or more of resource-
consumption and resource-production attributed to the at least one device.

10 362. The method of claim 361, further comprising the step of;

reporting confirmation of receipt of the communication to a central server.
363. The method of claim 362, wherein the confirmation is communicated to at least one
communication device associated with one or more intended recipients via a preferred mode
of communication.

15 364. The method of claim 361, further comprising the step of:

reporting confirmation of the action to a central server.
365. The method of claim 364, wherein the confirmation is communicated to at least one
communication device associated with one or more intended recipients via a preferred mode
of communication.

20 366. The method of claim 361, wherein data comprising one or more of resource-
consumption, resource-production, device performance, device parameters, device state,
device usage, exception conditions, change in resource consumption or production are
measured, individually or collectively.

367. The method of claim 366, wherein the measured data is communicated to one or more

25 intended recipients via a preferred mode of communication.

368. A method for managing one or more of resource-consumption and resource-
production of a plurality of devices, the method comprising the steps of:

receiving at least one control signal at one or more interface units wherein the at least
one control signal is related to controlling at least one device; and

30 performing one or more of displaying data and activating, de-activating, and altering
one or more of an indicator and an alarm in response to the at least one control signal, to

provide information associated with taking an action having the effect of providing a change
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of one or more of resource-consumption and resource-production attributed to the at least one
device.
369. The method of claim 368, wherein the data comprises one or more of resource-
consumption, resource-production, device performance, device parameters, and change in
resource consumption or production.
370. A system for managing one or more of resource-consumption and resource-
production of a plurality of devices, the system comprising:

a receiving module that receives at least one control signal at one or more interface
units wherein the at least one control signal is related to controlling at least one device; and

a communication module that communicates with the at least one device in
accordance with the at least one control signal, to take an action having the effect of
providing a change of one or more of resource-consumption and resource-production
attributed to the at least one device.
371. The system of claim 370, wherein confirmation of the receipt of the communication is
reported to a central server.
372. The system of claim 371, wherein the confirmation is communicated to at least one
communication device associated with one or more intended recipients via a preferred mode
of communication.
373. The system of claim 370, wherein confirmation of the action is reported to a central
server.
374. The system of claim 373, wherein the confirmation is communicated to at least one
communication device associated with one or more intended recipients via a preferred mode
of communication.
375. The system of claim 370, wherein data comprising one or more of resource-
consumption, resource-production, device performance, device parameters, exception
conditions, change in resource consumption or production are measured, individually or
collectively.
376. The system of claim 375, wherein the measured data is communicated to one or more
intended recipients via a preferred mode of communication.
377. A system for managing one or more of resource-consumption and resource-
production of a plurality of devices, the method comprising the steps of:

receiving at least one control signal at one or more interface units wherein the at least

one control signal is related to controlling at least one device; and
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performing one or more of displaying data and activating, de-activating, and alerting
one or more of an indicator and an alarm, in response to the at least one control signal, to
provide information associated with taking an action having the effect of providing a change
of one or more of resource-consumption and resource-production attributed to the at least one
device.
378. The system of claim 377, wherein the data comprises one or more of resource-
consumption, resource-production, device performance, device parameters, and change in
resource consumption or production.
379. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:

generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
and

transmitting the at least one informational message to at least one communication
device, where the at least one communication device enables the taking of at least one action
having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices wherein the at
least one device comprises an identifier component for identifying one or more of identity,
make, model, serial number, type, category, ownership, location, electronic address,
operation, power requirements, resource-consumption, resource-production, power profile,
adjustability, current state, current parameters associated with the at least one device to the at
least one communication device.
380. The method of claim 379, wherein the power profile comprises one or more of an
amount of power being drawn and when the amount of power is being drawn.
381. The method of claim 379, wherein the adjustability refers to an ability to adjust to a
plurality of levels of adjustment.
382. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:

generating at least one informational message at a central server related to one or
more of resource-consumption by, resource-production by and control of at least one device;
and

transmitting the at least one informational message to at least one communication

device, where the at least one communication device enables the taking of at least one action
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having the effect of providing a change of one or more of resource-consumption and
resource-production attributed to the at least one device of one or more devices wherein the at
least one device comprises an identifier component for identifying one or more of identity,
make, model, serial number, type, category, ownership, location, electronic address,
operation, power requirements, resource-consumption, resource-production, power profile,
adjustability, current state, current parameters associated with the at least one device to the at
least one communication device.
383. The system of claim 382, wherein the power profile comprises one or more of an
amount of power being drawn and when the amount of power is being drawn.
384. The system of claim 382, wherein the adjustability refers to an ability to adjust to a
plurality of levels of adjustment.
385. A method for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the method comprising the steps of:
identifying at least one station from a plurality of stations for adjusting one or more of
resource-consumption and resource-production associated with the at least one station;
generating a message related to one or more of resource-consumption and resource-
production for the at least one station; and
transmitting the message to the at least one station wherein the at least one station
generates an informational message to at least one communication device where the at least
one communication device enables the taking of at least one action having the effect of
providing a change of one or more of resource-consumption and resource-production
attributed to at least one device associated with the at least one communication device.
386. The method of claim 385, wherein the message comprises a command comprising one
or more of a decrease in resource-consumption and an increase in resource-production.
387. The method of claim 385, wherein the at least one communication device provides
confirmation data to the at least one station in response to the taking of the at least one action.
388. The method of claim 387, wherein confirmation data comprises data related to one or
more of compliance, non-compliance and measure of compliance.
389. The method of claim 387, wherein the at least one station gathers aggregate data
concerning the change of one or more of resource-consumption and resource-production fron:
a plurality of communication devices.
390. The method of claim 385, wherein the at least one station operates in a failure mode

in response to a condition wherein the condition affects operation of the at least one station.
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391. The method of claim 390, wherein at least one backup station operates on behalf of
the at least one station.

392. The method of claim 391, wherein the at least one backup station comprises a
plurality of backup stations where each one of the plurality of backup stations rotate
responsibility for the at least one station in failure mode.

393. A system for controlling one or more of resource-consumption and resource-
production associated with a plurality of remote devices, the system comprising:

a module that identifies at least one station from a plurality of stations for adjusting
one or more of resource-consumption and resource-production associated with the at least
one station and generates a message related to one or more of resource-consumption and
resource-production for the at least one station; and

a communication link that transmits the message to the at least one station wherein the
at least one station generates an informational message to at least one communication device
where the at least one communication device enables the taking of at least one action having
the effect of providing a change of one or more of resource-consumption and resource-
production attributed to at least one device associated with the at least one communication
device.

394. The system of claim 393, wherein the message comprises a command comprising one
or more of a decrease in resource-consumption and an increase in resource-production.

395. The system of claim 393, wherein the at least one communication device provides
confirmation data to the at least one station in response to the taking of the at least one action.
396. The system of claim 395, wherein confirmation data comprises data related to one or
more of compliance, non-compliance and measure of compliance.

397. The system of claim 395, wherein the at least one station gathers aggregate data
concerning the change of one or more of resource-consumption and resource-production from
a plurality of communication devices.

398. The system of claim 393, wherein the at least one station operates in a failure mode in
response to a condition wherein the condition affects operation of the at least one station.

399. The system of claim 398, wherein at least one backup station operates on behalf of the

at least one station.
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