Disclosed is. a systemfor warranting the identity of a party over an
el ectroni c fiectwork. The system conprises a root entity (104) apad
plurality of additional entities (106, 108, 110). Each addi g entity is
admitted to t he PEY em af t e womgrerisruAL eropdpinmchyzamap| ur al | (YEEP” oper at i ng
rul es pronul gated by the root e%@mﬁ‘&ﬂitonal entities may conprise

| evel - oneNTERNATIONAL APPLICAZTIONFIIBLI UNRGR BH RATENS £OOBERATION TREATY (BT at e

aut hor | 61 Btemadiondl BiteneChsiifigatiod e | evel -jonel DBiffnleinstoRfPhRados SikBed! 0! T V0O 00/48108
certif}caigesrigesy heir custoners. THearckertificates bind the custoners to
their public keys. System custonerq arg43ntsrpationabRublitetidn Dite: h  al7 Wagnst 2000 (7.08.00)
requesi formatter which is adapted to fgrmulate a request 10r a warranty RBs
t o t he| R Mmizprional Application Npmhex: | o RCHHEHIRR @W‘ﬁzﬁ&ﬁmﬁwﬁ'ﬂ@&t@. BAM\EB/EGN] v
of f er s| @2) SutelnSoud® Ftidg Watk:N € napegﬂ,,g,lmmmto&}dt | S§§PCIGE, 6f, ‘cg.ﬁqu, %}Dﬁ'ﬁﬁnegg ,

identified in the warranty request. KE, KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA,

. MD, MG, MK, MN, MW, MX, NO, NZ, PL, PT, RO, RU,
(30) Priority Data: SD, SE, SG, SI, SK, SL, TJ, T™, TR, TT, TZ, UA, UG,
607119,892 12 February 1999 (12.02.99) US, UZ, VN, YU, ZA, ZW, ARIPO patent (GH, GM, KE,
60/119,894 12 February 1999 (12.02.99) US LS, MW, 5D, SL, $Z, TZ, UG, ZW), Eurasian patent (AM,
60/119,895 12 February 1999 (12.02.99) US AZ, BY, KG, KZ, MD, RU, TJ, TM), European patent (AT,
60/119,898 12 February 1999 (12.0299) US BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE, IT, LU,
60/119,958 12 February 1999 (12.0299)  US MC, NL, PT, SE), OAPI patent (BF, BJ, CF, CG, CI, €M,
GA, GN, GW, ML, MR, NE, SN, TD, TG).
{71)(72) Applicants and Inventors: HICKS, Mack [US/US]; 4th
flcor, 201 3rd Street, San Francisco, CA 94103 (US). | Published .
SEILER, Regina [US/US]; 4th floor, 201 3rd Street, With international search report.
San Francisco, CA 94103 (US). TALLENT, Guy, S., Jr. Before the expiration of the time limit for amending the
[US/US]; 16t ficor, 140 East 45th Street, New York, NY claims and 1o be republished in the event of the receipt of

. 10017 (US). KUPRES, Kristin [US/US]; 16th floor, 140 amendments.
East 45th Street, New York, NY 10017 (US). FREUDEN-
STEIN, Allen [US/USY; 55 Broad Street, New York, NY
10004 (US).

(74) Agenis: RADDING, Rory, J. et al.; Pennie & Edmonds LLP,
1155 Avenue of the Americas, New York, NY 10036 (US).

(54) Title: SYSTEM AND METHOD FOR PROVIDING CERTIFICATION-RELATED AND OTHER SERVICES

(57) Abstract

D_isclosed is'; a system for warranting the identity of a party aver an electronic network. The system comprises a xoot entity (104) and
a plun?hty of addifional entities (106, 108, 110). Each add_i,tional‘ €ntity is admitted to the system after agreeing to abide by a phmality of
operating rules promulgated by the root entity. The additfoxyl entifies may comprise level-one participants (106) and level-two participants
(110). Certificate authorites maintained by the level--one participants issue digital certificates to their customers. The certificates bind the
customers to their public keys. System customers amaiso provided with a watranty request formatter which is adapted to formulate a
request for 8 wamranty es to the veracity of information conlained in a digital certificate. Warranty offers are issued by the participant that
issued the digital certificate identified in the watranty request.




