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METHOD AND APPARATUS FOR PERFORMING VIRUS SCAN DURING
DECOMPRESSION OF APPLICATION INSTALLATION PACKAGE

Description

Technical field
[001] The present invention relates to the field of computer security, and particularly, to a

method and apparatus for performing a virus scan during decompressing an application
installation package.
Background

[002] An application installation package is usually a compressed file, and the compressed
file usually may include a resource file, a configuration file, an executable file, etc.
[003] Inthe prior art, in order to check whether an application installation package is rogue
software or a virus, the application installation package needs to be decompressed to acquire
a complete executable file. Then, decompilation analysis is performed on the complete
executable file in the internal memory to extract feature information. Then, the extracted
feature information is compared to feature information contained in the virus samples in a
pre-set virus feature library, thus checking whether the application installation package is
rogue software or a virus-infected file.
[004] There are at least the following problems in the prior art: in the prior art, when virus
checking of an application installation package is required, the application installation
package needs to be decompressed first to acquire a complete executable file, then
decompilation analysis is performed on the acquired complete executable file in the internal
memory to extract feature information. When the executable file is relatively large, storing
the complete executable file in the internal memory will occupy much memory, and the
process of extracting feature information is relatively time-consuming. Therefore, the virus
checking efficiency of the prior art solution for checking whether an application installation
package is a virus or rogue software is relatively low. |

Summary of the Invention
[005] In order to solve the problems in the prior art, the embodiments of the present
invention provide a method and apparatus for a virus checking process that performs the virus
scan before the complete decompression of an application installation package is finished.
For example, in some embodiments, one limited sub-portion of the application installation

package is decompressed at a time, and a virus scan is performed on the corresponding
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decompressed data of the limited sub-portion before any additional sub-portions of the
application installation package are decompressed. Alternatively, in some embodiments, the
decompression and the virus scan are performed in parallel, where limited sub-portions of the
application installation package arc decompressed one by one in sequence, and a virus scan is
started and performed on the corresponding uncompressed data of each uncompressed
sub-portion one by one in sequence, in parallel with the continued decompression of
additional sub-portions in the application installation package until the installation package is
completely decompressed or if a currently checked portion is found to be consistent with a
virus sample.

[006] In one aspect, a method for checking a process of decompressing an application
installation package is provided, the method comprising: decompressing a sub-portion of data
in an application installation package to acquire corresponding decompressed data, wherein
the sub-portion of data being decompressed is no greater than a threshold size; checking the
decompressed data according to the virus samples in a virus feature library; and determining
that the application installation package is a virus-infected file or rogue software when the
corresponding decompressed data includes at least one of the virus samples.

[007] Optionally, in the method as mentioned above, each of the virus samples comprises a
respective offset address and a respective virus signature.

[008] Optionally, in the method as mentioned above, the step of checking the
corresponding decompressed data according to the virus samples in the virus feature library
comprises: acquiring, from the corresponding decompressed data, virus checking data, the
virus checking data uses the respective offset address of a virus sample as a starting point,
and has a length equal to the respective length of the respective virus signature of the virus
sample; making a comparison of the virus checking data with the respective virus signature;
and determining that the corresponding decompressed data includes the virus sample when
the virus checking data is consistent with the respective virus signature.

[009] Optionally, in the method as mentioned above, before the step of acquiring, from the
corresponding decompressed data, virus checking data, the virus checking data uses the
respective offset address of a virus sample as a starting point, and has a length equal to the
respective length of the respective virus signature of the virus sample, the method further
comprises: determining whether the length of the virus checking data with the respective

offset address of virus sample as its starting point in the corresponding decompressed data is
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greater than or equal to the length of the respective virus signature of the virus sample; and
[0010] if not, acquiring, from the corresponding decompressed data, virus checking data,
the virus checking data uses the respective offset address of a virus sample as a starting point,
and has a length equal to the respective length of the respective virus signature of the virus
sample comprises: acquiring, from the corresponding decompressed data of at least two
sub-portions of the data in the application installation package, virus checking data
corresponding to all the offset addresses between a starting offset address and an ending
offset address, the virus checking data having a starting point at an offset address
corresponding to a respective offset address of the virus sample, and a length equal to the
respective length of the respective virus signature, wherein the starting offset address is the
respective offset address of the virus sample, and the ending offset address is an offset
address formed by the respective offset address of the virus sample plus the length of the
respective virus signature.

[0011] Optionally, in the method as mentioned above, the method further comprises:
repeating decompression and checking of data in sub-portions which are not greater than the
threshold size, and stopping the decompression process if it is determined that the application
installation package is a virus-infected file or rogue software.

[0012] Optionally, in the method as mentioned above, the method further comprises:
repeating decompression and checking of data in sub-portions which are not greater than the
threshold size, until the decompression of the application is completed.

[0013] In another aspect, an apparatus for checking a process of decompressing an
application installation package is provided, the apparatus comprising: a decompression
module for decompressing a sub-portion of data in an application installation package to
acquire corresponding decompressed data, wherein the sub-portion of data being
decompressed is no greater than a threshold size; a checking module for checking the
decompressed data according to the virus samples in a virus feature library; and a
determination module for determining that the application installation package is a
virus-infected file or rogue software when the corresponding decompressed data includes at
least one of the virus samples.

[0014] Optionally, in the apparatus as mentioned above, each of the virus samples
comprises a respective offset address and a respective virus signature.

[0015] Optionally, in the apparatus as mentioned above, the checking module comprises: an
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acquisition unit for acquiring, from the corresponding decompressed data, virus checking
data, the virus checking data uses the respective offset address of a virus sample as a starting
point, and has a length equal to the respective length of the respective virus signature of the
virus sample; a comparison unit for making a comparison of the virus checking data with the
respective virus signature; and a determination unit for determining that the corresponding
decompressed data includes the virus sample when the virus checking data is consistent with
the respective virus signature.

[0016] Optionally, the apparatus as mentioned above further includes a judgment module,
the judgment module is used for determining whether the length of the virus checking data
with the respective offset address of virus sample as its starting point in the corresponding
decompressed data is greater than or equal to the length of the respective virus signature of
the virus sample; and the acquisition unit is also used for acquiring, from the corresponding
decompressed data, virus checking data, the virus checking data uses the respective offsct
address of a virus sample as a starting point, and has a length equal to the respective length of
the respective virus signature of the virus sample comprises: acquiring, from the
corresponding decompressed data of at least two sub-portions of the data in the application
installation package, virus checking data corresponding to all the offset addresses between a
starting offset address and an ending offset address, the virus checking data having a starting
point at an offset address corresponding to a respective offset address of the virus sample, and
a length equal to the respective length of the respective virus signature, wherein the starting
offset address is the respective offset address of the virus sample, and the ending offset
address is an offset address formed by the respective offset address of the virus sample plus
the length of the respective virus signature, when the judgment module determines that the
length of the virus checking data with the respective offset address of virus sample as its
starting poinf in the corresponding decompressed data is not greater than or equal to the
length of the respective virus signature of the virus sample.

[0017] Optionally, in the apparatus as mentioned above, the decompression module and the
checking module are further used repeating decompression and checking of data in
sub-portions which are not greater than the threshold size, respectively, and if the
determination module determines that the application installation package is a virus-infected
file or rogue software, then the decompression module stops the decompression process.

[0018] Optionally, in the apparatus as mentioned above, the decompression module and the
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checking module are further used for repeating decompression and checking of data in
sub-portions which are not greater than a threshold size, respectively, until the decompression
of the application is completed.
[0019] In one aspect, a client device is provided, and any apparatus as mentioncd above for
checking a process of decompressing an application installation package is provided on the
client device.
[0020] Optionally, in the client device as mentioned above, the client device is a mobile
terminal or a fixed terminal.
[0021] The method and apparatus for checking a process of decompressing an application
installation package and the client device in the embodiments of the present invention involve
decompressing sub-portions of data in an application installation package which are not
greater than a threshold size to acquire corresponding decompressed data; checking the
corresponding decompressed data of each sub-portion according to the virus samples in a
virus feature library, and determining that the application installation package is a
virus-infected file or rogue software when the corresponding decompressed data of one or
more sub-portions includes any of the virus samples. Compared to the prior art, in the
technical solution of the embodiments of the present invention, decompressing data in an
application installation package which are not greater than a threshold size to acquire
decompressed data can effectively save the internal memory compared to acquiring a
complete executable file obtained from decompressing the entire application installation
package first, and performing decompilation on the complete executable file to extract feature
information about the application installation package in the prior art. In addition, the
technical solution of the embodiments of the present invention only needs to check the
decompressed data of one or more sub-portions of application installation package at a time
according to the virus samples in a virus feature library, and determine that the application
installation package is a virus-infected file or rogue software. Thus, the checking time can
be effectively shortened, improving the checking efficiency of determining whether an
application installation package is a virus-infected file or rogue software.

Description of the Drawings
[0022] In order to describe the technical solution of the embodiments of the present
invention more clearly, drawings used in the description of the embodiments are introduced

below. The drawings described below are merely some exemplary embodiments of the
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present invention. For those skilled in the art, on the premise of no inventive effort being
involved, other drawings may also be obtained according to these drawings and the
descriptions included herein.
[0023] Fig. 1 is a flowchart of a mcthod for checking a process of decompressing an
application installation package provided in accordance with some embodiments.
[0024] Figs. 2A-2B is a flowchart of a method for checking a process of decompressing an
application installation package provided in accordance with some embodiments.
[0025] Fig. 3 is a structural schematic diagram of an apparatus for checking a process of
decompressing an application installation package provided in accordance with some
embodiments.
[0026] Fig. 4 is a structural schematic diagram of an apparatus for checking a process of
decompressing an application installation package provided in accordance with some
cmbodiments.
[0027] Fig. 5 is a structural schematic diagram of a client device provided in accordance
with some embodiments.
[0028] Fig. 6 is a flowchart of a method for checking a process of decompressing an
application installation package provided in accordance with some embodiments.
[0029] Fig. 7 is a block diagram of an exemplary system for implementing the invention in
accordance with some embodiments.

Detailed Description
[0030] In order to explain the objectives, technical solutions and advantages of the present
invention more clearly, the embodiments of the present invention will be further described in
detail below in conjunction with the drawings.
Embodiment 1
[0031] Fig. 1 is a flowchart of a method for checking a process of decompressing an
application installation package provided in embodiment I of the present invention. As shown
in Fig. 1, the executive body of the method for checking a process of decompressing an
application installation package in this embodiment is an apparatus for checking a process of
decompressing an application installation package. For example, the apparatus for checking
a process of decompressing an application installation package may be provided on a client
device (e.g., a mobile telephone device). As shown in Fig. 1, the method for checking a

process of decompressing an application installation package in this embodiment may
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comprise the following steps:

[0032] Step 100: decompressing a sub-portion of data in an application installation package
to acquire decompressed data, where the sub-portion of data being decompressed is not
greater than a threshold size;

[0033] Step 101: checking the decompressed data according to the virus samples in a virus
feature library; and

[0034] Step 102: determining that the application installation package is a virus-infected file
or rogue software when the decompressed data includes any of the virus samples.

[0035] The application installation package in this embodiment may be an application
installation package under various systems, e.g., it may be an application installation package
under the Windows system, and also may be an application installation package under the
Android system. For example, the application installation package may be an application
installation package under the Android system, which may also be called as an .apk file.
When the application installation package is an .apk file, the corresponding executable file is
a .dex file. The application installation package in this embodiment may also be an
application installation package under the iOS system.

[0036] In some embodiments, the threshold size is determined according to actual
requirements, for example, in order to reduce the space of the internal memory occupied
during actual use. The threshold size may be set to dozens of Kilobytes, which is very small.
In addition, in some embodiments, the threshold size may also be determined according to the
size of the decompressed application installation package. In the technical solution of this
embodiment, each time decompression is only performed on the sub-portion of data which is
greater than or equal to the threshold size (size) in the application installation package, and
virus checking is performed on the corresponding decompressed data of the sub-portion
directly according to the virus samples in the virus feature library. Since only one sub-portion
of data which is not greater than or equal to the threshold size is decompressed each time, the
entire application installation package may be decompressed through an operation of repeated
decompression of the small sub-portions one by one in sequence; and after each
decompression, virus checking is performed on the corresponding decompressed data of a
sub-portion that has just been decompressed according to the virus samples in the virus
feature library. When the decompression of the complete application installation package is

completed, and the decompressed data is checked to comprise any of the virus samples, the
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application installation package is determined to be a virus-infected file or rogue software.
When the decompressed data is checked not to comprise the virus sample, the application
installation package is determined not to be a virus-infected file or rogue software. The
decompressed data here is not limited to the data obtained from decompression of one
sub-portion of the application data package, and can be the decompressed data of multiple
decompressions (e.g., multiple consecutive decompressions).

[0037] The method for checking a process of decompressing an application installation
package in this embodiment involves decompressing data in an application installation
package to acquire decompressed data, where the data being decompressed cach time is not
greater than a threshold size; checking the decompressed data according to the virus samples
in a virus feature library, and determining that the application installation package is a
virus-infected file or rogue software when the decompressed data includes any of the virus
samples. Compared to the prior art, in the tcchnical solution of present embodiment,
decompressing only a sub-portion of data in an application installation package at a time,
where the sub-portion of data is not greater than a threshold size can effectively save the
internal memory compared to acquiring a complete executable file obtained from
decompressing an application installation package, and performing decompilation on the
complete executable file to extract feature information about the application installation
package in the prior art. In addition, the technical solution of this embodiment only needs to
check the decompressed data according to the virus samples in a virus feature library, and
determine that the application installation package is a virus-infected file or rogue software.
Thus the checking time can be effectively shortened, improving the checking efficiency of
determining whether an application installation package is a virus-infected file or rogue
software. This is different from decomplilation of the complete executable file, and
checking the decomplied executable file, and is more efficient because unnecessary steps of
the decompilation are eliminated.

[0038] Optionally, on the basis of the technical solution of the embodiment as shown in the
above-mentioned Fig. 1, the virus samples in the virus feature library comprise offset
addresses and virus signatures.

[0039] For example, a virus sample may comprise an offset address and a virus signature
corresponding to the offset address, i.e. the offset address and the virus signature are in a

one-to-one correlation with each other. A virus sample may also comprise a plurality of
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offset addresses and a respective virus signature corresponding to each offset address of the
plurality of offset addresses, i.e. comprising a plurality of pairs of correlations between the
offset addresses and the virus signatures. Various virus samples in the virus feature library
may have the same offset address, and may also have a plurality of different offset addresses.
The offset address refers to the address of each item of data in an internal memory or a cache.
The offset address counts from the first byte of a file, and the initial value thereof is 0. The
virus signature is a segment of data that is unique for a virus and is used for making a
comparison with other data that is suspected to include the virus. The virus signature has a
designated length. If the data in a certain file has the designated length and has the offset
address as its starting point in the certain file, and if the data is the same as the virus signature,
then the file is considered to be a virus-infected file.

[0040] For example, suppose that the offset address of a virus sample may be 66, iec.
locating the address of 00000066h of a file to be scanned. Those skilled in the art would
know that this locating may be realized by means of a file pointer. When a file is open and
stored in a cache, a file pointer points to the initial address 00000000h of the file. It needs
to be noted that the offset address of a virus sample as an example here is merely an
illustration for describing an acquisition method, and does not limit the actual composition of
a virus sample.

[0041] When a virus sample comprises a plurality of pairs of offset addresses and virus
signatures, the corresponding decompressed data comprising a virus sample may particularly
refer to the decompressed data comprising the virus signature corresponding to each offset
address. In addition, the decompressed data here is not limited to the decompressed data
obtained from one decompression of data which is greater than or equal to a threshold size,
but may also refer to a plurality of lots of decompressed data obtained by successively and
respectively decompressing a plurality of lots of data which are equal to the threshold size.
[0042] Moreover, optionally, on the basis of the technical solution of the embodiment as
shown in the above-mentioned Fig. 1, the step 101 “checking the decompressed data
according to the virus samples in a virus feature library” may particularly comprise the
following steps: (1) acquiring, from the decompressed data, virus checking data with the
offset address as its starting point and a length equal to the length of the virus signature; (2)
making a comparison of the virus checking data with the virus signature; when the virus

checking data is consistent with the virus signature, executing step (3); otherwise, when the
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virus checking data is inconsistent with the virus signature, executing step (4); (3) concluding
that the decompressed data comprises the virus sample; and (4) concluding that the
decompressed data does not comprise the virus sample.

[0043] Morcover, optionally, before step (1) “acquiring, from the decompressed data, virus
checking data with the offset address as its starting point and the length equal to the length of
the virus signature” in the above-mentioned embodiment, the method optionally further
comprises: judging whether the length of the data in the decompressed data after the offset
address as the starting point is greater than or equal to the length of the virus signature; and
determining that the length of the data after the offset address as its starting point in the
decompressed data is greater than or equal to the length of the virus signature.

[0044] For example, if the threshold size is 30 k, and the virus sample comprises a virus
signature A of which the offset address is 32 and the length is 10 k and a virus signature B of
which the offsct address is 45 and the length is 15 k.  Since the threshold size is 30 k, at the
first decompression time, data of 30 k is obtained from decompressing a portion of an
application installation package according to the threshold size 30 k, and assuming that the
corresponding offset address is 0-30. After the first decompression, the decompressed data
does not comprise the offset addresses of the virus sample, and further checking of the
decompressed data will not be performed at this time. At the second decompression time,
when decompressing the application installation package according to the threshold size,
another block of 30 k data is also obtained, and the corresponding offset address is 31-60.
At this time, the decompressed data comprises the offset addresses 32 and 45 of the virus
sample, and now, virus checking data 1 with the offset address 32 as its starting point and the
length equal to the length of the virus signature 10 k, and virus checking data 2 with the
offset address 45 as its starting point and the length equal to the length of the virus signature
15 k, are acquired from the decompressed data obtained from the second decompression.
Then, the virus checking data 1 and the virus signature A, and the virus checking data 2 and
the virus signature B are compared, respectively. When the virus checking data 1 is
consistent with the virus signature A, and the virus checking data 2 is consistent with the
virus signature B, the decompressed data is determined to include the virus sample, and the
application installation package is determined to be a virus-infected file or rogue software.
Otherwise, when the virus checking data 1 is inconsistent with the virus signature A or the

virus checking data 2 is inconsistent with the virus signature B, the decompressed data is
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determined not to include the virus sample, and the application installation package is
determined to be neither a virus-infected file nor rogue software.

[0045] Further optionally, when the length of the data with the offset address as its starting
point in the decompressed data is shorter than the length of the virus signature, the
above-mentioned step (1) “acquiring, from the decompressed data, the virus checking data
with the offset address as its starting point and the length equal to the length of the virus
signature” may particularly comprise: acquiring, from at least two lots of the decompressed
data corresponding to all the offset addresses between a starting offset address and an ending
offset address, the virus checking data having the offset address as its the starting point and
the length equal to the length of the virus signature, wherein the starting offset address is the
offset address of a virus sample in the virus feature library, and the ending offset address is an
offset address formed by the offset address of the virus sample in the virus feature library
plus the length of the virus signature.

[0046] For example, if the threshold size is 30 k, and the virus sample comprises a virus
signature A of which the offset address is 32 and the length is 10 k and a virus signature B of
which the offset address is 58 and the length is 20 k. Since the threshold size is 30 k, at the
first decompression time, data of 30 k is obtained from decompressing a portion of an
application installation package according to the threshold size. Assuming that the
corresponding offset address is 0-30, after the first decompression, the decompressed data
does not comprise the offset addresses of the virus sample, and checking will not be
performed at this time. At the second decompression time, when decompressing the
application installation package according to the threshold size, an additional block of data of
30 k is also obtained, and the corresponding offset address is 31-60. At this moment, the
decompressed data comprises the offset address 32 of the virus sample, and at this moment,
virus checking data 1 having the offset address 32 serves as its starting point and the length
equal to the length of the virus signature 10 K, is acquired from the decompressed data
obtained from the second decompression. In addition, the decompressed data obtained from
this second round of decompression also comprises the offset address 58, but virus checking
data 2 with the offset address 58 as the starting point and the length equal to 20 k needs to be
selected. However, in this data decompression, the length of data after the offset address 58
is only of length 2 k, which is shorter than the length 20k required of the virus checking data
2. At this moment, the 2k of data with the offset address 58-60 may be first selected to be
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temporarily stored in the internal memory, then a third around of decompression will be
performed. In the third round of decompression, an additional block of data of 30 k may
also be obtained, and the corresponding offset address is 61-90. At this moment, additional
data of 18 k of which the offset address is from 61 to (58 + 20 = 78) may be continuously
acquired. At this moment, virus checking data with the offset address as its starting point
and the length equal to the length of the virus signature needs to be acquired correspondingly
from two lots of decompressed data corresponding to all the offset addresses between a
starting offset address 58 to an ending offset address, wherein the starting offset address is the
offset address 58 of the virus sample in the virus feature library, and the ending offset address
78 is the offset address formed by the offset address 58 of the virus sample in the virus
feature library plus the length of the virus signature 20k. The above scenario takes acquiring
virus checking data from two lots of decompressed data corresponding to all the offset
addresses between a starting offset address and an ending offsct address as an example, and
in actual practice, when the length of a virus signature is long enough, virus checking data
may also be acquired from more lots of decompressed data.

[0047] Applying the above-mentioned method, virus checking data 1 with the offset address
32 as its starting point and the length of 10 k is acquired from the decompressed data, and
virus checking data 2 with the offset address 58 as its starting point and the length of 20 k is
acquired from two continuous lots of decompressed data. Then, the virus checking data 1
and the virus signature A, and the virus checking data 2 and the virus signature B are
compared, respectively. Similarly as above, when the virus checking data 1 is consistent
with the virus signature A, and the virus checking data 2 is consistent with the virus signature
B, the decompressed data is determined to include the virus sample, and the application
installation package is determined to be a virus-infected file or rogue software. Otherwise,
when the virus checking data 1 is inconsistent with the virus signature A or the virus
checking data 2 is inconsistent with the virus signature B, the decompressed data is
determined not to include the virus sample and the application installation package is
determined to be neither a virus-infected file nor rogue software.

[0048] In the above-mentioned example embodiment, the example is provided with respect
to the scan for a single virus sample. In actual practice, each item of decompressed data in
an application installation package needs to be compared with each virus sample in a virus

feature library, and as long as the decompressed data includes one virus sample, the
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application installation package is determined to be a virus-infected file or a rogue program.
[0049] Specifically, steps 100-102 in the embodiment as shown in the above-mentioned Fig.
1 may be executed repeatedly, so as to repeat decompression and checking of data which is
not greater than a threshold size, and if the application installation package is determined to
be a virus-infected file or rogue software, the decompression will be stopped at that point.
The solution is applied to the situation where the application installation package is judged to
be a virus-infected file or rogue software when the decompression of the application
installation package is not yet completed, and at this moment, subsequent decompression may
be stopped to reduce unnecessary decompression processing.

[0050] Alternatively, in some embodiments, steps 100-102 in the embodiment as shown in
the above-mentioned Fig. 1 may also be executed to repeat decompression and checking of
data which is not greater than a threshold size, until the decompression of the application is
completed. The solution is applied to the situation where in the process of repcating the
decompression and checking of an application installation package, the application
installation package is never found to be a virus-infected file or rogue software, and in such a
case, the decompression of the application installation package needs to be completed to
check each item of the decompressed data obtained from decompression, so as to ensure the
checking quality.

[0051] Optionally, on the basis of the technical solution of the embodiment as shown in the
above-mentioned Fig. 1, before step 100 “decompressing a sub-portion of data in an
application installation package to acquire decompressed data, where the sub-portion of data
being decompressed is not greater than a threshold size”, the method for checking a process
of decompressing an application installation package in the above-mentioned embodiment
further comprises the following steps:

[0052] (a)judging whether the size of the data which is not decompressed in the application
installation package is greater than or equal to the threshold size; if the size of the data which
are not decompressed in the application installation package is greater than the threshold size,
executing step (b); moreover, optionally, if the size of the data which is not decompressed in
the application installation package is smaller than the threshold size, executing step (c);
[0053] (b) reading, from the data not yet decompressed in the application installation
package, a block of data having a size equal to the threshold size; moreover, optionally,

executing step (d);
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[0054] (c) reading the data not yet decompressed in the application installation package;
moreover, optionally, executing step (e); :
[0055] (d) decompressing the block of data of the size equal to the threshold size in the
application installation package. Step (d) may be considered to be a specific implementation
of step 100 “decompressing a sub-portion of data in an application installation package,
where the sub-portion of data is not greater than a threshold size” in the above-mentioned
embodiment.

[0056] (e) Decompressing the data of the size smaller than a designated size in the
application installation package. Step (e) may be considered to be another specific
implementation method of step 100 “decompressing a sub-portion of data in an application
installation package to acquire decompressed data, where the sub-portion of data is not
greater than a threshold size” in the above-mentioned embodiment.

[0057] Making a comparison of the mecthod for checking a process of decompressing an
application installation package in the above-mentioned embodiment with the prior art, in the
technical solution of the above-mentioned embodiment, decompressing data in an application
installation package in portions which are not greater than a threshold size to acquire
decompressed data can effectively save the internal memory compared to acquiring a
complete executable file obtained from decompressing an application installation package,
and performing decompilation on the complete executable file to extract feature information
about the application installation package in the prior art. In addition, the technical solution
of the above-mentioned embodiment only needs to check the decompressed data according to
the virus samples in a virus feature library, and determine that the application installation
package is a virus-infected file or rogue software. Thus the checking time can be effectively
shortened, improving the checking efficiency of determining whether an application
installation package is a virus-infected file or rogue software.

Embodiment Il

[0058] Figs. 2A-2B is a flowchart of a method for checking a process of decompressing an
application installation package provided in accordance with some embodiments of the
present invention. As shown in Figs. 2A-2B, on the basis of the above-mentioned
embodiments, the method for checking a process of decompressing an application installation
package in this embodiment further introduces the technical solution of the present invention

in detail in conjunction with the application scenario thereof, and similarly, the executive
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body of the method for checking a process of decompressing an application installation
package in this embodiment is still an apparatus for checking a process of decompressing an
application installation package. As shown in Figs. 2A-2B, the method for checking a
process of decompressing an application installation package in this embodiment may
particularly comprise the following steps:

[0059] Step 200: judgihg whether the size of the data which is not yet decompressed in an
application installation package is greater than or equal to a threshold size; if it is greater than
or equal to the threshold size, executing step 201, otherwise if it is smaller than the threshold
size, executing step 203.

[0060] In some embodiments, the threshold size is of a pre-set size, and in order to reduce
internal memory occupation, the threshold size may be determined to be relatively small.
Thus, generally, the application installation package has a size greater than the threshold size.
In such a case, it is possible to skip step 200, and directly execute step 201. However, in
order to prevent relatively small application installation packages from being missed for
checking, step 200 is generally the preferred starting step.

[0061] Step 201: reading data of which the size is equal to the threshold size from the data
which has not yet been decompressed in the application installation package to an internal
memory; and executing step 202.

[0062] Step 202: decompressing data of which the size is equal to the threshold size in the
application installation package in the internal memory to obtain decompressed data; and
executing step 205.

[0063] Step 203: reading the data which has not yet been decompressed in the application
installation package to the internal memory; and executing step 204.

[0064] Step 204: decompressing data which has not yet been decompressed in the
application installation package and of which the size is smaller than the threshold size, in the
internal memory to obtain decompressed data; and executing step 205.

[0065] Step 205: judging whether the decompressed data includes virus checking data with
the offset address as its starting point and the length equal to the length of the virus signature
in a virus sample, if yes, executing step 206, and if not, executing step 208.

[0066] Step 206: acquiring, from the decompressed data, virus checking data with the offset
address as its starting point and the length equal to the length of the virus signature, executing
step 207.
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[0067] Step 207: making a comparison of whether the virus checking data is consistent with
the virus signatures of the virus samples in a virus feature library and recording the
comparison result; and executing step 208.

[0068] Step 208: judging whether the decompression of the application installation package
is completed, and when the decompression is completed, executing step 209; otherwise when
the decompression is not completed, executing step 200.

[0069] Step 209: judging whether a virus sample is found among any of all lots of the
decompressed data in the application installation package, and if yes, executing step 210;
otherwise, executing step 211.

[0070] In particular, judging whether any of all lots of the decompressed data in the
application installation package includes a virus sample, may be based on the comparison
results obtained in Step 207. When any of all lots of the decompressed data includes all the
virus signatures of a virus sample according to the comparison results recorded cach time in
Step 207, it is determined that a virus sample is included in at least one of all lots of the
decompressed data. Otherwise, when all lots of the decompressed data do not include all
the virus signatures of any virus sample, it is determined that the items of decompressed data
of the application installation package do not include the virus sample.

[0071] Step 210: Determining that the application installation package is a virus-infected
file or rogue software.

[0072] Step 211: Determining that the application installation package is neither a
virus-infected file nor rogue software.

[0073] Optionally, after judging whether the decompressed data includes virus checking
data with the offset address as its starting point and the length equal to the length of the virus
signature in a virus sample in step 205, if the virus checking data is not included, whether the
current decompressed data comprise virus checking data with the offset address as its starting
point and the length shorter than the length of the virus signature in the virus sample may be
further judged. Since the decompressed data is decompressed according to the threshold
size each time, it may result in segmenting the virus checking data to be acquired into two
segments, wherein the former part is in the current lot of decompressed data, and the latter
part is in another subsequent lot of decompressed data which are not yet decompressed. In
such a case, the former part of the virus checking data may be acquired first from the

decompressed data, and according to the length of the former part of the virus checking data,



WO 2014/012503 PCT/CN2013/079592
17

and the offset address and the length of the corresponding virus signature in the virus sample,
a starting offset address of the latter part of the virus checking data and the length of the latter
part of the virus checking data are calculated. Then, decompression of the application
installation package is continued according to the threshold size, and the latter part of the
virus checking data is acquired according to the calculated starting offset address of the latter
part of the virus checking data and the length of the latter part of the virus checking data.
Then, the acquired former part of the virus checking data and the latter part of the virus
checking data are combined to obtain complete virus checking data, and compared according
to Step 207, which will not be described here redundantly. It needs to be noted that when
the length of a virus signature is long enough, it may also need to acquire complete virus
checking data from a plurality of lots of continuous decompressed data, and examples will
not be given one by one here.

[0074] Making a comparison of the method for checking a process of decompressing an
application installation package in this embodiment with the prior art, in the technical
solution of the above-mentioned embodiment, decompressing data in an application
installation package in chunks which are not greater than a threshold size to acquire
decompressed data can effectively save the internal memory compared to acquiring a
complete executable file obtained from decompressing an application installation package,
and performing decompilation on the complete executable file to extract feature information
about the application installation package in the prior art. In addition, the technical solution
of the above-mentioned embodiment only needs to check the decompressed data according to
the virus samples in a virus feature library, and determine that the application installation
package is a virus-infected file or rogue software, thus the checking time can be effectively
shortened, improving the checking efficiency of determining whether an application
installation package is a virus-infected file or rogue software.

Embodiment 111

[0075] Fig. 3 is a structural schematic diagram of an apparatus for checking a process of
decompressing an application installation package provided in accordance with some
embodiments of the present invention. As shown in Fig. 3, the apparatus for checking a
process of decompressing an application installation package in this embodiment may
particularly comprise: a decompression module 10, a checking module 11, and a

determination module 12.
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[0076] The decompression module 10 is used for decompressing data in an application
installation package in sub-portions or chunks to acquire decompressed data, where each
sub-portion or chunk is not greater than a threshold size. The checking module 11 connects
to the decompression module 10, and the checking module 11 is used for checking
decompressed data obtained by the decompression module 10 according to the virus samples
in a virus feature library.  The determination module 12 connects to the checking module
11, and the determination module 12 is used for determining that the application installation
package is a virus-infected file or rogue software when the checking module 11 checks that
the decompressed data comprises virus sample(s).

[0077] The apparatus for checking a process of decompressing an application installation
package in this embodiment applies the above-mentioned modules to realize the checking of
a process of decompressing an application installation package, which is the same as the
realization of the above-mentioned relevant method ecmbodiments, and the recording of the
above-mentioned relevant method embodiments may be taken as a reference for detail, which
will not be described here.

[0078] The apparatus for checking a process of decompressing an application installation
package in this embodiment, by using the above-mentioned modules, decompresses data in
an application installation package in sub-portions or chunks which are not greater than a
threshold size to acquire decompressed data using the above-mentioned modules; checks the
decompressed data according to the virus samples in a virus feature library; and determines
that the application installation package is a virus-infected file or rogue software when the
decompressed data includes any of the virus samples. Compared to the prior art, in the
technical solution of this embodiment, decompressing data in an application installation
package in sub-portions which are not greater than a threshold size to acquire decompressed
data can effectively save the internal memory compared to acquiring a complete executable
file obtained from decompressing an application installation package, and performing
decompilation on the complete executable file to extract feature information about the
application installation package in the prior art; in addition, the technical solution of this
embodiment only needs to check the decompressed data according to the virus samples in a
virus feature library, and determine that the application installation package is a
virus-infected file or rogue software, thus the checking time can be effectively shortened,

improving the checking efficiency of determining whether an application installation package
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is a virus-infected file or rogue software.

Embodiment IV

[0079] Fig. 4 is a structural schematic diagram of an apparatus for checking a process of
decompressing an application installation . package provided in accordance with some
embodiments of the present invention. As shown in Fig. 4, on the basis of the embodiment
as shown in the above-mentioned Fig. 3, the apparatus for checking a process of
decompressing an application installation package in this embodiment may further comprise
the following technical solution.

[0080] In the apparatus for checking a process of decompressing an application installation
package in this embodiment, the virus sample comprises an offset address and a virus
signature.

[0081] Optionally, in the apparatus for checking a process of decompressing an application
installation package in this embodiment, the checking module 11 may particularly comprise
an acquisition unit 111, a comparison unit 112 and a determination unit 113.

[0082] The acquisition unit 111 connects to the decompression module 10, and is used for
acquiring virus checking data with the offset address as its starting point and the length equal
to the length of the virus signature from the decompressed data obtained from decompression
by the decompression module 10; the comparison unit 112 connects to the acquisition unit
111, and the comparison unit 112 is used for making a comparison of the virus checking data
acquired by the acquisition unit 111 with the virus signature; and the determination unit 113
connects to the comparison unit 112, and the comparison unit 113 is used for determining that
the decompressed data comprises the virus sample, when it is determined that the virus
checking data is consistent with the virus signature from the comparison made by the
comparison unit 112; otherwise, determining that the decompressed data does not comprise
the virus sample if it is determined that the virus checking data is inconsistent with the virus
signature from the comparison made by the comparison unit 112. The determination
module 12 particularly connects to the determination unit 113, and the determination module
12 is used for determining that the application installation package is a virus-infected file or
rogue software when the determination unit 113 determines that the decompressed data
comprises the virus sample.

[0083] Moreover, optionally, the apparatus for checking a process of decompressing an

application installation package in this embodiment further comprises a judgment module 13.
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[0084] The judgment module 13 connects to the decompression module 10, and the
judgment module 13 is used for judging whether the length of the data after having the offset
address as the starting point in the decompressed data obtained by the decompression module
10 is greater than or equal to the length of the virus signature, before the acquisition unit 111
acquires, from the decompressed data, virus checking data with the offset address as its
starting point and the length equal to the length of the virus signature. The determination
module 12 also connects to the judgment module 13, and the determination module 12 is also
used for determining that the length of the data after having the offset address as its starting
point in the decompressed data is greater than or equal to the length of the virus signature
according to the judgment result of the judgment module 13. The acquisition unit 111 also
connects to the determination module 12, and the acquisition unit 111 is used for acquiring,
from the decompressed data, virus checking data with the offset address as its starting point
and the length cqual to the length of the virus signature after the determination module 12
determines that the length of the data after having the offset address as its starting point in the
decompressed data is greater than or equal to the length of the virus signature.

[0085] Moreover, optionally, the acquisition unit 111 in the apparatus for checking a
process of decompressing an application installation package in this embodiment also
connects to the judgment module 13, and the acquisition unit 111 is also used for acquiring,
from at least two lots of the decompressed data corresponding to all the offset addresses
between a starting offset address and an ending offset address, the virus checking data with
the offset address as its starting point and the length equal to the length of the virus signature,
when the judgment module 13 judges that the length of the data with the offset address as its
starting point in the decompressed data is shorter than the length of the virus signature,
wherein the starting offset address is the offset address, and the ending offset address is an
offset address formed by the offset address plus the length of the virus signature.

[0086] Moreover, optionally, in the apparatus for checking a process of decompressing an
application installation package in this embodiment, the decompression module 10 and the
checking module 11 are further used for repeating decompression and checking of data in
sub-portions or chunks which are not greater than a threshold size, respectively, and if the
determination module 12 determines that the application installation package is a
virus-infected file or rogue software, then the decompression module 10 stops the

decompression.
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[0087] Moreover, optionally, in the apparatus for checking a process of decompressing an
application installation package in this embodiment, the decompression module 10 and the
checking module 11 are further used for repeating decompression and checking of data in
sub-portions or chunks which arc not greater than a threshold size, respectively, until the
decompression of the application is completed.

[0088] For example, particularly, the apparatus for checking a process of decompressing an
application installation package in this embodiment may further comprise a reading module
14.

[0089] The judgment module 13 is further used for judging whether the size of the data
which has not yet been decompressed in the application installation package is greater than or
equal to the threshold size before the decompression module 10 decompresses data in an
application installation package in sub-portions or chunks which are not greater than a
threshold size; the reading module 14 connects to the judgment module 13, and the reading
module 14 is used for reading a sub-portion of data of which the size is equal to the threshold
size, from the data which has not yet been decompressed in the application installation
package, if the judgment module 13 determines that the size of the data which has not yet
been decompressed in the application installation package is greater than or equal toithe
threshold size. The decompression module 10 connects to the reading module 14, and the
decompression module 10 is particularly used for decompressing data of which the size is
equal to the threshold size in the application installation package, and which has been read by
the reading module 14, to acquire decompressed data.

[0090] Moreover, optionally, on the basis of the above-mentioned technical solution, the
reading module 14 in the apparatus for checking a process of decompressing an application
installation package in this embodiment is further used for reading the data which has not yet
been decompressed in the application installation package if the judgment module 13
determines that the size of the data which has not yet been decompressed in the application
installation package is smaller than the threshold size. The decompression module 10 is
particularly used for decompressing data which has not yet been decompressed and the size
of which is smaller than the threshold size in the application installation package, and which
has been read by the reading module 14, to acquire decompressed data.

[0091] The apparatus for checking a process of decompressing an application installation

package in the embodiment as shown in Fig. 4 takes all the above-mentioned alternative
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technical solutions as an example to describe the technical solution of the present invention,
and in actual practice, all the above-mentioned alternative technical solutions may use any
combinable method to form the alternative technical solutions of the embodiments of the
present invention, and examples will not be given one by one here.

[0092] The apparatus for checking a process of decompressing an application installation
package in this embodiment applies the above-mentioned modules to realize the checking of
a process of decompressing an application installation package, which is the same as the
realization of the above-mentioned relevant method embodiments, and the recording of the
above-mentioned relevant method embodiments may be taken as a reference for detail, which
will not be described here.

[0093] Compared to acquiring a complete executable file obtained from decompressing an
application installation package, and performing decompilation on the complete executable
file to extract feature information about the application installation package in the prior art,
the apparatus for checking a process of decompressing an application installation package in
this embodiment can effectively save the internal memory through the technical solution
using the above-mentioned modules. In addition, the technical solution of this embodiment
only needs to check the decompressed data according to the virus samples in a virus feature
library, and determine that the application installation package is a virus-infected file or rogue
software. Thus the checking time can be effectively shortened, improving the checking
efficiency of determining whether an application installation package is a virus-infected file
or rogue software.

Embodiment V

[0094] Fig. 5 is a structural schematic diagram of a client device provided in accordance
with some embodiments of the present invention. As shown in Fig. 5, an apparatus 30 for
checking a process of decompressing an application installation package is also provided on a
client device 20 of this embodiment.

[0095] In particular, the apparatus 30 for checking a process of decompressing an
application installation package in the client device of this embodiment may particularly use
the apparatus for checking a process of decompressing an application installation package as
shown in the above-mentioned Fig. 3 or Fig. 4, and may particularly be realized using the
method of the embodiment as shown in the above-mentioned Fig. 1 or Figs. 2A-2B.

[0096] Optionally, the client device of this embodiment may particularly be a mobile
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terminal or a fixed terminal.

[0097] The client device of this embodiment, by using the above-mentioned apparatus for
checking a process of decompressing an application installation package, may decompress
data in an application installation package in sub-portions or chunks which are not greater
than a threshold size to acquire decompressed data; check the decompressed data according
to the virus samples in a virus feature library; and determine that the application installation
package is a virus-infected file or rogue software when the decompressed data includes any
of the virus samples. Compared to the prior art, in the technical solution of present
embodiment, decompressing data in an application installation package which are not greater
than a threshold size to acquire decompressed data can effectively save the internal memory
compared to acquiring a complete executable file obtained from decompressing an
application installation package, and performing decompilation on the complete executable
file to cxtract feature information about the application installation package in the prior art.
In addition, the technical solution of this embodiment only needs to check the decompressed
data according to the virus samples in a virus feature library, and determine that the
application installation package is a virus-infected file or rogue software. Thus the checking
time can be effectively shortened, improving the checking efficiency of determining whether
an application installation package is a virus-infected file or rogue software.

[0098] It needs to be noted that when the apparatus for checking a process of decompressing
an application installation package provided by the above-mentioned embodiments checks an
application installation package, the division of the above-mentioned various functional
modules is merely taken as an example for description, and in actual practice, the
above-mentioned functions may be assigned to be achieved by different functional modules
as required, i.e. dividing the internal structure of the apparatus into different functional
modules, so as to achieve all or some of the functions of the above description. In addition,
the apparatus for checking a process of decompressing an application installation package
provided by the above-mentioned embodiments and the embodiments of the method for
checking a process of decompressing an application installation package belong to the same
concept, and please see the method embodiments for details for the particular realization
processes thereof, which will not be described here redundantly.

[0099] The reference numbers of the above-mentioned embodiments of the present

invention are merely for description, rather than representing whether the embodiment is
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good or bad. -

[00100] Those skilled in the art would understand that all or some of the steps for realizing
the above-mentioned embodiments can be achieved by hardware, and can also be achieved by
instructing relevant hardware by a program, which program can be stored in a computer
readable storage medium, and the above-mentioned storage medium can be a read-only
memory, a disk or an optical disk.

[00101] What are mentioned above are merely preferred embodiments of the present
invention, which are not intended to limit the present invention; and any modifications,
equivalent substitutions, improvements, etc. made within the spirit and principles of the
present invention shall be covered in the scope of protection of the present invention.

[00102] Accordingly, based on the above descriptions, an exemplary method of checking for
virus during a decompression process of an application installation package is provided with
respect to Fig. 6.

[00103] In the example process in Fig. 6, at a device having one or more processors and
memory: the device identifies (602) respective uncompressed sub-portions of an application
installation package in accordance with a predetermined threshold size established for each
uncompressed sub-portion. The device decompresses (604) the respective uncompressed
sub-portions one sub-portion at a time to acquire corresponding decompressed data for each
respective uncompressed sub-portion. Before completing the un-compression of all
sub-portions of the application installation package, the device checks (606) the
corresponding decompressed data of a first respective sub-portion of the application
installation package according to virus samples in a virus feature library. The device
concludes (608) that the application installation package is a virus-infected file or rogue
software in accordance with a determination that the corresponding decompressed data of the
first respective sub-portion includes respective features of at least one of the virus samples.
[00104] In some embodiments, each of the virus samples includes at least one respective
offset address and a respective virus signature at the at least one respective offset address.
[00105] In some embodiments, to check the corresponding decompressed data of the first
respective sub-portion according to the virus samples in the virus feature library, the device
further performs the following: (1) acquiring, from the corresponding decompressed data of
the first respective sub-portion, respective virus checking data, wherein the respective virus

checking data starts from an offset address corresponding to the respective offset address of a
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first virus sample, and has a length equal to a respective length of a respective virus signature
of the first virus sample; (2) making a comparison of the respective virus checking data with
the respective virus signature of the first virus sample; and (3) determining that the respective
decompressed data of the first respective sub-portion contains the first virus sample when the
virus checking data is consistent with the respective virus signature of the first virus sample.
In some embodiments, the first respective sub-portion of the application installation package
optionally includes more than one sub-portion of data in the application installation package
that is of the predetermined threshold size. For example, when the virus signature is large
enough to span the corresponding decompressed data of multiple consecutive sub-portions of
the application installation package, the first respective sub-portion of the application
installation package includes the multiple consecutive sub-portions of the application
installation package.

[00106] In some embodiments, to acquire the virus checking data, the device further
performs the following: (1) identifying, from among the respective uncompressed
sub-portions of the application installation package, a next uncompressed sub-portion for
which virus checking has not been performed; (2) determining whether the corresponding
decompressed data of the identified next uncompressed sub-portion has a length greater than
or equal to the respective length of the respective virus signature of the first virus sample,
starting from the offset address corresponding to the respective offset address of the first
virus sample; and (3) in accordance with a determination that the corresponding
decompressed data of the identified uncompressed sub-portion does not have a sufficient
length starting from the offset address corresponding to the respective offset address of the
first virus sample, acquiring, the virus checking data from the corresponding uncompressed
data of at least one additional uncompressed sub-portion for which virus checking has not
been performed, wherein the virus checking data includes decompressed data corresponding
to all offset addresses between a starting offset address and an ending offset address, wherein
the starting offset address is the respective offset address of the first virus sample, and the
ending offset address is an offset address formed by the starting offset address plus the
respective length of the respective virus signature of the first virus sample.

[00107] In some embodiments, the device continues (610) the decompression of the
respective uncompressed sub-portions and the checking of the corresponding decompressed

data of the respective uncompressed sub-portions, one sub-portion at a time, until it is
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determined that the application installation package is a virus-infected file or rogue software.
[00108] In some embodiments, the device continues (612) the decompression of the
respective uncompressed sub-portions and the checking of the corresponding decompressed
data of the respective uncompressed sub-portions, one sub-portion at a time, until the
decompression and checking of the application installation package is completed.

[00109] In some embodiments, the device continues the decompression of the respective
uncompressed sub-portions and the checking of the corresponding decompressed data of the
respective uncompressed sub-portions in parallel, until the decompression of the application
installation package is completed. For example, in some embodiments, the decompression
of the next sub-portion of the installation package may be suspended, until the comparison
against the virus samples in the virus library are completed for the decompressed data of a
current sub-portion of the installation package. In some embodiments, the decompression of
the next sub-portion of the installation package may proceed, while the comparison against
the virus samples in the virus library are in still progress for the decompressed data of a
current sub-portion of the installation package, provided that there is sufficient memory and

processing power on the device.

[00110] FIG. 7 is a block diagram of a system 700 that perform the methods described above,

in accordance with some embodiments.

[00111] As shown in Fig. 7, the system 700 includes onc or more processing units (or
“processors”) 702, memory 704, an input/output (I/O) interface 706, and a network
communications interface 708. These components communicate with one another over one
or more communication buses or signal lines 710. In some embodiments, the memory 704,
or the computer readable storage media of memory 704, stores programs, modules,
instructions, and data structures including all or a subset of: an operating system 712, an I/O
module 714, a communication module 716, and an operation control module 718. The one
or more processors 702 are coupled to the memory 704 and operable to execute these

programs, modules, and instructions, and reads/writes from/to the data structures.

[00112] In some embodiments, the processing units 702 include one or more microprocessors,
such as a single core or multi-core microprocessor. In some embodiments, the processing
units 702 include one or more general purpose processors. In some embodiments, the

processing units 702 include one or more special purpose processors. In some embodiments,
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the processing units 702 include one or more personal computers, mobile devices, handheld
computers, tablet computers, or one of a wide variety of hardware platforms that contain one

or more processing units and run on various operating systems.

[00113] In some embodiments, the memory 704 includes high-speed random access memory,
such as DRAM, SRAM, DDR RAM or other random access solid state memory devices. In
some embodiments the memory 204 includes non-volatile memory, such as one or more
magnetic disk storage devices, optical disk storage devices, flash memory devices, or other
non-volatile solid state storage devices. In some embodiments, the memory 704 includes
one or more storage devices remotely located from the processing units 702. The memory
704, or alternately the non-volatile memory device(s) within the memory 704, comprises a

computer readable storage medium.

[00114] In some embodiments, the 1/O interface 706 couples input/output devices, such as
displays, a keyboards, touch screens, speakers, and microphones, to the I/O module 714 of
the system 700. The I/O interface 706, in conjunction with the I/O module 714, receive user
inputs (e.g., voice input, keyboard inputs, touch inputs, etc.) and process them accordingly.
The T/0O interface 706 and the user interface module 714 also present outputs (e.g., sounds,
images, text, etc.) to the user according to various program instructions implemented on the

system 700.

[00115] In some embodiments, the network communications interface 708 includes wired
communication port(s) and/or wireless transmission and reception circuitry. The wired
communication port(s) receive and send communication signals via one or more wired
interfaces, e.g., Ethernet, Universal Serial Bus (USB), FIREWIRE, etc. The wircless
circuitry receives and sends RF signals and/or optical signals from/to communications
networks and other communications devices. The wireless communications may use any of
a plurality of communications standards, protocols and technologies, such as GSM, EDGE,
CDMA, TDMA, Bluetooth, Wi-Fi, VoIP, Wi-MAX, or any other suitable communication
profocol. The network communications interface 708 enables communication between the
system 700 with networks, such as the Internet, an intranet and/or a wireless network, such as
a cellular telephone network, a wireless local area network (LAN) and/or a metropolitan area
network (MAN), and other devices. The communications module 716 facilitates

communications between the system 700 and other devices (e.g., the first client device and
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the second client device) over the network communications interface 708.

[00116] In some embodiments, the operating system 702 (e.g., Darwin, RTXC, LINUX,
UNIX, 0OS X, WINDOWS, or an embedded operating system such as VxWorks) includes
various software components and/or drivers for controlling and managing general system
tasks (e.g., memory management, storage device control, power management, etc.) and

facilitates communications between various hardware, firmware, and software components.

[00117] The system 700 may have more or fewer components than shown, may combine two
or more components, or may have a different configuration or arrangement of the
components. The various components shown in FIG. 7 may be implemented in hardware,
software, firmware, including one or more signal processing and/or application specific

mtegrated circuits, or a combination of thereof.

[00118] As shown in FIG. 7, the system 700 stores the operation control module 718 in the
memory 704. In some embodiments, the operation control module 718 further includes the
followings sub-modules, or a subset or superset thereof: a decompression module 720, a virus
checking module 722, and a judging module 724. In some embodiments, the virus checking
module 722 further includes an acquisition module 726, a comparison module 728, and a
determination module 730. In addition, each of these sub-modules has access to one or
more of the following data structures and data sources of the operation control module 218,
or a subset or superset thereof: a virus library 732 containing the virus samples, and an
application installation package 734. In some embodiments, the operation control module
optionally include one or more other modules (e.g., a reading module) to read the virus
checking data into memory and/or provide other related functionalities described herein.
More details on the structures, functions, and interactions of the sub-modules and data
structures of the operation control module 718 are provided with respect to Figs. 1-6, and

accompanying descriptions.

[00119] The above-mentioned embodiments only describe several implementation methods
of the present invention. The description thereof is relatively specific and detailed, but it
could not be understood as restrictions to the patent scope of the present invention. It should
be noted that for those skilled in the art, several transformations and improvements can
further be made without departing from the concept of the present invention, and these all

belong to the scope of protection of the present invention.
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Claims

1. A computer-implemented method, comprising:
at a device having one or more processors and memory:

identifying respective uncompressed sub-portions of an application installation
package in accordance with a predetermined threshold size established for each
uncompressed sub-portion;

decompressing the respective uncompressed sub-portions one sub-portion at a time
to acquire corresponding decompressed data for each respective uncompressed sub-portion;

before completing the un-compression of all sub-portions of the application
installation package, checking the corresponding decompressed data of a first respective
sub-portion of the application installation package according to virus samples in a virus
feature library; and

concluding that the application installation package is a virus-infected file or rogue
software in accordance with a determination that the corresponding decompressed data of the
first respective sub-portion includes respective features of at least one of the virus samples;

wherein each of the virus samples includes an offset address and a virus signature;

wherein checking the corresponding decompressed data of the first respective sub-
portion according to the virus samples in the virus feature library comprises:

when the length of data with the offset address as its starting point in the

decompressed data is shorter than a length of the virus signature, acquiring, from at least two
of the sub-portions, virus checking data having the offset address as its starting point and a
length equal to the length of the virus signature, and making a comparison of the virus

checking data with the virus signature.

2. The method of claim 1, wherein checking the corresponding decompressed data of the
first respective sub-portion according to the virus samples in the virus feature library further
comprises:

acquiring, from the corresponding decompressed data of the first respective sub-portion,
respective virus checking data, wherein the respective virus checking data starts from an
offset address corresponding to the respective offset address of a first virus sample, and has a

length equal to a respective length of a respective virus signature of the first virus sample;
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making a comparison of the respective virus checking data with the respective virus
signature of the first virus sample; and
determining that the respective decompressed data of the first respective sub-portion

contains the first virus sample when the virus checking data is consistent with the respective
virus signature of the first virus sample.
3. The method of claim 2, wherein the acquiring further comprise:

identifying, from among the respective uncompressed sub-portions of the application
installation package, a next uncompressed sub-portion for which virus checking has not been
performed;

determining whether the corresponding decompressed data of the identified next
uncompressed sub-portion has a length greater than or equal to the respective length of the
respective virus signature of the first virus sample, starting from the offset address
corresponding to the respective offset address of the first virus sample; and

in accordance with a determination that the corresponding decompressed data of the
identified uncompressed sub-portion does not have a sufficient length starting from the offset
address corresponding to the respective offset address of the first virus sample, acquiring, the
virus checking data from the corresponding uncompressed data of at least one additional
uncompressed sub-portion for which virus checking has not been performed, wherein the
virus checking data includes decompressed data corresponding to all offset addresses
between a starting offset address and an ending offset address, wherein the starting offset
address is the respective offset address of the first virus sample, and the ending offset address
is an offset address formed by the starting offset address plus the respective length of the
respective virus signature of the first virus sample.
4. The method of claim 1, further comprising:

continuing the decompression of the respective uncompressed sub-portions and the
checking of the corresponding decompressed data of the respective uncompressed
sub-portions, one sub-portion at a time, until it is determined that the application installation
package is a virus-infected file or rogue software.
5. The method of claim 1, further comprising:

continuing the decompression of the respective uncompressed sub-portions and the
checking of the corresponding decompressed data of the respective uncompressed

sub-portions, one sub-portion at a time, until the decompression and checking of the
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application installation package is completed.
6. The method of claim 1, further comprising:
continuing the decompression of the respective uncompressed sub-portions and the
checking of the corresponding decompressed data of the respective uncompressed
sub-portions in parallel, until the decompression of the application installation package is
completed.
7. A non-transitory computer-readable medium, having instructions stored thereon, the
instructions, when executed by one or more processors, cause the processors to perform
operations comprising:
identifying respective uncompressed sub-portions of an application installation package
in accordance with a predetermined threshold size established for each uncompressed
sub-portion;
decompressing the respective uncompressed sub-portions one sub-portion at a time to
acquire corresponding decompressed data for each respective uncompressed sub-portion;
before completing the un-compression of all sub-portions of the application installation
package, checking the corresponding decompressed data of a first respective sub-portion of
the application installation package according to virus samples in a virus feature library; and
concluding that the application installation package is a virus-infected file or rogue
software in accordance with a determination that the corresponding decompressed data of the
first respective sub-portion includes respective features of at least one of the virus samples;
wherein each of the virus samples includes an offset address and a virus signature;
wherein checking the corresponding decompressed data of the first respective sub-
portion according to the virus samples in the virus feature library comprises:
when the length of data with the offset address as its starting point in the
decompressed data is shorter than a length of the virus signature, acquiring, from at least two
of the sub-portions, virus checking data having the offset address as its starting point and a
length equal to the length of the virus signature, and making a comparison of the virus
checking data with the virus signature.
8. The computer-readable medium of claim 7, wherein checking the corresponding
decompressed data of the first respective sub-portion according to the virus samples in the
virus feature library further comprises:

acquiring, from the corresponding decompressed data of the first respective sub-portion,
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respective virus checking data, wherein the respective virus checking data starts from an
offset address corresponding to the respective offset address of a first virus sample, and has a
length equal to a respective length of a respective virus signature of the first virus sample;
making a comparison of the respective virus checking data with the respective virus
signature of the first virus sample; and
determining that the respective decompressed data of the first respective sub-portion

contains the first virus sample when the virus checking data is consistent with the respective
virus signature of the first virus sample.
9. The computer-readable medium of claim 8, wherein the acquiring further comprise:

identifying, from among the respective uncompressed sub-portions of the application
installation package, a next uncompressed sub-portion for which virus checking has not been
performed;

determining whether the corresponding decompressed data of the identified next
uncompressed sub-portion has a length greater than or equal to the respective length of the
respective virus signature of the first virus sample, starting from the offset address
corresponding to the respective offset address of the first virus sample; and

in accordance with a determination that the corresponding decompressed data of the
identified uncompressed sub-portion does not have a sufficient length starting from the offset
address corresponding to the respective offset address of the first virus sample, acquiring, the
virus checking data from the corresponding uncompressed data of at least one additional
uncompressed sub-portion for which virus checking has not been performed, wherein the
virus checking data includes decompressed data corresponding to all offset addresses
between a starting offset address and an ending offset address, wherein the starting offset
address is the respective offset address of the first virus sample, and the ending offset address
is an offset address formed by the starting offset address plus the respective length of the
respective virus signature of the first virus sample.
10.  The computer-readable medium of claim 7, wherein the operations further comprise:

continuing the decompression of the respective uncompressed sub-portions and the
checking of the corresponding decompressed data of the respective uncompressed
sub-portions, one sub-portion at a time, until it is determined that the application installation
package is a virus-infected file or rogue software.

11.  The computer-readable medium of claim 7, wherein the operations further comprise:
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continuing the decompression of the respective uncompressed sub-portions and the
checking of the corresponding decompressed data of the respective uncompressed
sub-portions, one sub-portion at a time, until the decompression and checking of the
application installation package is completed.
12.  The computer-readable medium of claim 7, wherein the operations further comprise:
continuing the decompression of the respective uncompressed sub-portions and the
checking of the corresponding decompressed data of the respective uncompressed
sub-portions in parallel, until the decompression of the application installation package is
completed.
13. A system, comprising:
one or more processors; and
memory having instructions stored thereon, the instructions, when executed by the one or
more processors, cause the processors to perform operations comprising:
identifying respective uncompressed sub-portions of an application installation
package in accordance with a predetermined threshold size established for each
uncompressed sub-portion;
decompressing the respective uncompressed sub-portions one sub-portion at a time
to acquire corresponding decompressed data for each respective uncompressed sub-portion;
before completing the un-compression of all sub-portions of the application
installation package, checking the corresponding decompressed data of a first respective
sub-portion of the application installation package according to virus samples in a virus
feature library; and
concluding that the application installation package is a virus-infected file or rogue
software in accordance with a determination that the corresponding decompressed data of the
first respective sub-portion includes respective features of at least one of the virus samples;
wherein each of the virus samples includes an offset address and a virus signature;
wherein checking the corresponding decompressed data of the first respective sub-
portion according to the virus samples in the virus feature library comprises:
when the length of data with the offset address as its starting point in the
decompressed data is shorter than a length of the virus signature, acquiring, from at least two
of the sub-portions, virus checking data having the offset address as its starting point and a

length equal to the length of the virus signature, and making a comparison of the virus
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checking data with the virus signature.
14. The system of claim 13, wherein checking the corresponding decompressed data of
the first respective sub-portion according to the virus samples in the virus feature library
further comprises:
acquiring, from the corresponding decompressed data of the first respective sub-portion,
respective virus checking data, wherein the respective virus checking data starts from an
offset address corresponding to the respective offset address of a first virus sample, and has a
length equal to a respective length of a respective virus signature of the first virus sample;
making a comparison of the respective virus checking data with the respective virus
signature of the first virus sample; and
determining that the respective decompressed data of the first respective sub-portion
contains the first virus sample when the virus checking data is consistent with the respective
virus signature of the first virus sample.
15.  The system of claim 14, wherein the acquiring further comprise:
identifying, from among the respective uncompressed sub-portions of the application
installation package, a next uncompressed sub-portion for which virus checking has not been
performed;
determining whether the corresponding decompressed data of the identified next
uncompressed sub-portion has a length greater than or equal to the respective length of the
respective virus signature of the first virus sample, starting from the offset address
corresponding to the respective offset address of the first virus sample; and
in accordance with a determination that the corresponding decompressed data of the
identified uncompressed sub-portion does not have a sufficient length starting from the offset
address corresponding to the respective offset address of the first virus sample, acquiring, the
virus checking data from the corresponding uncompressed data of at least one additional
uncompressed sub-portion for which virus checking has not been performed, wherein the
virus checking data includes decompressed data corresponding to all offset addresses
between a starting offset address and an ending offset address, wherein the starting offset
address is the respective offset address of the first virus sample, and the ending offset address
is an offset address formed by the starting offset address plus the respective length of the
respective virus signature of the first virus sample.

16.  The system of claim 13, wherein the operations further comprise:
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continuing the decompression of the respective uncompressed sub-portions and the
checking of the corresponding decompressed data of the respective uncompressed
sub-portions, one sub-portion at a time, until it is determined that the application installation
package is a virus-infected file or rogue software.
17.  The system of claim 13, wherein the operations further comprise:

continuing the decompression of the respective uncompressed sub-portions and the
checking of the corresponding decompressed data of the respective uncompressed
sub-portions, one sub-portion at a time, until the decompression and checking of the

application installation package is completed.



