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above ar enly to:txeepnier are the entifies; peg PPé'l? | '°s
entiti%s a::g'gm;ﬂ pydth é’MP @gnerft'%[pfpeaes g'e ?{ ‘1‘%‘1 - 8f°p m mpe

in Fig ¢ to
sKar e théasR y Wegl? éﬁs? l?“é 'H?'l °Au5an%}heﬁ(£ e ent ??he 'ﬁ’r e

| nput at ¢ ce §ev se% f i ﬂtpﬁrs Qélre?‘al pﬁlde)gaﬂplg rtﬁ b, '(H es
via the I§(63 d':‘f (f fr?din ?§not %eﬁfiéf fo Sholy, OPeqm?e@rhs
gener df e n"ﬁ. o W b o sshumah t he
secr et a' 9 r%ﬁﬂi&nh ctiaél dofputbd M ,ugtdﬁntx,,)‘ el Xa), @, K
=[err] f B ( YA) (2 2) The ci pher text generation neans 4 and the

ci pher t eXfAsdﬁﬁ’tthh BfhbdainehE 8N the Dprosefit Inbentich) atr el Bovgiiontionsd Sébrdt digorithms are

enci pher iaf@mmbdatbaGh BItemputd physitallyogréiedtedt Bynhe ©; a plrality of IC daids 12a,lete. destewmimed
SO as t o FRNs}ilicpossitipi icaistraia oiyptbiteg sismngsystsi hivirigeay even bhighdrisecudipove procedur e.
By t he congh itisidase) thenantities 0armok takecouttheit. bvn seeet @goritiingdiven tharmction ftsalfraf éevetdly t he
cent ef alegiies écnudirigrapdvassembling teir tshaetigadtms tarderivdi thet ¢anfetlgafthmoG hen algrrith es

t hus mai etuialentrig G capriecyeveied. tHowevet, irethe eesit invantionefitis compgsegso dhad secyty

Wi th cioypieikeingd even i @pluraliti ofisagretalganithps jaterusech 80 ever if the physisalispeurbf e LC ¢ ded
for ex amgtcels biokon, the system as a whole is secure.

Further, the procedure for generating the shared cryptokeys may be performed internally in the IC
cards, etc. in addition to being performed by simply inputting the identifiers, so the burden of work of the
entities for sharing the cryptokeys is cut down tremendously.

65 In Fig. 5, an entity A applies to the center for entry into the network, an IC card 2a in which a secret
algorithm is embedded is issued via a secret algorithm generation apparatus, the IC card 2a is provided to
the entity A, then the identifier ys of the entity B is input and a shared cryptokey k is generated. However,
Fig. 5 shows the example of a secret algorithm embedded in a single IC card, but the secret algorithm can
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cards,: and need nerely input the identifier of the other party, so the
ope?ation Is extrenely easy. In this case, the cryptokey k issued. based on
the identifier of the other partE\g chtea?% for.enci phering and deci pheri ng,
SG secrecy is inproved. Further, sin ére are several sets of
Identifiers and secret al gorlthms for example, e[rr] 40 [err]finding a
secret gé Al divided afd) Sdpated iifl @NEdrds! @ maghétic camiaNMgRetic| e, Joar €364, lopticald
MASSi Ve membres,lic AlemoRd¥PsHioppy @itk 8kl dn§ ofhératatal stordgh Ynetidmanddatitb@putekisystdins| € i N
gener al c4l@s briesdhipanicrdddmpGions,toinpuing procBsbrst frdtmddires edngpeising thenséhe) iindt dng oth@nt er
cannot bppajatusesthavirgy dompatingrpaiittie] from just [err] [err]. As anot her enbodi nent
of the prasenan xampletwilbbe shown toh the aiethoe ofaparaioreof the conter algbiijlun & éndssecrete 45
acco daarigehsi n -a conputer physically protected by one or a plurality of IC
cards 2a, Fisstooonsidor thiacaen of o Fitiies AandiBrsharisg peayatpye t o construct a cryptokey
sharing syiguier shews t a‘hOdleé?Psﬁt eof the gentar plggrithm §. o Gsone Sisskprepares terone-t | es
cannot NARENeRHPY Rlgerithms, G %’Ecﬁee&" éﬂedﬁ?'t"ﬁ‘ﬁ H@”Wbﬂg‘t"ﬁ@sd'bfﬂddh ¢ ig §18pg ongs
severdl W@?hQXP’P%‘gsEB?WeﬁRPPw nbl i ng their et aI ori hms to der| ve
the cent ePn8PEHBRPS i Agodhis, o a‘\' @oY‘H"@ nde fhe g°‘[‘t b E'F
However sy"fhﬁs"fe @2 ﬁF‘%EéFﬂ" T‘ntQé’F?P?' "ftam Fﬁﬁlrﬁyg ﬁ'zgsoe‘t g%'&ﬂ' "t%’eﬁa‘é’ 50
mai nt ai of secr r | f

d Gz areD Ir ed to entifier fqhe e%Ltgg és aq It%{ nd%0 a%\é%
the ppygtoﬁﬁ Bl b ,s?i’p,?,hﬁ aA‘% o Ll oy esarg% ﬁt‘ﬁee o b
whol e ,ﬁ&d ure 0 eratl ng t
Cryptokeysfhmx uaer ﬁyr btrat 5.as'athh¥ .wartdh@ InCri§ 2B 48 kn&drCas i agtqtht.l on to
beiNg PEfeHafBRon asﬂ, o drekiod y D BN UbatibBleS corithaliugBHAEN of wor k

of the entltles for .sharing the cryptok eys is cut down tremendously. 55

In Fi.g. Fo= @, &) t V34 applies to the center for entry into the network, an
IC card 2a in which a secret algorithmis enbedded is issued via a secret

al gori t Rm=gemEee-Rpthi oe-gpparatus, the IC card 2a i s provided to the enti ty A
then the identifier ye of the entity B is input and a shared cryptokey k is
gener at ed.Holivag ther-, anfi* gach indisite Wentifidre (peramstprsicHaré, tie aigodthes HaGgoand Gaceredbedded
i n azsi ingrastide@ecirrived flomtthe: dombipation elgoritimgdr ianchirn and it iSdifficultEiplegmAprcoptams &1 be
ar bi t r aFi ang Feli Thitde @ willrhg uaderstnog tteigicambingtion matherbpreducesenliprute) algodtimels, nagneti c
t ape, bar TheHetsthat dietseeral algetith®riaob the ety gbiig- G?SCO"IPF'S*I%WGW%#@'““Q ofany

ot her dFigc. §8chiha gecraralgiiim Xaaf He orinR) woraprisad,ig thengame wey.dulictin coppriy ea b9

m cr ocofplimed as fofysput i ng processors, and nodens conprising the same, and

any &f her apparatuses havi ng corrputl ng abilities. 5 Next, an exanpl e
will be shown of ¥pe (ygdhsddofl at,l wi ) of dyeent &, gdigorithm G and
secret algorithns. Fi rst , =C@NY! asg of entit'les A and B sharing
a cryptokey. Figure 6 shows the rretlho @ns BAICti on of the center

algorjthm G For G one first Br dFar éygt)heanéY ilput one-out put al gorithns
[err] and the two-input oeegoyupyic al(?omtlgms (IS} a}r)d [err]is nade one 10 -
wQi,ch expresses a correspondence f dn B epares the al gorithms
[err] which handle the algoritH B Gperh ) vrh&y dypdidsi zes G2 and H from
[err] to prepare the al goki ashr(p er(lz andys tlg-e5| S [er nd HfromJ[err]
to pugpare the al gorithm E2 %& ! yér)',g at?p (z!e to )al dentifier YA
of the entity A as a resul E{Bof w%ch [err]and the 15’"ab {e- nent i oned
algorithns [err] are conbined by the algorithm[err] and the secret

al gori t hmGtter obscok dgodthmntombipatian assthedisoam disalogedgn (1) Maisupwotopettal, "RAsyenmetric

conbi nafiypinsyglemfUsing®sdurp Expressiehgyef Enciphaning[Gonvefsiont Paep. of 3983Nationeh/Fonigrenaehe

al gor# t pirSystemd Division 6hSesietynel dElectonic Hommprications, JepiombersI@es, blp. $&% pPp.o1-468 ¢ hg
equat i of® @sdaem> riéx Megspmefogad ra). "Amultigagate [Palynom 'a' Tepla V"["@F’lc Cryptasysiem

However F;;tef‘ﬁr %ﬁ% é? @n d Qa*e I‘?"F‘ﬁ'&t Eﬁt@s'?'ﬂé‘f'ﬂtqf'F'F P'&‘frB rs§ ur;‘\’nl—|er e,
th | }

conbi natdP @ol 'amfaof? -C?' 'I"fTP s o
[err° ‘fa" ° c e

obscure fqu%.cé"ﬁ:b pl rropEo i g It y A
of Fig. iy 1618 {ga5 eﬁ}e also be applied.

Next, a specific emmple of use of the conter algonthm G and the matrix of secret algorithms X, , Xg ,
s5 eoftc. for the two entities A and B is shown.
The set comprised of all of the n rows and m column matrixes on the commutative ring R is expressed
as ug (N, m). For R, use may be made, for example of the residue-class ring Zq = {0, 1 2, ... g-1}, etc.
using the non-negative integer q as the modulo.



Fig. 6, and the secret algorithm[err] of the entity B, conprised in the
‘same’ vvay function correctly can be confirmed as follows: 30 [err] [err]
[err] [err] [err] [err] 40 [err] Oher _
obscure al gori t hm conbi nati on metBR@37TH24 Bl scl osed in (1) Matsunoto et al,
"Asyrmet ri c Crypt osystem Usi ng Obscure Expressions of Enciphering
Conver si on" pe s 0of..,198: t| Q e 45 of Systens D vision of
Soci ety of l:"I com Aag(,f:? 7 " A |s°gnsd f)?ggﬁggr 1983, No. S8-5, pp. 1-469
to 1- 47 '('i% 3a anese I\/atsurmto et al, "On Multivariate Pol ynom al
Tupl e Asymepel itC Pt osystems February 7, 1986, 1986 Code and Data
Security éyrrp05| um I\/aterl al s E2, Code and Data Security Research
Conf er engg,= §aeci @ley Committee on Data Security of Society of Electronic
Confruni cations (in Japanese), (3) Matsunoto et al, "A Cryptographi caIIy
Usef ul  Thendalénmted) Timnequsion (521 siows a Berispesision.Uni  and 50 Mul tivari at e
Pol ynomi al sext, Ee ZIy .aas2ant Zere 197 (|, hiate ¢acQBod &s Blopafer yAiok € Hr@8N)- No. 3, pp.
139 t 01146, March 1985, (4) Imai et al, "Al gebraic Method for Constructing
Asymet riZy Ersa@t osggsd ens”, 3rd I ntemati onal Conference on Applied Al gebra,
Al gebraic Al gorithnms -and Synbolic Conmputation, Error Correcting Codes (July
15 to 19, ZA1985G2 Gr@#bbl e, France), Springer Verlag, etc. These may al so be
appl i ed. Next, ecific exanple of use of the center algorithm G and the
rratr|x15ofzaséc\f8€t asg"brlthrrs [err] 55 etc. for the two entities A and Bis
shown. The set conprjsed of all of the n rows and mcolum natrixes on the
comrut ati%ee= r‘iaﬁg 4 expressed as [err](n, m. For R use may be made, for
exanple %Itg{ge resi due-class ring [err] = (0, 1, 2, ... g-1}, etc. using
t he non- neg8P%e integer q as the nodulo. 6 EP0277247B1 First, [efr] and
H [errf"(n n) are selected and [err] [err]of t he conbination al gorlthms F1
= [err] (5-1) 5 [er 5T2). &f. I T in equation (5-1) shows a
transposition. Next, ?éllr]lgr 8(%%-6) ﬁTé&JI)?thed as follows for [err] (1, .
n). 10 [err]  (6-1) [err] (@-g) @H)[@gz'lin )(6-3) [err] (6-4)
Therefgre, 20 [err] TT [err] 25 A [err] [err]
(7) 30 That is, [er] (8- ﬂ YA(G1H),§,YBGZ)

aF2Zp2 .- (7)
30 Thatis,
ZuFiys' = yaF2Ze'  (8-1)
stands.
35 Similarly, the following equation stands:
N ZuRyd = vz’ (82)

Therefore, if the multiplication in the commutative ring R is expressed' by * the commutative of * and
40 equations (8-1) and (8-2) give the following:

T
(Zy1Fa¥p ) * (¥5F, AZT)
= (YBFzznzm) (ZA1F1YBT’

Here, if the algorithms G, X, , and Xg are determined as follows:
50 G(ya) =Xa (10-1)

G(ys) = Xs (10-2)

Xa (ys) = (ZaiF1ys ") * (veFeZa2')  (11-1)
66

Xa (Ya) = ZeiFiya)) " (YaF2Zeo")  (11-2)

then from equation (8),



stands. 35 Simlarly, the follow ng equation stands: [err] (8-2)
Therefore, if the multiplication in the cormmutative ring Ris expressed by
* the comutative of and 40 8-1) and (8-2) give the
fellowing: [err] [err] [err] %W%§B(' (9) Here, if the algorithns
G [err] , and [err]are determned as follows: 50 G [err] (10-1) G err]
(10-2) [err] (11-1) [err] (11-2) then fromequation (9), 7 EP 0 277

247 Bl kewhl= x§ &9 imnds. 5 Even in the case of three or nore
entities, it is possible to formthe center algorithm G and the secret
algorita&ms.XA XB, Xc. ... inthe-sane way as with two entities. An

exanmd e ofEvéntin me daseeof,thredw nares entithefs, it is ipessibleria fotnd the ceriter alghrithin & and Fhegsecr® and
Fig., 9. afrithais, XahKe & 51 thebeimeywayias Wiy Wi ontfiso An Bscplaisbiis, i.on thorsess i thuse
exanpl eertitiassis shown éncFigp P apthEigfane way of thinking as the above is shown for
the case d@naltywwhiterslightly stifferenofrom the Bhevesy sprstlie iexampiet gopstituiad byy the spme way) ofj 5

sel ect et!Pmk"Tm?ftthQ@OVGCFﬁh efqr |°§°06?’(§P’H’§?sed to stand. The center algorithmG
and tthe sérl’!?"é‘f“ t‘sséhﬁfec[ err] are deternined as: G [err]

13-1) Tmtiy |sco 4-2) Ho
E15 1) 25T[‘% ]°' 9‘("!%' %?"‘zsg ﬁ°$'?‘§‘s ha"ﬁl"g'%?ei%wxgﬁﬁuaﬁh) exp\rlvg\s{g(ras Eﬁ;r]

functio 0 30 [err] |s made |inearly independent on the
com’rutaB"(f\g'rg“ %T)At this time, 35 [err] [err] 40
]erri &?r )l.;e”(ls-ﬁS [err] [err] . That is, 50 [err]

Ser Xalye) = Xa (@ (va))T  (14-1)
20 Xe(ya) = X (p (a7  (14-2)

_However,

C xa=¢(ydG (15-1)
25
xg =¢(ys) G (15-2)

and ¢ is an algorithm which expresses the function from iy (I, n) to is (I, n).

30 ¢ (Ya) ¢ (v8), ¢ (Yc) -

is made linearly independent on the commutative ring R.
At this time, .

o XA (¥g)
o =x, (6 (yg))7T
= (¢ (v,) © (8 (an
© = (@ (YA) G (& (yB)) T)T
6 (yg) G (8 (yA))
© tyy) G (8 AN
= x5 (¢ (yA”
= Xg (y,) eee (16)

That is,
50

Xalye) = Xa{yad) (17)

stands. Therefore, the value of the above equation may be made the cryptokey k to be shared.
As mentioned in detail above, according to a first aspect of the present invention, a cryptokey common
55 with another party which has never been met (never been communicated with) may be computed simply
and securely by just inputting the identifier of the other party, thus enabling easy communications by cipher
text among any parties.
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stands. "Therefore, the val ue of the above equation may be made the

cryptokey k to be shared. As nentioned in detail above, according to a
first aspect of the present Inventio ryptokey common 55 wi th anot her
party which has never been net (FB é&7ﬁ%€& comuni cated with) may be
conputed sinply and securely by just inputting the identifier of the other
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and di st rid8tep GrShefingkicy by galmdentitbsrs f or use by entities c. Step 3:

Shari ng of Syl ibgn gpectign reduirestfoi stirting usaspstem prdn aRewsh AP d1e certefis # eantef Br
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[‘err] tOsets /‘% rSce d the ﬁbnﬁﬁi th lsath éﬁc ' he sane, mide

pub' ic, % Egar " Bup &gt wmoks@sffeememm.bs brdegkar 1] =
(y'zg GRC2. % \éﬁtm eIJn g Wé %up ihp& theRbrliors b0 thd Briles BRlohdidgOtb the@oupnt ity

| are Segﬁgreﬁaﬁ their dWh Meéd IRttt brthSebyshito the stihd Erydtékey R.GFoi ékainple,

a
entity i whdnQhe &mt?m%@enukm Wish ﬁ%ﬁ#ﬂg o Bytokey R , @13 rdspeciivelyROMBteIqE astblloivite set s
of secret algorithns received or the conbinations of the sane [err] Step 3

i's an opepat kgnyper figyed by the group sharing the cryptokey after the
conpl efion of steps 1 20 and 2. The entities bel onging to the group input
t he idenkjsf+ 2g®(yf gid2)t he entities belonging to the group other than their
own to their own secret algorithns and thereby share the sanme cryptokey k.
For exanpl eFurthenewhet leatite At prtily B, andcentitntG wish B whash atq/piokeyr keeq hibey reppacivelyy kAB
, they r eommuitstkaacab follewsiput e kAB as follows: [err] 25 [err] Further, when
entityoA entity B, and entity C wish to share a cryptokey [err], they
r espect i iﬁeby')évg ) [t¥) as follows: 30 [err] (19-1) [err] (19 2) 35
[err] (19-3) resm[errqﬁl ndi cates a.secret algorithmof an entity i used
when a gkee T Xe0r¥d - e nunber of entities shares a key. Next, nention
w1 be mdg)&% t he )? n&%ﬁ security of the KPS. 40 _ In the KPS, when
distr i"’f)uf“r“ﬁg Yl gorithms, it is necessary to properly
henti cat ey gi de | & ntkigs be
{ra%nsf er ?Il?a eXi kg (%ttreé gé% % QI??"Ca #foaﬁ eo?‘y Y\ﬁgggg'ﬂé'ilq?géﬁ%ﬁ 'slﬂrq"!'rrgfsalr %;%n@%}dftﬁ r}e right
person) IS \g 4@ ,&O,ng&meaetdfme SHorafbecurt '8l o0k, MEANS, however, so the
probl e of LRk IkP¥, wheh ASfbulifgithd é%@rei aigohfiiins, 4 %s&@ﬁﬁi@empﬁtmﬂfhﬁe i®piphws ed
by a gr OUHIMJB%Ychtt Esed{EQAUGOART 06 b Binsfolréd. Shopérl dlhbntibaiorS6taky ity (danfamationl oS
not chang® Agat pbrsnlisah nitin bﬂa&nﬂiﬁtﬁnt 6ir alidthg Qolid Mdariss hévidler) €01 eheioblehh et edtity e,
the KPS aihentitishas fbt iique o tBe RP&t em for sharing a master key. Even when the
nmast er key The kel sheilog 6yl a Qislys irtdier thé KPS (neaster, kel) is distinctip eachigivug aidodogshaoh gengen  a
new nast @isofhraag theldestercdigoritam id ot repevebdsThedvres the KPS away e iséie todae rat sgsterm fog sharingh m
after a sumastabley. Even wier theHinastevkay is divulgad outside the group, it is impossible to change to a new
master key. Therefore, it is desirable to renew the center algorithm after a suitable period. However, if a
group of two entities is sharing a key and use is made of a secret algorithm Xi® for sharing of a key for a
group of three entities, by switching suitable random numbers, for example, pseudo random numbers and
so random numbers by the "linear congruence™ method, etc., it.is possible for the two entities to share a
different key each time. For example, the entity A and entity B can share the common key k such as

k=X®(ys,r (20-1)
656 k=Xa®(.ya) (20-2)

using the random number r different from the identifiers of each entity.
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cent er intiependertivantars rdcaive §s input fha idestifierroé prityl A avidl dendpate fifetmantdreagofithms gpilkP8. 15
The f or geelx) having delatienstip pidineasindesapdance ofyeciers. dNakt] el appaatys de in theaveraljcenteri t y
and eheconhinescthe first contecalgorithans @% raies e averal sentar jalggrithyGp(K) Theesepretaigsfithm
uncondi X4 @& HelentyA isgeperatpdsbeserd ?j;é fer 3igorith iG] ip the@PPaAMs 19eri fi cati on of
conput at i SRR PYstEE gf F'lt“?e'c'&‘ﬁ'i? Prosesyily ampgrad pigy WE&”‘E?I’“Q"P@‘*‘EJP@E@H‘P"E Ysing
wi t hout &8 foprighm. gyhich jwap @ caser ?fé’ﬁe P‘H‘t"lr l?l”v? H leq, pxplagption r"otl?l 'B?Pg dfhen as

Wi th un?‘?ﬂg_% fftﬂ'fnpi%?t'r"ér?"r’ ﬁ" °af a'geb '" ??"W Il now
be g rforrgs@ ta'gg'g aqf "°8f“’°§na€ tet e r yg tr]en t he
3;“?13 ,? aa% pp %rezal é}@ eraet e s red keﬁilb theP applies th theucIe

al gori t mf, g§ Erep Bl E" :

ndegeny :?l{au s3d 'offh "' %Piﬂnb iﬁ{tﬁ?ﬁ% hﬁi vr§9 Ha nséio ans

gener at (ﬁot shdwn} arf&%-%uut 2Ry 6l lItiﬁrr B Xhﬂagraﬁsn{ntfeh%ﬁth%ﬁrbutﬂnao
l-laear & REGRRY HREBRENE shbRf L 8 Sudghle ¥t the tsbl@ctnapﬂﬁér@ 543 il el ddmdRIcAAY Lk Is
center &ﬁreséé@ D8I Bsing V& owh lidehtifleeyl, @ Ehetb@MbridaliiRextRGddresed BLiesy, itikehdevr al |
cent er  gthed Paity'd) oktRérXyx anthEipte GxEC B {) edparatih) Mddn® b5d. e &Bpdrdtiyn fhelrss 55a -
genewnt sparitesié othér palyts idatfitie Iy, addiphbr tCHe Xodher party'$ iderdlifigr i, & dppliedi @o anliBi S
Syst em caaf orcathar Teyptokeypgenerationt heans 8z und thy shapeviperypmakeyi tid gériaeatealf viar the rsecréti oned
enbodi négwrithmsXsnGhet deciplaging mbana|58restbrastihe wisssege mctomdhectzanemitiing side by epplying. -
Bel ow, the eheted iclyptdkay ki haaibheofextf.l | be made of the neans for expanding the
KPS and i Iephiewey:dpytusiag e ¢@Bi it i potsibledo simply ireplizermail| cgmminications sieb asdm poroél one
cent & . maipi-e.. one-glifeglipnal cipher §WB"'°&VP"§>F&W’@" Bpro aradve eripare addessses, 'NPB°ss'b'°

i |l ust r"atPP ‘L‘F?@?Pat"?‘@'&\el '?ﬁ?é‘“tbﬁ‘ﬁ%af"?"t @d i cemmpnicidhdi ng to Fig. 1. In the
figure, s GOS0 m@r“&é %P9 # "° 1o digleg ‘V’é’s‘”@g‘“?'ﬁﬁr‘ﬁ‘ﬁ sy @s i"ﬂéﬁ'PPW‘%ﬁ' Haa'rr] of
t he ot her arcr' °& PQE‘%“? ? ;aﬂ"gw'p?% Peugepe ofage GRRE hag alr

shar ed 'P? 'ﬁc“s H elf’@?i" enci phering means 42a to
genefat e ngn el
er ext er

conbi nes 'par y''S |ae?ﬂaﬁ‘4‘°q'9$g'[s2‘%ﬁnca{ﬁedv °rn '\lltﬁa

_|dent|f erG,£ r] za)nd sends to the other party 35 information corrprlsed of
t he ' ressee [err] sender [err] and cipher text (C" via a transm ssion

neansgs (tnorecﬁhgﬁas@fomdbaamﬁruuaa.m@ﬁskmmw\)emﬁsoﬁrbeséxs@&babmms' de entity B
recei ves aamb ety tid 6ritytiadnd tiRSiddnBidk i thdrédf B theQbthent Brthd Bt M Asbui that awn)
and | udgbesndt Bqualicthereyi @6dsinoteqi@gjns 54a i f the conmuni cation text is
addr essedFirther, RIgbd algtsithmovhich SxpwesSesi thkcinjbdtibr fim NGBQ™ (che toltRe @appmgni cat i on t ext
Is addressed to itself, it sends the other party's identifier [err] and
ci pher text Cto a separation neans a. The separation neans 55a 40
separates the other party's identifier [err] and cipher text C The other
party's identifier YAis applied to an I1C card or other cryptokey
generation nmeans 3a and the shared cryptokey k is generated via the secret




algorithm[err]. The deciphering neans 52a restores the nessage mfromthe
‘transmitting side by applying the shared cryptokey k to the cipher text C.
In this way, by using the KPS, i 'szﬁ%i?b?le to sinply realize mail
communi cati ons such as in normal {7 i .e., one-directional cipher _
communi cations. Even when there are two or nore addresses, it is possible

to perfor mp9&id thd etnfet Pl vheRILEE S, 2 Beddlotts @Tdb&ﬁdenimﬁlorﬂm\b lother entities
communi car,aognﬁandﬁheedj ﬁw SHumbé Tof MON Eyimetric thatrindB 8| 0, NeS,aRPhiandigéneralé Mo 0g
type CONg4R} 5gdrtms,. Gyﬁ RetR&d a¥i ah Rigbrne RRhgUREEting AneCkREr6Y algotithrd IX,, fdr bdch piosn be
given on a KP based on |inear al gebra. The case of one center has already

been dj sgueserbir@’t hezpnbodi ment related to Fig. 1 to Fig. 8. so The
system defined bel ow will be nanmed the "linear schene". Assume g is a prine
nuwber pHwakeraXgis Bn h $ m rattk oh Cedetinerd by thadalfewingye i Nt egers When the vector Q
is Q=G (q) (21) 55 the vector space forned by all the mth dinensional
row vectors on Qis expressed by e r]. Assunme the entity is entity i and

the identifier vyi th§f, oFT § ﬁlﬁé nt of the set- 1. Assune that if i
does not equal j, then yi e§ ? ual Further, K2B)] is an algorithm
whi ch expresses t.he inject oﬁ¥ n? to Qerr] (one to one mapping). 10

EP 0277247 Bl The center, iﬁ enter p, where p =1, 2, ....o0r s,
sel ects i ndependently fro Fheyb phJentities randomy and uniformy h
‘nunber® of mth symretrr c matrixes [err] and generates the center algorithm

[err] s deflned 3% “ r‘é%&u&% %nﬁﬁﬁy,%ﬁﬁéaher%&r@m'th”{e”]
ay or eaCh eans tr ﬁgg Wgﬁfﬂ{e ceft‘érg ET br§du@é§f Mhéﬁ {5 dcheX algdtithis

dé&fi ned ?yx rty th Ilowmgway [err] [err] 15 T neans
transpp el[ron err |nglrcatesavar|able set for inputting an identifier
yj of thgi épar {2 The entity i acquires the algorithms [err] fromthe
centers and pr oduces fromthere the secret algorithnms Xi exclusive for the
entity i in the follow ng way: 20 [err] 25 [err]

... (25) The center rrus it is inportant, transfer ggg,al gorithms [err]
only tz the entity i. %’:tﬁ‘atl’irf | C cards, etc,.alé&’u is possible
to automatically obtain t Lecret al gorlthms Xi. For 30 exanple; the

entity i first obtains the IC ecards, initializes them.so that anyone can
wite on t%mmpmwltbmmrt@gﬁfeﬁhe&boﬂﬂ@&d(pt%hf e theeatifsif er s t hem to t he
centers, aritenthat ift ifecaids eiceprg upadpiyis Ropriblq teraptp matmltvwbtaﬁéhesﬁfﬁfgt qgpritms Xi. For

successi veample; the enilly | Erstobipigs the i prids; 59"'3"5?3 tt%se ﬁl’g P'é{hF'B ut gty |
the | C cHe@stity} eanead ihee fansigrs them tér’l'tel org, angl fias, EF t dt?i
entity i e %srgcem@'vg'é@?éqcasﬂstfmal'&t ﬁ‘rfE" °§%’°Pa'a“° r’rce“é‘??taﬁ rewined.ig

entity jeW&lire tq har tx)/r cal cul ates xr(yj) asthe
key and th @ﬁf’ y de |r hare cry TXJ he B QJI la Sg(l

col u i). res[ mﬁ%g YOn 'I'hXt

def,i nrtr gas' d r Z' %E deﬁnt XPp anatr on was of case ere a
group is atfo %vhe)g ‘étgrdlrf isHBMBRsBd ofitho &rﬁ@escﬁﬁﬁ gBeraRinGieOUP
conpri seq 2 2he shiflé systoiEcan o reulzed ) uoe of

prQ d 5} rb dqugrSof GRitibS e’
realizgd ll’rlrdé&#em Oor #1d!let AumbBCat! eniiRE Msit@d Tof thet dide-MentioBactpiOife., & bilidedrs
i nstead @fapfikte af ore mentioned Gpi, i.e., the bilinear mapping. Next,

consi der t x5 Benisilérttye @burity thoilifeaR Scherd) A RttacksSonathd System, 1S rtabassasjyistomsiden t is
necessar Yoth attaeky 1y thiedentos tald athdke bk the bptitibdie cent ers and attacks by the
entities. Complesthreakingofithersystah wouidcbesegsivatent tndatenhiing aovatincahsisting of the matrixes

det er msniGagGa, nE@ydorprisdgsi sting of the matrixes 45 [err] conprising

s _
- 1 2 XX h) ten (26)
Gy = Pil 3 3 ' 2 ¢
.60
the said matrix being:
=[G.Gz2..Gy] (27)

Therefore, so long as all the centers do not collude, i.e., even if several centers collude, the center
algorithm G cannot be determined completely. Therefore, none of the cryptokeys of any group can be
determined at all.
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kerr].50 the said matrix being: [err] 55 Therefore, so long as all the
centers do not collude, i.e., even if several centers collude, the center
al gorithm G cannot be determ neﬁ% é:gﬁpiﬁt%l y. Therefore, none of the

crypt okeys of any group can be determned at all. EP 0 277 247 B1
Further, so long as rank G nunber of entities do not collude, the center
al gori t hrpyfmeraaNBlg e raAl0 B hRiLRH Y Slfliticdr d nut dboliaitle, athd centhh @lgpritiorty &b ichrinbtybe S

| ar ge QbmgiciéhKdeteriainéd @ al'TRS probabiily isclargé afsank iGbeiny mHpwmalerglosetoms true that
even Wi t hHoweVel, WSis Qrle @fat aveh With @vllusién afnd numibesof| eptities tesmthan gank GGthet lérger|taer ger

t he numtieter 6f coluding entitiesg) the toret theeamouttipd dat oreGit ane thanedorgnthe mpredher agnount oBlataand

t her ef on ep sbdne alguritienst df the aniisiem thatesan biexobdair®d. Therelolecthe foliqwing canclision isiehgingt  t he
entiti eert dosidedryio hat dégresi qotiuding riiesgap determing hefcpypiokayp pgha-oihat PRilieson i s _
obTai ned Askume teeosetéfal thie epfitiesienierskin the grstam ig B At thifi tiny. 8 setistyjtheccopdifion 8k er i ne
the crypt Eienyialighe entities bplnegingds the ppitid setLeof Frsoliudhe the SryPigkey shared PRIWGSAEM | s
ent er.edwd entitiep belanging (o s qannoppe qearaingd gt @ll” + o satisfy the condition that:

"Evem iitfis nepgssanpaidsffigient hat he| ongj ng to the partial sef EB of E.collude the:
t okey Merysr by sech <ins Ep binasly idppeacenl ;jhﬁ?? o vatior g‘f'? e or b
det er i ne e i Uk 0 B ) P o oot ©°

det er i neTa'engre ]‘_fs p‘,’s;
Rr(yi) Hedrep 5‘61% inearrindspndeace In-o 1 "he I'i nearly i ndependent fromthe set of
t he ve(i%grﬁ(ygﬁe‘ri%" Therefore, it is possible to talk about this shifting
the Br SbT SM8¥<Stcurity of collusion of the entities to the probl em of
| 1 near 1! o 5 WERE SorinBetidmarlseswithGie hebr) oPRBArlcbdifighr , a cl ose connecti on
arl,ses W aQ? if h §a codd of i 838 lenGtR @hd ¥ numibeR oiRspbalibri $yynbols,fwhichenakdsrtear code
of n coglgila60 Rori@éHaiy BriakgEDRS triHspdsas Rfksi 0 1all tg VBEdrs beloking I e ketsu biftls mat ri X
abl eyt Qediid ihé BAHRY thapedtioh MAGE i MAe!C, 818 NG edbtevecds @ kadingfword ¢f Hainming aelghtrve
bel ongia@" ira "thb existétice b ddasd WtRred@ys/eeionn thdr lodtitigsauan be/detansipexthyi cohusiva ok wx, i s
made C) dnftiesr ard dpivalenit.st ence of a codi ng word of Hamm ng wei ght w at C' and
"t he exi Siheadiculanf that TeSinkviuer Banknaings whight ok Enmipimiveyr diance bp ds2cemmere” is a
det er misafédonbgonditidn| fersamyrkep Bméng-entitips agtbeing ahis'to he detertpinpd;aflall Ry collusionpiamy R ul ar
t hat 25" tehiiiesti ni nrum Hanm ng wei ght of C m ni num di stance be b+2 or nore" is a
suf f.i ci enherstored ithiei algeritheyr Re* mavy b esjectedhipgedent pn pleabrajeisigelyalf 3pd gpmetric Loge,
det er rritheeu- Iathisdape, fyi is eensidarpdp suitpbleyypgtop Redvl) begames ppeshich afrpiiops3 B‘P'é’"““iY 3
al gor i tthenofmeenept virdperpiarestae elgerithin X becomes) A tuple- %ﬁ‘% 9"30;%7‘%’%%"@8 gpe: -
geonet r3RM eadine: BALending. B cading.Gqppg godingy etg, jare, ‘?e 'éDE [ gf 'ﬁ?’g v r«r=i°':§'/ect or,
Rr (y1) d%ﬁ‘@%?ﬁé@ Japaaesgly Hayever xglisiian of Ry {ermptatipn) £ginot by periormedt RGNty
Ther ef 2*the algarifhm X be t . : | i pear
code, ﬁ@l :gi ver t;g;g%?%@? W@?’"'ﬁ@ﬁ@%’%ﬁ}%ﬁa}@gﬁ%@l&ﬁ%&EE%%%goq'z ogi ng@ae#bﬁ@ar e
used (RORH AT g O one § 3 e ndiieie Agorsana 109 gudr 1 JapaNESE))
Hovve:yser, evaluation o ) onputatio canhot be perfornmed efficiently
when 'muiss‘bé?r 98s) However, translating the theorum of G |bert-Varsharmov in.
the coding "theory into the KPS | anguage, thée following is obtained: Wen
the prijgRevBURES s DRES scHamdMich Blisig®n- negative integers mand b are given,
35 [err] (28) however, there is a linear schene which satisfies 40 [err]
(29) wangbohagiofy(PIHHIRBEX OfF-x)M8EEx)al kaayabl e col | uding entities, a storage
capacity of the secret algorithnms of hm og2q (bit), and a total nunber of
entiti efd has biawmber for inbrenallpwables cdlliding éntiisege storagacaphily of the seprpt gigorithesiofed
f r om t Henlageqbif),tad @fotal enbeal ientitjes th deveyh is aayt positive iegpror i ty of | i near schenes
have 45 Pathemitmay ke derived by iﬂwge%'Mme@ﬁdi'(@W!V that the majority of linear schemes have
45 parameters satisfying equation (28).
Therefore, the algorithm for generating a reproducible affine random number series at a high speed
may be selected as R,. '
In this regard, there is a difference from the usual method of use of linear coding. In usual applications,
due to the need to realize a deciphering algorithm with good efficiency, use is made of codes using some
so sort of structure, but in the linear scheme for the KPS, there is no need at all to consider the efficiency of
the algorithm corresponding to the deciphering, so use may be made of random codes.
The results of the above study on the security of the linear scheme are summarized in Table 1.

55
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.-Therefore, the algorithmfor generating a reprodum bl e af fi ne random nunber
series at a high speed may be selected as [err] In this regard, there is a
di fference fromthe usual nethod 9 | i near codi ng. In usual
applications, due to the need to e%jf"f’z?é Bleci phering al gorithmw th good
efficiency, use is made of codes using some so sort of structure, but in
the linear scheme for the KPS, there {g,40 need at all to consider the

ef ficiency of the aI gorithm correspondi ng to t he deci phering, so use may be

made of rj IIUUIIIL, Teesuttsof—the—=abygve-Sigdy o tesecurtty—f the
li neai schene /A8 E ‘?}fﬂmn Aed in Tahle 1 55'4get °fla“ﬁ% Q0 277247 Bl Tablé 1
At t acks hOd Complete breaking of systemTa| e tObtafning kéya okottier group .

| ete ySt € her group L. Corfjusion
of “sever jﬁ%ggtﬁ%%ﬁ% SO [mc?ﬁss'bgs%h?&sgdgE&éﬁgﬁnﬁ&"?&col | ude. centers|2.
Col | USl O scvcr .-\I Dr\nni hl r\ : ¥ ﬂnl f" r\uwbc rmrn Df\l‘l‘ h| n | ‘F h + I
nunber orzrﬁﬂ*l@'f’éﬁtﬁeﬁ’%s 1 (|Posgible ff rank§ number of more P°ss'b'° it b+gjmuraber prmasesentitsis || ude
| nposs®hl [@ntifigs  col | ude. | ripfaipgyoliudpsimposeibierih e [Cejjude. lapossiblasith pumber ar lesk | G
nunber of| entities coll (& tha '?"ged\é"i“@?’m ned [9ttiesgofiydedyis gdeormingdby r ank G
m  |indar_independence dpnitigsicollude. rank &).) )5 offfest indapendpage of b\ bl e jlf al |
cent ers coldoldon ofSaveral as JPoseible i all deRtee collude. SaNEasR RhedMibrd s sor@itbérSnod hd
sever al ¢ndntetd ape sevetal antilemdcollddingt , eval uation will be nmade of the vari qus
storage capaciiles and conputation anounis for the Ti1near schene. The
centers staqg r tnﬁ%ﬁk err]
Waen 20 eft t %%gja@h?@rde e%/’ﬁ(&% ag g%% QF Ué{;‘gfiﬁ s%ﬁd ?u t e({n aﬁnﬁ |%‘l %&/@ élrl)

Wi th [err] tfefcbitbhs SRte the Agbrtiin B BHPH AurrtAP BC byinfolricaRdie® ERULA) | QNG ANRKKAL S
SNOWN 4 N orfiBbY Bhted, M6, cAIBIS! H/GH andT RGP maiBIR T WHREG.E OER) X 1d.Y dRndhRE sb iraear
schene byolahEcapbitiod 8 Compiatioh ¥meURfd shd irc PABIRLE &b reairea TRABIRL2 ‘shawthe compidftyl t em
St or age eReilinodr\sche(rdibly the storage capaditp Biftitheddompitatidi@miiint. 30 Centers

[ St orage capacity of of eval uation
of R[err] 2
Jerr]stines Entities

(Conmput ati on amount [err]

Table 2 2 35
(St orage capacity of

[ Conput ati on

anont [err] of evaluation of Rr) + Q corrput ations .A(hm

times 45 Cryt oldey.s err] _.qobt ai.ned] 5 én{%ﬁn ties store
t he al gorithm [.eF and %@rﬁ%% FBRA%%?’ M shz%? qtakg'ys ey calcul ates
[err].and mUltiply [err[fto Tind the cryptokeys, so the storage cgpacities
and cdfput at}i cﬂen&ammt S gen capddidéy Dfar e rfé.‘qmpuianommhat when m and
b are given " defined oy the G I bert-Varsh 1V6P¥v£ﬁﬁf&§!m%¥‘na}p oxi mat e 55
= [err] en b/nis small, 1 o . r |
_ Rr) +~hm(m+1) 1og,q + Q computations
35 2 0(11:!12) times
Entities [Storage capacity of fcmlputation amount
o Rrj + hmlog2q of evaluation of Rrj
+ Q caomputations
O(hm) times
“® Cryptokeys |hlog,q
obtained
50
Further, the entities store the algorithm R, and the matnx xi. When sharing keys, they calculates R,{yi)
and multiply R«{yj)* to find the cryptokeys, so the storage capacities and computation amounts shown in
Table 2 are required. :
Note that when m and b are given, n, defined by the Gilbert-Varsharmov bound, can approximate
85

n = m2mb

when b/n is small.
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From Table 3, it will be seen that when, for example, m
the centers store about 4 Gbits and the entities store about 512 Kbits, breaking the system as a whole
would require collusion of all of the centers or collusion of about 8192 or more entities. Since it is

L

= 0O
4

= 28 and b = 28, with a linear

scheme where

impossible to determine the key among two entities even with the collusion of up to 256 other entities, 64
bits of keys can be shared among any two entities among the up to about 2¢9 (= 10'2) entities. As opposed

to this, when the primitive system is taken of sharing in advance a key with all entities, the entities must
store about 64 Tbits (1[Tbit] = 1024 [Gbit]).

To study the features of the KPS based on the present invention, let us compare other conventional

systems.

in the past, for cipher communications, use has been made of the common key enciphering system

shown in Fig. 12(a) and the public key systems shown in Fig. 12(b). Figure 12(b) shows, from left to right,

the public key distribution system, public key enciphering system, and public key signature system.

(c).

On the other hand, the KPS based on the present invention may be schematized as shown in Fig. 12-

Table 4 shows the results of a comparison of the above systems. In Table 4, systems | a and b

50

correspond to (a) and (b) in Fig. 12a, systems Il &, b, and ¢ correspond to (a), (b), and (c) in Fig. 12(b), and

system lil shows the KPS of the present invention of Fig. 12(c). For the evaluation, the complexity of the
entities is shown. For the storage capacity, there is the amount of communications upon entry into the
system: communications amount (1), the amount of communications for preparation of cipher communica-
tions: communications amount (2), and the amount of computations for the preparation of cipher commu-

"big brother™ nature of the center (BB), and difficulty of mail communications are given.
From Table 4, it will be understood that the KPS of the present invention is superior overall to other
conventional systems with regard to cipher communications among large numbers of unspecified entities.
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" second secret algorithms [err] uniquely corresponding to the respective
first and second entities; and first and second cryptokey generation neans
(2,3) associated with the respeggi v_ggfr#g?1 and second entities and renote
from each other for generating cryptokey (K), each of the first.
and second crypt okey generation neans having storage neans for storing the
respective first and second 35 al gorithns and processi ng neans

oper at i vel AbofeDb! BdtfhBd &xBlahdin Wds HaBEI6F IIBRSE séheine RF RBSSSI Ng the respective
first -and RREOREY BeCstic? imetlo@Diot tdalibtion bf KPBIHeEAdsi 1961 linbiail Sthérhe FOLSRMBIB, IV f
second abiteildbleld canBtiuct thie tehNhigdrithey &% dh @bgharecigaiitim bi the GigoAtig gabiafiinhetod.( K) .

2. A gorroindetalty onfiieadbedureiyosith@ igbr@raticrymdtitd). sbe teratbrargertioned referamces, wherei n sai d
secret al gorithm generation 40 apparatus is provided with a'plurality
of ~Ti I S tEXBIANABIONOFRAFERENGERMMBOLS | on apparat uses (la to 1d) which operate
mutual |y i ndependently to respectively generate i ndependent first center

al gori t hnb ( gpiegre)algorithm Beneyation appargiyy] an appar atus (1le) for conbining the

pl ur aWi ty2@f fGryeiqkey-ganeration Megsr | t hns generated by the said first secret

al gori-th gene?'%t?’@ﬂefgﬁba\eﬁlsuses and generating the distinct secret

al gorithnPfor %%{‘E'He’éﬁf‘i' §GN9Y- on the conbined center algorithm 45 * 3. A

conmon cr 1Dto eneration systemaccording to claim2, wherein said first
cent e1r aI anse generated by the algorithm corrbl nation nethod. 4.
A conffo ypt.é'zgg tfion systemaccording to claim2 or 3, wherein
said firsj, fbin og 55 ms 50 (G are generated nmaintaining the

| i.pear mgl,epeﬁg ectors. 5. A combn cyptokey generation system
accor di nggd o e@bﬁ&uﬂgm grein said center algorithm (G is generated by the

al gorjgyt hmygontu gt héis et hod. 55 6. A common cryptokey generation system
accordi NQg54a0 efdttith eandherei n the crypt okey generati on neans ( 2,3) are-
respecti veday [Bepaatidemheadst h means for storing the secret algorit hms
protecting them physically, and having conputating capacities for cryptokey
gener at ictaims 16 1111111 EP 0 277 247 Bl Above, a detailed explanation was
made f the |inear schene for KPS. There may be ot her nethods for
real i zatti ok cadmd{RE/pivksyi ghneratioh systarn fon gereatingnae confrenn oryptolgy te be jused; iy securely
concei vabl eemmgnicatingstextifrom a first endityt(Ax to 4 spoendtentity 48, the f"@b@ﬂélfp@"@llegftm bding by
t he al gor i "emele diemeonat dngiernehedaeierised; by apd havindareseectyn uniqus sk ek eecendg@nttityt hm
gener at i orfdeniferfdia Yelstbe sysiem camprsipo AsqerpiAiaetithin gprerationcraagns (thdpr trarplarming ther
REFERENCE %szbn@eff into a cepter algorithin (Gl ArchiQr HENICtPS FANIPH a'agﬁm oggaorgip first and 3
Cr ypt okey F%ﬁ'?t 6W° Q;(A’ZP(B) "’"q ,,Em@?s st gnd seco WE’F t ext
-deci pheri " sB°°" °’y \58 oang (3 h?ssmﬁg’“'lmems"ﬂvehﬁ r| ng
neans 43 "f?g?l 699"9'@8 O R e i
52 cryﬁlﬁkey gﬁnera |on ean avmg e means fmon, () res we f| n
means, alg s kst peratu ple 9 kh%
moans” 550 200K ST Pt e d%htmﬁs bin owmm 9&% & R iy O
system f orld&%@t@één Igteqheccg?mg ey to be used n secure
comuni cat i ng tex rom a st ent| (A) to a second entity (B) t he
first and Semed cpibkyigforddsi $yStem accordmg to claim 1, wherein said secret algorithm generation
40 apparatus is provided with a plurality of first center algorithm generation apparatuses (1a to 1d) which
operate mutually independently to respectively generate independent first center algorithms (gp1(x)-
gp2(x),...) and an apparatus (1e) for combining the plurality of first center algorithms generated by the
said first secret algorithm generation apparatuses and generating the distinct secret algorithm for each
entity based on the combined center algorithm.

a:"

45
3. A common cryptokey generation system according to claim 2, wherein said first center algorithms (G)
are generated by the algorithm combination method.

4. A common cryptokey generation system according to claim 2 or 3, wherein said first center algorithms
60 (G) are generated maintaining the linear independence of vectors..

5. A common cyptokey generation system according to claim 1, wherein said center algorithm (G) is
generated by the algorithm combination method. :

65 6. A common cryptokey generation system according to claim 1, wherein the cryptokey generation means

(2,3) are respectively provided with means for storing the secret algorithms, protecting them physically,
and having computating capacities for cryptokey generation.
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renote from one another characterised by and having resp

and second entity identifiers (YA YB), the system corrprelmunmlulmmmmnr
al gorithm generation neans (1) gpog 27 s4wsBoOrmi ng t he *efftity ™
identifiers into a center algorithm (G, and for usi ng t he center al gorlthm
to generate first and second secret algorithnms [err] uniquely correspondi ng
to the respective first and second entities; and first and second cryptokey
generatl0??°YPeaﬁ§a"€Q°’$’}a"§i'§%Yﬂ‘t‘§|'BﬁdéﬂfW't'ﬁa"tsﬁ'lﬂ"}eé%’ €tive first and second
entities & %“?‘r%%%tfﬂﬁ "?ﬂ"f‘? P 'éﬁ?lé’? hPH' afﬁ%" ﬁ@n?ﬂﬁr?"t"!‘i’ ttoRey

(K), § de' '°t npiryctthe gen d’? ‘g?{ d f Sreergfi ﬁ°dstorage-
meand f 89 btsﬂ’ée?'@g @@P?Wmﬂn "% 8H‘8"‘§%° rerereP¥ori t hns and
proces pled to the st orage neans for processing

t he re?%p%%@“ﬁ rs% ﬁélge/&‘seée\)c%&g'gsecr et "algorithnms in conbination with the
respectiye segeadaiflim|doherdtior phhis | dentifiers to generate the comon

crypp okey 3( K)grypfokey yénbrdid hegdsy Pt O ey generation system according to claim
1, vvhere4n S adifheS§mbration eS| t hm generation 40 apparatus is provided

W th a psuralgigngr 1okt dbdighSlinge@akser al gorithm generation apparatuses (la to
1d) whi cé opesiedie nmutual |y i ndependently to respectively generate

i ndependeint flhpusiheanent er al gorithns (gpl (x)- ,gp2(x),...) and an apparat us
(le)sf or4onifindiphegng meenpl ural ity of first center algorithns generated by

t he sai d4X i r Strangmigsiantmeghgyor i t hm gener ati on appar at uses and generating the
di sti nct%ecr@mbaﬁtgomeﬁﬂﬁmfor each entity based on the conbi ned center
al'gorit h¥h 4Hegeiving reesAton cr ypt okey generation system according to claim 2,
wher ei n ¥ai d Qepiphering®eangr al gorithms (G are generated by the al gorithm
conB¥? nat¥on RYMHBE®AS A common crypt okey generation system according to

claim?2 3, SeRFIBP MeASsai d first center al gorithms 50 (G are generated
mai nt ai nTAg tsr?Ba'Tt'P?ig'S?"sl ndependence of vectors...5. A common cypt okey
generaH s System according to claim1l1, wherei n said center al gorithm (G

i s genera *d by the al gorithm combination nethod. 55 6. A common cryptokey

gener atl' %cmecw ﬁ)ﬁé‘yo qérgl n%st&* ?dr atlxmf%grhrﬁont Eﬁpt&(g Btt%klﬁgd &fj&&fr i on
”Eans (2, c%)nmﬂﬁ.&uﬁget%ﬁ% {yQXj El Ad Gibst 2 o%wfa dnfitfos DB ©

al gor i t hIgmotd g €&re! dh@thdr! &HPaEt ¥68d B! dnlf» ha@hf! n}%gurﬁdagﬁi'rkrt Ghd econ@ R ' es
for cryptigd@isrsqel) 85)2thé SdtomBmprising: a e mmcdeyd?atﬂekmang@@% RhrlsRnify/Hé €

acces di N@niitp idMifierdNfto @fcobradigbhithdh (G afd TOMISHETS cbrite? algbiithith @K §aheBRNRét Ahd on
means ar eecoadisestdd Algoitatis DALY iRGUeH ddiréspbriding @6 thd Sespddliye first\dnd GeddRdTBttieS and
conput i ngnd @i ane Secobd crptokeP\gerBrItIIN MENY (23 ssycideinth dlid respeys tiretnantl Gscond

gener at i regtites eahwoatedroypdactk etfiertfar deeerating dhe conar@o eryploleyo(E)reachi of dtei fing) ahab X t
from a t rsaseadrictyptokey gemeratioryméahp havingsstquage madang for séring deaespeciige rsttantiisemnd B. . . ),
eachs of talgerittms aadriprocesaigg awrdny epsedtivély) goupiedi toi the stywge gneae sy @prdcessing dhe

anot her ¢PRapQive stiand secpnd seeretaigerithing §n dombingtign with e epgeectiuetspeopd prikfifstientiter

[ er r]t he ideptfiesie eanagteiths qapmon cryrteke{K)al gori t hi m generati on rreans (1) for
transformn the entity identifiers into a center algorithm and for
usin F’V&tP éStgF ’tﬂ“ﬁ'@ accordi éﬂé'F'&‘t‘eW%P oprel alggfit '@ﬂ?ﬁ"t’ ion

| 6‘? hr‘f‘Bpa’aé%td Yrql h Ager a'm‘ %'T SE%P H it
al gofit e(,gﬁ d?sgegb qner }emgcsf %‘% 1(x)- g to

?2630f . ) :au %2%&9?&2@: ara g or comb‘ghn E} i Qne %nc@on rﬁrﬁ% efgr eagﬁc | at ed

W th one nh from ot hers
of the cryp okey generatlon rrea or generatl ng the comon cryptokey,
each. of, tA\@niol RiyBlRY ggﬁ'd?ﬁ&atys% aze&t&tﬁg RV, wHoRinAGR PR bRt} Ng t he

cor r esporel qeder@ey byl te AgdBMi doMBindtidn methodiNd processi ng neans operatively
coupled to the storage neans for processing the corresponding entity

al gor i &.hra ¢ommdn Biyptokely igebratibr §ystelaceiiding & cialeRbr J, Whdréin Siid Wétlheis a@brithhe

ent bd i es (Gargganeratad maintaiving thaTinear indeparidence\of yeéfors. 9. A common cr ypt okey
generation systemusing a share cryptokey according to claim8, said sender
20 S.erft ¢ammop eriypigkesi Rperadidn isystesre actording tadidint #,0vheteld i @nted @ow@ithnt @jtis t he
recei ver geepeaiad; byjtheralgerifimicombingtien methadt i f i er and said receiver entities being
adapted to extract said receiver identifier fromthe received data and
confq rfn tARRMMOM ervplaley gproratiendsyelem aerordingite claimriewhersin the eryriekay gengration resens act

t he sendé?d)idpdptrpetively P’&Yﬁfdgg%' anstforistpriag;the| secre) plaqsiens. preleriinghp Rhysisalls so as

to gener ¢h a&'"%ﬁ‘?ﬁﬁ?ﬁ“'@r?ﬁc crypipkey gpnergliofonmon cr ypt okey generati on
systemas clainmed in any one of clains 1 to 5, the first entity (A)
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haV|ng an enci phering deV|ce (4) for enciphering the text accgrdi to the :

comon cryptokey (K) and transmtting a nessage including the w' m Hm,”"’

text and the first and second enti yoé.’qezg; &I ers, and the sec

havi ng a deci phering device (5) f recelrving and deci phering t he nessage
according to the common cryptokey, wherein the first cryptokey generation
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