CLAIMS

What is claimed is:

1. A blockchain-based method for encrypting product information, comprising:

unidirectionally generating a production encryption key according to a unique secret
code of a product and a production random number;

sending the production random number to a trusted repository, wherein the trusted
repository can be queried according to the unique secret code to retrieve the production
random number;

encrypting production information of the product according to the generated production
encryption key, to generate production information encryption data;

generating a production information query identifier based on the product secret code
associated with the production encryption key; and

writing a production information set to a blockchain, wherein the production information
set comprises the generated production information query identifier and the generated
production information encryption data.

2. The method according to claim 1, wherein the production random number is generated
by a producer when the producer produces the product.

3. The method according to claim 1, wherein -sending the production random number to
the trusted repository comprises:

unidirectionally generating a random number query identifier according to the unique
secret code;

creating a unique identifier for the product in the trusted repository; and

sending the generated random number query identifier and the production random
number to the trusted repository, wherein the random number query identifier and the
production random number are associated with the unique identifier.

4. The method according to claim 1, wherein generating the production information
query identifier based on the product secret code associated with the production encryption
key comprises:

unidirectionally generating a first distribution key according to the production encryption
key, and unidirectionally generating the production information query identifier according to
the first distribution key; and

the writing a production information set to a blockchain comprises:

encrypting the first distribution key according to a first public key, to generate first
distribution key encryption data, wherein the first public key is a distribution public key of a
first distributor;
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unidirectionally generating a first distribution key query identifier according to the first
public key; and

writing a production information set to the blockchain, wherein the production
information set comprises the first distribution key query identifier, the production
information query identifier, the first distribution key encryption data, and the production
information encryption data.

5. The method according to claim 4, wherein encrypting the first distribution key
according to the first public key, to generate first distribution key encryption data comprises:

encrypting a combination of a plain code of the product and the first distribution key
according to the first public key, to generate the first distribution key encryption data.

6. The method according to claim 4, wherein writing the production information set to
the blockchain comprises:

signing the production information set according to a production private key, wherein the
production private key is a private key generated by a producer when the producer produces
the product; and

writing the signed production information set to the blockchain.

7. A blockchain-based method for encrypting product information, comprising:

unidirectionally generating an n™ distribution key query identifier according to an n™
public key;

reading n™ distribution key encryption data from a blockchain according to the generated
n™ distribution key query identifier;

decrypting the n™ distribution key encryption data according to an n™ private key, to
obtain an n™ distribution key;

unidirectionally generating an n™ encryption key based on at least the obtained n™
distribution key;

encrypting n™ distribution information according to the n™ encryption key, to generate n"
distribution information encryption data;

generating an n™ distribution information query identifier according to the n™ encryption
key; and

writing an n™ information set to the blockchain, wherein the n™ information set
comprises the n™ distribution information query identifier and the n™ distribution information
encryption data, wherein

n is a natural number greater than 0.

8. The method according to claim 7, wherein unidirectionally generating the n™
encryption key based on at least the obtained n™ distribution key comprises:
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receiving an n™ random number that is generated by an n™ distributor when the n
distributor receives a product; and

unidirectionally generating the n™ encryption key according to a combination of the n"
distribution key and the n™ random number.

9. The method according to claim 8, further comprising:

sending the n™ random number to a trusted repository, wherein the n™ random number is
associated with a unique identifier of the product.

10. The method according to claim 7, wherein generating the n™ distribution information
query identifier according to the n™ encryption key comprises:

unidirectionally generating an (n+1)™ distribution key according to the n™ encryption
key, and unidirectionally generating the n™ distribution information query identifier according
to the (n+1)" distribution key; and

the writing an n™ information set to the blockchain comprises:

encrypting the (n+1)" distribution key according to an (n+1)™ public key, to generate
(n+1)" distribution key encryption data, wherein the (n+1)™ public key is a distribution public
key of an (n+1)™ distributor;

unidirectionally generating an (n+1)™ distribution key query identifier according to the
(n+1)™ public key; and

writing an n™ information set to the blockchain, wherein the n™ information set
comprises the (n+1)" distribution key query identifier, the n™ distribution information query
identifier, the (n+1)™ distribution key encryption data, and the n™ distribution information
encryption data.

11. The method according to claim 10, wherein encrypting the (n+1)™ distribution key
according to the (n+1)™ public key, to generate the (n+1)™ distribution key encryption data
comprises:

encrypting a combination of a plain code of the product and the (n+1)" distribution key
according to the (n+1)™ public key, to generate the (n+1)™ distribution key encryption data.

12. The method according to claim 10, wherein writing the n information set to the
blockchain comprises:

signing the n™ information set according to the n™ private key; and

writing the signed n™ information set to the blockchain.

13. The method according to claim 7, wherein before decrypting the n™ distribution key
encryption data according to the n™ private key, the method further comprises:

performing signature verification on a signed production information set according to a
production public key; or
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performing signature verification on a signed n™ information set according to the n"
public key.

14. A blockchain-based method for decrypting product information, comprising:

retrieving a production random number from a trusted repository based on a unique
secret code of a product;

unidirectionally generating a production encryption key according to the unique secret
code of the product and the retrieved production random number;

generating a production information query identifier based on the product secret code
associated with the production encryption key;

reading production information encryption data of the product from a blockchain by
using the production information query identifier stored at the blockchain, wherein the
production information encryption data comprises production information encrypted by the
production encryption key; and

decrypting the production information encryption data according to the production
encryption key, to obtain the production information.

15. The method according to claim 14, further comprising:

unidirectionally generating a first distribution key according to the production encryption
key, unidirectionally generating an n™ encryption key according to an n™ distribution key, and
unidirectionally generating an (n+1)™ distribution key according to the n" encryption key;

reading n™ distribution information encryption data of the product from the blockchain
according to an n"™ distribution information query identifier; and

decrypting the n™ distribution information encryption data according to the n"
encryption key, to obtain n™ distribution information, wherein

n is a natural number greater than 0.

16. The method according to claim 14, wherein retrieving the production random
number from the trusted repository based on the unique secret code of the product comprises:

unidirectionally generating a random number query identifier according to the unique
secret code of the product; and

obtaining the production random number corresponding to the random number query
identifier from the trusted repository.

17. The method according to claim 15, wherein unidirectionally generating the n"
encryption key according to the n™ distribution key comprises:

obtaining an n™ random number corresponding to an n™ random number query identifier
from the trusted repository; and

unidirectionally generating the n™ encryption key according to a combination of the n™
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distribution key and the n™ random number, wherein

n is a natural number greater than 0.

18. The method according to claim 17, wherein reading the production information
encryption data of the product from the blockchain comprises:

unidirectionally generating the production encryption key according to a combination of
the unique secret code and the production random number, unidirectionally generating the
first distribution key, and unidirectionally generating the production information query
identifier; and

reading the production information encryption data in a production information set from
the blockchain according to the production information query identifier; and

reading the n" distribution information encryption data of the product from the
blockchain comprises:

unidirectionally generating the n™ encryption key according to a combination of the n™
distribution key and the n™ random number, unidirectionally generating the (n+1)"
distribution key, and unidirectionally generating the n™ distribution information query
identifier; and

reading the n™ distribution information encryption data in an n™ information set from the
blockchain according to the n™ distribution information query identifier.
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