[DEScrRIPTION]
[Invention Titlel
METHOD, APPARATUS, AND SYSTEM FOR TRANSMITTING AND

RECEIVING INFORMATION BY USING QR CODE

[Technical Field]

[1] The present invention relates to an information
transmission and reception method, apparatus, and system
using a QR code, and more particularly to a QR
information transmission and reception method, apparatus,
and system in an apparatus having no QR identification
module and a QR information transmission and reception
method, apparatus, and system using a QR code in inter-

terminal communication.

[Background Art]

[2] In general, various electronic devices have been
manufactured with development of electronic communication
technology, and wvarious devices, such as mobile phones
and smartphones, have been widely popularized. To date,
smartphones have been widely popularized, and users have
performed wvarious tasks, such as telephone conversation,
e-mail, and wireless Internet, using the same.

[3] Recent smartphones have technical advantages in

that wusers are capable of directly downloading and



installing applications to configure the smartphones like
their own personal computers (PCs). With evolution in
the concept of smartphones, various kinds of applications
for smartphones have been developed, sold, and used in
smartphone-related markets.

[4] A QR code is a two-dimensional barcode having a
matrix form configured to show information using a black
and white lattice pattern. The QR code has been
variously utilized in various fields due to an advantage
thereof in that it 1is possible to store data having a
larger size than a general barcode configured to store
numerical information or character information in one
direction. In general, an image may be captured from the
QR code through a camera provided in a smartphone or a
device having a separate reader, whereby it is possible
to read data stored in the QR code. That i1is, it 1is
possible for any user who has a means configured to read
a standard QR code to retrieve data in the QR code.

[5] However, a method of encoding and decoding data
recorded in a conventional QR code has not been provided,
whereby there is a limitation in storing data sensitive
to security. For example, in the case 1in which
information of a recipient is recorded in mail using a QR
code, the information may be scanned by any person other

than a mail courier using a QT code reader, whereby the



information of the recipient may leak.

[6] Meanwhile, 1in wvarious kinds of stores, such as
restaurants, fast food stores, and coffee shops, a
portion of an in-store order system is automated based on
a POS terminal in order to rapidly take a large number of
orders. One representative example is a system in which
an order identification device, such as a so-called
vibrating buzzer, 1is provided to an order customer and
when manufacture of an ordered commodity i1s completed,
the customer is informed of the same through the order
identification device such that the customer takes the
ordered commodity. However, time necessary for payment
in such stores is not shortened at all, and personnel
expenses are 1incurred since some service workers must
stand by for payment.

[7] To date, credit card payment or mobile payment in
offline member stores (including public institutions) has
been performed through an MS reader of a CAT terminal, an
ATM, or a POS, RFIC (IC card), NFC, or Bluetooth. In
this system, however, a wired communication network
(telephone or Internet) for agents of each VAN company is
used 1n most cases. In this case, information 1leaks
through a device 1in each member store or through a
management network of each agent, whereby security

management of customers becomes an issue. For example,



information of a card attached to a terminal may leak, or
information may leak through a computer management
network of a VAN agent. Furthermore, a reduction 1in
commission of a member store by a credit card company is
difficult due to payment of a VAN fee to the VAN company.
In addition, conventionally, payment time delay or
payment omission often occurs due to poor access, which
is a shortcoming of wired Internet.

[8] Furthermore, conventionally, current VAN agents
face blood-drying situations due to rebate in a VAN
market caused by overheated competition in a CAT terminal

and POS supply market.

[Disclosure]

[Technical Probleml]

[9] It is an object of the present invention to
provide a QR information transmission and reception
method available in a conventional POS system having no
QR identification module or having a limitation in using
a camera.

[10] It is another object of the present invention to
provide a QR information transmission and reception
method available in a field in which data processing
using a QR code between terminals 1is necessary without

the intervention of a server.



[11] The objects of the present invention are not
limited to the objects mentioned above, and other
unmentioned objects will be clearly understood by those

skilled in the art based on the following description.

[Technical Solution]

[12] An information transmission and reception method
using a QR code according to an aspect of the present
invention to accomplish the above objects includes
receiving a first QR code including identification
information of a second terminal from the second terminal,
transmitting the identification information of the second
terminal to a server, receiving encryption information of
the second terminal corresponding to the identification
information of the second terminal from the server,
creating first code information, the first code
information being information obtained Dby encoding
encryption information of a first terminal wusing the
encryption information of the second terminal,
transmitting the first code information to the second
terminal, receiving a second OR code including
information data encoded using the encryption information
of the first terminal from the second terminal, decoding
the information data recorded in the second QR code using

decryption information of the first terminal to acquire



the information data, encoding the information data using
the encryption information of the second terminal and
transmitting the encoded information data to the server,
and receiving determination information from the server,
wherein the determination information is determination
information as to whether the information data
transmitted from the first terminal to the server and
the information data transmitted from the second
terminal to the server are identical to each other, and
the receiving determination information from the server
includes decoding, by the server, the information data
received from the first terminal using decryption
information of the second terminal and decoding, by the
server, the information data received from the second
terminal using the decryption information of the second
terminal.

[13] In addition, the information transmission and
reception method wusing the QR code according to the
present invention may further include confirming that
the information data are correctly received in the case
in which the determination information as to whether the
information data are identical to each other indicates
that the information data are identical to each other and
confirming that the information data are not correctly

received in the case in which the determination



information as to whether the information data are
identical to each other indicates that the information
data are not identical to each other.

[14] In addition, the information transmission and
reception method wusing the QR code according to the
present invention may further include receiving the
first QR code from the second terminal again in the case
in which the information data are not correctly received.
[15] An information transmission and reception method
using a QR code according to another aspect of the
present invention to accomplish the above objects
includes transmitting a first QR code including
identification information of a second terminal,
receiving first code information, the first code
information being information obtained Dby encoding
encryption information of a first terminal using
encryption information of the second terminal based on
the first QR code, decoding the first code information
using decryption information of the second terminal to
acquire the encryption information of the first terminal,
encoding information data using the encryption
information of the first terminal to <create encoded
information data, creating a second QR code based on the
encoded information data, transmitting the second QR code

to the first terminal, encoding the information data



using the encryption information of the second terminal
and transmitting the encoded information data to a server,
and receiving determination information from the server,
wherein the determination information is determination
information as to whether the information data
transmitted from the first terminal to the server and
the information data transmitted from the second
terminal to the server are identical to each other, and
the receiving determination information from the server
includes decoding, by the server, the information data
received from the first terminal using the decryption
information of the second terminal and decoding, by the
server, the information data received from the second
terminal using the decryption information of the second
terminal.

[16] In addition, the information transmission and
reception method using the QR code according to the
present invention may further include confirming that
the information data are correctly received in the case
in which the determination information as to whether the
information data are identical to each other indicates
that the information data are identical to each other and
confirming that the information data are not correctly
received in the case in which the determination

information as to whether the information data are



identical to each other indicates that the information
data are not identical to each other.

[17] In addition, the information transmission and
reception method wusing the QR code according to the
present invention may further include transmitting the
first QR code from the first terminal again in the case
in which the information data are not correctly received.
[18] Also, in the information transmission and
reception method wusing the QR code according to the
present invention, the transmitting the first code
information to the second terminal may include
transmitting the first code information to the server and
transmitting, by the server, the first code information

to the second terminal.

[Advantageous Effects]

[19] An information transmission and reception method,
apparatus, and system using a QR code according to the
present invention have an advantage in that a process of
creating and transmitting a QR «code by a reception
terminal 1is substituted using a server during a process
of transmitting and receiving information of the
reception terminal, whereby the information transmission
and reception method, apparatus, and system are

applicable to a conventional POS system having no QR



identification module or having a limitation in using a
camera (for example, a system using a general desktop PC
or a terminal having a display device that has been
already used), whereby it is possible to greatly secure
extensibility.

[20] In addition, the information transmission and
reception method, apparatus, and system using the QR
code according to the ©present invention have an
advantage 1n that the information transmission and
reception method, apparatus, and system are applicable
to a field in which data processing using a QR code
between terminals is necessary without the intervention
of a server and are applicable to a field in which
encryption is omitted and thus no security is necessary,
whereby the information transmission and reception
method, apparatus, and system are capable of being
alternatively utilized in a field in which security 1is
used for access authentication or login using a simple
bidirectional data transmission and reception method or
in a field in which there 1s a limitation 1in wusing
wireless short range communication (NFC or RFID).

[21] Also, in the information transmission and
reception method, apparatus, and system using the O0OR
code according to the present invention, information

data or payment information are cross-checked by a
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terminal of a member store even in the state in which a
user’s smartphone 1is hacked, whereby safe information
transmission is possible.

[22] Also, in the information transmission and
reception method, apparatus, and system using the QR
code according to the present invention, security 1is
reinforced while ease of use and rapid use, which are
merits of conventional QR code payment, are maintained.
[23] The effects of the present invention are not
limited to the effects mentioned above, and other
unmentioned effects will be clearly understood by those

skilled in the art from the following description.

[Description of Drawings]

[24] FIG. 1 is view showing an information
transmission and reception system using a QR code
including a transmission terminal having no OR
identification module according to an embodiment of the
present invention.

[25] FIG. 2 is view showing components of a reception
terminal, a server, and the transmission terminal
included in the information transmission and reception
system using the QR code including the transmission
terminal having no QR identification module according to

the embodiment of the present invention.
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[26] FIG. 3 1is view showing the operation of the
reception terminal of the information transmission and
reception system using the QR code including the
transmission terminal having no QR identification module
according to the embodiment of the present invention.

[27] FIG. 4 1is view showing the operation of the
transmission terminal of the information transmission
and reception system using the QR code including the
transmission terminal having no QR identification module
according to the embodiment of the present invention.

[28] FIG. 5 is view showing an information
transmission and reception system using a QR code in
inter-terminal communication according to an embodiment
of the present invention.

[29] FIG. 6 is view showing components of a reception
terminal, a server, and a transmission terminal included
in the information transmission and reception system
using the QR code in inter-terminal communication
according to the embodiment of the present invention.

[30] FIG. 7 1is view showing the operation of the
reception terminal of the information transmission and
reception system wusing the QR code in inter-terminal
communication according to the embodiment of the present
invention.

[31] FIG. 8 1is view showing the operation of the

12



transmission terminal of the information transmission
and reception system using the QR code in inter-terminal
communication according to the embodiment of the present

invention.

[Best Model]

[32] Advantages and features of the present invention
and a method of achieving the same will be more clearly
understood from embodiments described below with
reference to the accompanying drawings. However, the
present invention is not limited to the following
embodiments but may be implemented in various different
forms. The embodiments are provided merely to complete
disclosure of the present invention and to fully provide
those skilled in the art to which the present invention
pertains with the category of the invention. The present
invention is defined only by the category of the claims.
[33] The terms used in this specification are provided

only to explain embodiments, but are not intended to

restrict the present invention. In this specification, a
singular representation may include a plural
representation unless particularly mentioned. It will be

further understood that the terms “comprises” and/or
“comprising,” when used 1in this specification, specify

the presence of stated elements, but do not preclude the

13



presence or addition of one or more other elements.
Wherever possible, the same reference numbers will be
used throughout the specification to refer to the same
elements, and “and/or” includes each of the mentioned
elements and one or more combinations thereof. Although
the terms “first,” “second,” etc. may be used herein to
describe wvarious elements, these elements should not be
limited by these terms. These terms are only used to
distinguish one element from another. Therefore, a first
element could be termed a second element within a

technical idea of the present invention.

[34] Unless otherwise defined, all terms (including
technical and scientific terms) used in this
specification have the same meaning as commonly

understood by those skilled in the art to which the
present invention pertains. In addition, terms defined
in commonly used dictionaries will not be interpreted in
an 1idealized or overly formal sense unless particularly
clearly defined.

[35] Hereinafter, embodiments of the present invention
will Dbe described in detail with reference to the
accompanying drawings.

[36] FIG. 1 is view showing an information
transmission and reception system using a QR code

including a transmission terminal having no OR
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identification module according to an embodiment of the
present invention.

[37] Referring to FIG. 1, the information transmission
and reception system 100 using the QR code including the
transmission terminal having no QR identification module
according to the embodiment of the present invention
(hereinafter referred to as an “information transmission
and reception system including an apparatus having no OR
identification module”) may include a reception terminal
110, a server 120, and a transmission terminal 130
having no QR identification module.

[38] The information transmission and reception
system 100 including the apparatus having no QR
identification module is configured to scan a QR code
such that the reception terminal 110 acquires
information data transmitted from the transmission
terminal 130 having no QR identification module. The
information transmission and reception system including
the apparatus having no QR identification module may
transmit not only information data but also encryption
information used to encode the information data during
an information transmission and reception process and
decryption information through the QR code.

[39] In an embodiment, in the information transmission

and reception process, information data may be encoded
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based on an RSA encryption system and may then be
transmitted. In addition, not only information data but
also encryption information wused for encryption or
decryption information may be encoded and may then be
transmitted. That is, 1in the present invention, a
target to be encoded is not limited to information data,

and encryption information or decryption information may
be a target to be encoded. In a concrete example,

encryption information of the reception terminal 110 may
be encoded using encryption information of the
transmission terminal 130 and may then be transmitted.

Since the encryption information of the <reception
terminal 110 is not transmitted intact but is encoded
using encryption information of the transmission
terminal 130 and is then transmitted, as described above,
decryption information corresponding to the encryption
information of the transmission terminal 130 must be

provided to acquire the encryption information of the
reception terminal 110, whereby it 1is ©possible to
further strengthen security.

[40] The reception terminal 110 is a terminal

configured to receive information data in the

information transmission and reception system 100

including the apparatus having no QR identification

module. Meanwhile, the reception terminal 110 may be
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configured to receive information data and may also be
configured to transmit information data received before

reception of the information data or other information

data. The reception terminal 110 may be any terminal

including a communication function, such as a smartphone,
a tablet PC, or a laptop computer, and may be configured
as a dedicated terminal wused for the information
transmission and reception system 100 including the

apparatus having no QR identification module.

[41] The server 120 serves to control a process in
which information data are transmitted and received in

the information transmission and reception system 100

including the apparatus having no QR identification
module. The server 120 may perform all control

necessary 1in the information transmission and reception
system 100 including the apparatus having no QR
identification module, such as communication connection,

information data transmission and reception, and
determination as to whether information data have been
transmitted and received. The server 120 may be any
apparatus capable of performing communication control,

such as a mobile communication repeater or an Internet

management apparatus, and may be configured as a
dedicated apparatus or a server used for the information

transmission and reception system 100 including the

17



apparatus having no QR identification module.

[42] The transmission terminal 130 having no QR
identification module 1is a terminal —configured to
transmit information data in the information
transmission and reception system 100 including the
apparatus having no QR identification module. Meanwhile,
the transmission terminal 130 having no OR
identification module may be configured to transmit
information data and may also be configured to receive
information data transmitted before transmission of the
information data or other information data. The
transmission terminal 130 having no QR identification
module may be any terminal including a communication
function, such as a smartphone, a tablet PC, or a laptop
computer, and may be configured as a dedicated terminal
used for the information transmission and reception
system 100 including the apparatus having no OR
identification module.

[43] Hereinafter, a process in which information data
are transmitted and received in the information
transmission and reception system 100 including the
apparatus having no QR identification module will be
described.

[44] The reception terminal 110 may receive a first

QR code from the transmission terminal 130 having no QR
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identification module, from which information data are
to be received (S110). Here, the first QR code may
include transmission terminal identification information.
The transmission terminal identification information 1is
information indicating unique information of a
transmission terminal. The reception terminal 110 may
receive the first QR code through a built-in camera or a
QR code recognition module.

[45] The reception terminal 110 may transmit the
transmission terminal identification information to the
server 120 (S120), and may receive encryption
information of the transmission terminal 130 having no
QR identification module from the server 120 (S130).
The server 120 may receive the transmission terminal
identification information transmitted by the reception
terminal 110, and may specify the transmission terminal
130 having no QR identification module to transmit
information data to the reception terminal 110. The
server 120 may transmit the encryption information of
the transmission terminal having no QR identification
module, used when the transmission terminal 130 having
no QR identification module transmits information, to
the reception terminal 110. The encryption information
of the transmission terminal 130 having no OR

identification module may be information about a rule or
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an encryption program for encoding information when the
transmission terminal 130 having no QR identification
module transmits the information.

[46] The reception terminal 110 may receive the
encryption information of the transmission terminal
having no QR identification module, and may transmit
encryption information of the reception terminal to the
server (S140) . The encryption information of the
reception terminal may be information about a rule or an
encryption program for encoding information when the
reception terminal 110 transmits the information. In
addition, the encryption information of the reception
terminal may include reception terminal identification
information. The reception terminal identification
information may not be included in the encryption
information of the reception terminal, and may Dbe
separately transmitted.

[47] The server may transmit the encryption
information of the transmission terminal transmitted
from the reception terminal 110 to the transmission
terminal 130 having no QR identification module (S150).
[48] The transmission terminal 130 having no QR
identification module may acquire the encryption
information of the reception terminal and the

transmission terminal identification information from
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the server (Slo6l). The transmission terminal 130 having
no QR identification module may encode information data
using the encryption information of the reception
terminal 110 to create a second QR code (S162). The
second QR code, which is a QR code of information data
that the transmission terminal 130 having no QR
identification module transmits the reception terminal
110, 1is created as the result of encryption using the
encryption information of the reception terminal.

[49] The transmission terminal 130 having no QR
identification module may encode information data using
the encryption information of the transmission terminal
having no QR identification module and may transmit the
encoded 1information data to the server simultaneously
with creation of the second QR code (5163). The second
OR code and the encoded information data are identical
in content of the information data included therein to
each other. However, the second QR code 1is encoded
using encryption information of the reception terminal
130, whereas the encoded information data transmitted to
the server are encoded using the encryption information
of the transmission terminal having no QR identification
module. As a result, the second QR code and the encoded
information data are different in apparent content of

data from each other.
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[50] The reception terminal 110 may recognize
(receive) the second QR code displayed on the
transmission terminal 130 having no QR identification
module, and may decode the second QR <code using
decryption information of the reception terminal 110 to
acquire information data (S164) . The decryption
information of the reception terminal 110 may be
information about a rule or an encryption program for
decoding the QR code or the information encoded using the
encryption information of the reception terminal.

[51] The reception terminal 110 may encode the
decoded information data using the encryption
information of the transmission terminal 130 having no
QR identification module and may then transmit the
encoded information data to the server (S170). The
server may receive the encoded information data
transmitted by the reception terminal 110 in this step
(S170) and the encoded information data transmitted by
the transmission terminal 130 having no OR
identification module in step S163. The encoded
information data transmitted by the reception terminal
110 and the encoded information data transmitted by the
transmission terminal 130 having no QR identification
module are encoded using the encryption information of

the transmission terminal 130 having no OR

22



identification module, whereby the encoded information
data transmitted by the reception terminal and the
encoded information data transmitted by the transmission
terminal are the same.

[52] The server 120 may determine whether the encoded
information data transmitted by the reception terminal
110 and the encoded information data transmitted by the
transmission terminal 130 having no QR identification
module are the same, and may transmit the result of
determination as to whether the data are the same to the
reception terminal 110 and the transmission terminal 130
having no QR identification module (S180). Sameness
determination of the server 120 may be performed by
decoding the encoded information data. The server 120
decodes the encoded information data transmitted by the
reception terminal 110 and the encoded information data
transmitted by the transmission terminal 130 having no

QR identification module using decryption information of

the transmission terminal 130 having no OR
identification module, and determines whether the
decoded information data are the same. That is, each of

the reception terminal 110 and the transmission terminal
130 encodes information data using the encryption
information of the transmission terminal 130 and

transmits the encoded information data to the server 120,
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and the server 130 decodes the encoded information data
received by each of the reception terminal 110 and the
transmission terminal 130 using the decryption
information of the transmission terminal 130 to acquire
the information data. To this end, the server 120 may
store and manage the decryption information of the
transmission terminal 130 in advance.

[53] In the case in which the information data
transmitted by the reception terminal 110 and the
information data transmitted by the transmission
terminal 130 having no QR identification module are the
same, the server 120 may transmit information indicating
that the information has been correctly transmitted to
the reception terminal 110 and the transmission terminal
130 having no QR identification module. In the case in
which the information has been correctly transmitted,
each of the reception terminal 110, the server 120, and
the transmission terminal 130 having no OR
identification module may change the mode to an
information transmission and reception standby state.
In the case in which the information data transmitted by
the reception terminal 110 and the information data
transmitted by the transmission terminal 130 having no
QR identification module are not the same, the server

120 may transmit information indicating that the
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information has not Dbeen correctly transmitted to the
reception terminal 110 and the transmission terminal 130
having no QR identification module. The information
indicating that the information has not been correctly
transmitted may be transmitted in a state of including a
reason for information transmission failure together
with information transmission and reception failure. In
the case in which the information has not been correctly
transmitted, the reception terminal 110, the server 120,
and the transmission terminal 130 having no OR
identification module may reperform one of steps S110 to
S170 in order to transmit and receive information data
again or may reperform a transmission and reception
process after the step that has been performed.

[54] In the information transmission and reception
system 100 including the apparatus having no QR
identification module, the ©process of <creating and
transmitting the second QR code 1s substituted using the
server 120 during the ©process of transmitting and
receiving the information of the reception terminal 110.
The information transmission and reception system 100
including the apparatus having no QR identification
module 1is available in a conventional POS system having
no QR identification module or having a limitation in

using a camera (a general desktop PC or a terminal
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having a display device that has been already used),
whereby it is possible to greatly secure extensibility.
For example, the information transmission and reception
system 100 including the apparatus having no QR
identification module may be used when shopping, payment,
and secure login are performed using a general monitor
(a desktop PC), rather than a smartphone. Since the
first QR code and the second QR code are displayed on a
screen without installation of a separate security
program and the QR codes are recognized using a user’s
smartphone, extensibility may be achieved while security
is maintained, compared to a conventional system.

[55] Hereinafter, components of the reception
terminal 110, the server 120, and the transmission
terminal 130 having no QR identification module included
in the information transmission and reception system 100
including the apparatus having no QR identification
module will be described, and the operation of each of
the components will also be described.

[56] FIG. 2 is wview showing components of the
reception terminal, the server, and the transmission
terminal included in the information transmission and
reception system using the QR code including the
transmission terminal having no QR identification module

according to the embodiment of the present invention.
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[57] The reception terminal 110 may include a QR scan
module 111, an input and output unit (a touchscreen) 112,
a control module 113, and a wireless communication
module 114.

[58] The QR scan module 111 of the reception terminal
110 is configured to scan a QR code having information
therein.

[59] The input and output unit (the touchscreen) 112
of the reception terminal 110 receives an output signal
and outputs the received output signal as an image under
control of the control module 113. Furthermore, the
input and output unit (the touchscreen) 112 outputs an
input signal generated by wuser touch to the control
module 113, and the control module 113 performs an
operation according to the input signal.

[60] The control module 113 of the reception terminal
110 is configured to acquire encryption information,
decryption information, and information data using
information acquired by scanning the QR code and to
display content indicating the same through the input
and output unit (the touchscreen) 112.

[61] The control module 113 of the reception terminal
110 may perform control such that the reception terminal
110 recognizes a first QR code including transmission

terminal identification information from the
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transmission terminal, transmits the transmission
terminal identification information to the server,
receives encryption information of the transmission
terminal based on the transmission terminal
identification information from the server, transmits
encryption information of the reception terminal to the
server, receives a second QR code created using the
encryption information of the reception terminal, the
second QR code including information data, from the
transmission terminal, decodes the second QR code using
decryption information of the reception terminal to
acquire the information data, encodes the information
data using the encryption information of the
transmission terminal 130 having no QR identification
module and transmits the encoded information data to the
server 120, and receives determination information as to
whether the information data transmitted to the
reception terminal 110 and the information data
transmitted to the transmission terminal 130 having no
QR identification module are the same from the server
120.

[62] The wireless communication module 114 of the
reception terminal 110 serves to transmit and receive
information between the server 120 and the transmission

terminal 130 having no QR identification module in an
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information transmission and reception process performed
by the reception terminal 110.

[63] The reception terminal 110 may be any one of a
smartphone, a tablet PC, and a PMP, or may be configured
as a dedicated terminal.

[64] The transmission terminal 130 having no QR
identification module may include an input and output
unit (a touchscreen) 131, a control module 132, and a
wireless communication module 133.

[65] The input and output unit (the touchscreen) 131
of the transmission terminal 130 having no OR
identification module receives an output signal and
outputs the received output signal as an image under
control of the control module 132. Furthermore, the
input and output unit (the touchscreen) 131 outputs an
input signal generated by user touch to the control
module 132, and the control module 132 performs an
operation according to the input signal.

[66] The control module 132 of the transmission
terminal 130 having no QR identification module 1is
configured to acquire encryption information, decryption
information, and information data using information
acquired by scanning the QR code and to display content
indicating the same through the input and output unit

(the touchscreen) 131.
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[67] The control module 132 of the transmission
terminal 130 having no QR identification module may
perform control such that the transmission terminal 130
having no QR identification module transmits a first OR
code including transmission terminal identification
information to the reception terminal 110, acquires
reception terminal identification information and
encryption information of the reception terminal from
the server Dbased on the first QR code, encodes
information data using the encryption information of the
reception terminal and transmits the same to the first
terminal, encodes 1information data using encryption
information of the transmission terminal and transmits
the same to the server, and receives determination
information as to whether the information data
transmitted to the reception terminal 110 and the
information data transmitted to the transmission
terminal 130 having no QR identification module are the
same from the server 120.

[68] The wireless communication module 134 of the
transmission terminal 130 having no QR identification
module serves to transmit and receive information
between the server 120 and the reception terminal 110 in
a simple information transmission and reception process

performed by the transmission terminal 130 having no QR
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identification module.

[69] The transmission terminal 130 having no QR
identification module may be any one of a smartphone, a
tablet PC, and a PMP, or may be configured as a
dedicated terminal.

[70] Next, the server 120 may include a controller and
a communication module.

[71] Hereinafter, the operation of each of the
reception terminal 110 and the transmission terminal 130
having no QR identification module of the information
transmission and reception system 100 including the
apparatus having no QR identification module will be
described.

[72] FIG. 3 1is view showing the operation of the
reception terminal of the information transmission and
reception system using the QR «code including the
transmission terminal having no QR identification module
according to the embodiment of the present invention.

[73] The reception terminal 110 may recognize a first
QR code including transmission terminal identification
information from the transmission terminal (S310).

[74] The reception terminal 110 may transmit the
transmission terminal identification information to the
server (S320).

[75] The reception terminal 110 may receive
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encryption information of the transmission terminal
based on the transmission terminal identification
information from the server (S330).

[76] The reception terminal 110 may transmit
encryption information of the reception terminal to the
server (S340).

[77] The reception terminal 110 may receive a second
QR code created using the encryption information of the
reception terminal and including information data from
the transmission terminal (S350).

[78] The reception terminal 110 may encode the
information data using the encryption information of the
transmission terminal and may transmit the encoded
information data to the server 120 (S360).

[79] The reception terminal 110 may receive
determination information as to whether the information
data transmitted to the reception terminal 110 and the
information data transmitted to the transmission
terminal 130 having no QR identification module are the
same from the server 120 (S370). In the case in which
the determination information as to whether the
information data are the same, received from the server
120, indicates that the information data have Dbeen
correctly transmitted, the reception terminal 110 may

change the mode to an information transmission and
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reception standby state. In the case in which the
determination information as to whether the information
data are the same, received from the server 120,
indicates that the information data transmitted by the
reception terminal 110 and the information data
transmitted by the transmission terminal 130 having no
QR identification module are not the same, the reception
terminal 110 may ©receive the same 1in a state of
including a reason for information transmission failure
together with information transmission and reception
failure, and the reception terminal 110 may reperform
one of steps S110 to S170 in order to receive
information data again or may reperform a reception
process after the step that has been performed.

[80] FIG. 4 1is view showing the operation of the
transmission terminal of the information transmission
and reception system using the QR code including the
transmission terminal having no QR identification module
according to the embodiment of the present invention.

[81] The transmission terminal 130 having no QR
identification module may transmit a first QR code
including transmission terminal identification
information to the reception terminal 110 (S410).

[82] The transmission terminal 130 having no QR

identification module may receive reception terminal
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identification information and encryption information of
the reception terminal from the server (S420).

[83] The transmission terminal 130 having no QR
identification module may encode information data using
the encryption information of the reception terminal to
create a second QR code (S430).

[84] The transmission terminal 130 having no QR
identification module may encode information data using
encryption information of the transmission terminal and
may transmit the encoded information data to the server
(S440) .

[85] The transmission terminal 130 having no QR
identification module may transmit the second QR code to

the reception terminal 110 (S450).

[86] The transmission terminal 130 having no QR
identification module may receive determination
information as to whether the information data

transmitted to the reception terminal 110 and the
information data transmitted to the transmission
terminal 130 having no QR identification module are the
same from the server 120 (S460). In the case in which
the determination information as to whether the
information data are the same, received from the server
120, indicates that the information data have Dbeen

correctly transmitted, the transmission terminal 130
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having no QR identification module may change the mode
to an information transmission and reception standby
state. In the <case in which the determination
information as to whether the information data are the
same, received from the server 120, indicates that the
information data transmitted by the reception terminal
110 and the information data transmitted Dby the
transmission terminal 130 having no QR identification
module are not the same, the transmission terminal 130
having no QR identification module may receive the same
in a state of including a reason for information
transmission failure together with information
transmission and reception failure, and the transmission
terminal 130 having no QR identification module may
reperform one of steps S110 to S170 in order to transmit
information data again or may reperform a transmission
process after the step that has been performed.

[87] In the case in which information data to be
transmitted 1is payment information, the information
transmission and reception system 100 including the
apparatus having no QR identification module may be used
as a simple payment system. The simple payment system
is configured to allow a user to scan QR codes provided
at goods in an online/offline store using a wuser

terminal without a separate credit card in order to
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acquire goods/payment information. A payment server may
receive only a destination without a separate sign-
up/login procedure, and may complete payment through a
payment process by a credit card company or a mobile
communication company using credit card information or a
smartphone number pre-registered in the user terminal.
It is not necessary for the user to carry any credit card
and to receive a paper receipt, whereby this system 1is
very convenient and environmentally friendly. Also, 1in
an offline store, no card inquiry machine is needed, and
QR codes provided at goods may be used. In addition, the
payment server performs payment without a separate sign-
up/login procedure, whereby there is no danger of
personal information leakage.

[88] The simple payment system may include a user
terminal, a payment server, and a payment terminal. The
simple payment system may correspond to the information
transmission and reception system 100 including the
apparatus having no QR identification module. That is,
the user terminal may correspond to the reception
terminal 110, the payment server may correspond to the
server 120, and the payment terminal may correspond to
the transmission terminal 130 having no OR
identification module. The user terminal, the payment

server, and the payment terminal may perform all
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operations of the reception terminal 110, the server 120,
and the transmission terminal 130 having no QR
identification module.

[89] In the simple payment system or the information
transmission and reception system 100 including the
apparatus having no QR identification module according
to the present invention, a “public-key cipher algorithm”
using different keys at the time of encryption and
decryption may be used.

[90] The “public-key cipher algorithm” is called an
asymmetric-key cipher algorithm due to the
characteristics thereof in that different keys are used
at the time of encryption and decryption. In the
“public-key cipher algorithm,” two keys are created
through a key creation algorithm, one of the keys 1is
published as 1if telephone numbers were published in a
telephone directory, and the other key is kept and used
by a user as a private key. For example, in the case in
which A transmits a document to B, A encodes the
document using a public key of B, and B decodes the
received document using their private key. Consequently,
it is sufficient for a user of the “public-key cipher
algorithm” only to manage their private key irrespective
of the number of people with whom the user wishes to

exchange information even 1in the <case 1in which the
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number of people is increased.

[91] A representative example of the T“public-key
cipher algorithm” is a Rivest—-Shamir—-Adleman (RSA)
algorithm. In the RSA algorithm, a private key and a

public key are created using a predetermined key
creation algorithm. In the RSA algorithm, the private

key and the public key are generally selected through
the following process.

[92] First, two large prime numbers p and g are chosen,
the prime numbers p and g are used as two private keys,

and the product of the two numbers p*g is selected as a

public key n. Subsequently, the public key n is applied
to Euler’s formula, and an arbitrary integer e that 1is
primed by the result wvalue $ (n) is selected as another
public key 3. Finally, a number d that satisfies

Mathematical Expression 1 is calculated using a Euclidean
algorithm, and the number d is selected as a private key

together with the two prime numbers p and g.

[93] [Mathematical Expression 1]
[94] e-d = 1(mod ¢ (n))
[95] Hereinafter, the construction of an information

transmission and reception system using a QR code in
inter-terminal communication will be described in detail.
[96] FIG. 5 is view showing an information

transmission and reception system using a QR code in
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inter-terminal communication according to an embodiment
of the present invention.

[97] Referring to FIG. 5, the information transmission
and reception system 200 using the QR code in inter-
terminal communication according to the embodiment of the
present invention (hereinafter referred to as an
“information transmission and reception system using a
QR code between terminals”) may include a reception
terminal 210 and a transmission terminal 220.

[98] In the present invention, inter-terminal
communication, which 1is communication between devices,
means a communication system in which devices 1located
near each other are capable of performing direct
telephone conversation with each other and transmitting
and receiving information to and from each other without
the aid of radio relay equipment. A communication
system capable of allowing telephone conversation to be
performed even 1n the case 1in which radio relay
equipment, such as a base station, 1s not properly
operated or 1s absent 1is an example of inter-terminal
communication. “LTE D2D” technology, which is a recent
example of inter-terminal communication, is capable of
allowing communication devices within a short distance
to communicate with each other using LTE. LTE D2D seeks

to create various new services, such as a location-based
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social network service (SNS), transmission of specific
area crime information, new types of mobile
advertisement, and inter-vehicle communication. Since
inter-device communication 1s maintained even 1in the
case 1in which a base station in a specific area 1is not
abruptly operated, this technology 1s expected to be
used for a public service, such as notification of a
disaster. Inter-terminal communication in the present
invention may be comprehended as including all kinds of
inter-terminal communication and inter-device
communication that are currently available or will be
available in future, including D2D communication.

[99] The information transmission and reception
system 200 wusing the QR code between terminals 1is
configured to scan a QR code such that the reception
terminal 210 acquires information data transmitted from
the transmission terminal 220. The information
transmission and reception system 200 using the QR code
between terminals may transmit not only information data
but also information used to transmit and receive the
information data during an information transmission and
reception process.

[100] The reception terminal 210 is a terminal
configured to receive information data in the

information transmission and reception system 200 using
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the QR code between terminals. Meanwhile, the reception
terminal 210 may be configured to receive information
data and may also be configured to transmit information
data received before reception of the information data
or other information data. The reception terminal 210
may be any terminal including a communication function,
such as a smartphone, a tablet PC, or a laptop computer,
and may be configured as a dedicated terminal used for
the information transmission and reception system 200
using the QR code between terminals.

[101] The transmission terminal 220 1is a terminal
configured to transmit information data in the
information transmission and reception system 200 using
the QR code between terminals. Meanwhile, the
transmission terminal 220 may be configured to transmit
information data and may also be configured to receive
information data transmitted before transmission of the
information data or other information data. The
transmission terminal 220 may be any terminal including
a communication function, such as a smartphone, a tablet
PC, or a laptop computer, and may be configured as a
dedicated terminal used for the information transmission
and reception system 200 wusing the QR code Dbetween
terminals.

[102] The information transmission and reception
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system 200 using the QR code between terminals may be
configured to 1include no server. Consequently, the
information transmission and reception system 200 using
the QR code Dbetween terminals is applicable to a field
in which data processing using the QR code Dbetween

terminals 1s necessary without the intervention of a

server.
[103] The reception terminal 210 may recognize a first
QR code of the transmission terminal 220 (S510). The

reception terminal 210 may recognize the first QR code in
order to receive transmission terminal identification
information corresponding to the transmission terminal
220.

[104] The reception terminal 210 may ©receive the
transmission terminal identification information, and
may create a second QR code including reception terminal
identification information to be transmitted to the
transmission terminal 220 (S520).

[105] The reception terminal 210 may transmit the
created second QR code to the transmission terminal 220
(S530) .

[106] The transmission terminal 220 may recognize
(receive) the second QR code created by the reception
terminal 210 through a QR scan module or a camera of the

transmission terminal 220 to acquire the reception
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terminal identification information (S540).

[107] The transmission terminal 220 may create a third
QR code including transmission data to be transmitted to
the reception terminal 210 using the reception terminal
identification information (S550).

[108] The transmission terminal 220 may transmit the
third QR code to the reception terminal 210 (S560). The
reception terminal 210 may receive the third QR code and
may acqguire the transmission data included in the third
QR code.

[109] The information transmission and reception
system 200 using the QR code in inter-terminal
communication may be used in a field in which data
processing using the QR code between terminals 1is
necessary without the intervention of a server. In
addition, the information transmission and reception
system 200 using the QR code in inter-terminal
communication may be applicable to a field in which
encryption is omitted and thus no security is necessary.
Consequently, the information transmission and reception
system 200 using the QR code in inter-terminal
communication may be alternatively utilized in a field
in which security is used for access authentication or
login using a simple bidirectional data transmission and

reception method or in a field in which there is a
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limitation in using wireless short range communication
(NFC or RFID).

[110] In the information transmission and reception
system 200 using the QR code in inter-terminal
communication, an “identification code” that sets the
type of data may be included in the first QR code or the
second QR code, and this identification code may provide
the type of data, such as “URL,” ™“ID,” or “HASH,” to the
reception terminal 210 in advance. This identification
code 1is applicable such that transmission and reception
devices are authorized in advance to selectively read
only allowed data (the identification code is applicable
to security reinforcement for delegation of access, as
in OAuth, which is public technology). The information
transmission and reception system 200 using the QR code
in inter-terminal communication 1is capable of being
utilized as a means for secondary authentication, since
only identification information is not encoded but data
can be transmitted and received in an encoded state.

[111] Hereinafter, components of the reception terminal
210 and the transmission terminal 220 included in the
information transmission and reception system 200 using
the QR code 1in inter-terminal communication will be
described, and the operation of each of the components

will also be described.
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[112] FIG. 6 1s wview showing components of the
reception terminal and the transmission terminal
included in the information transmission and reception
system using the QR code in inter-terminal communication
according to the embodiment of the present invention.
[113] First, the reception terminal 210 may include a
QR scan module 211, an input and output unit (a
touchscreen) 212, a control module 213, and a wireless
communication module 214.

[114] The QR scan module 211 of the reception terminal
210 is configured to scan a QR code having information
therein.

[115] The input and output unit (the touchscreen) 212
of the reception terminal 210 receives an output signal
and outputs the received output signal as an image under
control of the control module 213. Furthermore, the
input and output unit (the touchscreen) 212 outputs an
input signal generated by wuser touch to the control
module 213, and the control module 213 performs an
operation according to the input signal.

[116] The control module 213 of the reception terminal
210 1is configured to acquire information used for
information transmission and reception and information
data using information acquired by scanning the QR code

and to display content indicating the same through the
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input and output unit (the touchscreen) 212.

[117] The control module 213 of the reception terminal
210 may perform control such that the reception terminal
210 recognizes a first QR code including transmission
terminal identification information from the
transmission terminal 220, <creates a second QR code
including reception terminal identification information
and transmits the created second QR code to the
transmission terminal 220, and receives a third QR code
including information data from the transmission
terminal 220 to acquire the information data.

[118] The wireless communication module 214 of the
reception terminal 210 serves to transmit and receive
information to and from the transmission terminal 220 in
an information transmission and reception process
performed by the reception terminal 210.

[119] The reception terminal 210 may be any one of a
smartphone, a tablet PC, and a PMP, or may be configured
as a dedicated terminal.

[120] The transmission terminal 220 may include a QR
scan module 221, an input and output unit (a touchscreen)
222, a control module 223, and a wireless communication
module 224.

[121] The QR scan module 221 of the transmission

terminal 220 is configured to scan a QR code having
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information therein.

[122] The input and output unit (the touchscreen) 222
of the transmission terminal 220 receives an output
signal and outputs the received output signal as an
image under control of the control module 223.
Furthermore, the input and output unit (the touchscreen)
222 outputs an input signal generated by user touch to
the control module 223, and the control module 223
performs an operation according to the input signal.

[123] The control module 223 of the transmission
terminal 220 is configured to acquire information used
for information transmission and reception and
information data using information acquired by scanning
the QR code and to display content indicating the same
through the input and output unit (the touchscreen) 222.

[124] The control module 223 of the transmission
terminal 220 may perform control such that the
transmission terminal 220 transmits a first QR code
including transmission terminal identification
information to the reception terminal 210, receives a
second QR code including reception terminal
identification information based on the first QR code,
and transmits information data to the transmission
terminal 220.

[125] The wireless communication module 224 of the
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transmission terminal 220 serves to transmit and receive
information to and from the reception terminal 210 in a
simple information transmission and reception process
performed by the transmission terminal 220.

[126] The transmission terminal 220 may be any one of
a smartphone, a tablet PC, and a PMP, or may be
configured as a dedicated terminal.

[127] Hereinafter, the operation of each of the
reception terminal 210 and the transmission terminal 220
of the information transmission and reception system 200
using the QR code between terminals will be described.
[128] FIG. 7 1is view showing the operation of the
reception terminal of the information transmission and
reception system wusing the QR code between terminals
according to the embodiment of the present invention.
[129] The reception terminal 210 may recognize a first
QR code including transmission terminal identification
information from the transmission terminal (S720).

[130] The reception terminal 210 may create a second
QR code including reception terminal identification
information (S730).

[131] The reception terminal 210 may transmit the
second QR code to the transmission terminal 220 (S730).
[132] The reception terminal 210 may receive a third

QR code including transmission data from the
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transmission terminal (S740).

[133] The reception terminal 210 may receive
information data through the third QR code (S750).

[134] FIG. 8 1is view showing the operation of the
transmission terminal of the information transmission
and reception system using the QR code in inter-terminal

communication according to the embodiment of the present

invention.
[135] The transmission terminal 220 may transmit a
first OR code including transmission terminal

identification information from the reception terminal

210 (sS810).
[136] The transmission terminal 220 may receive a
second OR code including reception terminal

identification information from the reception terminal
210 (s820).

[137] The transmission terminal 220 may acquire the
reception terminal identification information (S830).
[138] The transmission terminal 220 may create a third
QR code including transmission data to be transmitted to
the reception terminal 210 (S840).

[139] The transmission terminal 220 may transmit the
third QR code to the reception terminal 210 (S850).

[140] The steps of the method or the algorithm

described 1n connection with the embodiments of the
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present invention may be directly implemented by hardware,
may be implemented by a software module that is executed
by hardware, or may be implemented by a combination
thereof. The software module may be provided in a random
access memory (RAM), a read only memory (ROM), an
erasable programmable ROM (EPROM) , an electrically
erasable programmable ROM (EEPROM), a flash memory, a
hard disk, a removable disk, a CD-ROM, or any type of
computer-readable recording medium well known in the art
to which the present invention pertains.

[141] While the embodiments of the present invention
have been described above with reference to the
accompanying drawings, those skilled in the art to which
the present invention pertains will appreciate that the
present invention may be easily embodied in specific
forms other than those set forth herein without departing
from the technical idea and essential characteristics of
the present invention. The above embodiments are
therefore to be construed in all aspects as illustrative

and not restrictive.
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[craTMS]

[cClaim 1] An information transmission and reception
method using a QR code, the information transmission and
reception method comprising:

receiving a first QR code comprising identification
information of a second terminal from the second terminal;

transmitting the identification information of the
second terminal to a server;

receiving encryption information of the second
terminal corresponding to the identification information
of the second terminal from the server;

creating first code information, the first code
information being information obtained by encoding
encryption information of a first terminal wusing the
encryption information of the second terminal;

transmitting the first code information to the
second terminal;

receiving a second QR code comprising information
data encoded wusing the encryption information of the
first terminal from the second terminal;

decoding the information data recorded in the second
QR code using decryption information of the first
terminal to acquire the information data;

encoding the information data wusing the encryption
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information of the second terminal and transmitting the
encoded information data to the server; and

receiving determination information from the server,
wherein

the determination information is determination
information as to whether the information data
transmitted from the first terminal to the server and
the information data transmitted from the second
terminal to the server are identical to each other, and

the receiving determination information from the
server comprises:

decoding, by the server, the information data
received from the first terminal wusing decryption
information of the second terminal; and

decoding, by the server, the information data
received from the second terminal using the decryption

information of the second terminal.

[claim 2] The information transmission and reception
method according to claim 1, further comprising:
confirming that the information data are correctly
received in a case in which the determination
information as to whether the information data are
identical to each other indicates that the information

data are identical to each other; and
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confirming that the information data are not
correctly received in a case in which the determination
information as to whether +the information data are
identical to each other indicates that the information

data are not identical to each other.

[claim 3] The information transmission and reception
method according to claim 2, further comprising
receiving the first QR code from the second terminal
again in a case in which the information data are not

correctly received.

[Claim 4] An information transmission and reception
method using a QR code, the information transmission and
reception method comprising:

transmitting a first QR code comprising
identification information of a second terminal;

receiving first code information, the first code
information being information obtained by encoding
encryption information of a first terminal using
encryption information of the second terminal based on
the first QR code;

decoding the first code information using decryption
information of the second terminal to acquire the

encryption information of the first terminal;
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encoding information data using the encryption
information of the first terminal to create encoded
information data;

creating a second QR code Dbased on the encoded
information data;

transmitting the second QR code to the first
terminal;

encoding the information data using the encryption
information of the second terminal and transmitting the
encoded information data to a server; and

receiving determination information from the server,
wherein

the determination information is determination
information as to whether the information data
transmitted from the first terminal to the server and
the information data transmitted from the second
terminal to the server are identical to each other, and

the receiving determination information from the
server comprises:

decoding, by the server, the information data
received from the first terminal using the decryption
information of the second terminal; and

decoding, by the server, the information data
received from the second terminal using the decryption

information of the second terminal.

54



[claim 5] The information transmission and reception
method according to claim 4, further comprising:

confirming that the information data are correctly
received in a case in which the determination
information as to whether +the information data are
identical to each other indicates that the information
data are identical to each other; and

confirming that the information data are not
correctly received in a case in which the determination
information as to whether the information data are
identical to each other indicates that the information

data are not identical to each other.

[claim 6] The information transmission and reception
method according to claim 5, further comprising
transmitting the first QR code from the first terminal
again in a case in which the information data are not

correctly received.

[claim 7] The information transmission and reception
method according to claim 1, wherein the transmitting the
first code information to the second terminal comprises:

transmitting the first code information to the

server; and
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transmitting, by the server, the first code

information to the second terminal.
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