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FIG. 1 

Receive a digital certificate generation request transmitted 
by a certificate application node, the digital certificate 
generation request carrying identification information

Transmit the identification information to consensus 
certification centers for certification to obtain certification 
results obtained by the consensus  certification centers by 

performing the certification according to the identification 
information

Determine an identification result corresponding to the 
certificate application node according to the certification 

results of the consensus certification centers

Generate, in a case that the identification result is that the 
certification succeeds, a target digital certificate 

corresponding to the certificate application node according 
to the digital certificate generation request

Write the target digital certificate as  a transaction resource 
into a blockchain corresponding to the consensus 

certification centers
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Receive a digital certificate generation request submitted 
by a certificate application node, the digital certificate 
generation request carrying identification information

Transmit the identification information to consensus  
authentication centers for certification to obtain certification 
results obtained by the consensus authentication centers by 
performing the certification according to the identification 

information

Determine an identification result corresponding to the 
certificate application node according to the certification 

results of the consensus authentication centers

Write the target digital certificate as a transaction resource 
into a blockchain associated with the consensus 

authentication centers

FIG. 2 



2/9

General

Certificate

Signature hash algorithm

Details Certification path

Sha256

Issuer
Valid from
Valid to
Public key
Subject

CFCA EV ROOT,China Financial Certification Authority

August 8, 2012, 17:00 

December 12, 2029, 18:00 
RSA (4096 Bits)

CN=CFCA EV ROOT
O=China Financial Certification Authority
C=CN

Edit Properties Copy to File

OK

Aaa
Digital signature bbb

FIG. 3 

Generate a first certificate transaction record, a transaction 
resource of the first certificate transaction record being the 
target digital certificate, a transfer-from account in the first 
certificate transaction record being a preset initial account, 
a recipient account in the first certificate transaction record 

being a certificate issuing account corresponding to a 
receiving node of the digital certificate generation reques t

Write the first certificate transaction record into the 
blockchain corresponding to the consensus  certification 

center
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Write the first certificate transaction record into the 
blockchain associated with the consensus authentication 

center
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Receive an operation request used for operating the target 
digital certificate

Determine to receive a recipient account type of the target 
digital certificate according to an operation type of the 

operation request

Generate a second certificate transaction record, and write 
the second certificate transaction record into the 

blockchain, a transaction resource of the second certificate 
transaction record being the target digital certificate, a 
recipient account in the second certificate transaction 
record being a second account corresponding to the 

recipient account type
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Receive a verification request used for verifying the target 
digital certificate

Obtain a latest transaction record corresponding to the 
target digital certificate from the blockchain

Determine a verification result corresponding to the target 
digital certificate according to a recipient account type in 

the latest transaction record
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Obtain a root certificate corresponding to the target digital 
certificate from the blockchain according to the verification 

request

Verify the target digital certificate according to the root 
certificate to obtain a root verification result

Determine that a verification result 
corresponding to the target digital 

certificate is that the verification fails 
when the root verification result is that 

the verification fails

S804

S802

S604

S602

S806

S808

Determine whether 
the root verification result 

is that the verification 
fails

FIG. 8 



6/9 

Certificate 
application 

node

Certificate 
center 2

Certificate 
center 1

Certificate 
center 4

Certificate 
center 3

Blockchain

Interaction 
node

Transmit a 
digital 

certificate 
generation 

request

Return a target 
digital certificate 
and a transaction 

identifier
Transmit a 

digital 
certificate 
obtaining 
request

Return a 
target digital 

certificate 
and a 

transaction 
identifier

Transmit a digital 
certificate verification 

request

Return a 
verification 

result

FIG. 9 



7/9 

Generation request 
receiving module

1002

Consensus certificate 
module

Identification result 
obtaining module

1004

1006

Certificate generation 
module

Writing module

1008

1010

FIG. 10 

First record 
generation unit

1010A

First writing unit

1010B

1010

FIG. 11 



8/9 

Generation request 
receiving module

1002

Consensus 
certificate module

Identification 
result obtaining 

module

1004

1006

Certificate 
generation module

Writing module

1008

1010

Operation request 
receiving module

Account type 
determination 

module

Second transaction 
record generation 

module

1204

1206

1202

FIG. 12 



9/9 

Processor

Operating system

Network interface

Computer program

Computer program

Computer device

Non-volatile storage medium

Memory

Internal memory

Display screen

Input apparatus

FIG. 13 




