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1 METHOD AND SYSTEM FOR GENERATING INDIVIDUAL
ELECTRONIC MEDICAL RECORD RELATED APPLICATIONS 5 This
application claims priority to U.S. Provisional Application Serial No.
60/704,309 entitled "Method and System for Generating Individual
Electronic Medical Record,"” filed August 1, 2005, the entire disclosure of
which is hereby incorporated by réference. 10 FIELD OF THE
INVENTIGN This invenian relrtesaenciaiorasmoutar methadsmanshc
systems and, more particularly, to computer methods and systems for
generating personal/individ {hlr §&43r individuals by accessing
and compiling data from diverse sources. In one embodiment, a
system/method extracts and compiles 15 data from, among other sources,
pé? ' State a personal/individual health record for an
individual. BACHSRENINIONAINDYS b RYUOHE FrbiEsibhAE NIk Gh Spetal

isas lal distincti etween. an electrenic medical.recor
) A et P LRI oo By T L AL i
chiteitalrR sndligit Gidchaagthstécdpa ST Hee tavins dP¢HiRuzd WHIRY igdereby
i%% 3008 Yopdagd herein. An EMR is provider-centric while a PHR is
patient-centric. An EMR is not a complete health record of a patient, but
is limited in scope to a specific health 25 care provider. Notably, the

elaetronigrmedicatvesera-goes not contain any information from any other
health care proyider who does not have access or sh

are the same
specific EMR. ERSCHEHEMSHRLET ASRERIY &P RISt .%B?cgﬁl@f%%sﬁwm’
ismestiablichedibythospitaisranaigrumotpiyaiciangenetessecommonly by
a physician.. 30 The EMR details each .encounter between th i d
e R el e S
(Hospitivephysigiens, Iooother e givers)stanoaghdiss BMRan granpiles
ggﬁf@p&x Q?dﬁ%do{ﬁe@ot&&%ég}%gém legalsegord ofthatnarticulan aRisose:

ness and its managemenit, it does not contaih any -2 information from
ahsaBineeprbineer WAH@E&s not have access or share the same specific
EMR.

BACKGROUND AND SUMMARY OF THE INVENTION

There is a substantial distinction between an electronic medical record
(“EMR™) and 2 personal health record (“PHR"™), which is also commonly called an
individual health record (“THR™). The terms “PHR” and “THR” are imterchangeably
used herein.

An EMR is provider-centric while a PHR is patient-centric. An EMR
is not a complets health record of a patient, but is Hmited in scope to a specific health
care provider, Notably, the electronic medical record does not contain any
information from any other health care provider who does not have access or share the
same specific EMR.

Electronic medical records are known. Typically, the EMR 1s
established by hospitals or a group of physicians or less commeonly by a physician.
The EMR details each encounter between the patient and the provider for each
episode of illness freated by the specific provider (hospital, physicians, or other care
givers). Although the EMR is the commoniy looked to as the medico legal record of

that particular episode of illness and its management, it does not contain any
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A patient has no control over his/her EMR. For example, patients have no
direct online access to their EMR and cannot make any entries in the
record. 5 Patients have no control over the access to their EMR and
anyone who has access to the EMR of the specific hospital or physician
group could access their health records. There is no complete global
unified record of a patient in an EMIR unless and until the entire
healthcare is being delivered by the one provider group who is using the
sgﬁ%ﬁ‘%%ﬁ%?& %ﬁ?ﬁ’a RSt i SoThERE HE 4Lt PURRAAYS W8k
byreciBo MBI number of users (providers). U.S. patents and published
patent applicatjo &i@éﬁiﬁt&s@a&&&? t&% ] %g‘?%ﬁ%tr ic medical record
include: U.S. Pa%nts.Nos.‘5,867,§£1; 69518%{1 : ;%%ﬁ%%“%’%%?ﬁ .m%ave
PAfHIATPER R PUIsiBriioRYR 68d ZonayDomBR 27y anitic? GOHOLT2807.
Tbt&ihﬁmﬁ@fﬂé-&;M%P%'&%é@@ﬁ:'%&%‘ﬁﬁrﬁ%%#{a}%\gﬁg #0:98cLR o
taége a ezhaustlve_ but rather as illustrative of patent Tilings on this topic.
T

HRerRREELLR 1 CTRASHET FaEPSard Acr 6Tt HisTb AeRlpaarrads:
relating dadreusel getanieimeticalieeni ¢ ang elated /sy siemsiiGnti the

disclosures of these publications, are hereby expressly incorporated into
R N e e e shdb o atE
marshpaByiRem Mmeleetrontoaliestoihg FAMRandaccessilig imedical o

recards Ryslaesde &%g&léﬁr)ilzed systems and methods, including
software attendant thereto, for Llgrtﬁznerating a personal health record

("PHR"), also Hesdfais a8hpiniimagpalsTantirecorbidindatoniche topic

HeoltbeRagerddhespaliers iiffude TEHRXI0:008L1a5id0 @n EMR, e
PH%%?éem lated herein is_intended to include all relevant health-related
infor A %

A AR, TEGHraS Al pesiROPARPeRAr Brévider.
Thelglinizas infofmatisrregatdhgpiheindbliduanpatient mavbercalleaeds ve
fr lverse saurces including,.but not limited to _information from claims
R e o oG 1o
prftﬁf\méngomwwﬁqg cererithangatentimeditativeiecormsitiennghe known
Perimacy heaelt manaosts CRRMS ) Jolormation igm abs and imaging,
centers, 30 and direct input by the patient to-provide a unifie
pErSSFEMNEYIaeHY FResrPOrasSritothis mmRcatiay en tincfwalte thewtds of

millions of patieptswikhORIRARECRTHIMRDSE HIANS,PLRALSHISHID 906,

emgodiment, the.invention provides a system and method for )egenerating
a

ASHAIRATAL Freait rBLoRItRAIIS CORTBAEE f I ERve a6 B6thedss,

| susfimnpatigntruesticnnaitesor tireghingitizherlifplans phARBACY PHR™),

bgﬂgfgg‘scﬁbed as an Individual Health Record or Electronic Health Record (hereafter
“IHR” or “EHR”). In contrast to an EMR, the PHR contemplated herein is intended
to inciude all relevant bealth-related information for a patient, regardless of the
specific health care provider. The clinical information regarding the individual
patient may be collected from diverse sources inctuding, but not limited to
information from claims through the health plans, multiple EMR’s being used from
different providers providing care to that patient, medication records from the
pharmacy benefit managers (“PBMs”), information from Iabs and imaging centers,
and direct input by the patient to provide a unified personal/individual health record.
The PHR may contain health records of millions of patients with online access to
those millions of patients.

In one embodiment, the mvention provides a system and method for
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managers ("PBMs"), labs, imaging centers, freestanding outpatient
facilities, hospitals and physicians. The data collected from the diverse
sources is organized into an 5 individual health record for a patient. The
individual health record may be integrated with SNOMED codes to allow
that data to be encoded under specific medical diagnostic concepts.
SNOMED is a division of the Colleg’e of American Pathologists ("CAP").

SNOMED ClI I
cEsuer %ne%ﬁérélr%gna m@% Togy M% RGIHEASH Wéﬁ%lgny ﬁl%g%umvs

care termino |n rastructure ealth data can be

captimschations lqaesdoaneiray e diyace thipna kesiBigtent. MmREE HY Hfits
SHO LA rt%%%a%‘t}% LRRRIROIAON: CHETRD Y CRTMAIRS OMRE, hospitals

health care concepts, each with yunique

SRy G| Ggie S eel arian ttewsﬂs&aatﬁa?atwﬂtﬁeaeofﬁeaﬁtﬂéat%m

?Qﬁéieﬁteahm%%gﬁa falatﬁﬂaﬂtpa;mah&mmﬁeﬂabt%aﬁﬁnd@ml tenaied

or data retrieva n some embodiments, se and medica acy

cdtitd Be %l:@ 8‘]:{ Wﬁﬂ%’t gﬂ@nftocou%cﬁ’&c étﬁ%%%?r‘f?f@% permgt{the

eﬁt&glﬁndtwmblbteaﬂmmﬂﬁm ita hm\sneweﬂthy Uesignafethpeisonatirodrdysts

p ": Aﬁ% %%ft %n dg? 8% X Qgc%ﬂtt@i%gﬁﬂvahdated
ased on the a

rsons.” This authoriza on is bilit a patient to" block
amynmdrmaﬁbnarélﬁﬂmgmoﬁ}pwﬂe@fé@mﬁe &eaé%ﬁta rEchehcaptred,
reﬂﬁ@&’ﬁﬂ&%@é&%@&ﬁ%&%&éﬁtﬁ%@%ﬁ SRoizbandieriunglenalrne

area (e , illness/condition list, procedure list, medication é)roflle etc.).

N OEYHETEEE YO Ry 5 1A% RETaaisa N spearBre el rate
ar&ﬁl@éﬁﬂidefhﬁ bt@t@lﬁad;ﬁtﬁt@an@m 1@1@%@w@m¢aﬂmbm&a@bﬂm ahese

eis made tlent A ordl nother S ventlo
Hi‘) %%%tﬁ gg i 18%5 p rsona)’i??oo \r/?déél r‘%‘{é{ fhrecord. g‘my
Thermmmmay mclude the act of receiving a data element indicative of

a health related parameter for, &psagg%&x%@%e Cgﬁggqggglgal@ be prowdect

SNOMED code correspondlng to the datd element may be included in the

matbibthatp eyt FRETA Sertebilintdoapparsbiha rpaR it b salEr sieprd
asgagiated with theipatisnphased-athedaternined SNRMERCRIS 3 be

In some illustrative embodiments, the data element may include p.
e ahees

clétﬁ%eéat}a&r@@%?ﬁ@@ﬁ@%a@%%@ﬂﬁﬁ%} BB

CI@ﬁﬁ@@@@bt&@@@ﬁdﬂﬂ@a@aﬁt&emmmemumb(re@qpheamhaahe

data el ment may include Platlen %SU% rdlrect at

pI SRS BRAHR A BRAgh sur%anagers Be, |mag|n911é]3en eeras(eg’

freastasfdm@muqdmtenptadméet,hnemtatsva@doiﬁihymwn%nfmﬁad‘ ithergeord
ar?e?alf?ggctg %%F}a%%@%d%@'&%@?fﬂﬁéﬂﬁ%%tm& be blocked and continued

to be automatically blocked until a change is made by the patient.

According to another aspect, the invention provides a method for
generating a personal/individual health record. The method may include the act of
receiving a data element indicative of a health related parameter for a patient. The act
of determining a SNOMED code corresponding to the data element may be mcluded
in the method. An entry may be nserted into a personal/individual health record
associated with the patient based on the determined SNOMED code.

In some iltustrative embodiments, the data element may include payor
claims data. For example, the data element may be a health Insurance claim code.
Depending on the exigencies of a particular application, the data element may include

patient questionnaires or direct input, health plans, pharmacy benefits managers
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include an ICD code, a CPT code, a NDC code, LO1 NC code, or a code
from a proprietary coding system, such as Lapcorps' lab and order codes.
5 The method may include the act of transmitting a description of the
entry to a client system in some embodiments. In some cases, a first
description and a second description may be associated with the entry. In
such embodiments, the first descr‘lil)ﬁon could be synonymous with the
spasucaserbian ForeRamnR. I Bisk dRsaBIon A Ut medical
terminology whereas the second description ¢ould use 10 layman's terms.

PPETETeiBN, tHERpSIaREE AfIFCI S mEBRIARGIT TrEcEI R alistismagt may
apgaciRted ithadealthoassdprowdar whelgasiie seeopd des piian. is

transmitted if the client system is not ass ciateqci?with a health care
pFOCRIISEATH, SRS SR VE A bBRRTRA L2 B REIROEP Ry include the
act of determimingmeieihethedhdividhisaldnedttarrecoidgnclagded any of the
entries reIa}ed to the 15 new %‘EE}’ . Prefera]rﬁl)b(bnaln entrie%Iisq ng

i : iption and
m%%%hoail ﬁé%%ﬁ%%%lral t?woa eare rela Ielam% een ryag?% &éssoma g gge :

orethe didtermined BNOMEDEBHe WAGCBing 1o Ariothemaupieriete first
'”H@s@ﬂfﬂo?f?éfﬁ%ﬁeasﬁ?o@yﬁfw&éy@&fﬁ with-amessagng faslithe firs

configured to receive a data element indicative of a health related
paessREtaYEIaY pitasticnhisayadlpeaharier e e diatsintnpadere

configurad do-determingia, SNGMRBcag8HAN esReRMND TG dal By stem is
element. A PHR population enﬁine magﬁbe operab%/ associated with the

CORERIAGH FduARe SR RE VIR PREBORA AT AGHEPR R fgraa e’ 1
ingertihealthscelate ddatacassatiatid: iithithe:S MohteD code into a

personalindividuig) Regiffeord ASAGIRIGH WIS RRIRN AnSOMEoe
embodiments, the sys%em may ifclude an access management module
coisfyuristhovdotimiddatevidithl Resignrespsiantiudes smccatissgeitied to the

aGLSSSHMATRERMEN! MOHIE £AH!E, e GRRNGU R I AR b Aare related to
description of the health” related data to the cllenif%ﬁtem. For example,

thE PP afsfigatehbise sraleLdsemEmshmore Synonymous
desc.riptitl)n Vgthﬁt&ﬁﬂﬂﬁ@m Eﬁlﬁ%ﬁﬁ é@g&t,gﬁe%@’@ﬁk@mﬁ@iﬁ@%& data _prolcessing
contemplat INn which spme of t escriptions use_meadical terminolo
Al S e e e g
inlsaitterembbdimentsy &y picalbyt tHEhk tetirg:medulelmiay berctmfigurediule
to determine whether thegli stem is ociated. wij eal e
RS S ol RS Wil S0 EAC A pen
depentiftopomguketiast therstieny eyseerried asobiated stitivanielthcapd that
PraideRk R3ame-araRasiments: b ke Hingmedide mavbe.confgured Wi

the SNOMED code into a personal/individual health record associated with the

petient.

In some embodiments, the systern may include an access management
module configured to communicate with a client system. In some cases, the access
management module couid be configured to transmit a description of the health
related data to the client system. For exampie, the PHR population engine may
associate more than one synonymous description with the health related data.
Embodimenis are contemplated in which some of the descriptions use medical
terminoiogy and ofhers use layman’s terms.

The system may include a filtering module in some embodiments,

Typically, the filtering module may be configured to determine whether the cHent
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change the description of the health related data based on a description of

a SNOMED 5 code up a SNOMED hierarchy to adjust the resolution of

data. In some embodiments, the system may include a PHR database
configured to store a plurality of individual health records. The system may
also include a data analysis module configured to identify patterns or
relationships among the plurality ofindividual health records in the PHR
datat%%isl% gs%sed ?tegea §a|}160MOI\EJ’I S?O S ({: oA 10n ae:dsth (fa {0 the
analysis moc?u e may e con gure 0" Measure€ Renéss of
hehhhws@meamméﬁfdm@@bdmgmm&mmmammﬂaasmumﬁ@wofh a
ndbdkalgaI ecadshavnGERied. LMD G005t BSOS A5ERed 1o

the data analysis module may be configure orm population studies

ba@&g@Hl@mweﬁd@shﬁamﬂerwrérﬁ%bﬂﬁ@@ﬁ@@éﬁéﬁﬁﬁ%@%@@ﬁD
Eghedimeni®aienlarconigrniatad it whiahibe dalaanalysis module

may be configured to analyze a health care prowders qual @éﬁ?f care and

cost. For exarbfe™AREBREBIEI e mGHe TRy SHbfie Rethfaenee
praxifigisbaseden patiehity eﬂiﬁmmesaaﬁsﬂararaﬁmthﬁheslyaaﬁhmrarso
providg F{F‘rtléew egiéhe er]l eIt(rl(_}c rur gerg ouI ems glr%lilecd |rsr terms of
COSIS, §iic Fiees arge ealth ca car prow ers for varous
proeedurésy bfealﬁvmfé rgliders douldith BB alxtabkedbossibah mlntpdality

Of SaiR ARd LAt FRisIRiprmationcauld AllowvaHaUs RAYO 8%

insurance companies or governmental entities, to establish a list of

PrERSEE HERHM CRUEOB FSHAKA DESE TSR %ﬁr@ﬁﬁaraurﬁamm@m%éjé&%@

meRsMieSfar vl @Lfe%@e@d}@sQ@%Ena&wgéhmﬁlﬁdﬂ&erm&é%ases
25 Accordlr%? to a further asgect the invention provides a method of

PR Rat RS S R GG AP R BT F A BFECFHE ARLLAIR A agd on
thenoMIEDr ecdiy ing e @Ihnﬂaﬂaf&xéienmwhawﬁ@f a health insurance

claim assouatqéj \rglt tgd%r% Ehc%n N S\]‘{’Ih Q ucloqm q{r}reggondin té) tr(l) ule
claims data element ma may & datermined. The met o may also In lide
insEntihg w1 SNOMED dpciesihteld 8&prrscAallingividyal hesltn¢eosrd For
a%i%ﬁiﬁh? %W'&Qtﬁhﬁﬂ%ﬁ %OHM%QH%@ M%@Eﬂ%ﬂﬁwﬁ%}%m& patient

include the act of receiving aq%uesfronnarre data element indicative of ‘an

arfSUFOMEs ASeRMIFEANE B HE SEITE VASN OMBDSE0dE health care

cosrevReRdNadedhedaiestionnalerdata alemeniinayRerivdetermingdeare
and inserted into.the individual health record a OC|ate with the p%@gﬁd

RS SHiRLIFs AT RSB S HIERp ‘f&]&‘ﬁrﬁ%ﬁrﬁ’éﬂv EHTBHB T RTdRY
ofofegarhrmgfa;mimalordaia’ﬁimn&htrmﬁ@awel@ﬁ@hm@ﬁhdastasaﬁﬁacna&edis

Wlthsﬁpa%gea ct:IGE’rrthaames or governmental entities, to establish a list of preferred health

care providers based on a formula that includes objective measures for quality of care
anc cost, ag well as possibly other factors.

According to a further aspect, the invention provides a method of
genereting a personal/individual heaith record. The method may includs the act of
receiving a claims data element indicative of 2 health insurance claim associated with
a patient. The SNOMED code corresponding to the claims data element may be
determined. The method may also include inserting the SNOMED ceode into &
personal/individual health record associated with the patient.

In some embodiments, the method may inciude the act of receiving a
questionnaire data element indicative of an answer 1o a questionnaire by the patient.

A SNOMED code corresponding to the questionnaire data element may be
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in such embodiments, a SNOMED code corresponding to the clinical data
element 5 may be determined and inserted into the individual health
record associated with the patient. According to another aspect, the
invention provides a method for generating a personal/individual health
record. The method may include the act of receiving a data element
indicative of a health related param"gfer for a patient. A 10 health related

C%@&&Hﬁ@@&&@Efﬁéﬂ@&‘ﬁﬁ&%@“ﬁcﬁ@i@u@!%%H%W@Ss&@@%&@?@rﬁﬁ%ﬁ?g&% .

the health related concept is selected from an hierarchical arrangement o
h&AAP TEIEREPEOMER SRENAIRAIF Hiry ity isermsdadimmy destihe Asdidual
headtiviare eael dhatismeprespaialiverefihe.ddaniiied haaliRviglatedatien:

cancept. Also,.the new ay be associated with entries in the
P PR AR S T T SR S 49 i USR8 et
emay. e doeneieedbodimentsd the Hierarthical drangemedtinctisies wades:
representative of medical diagnoses or medical procedures. For example,

the hierarchical arrangement may include at least 300,000 nodes, such
as a plurality of*SNARNED @iificsdsPermiicd0vattondinmy ideadurtiar for

asRach:ithe dDRRQUIRIAViHRS B-AaMBYWRT- teadable MEdIMMLRAYIAG &+ o

data structure stored thereon. The data structure may include a diagnosis

dAESHERE ol dioHFy AR s rdmbraidisdnied Bremmats f9eprasisntative

gmmu gahéam@a?spsmssaﬁt%ggdmﬂb %?@Hﬁ%léﬁﬁh@iéﬁ@@!ﬁ@éﬁi@?é? sefe
iagnosi a ent may.be derived from a payor. diagnosis code

aE B D SROMED 25 Se?“’ﬁ"‘%?éc%?}ﬁﬁé‘ PN GBS, of bl

plerialiy wiprptedure datr etementnseprasentativenalvivedicalpioesewasd

asaadialed. ol Belintaya10.0m lneluded .the Aaa sUUae,

Preferably, at least one proce ata element is. derived from a paﬁj):rry

ProEEAG ASSOEHED I8 B INOMEDY svdbhalbormendtbethahe adétmrchical

elmggﬁmgycb@lm@au@{y}@ntered. 30 In some embodiments, a diagnosis
data element may be derived from an ICD code. Embodiments are also

contemplated i RRHRPPE Rt e iabicEent aap BRca MR sroIPdas

CRpreadey@ihenemidatimnenis-ate seaiemplatesuieiviicheaihele, the

hoslih-teiatedniormation could e derved o other bypes of cades,

SUCh 28 -7~ ORI Codes Ot Bropidtani taddd S rateis 1A bR Re

ordRipdbdes. ibegséiidimg.on the particular application, the data structure

may include 2 eghalion daiadie'dRtserng R BIALMedicaten.
readable medium having a daia structure stored thereon. The data structure may
melude 2 diagnosis data field for storing a plurality of diagnosis data elements
representative of medical diagnoses associated with a patient. For example, at least
one diagnosis data element may be derived from a payor diagnosis code based on 2
SNOMED code. A procedure data field for storing a plurality of procedure data
elements representative of medical procedures associated with the patient may also be
inciuded in the data structure. Preferably, at least one procedure data element is
derived from a payor procedure code based on a SNOMED code. In some cases, the
data element may be manually entered.

In some embodiments, a diagnosis data element may be derived from

an ICD code. Embodiments are also contemplated in which 2 procedure data element
may be derived from a CPT code. Other embodiments are contemplated in which

other health-related information could be derived from other types of codes, such as
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representative of medications associated with the patient. For example, a
medication 5 data element may be derived from a health insurance
medication code based on a SNOMED code. In some cases, a
medication data element may be derived from a NDC code. In some
embodiments, the procedure data element may be derived from a
questionnaire answered by the pati€nt based on a SNOMED code

assogciated with an answer ta the questionnaire., 10 A still further aspect of
G RS RS b5 B b ORI B R R Eomputor
readable instruttonsistgredliiberstrnior sppéication e daprovessortay mciude
perform a.method. S me ' e

r&:ﬁsﬁﬁ%?c g% r%tsﬁ gié%%orﬁ eE ﬁﬁ%&ﬁ%ga}%gee orf%g(t%%a ?ﬁl i%s%r%%%gggiaim o
agepresRigivitn ! BpHaEMnPrasSNOINE Vido e perespEatFgTohe elaiastion
data.element maywbadr detemnined wnehinseite iR Mon code based on 2

personal/individual health record assocjated with the patient. The method

MY RIEHS e J8rOPIRERRIng BGireRs i Rral seRnteTde R @
ofhaD@Bsive MoaQuUestednre by dheopatiesidalh e SN@MEDealgived from 2
corresponding to the questionnaire_data ele be determined a
T T B R oS O R A haag g o
metlwd: ey mekstdertimr20 act of receiving a clinical data element

ndicative ofciniegl e, BSSAGABELNI 0 AURDH T8 SNOMERS0A.

corresponding to the clinical data element may be determined an
inSesdadriiey e eIt araeblthneceraoas stert deriih Wecheidinn by 2
AcLekding 9 AnRiheL33Ra6k. thednuention previdesa mathedderact o

selectively restricting access to a personallindividual health record. The |
mERPROGEE) P B R SR i Sh o edued h iR HHERIseapa i Wit
of apaessing sNpersaDallindbdidualdalthtisetokd-nssdetataenithaapatient, '
such that the access list categorizes.the individual health record into
e e e R I2E e B e
regassttmalye besteckivedifrindatisertfof watatmmlemeshitimihe dathvidusint

heglifsecordThe.mathod may inplide the a6t of 30 determining,whesher

the data element is in the restricted set of data elements by reviewing an
actEEFIRRESE SR et aRtn At Tasier Blame Hant e edetrmanadned restriefsato

setefifatamiomanis RecessiRitha daia sleperbwithiRe deniadn SHOWaNEE the

if the data element js in the accessible set of data elements, the user will
bePHIRWEG LS S- e (e AT SRSHERYS ff SBRetRB GtRTiRRS ith the
predgtermine dNshaEpossiblerrestoiotac: areas dhiny e piesantadiaabs

Palient. TG 20P5R5I2t MBRE SRR 1RSRRRER %8S eGHPR AU ens
. According to another aspect, the invention provides a method for

selectively restricting access to a personal/individual health record. The method may
inciude associating an access list for each user capable of aceessing a
personal/individual health record associated with a patient, such that the access Iist
categorizes the individual health record mto a resiricted set of data clements and an
accessible set of data elements. A request may be received from a user for a data
element in the individual health record. The method may mclude the act of
determining whether the data element is in the restricted set of data elements by
reviewing an access list associated with the user. If the data element is in the

restricted set of data elements, access {o the data element will be dented. However, if

the data element is in the accessible set of data elements, the user will be allowed to
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According to a further aspect, the invention provides a method for 5
generating a individual health record, in which the desired information
from each source is pre-selected so as to collect information which is
important and necessary for the continuing care of a patient and thus
avoid massive accumulation of data in the patient's individual health
record, which has none or little rel&Vance to continuing care. This allows

g’%‘ég\és?éa{o”cﬂé RERGNLEXCRSING BmaubizAllinG sereling dipyahHidots

ata to find actionable information. For example, a massive amount of

RS AT FESHE AR P ES R R s el RIS RGHRid siApaEéneated
a@ggj%m pUehcAsrdens yruising reports, voluminous lab results,
information regarding the sch dulinﬁﬁ%f rtﬁgts and,grocedgres du@gg%:ge
hospitalization i EEHe B4 R & R RS AR AT TP HET I the.
PhiR:raaycheitassdhdndsithpeseah tofithieEMRI&h @ind forchaderofityn each

pre-selected ypep of datd, 3ueh t’"&ﬁ@&%ﬁ!ﬂf%ﬂ% @%I%SX&H? Bsicalsary
exam, chs%}harge summary an disc arge plans, and surgical report and
pfexdetarainiogtarsofis ButEENRISGTORcaAS] EntbaigIbgiapRY data in the
resultseAfitheraseant RLE IVRRtOR ipAchiauad Ry-rmethothituing
generating a personal/individual health record. The method may include

tHfEra GRS 28 We SiREPTAYIOP CREMS USRI NS SHIHIS WHHS fragrding through
Em?ﬁﬁa@faotat@i% d&@ﬁﬁﬂfﬁﬁ&@aﬁ@ﬂnma@aﬂ@m zlhili‘a@s'i{iedﬁtz@lﬂﬁta:f

ealth care provider. may be derived_from_the payor claims data.. A.new

o PR BeN PG T Bare B I S OB T
withethenpatientbas esborx thelencmmstibdeteltinisomsgmbedindantshethe
deriving step.may includ rivi ryar 1YSIC) IC e
R i cains ™
histonyizten g dy dnphatpdsndbed TAR oty tes bt e pespes ofibe EMR
i”X&?H@&@é%ﬂ%&@?&H&@%ESTEﬁ&@Q daiadnRReraarrRiAnddAald physical

health record. The method may include receiving a request from a health

 caEBr AR RS SRS, AR ORI PR R AR B R B SRS BRG BEF WiRCLEd

patigntsAShasiaklyassamateshwithdhefiealibsareptovider may be
identified. Theo?\ a elements i?tﬁle individual h%?lthé%cordt (t)ﬁloate to

the specialty BARCake preol\rlli‘(ffélrur%nalﬁ Be'getermined: resf:)onse
tommmppﬁegﬁﬁwmm@mbhiMDmaﬁﬂwm@sémd th]m@]t}u@l athot
R 8 il Ssheallreorddhal VeI AslR iR R IelREs o

to the sp tional features and advantages of this invention will

besonvatapsaTes tethbss skiledpiihedr pisiieonsider deorsstne the

foﬂ%@ﬂﬂﬁﬁ?@@ﬂ. A new entry may be inserted into 2 personal/individual health
record associated with the patient based on the encounter data. In some embodunents,
the deriv'mgl step may include deriving a primary care physician encounter history, an
outpatient encounter history and a hospital admissions history from the payor claims
data.

According to another aspect, the imvention provides a method of
filtering data in & personal/individual health record. The method may mmclude
receiving a request from a health care provider for a personal/individual health record
associated with 2 patient. A specialty associated with the health care provider may be
identified. The data elements in the individual health record that relate to the
specialty of the health care provider may be determined. In response to the request,

the health care provider may be presented with any data elements in the individual
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description of the illustrated embodiment exemplifying the best mode of
carrying out 5 the invention as presently perceived. BRIEF
DESCRIPTION OF THE DRAWINGS Figure 1 shows a diagrammatic
representation of a health care data system according to an embodiment
of the present invention; 10 Figure@ shows a block diagram of an
example PHR system according to an embodiment of the present
inualiieofd ghuevd: s dsnsah exariedabiesusing.a,MP| identifier
according to an, embodiment of the present inyention; Figures 4A-4D
show a databé%ie éll%%ar%%r‘%na%ﬁfsst% |\?§ R %%grﬁgﬁjﬁf%ﬁ? Evr’r]l{)%&f?ﬂ?nt
ofrasystéritemsd shdidion Gccotdipg. tootheipresentfitvefimgikginei Bd
shaus.adleesdingiamof aaoiion.olanemadiment ol e, PLesell, ou
invention; Figure 6 shows an example window I w ich access control for
tHe EiRaasHEate e sTecHaY be established; 20 Figure 7 shows an
example window denying permission to access a portion of the individual
health recard:; Fi%ure 8 shows an example window in which a user may
);lﬁ@i(%

5@5%@%}3 ﬁQNtQ%%M dual health record; Figure 9
shows an exaripiesausgtibtepodidhamayidegenatato by dheadbcsysim

a(:cé%r;tglliQ‘%(t}%ﬁanCr (r}nat%lodi ent of Ehc-f\ges'ent [ .venti%)n; and Figure 10
SHOWS & TIow Chart which MuStrates an'empodimant of a system and
method for popugtatiriyshqer s divadki daigiduad Feradttaredo RERithy detaaccording
REIALERRERGRIETIQN QR JHE PRAWINGS 30 While the concepts

of the present disclosure are susceptible to various modifications and

alternative forRigUEp el iRl ciHtoamseidekstifayeciading to an

mm@yﬁg@gml&%ﬁagngrawihgs and will herein be described in
detail. It should be understood, however, that there is no intent to limit the

concepts of thE SHFFS fredenFigcictairaass tasfriduriomn s aiRerBeRgr one
bastiomi thercafitragydheniritention isderdayes albmedificationsioaguivalents,

chould e appBAAIeT b A BT SalF e LA DT C e It
respdsé lsmebbidied in many different forms, such as one or more devices,
- Figure 6 shows an example window in which access control for the
individual health record may be established;
Figure 7 shows an example window denying permission to accsss a

portion of the mdividual health record;

Figure & shows an example window in which & user may override a

" restriction to a personal/individual health record;

Figure 9 shows an example audit report that may be generated by the
system according to an embodiment of the present invention; and
Figure 10 shows a flow chart which illustrates an embodiment of &

system and method for populating a personal/individual health record with data.

DETATLED DESCRIPTION OF THE DRAWINGS

While the concepts of the present disclosure are susceptibie to various
modifications and alternative forms, specific exemplary embodiments thereof have
been shown by way of example in the drawings and will herein be described in detail.

it should be understood, however, that there is no intent to limnit the concepts of the



L

10

20

2
[

30

methods, data processing systems or program products. Accordingly,
embodiments of the invention may take the form of an entirely software
embodiment or an embodiment combining hardware and software
aspects. Furthermore, embodiments of the invention may take the form of
a computer program product on a . computer 10 readable storage medium
having computer-readable program code embodied in the storage

O B ot o o B ot
emory ), RAM, \ ,.hard disks -ROMs .
EVDSROME, %&%ﬂ%ﬁ%@&%ﬁé&,agﬁ*a%‘gma‘&ﬁsw%&%ém and
%yg’ﬁ%flﬁgtﬂ”@okgﬁ@ws a health care data system 100 in accordance with
one 15 illustrative empodiment.that. may be used.to.build, access
analyze, and/gsﬁ%aé?e 5 315%1?%%%5 H%gﬁﬁ%g%ifg%\gg%é%% |E)e(-:-58t1 55 an
EieetromniaidealtkRiecbed orindjvidiieter daiths Record (heeraftertheviesins
"PHR".and "EHR" and "IHR" are. | v : faT=Tet T aTeA Wy
s%%oéi\?vﬁ?a%ﬁ é’ﬁ?gia%hné’a%%e@ a?aoe{sggs%%qr%%%%g?ﬁ%? ey %@%@ﬁ%l health
refthaisystnm 103 (2RHRe SyEath oy SRR CEHIGUReRBR S BRI DB
acgessinndiddaiealtarecardsyisaneiyerk 104-0-0n6r 9 mpsaislien

systems or users 106. The PHR system 102 may take the form of ~

el Bn PETSITRBRE Talte sy ORI RO R ST RGP A BROSTS AP SOMRARE

?%Emlstbﬁgéﬁ&&y@ﬁamwﬁ%&f iﬁl}peﬁemlﬁﬁerﬁ pyoarsin gt&ie@fmfmﬁia@m the
evice in Fjgure 1 for purposes of example, the operation PH

S TB 55 iy i SRR e B T RIS of s elonty

Fmemmﬂﬂ@MéhMM@ﬁﬁMeS@feﬁNhéwhﬁ@m §Eb§§r§té$n@‘(@~301\is,

PSR of SHASISIEMS) Gldte AL a0y operate on diferert

computing devices. In” Some such émbodiments, the various subsystems

of the PHR sydtanrel bohavey> Sowifrmrcitis sVEFthE AeRAeR igRceTHE one
netwatk 104-may: Pe-ARv:1yRe, 8k cemmpnigationseheme4baidhaliowse: «
computing devices to share and/or transfer data. Far le’dthelnd' dual
BERGRE SAER BB G S AR A ICRRC O O ndividua
CORMMY Ricatio Meapdahilityd reany ‘OFR pharHiBF o prot (TR, suctrasded to
TCP/IP, Ethernet, WAP, IEEE.802.1.1, or any other. pr Ol :
BB A e G R o0 nctydes
-prrmebheilﬁierﬁwdghsgimhwkd‘bﬁﬂi&yiﬁ#a’s’imtdwpsﬁghfaé fharovide
NG 36 . SHBRHIMERS. DY HBlediPRBTIBH.HGh IR SRR Shems o

public infrastructure Is preferably encrypted, such as by using a public

keSSt (e PR TR eute e [use Qr e e6uts A BRI s gy

In.semeLxsmplayembadimenisiraituakisiaiend rERGRVRN T may

D e 5y s s oD iag SoAt S BB EC PIE et VA e ampte, e
operation of the PHR. systern 102 may be distributed among a plurality of computmg
devices. For example, it should be appreciated that various subsystems (or pottions of
subsysterms) of the PHR system 102 may operéte on different computing devices. In
some such embodiments, the various subsystems of the PHR system 102 may
communicate over the network 104,

The network 104 may be any type of communication scheme that

allows computing devices to share and/or transfer data. For example, the network 104
may include fiber optic, wired, and/or wireless communication capability in any of a
plurality of protocols, such as TCP/IP, Ethernet, WAP, TEEE 802.11, or any other

protocol. Embodiments are contemplated in which the PHR system 102 may be
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other security measures could be employed in relation to transmitting data

-over the network 104. The client systems (or users) 106 may be any form

of computing devices that can receive and send digital signals. By way of
example, the client 10 systems 106 may include personal computers
("PCs"), tablet computers, notebq?  computers, servers, personal digital
assistants ("PDAs"), or cellular phones. The client system 106 shown in

Rigureddngluds, labelsinsicat veratiipigat UsriseibentiiR. sysiesn 102.
For example, embodiments are contem Iate@ i?%” hi%%%ixe tg,ishos?5i£g.é§y
BRI S A S BT OB R RO B OWHIBPSite 4t e
healhralespracticssumay-antesstefHRraystent BRI Menibvsr, thé/or
client system's lab by in Figure 1 are provi lely. S
A DAL RS iChAET ST S BIBUARES0 it PlRARe
paticilaf VERE) tmcommestito Thes PRl edyintim A OsiPigd e prensi shahyarous
example embodiment ¢ : oInic20,the embadiment
s?)%%r? %%I%%ﬁl%é@%%e%ﬁ%ﬁoﬁgnc ulgﬁéagﬁlg’rl%l%%d g}aobase 200, a PER )
popukatidiYengine 202, a security module 204, a security database 206, a
correlation magyle;2P8yasairelatiandakie %1013 datdoanalysismpaside
212, messaging facility 214, an access managemen mroduke 166 anda
FIREARRS FBER 9By Eb SairRtE 5?%“3%%0%%W$I%}t%%gnew iChiBhe or
nagseaf these subsisiempsoftheRbiResySROF25:4i02: areppiionabisttck
may merely be "nice to have" dependin tgx i '

B R SR PR A A CHEARACS g, Toc
ogifion alitersdffesbombrodiFigws | By nay lobeladtdisreyam pieieHame mhds
TRRkIR S48 Ay R aptiang dpsamasmRRmeaimAS SR IRARER
syste has access ta

to payor_claims data 220 and health related data
obosniiabprreniTiedRsHIanthbiRg fEramacstigata poH 4 AL Realth
relaied dalg 24250 aw Pacassansible @ ek HR sysie st OBy idictheystem’s
network 104 from the client sysctlems 6. The PHR d?tqbas% Oq mggot%e
strett RO TS Stdre e G AT FAARISG B R RRSSIA AR B hatients.
inghegling individweal bealti recordseRrataratiyyitheRld R dRnddtabass B0
includes}eeJ plurality of PHRs for a plurality of patients. Typically, the PHR
d&YaB55é 200 may include ten thousand to sixty million or more PERS. :
Embodiments Breucodtdopiatedirwhicmindiman oERnREE sotchaybe &

sipgl sm%gzﬁ%@ﬁﬁsﬂé@np{ﬂé@@{z@fy@@;ﬁt@g@ﬁcﬁa@@a@pﬂb ighamay bsook amr

variefy of database 5 formats or Ian(%ua es. It should be appreciated that
tHeoPHi elaeaBueE¥h FRg pergodule 204, a security database 200, a correlation

module 208, a correlation table 210, & date analysis module 212, messaging facility

214, an access management module 216, and a filtering module 218, Embodiments
are also contemplated in which one or more of these subsystems of the PHR system
102 are optional, but may merely be “nice to have” depending upon the exigencies of
a particular situation. For example, the dafa analysis module 212 may be optional m
some embodiments. By way of another exé.mple, the filtering module 218 may be
optional in some embodiments. As shown, the PHR system 102 has access to payor
claims data 220 and health refated data 222, In some embodiments, the payor claims
data 220 and the health related data 222 may be accessible to the PHR system 102 via
the network 104 from the client systems 106,

The PHR database 200 may be structured to store various data relating
to the health care of patients, including individual health records. Preferably, the PHR
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logical dataset that may physically reside on a single storage medium or
multiple storage media. In some cases, for example, the PHR database
200 may be a logical dataset that physically resides in multiple
geographic locations. In some embodiments, the PHR database 200 may
include a master 10 patient index {"MPP") field. The MPI field allows for
the assignment of an unique identifier that defires an entity, such as a
Ratidnds Deitoltiiesrn aashiaam SR sofoPhiRs donteipgiated ifitheal Fhe
20 any of the patients may have the,. e ~Sonsider,
T R e R R SR e
thisbestamapte ath evstenayde thovisiah ds-dfiPaietrband P thedsderannelof 15

2. apd é\ﬂ@ﬁ@%a@%@%@é VA 106, BRI G2 YA SN R ar: hhe

use of the MPI will differentiate the persons, the assignment of an MPI to
ApRAs HAgURETRAE BEV BTt aiehibgr B MG R RP e patidmeTPe &
W&%@@git!lmdaﬁﬁyfﬂ}@i@ngpl%id\é&fipyéiﬂgtﬁt@filg&ﬂ@e@mﬁrofhﬁﬂl}'ﬁgamde,
may be use etermine whether an ent s already been assigne
T T ST HPTE n B o D P A SE SRR PIs
rhayseiatermineivaligtreidvalionsidata slermehts dlreadysexist in the PHR
database 200 before assigning. j ' imited t 1Ds,
birthdates, goé% %?fﬁaﬁ%%lg%gtth?%EJ%%%sg%e%g?r%? f}]}ejéy %(E)ﬁg rggg‘flé &
orswtirdfO BT A el aphtiddRiciat alietn doP R aotERf 6§ atvieyue
RERiig-craatadand 2 b MRBLis;assigesd. Ba: Ihe,MBL e dheuused to

secure data, store patient specific settings, and/or act as a key when

ree samt BRIt iaCBrd HAr2 e AHTp a2 The e PRUENY RE6PEEHS a
GressHafereneasiaddentidiersmy eanybaingusethacras mifferententy million
information systems of various health organizations. For ex le
Rl T LR T I JHRCSEE o S b e <
Heabtkh P Wn@ﬁm&cﬁ@@htﬁmm&?ib@mﬁm@r@fém tbethes MiRhe
t '\QXlltXll@gr%”t{gtle&l%?& ,t a0 %Bﬁ%ﬁ{'éf%xf’f&ﬂ%’l&f WY ﬁtav mclude
another example, the allows a central patient searchthat would allow

uxbes ot thaltis A 8 SrosEe AT JBSPEng FEn biRsinerels Hoa RKaFaRte d
Qrganizatiens yiho Waheaming A H atiansd 1R-AUARSENRomeRmESan entity

organizations, for example, there may be data on fifteen_million to twent)i

HARGHC LIRS 2T ER &Y e WBIAR O BlloR SRS oSBT 1

VaRuS SoUesSitacharggiegatedinie asingienecott iy caisingta iR

i gaia colicied foma urally of SOUIESR) & FRME TS AR e
gender, address, ete. If the entity is determined to already exist, the information is
applied to an existing PHR. Otherwise, a new PHR is created and a new MPIis
assigned.

The MPI could be used to secure data, store patient specific settings,
and/or act as a key when requesting health record data, for example. The MPI could
also create a cross reference to identifiers already being used across different
information systems of various health erganizations. For_ example, hospitals, lab
systems, provider offices, pharmacy benefits managers, health plans and/or other
svstems may be cross-referenced to the MPI, thereby tying all relevant data to an
appropriate patient. By way of another example, the MPI aliows a central patient

search that would allow users to find patients across multiple, massive and discrete

health related organizations without requiring a national ID number. In some
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identified as "Ann Smith." In this example, Ms. Smith has been treated by
or visited the six listed healthcare organizations. Each of these
organizatiops has assigned their own identifier for Ms. Smith shown by
the system identifier column, while the MPI identifier remains a single
unique tracking mechanism. In some embodiments, the 10 MPI could not
only generate a unique identifier farMs. Smith, but could also cross

reieIRDER o @yaﬂﬁg,tﬁs%%?%im@pﬁﬁgagﬂﬂm% 854h@ mittion

ordanizations. In' this manner, Ms. Smith's identification could be picked

UReREn BRome hTasdMgealRuRdTE e Re LGSR SEERRRECTIRE AN s
theoragtehingOf information @HgINatpe Fam avidersangeceddiedicapiuratity
sources and from multiple payers to a single 15 comprehensive display
HEEBtient. In some embodiments, the MPI could also be used to tie
health informattigoreciaten: toxampédient aiblcthER faitiilyesperhberpabion

example, the presentation_of information regardi ' iLite
SR he e OB e
pilpvitiel seithgwdtpratie atdanizaiprovifig theif thesttbr sare2ponF pgrasigmedberr
shows:a,dingramef an.example 1e'ationaldatabass.iicheowidibe.aee

as the PER database 200 in some illustrative embodiments. li should be
AlSEPESEEEHAT AR SHEIERFESHBMTT At totpliibdas

of rexasnrle Rl that-a nuliplicid atabass stichies cREDeross
used for the PHR. database 200. 25 The PHR system 102 may include a.
ﬂ@%‘ﬁ&ﬁdﬁﬁ%@ﬁa i??ett)%?%mbﬁ%m %rgﬁ?f%’r}.'yﬁ%c 2t eeoﬁg%ﬁzéalho s'e{i‘n
Pﬁaﬁm@m@ﬁitmhédabﬁmpm katida be@g’medzgzwhay eu:@lﬂb@trdmge
emaade.vatelzelsoues. sHEbAvmaricalelaime. sRlRtmARy, claims,
orders and resuits romefa%oratory_systems, admission summaries, op
repigitati diethargd staren afisdiorseimemmdndoseamaiiel nessiafo a single
intsrfachenand S mansaliy, eptered information fraRkSUreYSBHY HRK be

assessments and direct entry. In some cases, manually entered data
S AP IREER B R PR AN RS RIS SR e SRR BT hESith
PlansHOvidpraticetm hospilais tte. By.popylatngdee: R Rsifromily could
variety of sources, the PERs would not be Jimited to the data available.

R TR OB S5 EerB At MO THE PAOIA Bo P b =
vamigtyvﬁximmhsalﬁmmwhich the PHR may be' populated, according to
one embodimanl, along i xamaisdalormation Mgl manbegieanse.

from each source: SOURCE METHOD OF COLLECTION 1. Patients
Awbivbeotddqurestidrsdhe S BRdlatabase 200 in some illustrative embodiments. 1t

should be appreciated that the database structure shown in Figure 4 is for purposes of
example only, but that a muoltiplicity of database structures could be used for the PHR
database 200.

The PHR system 102 may include é PHR population engine 202 to
poputate and/or update the PHRs in the PHR database 200, The PHR population
engine 2(}2 may collect data from a wide variety of sources, such as medical claims,
pharmacy claims, orders and results from laboratory systems, admission summaries,
op report and discharge summaries from custom and standard hospital inferfaces, and
mannally entered information from surveys, health risk assessments and direct entry.
In some cases, manually entered data may be inputied by the patients themselves or
representative from health plans, provider offices, hospitals, etc. By populating the
PHRs from a variety of sources, the PHRs would not be limited to the data available



surveys. Regular entries pertaining to management of their conditions,
such as home blood glucose levels, airway test results, etc., to track the
progress of the disease condition. Patients may also directly enter
information, such as over the counter drugs, immunizations and
allergies, into their PHR directly by connecting to the PHR system. [ 2.
Health Plans Directly collecting thelglkaims data from the claim processing
systems on a periodic (e.g., daily basis) or real{ time basis. Deriving the
dArermgnsth WEBF%@%WBH@%%}“MFBF%%& BF Ay SSPHE L AtePares
diregtivinte RE RSB Y-RemOnRs Assacktetimidheheatbdens, Ssuchwas
case and disease managers, 3. Pharmacy Benefits Manager ("PBM")
E@@%?&Wﬁ?%%ﬁ%‘@g&&g%%t ﬁ?éd%%ﬁhr%fgff}r?g to prescriptions. 4.
Labs From the lab systems using Universal interfaces (e.q. HL7) or
custoBURERICEinterfaces. 1 5. Imaging Cent@rd BEimGReCidgitg Center |
SystemBaiising Universal (HL7) or customizet einterfacesdafreastanding
Outpatient Facilities From the EMR of the feiifity- BSigigaURiviet 4T 0g t©
custbmized interfaces. 7. Hospitals Infor"ﬁ%%ﬁﬁ‘?ﬁgféﬁ%@‘?% %"“Sf such
respective EMR's of the hospital using Urﬁ%@f’é%ﬁi Ra%& gsi Ly ag
y r%‘rﬁt%ﬁeo&t@msé mited

i i .. tegt res
tl-ci)l_tﬁeor customized interfaces. 8. Physmmﬁtéé C%S%S@ e

may also directly enter information,
| such as over the counter drugs,
immunizations and allergies, mto
their PHR directly by connecting to |
the PHR system. |
| 2. Health Plans Directly collecting the claims data |
from the claim processing systems on i
i
1
i
!

| a periodic (e.g., daily basis) or real

| time basis. Deriving the data to
obtain clinical information. This
mformation may also be entered
directly into PHRSs by persons
associated with the health plans, such
as case and disease managers.

. Pharmacy Benefits Manager (“PBM”) | Eiectronic tape or direct access to
obtain data relating to prescriptions,
4. Labs From the lab systems using Universal
interfaces {e.g. HL7) or customized
interfaces.

5. Imaging Centers From the Imaging Center Systems
using Universal (HL7) or customized
mnierfaces.

6. Freestanding Qutpatient Facilities From the EMR of the facility using
Universal or customized interfaces.

. Hospitals ‘ Information imported from the
respective EMRs of the hospital
using Universal Interfaces (such as
HL7) or customized interfaces.

8. Physicians a. From the claims submitied o the
payers

b. direct online notes or input to the
PHR

|
!
|
|
|
j
I

(%]

|

Embodiments are conternplated in which the PHR population engine
202 may “puli”'data from various sources. In some embodiments, for example, a

“flag” or other notification could be sent to the PHR population engine 202 that health
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payers b. direct online notes or input to the PNSR Embodiments are
contemplated in which the PHR population engine 202 may "pull" data
from various sources. In some embodiments, for example, a "flag" or
other notification could be sent to the PHR population engine 202 that
health -15- related data is ready to be updated. It should also be
appreciated that various health relfbted organizations could "push" data to

0 he clie
e R RERACE TP R A5 AU SR SR R
dmmmmm@wéﬁmwmm@ the ﬁﬂ@p@@@t@t@m@@%e by2
6%9 fiodicallyre gseééﬁsdﬁf@rﬁgyﬂwg%@% SRHCESFO ANPGRS PHR

opulation engine 202 may download payofr claims data (or other

h@éﬁﬂ?%’ﬁé@l thp TR damiy Oaﬁnrﬁéﬁéﬁ%@%m%ﬁjl{%?%@m&%%r
heﬁgaﬁﬁgy@f%?%eﬁ@lﬂ@%ﬁé@eggﬁm@Hﬁ?&fﬁf@@&h@g@&m@ﬂm@m&sd
are contemplated in which the population engine
T G B B A RS 0 B A LT B e
Thgdﬂﬂamo&ga‘fdm ﬁﬂﬁﬁﬂ@ebﬂﬁﬁﬁﬂ$€(ﬂhﬂ)m&qmmahtﬁhh@mlwﬁ ona
ns that the PHR populatio 202W uld
fﬁf dz‘i’%a%% é)gibe m})ﬁ%‘ihli 8%3 8Et'; GOedbg & CONLELT ?&9@%&&% ﬂexe

new in orma ore e Information wou

n@éﬂégomaimm&@pn@yld@mm@mm@m dAsider etiatheatitalasd

referred to-q. spacialistbasgd oA yisit it RIShSERIMADY (Rt 8 ean
physician. In this example, the 15 PE 1Eg%%ﬂpulatlon engine 202 would be

COPERTEREEPYS. ISR IPASATR s PRRFBhPRPHaUPH ARG 22 7 ost s

istHpdatrcwithdotormationdkomysha-vist vatbrihae ﬁ{fBﬂﬂfaﬁﬁﬁﬁﬁd&Kt}/E&ﬁﬁded
prior to the visit with_the specialist, whether the a 1%)omtment wit

SR SR BT Ay ST TS A ¢
physiciain: birednext daj, eitveekiaterireicy 204 @lgmmezxerﬁbdﬁmemmlm ée

PER syslem 102 mey nplyde simesaagla. el 214 0 ismesuin e

on enyin Ing messag at a e recelved irrom
vahmlstlsmj e mhh%&im@»y@tm@ IdermtsunieEabeyithevith the

messagingdaciiy. a4 manalee o8 %ﬁi@a’i@ %gm%mm%&o;pgu%m

systems 106 that can p@grammlca ly request an electronic copy of the

P itk A SBRAiT RIS SReESEShteTpiated 3 WhIEH S RIg R RRIfCY cAeT BRgTSian,
foppartians Rfihe LERmay be denied based on permissions associated

with the PER. &8 donciRRo Ragns il SEPSRR 15 220U M cegine
facility 214 to interact with the PHR population engine 202 in handling messages that
are received from various sources, such as chient systems 106. In some cases, the
messaging facility 214 may aisc generate response messages for client systemns 106
that can programmically request an eiectronic copy of the PHR. Embodiments are
contemplated in which programmical requests for portions of the PHR may be denied
based on permissions associated with the PHR, as described below with respect to the
security module 204,

Preferably, the messaging facility 214 is configured to handle
messages in a variety of different formats, both standardized formats, and custom
formais. The message formats described herein are provided merely for purposes of
example; however, it should be appreciated that the messaging facility 214 is not
Hirnited to the formats specifically described herem. By way of example, the

messaging facility 214 may be capable of handling messages m HL7v2.4 and
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Preferably, the messaging facility 214 is configured to handle messages
in a variety of different formats, both standardized formats, and custom 30
formats. The message formats described herein are provided merely for
purposes of example; however, it should he appreciated that the
messaging facility 214 is not limited to the formats specifically described
herein. By way of example, the mggsaging facility 214 maybe capable of
handlin% messages in HL7v2.4 and -16- BL7v2.5 formats. These message

fEFRTAs TTERTHES s (ST TIBTSORT ErR pe ARHUEA SR o (SRS 1asith mdated
h@g@iﬁ@mﬁﬁﬁ&m &&ﬁéi@ﬁﬁ%}lﬁ%@oﬁw&@a@a@?ﬁﬁ@ﬁ%&mi@i@% )

or r,raloyrstsan apr ts. W, of anqther.example, t
TRUCTORR TR R ST B R BT to P K7V YRR S Ampl. the
Emdsmbime fitsi lane2d 6 meyriptated snppaictotiE Mestaging facility 214

includ t ANSI-X12 837. is Im; i fi

Amoricon Moo o il IS I SAde Y MALRAE e s e
Inecirsee euPRTA ISR M 8t TEbHiTeaese Fomans desiond eyifhedtyerican
regiirac standard for.Rassing NealibsLare Glaims SataPaE 8B ability and

organizations. This message format includes a wealth of 10 clinical
infFRTRNLITR AGting Hragnbaid 4 RIEFBLE S S RSB Viidsae iRy
dedas clseatrmenbdatesnangamanioothanss thesaessagng-factiy 2ddamays
alz}o ,in(ilu e sugg)ort fcir CPDP 5.1 format, T(Pis steg.%ndard fo&eeassin dat
preSERpHBR B TheticAtion IHBIMALON Betiween entities was d&fied by =
theNatondi@eudcildgr #hescription Drug Programs 15 organization, and

has been adopied R,k 58 PHamAGRAIRA.sla0ARIs, Willestbiss

message could be sourced from many locations, it would most likely be
détveredl b pradRdrTRRey BEREHE AN 58 DEPBNIY. THERENMET B!
WiHIR A HEalbriRE AN RIANaO OSSR A% R ADH ARSI u iRy

example. In some embodiments, the messaging facility 214 may receive

2@%@8@&@@%@%@8& GraRiEH hgéﬁg o & webEBAGRah shpdard. While
embadimerisothe bowssagitgfaeaikity 2d4aoay, inelude ancertifiebtiondelivered

chanism to ensure.that.the or ization.is eliqiple to,submit and
R R B NSt T TH8 T e b Al Koot
participatindrentitpreaiee dssuddidRubic K dyr lefeagtreicture  ("PKI")

certificate that wil allow yerficationstbal anly;autheRiic messages ave

passed. 25 to the PHR system 102. The messages may be sent on a

rEBRBAIESIS GRS SR BRgRINZRTISRS STy alfy TRk RER dHgents, the

laherateriegfutymay he:seotRe 2 ReRHERARIR RO Sksure that the

O S S R S T LS A Bt PEIR system 102,
For example, each participating entity may be issued a Public Key Infrastructure
(“PKI”} certificaic that will aliow verification that onty authentic messages are passed
to the PHR system 102, The messages may be sent on a real-time basis from some
organizations, typically hogpitals and laboratories, but may be sent on a penodic basis
from other orgamzations, such as heaith insurance plans and PBMs.

In some embodiments, the PHR popuiation engine 202 may have
acoess 1o payor claims data 220. The term “pavor claims data” 1s intended to be
broadly interpreted to include any patient related data associated with the payment of
health related services. Typically, payor claims data 220 may be available from {or
sent 10) health insurance pians and/or governmental bodies or other entities that pay

for health related services. For example, the payor claims data 220 may include, but
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In some embodiments, the PHR population engine 202 may have access
to payor claims data 220. The term "payor claims data" is intended to be
30 broadly interpreted to include any patient related data associated with
the payment of health related services. Typically, payor claims data 220
may be available from (or sent to) health insurance plans and/or
governmental bodies or other entitiés that pay for health related services.

For example, the payor claims data 220 inclu L-17- are.not
it gtiier ettt i OT e ol
Procedlusal Tennrokydy CRIPRYdeaddstidiatibmag Drdg CHEINDIRY) treating

SpsRdrealng.Rivaidans. MRSIENLdpies, mAN Ensisd oo, ok

atd formats. A witle var ormation magbe obtained through

Gfaaton fHat
cauld-he colleciad foraRER JHom ke RayoE Hlaitas fatarial isprovdech:

below: General Information. Age, Sex. 10 Outpatient Encounter History
\FAERIRH EHGT HSfORP s graphy in women: retinal examinations for
diabetics; colonraseopyriefachits, PSA tests for males; etc. Visits to
primary care doctor. Dates, duration, frequency, main 15 diagnosis at
each visit, metif¢ztion prescribed following each visit, tests ordered with
each visit, chafiges of medication as a result of each visit, changes in the

frequency of @ﬁ%&é@g&&&é@ﬁ&g@g diagnoses following visits.
S

Referrals or orders for lab tests and imaging tests with the diagnosis
justifying the t¥éesIB98dEEIERt visit history to specialists, further tests and

20 admissiongighaspitalsy Referels Ardaisiialenspesiatisiaabiagnoses

by specialists, lab tests and imaging tests ordered by specialists and
dFR SR LR e tﬁ@éﬂ?&ﬂ%%; ptescribed by specialists, with
diagnoses. Duvatienebrinaeicatiof2a Mt edssaiescirdittary, main
specialists, Oré?[h ‘sigians.for the s%{r:n%egi oses. M%dic

r

; i nio .
t catiqn br InEE ehcn s Mt ordered with
SHEAHOA Sférts Iéséhréﬁrsa:geﬁt.wgcﬁca jon-clinical =
each visit, changes of medication as a result of each visit, changes in the frequency of

vigits to the PCP, changing diagnoses following visits.

Referrals or orders for lab tests and imaging tests with the diagnosts
justifying the tests. Subsequent visit history to specialists, forther tests and
admissions to hospitals,

Referrals and visits to specialists. Diagnoses by specialists, lab tests
and imaging tests ordered by specialists and diagnoses justifying tests.

Medications prescribed by specialists, with diagnoses. Duration of
medication.

Multiple same-condition specialists, or physicians for the same
diagnoses.

| Medicetion to medication alerts generated. Medication-clinical
condition adverse reaction alerts generated. '

Psychotherapy/Psychiatric Therapy — dates, name of carsgiver,
diagnoses, medication.

Hospital Ouipatient Encounter History

Tests done at the out patient facility - dates, tests and diagnoses. Any

repeats?
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condition adverse reaction alerts generated. Psychotherapy/Psychiatric
Therapy - dates, name of caregiver, 30 diagnoses, medication. Hospital
Outpatient Encounter History Tests done at the out patient facility - dates,
tests and diagnoses. Any repeats? -Is- Out-patient surgery - date of
surgery, type of surgery, diagnoses for surgery, name of surgeon, name of
anesthesiologist, complications. Haspitalizations following out-patient
surgeries. Physical therapy - dates, duration referring physician and
diagnosis. 5 Cutirstistt Biistpatiént dfsgrashabiiitatd fungsarnfargnoger &
tigalng phYSIGIaNSHiagnasest anddellansun visite, Medication associated
or linkéd with these therapies. Urgent Caré/ER Visits - dates, duration,
names of phyStoERieRaRRS HROYERRE RELER TSI ESHRF diagnoses. 10

Adm/issions tOPm@?&iﬁ{ﬁﬁp@hyﬁmgﬁgﬁﬁwﬁlﬁef%gig @ﬁ}fmmﬂw@c?iagmis.
care/ER visits. Medications prescri and procedures ,erfofrm . .
onbTaneoa B LA HORAI & S LA IROEY P TRes curiiergpine
splaysiofdiné; giagaoses ftieatmmenisianddedt byok Miocides pitdinked with

A%[\%Séjgﬁg 15 Name of hospital. Date of admission. Date of discharge.
Admitting diagnosis and discharge diagnosis. List of complications.

L.0.S. Problerdsgist. Gae Fafstfinteicscbndbipspasigh sibphbigipians, names of

sproidists.anr. diagnasesfythem. Time spent by each physician on

every visit. The diagnoses or conditions for which they were seeing the
patient. 20 TeA T EFPRERLHTBIIRE REYEEAPSPEEATT AR, TR gReg
tegte/ARMviGBe Megiaiiii pradaies i tiagneses-anenames of referring
physicians and, reporting,physicians. Treatment days in regular units. :
Treatment day‘él%edﬁl)lr? e%%%%‘é@e%@gg? %Foéjﬁ?téﬁéz%g%&h“ﬁ@%gé)%rnﬁg%@l ledma
Eph; dlinphysicabtberapymat: 2admmebrtibElvisits, and infusion therapy.

Medication follﬁwgg&gﬁgggg&s Ongoing complications, if any.

Name of hospital. Date of admission. Date of discharge. Admitiing
diagnosis and discharge diagnosis. List of complications. L.O.S.

Problems hist. The names/times seen by Spe_;ialists, their specialists
and diagnoses by them. Time spent by each physician on e%rery visit. The diagnoses
or conditions for which they were seeing the patient.

Tests — lab tests, blopsies, surgical specimen exam, Imaging tests and
other tests with the dates and diagnoses and names of referring physicians and
reporting physicians.

Treatment days in regular units. Treatment days in intensive care.

Post Hospitalization Management: ECF, NEH, physical therapy, at-
home nurse visits, and infusion therapy.

Medication following discharge.

Ongoing complications, if any,

Readmission and readmission diagnoses and dates, dates of admission
and discharge, treating physicians and their specialists and the time they spent with
the patients in the hospital.

1t should be appreciated that the above lst is provided for purposes of
example only, but that additional information may be gbtained from the payor claims
data 220,
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Readmission and readmission diagnoses and dates, dates of admission
and discharge, treating physicians and their specialists and the time they
spent with 30 the patients in the hospital. It should be appreciated that the
above list is provided for purposes of example only, but that additional
information may be obtained from the payer claims data 220. -19- It might
at first appear implausible that trak%actional information, such as payor
claims data 2 0 would rowde mea ful medical or cI|n| information
for inclusion i %ﬁlﬁ ﬁ 888%"%‘1 qc?i‘l%%ianzﬁs‘ gatausf’ﬁB crea’ffs a chn:el” &t o
vistpalonoidicaizectiv. Mwmm wmmhngfpmmb@@nypmmsn
Raddiients.s atieundenooipbicigmation piaced Bl sikaares
dldpagnostlc codes. Payor claims data 220 |sé%mneral y more

mmmm@mﬁ@%wﬁ%mﬁwéﬁédm il tenientddHen to

Jiffesenkasoveias ﬂ%ﬁ%&@;&%@@é&ﬁ@eﬂbﬁ@ leakonia medisatreerids

kept by |nd|V|duaI roviders since a health (or gther ) will
GeHeraiRy %éé?é@&a‘ﬁw@ﬁ%yéﬁ?ﬂi ﬁ%@?@ﬁﬂ@%?gtﬁiﬂﬁaﬂ?%éﬁ%%%@%

feerackQrpdividuakdd sifgthe @Aaﬁmm@mdmonemm@fmlmmual
providers to asemble PHR woul atbest fflcult

e e R R LT A PEAU PO b o)
@pexaﬁﬂyqnmﬂdmmwﬁoseaacﬂesssmghwt@@n@tédm@éwﬂeior@@son

ARUNSLANANAIE DUSInG. DR ARACCiAlS: daBainhakiadga is

re atlvely precise and orderly when compared to other data 15 sources in

theseekitis BER Wondts) DrHebsapercramlifieripod mepidikaidguli m 2

stusiaebighdsuseldlinimethadinalivoraanizing snd Repulaiing dhess
data, and prIOI‘ItIZIn% the manner in which extracted data is displ

ed. In
SqREEOPo IO FROTAIAE ot AT LT

a‘H%ﬁﬁt?ﬁPfﬁlé‘?foGF

cigators/keapeatssafthesdataivdo @m@ma}ﬁ cﬁh&ﬂwvbérpampmlainmmm
220 to ad m{grarpgtlon atc)ioutt th 0 ad ati nt \a/vould
nothead the ¢8braration Lol‘cfxfh fa era e paf?r claims

(mmoﬁﬁ@ lriormadizé i m@mdlmwwmmm@mmm@ séparae
RIRGEES:. % L 2 SHERRTACE AR IS NB.00RNEC TMiRFRCRSS AvallaRle @p-rgam
assignee of the present application. This process is described in

F’«‘é@@ﬁ% daspRed i ararsed. coordirisaiemntag creystaferrrs of the data.

kﬁ@t@l@ #se of f@&%ﬁ@i&é@@fﬂ@@d&%@ﬁ@ﬁ aBOO3IRNDspital

clalmlngt e benefit of PCT International Application

RETIT04 S BTRHIHPOF SEBEET Pt ORGSO BT
apphcatyons aradieriy expressylreorperated intadhisapplioationcby this a

standard format by a separate process. One such process is the cornect™ process
available from the assignee of the present application. This process is described in
U.S. Patent Application Sertal No. 10/381,158 entitled “System for Communication
of Health Care Data” filed on March 21, 2003 and claiming the benefit of PCT
International Application No. PCT/US01/42618 filed on October 11, 2001, Both U.S.
and PCT applications are hereby expressly incorporated into this application by this
reference thereto. Although specific to the payor from whom the payor claims data 18
obtained, the payor claims data 220 may be more readily utilized by the remainder of
the PHR system 102 than “raw” data available from various health related
organizations.

In the embodiment shown, the PHR population engine 202 has access
to other health related data 222, which could bs used to supplemcﬁt and/or enhance
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reference thereto. Although specific to the payor from whom the payor
claims data is obtained, the payor claims data 220 may be more readily
utilized by the remainder of 30 the PHR system 102 than "raw" data
available from various health related organizations. In the embodiment
shown, the PHR population engine 202 has access to other health related
data 222, which could be used to-3pplement and/or enhance -20- the
payor claims data 220. For example, the health related data 222 may be

CBmERYaE I (HERts GO ARk ShReAER B RAAG arottar i eaiied

therhealtbhiclateg sdaigodA2 ea)Binalude clivaat datmobialrdddtbmelated
various entities, such.as hospitals,. labs, imaging centers, or putpatient
e TR S ot R, o R B o LA B
abitaj reskfrpmeplysiclansranidrosplysicianwffidesddsombemisuinsnds,
for.example,individua | ' ires at the
e e

being develogedomaetdirsimg s Bn Fraswitivavanibiasy mistaion

colgsied ferahhiR-asingaussionneies:A0. e paral iniesm afionoRaser
Weight. Change in Weight. Height. 15 Blood Pressure. History of

diapetest Adttnds BRBREHESRCAAER P BIRE I THhDINSFE HiST e~

Asgifientioautamedile;mOarcyEie; bieytlewrckwork- related. History of
potentially da eroiﬁggprgi%%nzo Family history of overweight, high blood

. erd, 1 . N
pressure, diabe %s, eart oﬁsease, cancer. Lifestyle factors: smoking,

alcohol, drugsiexercise and sports. Visits to various countries where a
disease couldpg, gantracted. Any other history information that can be
obtained by changing the 25 questions and adding further questions.
Outpatient Histbaprey s ige&BN history.

Height.

Blood Pressure,

History of diabetes, asthma, stroke, heart attack and other conditions.

History of Accident: automobile, motoreycie, bicycle and work-
related.

History of potentiaily dangerous hobbies.

Family history of overweight, high blood pressure, diabetes, heart
disease, cancer.

Lifestyle factors: smoking, alcohol, drugs, exercise and sports.

Visits to various counfries where a disease could be contracted.

Any other history information that can be obtamed by changing the
questions and adding further questions.

Outpatient History

Vaccmation history.

Mammography in women; retinal examinations for diabetics
colonoscopy for adults; PSA tests for males; etc.

Medications prescribed by specialists, with diagnoses. Duration of
medication. |

It should be appreciated that the above list is provided for purposes of

example only, but that additional information may be obtained from patient
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Mammography in women; retinal examinations for diabetics colonoscopy
for adults; PSA tests for males; etc. 30 Medications prescribed by
specialists, with diagnoses. Duration of medication. It should be
appreciated that the above list is provided for purposes of example only,
but that additional information may be obtained from patient -21-
questionnaires. In some embodidiénts, the health related data 222 may
include clinical data from hospitals, labs, imaging centers, outpatient
supgjergpeBeiters, and/or similar entities. In some cases, the clinical data

may be extragigg-usinghadiangandSouxal 18 far exanmlendhiménioseiatio
is generally available in electronic form in Health Level Seven g}m sngﬂar

AP0 8 9 AR e A PR eSSt TR T R B L S B it Taces

designeth fencompatibilitylnithl this: toay at. dttractsuniog- ps@ﬁndam@nm
anlzat eadquartered in An Michi [ .
R P oo L ALt AR B SRRt o A evel

Srgan|ZEtich (Do a)a@@@ﬁ@rafﬁ@emlnh@{ﬁweéﬁlﬁ@a&h dagasqpfdnicriaces

izafion develons spasificatiansthal enable.disparaieligakhcare
applications to exchan%ﬁaj{(ey sets of clinical and administrative dat§15 ?}01

SRR RISt tHa LM M PSS I3 08 /b GRS T 20

fﬁ%ﬁ%@&ﬁlﬁﬂé (@Ams;zr )‘mmmm sﬁmwmgwa@m@mgmimoﬁ ERmEaT
information %f ecte mtheh alighdrgl ted dat ns%m
(PSSR B Cﬁ’ﬁed 37’53“ xarﬁlna ion.> Baflen Ischarge
suabiaatypsetcoteihiaher emiitsitonaeckrihgrirekhpspitaistagi¢somé of the

g?} bile %#?'rtj may,be, ﬁ%lﬁé%%%%%{ &9 H%Qa%%e@ﬂ@éﬁ%{rﬁ%ﬁ%&@ the

aging test results. 20 Pat O?{%}: reports, including reports of

m@tmm@twrfﬁm@@mﬂ APV AR BRTETARGT AN

which,isponsidered relevant foncaniingingnsarsi shauidibe appreciated
that the above list is provided for purposes of 25 example only, but that

additional climERFHTFBHARERSPIES U SRRSO VEHBIE entities. The
manner in whighsueh Glsiealdateimaton may be accessed will

Selected lab results done during the hospital stay (some of the test
results may be irrelevant for continuing care and may just add to the clutter).

Imaging test resuits.

Pathology reports, including reperts of biopsies,

Medications administered to the patient.

Any other information which is considered relevant for continuing
care.

Tt should be appreciated that the above list is provided for purposes of
example onty, but that additional clinical information may be obtained from various
entifies.

The manner in which such clinical information may be accessed will
depend on the state of record keeping in each individual entity. In hospitals having
relatively modern electronic medical record systems that use the HL7 format, for
example, it should be relatively easy to gather the desired clinical information from
the electronic medical record (“EMR”) of each patient for each encounter. In
hospitals without comprehensive EMR systems, or in those using different daia

formats, the information gathering may still take place, albeit through individualiy
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depend on the state of record keeping in each individual entity. In
hospitals having relatively modern electronic medical record systems that
use the HL7 format, for 30 example, it should be relatively easy to gather
the desired clinical information from the electronic medical record
("EMR") of each patient for each encounter. In hospitals without
comprehensive EMR systems, or-fethose using different data fonnats,
the information gathering may still take place, albeit through individually

-prfiefdintsatiges TR eBS RN FIRE AR e ey s ssiisrcRr SBrimes &P
data-ype s prIRXAT RigetatmRathalogy EeRess @y hiagingdasts msults

could be accessed by, building interfaces_specific to the sa%ste ) setd tot
rRHIH TS RSP AR B AT TS PO iTRRRE RS vARUGHE 187
suehservees, andwsdadiidual feerddr saayctsserdemiadiyitiospitaldonvilhy
allow an interface.to be used across.a number of provider. imi :
e T L A5, AR Re @ IR G B B b W providers

Réteilantoimfonmetiod hmagoaksd pétlaotusdmpsmiouihcphiaimatyieysipmryant
*HaB-Adbpse, IRNRRR DY hasals ALl Baties. Admissianbistory
and physical examination and discharge summaries may also he .
Wémlfmwﬁt&@ww@%a@aéwmw%é}&?«;@&aﬂon
Wil [abspaging-reniensy Quipatient SusaeRccenieissaiticatberentitiegs
Many, if not most, of theseF entities.have modem eéectronic !?/séeggsé, nd
WHRRH S RAY PR AR acAHG tHe GaRERAG DT Felsvant ™ 2
informatities ASdigciisse chatipyBihoweversdtiver techniqiesroou dybems,
used to the information. if. Not i I lated
B e e o
pHizsicisad affiveshortenes, atbahodsandesshpliybicias tarsainiche sdeamaon if
systemsin existence, with more variety and less standardization in record
keeping than is the case with the other sources discussed above. One
approach to obtiRMEIARAHhEYR FronBRYESEA SIS TEAEER GRS E HIHET™
infarmationsinetaQsavailabie Jsomxpay ok ehaitasndats pivesiennairg:tata
and clinical data, and.then® foc#

] sing on thainin? tha% infor .attilon.. g
THMCEHy, SR TR PSS AR R A &1 FbER R iRe G BR =
cauasitts; tairikytof cesultilofisariietestscdodivdmssphybivian Officegroach to
Ex les of.such. tests include EKG' iac ] S
o e R R Rl o TREAE SRS A tion s not
ulrasiebisd s maes dhiasdanysickinsificesao pedsdosipldapprbh dirto
fagjlitate.and.incentivizs: nbysisians to.pioyidedhiniafarmastianiorassist in
building a patient's ﬁHR IS to ask or require providers to supply the

inFRFRERIGH r@%wﬁ%ﬁﬁnﬁ]@%sdggw g results of soms tests done in

physician offices. Examples of such tests include EKG’s, cardiac stress tests,
echocardiogram tests, EEG s, EMG’s, nerve conduction studies, and ultrasound tests
done in physician offices. One possible approach to facilitate and incentivize
physicians to provide this information to assist in building a patient’s PHR 1s to ask or
require providers to supply the information to a PHR portal. In some cases, for
example, the supply of such information could be a condition for payment in
connection with the subject tests.

In some embodiments, the PHR population engine 202 may interact
with the correlation moduie 208 to correlate health related data 222 and/or payor
claims data 220 with a health care concept in an arrangement of health care concepts.

Preferably, the correlation module 208 encodes the health related data 222 and/or
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example, the supply of such information could be a condition for payment

in connection with the subject tests. 30 In some embodiments, the PER
population engine 202 may interact with the correlation module 208 to
correlate health related data 222 and/or payor claims data 220 with
a.health care concept in an arrangement of health care concepts.
Preferably, the correlation module-208 encodes the health related data

222 and/or 23 payor claims data 220 into SNOMED ("Systematic

Neanoe nilatis rdxaf e iiciFRPMedR § SihesioMED s deraf héeithirelated
g based audne-SNOMED e 1, hE SIS OSN RRISBLSes ray

.In"some em (fim_ents, other health entries in the PHR relating to
the iBMONMED dbeivationis BERsIbersrmbeiPmR, FosahsrpissiiRe s the

f%@%&ﬁtiﬂ&@%@%f@ﬁﬁ%ﬁ@c&ﬁd RiosRstienRdSHeH etk By disiieks of the
SNOMED codes in the PER, differing types of entries, such.as

B3] SO ARRRRHESTR AR aTRISE e R OTRREOB ISt kB S e Sh
peefile anddabpirestftsrcoulg-be tiedritegathiesfoiheiterditisiommakings,

data apalysis, application of permissions and anced health tragking.
SIS TR AT OB Coate o Ao D e
(tCARIS SNONMED@inicakTansi¢tSNaMED@Toaipa of permissions and

scien 'figgug- %I' clinical health care terminology and infrastructure.
& Al & : i
Health data can be captured, shared and aggregated in a consistent

manner by theSBIOMIE 5 € FivésiondiBin/Calirgster ineissy CHRdRgFs
cpRiains, ovel a9 ed:hiererchicatis sepeifind el carends cooanisated,
each with unique meanings and lo ic-basednd%&j%gggg. Addigonallx%(%rt}aese
hehmiFal A b rrte prEHAR R B S FASH e ip Biodht r&IEBiie %ind
censisieng\s et data retlievalstmsomeernhadiRENsEhe(tdirelatiopgy. The
module 208 ma associated wi rrelation table 2: '

i ot R S b e
caracoisepth sithmsiaShanmEbaddezd FguieBpovid dsiditeadinlese
with. . PHR et identifi . ) e tiGitc
R S e e
SanAatas disviabsErape FEbPHERSE TR PTREH I HeR B o a% be

pracsduie: @i medigation dields 1o, which the, aMNOMER rogdes geakived and/or
from ICD codes, CPT. codes and NDC codes, r speﬁgg%é%a kc)le
S{ERERL TH7HHE 55 R TSRO e BASB GThEd wcno

code of 250.00zEhe ‘Corselatiommaaduide2athcobitRcdrre lateetitisii@D:ed as

cofle i t&g”d@%ﬁéﬁxe‘{&”&e%% R RoPWAON ANANEI2AZMAY the MPT
inc {hie SN code associate Wltfi the ;

associated with Ann Smith, as discussed above. The example PHR meludes
diagnosis, procedure, and medication fields in which the SNOMED codes derived
from ICD codes, CPT codes and NDC codes, respectively, may be stored. In the
example shown, the payor claims data 220 1s the ICDY code 0£250.00. The
correlation module 208 could correlate this ICD9 code into the diabetes concept. The
PHR population engine 202 may include the SNOMED code associated with the
diabetes concept into the diagnosis field of the PHR for Ann Smith. Other health
eniries in the PHR reiating to diabetes could be associated with this entry in the PHR,
regardiess of the format or mechanism from which the information is derived,
whether from an ICD code, a CPT code, a NDC number or manually entered date.
Physicians, patients and others could then categorize information related to specific

health concepts using the SNOMED codes, including visits, iliness/conditions,
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~ diabetes concept into the diagnosis field of the PHR for Ann Smith. Other

health entries in the PHR relating to diabetes could be associated with
this entry in the PER, 30 regardless of the format or mechanism from
which the information is derived, whether from an ICD code, a CPT code,
a NDC number or manually entered data. Physicians, patients and others
could then categorize informationaglated to specific health concepts
using the SNOMED codes, including visits, illness/conditions, -24-
procebiuraSTImENAAEao ReRaRRATMIDSSOR BERsr ARSI A Uit
oLothes.related dates fbgmseal tha M Rifinkd coulfuttherenhenee 1he
PHR system 102. Since the MPI identifiqéﬁgéﬁatignt and the %@%Q#LED
o RN BT R I BT PR By 1o 03 P, KR
andcpresap rUiversealainmPiiRthah¢ areSehedorganiedstot 8, that can
viewed, and managed by, all interested. parties, in I jans.
e e T Rl T R
Thesaciéess management module may provide an interface to the PHR

system 102 fof; glisnk WSl fol Qbn (e enance.andion stigplameniothige 216.

access provided by the 10 messaging facility 214. In some embodimentsf
fBheRerPI| B e HEEBEE I El ALBHRENE I AU IMEDRE i dh o bWy em 102 Jor

websbasedRarial 10 antess RHBsipiaRiiRdatabase2(d rysome
embodiments, for example, a g{ggent ma%)r?ccess hif/ht r PHggsvi%ntgle ;
VB BESEFASUIRIALH tRSTE SRORHEP e SLTEATS tha PEETS MERETTST:
15tk Moushalipuwifepatiehidal supplemaentkiSTHEs RHRe Wt adtitioral

%f mation, such as over the counter medications, allergies,

immunizations, etc. The patient could also view his/her PHR using the
access management pdthdfen2l6, Boexsmpiple peisTharerce I By H R

Sv{gg%%%feb'%%’é&%%aﬁ%y lis. a0l eibaliniermatien ip hisier HER-viathe

ased portion (or other connection). In some circumstances, tﬁhe 20,

tiFisgronishika AeeBatens BeamTRes B R tHe PER AP He R SR o™

FQl.1exammplen aRhvgiciandmanatania, patientitatiiew dhe T resistscould
until the physician_has reviewed the lab results. A%%?rcﬁpﬁgl)ﬁ in some .o

eAS0aF SRS TR SEUE HHAGEHERE FBatie ™ 8 ot

()

may be coﬁﬁéng?red to
detaemineshather hegrossndreRER daveddentvelcasedtifoip atidr
aceRes heL Ihe Access NANAgFmeChnodR 210 SR MANEAGLAN e
the paﬂen?‘fo view anyunreleased" entries, but only allow access to
"retemged préicotdscirssonrsamisodlifden S tRE R seusrReRERIS e RET

mé?&iﬁ&é %%Hﬁ%im may not want 2 patient to view the lab results until the physician
has reviewed the lab results, Accordingly, in some embodiments, the access
management module 216 may be configured to determine whether records in the PHR
have Beaﬁ “rejeased” for patient access. Ifnet, the access management module 216
would not allow the patient to view any “unreleased” entries, but only allow access 10
“released” records. |

In some embodiments, the access management moduie 216 may

interact with a security module 204 that resiricts access to PHRs in the PHR database
200. For example, some providers may niot be granted access to portions of the
paiient’s PHR that may be considered sensitive, Whenever a user accesses a patient’s
PHR, the security module 204 may evaluate whether permission has been granted to
that user so that onty the information contained in the PHR to which that user has

been granted permission will be displayed. The use of the security module 204 n thos
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interact with a security module 204 that restricts access to PHRs in the
PEER database 200. For example, some providers may not be granted
access to portions of the 30 patient's PHR that maybe considered
sensitive. Whenever a user accesses a patient's PER. the security
module 204 may evaluate whether permission has been granted to that
user so that only the information etftained in the PHR to which that user
has been granted permission will be displayed. The use of the security

GHLAE BION - hiS D50 FRIAPISIERIeRTE Y effeniedicatoietBry iframble.
arsessda hisiheeRNRaForaiorepiessihe patiepionayspagdbntiiedafautting

permissions for various types of entities, including his/her spouse, family
DR EarE T T AR NG RS e R R e

teronidasalttheasenpfavidérids mtended toierblabalpconrstiyettetbied to

include any persons,who provide;healthcare as part of their Job., .+...
B R AR e =
particatabiduivddigatsetpanbomap epasissite mayule Hrimes Tivevismof

RRIMISSIANS AYAIe S aR Al VRRLEOPEFERSOf RRUSAISMhICh ey AleW -

higher level of 'usage, as well as better care resulting from more patients

SR At reai SRRE RPIBRF 1FEH RERIfREare BrOVIAEE Faciie PERngdTom
I sRpgiembadimenisinostons afitheiRHRs aheRrpieded by thePHR.
security moduje 204 ba e%,on the types of%‘u%gl information that &
atient may cO S TR AR 8P S RIoRe e R M RIekr e ke
thevatérsigneit ipiRyeitiamndtonayeyfal i oadt tofheiyaritus a patient may
illness/canditian li ile restrictir Sgd ' AT
e e R R e e
obthey PER sedase sotbiain ereertianvr(opéltondidleradlserisipiastprecss to
SeqLity sedule 04 may.considelthakagaaids: B?&E@&gﬁcﬁ profeetedrr

data class. For_example, information in a PER related to reproductive
HeRfOmerig RERIF Yo ge Aechestay Pasonislrebsmai edhe Artiedy
disqnse | QOah@ﬁb@?abM%ﬁtkﬁiﬂég:}@bﬂﬁf,PH@@_,Wﬁ?@@ﬁ%@ﬁﬂ%, ause
or neglect, sexual assa r other sensitive alth issues
Ol BT ORAB P RS AR BT R ORI TR
whiclhiatpredefivediist, of:sefisitiveshettthdssaes,coultldenonsider etluse,

p t a L Of rse, i ' itional
e
chesbbdssves e nsboeinehrroRecbipsaians! Fayerdans ¥ata and/or
h@cﬁiﬂéﬂﬁﬂﬁ%ﬁ@ﬁ%@%&ﬁ@g&ﬁéﬁ%@%@ Breeglesvaadascibed derein. fanbecd

used to categorize the PHR into protected classes for restricting access
tAHHECEA AR BleEseamBlec WAt I SNETAED 2RDHe g oA’ R Hped dRiagdasses
agsoestedwihtne iy proteetethela8s s protected data classes. In some

embodiments, the correlation of payor claims data and/or health related data into
SNOMED codes, as described herein, may be used to categorize the PHR into
protected classss for restricting access to the PEHR. For example, sach SNOMED
code related io HIV could be associated with the HIV protected class.

Embodiments are aiso contemplated i which the security module 204
may restrict access based on functional areas of a PHR. By way of example, function
areas of a PHR may include summary, health risk assessment, health calendar,
medical history, medication profile, visit summary, health event reoozé,- illness and -
conditions, my plan for health, account summary, benefits and eligibility, change

PCP, claims, member information, referrals 2nd authorizations, permissions.
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Embodiments are also contemplated in which the security module 204
may restrict access based on functional areas of a PER. By way of
example, function 30 areas of a PHR may include summary, health risk
assessment, health calendar, medical history, medication profile, visit
summary, health event record, illness and conditions, my plan for health,
account summary, benefits and efigibility, change PCP, claims, member
information, referrals and authorizations, permissions. -26- The securit

module 204 ni&y SARHTE Batin et BRIl @A iRy sab BRLes thal may
ReRtesiadidlata eiassRSenNaMadiufatioom areas @hiNsibePIIE REmbodiments

Embodiments are gontemplated in which a patient may revake consent,
DR A 2 PR P LS AP P T e
eﬁabﬁdjmmszvalmaﬁi@ihmﬁy%sms@ﬁaméeé%n&ntgwpcotmdedaia
RERER, L binelnalarean.ll shaithe Anpreriaied tiskiete could

be a varie easons 10r a pat[ent to restrict access_ to prote(;ted data.
cipmseizian diot here dovidl e aeriFG oS easiple far pageett HasFHEE AaPRRSS to

clinician: specialists to seednfarmationnotigiatechiathalnspacialynarmay
not want a spouse (or other family member) to view medication

iRFBH A RSSO RITB PRI RIS S L Tty SRsthiR: SHIPRERPT Want @

REDUEE AN IFOTMBSSAgRbEMCE s Inaditettictemhaieduls atiespied. In
sor?f cases, tt.ge Sprotetcted gqta%glfasses and oranfun%ti%le%lsargz1 a‘t:hastfsqgl\é‘e
R PR e A R ot B S Ry S R e W Bt S rVent an enaty
betnirtestreted-frampredlizing tiratasese teiptiondsdniplacksitasgdause of a

PRHEAL ﬁ‘ﬁ?%é@é% '@A@@%E&%&%&é%@&é@g cﬁl&%ﬁﬁﬁﬁwﬁﬂéﬂ ClasReeven:

from V\!éIC t 'spouse was restricted may not'be’visible to the spouse;
RO GRNETesHOEs & 970t HBE Kpfd W il rsssigtivAch AceaBensg the

RER-Was/ibvnlace/ Fonred shewsak exampiedricsasce alallowsaich the
patient to restrict access to portions of his/her PER. IH'@S example, the

PR HaS SRS IRE L L5 LS THHS S BRSSP EIfEng Sy it PreRrg gV ould
"RactasWAlibe ttesdihs shavdcthengatie fiffas 20meNaleed Doctor Allbetter's

access to all otect cgh%atsa classes, gx%ggt iggmﬁﬁi%\ Telated to Pgﬁﬁ‘@l
health. In additigh, the pééfle?ﬁl% RESTeVoked Dr. Aflbetters 4ccess to a
fanctionaparéas: dhseine Biibotitentsaueiaultcpoess highisitotal Midlaccess

orea % . ] i i on .fin e s
;%%St@? S Eﬂgﬁf@gs% é%%ﬁéﬁéﬁﬁé% #payenmadefing defaplt A6CEsSen: ha

or eac members. Embodiments are contemplated in
WhisH A & oAl e dess HEPs eoUiaIE CBESE GV ot FREIBFRTBHE
agfalationshin genderiageiand lecalioneiihe-patientn nuils faanagd w
r%%%)g%%ga{ea\égglmgf access rights based on the patient could be
In some embodiments, defanlt access rights to a PHR mayv be
established. For example, a payor may define default access rights for each of its
members. Em:bodiments are contemplated in which the default access rights couid be
based on various factors, such as relationship, gender, age and location of the patient.
In this manner, a reasonable level of access rights based on the patient could be
established, even before the patient customizes the access rights as discussed above,
Embodiments are contemplated in which the security module 204 may
include role-based security. In such embodiments, the users may be assigned a role to
iefine the portions of the PHRs to which the user has access. This eliminates the
need to establish security access levels separately for each user. For example, each

Tole may include a security profile defined by the organization that the data that would
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established, even before the patient customizes the access rights as
discussed above. Embodiments are contemplated in which the security
module 204 may 30 include role-based security. In such embodiments,
the users may be assigned a role to define the portions of the PHRs to
which the user has access. This eliminates the need to establish security
access levels separately for eachd¥ser. For example, each role may
include a security proflle defined by the organization. th tthe dat
oaoer. TR LR P 61 HOMGPEABATS REBIFFA] Caise
RAY Be: ﬂ{@f@@tmq)tm theinksleothtas the-health flanodeifisi el fortheba geptected
while the hos otected by a role that the hospital has
RN PHE'E a@o@‘q %Q e security module 204 may permit a 5
restriction to te owerrddedinadrtéin sicoutnstadets? Fomaxasiple 2this

mayallowa,p h¥§fﬁ@cﬂ:ﬁqnv&%¥(aﬁ1rﬁ§éﬂﬁﬁglg&r tiQ 0 Qb 3ITHR {9 may aliow a

emergency care. By al 0W|ng some restrictions to be overridden |n certain

OEPISEINCE BT th SRR PP ALY FE0h Cor AR AHARE HSsSiBIE e %or

e;&lﬁﬂ@%&%&%%&ﬂ&ﬁ%m&m@g@ﬁc@ the smgoeﬁ theracy
patient. 10 As shown in Figure 7, for exam Ie ﬁ%@ resente i
uc

GRRCAE T FPSRRARANG TS (GRS HAG R oS Lo
perienteftherhiitar. which access is sought, but that the restrlctlon may

be overridden. In th|s exam % 7thf% word " ere"sjé]rm ‘%‘Qg{é‘é’dﬁeﬁ w1th a

hyperlink that aﬁows‘%e o overnde the restrlctloyn It'should

apmmmmm@ﬁmmmmh@m%m@m@@mmméﬂmw
nymarous.di g&mﬁé,ﬁ)ﬁﬁﬂgﬂﬁg%gﬁ%%ﬁéj%%%@%tQ@HﬁWeﬁ-ample

restriction tof{)e overridden. In some embodiments, the user may

réepivet (GEFOiEa YEXSShifGt hw%ﬁ%%%éﬁ% HSESP 8%&?91?3?&}3%5
showripthe Mﬁt@wspgmmﬁtméwmp&ﬂms@rm@m aflowed

to select from a list of possihle reasons éor 20, over ridin brg%tsrlgt Oy ow 2
AR i Ry TS S SR B TR A S8R, lﬁfoﬁac\?vslt erin orma]tlon
regarding: theovesritiRiemay be stored by the security module 204, as
described hergin with [o8p 09, 9L 108 PR irAS SHRUARK MAGE for

204 may create an A audit tr%ﬁ%%gﬁdq INg access to a’ patient’s PER. For
eramplinthessiit may inckatanizh ehspeTmn isioni s s BaP 2B

WAG G [anted Permission, e fesQied Hag oranting.efdhe: Resspission and

at permissions were granted. In some embodiments, the sec r|t

rOEAEIRE APFASTAEHAE. NEHEVEr S B St BESeY a BAtIERF TP R
exaBpigotie f0it fardin el dR Mhed) may be stored by the security modu}e 204,

as described herein with respect to auditing of the PHR.

The security module 204 may create an audit trail regarding access 10 a
patient’s PHR. For example, the audit may include when permission was granted,
who was granted permission, who recorded the granting of the permission and what
permissions were granted. In some embodiments, the security module 204 may andit
whenever a user accesses a patient’s PHR. For example, the audit may include when
a patient’s PHR is accessed, who accessed a patient’s PHR and what portions of the
PHR were accessed. In some embodiments, the audit and permission data may be
stored in the security database 206 and/or in the PHR database and/or other storage
location.

Figure ¢ shows an exarmple audit report based on mnformation gathered

by the security module 204. In this exampie repazt, the user “Doctor Allbetter” has



16

20

b2
L

30

a patient's PHR is accessed, who accessed a patient's PHR and what
portions of the PHR were accessed. In some embodiments, the audit and
permission data may be 30 stored in the security database 206 and/or in
the PEER database and/or other storage location. Figure 9 shows an
example audit report based on information gathered by the security
module 204. In this example repo#t-the user "Doctor Allbetter" has -28-

accessed t HR of tient called “Ann.Smith" on 0ceGasi
LR TR IRRER SoAS ATENE? SR BoR A SN B PRl
fapoot AdfestthectatecdidutiBmeiithaPiie, Eid Rodia senetasdedthedate and time

o E@e?lggg in.the RHR;topwhich Ractar Allbetier; had, aLeass iheenanple

reportincludes a "permission type” column and a column 5 with the
hadgsnchsr tecEeBinly IREOP ERIUGFHHiS ROEISHI THeSTi Cl iR B0 egplumn

Albstier acorssedtheRHR. befshehad consen, leanaessdhabpREtion of
the PHR. In each of the other three occasions, Dogtor Ailbettggtgg%régge]n
nda

hESERRSSTSTRY BB Lo 5T AR GRAT S TERBH AL PR &
Rrotest ek datar ¢lass (shelik /D SRR Qlliestep artabdmbrgentyscare. 1 @dpess
some embodiments, the PHR system. 10 ingl a sj
I 12 T SAA v s Eie S5 o o e OB e
patternsrergetatioaships in data contained in the PHR database 200 for a
single patient ;.o aerass autinle Ratenis. &erexamplaythe data aalysis
module 212 could perform popuiation studies across many healthcare .
apelvEs sdvias Eond Rt BaEIsBP 4 ColrfaaH! if Pt @red to identity
%Aﬂeﬁf@ﬁ@ Eiﬁ]ﬁi@?sﬂiﬁ}g lilFx)E‘ ggammhmp H’ﬂé@g& prgcadngf;?eamﬂ) imeditatiopstient
ue to the plurality of | sinthe. tabas , analysi
RAOTCBUARA I8 Salbr R o B OB PSS g o
dais.pfaty sisdiaodites Rﬂz_ihxzfnadﬂtmvid@m, eu@c&mwﬁh&fwm oFor
CRTR, IHaaa 20aNER Rty %%%%&a?%éﬁ%%ﬁi&ﬂ%%@gm&%ﬁ

1
were MOosSt successtul In contro etes. By way of

ancifvetiexariple itHeedatekinan dERacathe DIR cotibessoiipare s analysis

ﬁm%‘%l&%%ﬁkﬁgﬁ&’y%@ B Madical Tealnank Ry Yauahanote@uAmaias

r
the data analysis'module 212 could analyze surveys in the PHR database .

200HEE A RGN RIS R ARSS BB STFHERRSIHr RS, SRR e b SHHTBARS
inWhighh SNQME B enepdinenisitaath asdeserhred@bsharaissheitdata

analysis madule 212 could use SNOMED codes as a mechanism ta i
T SIS ARG b HETTR) LTSN S PR . P Siad B cowa

S of fonships. example, the use

- ofopMi=Recotesfinthe PitRwdatedasé 200usds 1iowtcormegother example,

n{:]t?eagz"i{geargaﬁ%%s 91(13(9 2812 could analyze surveys in the PHR database 200
regarding the effectiveness of treatments, drugs, etc.

In emmbodiments in which SNOMED encoding 1s used, as described
herein, the data analysis module 212 could use SNOMED codes as a mechanism to tie
events together, to identify patterns or relationships. For example, the use of
SNOMED codes in the PHR database 200 aids in outcomes measurements because
healtheare events, such as conditions, procedures, medications, and survey
information, could be tied to related SNOMED codes. By way of example, survey
results covering the effectiveness of chiropractic care for back pain couid be
measured, as well as the sffectiveness of weilness programs. The use of an MP]

could also aid in data analysis. For example, the use of an MPI ensures that all

~ episodes of care, as well as each clinical event from the various data sources, are
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healthcare events, such as conditions, procedures, medications, and
survey information, could be tied to related SNOMED codes. By way of
example, survey 30 results covering the effectiveness of chiropractic care -
for back pain could be measured, as well as the effectiveness of wellness
programs. The use of an MPI could also aid in data analysis. For
example, the use of an MPI ensifds that all episodes of care, as well as
each clinical event.fr. €] ake, -

T S M S e e
Inedthherrs fofovtieiSer fopasiqratisie, BaliSifia gaetiy Gt brommRaesdo
&Q&R&%ﬁ%ﬁ&&é@ﬁé&%@é&ﬁ%ﬁﬁﬁh asMastipertingnbis deatalility &fferent
compare data from different events that may have cor’?e %rllgr;? toln‘ferfentS
asHE daa e B AR A SRR O & in JGIE TR ol GEéFhine

hew.any patigrtsdhahe adaking vrpasicutaseditationpanéular medication
subsequently treated for a particular condition, for exam

GRS O A T CRaels DL aneed Yot
paiiesits thatavealhyad agivier? 5Urgicd pravedure eahbeencgivdimpbave
ollow-up lahoratery proce in R System
g e T R ey
maybe configlireeits @hbgiiasredas iarysiere HeSomdr-braaa irtss

 Miewed by; a-Hsek Rynresoddtion stismeantihattheo fiteringnaeiie 248

may filter the patient data to provide either a higher level view or, a lower
(BOCPAH BT S IR B Fle Uor SuF W IS DA
tQu@meptisacentliionaffithe filtasingmmanule 218 /ie wtconigighedtyel view or
provide a higher 15 Jevel view. the optic condition. may be. i

b TGRSR RR e 405 B AR thred 10
tonpretidderaiidurer Tttbhe|filleunghedptc I6ondit onnigy shiepEryibed Hehs:
"staphylococcal ' lon,~ | | t8.the diltesingrnodule
S o the. ENCOMIED Piorarchy

thafjimmampsatticierraalmaris Vi BYFEHE EE e pe 0Pt
example: if ihe dilleringdnedite 2 wesecsonfigurectitar the lowest level
view, the user may view a descriptjon ss.o%iateﬁ \{vi%gea8§0é\g D red to
code. If the filtBriSgFRRAS BB 556 16T 2 Righer fever view,
thevese/upay iewnardescoption ssociated adithidimors ienerdied bete
related to the SNQIED code stored in. th tient' if
TR OB Ie 215 T 1ot B o et o o e e
SHEM ER:t oitvepheelsted 1 ey SHSMEDTateditae P ta O ey

disease, e user Yiews ghemere, igene alizedisNOMED, caneephser
oFescribeoPas "%sfso"r er of the urinary system."
may view a description associated with a nlore generalized code related to the
SNOMED code stored in the patient’s PHR. For exampie, if the filtering module 218
were configured for a high level view, and the SNOMED concept related to the
ISNOMED code in the PHR were “kidney disease,” the user may view the more
generalized SNOMED concept described as “disorder of the urinary systern.”

In some embodiments, the filtering module 218 may be configured to
filter patient dafa based on the type of user accessing the information. For example,
the filtering module 218 may filter patient data unrelated to the specialty of the
phys;acian accessing the PHR database 200. In such an embodiment, physicians may

be associated with a specialty code, such as an X12 code, based on the specialty of the

physician. A cross-reference table (or other lookup function) may be provided to
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In some embodiments, the filtering module 218 may be configured to filter
patient data based on the type of user accessing the information. For
example, 30 the filtering module 218 may filter patient data unrelated to
the specialty of the physician accessing the PHR database 200. In such
an embodiment, physicians may be associated with a specialty code,
such as an X12 code, based on ti specialty of the physician. A

ross-reference ta er lookup function) may, be provided to -30-
b R R e GRS et e
mm@mmtmes@in@tﬁesmmamhmhﬁ@m@lﬁne?bﬂ_w@fpm@@ihwith
wi pgﬁgng%%ﬁ?aqg%%%méﬁy&%&%@ﬁga@a{@d&weug@terﬁgﬁfa}ed

with ata relevant to his/her specialty. Of course, the physician
TPREANStr QECEESHItba NG YHEHD B12 BB VB A SeRATBIEHp AHE AP iz
thatinay fetpeassesiaing withhistersneaaiiyisBmbesiments are
contemplated in which various sFynon%ﬁm .méa%\éﬁxe associated with ea%h
medical conceBPRITHEPER SeBreaR fffséfl PERH BV PHIR ™Y b°
slatabase w0 snariaditd e syreenynise ISy n Goy mans e setipliiisifahone
re entries in the P that describe the same medical copcept, such
B R B e e S S e T he Wi ring
mmz@mm&bw tk@@cxébmhcrwmm mdéibvéwsgﬂédwm W@ﬁ%
HRgeaccessingsthe RRER FmRadimentsire: coniempiaied 8 which geriain

descriptions may use medical terminology while another descriptions may
BEOTTHEH & feFhetitg e Kimiine 04 st et st te By his AebP prepagre
Viewhapi 8etnn amibieartAdtaskeripihiles ahealib eara provigeicibsaceeissing
the same entry may view "myocardial inf%gtion." This allows gatients to

RO h BB ERGBG EOMSUREIFri& Ff teris WHBPSaS REATHT cefrg™me
provid @BRIueh dswphysicians &dmused; "cahiviewsdblatledmedieal
terms. Figure 10 is a diagram showing acts that may erformed.by.the
R e e S e
ssve e GHBeusiogrovigedriitndhyioreiairer ehatbeRlD caregonveders, such as

mbediments,ihe PAYRLRIFIms.Haia. iR couichbe comprehensively coded
using the SNOMED codes. Using the payor claims data 220, the PHR

system 102 ria§-fetErihirEaf5a a¥HeATHARHTRY A PR ShBY the
diagrnsis:e0de assesiategwiiindRarticuia R aimi Q0 ExampiRedheriteD 9
el Ceslecion ol pesses S Sovetry Cote Matic.
Edllennhdthisstepht¢he RhRod&Gtemlib2 iy vathevedhe SNOMERpade
%Pa?&%iﬁﬁﬁjz‘ﬁ’é?} @ %}%{?%‘Bﬁ 15046 T B QRGLAHYN, I8 fORLE SENRS Y and
process bloc 06. .

PHR, the diagnosis code associated with a particular claim. For example, the ICD 9
{(“International Classification of Diseases, 9th Revision™) code may be determined.
This operation is represented by process block 1004. Foliowing this step, the PHR
sysiem 102 may retrieve the SNOMED code associated with the diagnosis code. This
operation is represented by process block 1006.

Next, as iHustrated by process biock 1008, a health issue record
associated with the SNOMED code may be retrieved. The PHR system 102 may then
determine, in decision operation 1010, whether the subject information is already
described in an existing user record. If so, the PHR system 102 updates the data, as
shown in operation 1012. Ifnot, the PHR system 102 adds this information to the
user’s PHR, as illustrated by process block 1014, If not, the PHR system 102
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Next, as illustrated by process block 1008, a health issue record
associated with the SNOMED code may be retrieved, The PER system
102 may then 30 determine, in decision operation 1010, whether the
subject information is already described in an existing user record. If so,
the PER system 102 updates the zata, as shown in operation 1012. If
not, the PHR system 102 adds tfits information to the user's PHR, as

%&g&%ﬂﬁ%@%@&@@%é&@% #R4edfinek tbad HRsystem 102 -31-

pulates the user's record with the identified health issue. In addition to
handling diaghadritisdedaadinsdiaeys codes st BHRD S8R Mgy T
ajsedeterminederacade s cedes, eueh ask RIECr@ntlPeashdiak]

Terminology") codes, f h unique claim present in th laj
BERD90%8 (SO IR ) A RTATE by bR Ss S AIRER A0 6

they BEiR syate 01 A0 2 milystetrié ve thecSNRIME DISdhaBsttnteehwifl? they
subject pr oded (e.q., CPT. e). ollowi S st beal
B e mente 6 S e Flepaadie e a oot
retiwevEd)iawiiitmstd hsrbbass Bloetc1D 280TREPHMIR BpHEr$E02 may

thenale Tning,dy %@ﬂgoegpmﬁgﬁé%ygﬁ%@a@am ysen hasdhig0

health action as an existing entry. If so, the PHR system 102 updates the.

ERAFATIN. (SRS BIGEICTDDE: T8 ABTISAB PISIRUSY ST 16Be iy Soger bas this
IfEmalien 19 ihe-user SciiyR1as | mstrRdsbyt processaloekilO2ba in

some embodiments, the stem 102 m e copfigured to .populate
SRR R A A MR P e a0 1R 5
Fmagﬁssﬂbimkbmﬁ&ﬁepm@émﬁh‘he opergtipn of determining th'e N‘DC
("National Dr%%&?é*%%@&u%@g{saﬁg ciiptign pumber for. medications

identified in the payor claims data. After this information is idenfified, the

PeiRlapstERTR O uinteteninas) THasddriomaperdt Ghe 1030, HHBhéd e -

weerlag this medical éh%&ﬂé%?%ﬂ%ﬂﬂb@ée@éhxﬁﬁiﬁg%@@& asspciaie g

with this provider. If yes, refill information is updated, as 20 indicated by
BRRSK 53 SHITAERR SUFHET TR A BIGRE &St 5o e eagHizes
His:infesmatignas beingnensintormenm ame REdssiisterthe masieation, in
profile in the PHR of the subject user, as.indicated by processor .block
AR ) PSS! e RS e MToS WAy b Sorhicrad 1
paptiatenndisonpiiate dRhiRusiityhedls etdtd ddatapg ﬁomﬁ@mqfi, as
SRIe 4y RREL, SR IR0 AL AN AHANLOBER AR RAYEY RIBiScs

ata ocess block 1038 represents the operation of determining the
|dscrdernmtidrorrbeinl GoNdRomARE! Mshtirditeaapmiopgonyotile m the
Ipuptratertiyhrocess, RoekildA e RERS ystem 102

In some embodiments, the PHR system 102 may be configured to

populate and/or update a PHR using health-related data 222 from an entity (e.g., payor
or laboratory organization) other than payor claims data 220. Process block 1038
represents the operation of determining the lab order and/or result code from the
health related data 222, As illustrated by process bloék 1040, the PR svstem 102
may retrieve the SNOMED code(s) associated with the code(s). Following this step, a
health action record associated with the subject SNOMED code(s) may be retrieved,
as illustrated by process biock 1042, The PHR system 102 may then determine, m
decision operation 1022, whether the user has this health action as an existing entry.

If so, the PHR system 102 updates the data in process block 1024, not, the PHR
system 102 adds this information to the user’s PHR, as illusirated by process biock
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may retrieve the SNOMBD code(s) associated with the code(s). Following
this step, a health action record associated with the subject SNOMED
code(s) may be retrieved, 30 as illustrated by process block 1042. The
PHR system 102 may then determine, in decision operation 1022,
whether the user has this health agction as an existing entry. If so, the
PHR system 102 updates the data’in process block 1024. If not, the PER

sem QB%%%%%OH%&MQD HRatiendadhesksenis REBasT It ateda

process -32- 1026. In some embodiments, the data from which the
(SROMED etie (¥ dended s gode BoBBHemIPT TesHEcHD ClesHy ifred
oiderandlortaskll eodaeipGlinRRiRrad tdatih may:bei Capl#gthfekion of
auditing purpases, as this e\vyﬁgj@%ﬁﬁvide in ,exalﬁna [e] % the inforr%a iop
o RO SN e AL h SO e ARHCTRBRI AT oo
infearmdatio e bieidhas AENIMER codél codldibelderveitkfdem:tiveidata
feceved from dne PHR system, 102, £or Sxam Pé%é@%%%%“? Peeldd&fe ,
SeTVICS, Service dates, Servicin provider, requéesting provided, cou also
teviteniyerhhidem, tivguosijieg wiaitded.datddbaisidreisaitied dtate thd asredaived
fromdhe RidR:sysian 402 -Erocessbipsl bedd Jepresents an operation

whereby the user can enter 10 information into his or her PER. This

information i$resrErRISRK & A ERGREHR 2THIBAERCCTHTALGERY SRR gy omter

ﬁ@ﬂ’&ﬂﬁh&ﬂ%@ﬁ@&iefuﬁg bgﬂtmﬁgﬁfﬁﬁmg@ﬁ iDfdehaa yRaRner fg 40
capture and classify the appropriate SNOMED cade, such as the
RS R BT o A B, AL R RS 8 sty o e o
mpplieaiion. dzpliowing dhednthy afthisrinfo BhEdMEDyctkie, aser athbePHR
system,102 inserts a corresponding_15 health issue or action,into -
e L B R P A B TG AR e
rovitierofohisthdpemity) nshersar thefBHRatisienthaPHR 6frcseiastay

Y58 ?s.%zlié‘g}%?éﬁ’&’g%é’EH&%%-"Q'PB!&%&%&P&%&W 4 HOMnis @l3046.

preferably entered via an interface like the connectTM software.

Following entrri#arhsaih&ast Hetdidon SE s Gty thevpidider's
RERnas.2QHikisieateatt By proeess eperalitntakQ. dyallevdagriziy ©fallThis
health issues or act(iion%gfy the PHR syste 10%ﬁ a%giscussﬁqg(a ve, the
B e S AR RS B St S BRE tratke s in the PR database
2000ng such dataliasarisoprotiided msgoait pftthccoonset M ABptieation
referenced above. An lication-specific identifier may be assigned to
é%%gﬁeem%gfgﬁ%ﬁpﬁ%e%éﬁ%TM software. Process block 1052

illustrates thefslbreisingof drihbedss ifeericdt ByienyheisdrBr by K2,
ong: of thesindividuglssigrwhema RER ds.staredand MaiptRigdn the PHR

database 200. One such data base is provided as part of the connect™ application
referenced above, An application-specific identifier may be assigned to each member
by the conneci™ software.

Process block 1052 illustrates the processing of an access request by a
member or user (1.e., one of the individuals for whom a PHR is stored and mamtained
by the PHR system). A properly logged on and identified user can access the
information stored in a PHR stored in PHR database 200. As discussed herein, the
PHR system 102 may verify permission of the user as to the requested portion of the
PHR, as indicated by process block 1054 and the security database 206, The subject
information can be displayed in a variety of formats and using a varicty of display

technologies, as illustrated by block 1056.



by the PHR system). A properly logged on and identified user can access
the information stored in a PHR stored in PHR database 200. As
discussed herein, the 30 PHR system 102 may verify permission of the
user as to the requested portion of the PER, as indicated by process
block 1054 and the security database 206. The subject information can
be displayed in a variety of formafs and using a variety of display

technologies. g5 YHal1ALH R IACk 6533 AMRLGRL I RSERNce 1o

disclosure has with reference to particular means,
prateriisaRtse Mot MsantscioprimebrEgBinBedesaNid ACSHENRIIEE in
theRE6an.casi 3scaaRthe. s eatiahsharaciedaligs:fing ivwaiéannd

and various changes and modifications may be made to adapt the

VaiBUsERESR AR SRR SEISRS TS WRAKHE R BEFRh G St IR SRt And
$60Re:ok e NVeBtiONr3dn CtAINS: i methogdor generatitigna
personal/individual health record, said method comprising a personal
health record system server performing the steps: (a) enrolling a patient
in a health plan of a payor, wherein the patient undergoes encounters with
a plurality of health care providers regarding a health related issue of the
patient, wherein the health care providers request payment for at least a
portion of the cost for the encounters from the payor, wherein the health
care providers submit health related information of the patient to the
payor to support the cost of encounters with the patient; (b) initially
establishing a communication link between a personal health record
("PHR) system and the payor, wherein there is no communication
between the PHR system and the health care providers and between the
PHR system and the patient; (c) receiving payor claims data by the
personal health record system server regarding the patient from the payor
via the communication link; (d) analyzing at the PHR system server said
payor claims data to determine which portion of said payor claims data is
encounter data comprising at least one of a diagnosis, a treatment, a
medication, a procedure of said patient, a history of office visits with one
or more of the health care providers, and duration of office visits; (e)
translating at the PHR system server said encounter data into at



least one universal health care concept code; (f) creating at the PHR
system server a personal/individual health record of the patient by storing
one or more entries into the personal/individual health record based on
the encounter data and associating thg universal health care concept
code with each entry; (g) organizing at the PHR system server the
personal/individual health record by grouping together entries in the
é?%%?/lndlwdual health record as related based on the universal health
care concept code associated with the entries; (h) subsequent to steps
(@), (b), (c), (d)AGﬁétrﬁs@d&fbeﬁaﬁamww@napmwmm%rﬁﬂiﬁkd?@,twn
the gﬁraorgal health r%(%orrqaf,x %[;\nre é?:cri cithe atlent wh 5%'19:15 steps:
personalf AdRVIdUAAHELTH Pecord is viewab sald a lent Via the +
communicatiofflifik-o4ing gipaimsddyaentitd @?é}:%f ?a‘)aXB‘) "(E?"?tﬂ’)”\%ﬁ’aélﬁﬂ
(Oursiepiptenentngidhewiressonaliindividsial drealthoreosdagithing a health
healtdslatrd.calaedar dind-daehatieni-tam &aﬁd@rsm&af%ﬁﬁ@dm at

care Erowders -35- further comprisin establlshln? Egces

LB ARSHIEY Lo SRS U5 o bR SR i VIR Ga e ek 7
adjusifiegsaiehidmay r@g@és@armﬁ!g@@ét\@ﬁgfi@&éwég wﬂﬁ@ﬁémﬁéme
herkhoresesdsysiqn iemarict patient via the Internet, wherein said

access list Catf‘?‘%j%{%a% QL RSIRY Eaéémmyﬁ%ﬁhn‘ﬁﬂtugé%%%ﬁda B &

restricted set of ‘data elements and an accessible set of data elements

bAEHh GRFerb (IR sIHR ARA LR RAKIN HEPTRb HIE S L8 eI St AR ries
inbttegaT fen@hiih disigoedintiakiheetio rdravhevieirs o plervesal the &t

regaidrssieiMeGanies access to the user requesting an entry in the
personal/indivi(gxal health recorg if th sted entr the r strlgted
aim ata‘%ﬂ ﬁ

3yOL arsonal eal’t record sys
set of entries deWehel‘%lp persona aﬁ recor sys em a O\¥VS

acEEey fegtﬁé're%mer@a@ééﬁﬁ@ Hi¢ eAYRY A hE pRIPSHHUSAHRMIRIGAl health
record if the requesigdignitytis RHkeyateessiide sed piyentiadss dad further

C%@Hﬁmmw&mhw%$%9e§aé%§@g§@r§m%keﬁaa%meﬁé}#& at

record based on a osmve i entlflcatlon o&a user as

pr5oRiereM @ PrRIbSFRY® aheam:?? O TRAR L AV ga%c%oda? St in
th@qi@nsgfrréfﬁﬁdwmwmwwr reesref thahsalih %@r%@d@@%@?‘?ﬁw@” of
meghedieii£laim 1, wherein said access list is modified responsive to said

fhat'ent selecting o, iRy SHHE SRR SHlish ALRAPSIIE RSP AIGAS Ma

least one universal health care concept cods;

(f) creating at the PHR system server a personalfindividual health
record of the patient by storing one or more eniries into the personal/individual health
record based on the encounter data and associating the universal health care
concept code with each entry,

(@) organizing at the PHR system server the personal/individual health
record by grouping together entries in the personalfindividual health record as related
based on ihe universal health care concept code associated with the entries;

{h} subsequent t¢ steps (a), (b), (c), {d), (&), and (f}, establishing a
communication link between the personal health record system and the patient,
whearein said personalfindividual health record is viewabie by said patient via the
communication link; and

{i) subsequent to steps (a), (b), (c), (d), (&), and (0, supplementing the
personalfindividual health record with health-related data regarding the patient from

one or more of the health care providers;
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further comprising establishing an access list for a user capable of
accessing said personal/individual health record and adjusting said access list based
on selections received by the personal health record system from said patient via the
Internet, wherein said access list categorizes said personalfindividual health record
into a resiricted set of data elements and an accessible set of data elements based
on the universal health care concept code associated with entries in the
personal/individual health record, wherein the personal health record system denies
access fo the user requesting an enfry in the personalfindividual health record if the
requested entry is in the restricted set of entries, and wherein said personal health
record system allows access fo the user requesting an entry in the
personalfindividual heaith record if the requested entry is in the accessible set of
entries; and

further comprising providing limited access to said personalfindividual
heaith record based on a positive identification of a user as a health care provider
and preparing an audit record indicative of each data element in the
personalfindividual health record that said user accesses.

2. The method of claim 1, wherein said access lst is modified responsive fo

said patient selecting from a predetermined list of possible restricied areas via the

internet.



