| SPECI FI CATI ON SYSTEM FOR PREVENTI NG UNAUTHORI ZED
USE OF DI G TAL CONTENT TECHNI CAL FI ELD The present
invention relates to a systemfor preventing
unaut hori zed play of digital content which can prevent
unaut hori zed use of digital content
distributed/delivered to a user via a recording
medi um such as a CD or a DVD, the Internet |ine and a
t el ephone |ine. BACKGROUNDTARETASNsuch prior art
exanpl e, the followi ng systemis proposed. Basically,
- the system has: a distributing recordi ng nedi um such
as a CD-ROM on which encrypted digital content are
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use of the digital content of a user; and a digital
content playing device which is a device used for
pl aying the digital content by the user who has
rrobt@aicned rtrilve,rdi stri buting recordi ng medi um and can be
connected via the Internet line to the managenent
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BACKGROUND ART

BAs suchpriorart example, the followingsystemisproposed.
Basically, the systemhas: adistributing recording medium such
as a CD-ROM on which encrypted digital content are recorded;
management means for managing a charge for use of the digital
content of a user; and a digital content playing device which
is a device used for playing the digital content by the user
who has obtained the distributing recording medium and can be
connected via the Internet line to the management means, wherein

when a request to play the digital content under authentication

ir

and charging conditions is inputted by the user to the digital
content playing device, the digital content playing device

transmits the reguest via tThe Internet line to the management

means, the management means checks authentication and charging
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and the digital content playing device uses the
decryption key data to decrypt and play the digital
content on the distributing recording nmedium (for
exanpl e, see Patent Docunent 1). "Patent Docunent 1:
Japanese Patent Application Laid-COpen No.
2002- 33417/ 2" 1In the above prior art exanple,
however, when the digital content on the distributing
ofrekordiay avedittan aretbaceedessy pted rassiite dgicgivicaiion key
content playing device, the digital content can be
dahetvientlye glrdpedebut it o tdasill yitapicedteTharbaysngdevice,
essential disadvantage that secondary unauthori zed
andsieh€ annatt die copteuenp ey 1 g tdroighe addist ilon dfcmyption key
function of automatically deleting the digital
dacamentcwhen ahdppedeterardned tperdad: dras cel @psed sfordputing
the play request can at |east prevent the secondary
reuBaut Ramedn User &hensl 4 s sanathamdbsadmantage. t Matatent
collection of a charge for the secondary use cannot
DobemeXpect edaplhbs el pafehrarppesichite onprahbemsbaced .
only when distributing the digital content via the
bShHRI i,ng recording nediumto the user, and is
ZOgFiEg43ﬁgn delivering the digital content via the
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lost .in unaut hari zed manner.. I n ' i_n
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digital . content i evented from bhei ng. pr ted., 2
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background and. an obhj ect of_.the present. invention is .
betrtptbgagyd%layed hut also easgly cop%ed. Ehere is an essential

disadvantage that secondary unauthorized use cannot be
prevented.

Although additionof a function of automatically deleting
the digital content when a predetermined periodhas elapsed from
the play request can at least prevent the secondary unauthorized
use, there is another disadvantage that collection of a charge
for the secondary use cannot be expected. This isnot aspecific
problem faced only when distributing the digital content via
the distributing recording medium to the user, and is alike when
delivering thedigital content via the Internet line to the user.
The advantage to be originally obtained by such as a content
holder is lost in an unauthorized manner. In this point, under
the current circumstances, the distribution of the digital

content is prevented from being promoted.
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a system for preventing unauthorized use of digital
content which can prevent unauthorized use of digital
content and can reliably collect a charge for
secondary use. DI SCLOSURE OF THE | NVENTI ON To sol ve
t he above problens, a first systemfor preventing
unaut hori zed use of digital content according to the
present invention has: a distributing recordin
medi GhewAk eRenE AnveeEdPdi h@sn@@'ﬁamﬂ@%e\/\ﬁﬁéﬁfatgénﬁ@ﬁffe
file having header information and a data body is
barégorded amnd dracksepartt thetivees dlebdeyvamifiommati toh previde
prevent unaut horized play and unauthorized copy of
a tvhe cdiaf @r bodypnranggerenthareares] whe off disyiteansontent which
managi ng use of the content file on the distributing
cahaoosehmguradiusy iaad 1cancErdinsifter]l thetpneparedapardliably
of the header information as piece data via a
cotorNizcahkenel ifAe; sandnaadiygintsal., content playi ng
device which is a device used for at |east playing the
content file on the distributing recordi ng nedi um and
has a function of comrunicating via the comruni cation
DTSk sMREN o3t ReE TRDAgeTeRt neans, wherein when a
request to play the content file under authentication
and i | L. | $.1.0p t .
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pl ayi ng _device transfe the r e via th
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information and a data body is recorded and lacks part of the
header information to prevent unauthorizedplayandunauthorized
copy of the data body; management means which is means managing
use of the content file on the distributing recording medium
and can transfer the prepared part of the header informatiocn
as plece data via a communication line; and a digital content
playing device which is a device used for at least playing the
content file on the distributing recording medium and has a
function of communicating via the communication line with the
management means, wherein when a request to play the content
file under authentication and charging conditions is inputted
by a user to the digital content playing device, the digital
content playing device transfers the request via the

communication line to the management means, the management means
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pl ayi ng devi ce uses the header information on the

distributing recording nediumand the piece data only

in play operation to play the data body on the

di stributing recording nedium Alternatively, the

first systemfor preventing unauthorizeduseof digital

content has: a distributing recording nediumon which

a content file having header information and a data
chgelly pethenbidelipn andtdiar BMY ackichg Beereastapaitto the

of the header information (that is, play information
repngisspenshbies feortipl ajicsg théadat a bodycimelygertion Line

the header information) ; rmanagenent nmeans which is
tonelaasiingnagi ngnuse top 1 & hengahteinte f ialngl tha dhgital content

di stributing recording nediumand can transmt the
plprepar @dvpastusafs the header imffcammetiiconoastipe eties tdattarting

via a comrunication line; and a digital content
repbayiing deMicf i che irs cecdemiteecusedifioplal deasition to

pl aying the content file on the distributing
plaecend Bg tredicwp and thas a sfuneti:am Ofr COPIRIL MddiGim.

via the communi cation line with the nmanagenent neans,

wher gij R Yhen @ 1Lequest o spl aysthe et ek iddie s
inputted by a usér to the digital content playing
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management means which is means managing use of the content file
on the distributing recording medium and can transmit the
prepared part of the header information as piece data via a
communication line; and a digital content playing device which
is a device used for at least playing the centent file on the
distributingrecordingmediumandhasa functionof communicating
via the communicaticn line with the management means, wherein
when a request Lo play the content file is inputted by a user
to the digital content playing device, the digital content
playing device transmits the request via the communication line
to the management means, the management means checks

authentication of the user related to the request to transmit

the piece data of the content file related to the request via




data in play operation to play the data body on the
distributing recording nmedium In this case, the
request to play the content file by the user is
desi rabl ynade under an authentication and/or charging
condition of the user. A distributing recording nmedi um
fabrication device used for the system for preventing
unaut hori zed play of digital content used for the

thii ggrmgysteni forl preventthegdunabehordzesnt uslewfng device,
digital content separates piece data froma content

anflj Lee hagiing lheadéentnpdrranioncandcaudata thedychoer
recording and records the content file separated from

inffhenpitéce dat@codiatsebutiagorehiagd egimemitim endatles iece
di stributing recording nmedium A digital content
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preventing unaut hori zedplay of digital content has
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under an authentication condition is inputted by the
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line to the managenent neans; and thereafter, when
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having header information and a data body for recording and

records the content file separated from the piece data on a set
recording medium to create a distributing recording medium.
Adigital content playing device used for the first system
forpreventingunauthorizedplayofdigital content has functions
of: when a request toplay a content file under an authentication
conditicn is inputted by the user, transmitting the reguest via
The communication line to the management means; and thereafter,
when piece data is transmitted from the management means via
the communicaticn line, using the header information on the
distributing recording medium and the piece data in play
operatlion to play the data body on the distributing recording
medium. Playing software used for the first system for

preventing unauthcrized play of digital content is alike.



informati on and a data body via a comrunication |ine
and managi ng use of the data body; and a digital
content playing device capable of comunicating via
the communication line with the delivery managenent
means and used for at |east playing the content file
delivered fromthe delivery nmanagenent neans, wherein
when a request to download the content file is o
i npubtsedony @y sisem [po prdieendiigid ahagbheehepiugd agdigital
device, the digital content playing device transfers
conhentegquestdihg thetbenmurseati enveinfieonohike delivery
del i very managenent neans, and the delivery managenent
mamaansentr ansher defhececantent chbnktentelfatled nkoinke header
request via the communication line to the digital
in€emkhent cplay agzdevibees by a 4 ackinngipatct cafl itrtheaheaderzging
i nformati on to prevent unauthorized play and
usHRAUt RO HZed- S0Py ahherendi t 4 heraathers 1 wheny acregeesipable
to play the content file under authentication and
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digital content playing device, the digital content
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co nication line to the delivery managenent neans,
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content file. Alternatively, the second system for
deé@g@@ﬁimﬁgagement means, ahd the delivery management means

transfers the content file related to the request via the
communication line to the digital content playing device by
lacking part of the header information to prevent unauthorized
play and unauthoerized copy thereof, therealfter, when a request
to play the content file under authentication and charging
conditions is inputtedby the user to the digital content playing
device, thedigital content playingdevice transfers the request
via the communication line to the delivery management means,
the deliverymanagement means checks authenticationandcharging
of the user related to the request to transfer the prepared part
of the header information as piece data via the communication
line to the digital content playing device, and the digital

content playing device uses the header information cf the



unaut hori zed use of digital content has: delivery
managenent neans which is a server in which a content
file having header information and a data body is
prepared in a state of |acking part of the header
information (that is, play information indispensable
for playing the data body included in the header
information) and the part of the header information is .
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a communi cation |line, and nmanages use of the data

tobpdypy &he dadigbrdl edntbnt copltapindidévi ce capabl e of
comuni cating via the communication line with the
del i aetyrmanageirgnt theanscand ageteforfoat pregsnting
playing the content file delivered fromthe delivery

unganagenert uBeans, diMier £1 navbiesn a reequestl it dowdreatement
the content file is inputted by a user to the digital
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device transmts the request via the conmunication
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line with the delivery management means and used for at least

playing the content file delivered from the delivery management
means, wherein when a request to download the content file is
inputted by a user to the digital content playing device, the
digital content playing device transmits the request via the
communication line to the delivery management means, and the
delivery management means transmits the content file related
to the request via the communicaticon line to the digital content
playing device, thereafter, when a request to play the content
fileisinputtedbytheusertothedigital contentplayingdevice,
the digital content playing device transmits the request via
the communication line to the delivery management means, the

delivery management means checks authentication of the user




file and the piece data in play operation to play the

data body of the content file. In this case, the

request to play the content file by the user is

desi rably made under an aut henticati on and/ or

charging condition of the user. A digital content

pl ayi ng devi ce used for the second system for

preventing unaut horized play of digital content has
reflafetl onsheofedwhen t@ fequestttidalpwakeathsa ednteatcontent

file is inputted by the user, transmtting the
fideques$ttwilact heh« ommiEdatiiantheneompeni het dehi veny to the

managenent neans; after the content file is
ditiansmdteshf pamytihe detiver yndariageerit: ateanstemhen sa/ing

request to play the content file under an
deaithentkgath®mconeh tinGa rins: t1oRPott €lde yrdi@nitsesd content

transmtting the request via the communication line to
ritthes delineny frnageseit peanspe2Bdichhes eaftebheWieha body

piece data is transmtted fromthe delivery
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nt of "t he preserit invention is alike. In
the first. or, second systemfor preventi naut hori.zed
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the user, transmitting the reguest via the communication line
to the delivery management means; after the content file is
transmitted from the delivery management means, when a request
to play the content file under an authentication condition is
inputted by the user, transmitting the request via the
communication line to the delivery management means; and
thereafter, when piece data is transmitted from the delivery
management means via the communication line, using the header
information of the transmitted content file and the piece data
in play operation to play the data body of the content file.
Playing software used for the second system for preventing
unauthorized play of digital content of the present invention
is alike.

In the first or second system for preventing unautherized




pl ayi ng device, the digital content playing device
transmts the request via the communication line to
t he managenent neans or the delivery managenent
means, the managenment neans or the delivery
managenent neans transmts the playing software
related to the request via the communication line to
the digital content playing device, and the digital
plaonpéndipl eyl mprderitce Idohal padsent henfrayiqy preferably,
software. The digital content playing device desirably
whizas theuptevong softwarketier wreoageanisal bips athpersnoeht means
fromthe point of time at which piece data is
ort rlansiEltitved f mama ¢ dree mamagerse nAndedres: arradhe stdebidmimload
managenent neans; and when the el apsed period reaches
tha redietesat nedr pesiiogn tdelat ¥ tgetihe ttransavtivdd zpiceaeent
data. Playing software is desirably alike. The
pl¢idintaleeenrtent haphayi NP1 devh €€n €aM &) 5oy B ce transmits
functions of: determning an elapsed tine fromthe
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content file is transmtted fromthe delivery
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a predetermned period, deleting the transmtted
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| acked fromthe content file, and that the part of

theh e Feader SN0t on is prepared as piece data in

managenent neans which i.s neans nanaging use ,
hedigital contentplayingdevice deslrablyhas functions

of: determining an elapsed period from the point of time at which
piece data is transmitted from the management means or the
delivery management means; and when the elapsed period reaches
a predetermined period, deleting the transmitted plece data.
Playing software is desirably alike. The digital content
playingdevice canalsohave functions of: determining anelapsed
time from the point of time at which, aside from piece data,
acontent fileis transmitted fromthe deliverymanagement means;
and when the elapsed period reaches a predetermined period,
deleting the transmitted content file.

In a digital content unauthorized play prevention method
of the present invention, provided that to prevent unauthorized

play and unauthorized copy of a data bedy of a content file having



of the content file in the device and communi cabl e via
a communication line with the device, when a request
to play the content file under authentication and
charging conditions is inputted by a user to the
device, the device transfers the request via the
communi cation line to the managenent neans, the
managenent mneans checks aut hentication and charging of
hepHerusdo ropag] iatrednd o hehda regodgtin o dlcdisfleror hen pbdée 119
data via the conmmunication line to the device, and
detheecdevi eo gés: tdwddreadép rmanfionmet Lonkefl drvan thatenttent
file and the piece data only in play operation to
fipkayahfeticat a oy raf ofheheontehdr fird &rroM t ermats yelepared
in the digital content unauthorized play prevention
asnet Bod, dpf ovirded rihaindne. peavienthunaut handaed ey iaf use
a data body of a content file having header
ori nher patirantand 1t he datagbedyci Ana dibghlal eonkertia a
pl ayi ng device, part of the header information is
cohftked snem { hge contientof hLei cand,fbaty bheeRartoqfray the
the header information is prepared as piece data in
e i i . '
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request to transmt the piece data, on .the content.
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line to the device, and the device uses the header
cCompfgrraitiien 1ine to the device, and the device uses the header
information of the content file and the piece data only in play
operation to play the data body of the content file.

Alternatively, in the digital content unauthorized play

prevention method, provided that to prevent unauthorized play
of a data body of a content file having header information and
the data body in a digital content playing device, part of the
header information is lacked from the content file, and that
the part of the header information is prepared as piece data
in management means which is means managing use of the content
file in the device and communicable via a communicaticn line
with the device, when a request to play the content file under

an authentication condition is inputted by & user to the device,

the device transmits the regquest via the communicaticn line to
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of the content file and the piece data in play
operation to play the data body of the content file.
EFFECT OF THE I NVENTION In the system for preventing
unaut hori zed play of digital contents according to
clainms 1 and 2 of the present invention, a content
file is recorded on a distributing recordi ng nedi um
in a state of |acking part of header infornation.
thgmssssydriwmertenciss picbeenadetormas theaparheokstehe Heedderation
information, the data body of the content file cannot
ofbehpl ayed. rdndiess tpl aheoper@akistntol sraushori Zed, pides data
data body of the content file cannot be played.
onThes ebarent £i16 rpassichl € teepr €yeatt wnaut herdciethriiseition
of digital <content and to reliably collect a charge
1iher rsegandary 4Seandinehe athtantage kot he Wwid@Paldfbrmation
obt ai ned by such as a content holder can be secured.

of! Ahd Nch RQINE 1 BN, ditsir b btk o, 0f 191@915%;)@9%%@% to play
can be pronoted. In the distributing recordi ng medi um

rnkabri-catjon deviee -accardingito claim3 of the

present invention, part of header information is
separated as piece data froma content file for
recording on a recording nedium thereby creating a

j g g nedlun1 It has the nerit of
EE%FEVeﬁ%lﬁg% %gﬁﬁﬁﬁ?q%g use of digital content. In
t he nt ept pI devi ce accordi to claim
o end P 5 S e R gﬁ&@@owaw Rop ePah Y of qHe tal
present invention, a request to pla¥ga content file
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reception of the piece data
a content file is recorded on a distributing recording medium

in a state of lacking part of header information. Unless there
is plece data as the part of the header information, the data
body of the content file cannct beplaved. Unlessplayoperation
is authorized, thedatabodyof the content file cannct be played.
Therefore, it is possible to prevent unaunthorizeduse of digital
content and to reliably collect a charge for secondary use. The
advantage to be originally obtained by such as a content holder
can be secured. In this point, the distribution of digital
content can be promcted.

In the distributing recording medium fabrication device
according te claim 3 of the present invention, part of header
information is separated as piece data from a content file for
recording on a recording medium, thereby creatingadistributing

recording medium. It has the merit of preventing unauthorized
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transmtted fromthe managenent neans, the data body
of the content file is played. Therefore,
unaut hori zed use of digital content can be prevented.
In the systemfor preventing unauthorized play of
digital contents according to clains 6 and 7 of the
present invention, a content file in a state of
| acki ng part of header information and piece data as
usehe fl adked agarcongfentthe header i nformation are
prepared in delivery managenent neans. Unless the
pi ecérdata diiet obt abnédnbyp bay Bug i ized aplay dleguestlain
a data body of the content file cannot be played.
4 Therefiorg, ayindg Sofassirtd ectordpngventc miautthorfi zied msssent
of digital content and to reliably <collect a charge
i tsesgndar¥qguset dheladyantage che belcotbginahdyitted to
obt ai ned by such as a content hol der can be secured.
malth ddMeh tP@lns ,t Redicsting Mydron-oferdi it al £ cotd ehte c@niata
be " pronoted. In the digital content playing device

£ AGERHAING tO-drl &l Biandddhe RlaMiNg Sef tWar e body of the
according to claim9 of the present invention, a

cordngﬁoeqleémg iR g}éﬁgeﬁpntﬂMrgféﬁa,L%Ptaﬁ%ﬁ%@itzte%du§@of digital

I very fana nt neans, and y upon reception of

Ctrg% iggf kgataegga sqltted fromthe managenent neans,
Yhe atanooqey Yoi°"I2°the content file is pl ayed.

Ther ef o it .is possible to preven unaut,hori z S
oL e PO b ey B RS poRRBthIP 47 84 Ho8ical
unaut hori zed pl

o luiort 2ed B of AL L SONLSIL B0COLAND L remeion,

predeterm ned period is reached fromthe point of tine .
a gphRiERf1le 1n a state of lacking part of header information
and piece data as the lacked part of the header information are
prepared in delivery management means. Unless the plece data
is obtained by an authorized play request, a data body of the
content file cannot be played. Therefore, it is pessible to
prevent unauthorized use of digital content and to reliably
collect a charge for secondary use. The advantage to be
originally obtained by such as a content holder can be secured.
In this point, the distribution of digital content can be
promoted.

In the digital content playing device according to ¢laim

8 and the plavying software according to claim 2 of the present
invention, a request to play a content file is transmitted to

delivery management means, and only upon reception of the plece

data transmitted from the management means, the data body of
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piece data is transmtted fromthe nmanagenent neans or
delivery nmanagenent neans, the transmtted piece data
is deleted. Unauthorized secondary use can be
prevented. In the digital content playing device
according to claim 11 and the playing software
according to claim12 of the present invention, the
same effect as that of claim 10 can be obtained. In
thekerdyatted o i sarlevierit i nghemadelier i Yedsplcas Ifladi giorglvent
content according to claim 13 of the present
unppventiiend the sdndigetkéctoasenihat of the
unaut hori zed play prevention system according to
cl ai mith®?sy6tem forxanchenobhgiwedithaor ihed dilgivt af digital
content unaut hori zedpl ay preventi on nethod according
coh@eakabm-d4dofigt be presentoicweritd @reddie. samerafifect when
as that of the unauthorized play prevention system

a RECO €l g nddpekrabm ils Pz 6neart ke ehbgdied okt ittheat which
system for preventing unauthorized play of digital

pi1€OBR@NE 5 AGCHF §h 5P £ P&l M the HarddMe8S@BENS or delivery
invention, a request to play a content file by a user

nah8 gBRAE ruRder, san caut tﬂ%%isﬁ@tt;ﬁt%ﬁ p@%ﬁ{eoﬁa%'&ari%i R@leted.

condition of the user. Therefore, unless

Ceat ) . .
Un%gtrt’fgﬁgll.ez%ja 'fs‘r%go%gl‘iggxr u%'%%%”%e"%r‘e'?}%n%%%ﬂ IS

request cannot be accepted. It is

difficult tao abtain piece 13 |. data f.or an . X
Onaut Roris Sl Al BeREERE A dU SRRl Blcording co clain
una cont ent

LT i Feb T T HERR 1 T GORE GHE bR Ry he G0 o © TERA Fent
in&%%gaéﬁgegkgeﬁg&gE%%e%% gé%ﬁﬂh}g%’cfggngnchhqxg%%tained.

In the system for preventing unauthorized play of digital
content according to ¢laim 13 of the present invention, the same
effect as that of the unauthorized play preventicn system
according to claim 1, 2, 6 or 7 can be obtained.

Inthedigital contentunauthorizedplaypreventionmethod
according to claim 14 of the present invention, the same effect
as that of the unauthorized play prevention system according
to claim 1 or & can be cbtained.

In the system for preventing unauthorized play of digital
content according to ¢laim 15 of the present invention, a request
to play a content file by a user is made under an authentication
and/or charging condition of the user. Therefore, unless

authentication and/or charging of the user is completed, the

play request cannot be accepted. Itisdifficult teoobtainpiece
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used for the systemaccording to claim 18 of the

present invention, an elapsed period is determ ned

fromthe point of tinme at which, aside from piece

data, a content file is transmtted fromthe delivery

managenent neans, and when the el apsed period reaches

a predetermned period, the transmtted content file

is deleted. The data body of the content file can be
daprevent ed finemtbeirngedr ecoprded-into the digital

content playing device of the user beyond a

pr edéterirg nedtperfodprEvent ing wianlery t zof pdraventdingg tal

the data body of the content file from being copied
cohaenamcamalitrot  zéd ipurgoske dig it-hé digidrat pteptiegtdevice

unaut hori zed play prevention nethod according to

usedaidn 1% of st bR apresenthd vensian,, thel sasplel/fiagtsofasiare
that of the unauthorized play prevention system

usREGOOE Y s vE 0 efl=dicMrd iely o saRike st hdgde sBREERvention,
DESCRIPTIC% CF THE DRAWFNGS FIG 1 is a diagramfor

anSXPhak i NG -A fd £ sty 8ot RNE-8f tHDEoRMESENt ime at which,
i nvention, being a block diagramof a systemfor

aSRB%V@gBﬁSQiQE%Qﬁ gjé?%o%k%%to%igggig_ r&&gﬁfﬁﬁed from the
I a | oc

i ncludin diagram of a distributing recordi ng
diumfabrication device used f.or t :
oA HERLL AL e Y, SRL000, e BAGPRUR 8018 nqaches
system FIG .3 is flowchart of, recordin i um
@ BT SOr R oo B BT be DY S oL Yab | hao deleted.
ng SLELOULLn9, Legor ding Mediy, £25r) gt o devh of 35k ing

recorded into the digital content playing device of the user
beyond a predetermined period. There is themerit of preventing
the data body of the content file from being copied for an
unauthorized purpose.,

Inthedigital content unauthorizedplaypreventionmethod
according to claim 19 of the present invention, the same effect
as that of the unauthorized play prevention system according

to claim 2 or 7 can be obtained.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram for explaining a first embodiment of
the present invention, being a block diagram of a system for
preventing unauthorized play of digital content, including a
block diagram of a distributing recording medium fabrication

device used for the system.

14



FIG 4 is a diagramfor explaining a second enbodi nent

of the present invention, being a block diagramof a

system for preventing unauthorized play of digital

content, including a block diagramof a distributing

recordi ng nmedi um fabrication device used for the

system FIG 5 is a flowhart of playing software used

for the system FIG 6 is a flowhart of recording

medi BAfer 8at$ ngy Soitvieret wkeaciiweid by of worputeredgor the

the distributing recording medium fabrication device
syased-for the system FIG 7 is a block diagram of the

system for preventing unauthorized play of digital

cont ents.. H Ga B dvsehen rfl e kant-dohgMeayingesektvagesoftware

used for the system FIG 9 is a block diagramof the
exsystem bor aprexentiery asunawt Hositzedupliayy ofe dirgiitdl medium

content. FIG 10 is a flowhart of playing software

fausedafabnt Bevisysuem Fbe tht isgsachl ock di agram of
the systemfor preventing unauthorized play of

di gi #al;,cant enf . gilog FAdS £ é@l%ﬂﬂﬁvgf@rste&fmple%dmment
software used for the system "EXPLANATI ON OF THE

o 8,0 L 0kl 0 4 U con ror
pr%%%%&%hg unauthorized play of digital content, including a
block diagram of a distributing recording medium fabrication
device used for the system.

FIG. 5 is a flowchart of playing software used for the
system.

FIG. 61sa flowchart of recordingmediumcreating software
executed by a computer as the distributing recording medium
fabrication device used for the system.

FIG. 7 is a block diagram of the system for preventing
unauthorized play of digital content.

FIG. 8 is a flowchart of playing software used for the
system.,

FIG. 92 is a block diagram of the system for preventing
unautherized play of digital content.

FIG. 10 is a flowchart of playing software used for the
system,

FIG. 11 is a bleck diagram of the system for preventing

unauthorized play of digital content.
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content 110, 210 Managenent center 120, 220 Digital
content playing device 140, 240 Distributing recording
medi um f abri cati on device 300, 400, 500 System for
preventing unaut horized use of digital content 310,
410, 510 Delivery managenent center 320, 420, 520
Digital content playing device BEST MODE FOR CARRYI NG
OUT THE | NVENTI ON Enbodi nents of the present invention
wi || FhE - dbdcks bed Lbetcdar tEAbori aehe s 15A Fyase used for the
enbodi nent of the present invention will be described
sywicel.reference to FIGS. 1 and 2. FIG 1 is a block
di agram of a system for preventing unauthorized pl ay
of digital <content, including a block diagramof a
di stributing recording mediumfabrication device used
EXPorNrime osy stemBEFREFERENS FaNTBERRDGBChart of pl ayi ng
software used for the system A systemfor preventing

o unauphgri-zedrysg obcdigihal megathent 100 shown in FIG
1 is a system preventing unauthorized use of a

1o0eonvent fikesennardi Sid it ingy neeardbnd @ediyn &F digital
distributed” for renting it to a user. Rented is the

cofentent file, not the distributing recording nediuma
Itself. Basically, the systemhas: a distributing

ll@gp@ﬁ%lng ﬁ?gégg#eﬁtmﬁéﬁgeks a recordi ng nmedi um on
whi ch ‘a conten I'l"'e having

120, 220 Digital content playing device

140, 240 Distributing recording medium fabrication device

300, 400, 500 System for preventing unauthorized use of

digital content

310, 410, 510 Delivery management center

320, 420, 520 Digital content playing device

BEST MCDE FOR CARRYING QUT THE INVENTION
Embodiments of the present invention will be described

below.

Embodiment 1

A first embodiment of the present invention will be
described with reference to FIGS. 1 and 2. FIG. 1 is a block
diagram of a system for preventing unautherized play of digital
content, including a block diagram of a distributing recording

mnedium fabrication device used for the system. FIG. 2 is a
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header information "A" and a data body "B" is recorded
and | acks part of the header information "A" to
prevent unaut horized play and unauthorized copy of
the data body "B" ; a managenent center 110 which is
managenent neans nmanagi ng use of the content file on
the distributing recording nediuma and can deliver
the prepared part of the header information "A" as
flpiweberdatd wilayiagcemfumicat uerdl fne Bp amdtamdi git al
content playing device 120 which is a device used for
pl ayh g saerd Gapytraget bengantanthoricke e dhé@igital content
di stributing recording nediuma and has the function
100f seOMMUN Gatd Ny Vi a heteanpuaieatiag hhHechSrwéd use of
the nanagenent center I10 The digital content

éﬁ‘@ qu_%l && ala L}:teec,rorcﬁﬁfgemeallaw(Qgilstrtlr}?uted

g E§1ﬁ
sof tware processe nputer i s prepared

fo?aPQﬂ€H§8t1§9ﬂJ%ru%éQ 1&@h§&fﬁ¥ﬁ%ﬁ@tbSHtEhEefiﬁe{%uﬁﬂthe

Internet line or a telephone 't ne which Is used
r-m. mut ual ﬁnnunlc t|on be&Megg t he managenent
d°

diéﬁﬁ%é}ltha £ 3°BaRk or "Ereft odrd dorpany 130 and  the

di gi .conten Ia N evi ce
dISt?I Flggyfec d¥ nealuﬁl %Ilbutln%refordlngmedlum

recording nediumsuch as a CD or. DVD. The cont ent
o phigho hstﬁer%l‘?%W%%@tIF%‘g‘lmﬁe%‘br‘ﬂPr@ feditrhaf thdd lg having
ta structure having the data B" use
he§a§£3é9Q4%§?%?%“6-E%H%ﬁ@%¥%ﬁ@ E‘¥ﬁbvﬂﬁ§QQﬁﬁﬂ?dandlaCks
still image, text, application software or application
Paghtal trgnde hdaBem Gy Nt oA ako PREY &ftowpy Lol 2ed play
non-user area as content information acconpanying the
andatza peiyr  Bed copychidig daka okt eRf’ aperpeedrdedt genter

an encrypted formon the distributing
110 which is management means managing use of the content file

cn the distributing recording medium o and can deliver the
prepared part of the header information “A” as pliece data via
a communication line B; and a digital content playing device
120 which is a device used for plaving and copying the content
file on the distributing recording medium oo and has the function
of communicating via the communication line Bwith the management
center 110. Thedigital contentplayingdevice 120 1is a computer
here. Plaving software processed by the computer 1s prepared
in the management center 110.

The communication line § is an Internet line or a telephone
line which is used to perform mutual communicaticn between the
management center 110, a bank or credit card company 130 and

the digital content plaving device 120.
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recording mediumu including the | ater-described

content IT). The digital content playing device 120 is

a device used for playing and copying the content

file on the distributing recording nmediuma

distributed for renting it to the user, as described

above. In its function, to play and copy the data

body "B" of the content file, unless all of the

cont eht difs tihieuthieades oo nfi on gateicomned iaregeakrian @cording

predeterm ned registry, the data body "B" cannot be,
medfi nvaot se aspt apedr DFom t hiee dicgittraniiuf i hg orr eherdistg-ibuting

medi um a and cannot be copied to another distributing

rebecendigngeARdihum nlbe; syst em aetd vely wsesnd Nene data body
characteristic of the digital content playing device

“p¥20pflacker hremddeheader »nfardmbisonusac, dhothey image,
content file, part of data (piece data) i ncl uded

sttﬂiqr %@ SB@MH%@&&@@%@Q hepdpsrb N OrIBm I 0@ 0ri@Siata,
ger i nfor ion a) , and includes the header

an rHélard.@t ir?f]m];rﬁ“?ti&ggt I'k%ro& é;l’i@r :}Bt Bf aq‘?ch? Mar@a asn:ontent

e content e on the uting recor di ng nmedi um

ln‘fb En[ ho%*i{y aRID %%Ba)fl%tgﬁg% t hord Zga%cﬁ) % _""‘”d %ﬁch digital

una i ze ata Sb The ™ p

re-rec ed in an encrypt d_formaon e
cof R AT F| FobT e Hardo SRero TRt oP 10 & 0@3 %thfl%utmq
managenent center 110 nanages all uses of nan
reepr@éﬁﬂéﬁﬁ lPWI@slnﬁlEéhF%n?h¢Ei%ﬁ%&n%%s$ﬁéb?¥rﬁp%ﬁent ID.
the content file is added to the piece data on the
pi ecé hgaflaIbBe 1130 TR dolt ehtd fdave cot dthes @ device used
di stributing recording nediuma inclu~:les the sane

fogordent N9l BIEnCaRYEREr YPEe@CRbERT | Bl bn @vailtanies bridgting
in which the piece

recording medium o distributed for renting it to the user, as
described above. In its function, to play and copy the data
body “B” of the content file, unless all of the content of the
header information a’ are set in a predetermined registry, the
data body “B” cannotbe, of course, played fromthedistributing
recording medium o and cannot be copied to another distributing
recording medium,

The systemactively uses the characteristicof thedigital
content playing device 120, lacks, from the header informaticn
a’ of the content file, part of data (plecedata) included therein
(showing the lacked header information a’ as the header

information a), and includes the header information “A” together

with the data body “B” in the content file on the distributing

recording medium o, thereby preventing unauthorized play and
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data of the header information "A" enters. Using the
content IDs, the content file on the distributing
recording nmediuma is natched with the piece data on
the piece data DB111l. The managenent: center 110
checks whether the content |IDs are matched wi th each
ot her or not before transferring the piece data to
the digital content playing device 120. Therefore,

untthéhcontedt cbDy afetbsefiabaf brdpr 88€nti ng unaut hori zed
use. The content |IDs need not be used if one content
fileThs pbebe dmEnaged pida-tdwmsagenent ccentygrtedlGorm on
asi de fromthe problem of wunauthorized use

a pieventkea. pghel di @f tiahe coMendnglayang devioe. 120nic® the
a general - purpose conputer used by the user. in the

mafhaWhBdr ddier aumenahad2des danohessa £ankhokisastd PRontent
such as a CPU; the nuneral 122, an output section

fl%é%he@éoﬁtgﬁﬂﬁﬁ9EheﬁlﬁBQ§K§klnﬁh§E@HQQ&QMJ%%gfll%WUSadded
operation section such as a keyboard or nouse; the

n e n e rm
to Hﬂgla}ecé t%é?gQ¥}o%?oﬁ%oﬁgk% DR ff? THE content file

ite of e distributing
d | 125 9
on B o HER T WP RS L % He” hoon AP 128 gontent
t LI f ' .
ID&’%"é“n”feﬁﬁﬁ%f%ﬁsdb§§$re°l&8§I% L LPEDT SRt bridh o1ee
2 ded t t 125. Th
daﬁ?a?ﬁnﬁhesB%%Qé?ggaggfpggl§8$ n%?g£%8%gfog82d fron1tﬁe
managenent center 110 via the communication |ine
and P&lapfhcat b s oPEndie C%‘é%%"séh}ef%}tlﬁ?%}@ﬁ&l%mg

content file on the distributing recording nmediuma.
refplcdyer kegliahl®dat adtcbethel dhgiltalbicont data on the piece

dataDB11ll. Themanagementcenter110checkswhether thecontent
IDs are matched with each other or not before transferring the
piecedatatothedigital contentplayingdevicel20. Therefore,
the content I1Ds are useful for preventing unauthorizeduse. The
content IDs need not be used if one content file is to be managed
in the management center 110, aside from the problem of
unauthorized use prevention.

Thadigital contentplayingdevicel20isageneral-purpocse
computer used by the user. In the drawing, the numeral 121
denotes a control section such as a CPU; the numeral 122, an
output section such as a monitor or speaker; the numeral 123,
an operation section such as a keyboard or mouse; the numeral
124, aplay copy sectionperforming read/write of data from/onto

the distributing recording medium a; the numeral 125, a memory
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pl ayi ng device 120 is al so pre-recorded on the nenory

section 125. The piece data transferred fromthe

managenent center 110 and the piece data transfer

date are further recorded thereon. The content of the

pl ayi ng software will be described |ater. The

software is processed by the control section 121 so

that the conputer can exhibit the function as the
seditgirnadu@oatenhargldyd hygaddtilcenw2or a THe &di gicamunication

content playing device 120 has functions of: when a
secégoestiotropplcdy rinfhegc ontrent itilte cunder aut henti cati on

and charging conditions is inputted by the user,

t ransteeri tigan te: teguesprvgaaiheptapimgi €af twoanrd igteovh in

to the managenent center 110; and thereafter, when
FIpi.ece idatacbsderansf enkedebem het ipanagenentheept ing

110 via the communication line P, using the header

soififaraet 4 @R e'ehso of i he qeantienticll PR Hehanagement center
dlstrlbutlng recordi ng nmedium a and the piece data

ll%anale ¥?ﬁ€§£8%F98n E?ng ﬁ$?ﬁ$%&§¥%%%%igglégftware

t he con e rranage cen
f
RSy °@%ga§%%;ﬁéga S8R AP B 085
AU 3 R A M

dat nd callecting its ren fee f rem
plaé’éPg gﬁ¥%58 h?@vﬁga 5% Ré“n %Pé?e%ﬁnd‘élﬁ%tné@é“oa’fypusee&e ton
gata DB on which piece data a a content ke
12 eceEE%W%dBEErWWW%%E@H& B¢ rengpgment center 110
pre-recorded in an encrypted form_ the nuneral 112, a
a“@oﬁ??dT“a§%@@¢§nt§ﬂEﬁf%§ dp ' CoRpGt ePTTRAE ?ﬁﬁ&ﬁ%ﬁd‘iﬁ?reon

a conmuni cati on _ _ .
The content of theplayingseoftwarewill bedescribed later.

The software is processed by the control section 121 sc that
the computer can exhibit the function as the digital content
playing device 120.

The digital content plaving device 120 has functions of:
when a request to play the content file under authentication
and charging conditions is inputted by the user, transferring
the request via the communication line B to the management center
110; and thereafter, when piece data i1s transferred from the
management center 110 via the communicaticon line B, using the
header information “A” of the content file on the distributing
recording medium o and the piece data only in play operation
Lo play the data body “B” of the content file.

The management center 110 1s a server cperated by a person
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section for perform ng conmuni cation; the nuneral 114,

a charging DB on which information on authentication

and charging of the wuser is sequentially recorded;

and the nuneral 115, a software DB on which the

pl ayi ng software is pre-recorded. The operation of the

t hus-configured digital content unauthorized use

prevention system 10 O will be described. Along wth
perfornhegchnsenesof of heeptapiinghsoflefiar 8odid "Bhe on the

operation of the managenent center 110 will be
didestribedg famtditheedsan setsthberseht ahded contract with

di stributing recording mediumcc to his/her own
theamutergHic anpdkero £er pespondingnt ind hededliigi thk data body

content playing device 120 in a state that the playing
vesofdmarel sbowinin telantZi i Sc 8@t cthosmd vaded) Tn anddrawing,

operates the operation section 123 to access the
thEBNagereEnt: 10eAterbt 3405 Wi cd RELEOPBWH GAtiaNnpl EBe dita and

for perform ng necessary user registration. The

a PBRRGENERE,CRREEEsAL) PEEf QLAByHEEhy heghskkdll @Rie are
accordi ng ?o this and transfers an I'D and password of

h ia.t icatd Ay
pr%f%s%é?%a& ﬁneﬂ§fﬁl £LAlELQR - LHE ﬁﬁﬁ@ﬁ&belfﬁﬁn¥k%&trol

1 user. en,” the user operates his/her own

Sefggg%t{tsggcﬁoagcg eé@'u(})l][{]eer nwdﬁgtqﬂg[{grpclgqtl%r ]al o?n?a%nitcgtion

request downl oa yind software

sobheoPetn AR BN ESa IV S bt Tl | M 750 ing

are necessar
Dngnp ter_of the user trans%ggs t he reﬂuest Vi a

th
At T e TP o P he Cinageneht eent &P T 31%? of the

us%%SFgg%%gﬁ%ﬁggﬁﬁgy%ggogéﬁ%&é?%d152?nﬁ%2%%i”??&,%S%%%&ware

DB on which the playing software 1s pre-recorded.

The operation of the thus-configured digital content
unauthorizedusepreventionsystem100will bedescribed. Along
with it, the content of the playing software and the operation
of the management center 110 will ke described.

First, the user sets the obtained distributing recording
medium o to his/her own computer (computer corresponding to the
digital content plaving device 120 in a state that the plavying
software shown in FIG. 2 is not downloaded), and cperates the
operation section 123 to access the management center 110 via
the communication line [} for performing necessary user
registration. The management center 110 performs user

registration according to this and transfers an ID and password

of the user via the communication line B to the computer of the
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on the software DB 115 and transfers it via the

communi cation line P to the conputer of the user. The

pl ayi ng software shown in FIG 2 is downl oaded on the

menory section 125 of the conputer to be executed.

The digital content playing device 120 deci des whet her

it isthe first tinme that the playing software is

executed or not (sl) . Inmediately after downl oadi ng
usghe playing software, it is the first tinme.

Therefore, a predetermned flag is set and the

di gi takngcohtentspt aypegaidevilces A20r asgessepitter to access

managenent center 110 to transfer a nessage to perform
thpl Aynagefgeestcpiueedgiongnii aniites corauyniecat tomdwmbeo B the

to the managenment center 110. The managenent center
p1310nkr anst L4 Se dat ehdecessanycoh Pent HE pliayy Hequest120. In

processing via the comunication [ine O to the

thdisgkbak, cand et aphayh pgudeyice th0ustheadidid @ ssary. The
content playing device 120 di splay outputs the play

coﬁ%ﬁ%%%ﬁ%ﬁ?h%qﬂﬁ§9trQHs%B?sqﬁkPHéqﬁggEFﬂﬂa%gg<§§ﬁﬁﬁﬁﬂﬁhtion
t he s2). Th

at a e user sequentially inputs a rental

.peri,od, rental 22 ne mu and_a paynent. .
L e r A nEr e aE sl BErk seodtar URUROLIEEPt ipagpf the
card.nunber) via the operati secti.on,_123 as. ..
LIRS at eo%a?%%e%?%g eﬁﬂﬁ%éﬁﬁﬁbfééﬁée%?eFH?EX%%% %ﬂ%ﬁware
t I D nd rd of, the user are inputted as a. .
on P! FarlRer B T s R pR Rkt b i S heBfufipat ion
via the operation section 123 (s3), the digital
ligenP ditt tpRayPpg Heyicde tR20138 t cHEY PhaYiapspphlegyre shown
outgut of the output section 122 to the authentication

inskteer BhdoFnansi@sOR HE S RPHe T B Addiest <datatVPL THa ter

to be executed.

The digital content playing device 120 decides whether
it is the first time that the plaving software is executed or
not (sl). Immediately after downloading the playing software,
it 1s the first time. Therefore, a predetermined flag is set
and the digital content playing device 120 accesses the
management center 110 to transfer a message to perform play
request processingviathe communication line f to the management
center 110. The management center 110 transfers data necessary
for the play request processing via the communication line
to the digital content playing device 120. The digital content
playing device 120 display outputs the play reguesting screen
on the cutput section 122 based on the data (s2).

The user seguentially inputs a rental pericd, a rental
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conmuni cation line Rto the managenent center 110. In

this case, the content ID included in the header

information "A" on the distributing recording medium

a and the player key on the nenory section 125 are

read and transferred to the managenent center 110

together with the request (s4). The managenent center

110 checks aut hentication and charging of the user
nonelyatregdun o drive aregwestt Chhatitiisn ithisdhersown darte account

transferred player key of the user to check whet her
nuther wserr«cltatedd ouhhert eguesthd sparpefisonsection 123 as

corresponding to a prepared inadequate persons |ist
inafchgkd ¢t talso1mef eesutorihe ddwnaf er redalbgnkwhen the 1D

account nunber, credit card nunber or the |Iike of the
anUSBhsskOraCeesheaaubanka0e LRt tegald CPMAGNYed30st and the

requests the bank or credit card conpany 130 via the

di%%qqgﬂ%QQ iPQcEEH?gé%me&Puf A4 H@yo§@P§€£on section 123

corresponding to t rental fee of the content fi le
(s%p‘ ,Lhed 'd%?&'t‘%‘it 1-09 +5¢0 E;Q'agﬂn{ﬁ%%%et Q ANE L QPRAY the
of "th 110.

e nmanhagenent center en the managenment

di%%ﬂ%&%d%%%q%ﬂ?%k”ﬂﬁaEB%%uEQ&a iﬁﬁ1%§2r QESQ1 éd%ication
request is a person corresponding to the 1 nadequate
persons Iistpg%n%SwQ n a remﬁé indicat%n%rthat.egxﬁgpt

SCFgeHoﬁndpggg ata vl

Fansferred vica the comunication
line O fromthe bank or credit card conpany 130, .in

COBfE R Cacase, I ine Brt&n%*%%fﬂéﬂaaew@%é‘geéﬂ‘t%fngéﬂy tHethis case,
request of _the user via the commynication ljne P to

thengogitghtall PebREERECHI AFi hiye devider 198 O TR tH! othher™ the
hand, when themanagenent center 110 confirns that the

digder. bueliavede tor ¢ hed megliest iandat henslgyaiokey on the memory
correspondi ng

secticn 125 are read and transferred to the management center

110 together with the request (s4).

The management center 110 checks authenticaticn and
charging of the user related to the request. That is, it refers
to the transferred player key of the user to check whether the
userrelatedtotherequest isapersoncorresponding toaprepared
inadequatepersons listornot. Italscoreferstothetransferred
bank account number, credit card number or the like of the user
to access a bank or credit card company 130, and requests the
bank or credit card company 130 via the communication line B
to pay a money amount corresponding to the rental fee of the
content fileonthedistributing recordingmediuma to the company
of the management center 110.

When the management center 110 confirms that the user
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to the inadequate persons |ist and a paynent
conpletion reply 1is transferred fromthe bank or
credit card conpany 130 via the comunication |ine O,
it records the information on the player key of the

user and the like an~:| the information on collected
charge on the charging DB 114, searches the piece data
DB 1Il to read the piece data and the content key

rederteespponde mg gi:e sthies a pententcdrd,e anchdimanst ehe itlremquate
as a reply to approve the request of the user via the

pecemmsnilcati oandiwtesr 4 ecphe dhgital ieonteat pplaynngis not
device 120. As for paynent of the rental fee of the

po%%%%l%o1Eh§r§ﬁ§§8§9§@tv1&QﬂkﬁEo%H%nﬂH%%l%§ﬁﬁl%%yﬁ from the
directly request the bank or credit card conpany 130

bah® BaYctbtausihgrd el alzocontent tpkaykfge, devitG@insrers
120 via the communication |ine P, or transfer it into

61&Q§S§SQQH9He%§ Eﬁ@J&Qﬂpﬁﬂyo@ftﬂQQHﬂﬁp%g%nFHé é&ﬂﬂﬁﬂicatlon

O without dsing the communication line P. In these

f h ch t th 4h
llrran Sene Peggnc ﬁ gﬁgc%s %Pﬁ%f Sé%%gﬁg ofethe
user |st§o & Aot %Q her agnﬁgt can be %? Conflrms
from fhe hanR® r créd car compdn 1567 he
o Fomi e HEC heiiag 5;5%?%?511@‘1’% %?%ﬁ%%é% ﬁﬁ""ErsrL%%{%%w

t he d| ital content ayi ng device 120
tod §ﬁ|aygﬁaévﬁ5%sp ‘Fﬁéjdﬁﬁbﬁpd%écP?%ﬁ gﬁzc%ﬁm%%gh%%-fePly
~that the authentication and char%lng condi ti ons of
15 he2pgerrard ot ee b%%%fﬂiéréﬁd ﬁ@r%ﬁ63§§§ﬁhé38fV1a the
the software. On the other hand, when the piece data
coamdinconttémn keye f3, it records the information on the plaver

key of the user and the like and the information on collected
charge on the charging DB 114, searches the piece data DB 111
to read the piece data and the content key corresponding to the
content 1D, and transfers themas a reply to approve the request
of the user via the communication line B to the digital content
playing device 120,

As forpayment of therental feeof theuser tothemanagement
center 119, the user may directly request the bank or credit
card company 130 to pay it using the digital content playing
device 120 via the communication line B, or transfer it into
the account of the company of the management center 110 without
using the communication line . In these cases, as for checking
charging to the user, the management center 110 checks whether

payment of the user is completed, not whether payment can be
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are transferred as the reply to approve the request of
the user fromthe managenent center 110 via the
communi cation line P (a5) , the authentication and
charging conditions of the user are net (s6) to
record the piece data and content key on the nenory
section 125. At the sane tine, the clock function of
the conputer is wused to record the piece data
natleafishar that baok the cendity coecdt conrard” 13Phe header
information "A" on the distributing recording nedium
(x aWdenhh&hpi meesdgkatondehg hbaorygsecti ol 12& amer is
the like are used only in play operation to play the
trdat@chodyl £'Bm t ba niame gebimgtnrti doxer i ¢ng 1 1 @ coiradt ng crediuummaEx: ion
(s7) . Wen such setting is ended, the processing of
1ibbeppragramche endeds1\VWaentthe digital; aanteat 1plawiR@lay
device 120 is play operated by the user, it reads and

ouleckypbe the ceomtent skeyion 1bheMpEREW g$eehi-en th25,
reads the header information "A" of the content file

au@RehiRe dirSthi BuL T Atk ¥ £GoF ding 1 AR AWM, H-c 1O 1 ARGT YPL ndt met
usi ng the content key, and reads the piece data on the

Y anSEG L0 ey R, o L 4siAg L he content
(Sﬁwbvﬁéﬁt %&go%tré%tés%qél%i % or@frrlaet %gn%:ws% reegi stered into

a pr%%ekﬁémoﬁﬁgrrﬁgﬁgt el hrfhe ata body. . BY of. Lhe v yey
contént fiI'le on the df stributing recordi ng redilm a
i s, decrypted.and pl ayed, usi ng_the cont ent key. Thu

A Gl P A S otk SAE DTRYT 5 SRBFeeSa0et prey P me? g goer
body "B" of the content file on the distributing,

fregddiairaga SRBaRGAE @ opRratetd:e ORMIRE 16EHAP =B (a5),
when the user sets _another distributing recordin%

Lgedit bRt R b FREL Al @ AIChEsALERt COPRAY L RESdelitde $86TfoFc met
copy operation, the digital cont ent _

(s¢) torecordthepiecedafaandcontent keyon thememory section

125. At the sane time, the clock function of the computer is
used to recerd the piece data transfer date on the memory section
125, The header information “A” on the distributing recording
medium o and the piece data on the memory secticen 125 and the
like are used only in play operation to play the data body “B”
on the distributing recording mediuma (s7) . When such setting
is ended, the prccessing cof the program is ended.

When the digital content playing device 120 is play
operated by the user, it reads and decrypts the content key on
the memory section 125, reads the header information “A” of the
content file on the distributing reccrding medium o to decrypt
it using the content key, and reads the piece data on the memory

section 125 tedecrypt it using the content key. When the content



pl ayi ng device 120 copies the content file on the
distributing recording nediuma as it is to another
di stributing recording medium Since this cannot
i nclude the piece data, new distributing recording
mediuma is only created. Therefore, when the user
operates the digital content playing device 120 to
execute the playing software, it is decided whether
inferingtihe i$rseoisimeredaintithe plrayioigreoiewaredilstry, the
executed or not is decided (sl). Since it is not
dataedivatBl'y af tee caover oddiiegn heepliayindg softaaeeording
and the flag is set, the piece data transfer date on
melRBnMBMEYdseelheRa12adl 616¢ad teidecide cwhether kkhe
current date is within the rental period or not. That
i's, thesdifierenge: hetywereithe ol eiaey daha da ansf @lays the
date and the current date is determned as an el apsed
daP8HRM; frem ot RecRainie@f £l @B @k nahi £t # 18, 1Pi 8§ @ cd@tr@ing
is transferred. When the el apsed period reaches the
a ri ' ud it t [ r i.on,. .l
meﬁgﬂ‘ge%i %gdéjé)%%%ﬁ%i' [ g,&no evvir%)tethhle;ret a2401r’entha nrrBCIraf)leer :&05 ,rt sets
1. . not t t [ S
B e L B
As .t he resultlgg ghe decisionraggen

plpgena dEVlFeperlo

wht
renta

i s ,not i
B, ERlokBara i8R i Lhed ol it Mefient

th i 22 del he pi d ,
DL EHECELTT & BBV BH tho ity ader 1 BIF FToa- (4gy Luting

for ending the processing of thesoftware. \Wen it is
regPE A RSt Red F ehthla el 68, L M pristestisig iguting recording

thesoftware is directly ended. In this case, . . in
meé&PFe t e Sane hanm@rna l?%%UQ%SEh?nﬂéﬁ?%t%@?aafP%W

downl oadi ng the playing software,
distributing recording medium o is only created.

Therefore, when the user operates the digital content
playing device 120 to execute theplaying software, it is decided
whether it is the first time that theplaying software is executed
or not 1s decided {(s1l). Since it is not immediately after
downloading the plaving software and the flag is set, the pilece
data transfer date on the memory section 125 is read to decide
whether the current date is within the rental period or not.
That is, the difference between the piece data transfer date
and the current date is determined as an elapsed period from
the point of time at which the piece data is transferrec. When
the elapsed period reaches the rental pericd included in the
rental informaticn, it isdecided that it isnot within therental

period, and when it has not reached the rental period, it 1s
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the digital content playing device 120 plays the data
body "B" of the content file on the distributing
recordi ng medium (x as operated. Wien the user sets
anot her distributing recording nediumto the digital
content playing device 120 for copy operation, new
distributing recording nediumcc is only created. In
the system when the user uses the digital content
deplidyilnghdeviteis2@itbinpthy operali pariodl és§) -
aut hentication and paynent of the rental fee to the
manafgente reentler of10hardecicoinpl eteen tiieldatat bodynin the
"B" ~of the content file on the distributing
rehegorgé Agodp di ke sGanroti shéi phayedou et cadeowfthe output
using a general digital content playing device instead
seetibher 2ditg tahceontightoiplRyHAgadend athel 20 nitenal kke.on the
Primary, secondary and tertiary unauthorized uses of

mekBeyeantant, f14 eson rbhen st £hBytlbne s-Q60Qf S B FRdituRire .
a can thus be prevented. Wen using the digital

wheANked ., Pt Y R 081G 120 48, PhayrJhe GoRf&atht sulfeware
on the distributing recording mediuma not wWithin the

ierEEQEtggréﬁgedFh%xpg%ﬁ% gg%é,aﬂ %Hf Like,an I1he nner as
menory e

t
section 125 is only de ed autonatlcaﬁiy at

this_point and. the ontent file on the di.str.ibuti

g e e T T R i
rent al riod, the.digital conte pl.ayin device 120 ...,

EnE g B Bedt 1Tt BACE TAOnEH AT St I BTN PREONAF R "
medi um a by copying the content file. To play the_.

ofcbheertnfelle floﬁf% e tBEsEE FBEL PRI FECHP AP RGI B AT ¥ & & as
the digital content playing device 120 can be used to,.

OPEERIERTy %%??e%@edﬁﬁﬁgé@??ﬂanQQQﬁﬁuﬂ%%F%ﬂﬁPq%ﬁqi%%%?rdlng
uses since authentication and_paynent ,

medium tc the digital content playing device 120 for copy

operation, new distributing recording mediuma is cnly created.

In the system, when the user uses the digital content
playing device 120 for play operation, unless authentication
and payment of the rental fee tc the management center 110 are
completed, the data body “B” of the content file on the
distributing recording medium o cannot be played. The case of
using a general digital content playing device instead of the
digital contentplayingdevice 120 isalike. Primary, secondary
and tertiary unauthorized uses of the content file on the
distributing recording medium o can thus be prevented.

When using the digital content playing device 120 teo play
the content fileonthedistributing recordingmediumanct within

the rental period, the piece data and the like on the memory

5
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of the rental fee to the managenent center 110 are

necessary. A distributing recording nediumfabrication

device 140 wused for creating the distributing

recording nediuma w Il be described here with

reference to FIGS. 1 and 3. The distributing recording

medi um fabrication device 140 is a device used by the

conmpany of the managenent center 110 or a person
sececliiatell’ dst bhdy dendtsebanatestpicedeé voat & Hficoppant and the

content file having the header information a' and the

codakatbpdye ohBEn£ ori JteGendiing; rapdraesgmisiihheocombents the
file separated from the piece data on a set recording

safiedi um tlei ereat erdes digsdrriidayt im@ diegta=di rgneditumlaying
Here, a conputer is used. In FIG 1, the nunmeral 141

dedenat esoanah ML sIRCLLOAr phaY| Athewd JiQAAT GG TP deWrding
such as a DVD on which digital content obtained from

mehgﬁmqgQkﬁgégp?%ﬁe{h@Qﬁnﬁ%%ﬁ%ﬁ?gé.thﬁ}?ﬂ. ?hglégmtéht file

control such as U processin

onr%%%rghg%rq%%kggbc%%%%Eﬁ ngg%ggﬁﬁﬁeu§h% ICEH ﬂé%liﬁg§tent

t he "numeral CCaTrecordi secti on an se

di . ' d
oL T A AR R o2 i L SN [ REBE IO E s or
ce data nenory r.ecardin Piece(?ata

senungral 1%@’ Fler 1 auttientic o gh ayment
SEPSPAted Fr bRT thETY CoRtent 15T &V The Cont ent” ot 1 Aera
fcogding nefgﬁnl reaéjnﬁrsoftmarﬁ shown 1£ FI G B,éggﬁr
°%t hBopel bR 1 ofi*of ¢ heSdMet P PBTIERhg FREDE dt hy Heaiftim v
fabrication device 140 will be descri hed. , ,
distributing reccording medium fabrication device 14C
used for creating the distributing recording medium o will be
described here with reference te FIGS. 1 and 3.
The distributing recording medium fabrication device 140
is a device used by the company of the management center 110
or a person related to this, and separates plece data from a
content file having the header information a’ and the data body
“B” for recording, and recerds the content file separated from
thepiecedataonasetrecordingmediumtocreatethedistributing
racording medium o. Here, a compufer is used.
InFIG. 1, the numeral 141 denotes an input sectionplaying
a recordingmedium suchas aDVDonwhichdigital content cbtained
from the content holder are recorded; the numeral 142, a control
section such as a CPU processing the recording medium creating

software shown in FIG. 3; the numeral 143, a recording sectilon

which can set a recording medium such as a CD or DVD and records
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A recording nediumsuch as a DVDis set to the
recording section 143 of the distributing recording
medi um fabrication device 140. A DVD or the |like on
which digital content are recorded is set to the
i nput section 141. In this state, the recording
medi um creating software i s executed. First, the
digital content recorded on the set DVD are read by
& thetenpufisectnonhdedstding Pieteadatand s isepareted 144,
froma header part a' included in the digital content,
a aghdckhédatseparated rpiceceidat ailesecenergptsegatratieel from the
recorded on the piece data nmenory 144 (s2) . Then,
cohitendi giittal. content separated from the piece data is
encrypted (s3), and the encrypted digital content are
r ecordedt & t €€ Ohdirdg ored nbiM <SG iy ase 8- DVPss€twat@ shown
the recording section 143 (s4) The software is ended.

inlhe; . di std byt iRe @G endh NG ARG LM 8518116 eateddi fh%ediun
flrst enbodlnen can be design changed to a system

LeVeRt %9dQQQ%%hqéPz%qlqs%eo%egq§j§ggfent file on the

|str|but|ng recor ng nmedium a trans erred to the

user fP%ﬁgégln tmgéq Eirels ﬁ@%%ﬁ;se@.Egl§h§Q%§mrdlnq

it has e Sa as a ove e playing so
[ hi delete 2
s goBsdig” 'icﬁﬁéﬁ%@%f‘bﬁ%eﬁeﬁeﬁr WPy ey cat Lo
thin th I d. . Th d t
AR i T R bl TR
t he managenent center 110, ma domnload it via a
recocsedi A§ ABdi bith SHR N EG'S e@b‘vl% 14 et £Rr tt S corr s, the

it may be an exclusive device, not. a computer. The

regOgidiAll EGREAEt Ploafiing deViteE s ¥ FaG oms -

First, the digital content recorded on the set DVD are
read by the input section 141 (sl). Piece data 1s separated
from a header part a’ included in the digital content, and the
separated piece data is encrypted to be recorded on the piece
data memory 144 (s2). Then, the digital content separated from
the piece data is encrypted (s3), and the encrypted digital
content are recorded on a recording medium such as a DVD set
to the recording section 143 (s4). The software is ended. The
distributing recording medium a is created.

The first embodiment can be design changed to a system
preventing unauthorized use of the content file on the
distributing recording medium o transferred to the user for pay
or for free, not rented. In this case, it has the same merit

as above. Theplaving softwareused in this casemayonly delete
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of : when a request to play a content file under
aut hentication and charging conditions is inputted by
the user, transferring the request via the
communi cation line 0 to the managenent center 110;
and thereafter, when piece data is transferred from
the nmanagenent center 110 via the communication |line
0, using the header information on the distributing
a secoedioigpredeamagandcotdiengitecehdataront yi s wiphay or not
operation to play the data body "B" on the
widihgtr thetdarg alegcordbdg nEt whea.talThecdtghtatlgphtentevice,
pl ayi ng devi ce whi ch has such function may be of any
witenbitgupahi 0841 Egbod: e v 2nd seeont € nbadh M mehddement
present invention will be described with reference to
cehk©®. 140anda . afkiS o4l st ar bd ackre & g M R4 BuB YSi@Mas a

for preventing unauthorized play of digital content,

cpl.nchydi ng & Bl agk.gdipgram ofy A, diSLEi DIt 1NGi FECYUH NY, not
medi um fabrication device used for the system FIG 5

a Egm?utgko Eji 'HQlQXbﬂgeﬁefgm%ggngsggvigé ﬁggaf ctions

system A systemor preventin u horlzed use o
ofqlghégha %P %%E,gg;ﬁﬂg %pggﬂtlﬂtFkgie4uﬁ$e$:%Mﬁﬂéggication
preventi ng unaut ori &l “use of © "a  conten i1e on
istributing recordi ng medium,a djstributed f.or .
A R hE Y eyt Bret Ry EaRraR 1 Pensfrring
the distributing recording nediuma itself.
tm%ﬁﬁ%%ﬂ?%?lﬁﬁé“%9%$%ﬁ¥h%%Féoﬂﬂ§%¥1%GPNHEEmanagementCenter
recordin%nediun1 a on which a content file havin
11Readsr CREBEAAEREN YRENantCE® data %%d@raﬁ?f¢ﬁfe from the

recorded in a state of l|acking part of the header
management center 110 via the communication line [}, using the

header information on the distributing recording medium o and
the piece data only in play operation to play the data body “B”
on the distributing recording medium o. The digital content
playing devige which has such function may ke of any

configuration.

Embodiment 2

A second embodiment of the present invention will be
described with reference to FIGS. 4 and 5. FIG. 4 is a block
diagram of a system for preventing unauthorized play of digital
content, including a block diagram of a distributing recocrding
medium fabrication device used for the system. FIG. 5 1s a
flowchart of playing software used for the system.

Asystemforpreventingunauthorizeduseofdigital content
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information "A" (that is, play information "A"

i ndi spensable for playing the data body "B" incl uded

in the header information a) ; a managenent center

210 which is managenent nmeans managi ng use of the

content file on the distributing recording nedium a

and can deliver the prepared | acked play information

“"Al" included in the header information "A" as piece
20datlaowh aira FIcQmubs catsiyem ekl pee(3ntand andighdal zed use of

content playing device 220 which is a device used for

a BhRYLRY ANt %Qpﬁllggr&%ﬁtgaat ebtothl 8y RMARE o distributed
di stributing recording nediuma and %as a function of

£oCOPENAL At NG vV izay LBe . cotanini €atd QRel LogtEBtWihef Mot the
managenent center 210. The digital content playing

dig%¥kﬁﬁt%§8 E%C rﬁ?gﬁph@dluﬁe&eltggﬁ¥lng sof tware

processe utér 1s prepared in the

”?”?‘?Sg‘iﬁélﬁﬁ %\E}Qterﬂqg r%%d&%%k@@o? gmedium

d|g| I'ne an op connunlc tron
| | t el I Thj “
B A C&&m@ggpsgﬂ bt tomiLTok 47 %ha -
, cent and th d' t al t

da&s%%@”‘a%‘olCSeJ?ﬁggaﬁsgﬁﬂaﬁﬁ% ' 3@%&%5? AN Hhader
. _general recording nmediumsuch as a CD or DVD. The
mg%f“éﬁtloﬂ 8" ohtliHe JdirsPRPHUt A7 etoR difty edtimmegsable

has a data structure having the data body "B" as data

£OB1D WIS T LRI Pirelde. 5 SUTIKT U iraghn thexkeagaAd ngoTmAt fon

software, and content information "A2" such as .
ali; nf Graterd BIETOh Ceplye TR adur@s d sofappgeRanagepent managing
center 210 in which a content ID allocated to the _
usgabd bbdycoBtenhdfplece: data Bt ritaitstny et corfhanglmgdium

information "Al" included in the header information

o and can deliver the prepared lacked play information “Al”
included in the header information “A” as plece data via a

communication line B; and a digital content playing device 220
which is a device used for playing and copying the content file
on the distributing recording medium a and has a function of
communicating via the communication line B with the management
center 210. Thedigital contentplayingdevice 220 1s a computer
here. Playing software processed by the computer is prepared

in the management center 210.

The communicationlinefBisadigital linesuchasanoptical
communication line or an analog line such as a telephone line.
This is used to perform mutual communication between the
management center 210 and the digital content playing device

220,



"A" is lacked f romthe content f ile having the

header information "A" (the play information "Al" and

the content information "A2" ) and the data body "B"

for encryption. The play information "Al" refers to

data showi ng the address value of a sector to be read

of the data body "B", the size of the data body "B"

and the like. Thedigital content playing device 220 is

a genpeali-Puripese nCoaput einysed by & he generkb ridherding

draw ng, the nuneral 221 denotes a control section
nesidCh asclaa€RUC Tt die Droner ahe 222t st £OUE put tiSectiisaributing

such as a nonitor or speaker; the nuneral 223, an

re%%%' 0He§§‘a}n' &nh§'s'c£' ast 2 keyhoarfe M2 POuUsaind Reita body

nuner al™ 224, a play copy section perform ng

wpregd/ i1 e oh data 5o oniesqd heditst Rkl Nfext, game or
recordi ng nmedi um a; the nuneral 225, a nmenory secti on

so%%%r@s Qna :]:oﬁifec’llﬁ: ﬂ%fr&?c WA@'” %%@h &8s information on

comuni cation secfion for perform ng conmuni cati on.

th%ﬁﬁ'é__l aébar% ég] g fb@ﬁé gnag{a%%}r?e{ﬁt Ble?l)éleQQZ §@fltn\/\@;5§§ﬁh£%él tent

| | ::S recor : ][rem)ry section 2
L R O U LP SOLARE 0T B O 00 ch 28 v
LR S T

.playing the content file on the distribu recordin
et datkgd TX Pt Bpecorb At beat 84 Vg Hee bﬁa FRg nformdation
software is also transn1tted to the nenory section
"I bl e geekein M iR e pRAYieNg tRBFORERS I PRk fiet-Lon TAZY )
managenent center 210 to be recorded. Further, the

anpi bloe cidtEabo @Y "B hEo dedptitwriey ThAD e LpffRgmat Ton “AL”
transmtted fromthe managenent center 210 are

rafegor tleddore tdhewienpesaddieons value of a sector to be read

of the data body “B”, the size of the data body “B” and the like.

Thedigital contentplayingdevice2201sageneral-purpose
computer used by the user. In the drawing, the numeral 221
denotes a control section such as a CPU; the numeral 222, an
output section such as a monitor or speaker; the numeral 223,
an operation section such as a keyboard or mouse; the numeral
224, aplay copy sectionperforming read/write of data from/onto
the distributing recording medium o; the numeral 225, a memory
section such as a hard disk; and the numeral 226, a communication
section for performing communication.

Other than the basic program, playing software shown in
FIG. 5 is recorded on the memory section 225. The playing

software is software for pay or for free downloaded from the
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225, and the piece data transm ssion date and the

rental information showing the rental period are

recorded thereon. The content of the playing software

will be described later. The software is processed by

the control section 221 so that the conputer can

exhibit the function as the digital content playing

device 220. That is, the digital content playing
mafevyeten22=Masr 2flunet 4 ans: ebmmwheénraa ipequese I angkaya user

the content file under an authentication condition is
reaptutrtedohycthaiusen, atd ans mdtliing ¢ tdre sceueste vicaessary

the conmunication line (3 to the managenent center
fo2iQaand; therseakbat, f ihesn phecH datianitd'nd secordingmedium

transmtted from the managenent center 210 via the

co ' i ' S ng (! tiiQn
P ot ene T Te b the ar ot ey Butt g scord ma

trgEQHQQE@d@ﬂgﬂﬂghgﬁggﬁé@@ﬁi&ﬁ%ZBq: éﬁhé@%ﬁ@&%@ﬂe%ﬂaying

play the data body " of the content file, an

soff%%yeg;k%tngg%e Iggﬁ&gigg'ﬁﬂk%n%ﬁi ?@gs%epf%g@g%&ﬁ oMt 8 her,

poi n the piece data

th%@ﬂé?%é agﬁ% kpomhe d%%?ﬁgggﬁﬂt K SENL e é:fi% 1i %égzr Ahittea

apsel perio es a predeterm né
eriod, deleti the t sntted piece data. The .
R o heRt Setnn bt erite 4 L s v o BT Srod SedoEu ssgt on

erform ng busi ness of renting the data body "B" on
22Pne angi SOF Bufhg SPdeol dPRgTHEdi o &4 R (L TGt
_contract with the copyri%ht hol der of a publication
infRargdedny fRome "dat-Reh @Rt eddd ks &SGR 4% thereon.

rental fee fromthe user. In the draw ng,
The content of theplaying softwarewill be described later.

The software is processed by the control section 221 sc that
the computer can exhibit the function as the digital content
plaving device 220.

That is, the digital content playing device 220 has
functions of: when a request to play the content file under an
authentication condition is inputted by the user, transmitting
the request via the communication 1ine  to the management center
210; and thereafter, when piece data “D” 1is transmitted from
the management center 210 via the communication line B, using
the header information “A” of thecontent fileonthedistributing
recording medium o and the piece data “D” in play cperation to
play the data body “B” of the content file, and functions of:
determining an elapsed period from the point of time at which

the piece data ™D is transmitted from the management center
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the nuneral 211 denotes a piece data DB on which
encrypted piece data "D' and a decryption key
necessary for decrypting the piece data "D' and a
content file are recorded; the nunmeral 212, a contro
section such as a conputer; the nuneral 213, a
communi cati on section for perform ng communi cati on;
the nunmeral 214, a user information DB on which user
210pfardehkbarciesel epoeded riandr ¢ aflos sat v osdenermined period,
aut hentication and charging based on this is
desequeant kakl yraegondedd andcthaanuneral 215, a software
DB on which the playing software is pre-recorded. A

cont ent A shomgcthecearespandepgeeit@tdd bg 4 $erson
added to the piece data "D' on the piece data DB 211.

e BB £ORLERL s hBS sahe wsed ihe MREChathepcont ent Linl eren
the distributing recording nediuma with the piece

.data.,d th [ dat DB .21 T D .
di %gggPtﬁ%gb¥§?£%§%§ F%%ﬁﬁﬁb?&ﬁ)éggﬁﬂg?gﬁggg e%gﬁgr?%giﬁlth
i ti t inf i .

e D B e b Tkt TR bs i, HiE g8 ooay

ol Nf [ ,of | h h i nf t] -
R R ERE e TCar P81 AthbhRL Teenat o o T LR8 cwing,
authenticates% the user .I D %Qd fassmor%aQ f beforﬁ .

Ehe et #4 ilg £RBOPEECRPHSES %B7° P60 ThETdiCH Ear T ¥Bhtdmtece
pl ayi ng devi ce 220, and al so checks_whet her the

dagant BnETIODs d8CE YRRGOEhERY RECIR SEaCH bYhél- GivRiotnd Fhe piece
content IDs are useful to prevent unauthorized use.

dathe "Operati ancortent fhis-akonfeerrrsyStemywiral 212, a
preventing unauthorized use of digital content 200,

coand otlhe esortents st tive 2 ploapiuig rsofthwarem@ia it He >, 2
operation of the managenent center 210

communication section for performing communication; the numeral

214, auser information DB on which user information is recorded
and information on authentication and charging based on this
is sequentially receorded; and the numeral 215, a software DB
on which the playing software 1s pre-recorded.

A content ID showing the corresponding content file is
added to the piece data “D” on the plece data DB 211. The content
IDs are usad to match the content file on the distributing
recording medium o with the piece data d on the plece data DB
211. The user ID and player 1D of the corresponding user are
added to the user information on the user information DB. The
user IDor player IDisused formatchingwith theuser information
of each user on the user information DB. The management center

210 checks (that is, authenticates} the user ID and password



will be described. First, the user operates the

operation section 223 of his/her own conputer

(conputer corresponding to the digital content

pl ayi ng device 220 in a state that the playing

software shown in FIG 5 is not downl oaded) to access

t he managenent center 210 via the communication |line

(3 for perform ng user registration (specifically,
befegest eanagi hi $hherhagne andaaddrpgsto ante ali payatentontent

condition "his/her own bank account nunber or credit
pleghdgnikpess 2.0, ThedEnagerenk scent ehe 2 thecteateatalDs are

user I D and password according to this, registers the

mats@kd N oK Bt don e - bhengser 1Y ebiRken 1DB2d4e andkul to
transmts the user ID and password via the

preqarunicati-en-hi-ag (3-to the conputer of the user. The
user may input the user ID and password at user

regi%BE@Héy&tfgﬁ%EtBE%hﬁ%ﬁ%dﬁ¥¥gﬁf§ag@§%£@fo?%§eventing

conputer 'to access the managenent censer 210 an

unitaﬁ%%%i%e&e}‘ﬂﬁg%f BQg?%E"g'ncg?xgtéﬁ‘@ 20@',""%&9@%’%‘/’@%& &P the

I'S Ccase, e user asswor are necessary.

The _co ter_of t user transmts .the _request via
O LA ORI ST 1B T e {F 4 e naage e Taih ggnter 210
210, Upon 35 reception of the request, the managenent
Wlién?@rd§f§r93§§s the playing software on the software
DB 215 and transmits it via the conmuni.cation I,ine2F2>3 £
to t ReTEbmplhfer V6FTt RBCHEERS FRE PP&YIANg ° s GFflare ©
shown in FIG 5 is downl oaded on the nenory section .
hizghedt Ofhe COBRPHEST HCO™RE b CAMTEFPOTRUSY thfe the digital
computer beconmes the digital content playing device
copentTheadi g e ViconE et Lpleayt age ddvi e £n22pl 2 Bl phiseH tware
t he
shown in FIG. 5 is not downloaded) to access the management center

210 via the communication linef} for performinguser registration
(specifically, registering his/her name and address, and a
payment cendition “his/her own bank account number or credit
card number”) . The management center 210 creates a user 1D and
password according to this, registers the user information to
theuser informationDB214, andtransmits theuser IDandpassword
via the communication line B to the computer of the user. The
user may input the user ID and password at user registration.
Then, the user operates his/her own cowputer to access
the management center 210 and inputs a request to downlead the
playing software. In this case, the user ID and password are
nacessary. The computer of the user transmits the request via

the communication line P to the management center 210. Upon
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di stributing recording nediuma is set by the user
di spl ayoutputs the playing software on the out put
section 222 when the playing software is executed. A
play Iist show ng rented content is displayed on the
screen of the playing software (sl) . That is, the
content f ile in which a predeterm ned flag show ng
that play is requested is set, is displayed on the
repbayitnstf Baseddorsty hehplagndgsrenphetmepr plidy reads the
operation is perforned via the operation section 223
playingt s¢ Stwece ded (sR)so MWharrd 0H & 1decinded raaittise 1t via
pl ayoperation is notperfornmed, whether a distributing
thé eeaktinAg affe dinum «p readthopefptt on ofDHSCusEOAD The playing
operation) is perfornmed via the operation section 223
so0FwaRet shewieth dert ( 3)i Whenmitlhe dalcSCrl @AR epawati erction
is perforned, a content |list showing content files
22B0tf phay-d; ed Hesidbspl ayd . outipul | ed eOfoihet OttRubme s
section 222 (s4) . That is, content files in which a
thRrgsdet erm pedebhadpi s,y NAL aetiacexdospl ayed on the
content list. Therefore, when the user makes a request
top . cont a3 i hheqeontentobi sb, whhen the
nana%@%e%?gégggeggég%ﬁFsséggéégeg@ggkgo read content
info tion "A2" .included in the header _informati
a1k R SR G s e T L b o BT AT BT o F SEoP dEg Pt
th%&u uqb%gﬁk%%wgﬁgﬂéghﬁi%ggEéﬂ% ggg{f%%.éé% Y gpug%aplaying

! rranage_rrent cenb
RS e Se JEB.200 095, e Wed L LA SOLEnlry e 1
i LEQUSet, Brogessl ng o d Lansn ({0, Thamenagemenl sy 1,
a PHI e Bty

thgﬁﬂﬂiiLﬂ:filej11whicheapredetermined.flag‘showingtjuﬂzplay
is reguested is set, 1s displayed on the play list. Based on
the play list, whether play operation is performed via the
operation secticon 223 or not 1s decided (s2).

Whenit isdecidedthat theplayoperaticnisnotperformed,
whether a distributing recording medium a read operation (DISC
LOAD operation) is performed via the operation section 223 or
not is decided {(s3). When the DISC LOAD operatiocon is performed,
acontent list showing content filesnotplayrequestedisdisplay
outputtedon the output section 222 (s4). That is, content files
in which a predetermined flag is not set are displaved on the

content list.

Therefore, when the usermakes a request toplay the content

file on the content list, the management center 210 is accessed
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processing via the communication [ine P to the digital
content playing device 220, which display outputs the
pl ay requesting screen on the output section 222
based on the data (s5). The user sequentially inputs
or selects a rental period (by which a rental fee
anount is determ ned) via the operation section 223
as indicated on the play requesting screen. Finally,

towhendt hentuset [Dfandapasswdrd”aiecinpatit erl the aeplay
request of the ~:iistributing recording nmediuma via

inthemeperatizons 8 eakicomt <223f +S6h thetdies di ghtal ngortentiing
pl ayi ng device 220 switches the displayed output of

meHESmQHHQHIt§§ﬁEhQEtg%% 110 the rhept § Catdren covGih@eRat ion
and transmts the inputted request data via the

llﬁ%.ngu{% CAL L Orﬁ]%rjlé@&ngnf %%%M&Q%ﬁl’é@d CRNGele D aliress

case, ntent 1D of the content information

1nc deanlﬁ %ed'c%eemt i 08, 1SR A Medi BLEX @%gsreege o

player D on the nenory section 225 are read and

peEE?Eﬁ'ﬂ]f L0 8e ’E%g{%?%%%%%”ﬁ%‘ﬁ%%%l%’c%dtOQ@BQ%nﬁl ement

e Teéeq e managenent center
eck u hentlc tign._of _the I d.t
ceflghedi O TRARERERY, B3rdt nblessHRRL oF, ThEpt Al oauest
I D and player ID of the user, and reads the user
Prpﬁfaénsﬁfﬁﬁ B OT1Q RETHSSR-CRFRPt he dbi Of RSl 1 g B8P tent
to check_whether the user is an _authorized user p
Pl@ﬁ”ﬁ@t deyhee frahagiheit demdéry 94BPRaGI HoF greparéed &y -1 nd
i nadequat e persons |ist of persons havin over
SCEREAe P8 e § WENPaPREht ogf 2PenPals efen &%et (& Bis grs o)
informati on DB 214, checks whether the user is a

per sBhecor e Bsyon Mgl 4 bl ¥ HOHYdd6duatecpEpsanetiat Reriod
not
(by which a rental fee amount is determined) via the operation

section223as indicatedontheplayrequestingscreen. Finally,
when the user ID and password are inputted as a play request
of the distributing recordingmedium o via the operaticn section
223 (s6), the digital content playing device 220 switches the
displayed output of the output section 222 to the authentication
screen and transmits the inputted request data via the
communication line B to the management center 210. Inthiscase,
the content IDof the content information “A2” on thedistributing
recording medium a and the player ID on the memory section 225
are read and transmitted to the management center 210 together
with the request data (s7).

The management center 210 checks authentication of the

user related to the request. That is, it refers to the

(W9
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together wth the authentication (The check of the

i nadequate persons list is arbitrary.). Wen the

managenent center 210 confirns that the user related

to the request is an unauthorized user or a person

corresponding to the inadequate persons |ist although

he/she is an authorized user, it transmts a nessage

to deny the request of the user via the comunication
trhhpei0ted therdibi tdl cbatentID phlayimg wWev ,cer2RFea@s the

t he ot her hand, when the managenent center 210
useenfhfoBmathah dhelusersarelfatedtheo tbher ragueastatiscmms 214

aut hori zed user and a person not corresponding to the

tol AadeqguahetRBrSONs hkst, istanreiefsrigedhespt ayerndd  The
and the like of the user to record a charge in the

maHSgenkbRt O RLd 001 OM tNe USEEp A PE QB L1 PR 2 der 0bns 1ist
the user, searches the piece data DB 211 to read the

ofpbgsgong%?v Y ARd the dechYRti-ennkeyGREResSpeNd g1 fee

to the content™ 1D, and transmts themas a reply to

onaEBEO%geEh§ E§9H§§RoﬁfDﬁh§14us@%eﬂké‘&H@%ﬂ%¥nﬂﬂﬁ‘ﬁgéf“ls a

line digital content playing device 220. 38
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eac pre et rmnea perio nta ee Is ar e

bank. . or, credi.t card co 3 har
to@@F%@Flv B the q%}enq%F%Qﬂ:qE%ﬁ%ﬁi g??%ng?e |%ﬁ%9uate
an accqunt aqr p it at a convenience store or the
PELSRE S éﬁ ﬂﬁeaﬁéﬁgﬁéﬁéht ‘center 210 has been stil
connected via the communi cation |ine to the. bank

cr edPheBardec BRPARGTSIE, ERvedi atld Egﬁﬁéﬁpscgﬁaﬁethﬁg%ser

related to the reguest is an unauthorized user or a person
corresponding to the inadequate persons list although he/she
ig an authorized user, it transmits amessage to deny the reguest
of the user via the communication line B to the digital content
playing device 220.

On the other hand, when the management center 210 confirms
that the user related to the request is an authorized user and
a person not corresponding to the inadequate persons list, it
refers to the player ID and the like of the user to record a
charge in the user information on the user information DB 214
of the user, searches the piece data DB 211 to read the piece
data “D” and the decryption key corresponding to the content
ID, and transmits them as a reply to approve the request of the

user via the communication line B to the digital content playing

device 220.
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course, made. The digital content playing device 220,
when the nessage to deny the request of theuser is
transmtted fromthe nanagenment center 210 via the
communi cation line P (s8), display outputs an error
nmessage on the output section 222 (s9). On the other
hand, when the piece data "D' and the decryption key
are transmtted as the reply to approve the request of
t he FgserhfirgimthebaandgenentbecenteripiornabienelB 214 for
conmuni cation line O (a8), a predetermned flag is
esgét praddteheipiedcesdatd, e ardtatihéeders yitamrekéy a bank
are recorded on the nmenory section 225 (s10) . At the
osarediitmeartihecgbock fumeid ds ehatrhedcdipetel vi sousked user
to record the piece data transm ssion date on the

tJTEm Y iSEHd 0N raddFerThe gl ldstadsditspaypay it at a
out putted on the output section 222 (sl). Therefore,

cdiferdigidakreent ente vl ayiag devige r22@anze@dent! Benter 210
decryption key fromthe nmenory section 225 to decrypt

hag%ee | eGq data Q. when the,coptent file;i.s PLAY B to the

ratea Vi 32%%6 operati on SeC?I on nggbased on the
i . B 1 " ]
UL o P, P SRR g o

Creanaq&; er decryption key fromthe nenory section
‘todecrypt and play the data body d (sll) . The

Per O R oan G By eesary oy oy et uear M STy ade
GAeRY AR GRETE S PArGH BRCF 461 dU I Tot T 6P G Fenagement
céggg;”glo via the communication line B (sB8), display outputs
an error message on the output section 222 ({s9).

On the other hand, when thepiecedata™D” and the decryption
key are transmitted as the reply to approve the request of the
user from the management center 210 via the communication line
B (a8), a predetermined flag is set, and the piece data “"D” and
the decryption key are recorded on the memory section 225 (sl0}.
At the same time, the clock function of the computer is used
to record the piece data transmission date on the memory section
225. The play list is display outputted on the output secticn
222 {(sly.

Therefore, the digital content playing device 220, reads
the decrvption key from the memory section 225 to decrypt the

piece data “D” when the content file is play operated via the

operation section 223 based on the play list ({sZ). Based on
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pl ayi ng device 220 of managi ng the piece data "D' when
the power of the digital content playing device 220
is turned on. By the piece data nanagenent function,
the piece data "D' on the nenory section 225 is
managed, and the difference between the piece data
transm ssion date and the current date is determ ned
as an el apsed period fromthe point of tinme at which
the pe epicetet ddabd, ' dsts banym i & ecadherm thieguerachesction
the rental period included in the rental information,
22btto sedechdetdhthaledt ypisicrotkewi thbm thdenament alsepericgd 225
to delete the piece data "D' and the decryption key
to Qed he-HTRART Y 1S6Cthend225 Hiwidses1a) pr evled grrddiedn of the
flag. In the system when the user uses the digital
pl1§9nLENEo £ PhaYE NG AW CE R2Q frah rliay; epenali beotBesing by
dlstrlbutlng recording nedium (x, unless the piece
rndata.~Df' is obtained as an authorized play requester
fron1the managenent center 210, the data body "B" of

the eppt {' %o?bﬁfﬁ%s%'a%t Eh@usbager&sﬁ@lmm%mnd a

a cannot e can prevent terrpora

p1dnautior ;mé%% %%%nt%uﬁ@@&gﬂtr%gu{%te e g5 ea, gontent

Srecord rece
th t wh t I h
pl?xlagf%%v%&ﬁezﬁgr%é%ﬁwa%ﬁgﬁ %lﬁ%ZL?%%?. 3R BB g e
di stri but di di d t
L R
the play information "Al" included in the hea
OiPAFGIt MOH=SATETS THEKetPTr bRFUNE ConPent 1 Pél “Lhe memory

recorded on another distributing recordi ng nmedi um
seThéPBf 97 8, 15 Utessedhel il ddee dhitid eney<q Sdptefithddeapiece

an authorized play requester, it cannot be played.
daThusranent Fait griudabt hord Zeee current date is determined as

an elapsed period from the point of time at which the piece data
“D” ig transmitted. Whenthis reaches therental periocdincluded
in the rental infermation, it is decided that it is not within
the rental period to delete the piece data “D” and the decryption
key on the memory section 225 to unset a predetermined flag.

In the system, when the user uses the digital content
playingdevice 220 for play operating the distributing recording
medium o, unless the piece data “D” is cbtained as an authorized
play reguester from the management center 210, the data body
“B” of the content file on the distributing recording medium
o cannot be played. This can prevent temporal unauthorized use
of the content file on the distributing recordingmedium¢. The

piecedata “D” of the content filewhose rental periodhas elapsed
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use can be also prevented. Not within the rental

period of the distributing recording nediuma, the

pi ece data and the like on the nenory section 225 is

only deleted automatically. The content file on the

di stributing recording nediuma remains the sane.

Wthin the rental period, the digital content playing

devi ce 220 can be wused to create a new distributing
isrécbededgtoedi evex bHyccopyinguntheheohtedt Uil e WiFgr the

play the content file on the distributing recording
diSedi it ng theodughtiale Comt@nt cpbaydng gevileer d26teabuting

be used to reliably collect charges for secondary and
ret8F&1 A4 Ve S@ShH § itheeu Seit heRki €ad oA fanthapayrerrl ofintheded

rental fee to the managenent center 210 are
inNecessAIer Asifdenfanamnt he ~di 5t 14 Ekéd NBrdecddicd@tent file

medi um (x, & charge for the data body d of the

regﬁP&QHQnJéﬁgthérQﬁjH@Q&ﬁgnhﬁjPé@%rdiﬁ&%%§EAtheﬁ§EQé@ore,
the distributing recording mediuma is distributed

unﬁgg?géﬁg %ﬁggeaégﬁg LBaAftCBﬁEQhHQdCQB Legespenferned play

y requester ernatively, the distributing

di di t I Qze
reffROLFH00 TP P SRt ol o elaLef {0, e
HSEIE%P %ue ter. \Wen the cont ent of the content file

e

3nSPhBT AV sEFFButi ng recording medium a
cont KRt “BF TRE t CERR 631" TOUR! Godi S B mER oot Bk T ins
are divided into itens to record each of the itens as

megigpritertie piipecod therdl shei buke iy COCORERAFY iEtfi ukiTa 22°

for requesting to play each of the itens. An

isegpélsiigécteghaléanabo6r éin bhe content file on the
distributing recording medium o remains the same. Within the
rental pericd, the digital content playing device 220 can be
used to create a new distributing recording medium o by copying
the content file. To play the content file on the distributing
recording medium o, the digital content playing device 220 can
be used to reliably collect charges for secondary and tertiary
uses since authentication and payment of the rental fee to the
management cenfter 210 are necessary.

Aside from the distributing recording medium o, a charge
for the data body d of the content file is collected in play
request. Therefore, the distributing recording medium a is
distributed for free, and after that, charging can be performed

to the play requester. BAlternatively, the distributing

recording medium o is sold at a price related to this, and after
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provi ded at hone to play request (rent) each of the
itens for reference as necessary. The systemis used
to respond to various new business forns. Wen a
plurality of content files are recorded on the
di stributing recording nediuma, the user can rent
only the content file which he/she desires to view or
listen to. A person creating the distributing
thedeoFBPAgiREdiam Becanr EPEERe TR She i BLEY nEeT'eRDEF ng When
medi um a on which an arbitrary content file is . .
theecordedtwbfhbe comseder bt lonrwfordrd tastierofdisig 1buting
user and trend. Therefore, the cost for creating the
redicgtiinbuineagumr @ ciotdiunge redicuind cegdnbbekr edubeds Amedical
di stributing recording nediumfabrication device 240
bookedthercaieatt ng the deshribatimgk ecortdiarsganeekd Urah book
will be described here with reference to FIGS. 4 and
are. AV Gle8 irsc@ 1 thhewehardcofd eeeor difnghaedicum aseatddigent
software executed by a conputer as a distributing
£1necanding Ledi um. falld caldemidey ket usgdrborrddieesting to
system The distributing recordi ng medium fabrication
pldevicen24@ 424 standevi £ Hsgdnbyvbhes-canpany ohbokhean be
managenent center 210 or a person related to this,
para p i j TALY udedii,n
R Rade Pr oraat T oA 2¢ BiEee ‘dara B TT ornsant sai"® TOF
fd_| Vi der..i [ i.an " A" -
R e B e L e R S
neSe %%%t%psf%pq]%he piece data "D' on a set recording
Hedi Um0 “créat'€ 't he di stributing recording nmedium a.

Fbrewh%ncg %%%%l&%yu%%dbontent files are recorded cn the

distributing recording medium o, the user can rent only the
content file which he/she desires to viewor listen to. Aperson
¢reating the distributing recording medium o can create

distributing recording medium o on which an arbitrary content

file is recorded without consideration of the taste of the user
and trend. Therefore, the cost for creating the distributing
recording medium o can be reduced.

L distributing recording medium fabrication device 240
used for creating the distributing recording medium o will be
described here with reference to FIGS. 4 and 6. FIG. 6 1s a
flowchart of recording medium creating software executed by a
computer as a distributing recording medium fabrication device
used for the system.

The distributing recording medium fabrication device 240
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In FIG 4, the nuneral 241 denotes an input section
reading digital content froma master disc; the
nuneral 242, a control section such as a CPU
processing the recording nediumcreating software
shown in FIG 6; the nuneral 243, a recording section
whi ch can set a recordi ng nedi um such as a CD or DVD
and records content file on the recordi ng nedi um
isapdderécauneral bR4dhe coidey daft e famp detortdiqriter 210
pi ece data "D' separated fromthe content file. The
orcopeesonof e i decd éoorli ng amelds epr o1 eat Mg vsohfaapetion “AL”
shown in FIG 6, and the operation of the
indilsitieidhint hegdeedafdirng tiredi™@h ad abet e abiten’ Wevrce a240 tent
wi |l be described. Wien the distributing recording
fimedhumihgbrheahtofedevheerm240oh s htraed @ntailbody “B” for
executes the recording nediumcreating software. A
ref@stiahdhsg de-dmpuahkyedit St enaki cabd yased tron the piece
I nput section 241. A recording nmedium such as a DVD is

d=aut opRt hgal |- sequetdidld Yes8lnt fot hecfe60fKh NG st ributing
section 243. First, a content file is read fromthe

1584 TR 6L Al 50, bYgLbe [ opuL seetion 24L(sl) . Play

i on i n¢ éader iIn ornatlon A"

|2 oaharAl o], A PhEREIRLA " Hn I Ol NepIeRdek on reading

|nfo I oh e conten

ted dat "D t
SR e Bl RntE sy a5 M E LR, pas dRperon
il .
s etcl&%d"éﬁgﬁ%.yafiﬁﬁguﬁoaés%%5@%%3%33%@ Pedirm rpating
section 243 (s4)_. The software is ended. The i ece .
g ADs P eEor 88 on ¥ b1 i ek Tk & tienty 5944 Rd section

r ecor ded . .
which can set a recording medium such as a CD or DVD and records

a content file on the recording medium; and the numeral 244,
a pilece data memory recording piece data “D” separated from the
content file.

The content of therecordingmediumcreating software shown
in FI1G. 6, and the cperationof the distributing recording medium
fabrication device 240 will be described.

When the distributing recordingmedium fabricationdevice
240 1s turned on, it executes the recording medium creating
software. A master disc is manually or automatically set to
the input section 241. A recording medium such as a DVD is
automatically sequentially set to the recording section 243.

First, a content file is read from the set master disc

by the input section 241 {gl1). Play information “Al” included
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ont he recordi ngnmedi untobe transmtted to the
managenent center 210. The distributing recording
nmediuma is thus created. The system for preventing
unaut hori zed play of digital content 200 has: a
di stributing recording nediumwhich is a recording
medi um on which a content file having header
~information and a data body is recorded and | acks part
inoheger heheerat hdn orivaticon eparpitevens nhadthdrized” from
pl ay of thedatabody; managenent nmeans which i s nmeans
theahagilng UsécohathencdAt entciinfled om the distenbutiing and
recordi ng medi um and can transmt the prepared part
thef s¢her headeri dadf dufrat 7101 iasepregetddt oo Hearacorded on the
conmuni cation line; and a digital content plaving
pidevi ¢cet ahieah rvi 844 (devi.ceTused ther cahtbeasti il ayiang:rypted
the content file an the distributing recording nedi um
(s809 hag therdunedé@niofs reomRINCAti-Ag umi Buth€as a DVD set
conmuni cation Iine with the managenent neans, wherein

toMel radAquest skethRhbay2dhe qont enffdd @ unden s &lded. The
aut hentication condition is inputted by a user to the

pi%ic%i &gta ‘@DESE&rBEQVArﬂ%Q J‘.&?e dtatE% Igélgd)ff:%éﬁqoﬂé §Ulcorded

playing device transmts the request via

onﬁgﬂpygéggéiﬁgmkﬁg%ﬁh9 EQ%réﬁgﬁ?g%%%Q§p{h%&%ﬁ%ge&Q%Fcenter

managenen ans cnecks au I catlon use

rel ated to_the request to transmt..the_piece, dat vi.a
B e L S s R R

t'He communi ati PE _ _

the NGdEr=CFAf of ek T GA=BH PHemtR SFPY BLET gt Fbot o Tl £
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Any desi gn change can be nmade to the system
recording medium on which & centent file having header
information and a data body is recorded and lacks part of the
header information toprevent unautheorizedplayof the databody?
management means which 1s means managing use of the content file
cn the distributing recording medium and can transmit the
prepared part of the header information as plece data via a
cemmunication line; and a digital content playing device which
1s a device used for at least playing the cecntent file on the
distributing recording medium and has the functicn of
communicating via the communication line with the management
means, wherein when a request to play the content file under
an authentication condition is inputted by a user to the digital

content playing device, the digital content playing device

transmits the reguest via the communication line to the
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for preventing unauthorized play of digital content
200 of such configuration. As for the distributing
recording mediuma, the content file having the

header information "A" and the data body "B" is
recorded in a state of |acking the play information
"Al" included in the header information a. it can be,

of course, recorded in a state of addi ng other . ]
mapafierRati BA2NAs Flof HHNEFeRSHE ST e dMfesatihend Lcation
programor the |ike which deci des whether the playing
ofsphewaser i seimnst@liedhonrehaessnpot eransnt hetlygaricey data
not, and when deciding that it is not install ed,
viauttonatiwahiyat accésses d hiee HRyoft aflheo misaraigehreping device,
center 210. Wen the program is recorded and the user
anslet-31et e gohtai nedtdnst pilhytingg deedarding s rmddi Wmaalsro
hi s/ her own conputer (conputer corresponding to the
i ndio@iihali oeost enfe plidyiragudevizCes 22041 Mg ancatiaine abhathé heiece
playing software is not downl oaded) , the WEB address
daeh 1@@1@@@@9@*@1@0@%%3&% LS theasiy @ raeeessi e but ing
managenent center 210 based on this. Therefore, when

r ORI R NP ke P! %ﬁgie%qutnw@ﬁgn?)é Lhe nARRVR (o the systenm
procedure, the content file on the distributing

e Lng; 4 ' nsich A%ed t INe-GOPLEAL ¥ of such
fOﬁhégé?%§?ﬁ65§%?$§g¥%%are 8??§angggéﬁéle§ angingO SHe

47 n t. which user registration and user
Coéuﬁﬁg%ﬁﬁégpfon are perfornmed and changi ng the content

or the like is arbitrary. The second enhodi nent. can
be dési §ATchanGESF 't il TS érﬁCO§ﬂé\P@nfﬂﬁﬁgualn%iUtm? iFagent

se of the content fil nth
file having t%e %eader irelfgrmctattgon “” and the data body “B”

is recorded in a state of lacking the play information “Al”
included in the header information a. It can be, of course,
recorded in a state of adding cther information. As for other
information, there is aprogramor the like which decides whether
the playing software is installed on the computer of the user
or not, andwhen deciding that it is not installed, automatically
accesses the HP of the management center 210. When the program
isrecordedand theuser sets theobtaineddistributing recording
medium o to his/her own computer {[computer corresponding to the
digital content plaving device 220 in a state that the playing
software is not downloaded), the WEB address of the management
center 210 is read to access the management center 210 based
on this. Therefore, when obtaining the playing software by the

above procedure, the content file on the distributing recording
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di stributing recording nediumu transferred to the
user for pay or for free, not rented. In this case,
it has the sane nerit as above. The pl aying software
used in this casenmay only delete a series of
processi ng according to whether it is within or not
within the rental period. The digital content playing
device, w thout downl oadi ng the playing software from
netihamnmenagenert plegntler 210, may install it via the
recordi ng nmedium such as a CE). As a matter of
cour ke ¢anprayt e dheexkiysiveoddriage apet ondy an example.
conmputer. The digital content playing device has
Chiugéhigonsmiof: awhehiahr egeestretasplay iancemtiemtsefr | e
under authentication and charging conditions is
auithputt ed thynt hecuser fotnadsand talngng the rleguesitanta or the
the conmunication line O to the nanagenent center
11230; sandntheneaf.ter, when the piece data "D' is
transmtted from the managenent center 210 via the

COMYALCAEEOAC! dftSo Fimist NGhn thecheader chRhgeaBEH 0N Dk tem
the distributing recording mediuma and the piece

pr@%ﬁt 1|Z=?g only thid LAy QRer ald @Rt eRlantt he 1data thedy
"B the distributing recording nmediuma. The

I, cont ent deV|ce mh
f
dlfv&%ch%&nﬁareﬁord?n%nye i g B Enboa AR 13 P2
or fghl%g gnbggh téﬁ tqﬁ%Q%E%Gggs nv?g ggg ¥%%l %ﬁ% merit

descr erence

a bl ock ngag an18f a sten1fo r yﬁgtln onlv delete

*S AU for (D0 BT &Y 6P G YRSl Lo ChAtentL® EPG BY 8n4Y

fl omchar  ayin f r
é Ser¥gs(ﬂ?proc%SS%nggaggog gt%?%%etger 1@6 > S%%ln.or not
within the rental periocd. The digital content playing device,
without downloading the playing software from the management
center 210, may install it via the recording medium such as a
CD. As a matter of course, it may be an exclusive device, not
a computer. The digital content playing device has functions
of: when a request to play a content file under authenticaticn
and charging conditions is inputted by the user, transmitting
the request via the communication line  to the management center
210; and thereafter, when the piece data “D” is transmitted from
the management center 210 via the communication line B, using
the header information on the distributing recording medium o
and the piece data “D” only in play operaticn to play the data

body “B” on the distributing recording medium «. The digital

content playing device which has such function may be of any
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A system for preventing unauthorized use of digital
content 300 shown in FIG 7 is a system preventing
unaut hori zed use of a content file delivered for
renting it to a user. The system has a delivery
managenent center 310 as delivery mnmanagenent neans
delivering a content file having header information
"A" and a data body "B" via a comrunication line P
coghdIntAagPRg use of the data body "B" of the content
file; and a digital content playing device 320
communi cable via the comunication line ~ with the
del i very managenent center 310 and used for playing
Emdodigepyi 3g the content file delivered from the
del i very managenent center 3 10. The digital content
pl aybnghidevieoeod2fens afcahpuberskateinPeaying will be
software processed by the conputer is prepared in the
dedeldiveny wieRagemeatneenterr 30, Thewcenmunaicat ¥ ons ld el ock
Ois an Internet line or a telephone 1|ine and
diRerter i nytyaby comypegahicaRghet neero £ heedelliaves ¥ digital
managenent center 310, a bank or credit card conpany

comd@r@nd rih;egdi g-1ak) cantent Pf aving gevdced2 Wed for

The content file here has a data structure having the
th%a%%stgﬁpy "B" of a user area as the file of such as
noving inmage, still inmage, text, application

SPftW%j%ﬁ$mE@P%k%@%h%?ng%%%%tﬁﬁ¥1é&ﬁﬁ%ﬁof@ﬁ%&%@@é%htent

area as content

S grgggtm AECompanyi n rgqeggp%aetvaen%od LR Eh o s of

s pr an en ryp?% orm on
di gi tal ntﬁgg éﬂ Hhetgellvqhy managenment
t@Pbsfd Vgt ornt@rﬂ Dhying Wevitte 320 is
a devi ce used
The systemhas a deliverymanagement center 310 as delivery
management means delivering a content file having header
information “A” and a data body “B” via a communication line
B and managing use of the data body “B” of the content file;
and a digital content playing device 320 communicable via the
communication line B with the delivery management center 310
and used for playing and copying the content file delivered from
the deliverymanagement center 310. Thedigital contentplaying
device 320 is a computer here. Playing software processed by
the computer 1s prepared in the delivery management center 310.
The communication 1ine f is an Internet line or a telephone
line and performs mutual communication between the delivery

management center 310, a bank or credit card company 330 and

the digital content playving device 320.
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for playing and copying the content file delivered for
renting it to the user, as described above. Inits
function, to play and copy the data body "B" of the
content file, unless all of the content of the header
informational are set in a predeterm ned registry,
the data body "B" cannot be, of course, played from
the distributing recording mediuma and cannot be
Copi S5 N t Rt St PBAM g L AECONER i Fedaf e 4t
system actively uses the function of the digital i
bodgnt' Bfit o pl ayiagr devieed B201e | THeks 0 F romilt e Beddéer moving
information a' of the content file, part of data
imgpeecet dat andgwrl geed ,t heréinatishow Agvehe ¢dmacked ication
header information a' as the header information a) ,
daand &ncélhudesnt heftheaddrcnnbbr matt ehdWAl) bdgetriher-usgt mrea
the data body "B" in the content file of the
asdtshikhut i ngornecondi agcomdhnim ag thereébya fseyent®B’hg Such
unaut hori zed play and unauthorized copy of the data
cobedyit” Bi 1e The peent-enb ridddei hayh rnhdhgtheaderm on a digital
information "A" and the data body "B" is pre-recorded

cohRedR GRCHYAt 8¢ foemyen ithe A8 eigichah tcontent,- BB 311
of the delivery managenent center 310. The piece

dataTh%hSégggéfnéoﬁ%%hé”ﬁhJJE%,id@%&%ﬁ?B@bSQS a device used

pre-recor n an encrypt'ed Tormon the digital

foggﬁgsgg%gfaaﬁb%gpg)gggdkﬂgt@cln§&m efqgeggeggegrgavwﬁn%&mg

conputer use e user.

itFEg gﬁgmﬁgg%,%%?éﬁ%%%?%%ﬁ?%%ov%?no&g;&?sCP@&%%%%%t to play

sectron suc e nuneral an
erBE SR 82 A A F S EPERY B 08 Bl 928 ot
tﬂgggﬂggntoftheheaderinformationa’aresetinapredetermined
registry, the data body “B” cannot be, of ccurse, played from
the distributing recording medium o and cannot be copied to
another distributing recording medium.

The system actively uses the function of the digital
content playing device 320, lacks, from the header information
a’ of the content file, part of data (piece data) included therein
(showing the lacked header information a  as the header
informationa), andincludes the header information “A” together
with the data bedy “B” in the content file of the distributing
recording medium o, thereby preventing unauthorized play and
unauthorized copy of the data body “B”.

The content file having the header information “A” and

the data body “B” is pre-recorded in an encrypted form on the
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324, a play copy section performng read/ wite of data

f romonto the distributing recording nediuma and

the like; the numeral 324, a nenory section such as a

hard di sk; and the nuneral 326, a conmunication

section for perform ng conmuni cation. Other than the

basi ¢ program playing software shown in FIG 8 is

‘recorded on the nmenory section 324. The playing
digdfenareisent d&B soflt war 8ndowhl batled IdtpiHe b center 310.

del i verymanagenment center 310 via the conmunication
Theimied® andai $happliteatl bay asef twat ékpedesshfy Prerrecorded

playing the content file. Piece data, a content key
inand eherlkpkedt famsf enr édef domithé dehitestyDBmgddgenent

center 310 are recorded and the piece data transfer

| at eThe diedardethitthertephay Thedeont:ert? Oof s & bepleayilagurpose

softwarewi | | he described later. The software is

cofipaeessedehby vtheheonteel. sectioe 32dwsegf hehe hteeral 321
conputer can exhibit the function as the digital

de6ontent cphaybngsdevise 320n dhes digit alhLonteMal 322, an
pl ayi ng ~device 320 has functions of: 49 when a

oukgawest -k o downl0ad thedisgibtab -copL eRL v} St HRUIkEh DY323,
the user, transferring the request via the

anCSEtgggtg%'; Qn-Line 7 ot o d 'aekggilg%;é%yom%@%e numeral

ce after the content is transferred

gL S By et o Beandd s teher A rogy onte
I AR B I R R T
5240 Mo Bobt Ve TRnaBerent . feLet. SI00 andhe oy 325
a communication secticon for performing communication.

Other than the basic program, playing software shown in
FIG. 8 is recorded on the memory section 324. The playing
softwareis freesoftwaredownloadedfromthedeliverymanagement
center 310 via the cocmmunication line B and is application
software necessary for playing the content file. Piece data,
a content key and the like transferred from the delivery
management center 310 are recorded and the piece data transfer
date is recorded thereon.

The content of theplaying softwarewill be describedlater.
The software is processed by the control section 321 so that
the computer can exhibit the functicn as the digital content
playing device 320.

The digital content playing device 320 has functions of:
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fromthe delivery managenent center 310 via the
communi cation line ~, using the header information
“"A" of the transferred content file and the piece
data only in play operation to play the data body "B"
of the content file. The delivery managenment center
310 is a server operated by a person perform ng
busi ness of renting the content file to the user
whghderr eom$acto work liokel copyeightahotdetedt s inputted by
publication included in the data body "B" of the
theontent tridmesfeorhenddlheverquesanvip ot |momng datsion line
rental fee fromthe user. In the drawing, the nunera
B Blindenst eseay digidaintontent «bPBs om; Wiiteh aheandeint frile
iie to be delivered is pre-recorded in an encrypted
isf orantogether frvnttha €«onienty Innddendnimeralts31 3108 when
control section such as a conputer; the nuneral 313,
a 2eceOPBYNieabnaly seet onthor fpekf QhRicRY ACOMEMRIiCAtH 0 and
t henuneral 314, a charging DB on which information
choWghnascaushentheal & on@and Lharging Qfethe Ms@irdSring the
sequentially recorded; "and the nunmeral 315, a software
i.ch the playi ft i re- .
e T on BB e BB B Buff G5 LEERE 5 MRment
entin r.i_zed iLgital te
el Lo AT PorEE HESn A bR €85 PP temred
described . First, the user operat the_operation. . .
Er Lt B sns o R T RopuC e (LBnptt e ini cation
,correspondingrto the digital cqnteqt”pl%ying devi ce
lizgoPynlgiaga bet hatdeke LPILEYIRG 1881 t Rar € $REwY fipps ferred
FIG 8_is not downl gaded) and, accesses the deliver
Coﬁl&ﬁéﬁeﬁéi? Tuht'de 81656 48RP bminPeati SREFRRECP td play

forperform ng )
the data body “B” of the content file.

The delivery management center 310 is a server operated
by a person performing business of renting the content file to
theuser under contract with the copyright holderofapubklication
included in the data body “B” of the content file to be delivered
and collecting its rental fee from the user. In the drawing,
the numeral 311 denotes a digital content DB on which a content
filetobedeliveredispre-recordedinanencrypted formtogether
with a content ID; the numeral 312, a contrel section such as
a computser; The numeral 313, a communicaticn section for
performing communication; the numeral 214, a chargingDBonwhich
information such as authentication and charging of tChe user is
sequentially recorded; and the numeral 315, a software DB on

which the playing software is pre-recorded.
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necessary user registration. The delivery managenent

center 310 perforns user registration according to

this and transfers the ID and password of the user

via the communication line to the conputer of the

user. Then, the user operates his/her own conputer to

access the delivery managenent center 310 and inputs

a request to download the playing software to the

di gi t &F cberEddcpt Ay aghugegred 1320 ed SV HFS fegse e veRd 1ng

I D and password of the user are necessary. The
ungghpoteeedfushe fuderltaansfrdrentt B€ Op egudsihsy canteng of the

communi cation line P to the delivery managenent center
r1l3¥0ng Bpdhwreeeptildnbef deherribguest, the delivery

managenent center 310 reads thepiaying software onthe

sof t waret PBtB25uandt pprshers the wbarthe coommuniioat 3@ of

line Pto the conputer of the user. The playing
hisghkwabens howpuie rFl(GonBuits rdewilreagecddmqat he mirigital

section 324 of the conputer to be executed. First, the

cofit@htabl £t @nteRl-aysng dewl g@a\@@&m&tﬂ@splwﬁﬁ@@oﬂﬂware
is the first time that thepiaying software i s executed
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the playing software, it is the first tine, a

redetern1n % set and the dl i-t.al nt ent
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ues processrng vi a e communi ca |ne
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sters a necessary fo
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g RELEER? LB Sr 316 ot 2k
he _pl ay request processing via the conmunicatjon
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to the computer of the user.
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Then, the user operates his/her own computer to access
the delivery management center 310 and inputs a regquest to
download the playing software to the digital content playing
device 320, 1In this case, the 1D and password of the user are
necessary. The computer of the user transfers the request via
the communication line B to the delivery management center 310.
Upon reception of the request, the delivery management center
310reads theplayingsoftwaresonthescftwareDB3l5andtransfers
it via the communication line [ to the computer of the user.
The playving software shown in FIG. 8 is downloaded on the memory
section 324 of the computer to be executed.

First, the digital content playing device 320 decides

whether it is the first time that theplaying software is executed
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320. The digital content playing device 320 display

outputs the play requesting screen on the output

section 322 based on the data (s2). The user

sequentially inputs a rental period, a rental noney

anount and a paynent condition (his/her own bank

account nunber er credit card nunber) via the

operation section 323 as indicated on the play :
orr gghebtt hg s%rré?@q.lmmieﬁlaaﬁﬁ,lmﬁéﬁetfh%OW@O%%ﬁH%a%Wymg

of the user are inputted as a play request of the
soditeicbul F i tEEoT UT Aig tisth-um PXeV BE ¥ RENDPeT c] 4 set and

section 323 (s3), the digital content playing device
th32aigwitedhesnthet displiayedeobtput?dfaqdrs g pifte dellivery

section 322 to the authentication screen and
mansarafens ddne dmpltt ed reguedterdat aagsadehago perform play

communi cation line P to the delivery managenent center
re3ils tThecFapageBita erat @nddd ehecds 1aukhntd chtidsl ivery

and charging of the user related to the request. That
marsgdntertef@ns ert @ltche trhangterredyseankBamenhhe cenkeaf 310

the user to checkwhether the user related to the

£ A8QUEeSts 19113 PeESeRACY! FBSPORMi PRat Or Suds prepaf@ssing via
i nadequate persons list or not. It also refers to the

tr{ rg%ﬁ&ﬁ&g%gﬁ?ﬂﬁ?ﬁ&ﬁ#% fyary ; 1eébht%ﬁftdpi‘éﬂ§?1t% Mvice

user to access the bank or cred

Z%ﬁﬁrdT88n§g§¥t§§otheeﬁEq %% iﬁ&ed@@fgeoﬁ%@r&ﬁ%ﬁléﬁuéhtputs

conpany via the co atron line (3 to pay a

noney anount. _.correspondj ng. t.q t rental. . f %_@Eztﬂ
I EORe: P Fa bR EBhpany O LTI Fogry 222 Diaed o
‘ wagf ene t)center 310. Wien the delivery managenent

Tendt®r? 37% lconfirns that the

The user sequentially inputs a rental period, a rental
money amount and a payment condition (his/her own bank account
number or credit card number) via the operation section 323 as
indicated on the play requesting screen. Finally, when the ID
and password of the user are inputted as a play request cf the
distributing recording medium o via the operation section 323
(s3), the digital content playing device 320 switches the
displayed cutput of the cutput section 322 to the authenltication
screen and transfers the inputted request data via the
communication line B to the delivery management center 310.

The management center 110 checks authentication and
charging of the user related to the request. That is, it refers
to the transferreduser IDor the likeof the user to check whether

the user related to the request i1s a perscn corresponding to
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user related to the request is a person correspondi ng
to the inadequate persons list, and when a reply
i ndicating that payment 1is not possible is
transferred via the conmunication line (3 from the
bank or credit card conpany 330, in either case, it
transfers a nessage to deny the request of the user
via the communication line Rto the digital content
a prapieAgddevpdedsade wheaceonti 3widig tHat fChealgerrefers to
related to the request is not a person correspondi ng
throtrhesiinadequatek persong: hilsbeander efieh carphymeper or the
conpletion reply fromthe bank or credit card conpany
11330 cifsthe ansar ttted cviea st hee cloamianic atriegn tl credR-ctheny 33C
information on the user ID of the user and the
td feafumttd aheomardoldreciediichargel at@upacoriEd ik tiie
charging DB 314, the digital content DB 311 is

cdﬁ%ﬁﬁﬂB%%ﬂd%,ﬁ@ﬁ@%%%%;ﬁQﬂ%ﬁﬂbnE&'&m&ﬁhﬁfE%ﬁﬂéﬁﬁdﬂding-to the
content DB 311. ile the piece data is lacked to

rddieVetee BRabhRorbZeEn Pl BY1 and WhRUERRLLEA60E0RYe dAbBivery
pi ece data and the player key are transferred via the

m Hatiopnding Rto the digital content playing
device 320. 53 On the other hand, the digital content

are Lhans ﬁérc%dliJefrgg%nIBg%ggﬁ%%‘éeéé’n{@f‘%r@ggﬁ‘#{%%ﬁﬁ‘é ®hat Lhe

310 vi a € conmuni € ~ as a

approve .t he .request of the.user h
R ARt o i “ERMPG nd o BB FoRsCOrTEROTEPI F] the

. t .d . th tent_ file.and t I
R R U
~function of the conputer is used to recardthepiece

i BaPE RTTNST et Ladtietont 2 e A ier Y1 0IToR 1 c334 OnThene B from

header information "A" of the content file, the piece
the bank or credit card company 330, in either case, it transfers

a message to deny the request of the user via the communication
line B to the digital content playing device 320.

When confirming that the user related to the request is
not a person corresponding to the inadequate persons list and
when a payment completion reply from the bank or credit card
company 330 is transmitted via the communication line B, the
information on the user ID of the user and the information on
collected charge are recorded on the charging DB 314, thedigital
content DB 311 is searched to read the content file on the digital
content DB 311. While the piece data is lacked te prevent
tnauthorized play and unauthorized copy, the piece data and the

player key are transferred via the communication line B to the

digital content playing device 320.
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data and the |like are used only in play operation to
play the data body "B" of the content file (s-7)
When such setting is ended, the processing of the
programis ended. Wien the digital content playing
device 320 is play operated by the user, it reads and
decrypts the content key on the nenory section 324,
reads the header information "A" of the content file
to deerypbe ¢thesimgnd hetloormtiantt adeycordinty egds Gip@sferred
pi ece data on the nenory section 324 to decrypt it
frosi higetdel 1 cont entnaepenthernttke Réldetai Hforarmuiwy.cation
and the piece data are registered into the
1ipeegei ergri-aed v £l St yovdé herdatanhady o Bheofiséhe(ab), the
content f ile is decrypted and played using the
autorhentackey. adhusarinedtghiat i contehthplayd ngrdenece(s6)
320 plays the data body "B" of the content file as

tcOperakade hOn-dhecrot herl e hand tnwhenkkhenuses w&isra section
di stributing recording nediumto the digital content

328l ayh o idevd 58 332G, 0n1nGORY cRREEALEEAsn HE tidh Gdibuter is
content playing devi'ce 320 copies the content file as

ush b rkd EQ{ Er{%p%%rcﬁﬁﬁ kggng%eercﬁaﬂw oMBAHMRLES rQM -t ion

Create |str uting recording nediuma. Wen the user

32‘%9”?{18% hc?eﬁdl%g%a%?%e%" %Vf\f]%%gc ér&ef %%0 Fe piece

execu ayl n tware I rst

oy TE Pl TPl T8 S mseg%%%ﬁ;ﬁ o oy e
9003000 (0o, pl L0, 9fere and BAe.TLag! ophns
en%lzedcfi | three %q:otcoe sdselgllgd% V\h%teh %rrotgr}:%mc ulrsr eergltded

When the digital content playing device 320 is play
operated by the user, it reads and decrypts the content key on
the memory section 324, reads the header information “A” of the
content file to decrypt it using the content key, and reads the
piece data on the memory section 324 to decrypt it using the
content key. When the header information and the piece data
are registered into the predetermined registry, the data body
“B” of the content file is decrypted and played using the content
kevy.

Thus, the digital content playing device 320 plays the
data body “B” of the content file as operated. On the other
hand, when the user sets a distributing recording medium to the

digital content playing device 320 for copy operation, the

digital content playving device 320 copies the content file as
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date is within the rental period or not. The
di fference between the piece data transfer date and
the current date is determned as an el apsed peri od
fromthe point of time at which the piece data is
transferred. Wen it has reached the rental period
included in the rental information, it is decided that
it is not within the rental period. Wen it has not
itr éachedttredienrabutpesi odcortding dediided tohanlivt create
within the rental period (s8). After the decision,
divhenbutihg metowdt hijnmbHeumeatal period, the nessage
is display outputted on the output section 322 to
del evrehhehpiiece datma @nd thhel cpntent:ckéynancideing device
menory section 324 (s) to end the processing of the
3zsofbwakeculbenhétpl sy whd hdf twdre: § efiathgeritod,s e Lirst
processing of the software is directly ended. In this

tig@SEhaktNLANI b al DBy SAHEL IBNDEl s asidNe£RSE not is decided
i mredi ately after downl oadi ng the playing software,

stlhe dé gh LAl - CORES N B N HEYEES B0 IR]AYiS Bﬁeqata@mg
ody "B" of the content filée as operated. Wen th

sog%%ﬁr%eéﬁdatﬁésff QQ&iﬁﬁeEeﬁﬂédgﬂgc?WEQ%H“%£§h£f@%_date on

igit cont ent yi ng dévice or copy operation,

th%”%i‘élﬁ.gh:gt E%QHEEH%E?CJ‘;(E | g nedi jﬁdé 341‘10 k}/elrcrt%?et i rent

eny “when 't user uses cont ent

320.f t |
TRt et O rsﬁaaé b SRSl ?@%egﬁqlf e
del t 0
Thifep b Godl B LGPt RE Eorf GRE TRT & e Co Wgegemmed
The case of play |n%_the distributin ecordl g %@3
25328 @RI B THL Hitgifral- Neone eht Dl gﬁfﬁ‘ga&e‘cﬁl gh3ole Riece

anot her conputer is alike. Not only prinmary, but_also
dag@c difd &rpgnd  reer-t | BRgnuhhubhdr F?é@h9§e§h6f repgal period

content file canbe prevented. . .
included in the rental information, it is decided that it is

not within the rental period. When it has not reached the rental
period, it is decided that it is within the rental pericd (s8).
After thedecision, whenitisnotwithinthe rental period,
the message is display outputted on the output section 322 to
delete the piece data and the content key on the memory section
324 (29) toend theprocessing of the scftware. When it iswithin
the rental period, the processing of the scoftware is directly
ended. TIn this case, in quite the same manner as the case
immediately after downleocading the playing software, thedigital
content playing device 320 plays the data body “"B” of the content
file as operated. When the user sets a distributing recording

medium to the digital content plaving device 320 for cooy
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When using and playing the digital content playing
device 320 not within the rental period of the
digital content, the piece dataandthe |ike
ont hemenory section 324 is automatically deleted at
this point and the content file remains the sane.
Wthin the rental period, the digital content playing
device 320 can be used to create the distributing
opeeebidhng medidntalbuTonplraradrhd rgone@hem 4 eophy cheated.
distributing recording nmedium a, the digital content
pl ayingthevegetaro WbﬂnbéhasederouﬁéﬁlébEydl@éFﬁéc?OHtent
charges for secondary and tertiary uses since
playthgntiecateoh2 anth payimsntorefr ather,entrdle sfse@uttheriié cat ion
delivery managenent center 310 are necessary. The
antibd ghenbedi meatr«aanbecdesh ghecHahdgedriyanansystem center
preventing unaut hori zed use of the content file

21deliyefegifafed, payeiitd o dy BB MfittheebAdent Nfihd Sannot
case, it has the sanme nerit asabove. The playing

hesofdpar e wseddd: 4 hbsa6ang tRRYd o yisiet 8i@rephoEes iRl un
when t he dellvered content file is not within the 56

o éﬁ%@é Poegg 1 od dIgﬁtQh &Pfgﬁvlrﬁ ayi,ng dgyb%gy 32t her

ownl oadi ng t aylng Sottware fromt

co?lglult\égr Xg”ﬁﬁlgﬂg”‘er}ﬁo C&E‘igrp%ﬁ’arga%@@%%%ééoﬂdaar@ and

cor |ng nmedl um suc a natter of course

R S S LTI P € T et

oL 1L e o %fi%%%d%}?% LR ROGE LA

rev%”&&@%i%”?ﬁéhgé£§§f ﬁér ogfog &hézﬁlgltal content, the
piecedata and the l1ike onthememory section 324 is automatically
deleted at this peint and the content file remains the same.
Within the rental period, the digital content playing device
320 can be used to create the distributing recording medium .
To play the content file on the distributing recording medium
o, the digital content playing device 320 can be used to reliably
collect charges for secondary and tertiary uses since
authenticaticon and payment of the rental fee to the delivery
management center 310 are necessary.

The third embodiment can be design changed tec a system
preventing unauthorized use of the content file delivered for
pay or for free, not rented. In this case, it has the same merit
as above, Theplavingsoftwareused in thiscasemayonlydelete

processing when the delivered content file is not within the
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content. FIG 10 is a flowhart of playing software
used for the system A systemfor preventing
unaut hori zeduse of digital content 400 shown in FlIG
9 is a system preventing unauthorized use of a
content file delivered for renting it to a user. The
system has: a delivery nanagenent center 410 which is
a server in which a content file having header
rephpdriiGh  The dHI B2 HAPRtEBEP L 154d S5rdiar 20 wighont
state of lacking part of the header information "A"
dopphaediag prayw iafigrneolenarm fropnehe &l i e fhaanagement
header information a) and the |acked play information
cehARt, 348 deafrdomt headoht enta fa | recddigreperdidimgsuch as a
pi ece data "D' and is delivery managenent neans
Chdel Aver imag tteheo fconmtent, fit emay Beaavomuhiisdre oletigre not
and managi ng use of the data body "B"; and a digital
a eonpemerpl ayi ng device 420 conmuni cable via the
conmuni cation line Rwith the delivery 57 managenent
center 410 and used for playing and copying the
content file delivered fromthe delivery nmanagenent
rréehtier41Q. The digital content playing device 420 is
a conmputer here. Playing software processed by the

COWDQF%Buk%hPEﬁBeBQth@ thedel byekyntMaRagemet will be
center 410. The content file here has a data structure

de@%%ﬁ%%dﬁmftga£gfe$§glnageE%%Sdabaagé f@crlﬁfﬁ W@Shg’a block

novi ng | mage text, gane or softmare

d h " . -
oGS A LR ARD S Sl P B P00
COEF@%E a g?thP& Jéjé?%ﬁ%%% arttgftg?a9§£8 989¥w" : S@gd for

the system.

Asystemforpreventingunauthorizedusecfdigital content
400 shown in FIG. 2 is a system preventing unauthorized use of
a ccntent file delivered for renting it to a user.

The system has: a delivery management center 410 which
is a server in which a content file having header information
“A” and a data body “B” is prepared in a state of lacking part
of the header information “A” (that is, play information “AZ2”
included in the header information a) and the lacked play
information “YA2”, aside from the content file, is prepared as
piece data “D” and is delivery management means delivering the
content file via a communication line and managlng use of the
data body “B”; and a digital content playing device 420

communicable via the communication line B with the delivery

57




data "D' are stored. The play information "A"

included in the header information "A" is |acked from

the content file having the header information "A"

(the play information "Al" and the content

information "A2") and the data body "B" for

encryption. The play information "Al" refers to data

showi ng the address value of a sector to be read of
maphgetigna dsader B0 anfalssidideopp 1 ay hed dace Badyd Bhegpg tent

the like. The digital content playing device 420 is a
fidgeneéealivpupposeomcbnpuie! i used mynadenesercentper hel0. The

drawi ng, the numeral 421 denotes a control section
diglth lasorat €PUp lblye ngudey ade 422, i am coupputrseste on Playing

such as a nonitor or speaker; the nuneral 423, an
so@perati Prosest+Am stk asmpukeybioapt «pn ripuse; tidelelivery

nuneral 424, a play copy section perform ng
mah@adhehitt ek cdatiacf romonto the distributing

recording mediuma or the like; the nunmeral 424, a

MENDY eSeatd ot $Ueh 1asranhard qdicsks ¢ andc b he mRumialhe data

426, 58 a conmuni cation section for performng
LofIQMRERI cath on. (X heff hany e bagiei program, playi NGnage,

software shown in FIG 10 is recorded on the nenory

ct]i 424. T, yi f | S; o Y.

e BPR CL o Dared T Gt het Bl VIR e Meven

center 4.10 via.the nicatio

as 1H£S¥Q%F%8n_on q? Wﬁgngg%ress ofqth%n aﬁaggggﬁ&df%gég% 110

regrs n condition and I's” application’so _

P RRERREL gL Y} A9 LR AT LS Loty 7B 20, 0 e
okl ke S elaxer A oleonted Lo (e BLANG Lo i ehe
he%%%gsgg%ggga%go%hQADEIg”fgéﬁggif?gm4%ﬁetgg§%2§£ %@fglhaving
the header information “A” (the play information “Al” and the
content information “A2”) and the data body “B” for encrypticn.
The play information “Al” refers to data showing the address
value of a sector to be read of the data body “B”, the size of
the data body “B” and the like.

Thedigital contentplayingdevice 420 1sageneral-purpose
computer used by the user. In the drawing, the numeral 4Z1
denctes a control section such as a CPU; the numeral 422, an
output section such as a monitor or speaker; the numeral 423,
an operation section such as a keyboard or mouse; the numeral
424, a play copy sectionperforming read/write of data from/onto

the distributing recording medium a or the like; the numeral

424, a memory section such as a hard disk; and the numeral 426,
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the playing software fromthe delivery managenent
center 410 to be recorded. Further, the piece data
“1)", the decryption key and the like transmtted
fromthe delivery managenent center 410 are recorded
on the nmenory section 424 and the piece data transfer
date and the rental information show ng the rental
period are recorded thereon. The content of the
a playiugt sof tularee ol dn e daser § dedl nat errnmuThes playi ng
sof tware shown in FIG 10 is processed by the contro
sect A2t heo thatbahiec gompurtaer, ¢cdmyexiy botf tivaege shown in
function as the digital content playing device 420.
FIthat1d sis thecaidyid adn cdnd emdmngt-ayd gt daevi €21 420Haelaying
functions of: when a request to downl oad the content
sdtteadts id nputthed el Foy bhe usefort Farsnibihngatibe from the
request via the comunication |ine ~ to the delivery
déﬁpﬂﬂﬁfﬁgﬁaggﬂéﬁfc%nggr@ﬁo5?5tﬂ@%%ﬁﬁﬁ%f@$tiéﬁ%ih%[3under
transmtted fromthe deliverv managenent 59 center
a 4Lk r When & F aUest- 401 P ayn L contenty {44 € Wndes r@are
aut hentication condition is inputted by the user,
14 h e LAt co [ [ l i P
TSR el uer s g enear ertar 410! T apge e 4R B wee
f n.the piece data "E". _1s.transmit.ed
R et ey e Rt bl ah g U B R poaver
Q ni_catjion line.0, .usin he_header i nfornatjaqn A",

g T L R E it BahDene™ FIT 5o it Rapi BEBURIs P D ore
I npl ayoperation to play the data body "B" of the :
Sfc%ﬁ?‘gﬁtspgirla&sm&ﬁ&efjug&gl&%é‘lerﬁ??y &t hi'fg hrgsther with

el apsed period fromthe point of time at which the
thi e ddth st v & FErEmtteedof i8R YnB2aRPRPYERY Ccenter 410

managenent ) )
te ke Tecorded. Further, the piece data “D”, the decryption

key and the like transmitted from the delivery management center
410 are recorded on the memory section 424 and the piece data
transfer date and the rental information showing the rental
period are recorded therecn.

The content of theplayingsoftwarewill bedescribed later.
The playing scftware shown in FIG. 10 is processed by the control
section 421 so that the computer can exhibit the functicn as
the digital content playing device 420.

That i1s, the digital content playing device 420 has
functions of: when a request to download the content file is
inputted by the user, transmitting the request via the
communication linef to the deliverymanagement center 410; after

the content file is transmitted from the delivery management
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center 4 10; and when the el apsed period reaches a

predeterm ned period, deleting the transmtted piece

data. The delivery managenent center 410 is a server

operated by a person perform ng business of renting

the content file to the user under contract with the

copyright hol der of a publication included in the

data body "B" of the content file to be delivered and
ceptklredtllngwhes ren¢aliefeetd romy hBiasemtdnt thiele under an

draw ng, the nuneral 411 denotes a digital content DB
auvahewhiich td ocondeddt tidm lies ivpbetdélbwehedissr, transmitting

pre-recorded in an encrypted formtogether wth a
theoRteftsh Dy ithe haumekalind 2.1 18nCantioly $ectien UGk as,

a computer; the nuneral 413, a comunication section
mah@kyerRerf OEATLAY LlOmMMiRHCahl08; tthe, nies alhAdddeca dses o~

information DB on which user information is recorded

1 s8NHa h BHOT PBLT ON,10R 1 AYL NEPLE G atd 00y ahch Chaldidng 4380y i 4 the
the |i ke based on this is sequentially recorded; the

o2l 415 13,80 L ALE DR 0000l O0CLDEPLRYI A8 of tne

ware 1's pre-retor € nunera

' ta a] ' ta "D and a- :

LRSS R AR e Lae ! PRSP ReR ke n pppagperation
data "D' and . th ontent file are re-recorded,in an .

cop Ry praa TOFf FRURT her W LHOE T e 1D, b friibions
operationof the thus-configured s em for_preventin .

LR SHR G0 T A P Ao L DAGS DA Fe e G denich
content of the playing software will be descri bed.

Che paeceiit ey ééetifléatré%m]t%"@%ﬁépgt rBR SettYony fogiggement
hi s/ her own conputer (conmputer corresponding to the

cegitgirt al V7 cort Bhenpiy cAgPaed el Upd riagch ost atke tdaftermined

the playing software
pericd, deleting the transmitted piece data.

The delivery management center 410 is a server operated
by a person performing business of renting the content file to
theuserunder contract with thecopyrightholderofapublication
included in the data body “"B” of the content file to be delivered
and cellecting its rental fee from the user. In the drawing,
the numeral 411 denotes a digital content DB on which a content
filetobedeliveredispre-recorded inanencrypted formtogether
with a content ID; the numeral 412, a control section such as
a computer; the numeral 413, a communication section for
performing communication; the numeral 414, a user information
DB on which user information is recorded and information on
authentication and charging and the like based on this is

sequentially recorded; the numeral 415, a software DB on which
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i s not downl oaded) to access the delivery managenent
center 410 via the communication |line 0 for
perform ng necessary user registration as in
Enbodi ment 1. The delivery managenent center 410
creates a user | D and password according to this,
registers the user information into the user
information DB 414, and transmts the user |ID and
thea®dwor@d viPattREccoimihecatFerdeinernd thetpgneral 416, a
conputer of the user. The user may input -the user ID
Pigng %@%%p@@ti@me%@aéww’i@ga FRenyPrEhendgeinecessary
operates his/her own conputer to access the delivery
f ora megervE it roerither pdETeanch danput’s aand ddwestortient file are
downl oad the playing software. in this case, the user
p b rangt r deak $worrd eare ypeedsary Loflee heanputlerttof cohgent ID.
user transmts the request via the comrunication fine
P t o Thiassted 4 viesy o Fahagei®iicorcinhiefe#30s tbpdor preventing
reception of the request, the delivery managenent
urCetreyr 14k} headst the iplaythgr sof tawr,eaan the softddr e f the
61 DB 415 and transmts it via the conmunication |line

p1R 4i0d he, ot efi 1 10fd he. Usemedihe playing software
i S downl oaded on the nenory section 424 of the

compytiers i 0 e, ishalled.. (the (GIMpIET, DeGONRS .+ 11 423 of
digita Sscontent playiﬁggﬁ%vice 420. Vﬁ%n obtainf%g t he °

hfgyﬂé¥“oﬁﬂlé%m :Fiﬂi 11 qpnﬁggre 5&81 d@yiﬁﬁ%4&¥@ital
| 41

accesses the delivery nagenent center accordi ng

4@ he operati on, via he. oneration. seetion 4280 Lheriare

very managenent cent er

. dat f the content files.,list.to the digital .content

L] Y VI LR 3G, SCTHES ait] (Gl - CBRE G T TRy Corter 410
device 420 display outputs the

via the communication line B for performing necessary user

registrationas inEmbodiment 1. Thedeliverymanadgement center
410 creates a user ID and password according to this, registers
the user information into the user information DB 414, and

transmits the user ID and password via the communicaticn line
B to the computer of the user. The user may input the user ID
and password at user registratiocon.

Then, the user operates his/her own computer to access
the delivery management center 410 and inputs a request to
download the playing software. In this case, the user ID and
password are necessary. The computer of the user transmits the
raquest via the communication line P to the delivery management
center 410, Upocon reception of the request, the delivery

management center 410 reads the playing software on the software
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content files list on the output section 422 based on
the data. The delivery managenent center 410 may be
accessed based on the WEB address recorded together
with the playing software after executing the
software, ormaybe accessedbased on the WEB address
regi stered by the user into the Internet browser. The
user selects the content file to be rented fromthe
DEcOrit &md tfihes! &St wiathheonpenatibnosddriadht 428¢ coaraiter
of the request of the selected content file is
oft Famgmiet ed The phevidelsvlekya pranagerent ogdrtiepn 41g: menory
When the delivery managenent center 410 receives the
seddtian 474 ¢ heheeguestteritto befiassatdcd .cobtenpmpDter becones
included in this to search for and read the content
thil ke gdarrlespondinngptlavtihg cemtiert 4210D from t he digital
content DB 411 andtransmits it tothedigitai content
pl ayivAgndeyiraendg. tbeachiendi gittal, cort entyiplaayicagtent
devi ce 420 receives the content file, it records it on

plbRenkegbst £y £ abt:ckbRe -FEMME HSeGid 0N m4A4geinedt center 410
recordi ng medium set to the copy section 425.

acm%%fgt e5 cwhepet-heiBhayi N9 1SOhbWRLR I be EXeELRdBYo T the
the wuser (Wien the content file is recorded on a

use%corﬁhggiéﬁq} maBESeﬂEﬁW@@n@ Q%rﬁréﬁslﬁf€§@aec% of the

and the recor rumi's e digit
G T 0 L B hiesce o

content i nf ormat.i o

SO0 e LS 00 AT 08 St i g

§n§|§§$ pgﬁ¥ed Ogh%gﬁyz1H%%§Egﬁ%§PQ25rbase: %%ntﬁé data.
The delivery management center 410 may be accessed based on the
WER address recorded together with the playing software after
executing the software, ormaybe accessedbasedontheWEB address
registered by the user into the Internet browser.

The user selects the content file to be rented from the
content files list via the operation section 423. Data of the
request of the selected content file is transmitted to the
delivery managemsnt center 410.

When the delivery management center 410 receives the data
of the request, it refers to a content ID included in this to
search for and read the content file corresponding to the content
ID from the digital content DB 411 and transmits it to the digital
content playing device 420. When the digital content playing

deviced420receives thecontent file, it recordsitontheregistry
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list displays the file nanme of the content file and
the nmessage that the content file is rented. Thus, it
di spl ays a nessage that the content file, in which a
predeterm ned flag showng that play is requested is
set, is rented. Based on the play list, whether the
rented content file is play operated via the
operation section 423 or not is decided (s2). Wen it
ofj §hdeqreidy 1AL 1hed pF &3¢ GpEPEPFERIP S Fdt UpsidlotRetine copy
whet her a play request operation of the unrented
seconrcentiZi-l e  displayed on the play |ist
i sperformedvia the operation section 423 or not is
deci dedresIyer, Wikanithd pldedhdeso f hatrehies pkayuted by the
request operation is not perforned, whether a
uskec Wdengt medicumerrtedd Lepes atdan ddcOAD epecatroém)gingedium,
performed via the operation section 423 or not is
theeegilded ngs4p rrvdhenibhexbOAD=Qpenat tion reScperfiormedium is
the content |list show ng content files not play
sdtequesheddi §1 dh s ptayt et putdethPhetNecoubpudi $§8TAY OFutputs
422 (sS) . 63 That is, content files on the recording

th%E%U%@h'g'@%E%@a%e %he@ﬁbebﬁtﬁﬁﬂ Ebagibs Dob . sethar&ntent
dlsplaye on the content list. Wen the user makes a

i RGeS o 9}23'3’ &ﬂ“echceo@o%te d 'ﬁleorkéélﬁr&écﬁyoﬂ lSle Qemory

the content | st e content infornmation

efaﬁq' %d%%' EE st pg header ynf %ggefneﬂ A ok BE‘%FQQE}ES”& the

menofy section or the recor

medi, um. i ad t tra he. cont e | D v the
St AR SOP‘%%%enertt The play

R AR R -
afgr e o2, LegyESt processing s 1 rapsni 1t ﬁgyggemessage
that the content file, in which a predetermined flag showing
that play ig requested is set, 1s rented. Based on the play
list, whether the rented content file ig play operated via the
operation sgection 423 or not 1s decided (s2).
Whenitisdecidedthat theplayoperationisnotperformed,
whether a play request operation of the unrented content file
displayvedon theplay list isperformedvia the operation section
423 or not 1s decided (83). When it is decided that the play
request operation is not performed, whether a recording medium
read operation (LOAD operation) is performed via the operation
section 423 or not is decided (s4). When the LOAD operation

is performed, the content list showing content files not play

requested is display outputted on the output section 422 (s5).
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managenent center 410 transmts data necessary for the
pl ay request processing via the communication line P
to the digital content playing device 420. The
digital content playing device 420 display outputs
the play requesting screen on the output section 422
based on the data (s6). Thereafter, the user
sequentially inputs or selects a rental period (by,
Thari difra Geritcalt fidd snounttliss Taadirdficd9dium in which a
determ ned) via the operation section 423 as indicated
prefatreniglesy Tt egueshphg efcrbeml FlmaldyoniHencehécnsekist.
I D and password are inputte~:ias aplayrequestof the
cont @mterf ithevuaetrheepersati oaqusect forp 428 (lse)conitdmt file
digital content playing device 420 swtches the
ordithpl pyed¢ dutpuir afhd henautpul isect tha 422t 4wt theformation
aut henti cati on screen and transmts the inputted
“Arequastudatiain wha thedeommay eaid iah PEnes P tie thatent file
delivery managenent center 410. In this case, the
orf @M RenbP 0k ct-he cponbant ri fher PREER: R4 mAdiu@ni & heead to
menory section 424 or the recording nedium and the

£ LAY 'Qeorb&ﬁeerﬁ'ﬁgﬁe%isaecéﬂeo%o%%ﬂc%ﬂﬁﬂ@ laﬂg,eloB to the

transmtted tot [ i'very managenent center

. nel y ss include
dé&glgﬁﬂéf@a%n%ggm&% Je%é%sﬁlo%%tosae SBneMER adiP®ss included

agenent center checks authentication

. of_.th I I he -request . t.is, i
il S TR et equaph. LTNBLasy alliersqge to
f user, and,reads the user inforn%%gon 0

e f ghe], iy e 1 1 éhghgeliver
P useor I‘% IPOI%yt E%quﬁg&rp I %?%??Tat?ons I'BéaEfHI {0 Chec Y
Rl e 15 A AN Ze Upet. o 10t T
regquest processing via the communication line B to the digital
content playing device 420. The digital content playving device
420 display outputs the play requesting screen on the output
section 422 based on the data (s6).

Thereafter, the user sequentially inputs or selects a
rental period (by which a rental fee amount is automatically
determined) via the operation section 423 as indicated on the
play requesting screen. Finally, when the user ID and password
areinputtedasaplayrequestoftheccntent fileviatheoperation
secticn 423 (87), thedigital content playingdevice 420 switches
the displayed output of the output section 422 to the
authentication screen and transmits the inputted regquest data
via the communication line B to the delivery management center

410. In this case, the content ID of the content information
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i nadequat e persons list indicating persons having over
predet erm ned nonpaynent of rental fee in the user
information DB 414 and checks whether the user is a
person corresponding to the inadequate persons |ist
together wth the authentication (The check of the
i nadequate persons list is arbitrary.). Wen the
. deIiverg managenment center 410 confirnms that the wuser
‘g abelne gneTHE ¥ 6§GESET §2Ancindlt AGicréd ngsBepdépmgand the
person corresponding to the inadequate persons |i st
plaltioddgh ohetsRenensrgnsaut honi 226 wserread msddgagritted
deny the request of the user is transnittedvia the
tacbhmuts clatd gnmbnngeReno tdrel @i dilttatogehbhentwi gl Gempauest
device 420. On the other hand, when the delivery
datenageient center 410 confirns that the user rel ated
to the request is an authorized user and a person not
cor r gspendithg e ltike: rnadequate personsr 14191 ,cldcks
refers tc the player TD or the |ike of the user to
autecortd 68 iR char ged niskhe ruserekinior Mk eag0Bsthe bser is,
informati on DB 414 of the user, searches the piece

itdatar B 416+he readshherphec8erdabaayDr apdatfieine like of
decryption key corresponding to the content |[ID, and

t%igﬁ%’}i,t én&h?g}iﬁé ZnL GRL Y 1iQ, Q&> e %ﬁ%uﬁsér%r m the

user via the communication [ine P to the Igita

ugf @Eﬁ?&rr&é@%ﬂaﬂ%ﬁ &ez}r’] Jc%%h%%% \agfé’{h&f‘%ﬁ%i based, o yeq

e user rnformatio or eacn pr edret ermne

eriod, the rental.fee is charged to a bank,.or credit
o L bny TH3000F T & KNAPGRUCHT P boEr 9 eb TS BEghotes an

ir%fdegqeéathel ngehresronfsr alnissfterir{c}iclanctionganpearcscoorlflsnthé)\;[i é" ymlfet;r

predetermined nonpayment of rental fee in the user information
DB 414 and checks whether the user is a person corresponding
to the inadequate persons list together with the authentication
{(The check of the inadequate persocns list is arbitrary.).

When the delivery management center 410 confirms that the
user related to the request is an unauthorized user or a person
corresponding to the inadequate persons list although he/she
is an authorized user, a messadge to deny the reguest of the user
istransmittedviathe communication lineftothedigital content
plaving device 420.

OCn the other hand, when the delivery management center
410 confirms that the userrelated to the request is anauthorized
user and a perscn not corresponding to the inadequate persons

list, it refers tc the player 1D or the like of the user to record
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conveni ence store or the |ike. Wen the delivery
managenent center 410 has been still connected via
the communication line P to the bank or credit card
conpany 430, inmedi ate paynent can be, of course,
mal e. Thereafter, the digital content playing device
420, when the nessage to deny the request of the user
is transmtted from_the delivery mana enent cente
2 NOr 9t 41t RBedbTRLANERIT N 10Nl the gFT 4P BFE?UOH DB 414
out puts an error nmessage on the output section 422
of( EFQ)USEWe?ﬁQIF@Ep‘i dée @arae BetanBbt hbo deersptd ditk@iece
are transmtted as the reply to approve the request
dagh t'HE asérthe odecyitet del i key yCoramayerehine dm dmarpntent
via the communication line P (a9), a predeterm ned
IDf | agd itsragetmi @ndhehea pizeceprdat bo "dPpmamd: thigerequest of the
decryption key are recorded on the nmenory section 424
usksl¥)a theAtoddher Sadmel di menetheoctiockitunctli @noént k2 ayving
conmputer is used 66 to record the piece data
det/iaasarssi on date on the nenory section 424. The pl ay
list is display outputted on the output section 422

(sl) ForTBﬁaeﬁih@r,baggddd)ﬂlﬁ}aé N B £ Pyt T\ d8YiCes for
420, when e content file is play operated via the

ea%ﬁeﬁéé&i@ﬂel?ﬁgﬁégrbé‘lzﬁ)d basgd-enrkherplays c'h%trg(e%iz):o a bank
reads the decryption key fromthe nenory section 424

erQSEEyESrﬁhé%ﬂégﬁgdggfg r B cﬁ%%?%doﬁliggtl €5€he user

IS rea read anot her
decrypt k t 4 Y.
TGP L ALIDLTE TR S SELLORIA, Lo Wl o
CO%lg%he c%o% %%%eokstﬁgdfl gy When the delivery management

center 410 has been still connected via the communication line

B to the bank or credit card company 4320, immediate payment can

be, of course, made.
Thereafter, the digital content playing device 420, when
the message to deny the request of the user is fransmitted from

the delivery management center 410 via the communication line

B (s9), display ocutputs an error message on the output section

422 (s10) .

When the piece data “D” and the decryption key are
transmitted as the reply to approve the request of the user from
the delivery management center 410 via the communication line
B (a9), a predetermined flag is set, and the piece data “D” and
the decryption key are recorded on the memory section 424 (sll).

At the same time, the clock function of the computer is used
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perform ng endi ng processing by the user. The playing
sof tware has the above basic function and a piece
dat a nanagenent function resident in the digital
content playing device 420 of managi ng the piece data
"D'" when the power of the digital content playing
device 420 is turned on. By the piece data managenent
function, the piece data "D' on the nenor section ,
togoacgwd fhRayet; e dadat earitfef Ene dahet W &l ot hempl 8ggction
data transm ssion date and the current date is .
42det et nelch s 1 saniel dpseh perited fieghrhheh ot kiPwf section
time at which the piece data "D' is transmtted. Wen
42thi(s1lnreaches the rental period included in the rental
information, it is decided that it is not wwthin the
r ent aheperitad rt, ot ldeldaicd ttaiecpheeet dalta/ 110 dand ckeh€20, when
decryption Kkey on the nenory section 424 to unset a
ther edet efi i fad: fikagl a ¥ Rpiche twdaui Aoz edephayon section 423
prevention system 400, when the wuser uses the digital
baGeRt At ayi-ng 1devi ¢e2420-E0ds Riray d6érgperatl Rgyt heom the
content file, unless the piece data "D' Is obtained
med® AN UL hori zed ) §¥c£§}t9t16§$§ itranuihe «del i veh¥ed on the
managenent center 410, the data body "B" of the
: t ﬁ\. |fre d i t )
Tt Enduthor T 22q oo o Tha. conient T ae dggvetion
i d "D of the, caont il t '
ke ag(}:%m] %Ll% gefng% e%8?5%8ﬁ 555 {A) e%‘%ﬁ%ﬁ%ﬁ@ ﬁaipefﬂéj%ata

el apse O preven

unaut hori zed use. Wien_ the content. file s copied.t
oo othe L+ booriing THEdrit by- (he LIl D gy |8 ehed by

igfornation "Al" included int header information
parAo iid 9, SEE % FHhAGE ot et T19 &5%cor ded on t he

recordi ng_nmedi um Therefore, unless the pLec% da%a "D
is The playing software has the above basic functicon and a

piece data management function resident in the digital content
playing device 420 of managing the piece data “D” when the power
of the digital content playing device 420 is turned on. By the
piece data management function, the piece data “D” on the memory
section 424 is managed, and the difference between the piece
data transmission date and the current date is determined as
an elapsed period from the point of time at which the piece data
“D” igtransmitted. Whenthisreachestherental periodincluded
in the rental information, it is decided that it is not within
the rental period to delete the piece data “'D” and the decryption
key on the memory section 424 to unset a predetermined flag.

In the unauthorized play prevention system 400, when the

user uses the digital content playing device 420 for play
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obt ai ned as an authorized play requester, it cannot be
pl ayed. Tertiary unauthorized use can be al so
prevented. Not within the rental period of the digital
content, the piece data "D' on the nenory section 424
is only automatically deleted, and the content file
remains the sane. Wthin or not wthin the rental
period, the digital content playing device 420 can be
opgged iy Eopyonhentontlent unl pestidicapbehedatecop dilrgbtained
medium To play the content file on the recording
asredi amthbhe zedi gi gl reagneeher pf ayh nghe eld cev A2 rerradnent
used to reliably collect charges for secondary and
cetrgretr 1Y, thesiafiaicedabBHert tlcatbanendni payaent t bk 1t hreyed.
rental fee to the delivery managenent center 410 are
THiecessaisvdnt thapsystama@shsesesd et abavte; cbheent file.
conmputer having a wite function is used to easily

THE Bkt Agrgontrents thkecoOntetiher 1 L NY rBBdbUMperiod has
I nstead of displaying a recording medium 68 such as a

e MHARQ! 1 8RR 1 LR OF o PR v 8BLAhaNFJed ShoR CakPlse. When
prOV|ded with the conputer. In this manner, the

HLConLing Eg?%uf%Q§ﬁﬂeaPQE)%% t%EHrQ%@orgﬁﬁﬁembﬁlﬁm.by the

nerlt for op and custoner. Since
mﬁ%“t b G R S e R R %é’%d?r
ek earenqra Rt do ! Fabd T ehee Ega'?fff‘?\éf g the
R R RS IR, e Service S0 o

rental video shop or Internet cafe, The unauthorkzed

K1yt BTeRR I Bit EyUETMBORAST SdRPFBFy LT C2NNOE be blaved.

Tertiary unauthcrized use can be also prevented.

Not within the rental period of the digital content, the
piece data “D” on the memory section 424 is only automatically
deleted, and the content file remains the same. Within or not
within the rental period, the digital content playing device
420 can be used to copy the content file to arnother recording
medium. To play the content file on the recording medium, the
digital contentplavingdeviced4Z0canbeusedtoreliablycollect
charges for secondary and tertiary uses since authentication
and payment of the rental fee to the delivery management center
410 are necessary.

In the system, as described above, the computer having
a write function is used to easily record the content file on

the recording medium. Insteadof displaying a recording medium
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managenent neans which is a server in which a content

file having header information and a data body is

prepared in a state of [|acking part of the header

information and the part of the header information is

prepared as piece data and delivers the content file

via a communi cation |ine and nanages use of the data

body; and a digital content playing device capabl e of
suchnmaipivCatdongapei &0tdeDEdmaumarctat i vhdeo méopi ¢dn beerovided

del i very managenent neans and used for at |east
wiplhayhagcbhputont entn fuHies dehineer, edhér osrotiendehédomy need

managenent neans, wherein when a request to downl oad
ncithes eertieRbdl.i | ehé e HBpULEed B @b sisR I Heoshdie adiighiat omer .

content playing device, the digital content playing

SigRM geatransabhs rihe request cvddd heneeMBRI £8td@Ri zed by
line to the delivery managenent neans, the delivery

£HIRRAGSTRNL rRaRs L EéB%EHnE:? Lhe &S’é‘iﬂlﬂtr&ﬁ’& edlcgaﬁtéﬂ &bntent

to the request Vla the conmmunication line to

de egchl% oHONLE éay ngtgg\é' cg et rE?r ot &' aV\‘Pgﬂth video

equest to pla content i { e under "an

s %ﬁ:ﬂtlbegen ?gltbl %nn}%gﬂ’?l Hee@ile% CF(;VI Cgeqtbj}/s %gbgg%ﬂig oté)rovide

tklcontent g %% gﬁq§V|ce tr nsn1 s the requ %t Vi thq3v1ded
Confbifiic ﬁ AP HE T ¢ hié 8e| Ve 13 ﬁe%

t hedel i v managenent means checks authentlcatlon of
al e QidER ﬁjﬂeé’d P He TGt 1545 ansnit the pi ece

data of the content file related to the request via

the d&ramteEroBRzed Rd VP THEEH; it SV SE6RL it hagy: 3% ngrery

devi ce, and the qﬁ%{tal content playi ng device uses
mATET RS dBR AN AFBIFRL 1 Bf OFLTRE HransER P @ eomE dit © having

file and the piece data in play operation to play the
hegalexr m@r@fatm@@ aont @antlafi] body is prepared in a state of
lacking part of the header information and the part of the header
informaticn is prepared as piece data and delivers the content
file via a communication line and manages use of the data body;
and a digital content playing device capable of communicating
via the communication line with the delivery management means
and used for at least playing the content file delivered from
the deliverymanagement means, whereinwhen a request todownload
the content file is inputted by a user to the digital content
playing device, the digital content playing device transmits
the request via the communication line to the deliverymanagement:
means, the delivery management means transmits the content file

related to the request via the communication line to the digital

content playing device, thereaffer, when a request to play the
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Any design change can be made to the unauthorized play
prevention system 400 of such configuration. The
del i very managenent center 410 has one digital content
TJB 411, but may have nore. In this case, for exanple,
a novie content file may be stored in a first DB and
a nusic content file nay be stored in a second DB
That is, different kinds of content files maybe
cogttemed Fil A eDBECe Then cONTent™ 94 W s tordd tion thelmBgtted by
may be the sane to prevent access to the first DB
ther omebeitng tdoncEtirtatled-catt sggngelstyi oy dehe csamettehichiggital
applies to the piece data DB 416. The delivery
cargrage menrty icentderv 430 trwassntibes ditgd tradqueont enita DEe411
and the piece data DB 416. The digital content DB 411
coatmdirties tpicece wata thB L6 wayy hendaehaht adankn the delivery
| ocations dif ferent fromthe delivery managenent

meGeRf@lerdl@eanknchBEgscasenet hecdel dyely tiRnagereAtlated to
center 410 authenticates the user to transmt the VEB

t1ROEE 898 0f othes @i t ah e gani-enta BB- fA1Eldoanent Fe 1R BLRated
data DB 416 to the digital content playing device

to4%9e r%%@b&gltf@egﬁﬂhn9hg¥h89 devd €8s &?&dmt@qcment
the digit content DB 411 and the piece data DB 416

Fﬂeﬁgﬁgigggl ata - t%%d£f$§t£ 3% gpg¥ entjgggg%fs the
s comEa Lile o“@éh“%sra&aecorgc%@%orﬁﬁzﬁé@:fe fyihe picoe
shaEtumm the plartor et b= 61 Lol e ' Sebragd Tile
BTN EE LS TE T
deci des whet her the playing software

system 400 of such confidqurAtion.

The deliverymanagement center 410 has one digital content
DB 411, but may have more. 1In this case, for example, a movie
content file may be stored in a first DB and a music content
file may be stored in a second DB. That is, different kinds
cf content files may be stored in DBs. The content files stored
in the DBs may be the same to prevent access to the first DB
from being concentrated at congestion. The same thing applies
to the plece data DB 416. The delivery management center 410
has the digital content DB 411 and the piece data DB 416. The
digital content DB 411 and the pisce data DB 4lo may be installed
in locations different from the delivery management center 410.

Ir this case, the delivery management center 410 authenticates

the user to transmit the WEB address of the digital content DB
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is installed on the conputer of the user or not, and
when deciding that it is not installed, automatically
accesses the HP of the delivery managenent center
410. When the programis recorded and the user
executes the obtained content file on his/her own
conmputer (conputer corresponding to the digital
content playing device 420 in a state that thepl aying
41doptRalEci B1AGE dohal BRdeHy O Fhe VEB wdresst ot ttheving
delivery managenent center 410 Is read to
deyicemdt ¥ cal The ddgeda lt hentehi-viekay e alfenam 4€lntey access
410 based on this. Wen obtaining the playing
theofiiwdte lbyohhenbbiow el l praoskdiree pitlre denteh £16daored on
the nenory section 424 can be played. The content of
LhehBEpl aydings s dfd warte iar enentynaenex@nd end Changi agta “D”.
timng at which user registration and user
aut hent f cathend 8§ - perbonrmed andichangengritentcont emaving
or the like is arbitrary. Wen the content file is

theeterded 9RrbRRa¥1loa MERNDENASEREI @Rt42408% tihre i gid@irded
content playing device 420 and the rental period has

irehapsed otfhfagQ['Itu?rﬂhJ ik Xsﬂﬁfoiaﬁag%ﬁt eth ~ tie@at PR in the

mnth t he piece d ide fromthe piece data

ld“ep 11"%‘ o EhaP$EM perthcafr{ e, the ‘a?xr%le o%e&bgﬁeétln a state

e content file1s recel ve e determ ne

d h d
23 W@%ﬂ%ﬂ%on 9, DL 00 3 9060 B.PLE0ELEL LIRS e
e T L C—

dgéégg fg%fOrpﬁgaégﬁétggﬁyg£ﬁeu§g¥o£?2ﬁgdanéwhené%c1d1ng
that it is not installed, automatically accesses the HP of the
delivery management center 410. When the program is recorded
and the user executes the obtained content file on his/her own
computer (computer corresponding to the digital content playing
deviced20inastate that theplaving software isnotdownloaded),
the WEB address of the delivery management center 410 is read
toautomatically access the deliverymanagement center 410 based
on this. When cbtaining the plaving software by the above
procedure, the content file on the memory section 424 can be
played.

The content of the playing software are only an example.

Changing timing at which user registration and user
authentication are performed and changing the content or the

like is arbitrary. When the content file is recorded on the
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asabove. The playing software used in this case may
only delete processing when the delivered content
file is not wwthin the rental period. The digital
content playing device 420, without downloading the
pl ayi ng software fromthe delivery managenent center
410, may download it via a recording nmediumsuch as a
CD. As a matter of course, it may be an exclusive
NEFEViTe ELharn 42domputbe. dEabbal et eniA phaydng device 420
enbodi nent of the present invention will he described
angj e rehépemee il FE8lapsednd iicoRrt ent £l liesnay bleotkl eted
di agram of a system for preventing unauthorized pl ay
togfetdiegi tvalth ¢comt eneceFHGEal2bl’s aididwcharnt e phycaglata
software used for the systemfor preventing
“Ifnaat koripzed wsel @f fdobgidtad poont ertt L ids ystwem £9the content
preventing unaut horized use of digital content 500
fishows ddudlfed kkyhas ddesamegonhiigwat itdr asapbhal pricd
the 72 unauthorized use prevention system 400 except

rdhtdtle d AQrCORIRMNI neld dbe; fh aAYhRg-Sofdvake 1BrRcessadt ytaq.
a control section 512 of a digital content playing

devi @@,520,3k8 Qhﬂé@[ﬁ@ﬁttiﬂ?kﬁp@%%qﬁn eﬁahg%dpk@yéngystem
software shown in FIG 12 wll be described ™ below in

prad&tald; g@qﬁ‘g Q%E%EBpEl%Q”ontk{é“%oﬁ‘é% agggg @é‘ﬂ@akéd for

omtte ayl ng software IS recor on a nmeno

f th 520
A T R G
a|n|ng?the cont ent al conten
ev

t he . di
a?u g A RedB209 86 g&&“&&? S g%*%‘ S fansdimeRp Ly deiete

cent 510
proce551nq when the delivered content file is not within the

rental period. The digital content playving device 420, without
downloading the plaving software from the delivery management
center 410, may download it via a recording medium such as a
CD. As a matter of course, it may be an exclusive device, not

a computer,

Embodiment 5
A third embodiment of the present invention will be
described with reference to FIGS. 11 and 12. FIG. 11 is a block
diagram of a system for preventing unauthorized play of digital
content. FIG. 12 is a flowchart of playing software used for
the system for preventing unauthorized use of digital content.
Asystemforpreventingunauthorizeduseofdigital content

500 shown in FIG. 11 has the same configuration as that of the
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according to the operation via an operation section
523 of the wuser. The delivery nmanagenent center 510
transmts data necessary for rental request
processing via the conmunication line Rto the
digital content playing device 220. The digital
content playing device 220 display outputs the rental
re uesting screen on the output section 222 based on
"gatigedriepetioreen e yysr sfeddemiaply thggutsegrontent

selects a rental period (bywhich a rental fee anobunt

ofi $hguprbdasithoatd fdetermioeesedily thecoperat Feation 512 of
section 523 as indicated on the rental requesting

a stgeeal chnantyplahens deeiosds2 (0 Brand ffasswdr.d dhe content
inputted as a rental request of the content file via

oft heeqperatriBo fseatreorh®23 int hecdilg al 1 centiestribed below
pl ayi ng device 520 switches the displayed output of

il het oul puld 19ectibanr922i1ba Jdhehe abtdranijeal b oN: Saxeem tted,
and transmts the inputted request data via the

cormmliec%tm%anl;l ferfBato ithecdeliiver yn RGN ection 524
center 7 In this case, the player ID on the

of@ﬂ@rdﬁ&f@éi QR 324, ﬁla%?ﬁg angh L apgm §ted EQmEl}?rocedure

del |very nanagenent center 210 together with th

%ﬂﬂﬁ?t %&%j 4 very managerment center 510 then
hec aut entlca on of the user related to the
requ t bﬁ:ﬁxlnl r?c{(o e to %hle ”t%”S'H é;th:dalusc,eC%Ihtent

| D, p ayer e User, read
user i or.mat i %@ of the user
1

oY Gl o DE-514 €5 ChECK %i&ﬁsrvﬂﬁ%ﬂﬁ%ﬁﬂe% gfCer o10

SULIPELES] peer of ol The del LYery, Tanagelient con et ..
uéggéo%%eh%g&9very management center 510 transmits data
necessary for rental request processing via the communication
tine B to the digital content playing device 220. The digital
content playingdevice 220 displayoutputs the rental requesting
screen on the output section 222 based cn the data.

Therefore, theuser sequentially inputsorselectsarental

pericd (bywhicharental fee amount is automatically determined)
via the operation section 523 as indicated on the rental
requesting screen. Finally, when the user 1D and password are
inputtedasarental request of thecontent file via the operation
section 523, the digital content playing device 520 switches
the displayed output of the output section 522 to the

authentication screen and transmits the inputted request data

via the communication line B to the delivery management center
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over predeterm ned nonpaynent of rental fee in the

user information DB 514 and checks whet her the user

is a person corresponding to the inadequate persons

list or not together wth the authentication (The

check of the inadequate persons list is arbitrary.).

When the delivery managenent center 510 confirns that

the wuser related to the request is an unauthorized
>liser Ior thiperson tWor pesyendil Agon dhadmay. segitiaat 824 is

persons |ist although he/she is an authorized user, a
ramssage trardemyt tdik treequestdafitdrey useragement center 210

transmtte~l viathe communication line P to thedigital
tapoittent wipllaiing ewiczer 520.a On t he ot her hand, when

t he delivery managenent center 510 confirnms that the

user el afead ed it henTeQuesit ikl horiizad clusats or
a person not corresponding to the inadequate persons

aldidnt idadiefiersr 4o d heddl avandl apdhhe bigkesof thgat is,
user to 74 record a charge in the user information on

iﬂ[F%ﬂéﬁ§N%§ %&%r%§%hgﬁit@§d5%ée9fIbhe yﬁ?ér_@ﬁdand the like
transnits the data of the content fifes” Iist as a

of GRley uts%r"’}PB%Qi?"fce%B% Eﬁguﬁggrpgntfg?m5§§5nv%@ f:lqg.user from
playi ng

conmmuni cation |1 ne to the digital conten

evi 20. For, .char.gi .. hased on the user .
ot o BB ST 15 “Ehchy preuet MR et ST ks

I nformat’i on or eac

rental fee is charged tg.,a bank or credit card
A 5 S Do B yok o PR aeroy % Sefg Rl qeptiog 510

hi m her transfer it into an account or pay it at a _
PTG Eflc e etBRBAERPEHECTT Kel S WHEA LCRe 1d¢l PGEpyns having

managenent center 510 has been still_ connected via
(Nﬁﬁégﬁﬁﬁﬁﬁﬁ%ﬁﬁqqﬂ]qqq&gyment of rental fee in the user

informaticn DB 514 and checks whether the user is a person
corresponding to the inadequate persons list or not together
with the authenticaticon {(The check of the inadequate persons
list is arbitrary.).

When the delivery management center 510 confirms that the
user related to the request is an unauthorized user or a person
corresponding te the inadequate persons list although he/she
is an authorized user, a message to deny the request of the user
istransmittedviathe communicationlinePtothedigital content
playing device 520.

On the other hand, when the delivery management center
510 confirms that the user related to the request is an authorized
user or a person not corresponding to the inadequate persons

list, it refers toc the player ID and the like of the user to
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(a

L3

P to the bank or credit card conpany 530, imedi ate
paynent can be, of course, nmade. The digital content
pl ayi ng device 520 display outputs the content files
list on the output section 522 based on the data. The
del i very managenent center 510 may be accessed based
on the WEB address recorded together with the software
after executing the playing software, or nay be
regecdssethayasedn die heerWER adurlesen ey bearstr by fichimation
user into the Internet browser. Thereafter, the user
DBsel @ctfs thheusont entd firbestothetirentath offr bhetdmntent files
content files list via the operation section 523. Data
lief: tBear equest tof apbecsel eveedegantentif ithe usser via the
transmtted to the delivery managenent center 510.

comﬁﬂlela%lgﬁl ivery E@%@&?@itgfr&&&éﬂ@pn@%mge@ew@e 520.
data of the request, it refers to a content

i ncl gdedchRrEDhS, 1925 88a8€h {OM And lrr@ﬁ%éw@l&@rﬁ@rﬁm for
file corresponding to the content -7 Ir 1D fromthe

ea@h%%éiief%@%?ﬂéd %%Pﬁdld ang seafehessLor; apg reads«otheany
pl ece data d t'he decryption key correspondlng to
ortg§ed99n& F& %&ééé “%&ﬂ?leﬁgecHQEG?EBd§}Qc Lo the user
| e, prece data

sequentla the content

?etagdggch%%rﬁ%gﬁgedl%Oﬁkh% %595%%£ ont.ent !f@”ggga

Fo4évic di cont ént Elaylng Fievi'ce
520 th t, fil t th
copgspéf’%ﬁié'%% e%ﬁotﬁgﬁeﬂé& ot AL §F g haement

medi um set to t e co secti on 525. e it recelves
CofRE "oy bl D8 M0 C ahl GEGHY S D ey her FOPREG GeL Lo Line

themon a piece data registry different fromthe
B b? ddet bppkner credit card company 530, immediate payment can

be, of course, made.

The digital content plaving device 520 display outputs
the content files list on the output secticon 522 based on the
data. The delivery management center 510 may be accessed based
on the WEB address recorded together with the software after
exscubting the playing software, or may be accessed based on the
WEB address registered by the user into the Internet browser.

Thereafter, the user selects the content file to be rented
from the content files 1list via the operation section 523. Data
of the request of the selected content file is transmitted to
the delivery management center 510.

When the delivery management center 510 receives the data
of the request, it refers to a content ID included in this to

search for and read the content file corresponding to the centent




registry of the nenory section 524 on which the

content file 1is recorded. A predetermned flag is

set. Thereafter, when the playing software i s executed

by the wuser (Wen the content file is recorded on a

recording nedium the playing software i s executed

and the recording nediumis set.), the digital

content playing device 520 display outputs the
ITpEaginghsoftt wbkel ot rnibdthpdtl Isabdi spasphesTher and reads

content information "A2" of the content file recorded
thenpiheenmbntor y' D sectli bihe SR myrp the: kegordrngsmedidiangi o the

read, and the content file is displayed on the play
coniteth tonDt heoms drteepieftot Het plyiSAg tsof¢aqasret {31 )y thhesmit

play list displays the file name of the content file
thantbritthentres sage iidwat dhbe "oodehtlet it hptisnkeytedtheldigital

di spl ays a nessage that the content file in which a
copfredet enmied; fdeag des =3@t. is rented. Based on the play

list, whether the rented content file is play

oper ated vha di ﬁl@ﬁeb@wt@aﬂ@w@ﬁ%%@@ GRONPhckSves the
deci ded (s2). en it is decided that the play

co@ﬁ%rnactfgﬂe S t"PL PRk f G&r&?q’he whei ber, a frtef?é"ﬁ%ho‘i:? section

play an unrented content file is nmade via

52%%3{1'18%:?%{%%&{%{‘ ﬁ]%m nQt P@Sﬁge n, rJ;EeBlt%n' ?é§5 When

r equest to rent
1tﬁ8r{étceeqtv ];ICI geWhose al?atl aj eCI %eg%?zﬁatlgsdkle%r n?geré)éords
L th " A2" th
LREBRP Bt AT gﬁtﬁhﬁgﬁg @L]efcf r@f&@&*ﬂ?%@ o Sl Smined

mediumi s rigd to transn1t gaﬁontent ased on th

TRES Hddres s |H1€F“8&éfdsf3ﬁttlﬁé t‘éﬂtwﬁlh‘FBr ti oAt “file
and a nessage to perform
is recorded. A predetermined flag is set.

Thereafter, when the playing software is executed by the
user {(When the content file is recorded on a recording medium,
the plaving software is executed and the recording medium is
set.), the digital content playing device 520 display cutputs
the playing software on the output section 522. The content
information “A2” of the content file recorded on the memory
section 524 or the recording medium is read, and the content
file is digplayed on the playv 1list on the screen of the playing
software (sl). The play list displays the file name of the
content file and the message that the content file 1s rented.
It displays a message that the content file in which a
predetermined flag is set is rented. Based on the play list,

whether the rentedcontent fileisplayoperatedviatheoperation
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pl ay request processing via the communication line O
to the delivery nmanagenent center 510. The delivery
managenent center 510 transmts data necessary for
pl ay request processing via the communication line ~
to the digital content playing device 520. The
digital content playing device 520 display outputs
the play requesting screen on the output section 522
Sesasded or- the N@at &5( s¥L1dPRe (Fger- sequential ly inputs
or selects a rental period (by which a rental fee
anmouMihenst taus deat ledlthe toeh e pARade 84 taL ot he nepdrcatigmed,
section 523 as indicate! on the play requesting
whedheana Fegadtly,tovbém vt ke wseen &l anchipasisvidrld asenade via
inputted as a play request of the content file via
thehepepeatdbnhonesetbinob2 3 523 (@S asdchendigket al agont ent (s3) .
pl ayi ng device 520 switches the displayed output of
THaRe ieyt put:tseet hop=§d2st otb heeavbhenth€atdfenSCreen whose
and transmts the inputted request data via the 77
r GAAURLEALHON: b1 i dd g WhReedBk] ¥OF Vi SMenagenent @eBhelt is
510. In this case, the content ID of the content
dd N QIREEON KAL) QN r B BN RECEHHRN- SR AR 1 rmation
recordi ng nmedi um and the player 1D on the nenory
“ASZG’CEE%GE%%H%%%H f%g%%ﬁj t‘hreaﬂéﬂb}:%ege %@i&jﬁ%Z 4dSE'df/<§fé'rding
managenent center together wth the request data
he del ivery. n e h
neh F83] Sh LB oG LSorCrbPared P PRST enaLy aqqress
. refers . to . the transm.tted ser JD, player 1D and the
et el e ane T e e oAb fe foogror form

the user fromthe user information DB 514 to check
play request processing via the communication line P to the

deliverymanagement center 510, Thedeliverymanagement center
510 transmits data necessary for play request processing via
the communication line P to the digital content playing device
520. The digital content playing device 520 display outputs
the play requesting screen on the output section 522 based on
the data (s4).

The user sequentially inputs or selects a rental period
{(by which a rental fee amount is automatically determined) via
the operaticn section 523 as indicated on the play requesting
screen. Finally, when the user ID and passwerd are inputted
as a play request of the content file via the operation section
523 (s5), the digital content playing device 520 switches the
displaved output of the output section 522 to the authentication

screen and transmits the inputted request data via the
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whet her the user is an authorized user or not. The
delivery managenent center 510 prepares an inadequate
persons list indicating persons having over
predet ermi ned nonpaynent of rental fee in the user
informati on DB 514 and checks whether the user is a
not person corresponding to the inadequate persons
list together with the authentication (The check of
compreinijiopddequat ee fet sdrise st vesvardiagamgn) ceperr bhe. In
del i very managenent center 510 confirns that the wuser
thrigl aped t sheheonegquéesiDi of arh@imaenort Zedfegeat ppn g A2” on
person corresponding to the inadequate persons |i st
thal mkoogly hetthen 134 ar altchoecredingengdaumessdgend olayer
deny the request of the user is transmtted via the
Ilcommihiecatnonyl kaetOchoStheadd gréall modtterdnspl ayeédigic the
devi ce 520. On the other hand, when the delivery
dararagenah agenter «540eeont i ramydithatr thehusae rekated data
to the request is an authorized 78 user and a person
(Jwot. correspondi ng to the inadequate persons list, it
refers to the player ID and the like of the user to

reC0ﬁ%eﬁﬂ&b@&%E?hﬂéﬂéﬁ%ﬂé%%TcéHE@E@ﬂki@He@ﬂstiﬁkﬂéﬁﬁlcatlon
i nformati on 514 of the user, searches the piece

ofd@ﬂéu%r%glkgl‘geé%gdtﬁg@e B%g‘&e df%?e"fgrsaﬂgthgetrans itted

ecryp I on Key correspon | e content an
ra@%m é%ﬁ?ﬁzﬁ%nd [£R!Y; L0 3PP 8V§s%he Jrfcﬂ%%gat OEhF user
communi cat i on |ne to g ta
TH:onteqb]éjp §5$%fudeV| e %ﬁ uChar ﬁg eﬁ&%g 188 heck
s Ushe TECH A YEEt PIayi Ay Hevi ¢é
: t he nessage deny the reg uest of r
gt Ped Fromie e BeFroiry boer ot not? RS 4SFvery
management center 510 prepares an inadequate persons list
indicating persons having over predetermined nonpayvment of
rental fee in the user information DB 514 and checks whether
the user is a not person corresponding to the inadequate persons
list together with the authentication (The check of the
inadequate persons list is arbitrary.).

When the delivery management center 510 confirms that the
user related to the reguest is an unauthorized user or a person
corresponding to the inadequate persons list although he/she
is an authorized user, a message to deny the request of the user
istransmittedviathe communicationlineptothedigital content
playing device 520.

On the other hand, when the delivery management center

510 confirms that the user related to the request is an authorized
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managenent center 510 via the communication |ine (3
(s7), display outputs an error nessage on the out put
section 522 (s8). Wen the piece data "D' and the
decryption key are transnmitted as the reply to
approve the request of the user from the delivery
managenent center 510 via the comrunication line O
(a7), a predetermned flag is set, and the piece data
usgy Hd ¢ rhesgacnypt ¢onrkeyoradeng deortded iopdepate persons
above-descri bed piece data registry of the nenory
leett i oh 52fe(sRNo .t pleyesar taime thet Ae kel odk the user to
function of the conmputer is used to record the piece
relat ad tar ahs aiyssiromhaat o o it fhe mEnTy csedide ey eh24n fdbgation
play list is display outputted on the output section
D522l { sif) thEhesdigid@draoad eMe pliayiengadeviges 520G WaeR the
the rented content file is play operated via the

p OPEE aki-aMr sestd 0Ne 523 hatedn @%EB%rEE@MthﬁEj tH5e content

reads the decryption key fro e menory section 524

1150 AeCkyRhshhespiges datar- b+ Bas ?%r%r@ret PP &SGR IO 0F the

data "D', the dafa body d i's Tead t0 read anot her

t fro .t he. ne cti,on.524 to .decr
o R o AT L0 TR Yo SRS %%%@‘?%C%ﬂ%% ¥Plying
n oft nded b erfor di
d%%%‘%%s,%%% ﬁ%ﬁ%emb%el PP iy SHT e e ha T e
above,.basj.c ctio i ece data na n
FunctToa e dantorhebhe S e renaree: m% &E}e message
devi ce, 520 of n the pjece data "D
CpORER T E? ﬁ@r%l@gﬁafg %a‘%qg%aﬁ%nﬂtsar&%%@t&&% E%O%ztél% delivery
turned on. By the piece data managenent function, the
M REL Yk & Tiberon! § e anehd epmmeadrasA 0B IS BnemBged; splay

and the difference between the piece
outputs an error message on the output section 522 (s8).

When the piece data “D* and the decryption key are
transmitted as the reply to approve the request of the user from
the delivery management center 510 via the communication line
B (a7), a predetermined flag is set, and the piece data “D” and
the decryption key are recorded on the above-described piece
data registry of the memory section 524 (s9). At the same time,
the clock function of the computer is used to record the piece
data transmission date on the memory section 524. The play list
is display outputted on the output section 522 (sl).

The digital content playing device 520, when the rented
content fileisplayoperated via the operation section 523 based
on the play list (s2), reads the decryption key from the memory

section 524 to decrypt the piece data “D”. Based on the piece
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data transm ssion date and the current date is

determ ned as an el apsed period fromthe point of

time at which the piece data "D' is transmtted. Wen

it reaches the rental period included in the rental

information, it is decided that it is not wwthin the

rental period to delete the piece data "D' and the

decryption key on the menory section 524 to unset a
dapredet er mivpeda f4 depdiThe inawatbrtizedapl apophevedeicoyption

system 500 can obtain the content file and the piece
kegatacthDihatnéther gasectioe. 56 teahpangd wirtchplay the data

Enbodi nent 4, the authorized tenporal use of the
boagnted1d)i | e Teanpbegpader easie plhgipigeeefdanae” [ @fded by

the content file whose rental period has el apsed is
pe@ebehedqt enpRayeptocsecondapy wnauteri.zed use. Wen

the content file is recorded by the user on the

recoirdibng) ABdh Yo thes P s d rher abiemn,a A e rinst Udedhng a

in the header information "A" is Iacked fron1the
pi%%@tﬁgﬁalﬁéﬁa éﬂ%ﬂ%rhﬁﬁc@ﬂohhﬁeéﬁ&@ﬁ@H@?tﬂgqﬂ tal content

erefore, unless the 80 piece data "D' Is obtalned as
.aut ' I t it e ed,,
PIATSPULASE 260, 0) Y RANESIEL e L oFNRRE, 00 DHYEOh poer
rent j od. of the di

ofm{ﬁgh{%éégél.B@ﬂ?%&@fﬁiay}%%c%ﬂmfﬁagbbaisqgﬂ%ﬁg}bnth v Lhe

prece e e nmenory section 2
i tomatical |y, del eted, Th tent, file Jensj
pigfie LRI REECT Ehi H1t e et 51D pErT G4 1B dirghrgmemorY

cont ent plaéin% device 520 can. be used to CQE the |
SeEoAPENT2Fi LE To7aRBthef T ecdt di W S e Tk © 56 %P a??‘et gt =<

content file on the recording nedium the digital .
datanténfsplaying devecand2bhednpetiedt el iapfgrernined as

col | ect
an elapsed periocd from the point of time at which the piece data

"D” is transmitted. When it reaches the rental period included
in the rental information, it is decided that it is nobt within
the rental period to delete the pliece data “D” and the decryption
kev cn the memory section 524 to unset a predetermined flag.
The unauthorized play prevention system 500 can obtain
the content file and the piece data “D” at the same time. As
compared with Embodiment 4, the authorized temporal use of the
content file can be made sasy. The piece data “D” of the content
file whose rental period has elapsed is deleted to prevent
secondary unauthorized use. When the content file is recordad
by the user on the recording medium, the play informaticn “AL”
included in the header information “A” is lacked from the content

file recorded on the recording medium. Therefore, unless the
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charges for secondary and tertiary uses since

aut hentication and paynent of the rental fee to the

del i very managenment center 510 are necessary. The

unaut hori zed play prevention system 500 has: delivery

managenent neans which is a server in which a content

f ile having header information and a data body is

prepared in a state of |acking part of the header
pleagokaiet "6 andobhelpad tasoknt et headerd @ Wit an 1T

prepared as piece data and delivers the content file
cayhatabeoptapedat i Bt iavey anthndnagesedisesof cahebedar bso

body; and a digital content playing device capabl e of
preéognuadcating via the communication line with the

delivery managenent neans and used for at | east

pl ayiipg +hercortentefithe wetivenagdtheadigt hel delrtwarty, the

managenent neans, wherein when a request to downl oad
pithe gantentfLha ke Nputt 6d BYecamusoh vt @ctheodi gikalis

content playing device, the digital content playing

augsfﬁhfﬁﬁcgmg}%ﬂﬂ&&ﬂ t e or @avest t ¥i d ot han COMERCalhON Not
line to the dellvery managenent nmeans, the delivery

wﬂgﬁ[ﬂﬁgﬁﬂgnfe%g‘f? et mas. tcﬂ%lc@ﬂt %Hnﬂceﬂﬂ %laryellrﬁ_]t edvice

he request e communication line to the

528I gan e 195069# Ot c%lg%yltplg 98¥£§$F fffée@éta%{otmr}e%ordlng

regues cont én e under
mefbRG T oI E o 'aSvBﬁ%%ﬂ%é Bra0F ol L BRE, ﬁgcoﬁd??ﬁsr%df@m the

.cont | ayi ng device tra he reqguest . vi

digd rﬁoeﬁtﬁfivatrpfwen%@effﬁseg>§1rg$% wﬁg@% Rt ﬁ@éé{ collect

the delivery managenent nmeans checks aut henti atlan .
Ch@Fgﬁﬁef9§e?eF%Pﬁ?€H g F%%t¥%ﬁ%é€§e§(§%q%ﬁuﬁHﬁL tion

data of the content file rel ated ,
and payment of the rental fee to the delivery management center

510 are necessary.

The unauthorized play prevention system 500 has: delivery
management means which is a server inwhich a content file having
header information and a data body is prepared in a state of
lacking part of the header information and the part cf the header
information is prepared as piece data and delivers the content
file via a communicaticn line and manages use of the data body;
and a digital content playing device capable of communicating
via the communication line with the delivery management means
and used for at least playing the content file delivered from
the deliverymanagement means, whereinwhen a request to download
the content file is inputted by a user tc the digital content

playing device, the digital content playing device transmits

g1



to the request via the communication |ine to the

digital content playing device, and the digital

content playing device uses the header information of

the transmtted content file and the piece data in

pl ay operation to play the data body of the content f

ile. Any design change can he nmade to the unauthori

zed play prevention system 500 of such configuration.
thhe ayesid et § tharagerericalditet 1 82 (oHds dnelup gy fgnagement

content DB 511, but may have nore. In this case, for
megxranpites deliveire noond emnt Neangalyr dessibs ddis poatent file

first D3 and a nusic content file may be stored in a
resacend-d DBe dd@tedis vidi fiecentukiings ioof 1 toattenthéidiggital

maybe stored in DBs. The content files stored in the
cobBsnmayl bei theisans: t ahprewdntracerss 4 aeduesfti £stp DBy the

from bei ng concentrated at congestion. The sane thing
codRphitesi1boutder pirece tata DB 816, cdhaidebhvesyinputted by

managenent center 510 has the digital content DB 511
thangsthe tpi ege data B 316.+-The 82 dingl tRlvicent ee Bgital

511 and the piece data DB 516 may be installed in

cc¢@hic 0N .8 idif ferank fhamsthe dehiyery mrraganent,

center 510. “In this case, the delivery nmanagenent
- { Lecat ; 1t
o e T he T A e Do el GRS The prese ot

ma%%é%m%%&ségaﬁga%ﬁg%gigg#%ﬁ f f §@gt£k§y%§%0ugg¥if§lat%d to

The Nt ent playi ng device may acces
crbBa B SO 08, SUL TEL 0 ocer e D £18. e
tf e BOREBRC T1F & AEayPREICLRE HEAdarS hPorratl it shcortent
pl%g%nbhgeg?ég,egg tgngigigff%£g§gnﬁ:playingwjevice uses the
header information of the transmitted content £ile and the piece
data in play operaticn to play the data body ¢f the content file.
Any design change can be made to the unauthorizedplay prevention
system 500 of such configuratiocn.

The delivery management center 510 has one digital content
DB 511, but may have more. In this case, for example, a movie
content file may be stored in a first DB and a music content
file may be stored in a second DB. That is, different kinds
of content files may be stored in DBs. The content files stored
in the DBs may be the same to prevent access to the first DB
frem being concentrated at congestion. The same thing applies

to the piece data DB 51¢. The delivery management center 510

has the digital content DB 511 and the piece data DB 516. The
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in a state of lacking the play information "A"

included in the header information a. It can be, of

course, recorded in a state of adding other

information. As for other information, there is

aprogranorthe |i ke which decides whether the playing

software is installed on the conputer of the user or

not, andwhen deciding that it is not installed,
dléﬂﬁ@da@@-‘@’é@h? Daceetssest the tHRasf dehe Dﬂjéllﬁ\mr&ybe installed

managenent center 510. When the programis recorded
irahdctheons el fdheacutteSrthehebtal hedryomrergerféiiecenter 510.

hi s/ her own conputer (conputer corresponding to the
Irdtpitatacontént dpl ayeng ndeiaeb2@chnarsbadtendttadnticates

t hepl ayi ng software isnotdowni oaded) , the VEB
thaddeesstoftifrestiet inker yERBRagesentc cemerigi@alscoeagnt DB

to autondticaiiy access the delivery managenent center

51510 -Pased peacthhiscaWensobtab g 4hei hBYédWent playing
software by the above procedure, the content file on

deN@-JTBROLY S8CTi0N t3A4c6aRehe pPh YR a 83 Jhe 2¢oREeM cess
of the playing software are oﬁ?y an éxanple. Changing

thtel @'ﬂéﬁt:%tl YA’Bh‘EQnHSBB 5?9'&%& ar_tHeo?J:%Q:% USEL pB 516 based on

aut hentication are perforned and changing the content

£ wkRe, %&£5§ 'tso %Eat%' ﬁafc%e SPeégeflfé‘taﬁ{H fl'e'c% %ﬂgta “D7.

ecorde sec

d I d h
EFQLE\QBf% %é'eﬂ%w £1 % %@g o e%ﬁgtca%geﬁ% Gt ing

vk S8 o 64 PP OA héqﬁafnﬁ? " be “Ee e o mreéj‘orded

. content file | s received nay be deternined, and wh
14 fe et WpSdl perine thea ﬁgslgfaF@aé%@P kd lﬁ&%%ﬁd In the

the content file naybe del et ed.
header information a. ~ It can be, of course, recorded in a state

of adding other information. As for other information, there
isaprogramor the likewhichdecides whethertheplayingsoftware
is installed con the computer of the user or net, and when deciding
that it is not installed, automatically accesses the HP of the
delivery management center 510. When the program is recorded
and the user executes the obtained content file on his/her cwn
computer (computer corresponding t.o the digital content playing
device 520 inastate that theplaving software isnot downloaded),
the WER address of the delivery management center 510 is read
toautomaticallyaccess thedeliverymanagement center 510 based
on this. When obtaining the plavying software by the above

procedure, the content file on the memory section 524 can be

played.

83



The fifth enbodi mrent can be design changed to a system
preventing unaut hori zed use of the content file
delivered for pay or for free, not rented. In this
case, it has the same nerit as above. The playing
software used in this case may only delete processing
when the delivered content file is not within the
rental period. The digital content playing device 520,
W t hBbte cdowehbadi nget heaplayisnf seftavare dnom ahexanple.
del i very managenent center 510, may download it via a

Cheecdndi ngmiedi em stdlhrhasisar CBgiAd ratiatt emdofuseour se
it may be an exclusive device, not a conputer.

auNeedltessittionsays peRrognatl whi chhiheipyeciee dadac el or the
can be obtained can be suitably design changed

1idecqrdiangiteatkhe weahente ofodhensysi Bmni 84-LMMH on the
A system for preventing unauthorized play of digital

neSRRLRE QRPN E5NgE Bndi §1 41 PALT AG, F&CON I g MBALAR &8 520
whi ch a content file having header information and a
I

a ?iﬁt%l?e 99H¥aﬁ%éﬁ%g§9 30 Sle@l(,:kﬁle BgﬁEeHE ftlrlgs lggflg)%rdeieted

ormationto prevent unauthorized play an
M6 S0P B e 2 DO, IENBUEHEN. BAUS: o
o, SHELULLIG L2001 gl W1 809, cBBRBLS Sch che comcent
i SETELLOR 89 BLoce Fals a0 CaTAL Coll 00,4 L0 ce on
rggéﬁggggmedeterminajperiod,thecontentfilemaybedeleted.
The fifth embediment can be design changed tc a system
preventing unautheorized use of the content file delivered for
pay or for free, not rented. In this case, it has the same merit
as above. Theplayving softwareused in this casemayoconlydelete
processing when the delivered content file is not within the
rental period. The digital content playing device 520, without
downloading the playing software from the delivery management
center 510, may download it via a recording medium such as a
CD. As a matter of course, it may be an esxclusive device, not
a computer.
Needless to say, timing at which the piece data “D” can

be obtained can be suitably design changed according to the

content of the system.
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the content file on the distributing recording nmedi um
and having a function of communicating via the
communi cation line with the nanagenent neans, wherein
when a request to play the content file under

aut henti cati on and charging conditions is inputted by
a user to the digital content playing device, the
digital content playing device transfers the request
via the communi cation |ineLAIMSthe nmanagenent neans,

t he managenent neans checks authentication and
charging of the user related to the request before
transferring the piece data via the communication |ine
to the digitsalerCcontantepdatying wdevitee,r iard pheyd gidiajital
content playing device uses the header information on

cobfendi sbibRutiing 85 recordi ng medi um and the piece
data only in play operation to play the data body on

the di §1£tPULLPYn G ECOr O Bgh B UiMn 2n MS¥ELEM K ent file
preventing unauthorized play of digital content

S ne o i Stributi  di g .
ha%q[ﬂ? ﬁéé@l&f é%fﬁh%arﬂ R4t gggré e b@&yﬁgﬁgbgﬁgwég‘%@ 1Bicks

content avi ng he i nformat at
dy-i.s r I || at e i I t.p
oo TR o ree Tt elhpefgRecPBily ana
managi_n se of the content file on the distributing
unﬁ@é%%&ﬂﬁg%ngﬁpﬁﬁpgn %ﬁaﬁﬁgﬁe S % ransmitting the
prepared part of the header informati on as piece da
D o Rt RRGh caprbR T1mEnaig ] BPgiTal TeohrBRERT Lite on
ayi ng . device used for at |east playin t he cont ent

| ’
<P BaSon’ PHEHASE TbER | 1g HSEORHPAG REBRGAS it tHavH g o T inT

the prepared part of the header informaticn as piece data via
a communication line; and

adigital content playing device used for at least playing
the content file on the distributing recording medium and having
a function of communicating via the communication line with the
management means, wherein

when a request to play the content file under
authentication and charging conditions is inputted by a user
to the digital content playing device, the digital content
playing device transfers the request via the communication line
to the management means, the management means checks
authenticaticon and charging of the user related to the request
before transferring the piece data via the communication line
to the digital content plaving device, and the digital content

playing device uses the header information on the distributing
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a function of conmunicating via the conmunication line
with the managenent neans, wherein when a request to
play the content file is inputted by a user to the
digital content playing device, the digital content
pl ayi ng device transmts the request via the
communi cation line to the managenent neans, the
managenent neans checks aut hentication of the user
racgratied! reding paguelt befer elatty gmdi i Rgavherpreteon to
data via the communication line to the digital
pleonttémt daltay itnglwevi dée ahics ttthéwdiigia atewondieny medium.
pl ayi ng device uses the header information on the
di stributing recording mediumand the piece data in
play operation to play the data 86 body on the
di st ra.buhi #igs @€ G pgetedt Uy Gha kb st FeddWliangef digital
recordi ng medi um fabrication device used for the
cYEiramMdaipPremMent i ng unaut hori zed play of digita
content according to claiml or 2, which separates

pi ece dataribnenmg content nkih&ihayidg eaees content file
i nformati on and a data body  for recording and records

hatﬂ%gcgeta%'i: i f@rﬁae@fé@*agﬁ 4 rom.d BSdg?}se‘f_%cQ%%dO{h 4 state

recordi ng nediumrecelve in the pre ation evi ce

o%i‘{gal‘:{%%%{o% gﬂnetsatsﬁ gauatﬂ'ﬂ“% GOr qi 1oy girryﬁrlﬁlat n;

ying device use e system

accor uncti ons or.

oo B S BB e o SRS bt A i
communi catjon line to the managenent neans; and
ERh STERPES PRAENC £ e i ard i Ha aridhidt Bd SFFofifta via

t he
a communication line; and

for preventing unauthorized pl.ay of digital content ..
WﬁQ%fean Cpgeﬂ§lf%§1%anéj%%gqugggo th?.coﬂ%e Q;flle on

adigital content playing device used for at least playing
the content fileon thedistributing recording medium and having
a function of communicating via the communication line with the
management means, wherein

when a reguest to play the content file is inputted by
auser to thedigital content playing device, thedigital content
playing device transmits the request via the communication line
to the management means, the management means checks
authentication of the user related to the request before
transmitting the piece data via the communication line to the
digital content playing device, and the digital content playing
deviceuses the header informationon thedistributing recording

medium and the piece data in play operation to play the data
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managenent neans via the comunication |line, using the

header information on the distributing recording

medi um and the piece data in play operation to play

the data body on the distributing recording medi um

5. Playing software used for the systemfor preventing

unaut hori zed play of digital content according to

claiml or 2, wherein the digital content playing
bodgviveths dl@@ﬁphuéﬁnan@ecpﬁélpgavﬁﬁgugoftmare is

processed by the conputer, and wherein 87 the system

is made such that when a request to play the content

file is inputted by the user, the request is

transm ta eth i@l b thien« araatnictiaty ardiune faprtiletion device

managenent neans, and thereafter, when the piece data
usks t4ansm & edeh riam phevaRnageneu Ran edvpaavher digital

conmuni cation line, the header information on the

codleghki bbb R hgces di ngimadibun anghihe Piecesdat piafd data
used in play operation to play the data body on the

frabSEriOuting Feconding g rRduum i BroAnsYSbeMHAra data body
preventing unauthorlzeéiplay of digital content

foeogpéb%apﬁp %ﬁé'f@&y crgag%%e%% topeans; deld §féf'8dafrom the

content avi ng ea ormati on and a data body

via gmuni cation,| i e
R e e
conmuni catin t he .conmuni cation .lin h the
deqaf-Fvéfy Cr?gﬁ%&e ﬁt Sﬁéﬁgtlgﬁd Tas€d |Eli1‘1 gri\g: glast
pl aying the content file delivered from the delivery
managenent neans, wherein

4. A digital content playing device used for the system
for preventing unauthorized play of digital content according
to c¢laim 1 or 2, which has functions of: when a request to play
the content file is inputtedbytheuser, transmitting the request
via the communication line to the management means; and
thereafter, when the piece data is transmitted from the
management means via the communication line, using the header
informaticn on the distributing recording medium and the piece
data in play operation to play the data body on the distributing

recording medium,

5. Playing software used for the system for preventing
unauthorized play of digital content according to claim 1 or
2, wherein the digital content playing device is a computer and

the playing software is processed by the computer, and wherein
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when a request to downl oad the content file is

inputted by a user to the digital content playing

device, the digital content playing device transfers

the request via the comrunication line to the

del i verymanagenent neans, the delivery managenent

means transfers the content file related to the

request via the communication line to the digital
thropentiplayiane sdevi tbabyviieitki ngdpast o9 vy hegdepntent

information to prevent 88 unauthorized play and
fUradtshoripred ecopy ther sekr,t hbeeaktieest whehrangwgbesd via

to play the content file under authentication and
trohanginng icendiohi oinse ts thpouthadebynthecaser atal thereafter,

digital content playing device, the digital content
whid g pdedeCcelatiar arstens shie tkeqiesth vha kheagement means

communi cation line to the delivery nanagenent neans,

videgel domiyn Nenagenentndeanse hesksr awthendt Cati Of the
and charging of the user related to the request to

diéﬁﬁﬁﬁﬁ%iﬂ&“%é&é%&ﬁ ﬂEHﬁn@Egkﬁ%h%e%Q%beia%%%ﬁakéoﬁsed in
as piece data via the conmunication line to the

> ¢ : : . i .
P Rat BT ey ng Heur s ase R R e ae Rl rald saogptin
mé£§hﬁransferred content file and the piece data only
in play operation to play the data body of the content
file. 7. A systemfor preventing unauthorized play of
digital content conprising: delivery managenent neans
which is_a server_in which a contept file havin .
heade?" | A1 BF RRET.o AR o4 CAALADUASC T 80 pF BRararY f dloital
state of |ackin art of the header information and
CHRME P F L8 HEY header information is prepared as

pi ece data, and _ ) . .
deliverymanagenentmeansdeliveringacontent filehaving

header information and a data body via a communication line and
managing use of the data body; and

adigital content playing device capable of communicating
via the communication line with the delivery management means
and used for at least playing the content file delivered from
the delivery management means, wherein

when a request to download the content file is inputted
by a user to the digital content playing device, the digital
content playing device transfers the request via the
communicationlinetothedeliverymanagementmeans, thedelivery
management means transfers the content file related to the
raquest via the communication line to thedigital contentplaying

device by lacking part of the header infeormation te prevent
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whi ch delivers the content file via a comrunication

line and nmanages use of the data body; and a digital

content playing device capable of conmunicating via

the conmunication line with the delivery managenent

means and used for at |east playing the content file

delivered from the delivery managenent neans, wherein

89 when a request to downl oad the content file is
unappdprorddedop lavused toatbeodi gedatorwntlertepf ayigreafter,

device, the digital content playing device transmts
whiele ar egueststvia pheyconmumiiadniontiiseirtdet eithentication

del i verymanagenent neans, the delivery mnanagenment
ammeahartiiagsomtidit heneant enbutitka pelited 0 thethe digital

request via the comunication line to the digital
cotaRirentp Iphayigngie vde, Cahe kiargaldlelconfient g rLpuestid®ice

play the content file is inputted by the user to the
trlingi fledls €RAtrentcRlayl NgndeVdein ther i st gihal tSeRkaM 1 ivery

pl ayi ng device transmts the request via the
mAGRYBHUGAROM | ne d Q1diNedel) vemy dRANShecks

t hedel i very nmanagenent neans checks aut hentication of

r.el a r t t ' h [

e T A He sonpente T M PR P e Rt o e et

t Lcation line to t digital cantent . playing
T LA heChT 6T E S ont SR R agthg day i TaB¥sMhece
d %hevihe der infornaHyon 9f t he tranénit ed conten

T § na S R Bl B0e T darn  Ropt &y FOpORAET G Loh pray Ry ing

data body of the content file. 8. A djgital content
deﬁfllaﬁﬁ'nanéeW% T SPHFEEts%‘i‘%%ﬁlgfciﬁ grevient ﬁBe header
. unaut hori zed play of digital content accordin to
lWﬁQﬁmﬂQ§Cﬁ¥of,tQWHQﬂ?qﬁiﬁrﬂﬁﬁkFPBE§n§ffl%ﬁéﬂ“%t?§h8é§Fe data

to downl oad
only inplay cperation to play the data body of the content file,

7. A system for preventing unautherized play of digital
content comprising:

delivery management means which is a server in which a
content filehavingheader informationandadatabodyis preparad
in a state of lacking part of the header information and the
part of the header information is prepared as piece data, and
which delivers the content file via a communication line and
manages use of the data body; and

adigital content playing device capable of communicating
via the communication line with the delivery management means
and used for at least playing the content file delivered from

the delivery management means, wherein
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the content file is inputted by a user, transmtting
the request via the communication l[ine to the
del i very managenent neans; after the content file is
transmtted fromthe delivery managenent neans, when
a request to play the content file is inputted by the
user, transmtting the request via the 90
communi cation line to the delivery managenment neans;
and whher eaf¢ersswHen doha lpisec Ehdatentaent riankdr its acdhputted
fromthe delivery managenent neans via the
bycaemmuatrcat i ome | d el talidghttdrer hdademg idefdrawst itoe efigital
the transmtted content file and the piece data in
coplkay topengtnan de@ ipkay rthemdata thedy cqliekhie vaantemat
file. 9. Playing software used for the systemfor
coPf@YieRrbitAgn URAUEHOREZR iRlaY, it L Gidrad m£90% LRbe delivery
according to claim6 or 7, wherein the digital

maﬁ@ LeBhL tPhR¥HRY tdQYisEE tisS R CeOPYLEL ande the Rlayitkd the
tmare is processed by the conputer, and in which

re n%s§ Hﬁé%oﬁﬁ%%l%%%? Pm_rnyfg@h%c{%ﬁ%§§ﬂ Eﬂtentplaying

ownl oa e content IS |nputted e user,

de'irﬁ%er eﬂlggféaﬁe%r%?éﬂtt?gq‘ﬁ!egt Eg%]tcag}%{él cahkone Itffe is

the Ivery hanagenment ‘neans hé™ con

f|| tr nsn1tted om.the d agenent

mﬁgtﬁgdsb b e o h PR M S EREIPR(E fgvice, the
ted user, the request js transn1tted Vi a

dl@ﬁ E%Eﬁt? ﬂYFPHedeYbC?hfer%Fé*F%%?y }Fﬁarfé@g‘@fﬁs%‘i via the

neans and thereafter, when the piece data is ,
CoOpaRd KA @g ity ® hB S @i VELyY TSI NFRAR s t@?éietlrfeverv

communi cation |ine, the header information of th
menAgRERTTE BEANE oRRRRES fatdiiHd $3e 5t 6ce taat lasaref%%@a@d £o

in play operation to play the data body of the
thegit@ms T Lpdransmit the piecedata of the content filerelated

to the request via the communication line to the digital content
plaving device, and the digital content playing device uses the
header information of the transmitted content file and the piece

data in play operation to play the data body of the content file.

8. A digital content playving device used for the system
for preventing unauthorized play of digital content according
toclaiméor 7, whichhas functions of: when a request to downlicad
the content file is inputted by a user, transmitting the request
via the communication line fTo the delivery management means;
after the content file is transmitted from the delivery
management means, when a request to play the content file is

inputted by the user, transmitting the request via the
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10. The system for preventing unauthorized play of
digital content according to claiml1, 2, 6 or -7,
wherein the digital content playing device has
functions of: determning 91 an el apsed period from
the point of tine at which piece data is transmtted
fromthe managenent neans or the delivery managenent
nmeans; and when the el apsed period reaches a
copreghe tcertmome d. iper itad,thae ldetliing: tvh enatrrearesimntit edgoiseceand
data. 11. The digital content playing device used for
tHehe afyrstre mivh £ 0 - hprevendt idag aunatthecided epl 2yowkhe delivery
digital content according to claim4 or 8, which has
maniiRehicons nehin sdet erfdidiguah et apsed 1 iper,i adihgommé hesader
point of tinme at which piece data is transmtted from

irfeANageRe Nt L deans a1 tthey dehitvweryrmpaagemenl fRaRs data
and when the el apsed period reaches a predeterm ned

JJP%HEQdopggg%ﬁbﬂgtotB?a?r@Hénﬁgﬁgdb8ﬁﬁcgfd@ﬁ@ cdrfeerdherile,
plrayrng software used for the systemfor preventing

unaut hori zed play of digital content according to
claimb5 or 9, conprising addi ti onal descriptions of :

det erm ni an_el a erio t he _poin t
at mhICET Y&ed %%f§W?E£f%%%sanig frgg% f8£ féG%ntlng

e et dche e apec allsé%%ﬁEbéisﬁ&?%‘é‘%rﬁewe?ﬁi naim © or

eri od, deletln the transmtted piece data. 13. The
’Svg?gﬁllfloi}h%ldé\gé‘%@l ngCuhgut %%ﬁﬁ?e‘bgp&eé’ﬁc&f 15 df ﬁPi“BPter and

content according to claim or 7, wherein the
tha 5#?5@@&%@%% éﬁl REOH%W@@ ba)é@@red‘i:%p‘t%e%t &N angrhich

8is a
the systemis made such that when a request todownload the content

file is inputted by the user, the reguest is tfransmitted via
the communication line to the delivery management means, after
the content file is transmitted from the delivery management
means, when a request to play the content file is inputted by
the user, the reguest is transmitted via the communication 1ine
to the delivery management means, and thereafter, when the piece
data is transmittad from the delivery management means via the
communication Line, the header information of the transmitted
content file and the piece data are used in play operation to

play the data body cf the content file.

19. The system for preventing unauthorized play of
digital content according to claim 1, 2, € or 7, wherein the

digital content playing device has functions of: determining
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92 conputer, provided that the playing software
according to claim 5 or 9 processed by the conputer
is prepared in the managenent neans or the delivery
managenent neans, when a request to download the
pl ayi ng software is inputtedby the user to the digital
content playing device, the digital content playing
device transmts the request via the comunication
an| pRePEedt ReThaAagerBnENfreRmEt of T thiEngled | vetych piece data
management means, the management means or the
lSdéJra@@mytmﬁﬂaéef@éhtth@emglatgﬁm@m e agive 9Fl ayienglelivery
software related to the request via the conmunication
ranagenteo tt headisgi tald ebrrerntic pllagisegl deviics] rardhde a
di gital content playing device downl oads the playing
preofettware netd peAididgi tall ecamige niheurtaatrizariitzed pligce data.
prevention nethod, wherein provided that a content
file having header information and a data body in a
digital content playing device previously |acks part
of the headedilgnf-anraiteht Pl oY oef ¢k icRneM&Ntor the system
unaut hori zedpl ay and unaut hori zed copy of the data

ftﬁog¥eveﬁﬁ§nbh@ﬁaﬁ@§09§£édQijh%fh§§g§EaﬂnéQﬁﬁ@ﬁtQﬁ:déﬁdlng
prepared as piece data in managenent neans for

to”ETQ%{nnzgo g, O thencantent-fihe o4 nd%*&%rﬂl%w ‘Em]% A% 1apsed

capa commuini cat | ng via a conmmuni cati on

p§£#§%.%?8 qﬁ%!ggﬁn%n§Pt§mé g@%@ﬁ.%§$Pé8¥(ﬂﬂgaEgngfgﬁsmltted

un er a entication an gl hg condi ti ons
frkﬁpgﬁt q$nmnH§%gatgc&p%pdqgefLVethe d%%%éﬁ%ntlnegns; and
trans ers € reguest "via Connu I he
chec

th t t
R R A T b har o o el e pe P AG S gt ing
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the transmitted piece data.

12. The playing software used for the system for
preventing unauthorized play of digital content according to
claim 5 or 9, comprising additional descriptions of:

determining an elapsed period from the point of Cime at
which piece data is transmitted from the management means or
The delivery management means, and

when the elapsed period reaches a predeftermined period,

deleting the transmitted piece data.

13, The system for preventing unauthcrized play of
digital content according to ¢laim 1, 2, 6 or 7, wherein the

digital centent playing device according to ¢laim 4 or 8 is a
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request to transfer the piece data via the
communi cation line to the device, and the device uses
the header information of the content file and the
pi ece data only in play operation to play the data
body of the content file. 15. The systemfor
preventing unaut horized play of digital content
according to claim2 or 7, wherein the request to ,
copleay-<tthePEont dat &l Bhep avd ngser L F¥arade AmdEmaRe claim
aut hentication and/or charging condition of the user.
5 96. 9 Theosystemiohpr event i o ihasekoticsednplay pinagement
digital content according to claim 10, wherein the
medirgi 42k he cledtientr yohayd grnelevincen hashfeanct anssbite download
determ ning an el apsed period fromthe point of tine
tratp WY ohy sastderérienmihede=dlat ahe Usee tohhenii ofiidag ¢antent
transmtted fromthe delivery nanagenent nmeans; and
pwhemd hewalapsedepanijodaneachesna predergrasniede transmits
period, deleting the transmtted content file. 17.
thEhe cdigistal : ganteenbnphayicag idevi cee used hieonat Agenyatamans
for preventing unauthorized play of digital content

02CERr dibRg ot O GhALALAdn t W £hs hag o HRGLIeRS0f ieans or the
determining an el apsed period fromthe point of tine

d%ﬁﬁggggﬁ?%%géﬂgnéﬁ%gﬁg%&%ﬁgﬁﬁt§€ﬁé595&§55sJﬂﬂﬁ%rﬁ?elated

romt el lvery nmanagenment neans; a

th ' . . . i
tx%%ﬁ?aa*p?éﬁ%??%gﬂyﬁgghﬁgnﬁggﬁqgﬁ ]ﬂg%geb§ ﬁFgﬁQS&.%%étent

transmtted content

The. pl i ng software use or_the s ro_ .
o BB ke et rer f 8T ot M Y PP Thh Segice downoads
according to .claim12, conprising additiona

Hfedthd ptions Gfvare -

14. A digital content unauthorized play prevention
method, wherein provided that a content file having header
irformation and a data boedy in a digital content playing device
previcusly lacks part of the header information in order to
prevent unauthorizedplay andunauthorizedcopyof thedatabody,
and that the part of the header information is prepared as piece
data in management means for managing use of the content file
in the device and capable of communicating via a communication
line with the device, when a request to play the content file
under authentication and charging conditions is inputted by a
user to the device, the device transfers the request via the
communication line to the management means, the management means

checks authentication and charging of the user related to the
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determ ning an el apsed period fromthe point of tine
at which, aside frompiece data, the content file is
transmtted fromthe delivery managenent neans, and
when the el apsed period reaches a predeterm ned
period, deleting the transmtted content file. 19. A
digital content unauthorized play prevention nethod,
wherei n provided that a content file having header
rqoresTimati bharfdcsd dat & bowy datraavdiagihal ceonehtation line
pl ayi ng device previously |acks part of the header
. ta nfer petvilor i andr tee devipeevens Unautbaiézethpbayaoion of
the data body, and that the part of the header
thentornrmhitoniis préparediascypiceds: datla in phaggepenition to
means for managi ng use of the content file in the
pldgvitte ahd .z compRritcable vttt ehtcammni cation line with
the device, when a request to play the content file
is inputted by a user to the device, the device
transmts the request via the communication Iline to

the ﬁ%nagﬁﬂgnéygﬁéﬂsfot:hﬁr%@ﬁﬁ%ﬁ%”hn%@ﬂ%r‘ia%@k?lay of
aut hentication of the user related to the reques

diliangm-bnrthe &&@5?dﬂﬁ§QKpEl%qﬁlqufeﬁtwﬁb&%15€tﬁéegequest

to the request via communi cation |1 ne
f . .
A oL be 9 P Mags L b 0L LT L8, O

ng,g,eor atdh%n gtl%gplc%){l&lhtemdnato bt%dé’ uoSfEIt_he content file.

16. The system for preventing unauthorized play of
digital content according to claim 10, wherein the digital
content playing device has functions of; determining an elapsed
period from the point of time at which, aside from piece data,
the content file is transmitted from the delivery management
means; andwhen the elapsedperiocd reaches apredeterminedperiod,

deleting the transmitted content file,.

17. Thedigital contentplayingdeviceused for the system

for preventing unauthorized play of digital content according
- toclaimll, whichhas functionsof: determininganelapsedpericd
fromthepointof time at which, aside frompiece data, the content
file is transmitted from the delivery managenent means; and when
the elapsed period reaches a predetermined period, deleting the

transmitted content fTile.
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18. The playing software used for the system for
preventing unauthorized play of digital content according to
claim 12, comprising additional descriptions of:

determining an elapsed period from the point of time at
which, aside from piece data, the content file is transmitted
from the delivery management means, and

when the elapsed period reaches a predetermined pericd,

deleting the transmitted content file.

19. A digital content unauthorized play prevention
method, wherein provided that a centent file having header
information and a data bedy in a digital content playing device
previously lacks part of the header information in crder to
prevent unauthorized play of the data body, and that the part
of the header information is prepared as piece data inmanagement
means for managing use of the content file in the device and
cocmmunicable via a communication line with the device, when a
request to play the content file is inputted by a user to the
device, the device transmits the request via the communication
line to the management means, the management means checks
authentication of the user related to the request to transmit
the piece data of the content file related to the request via
the communication line to the device, and the device uses the

header informaticn of the content file and the piece data in
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play operation te play the data bedy of the content file.
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