Techni cal Field: The present invention relates generally

conput er architecture and, nore specifically, to nmethods and *éﬁf/ tens for
managi ng machi ne check interrupts during runtine . 2. Description of

Rel ated Art: A logical partitioning option (LPAR) wt I3r' Q(}Pﬁtmﬂa ocessi ng
system (platform allows nultiple copids of a single operating system (OS)
or nmultiple heterogeneous operating systens to be sinultaneously run on a
single data processing systemplatform A partition, within which an
operati ng syst eggat e n ] igned a non-overl appi ng sub-set of the
platform s resofl;nrﬂ(h:feig.g Fl"hgsggg{ag?ﬁﬁ%gﬁ %&%ﬁ%lﬁf%@ iINIERRYRIhe or
nore architecturally distinct pr ocRERBY eir interrupt nmanagenent
area, regions of systemnenory; and input/output (1/0O adapter bus slots.

The partition's resources a ni.ed [ own _open firmvare device
tree to the OS i mage. Each ggg#ﬁﬁéﬁﬁ&bgﬁpﬁagg@g?@&m‘% running within the
platformis protected fromeach other such that software erfors on one

| ogi cal partjtigpn.can not _affect the correct operation of any of the other
partitions. i@e?hs“’p?%@i%’e%l%y allocating a disjoint set of platform
resources to be diieqgbtesdmmnanes by &AC fﬁégﬁgg 31 2003
providing neg nésms for ensuring that lth%e vari usgﬁgr%g%st%aﬁhﬁoggﬁﬁtrol
any resources thatPhave Hothbeestwre qed ednere i spedufi bl Tpr eto sof t war e

errors in thetonts dndfs gt &S sca et ed, erﬁé)éﬁ e.prevented from

af fecting tr&q_llr. sour ces. of any ot her inaggLe.éT us,ﬁgic el%}gg]en%?r{%t?)s (or
each differen l%o oh‘r}te].rf‘ﬁy controls a distinct set of allocable resources
within the platform Currently, in both LPAR systens. and non-partitioned

syst ens, Wnezn E)machi ne check occurs due to a bad I/O adapter in the
system dat & ‘abORCHERFBh@k iBslakasdidntt he machine check is presented to
the operating syst a®dir41he,£,0550:Qf5 rrar 1o try.. The operating
system t hen erformsda corrgDIaetel sl%{ﬁlmpggotrhe&s%)erﬁlt wseétatist then
repl ace t he PB&E A S0 dptseremand iatidie nmob @dtl awse meyistige Sl ok &AWL I enent
may not be tamgllel boreliematd G d@f rs, Wi i mpl e configuration in
whi ch a rebgot is.relati vg{@; %@Ck o(:é,)%?or rusné{lgipﬁem%egherﬁaﬂﬁr}fd’%%e system
avai | abl e atTaif t1¥esSYSEHGt T PE cdmulbenenarsyf aurotdiera usietgs avi t h

conpl ex confliagar atriowrs,s isCh yatenf Y1 PR .S aMyltiRlg facks of serial

st orage arc%&ggturr'le SSA) .or netV\g{I?e_d systensrr,&satéltcrzl(;cﬁsolnderwéﬁl "amount  of
time will bé spenf r SEGSETHGT Ry SSp8: dmePest s, r ésl ace igmedbad |/ O

adapt er. Subhnerpemndiaiiiegof ubi-RR tMRY: QﬁeVFrl)ét%?.H'% Lol Ljose users. For
exanpl e, ifThgges%ﬁg%? s a \ﬁeb server critical for taking ifter net sal es
orders for products? sqéR ddloFgPlexarprErcesokacddeompacbrdimks (CDs),
each m nut easthitretuhal lyheisyshem bsosBYLo4aWMY:tQ Lgc bad 1/ 0

adapt er maymgggggn h g@n%/l thousandsbof dol Ioars iln Igglfglga gg.erfﬁl@rtef ore, a
met hod and systémor FépPactfi§iBid PEOSYSiemomenyrypoand3 adapters wit hout

the need fofhpuhéplihgutiown/o) sebpetinpushe1syst emuguld he desirable.
SUMVARY OF JTEE, | NVENTL ON represented by it i i
Y 1ts own open firmware device

tree to the 0OS image.

; €3eGRSCGNNOQVBR6RTRSat3 - 1. 31 0 C T 2003 METHOD FOR A
MACHI NE CHECK | NTERRUPT DURI NG RUNTI ME BACKGROUND OF THE
ot elg e of

Each distinct 0S or image of an 0OS running within
the platform is protected from each other such that
software errors on one logical partition can not affect
the correct operation of any of the other partitions.
This is provided by allocating a disjoint set of platform
resources to be directly managed by each 0S image and by

IR
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According to a first aspect of the invention there is provided a nethod of
managi ng a failed input/output adapter within a data processing system the
met hod conprising: coupling a plurality of hardware devices to an I/ O bus
utilizing a bridge such that the plurality of hardware devices conmunicate
with the /O bus utilizing the bridge; receiving an ingL?ﬁbion that a
hardware device within the plurality of hardware devic QT@UQ@
attenpting to identify the hardware dewice as a failed hardware device; and
responsive to successfully identifying the failed hardware device,

di sabl i ng t hBrPYiféagharahandsuevifoe ensheihgpenati agedows ibhe dakdes
processi ng sysheAbtWABhELA1r i 0 he plurality of hardware
devices remain oEerationa[ aﬁ cg%??HEQS?OQES%nﬁﬁgéaPBt A% he 1/0 bus
utilizing thdlbPEagedateeitt heFaathedmhaedwapétaayecerhassbean tdiesabl ed.
Accordi ng tocéensesdngdragpegt of L ntLon there_is provided a conputer
program product in a conputer rg% gg%ggﬁe%%gﬁy%S?sugﬁeiErﬁvﬁﬁFﬁdpﬁéé@ssing
system for ndhaffhyna FhBP| eeseurdear efdenycethbrhinagbe dehaspregessi ng
system the CRaApEt8E PROJKS o] [isipg; first instructions for
recei ving an iﬂgication't%a?kgfhggééagggg%§?gg RPEhgﬁrECEFMrﬁPpﬁyoéﬁ

har dwar e dev? c@sShhRCEas¢edoft ablptabhei tysofirbasduwariei gdevhees being
coupled to amdtfrpys utilizing a bridge; second instructions for
attenpting to identify the hardware device as a failed hardware device; and
third instructionSUr¥eRpbyisi e botlsubeRB sy tyms dendi hyhngatherfahbad

har dwar e devigeteddf Wheabling.the. fal ar dwar e devi ce w thout powering
down t he data, processin systen]fﬁ%eg%%ﬁgrgﬂ%?%'ngu%ng% %fb?ﬂeIépurality of
har dwar e deviEEREG bR ntlap et vt tohal daal Tomt ntlee t ConduLeH Cas@sWhgh t he
|/ O bus uti ltilzé ngadiendrdwioek af 4 g rdwar e devi ce has been

di sabl ed. 1 0 CT 2003 -4 Accgé%%%%l%%é a&?ut?x? PPt oFYE heMi #dent i on
there is pro gePEm SYstHin §oFo Frakrdyi et oy f ai Tiee dyee it 18g deyseemwW thin a
data processilgh Syst €5Rmd Wi Gl Bt uhald i dwar e devi ces communi cat e
with an 1/O bus via a hri dge,&ﬁle syst@r#%élowrrrgr?%s]?{n ¢ 335t neahief or

recei ving a'i iR ot ehaicrlang dite darbVi A2 addgtier taed ptheal ity of

har dwar e devigtesothasd aiad; .Se%@%b% ttenpting tq identify the
har dwar e devji Ceeﬁ%sji a faiﬁ{ ed IIha,r dwar e devi Jel(;?[reéﬁedq% %ar%l ’%%%ﬁ%‘? responsive to

successf ul | y-S'deriti¥ \RPHA e |1 %aF newaret Wewd ceimdlor di sabling the

fail ed hardwanefidpwiae oM tiouh RS | g, Sawn a brocessing system
wherei n remgi )i ng ones, of _the pl ural iL?sD of haér g&&%gélglev%eqsmrcelﬁa?’ﬁ

oper ati onal ‘and Conti rdk WH To ANt ani s tere avad Ieusl eviat taiel bri dge
after the f d&iilmeds hizer chtr e rdeMiice .hasideen di sahl Qg:.heécqlcgeq,_@gﬂtt% a further
aspect of t%ﬂp’l‘é@?téo%'} there .is provided a nethod o

lgurations, such as, for example, multiple

racks of serial storage architecture (SSA) or networked
systems, a considerable amount of time will be spent
rebooting the system just to replace one bad I/O adapter.
Such expenditure of time may be very costly for those
users. For example, if the system is a web server
critical for taking internet sales orders for products,
such as,. for example, books or compact disks (CDs), each
minute of time that the system is shut down to replace a
bad I/0 adapter may result in many thousands of dollars
in lost sales.

Therefore, a method and system for replacing bad I/0



replacing a failed input/output adapter in a data processing systemin
which a plurality of input/output adapters are coupled to an 1/ 0O bus via a

bri dge, the nethod conprising: receiving an |nd|cat|on a falled
| nput / out put adapter; consulting an error log to deter g naty of
the failed input/output adapter; respon5|ve to a lack of a deter tion of

the identity of the failed input/out putd -adapt er, shutting down the data
processi ng systen and responsive to a determ nation of the identity of the
fail ed i npajitérowtithott thd apédefor powtrimd dowgor rebootitpthe systenol swonld beedadalae.
processi ng system disabling the failed input/output adapter; deall ocating
any processes bound to the failed input/out put adapter; and indicating to a
user which one of a pluralf ¢rs is the failed

| nput / out put adapter; V\herelbzlwﬁ ?wﬁ‘gﬂ? nput out put adapter may be

repl aced wi thout shuttl ng down the system renmaining ones of the plurality

of |nput/outp ters contl ui to co ni cate | /Q bus. via the
bridge after §94 qlrﬁb?ﬂ’? ﬂ%ﬂn‘é‘a’glﬁl er’f‘lgsprﬂ\é‘gﬁ&ﬁp? de(g MZRREVEdi ng
to a fur tahaﬁecaﬁmutﬂit aaéﬁeﬂvwlﬁﬂtald% ﬁrb@ersang §>(s@érﬁvth@lﬁﬁuﬁ>dcb% ridfngeessi ng
system conprising: ‘a bus systemin which urality of hardware devices

communi cat e wicbtplag d plaraitpsofitiaadwearb deviges; to an3/D sTutdging a bridge such that
the plurality of hardware devices communicate with the I/O bus utilizing the bridge;
receiving an indication that a hardware device within the plurality of hardware
devices has failed;

attempting to identify the hardware device as a failed hardware device; and

responsive to successfully identifying the failed hardware device, disabling the
failed hardware device without powering down the data processing system, wherein
remaining ones of the plurality of hardware devices remain operational and continue to
communicate with the I/O bus utilizing the bridge after the failed hardware device has been
disabled.

According to a second aspect of the invention there is provided a computer
program product in a computer readable medium for use in a data processing system for
managing a failed hardware device within the data processing system, the computer
program product comprising:

;‘ first instructions for receiving an indication that a hardware device within a
plurality of hardware devices has failed, the plurality of hardware devices being coupled to
an I/O bus utilizing a bridge;

second instructions for attempting to identify the hardware device as a failed
hardware device; and

third instructions, responsive to successfully identifying the failed hardware device,
for disabling the failed hardware device without powering down the data processing
system, wherein remaining ones of the plurality of hardware devices remain operational
and continue to communicate with the I/O bus utilizing the bridge after the failed hardware

device has been disabled.



-4a a nenory; and a processor unit; wherein the processor unit executes
instructions to identify a failed hardware device within the plurality of
har dwar e devi ces; and responsive to successfully identifying the failed
har dwar e devi ce, disables the failed hardware device 'tg Jﬁgpfring down
t he data processing system wherein remaining ones o h %;T ty of

har dwar e devi ces renai n operational and continue to conmunicate with the
I/ O bus via the bridge after the fail ed hardware devi ce has been di sabl ed.

31 OCT 2003 5 ABRbidnd¥adRtthd 4Ppbof thidnkimavh Wete EiRoviavEs systdh wires bel i eved

characteristic of the invention are set forth in the appended clains. The
. i nvent i ormnagiog affaileddwsdresre dgeicoetlithinasdata prasessingeysteuia vdiiclus plurdlity ofer

obj ectives_and advant ages t her eof i4 _ best.be understood by.reference to
Che Fol | S AN ARRIARL P in B0 by iF R pOF ARG SR then read
i n conj unct i offirstinidant P receHANP aMHdiGtioh it B assdwiked®iidt withigUReplraliepot s a
bl ock di agram of a data processing systemin accordance with the present

i nvent i ohardwagudeviesdepfailed; a bl ock di agram of a system for handling
machi ne check _interr 1.t h h ' Wer | . tem
! L) ﬁmeg?gg ?or‘%t%xpﬁﬁ'{l#é) 1§?rg§t‘gn Shardw He BROINE &Ié ggarlfeéﬁgﬁ@&?e SYS

I s depicted i RCAaccordance S Invention; cts an
exenpl ar Yetiglla@ddepi cting possible contents and information contained

within an error, |og in accordance with the present inventjon; Figure 4

depi cts a f | ofRifhieans) regRensateitn gueesssEylbridentitying the Exdled hardwasy devivry I bad
1 cao At B8 S 00 AT U ORISR S, cser
renovi ng whelsnl rdnidiniag apesesf the plukadity b filgariwa@aieoicdareneimbpdratidral pacesent
| nvent Ogé)nt?nqx% to communicate with the I/O bus via the bridge after the failed hardware device
has been disabled.

According to a further aspect of the invention there is provided a method of
replacing a failed input/output adapter in a data processing system in which a plurality of
input/output adapters are coupled to an I/O bus via a bridge, the method comprising:

receiving an indication of a failed input/output adapter;

consulting an error log to determine an identity of the failed input/output adapter;

responsive to a lack of a determination of the identity of the failed input/output
adapter, shutting down the data processing system; and

responsive to a determination of the identity of the failed input/output adapter:

refraining from shutting down the data processing system,;

disabling the failed input/output adapter;

deallocating any processes bound to the failed input/output adapter; and

indicating to a user which one of a plurality of input/output adapters is the
failed input/output adapter;

wherein the failed input/output adapter may be replaced without shutting down the
system, remaining ones of the plurality of input/output adapters continuing to communicate
with the I/O bus via the bridge after the failed input/output adapter has been disabled.

According to a further aspect of the invention there is provided a data processing
system, comprising;

a bus system in which a plurality of hardware devices communicate with an I/O bus

via a bridge;



Figure 6 depicts an exanple nmenu allowing a user to initiate a hotplug
procedure for renoving and replacing a bad I/0 adapter in accordance with
the present invention. 31 0 C T 2003 DETAILED DESCRI PTION OF THE
PREFERRED EMBODI MENT Wth reference now to the figures, gn&ig? i cul ar
with reference to Figure 1, a block diagram of a data|3'c: iﬁgﬁiisten1in
which the present invention may be i nphanented is depicted. Data processing
system 100 may be a symmetric nultiprocessor (SMP) systemincluding a
plurality of pneGR&§O4R 101, 102, 103, and 104 connected to system bus 106.
For exanple, data pfocessing system 100 may be an I BM RS/ 6000, a product of
| nt er nati onal aPudessss anipehdreias Cor poration in Arnonk, New York

i npl enented ag, a server within a network. .Alternat.vel a_single.processor
system may. be RSAPGYEY. Uk e lerinaEiclant o gyt AR Tty ite Ogdg By i
controll qw}ga@ng, JHOBrdwit dbvipssouhdles an interface to a plurality of |ocal
menories 160-163. |/O bus bridge 110 is connected to system bus 106 and

provi des an i mgsppRsvetotsycqesshuly identi yinghgdeiledderdwase deviee slisables 88 and 1/ 0
bus brid I ! | ot e I [ tem 100 is
a |ogica%§¥%6%55?¥?gﬁ%ﬁgﬁgﬁéﬁkﬁgﬁgﬁéﬁﬁgh§§éﬁgﬂg%¥%ﬁ§$%3§§a’g@%%ﬁising

syst em | @émataingdareonte biupalty € h MR RALSs BRRdIR bpBtiGHAS hedBortidue ful ti pl e

i nstances of a single operating systen) runnin? si mul t aneous| y. Each of

t heses mépmppmicatspEiiathed(P bysyiathe bridgerpdiguthgfgiled hepdyaredewse hasdesn pr ogr ans
executin%kﬁﬁ%ﬁin init. Data processing system 100 is logically partitioned
such that different I/0 adapters 120-121, 128-129, 136-137, and 146-147 may
be assigned to different |ogical partitions. 31 0 CT 2003 Thus, for
exanpl e, suppose data processing system 100 is divided into three | ogical
partitions, Pl1, P2, and P3. Each of I/0O adapters 120-12I, |28-129, and
136-137, each of processors 101-104, and each of l|ocal nenories 160-164 is
assigned to one of the three partitions. For exanple, processor 10l, nenory
| 60, and I/ O adapters 120, 128, and 129 may be assigned to | ogica

partition Pl; processors 102-103, nenory 161, and |1/ O adapters 121 and 137
may be assigned to partition P2; and processor 104, nenories 162-163, and
|/ O adapters |36 and 146-147 may be assigned to logical partition P3. Each
operating systemexecuting within data processing system|00 is assigned to
a different logical partition. Thus, each operating systemexecuting within
data processing system 100 may access only those I/O units that are within
its logical partition. Thus, for exanple, one instance of the Advanced
Interactive Executive (Al X) operating system may be executing within
partition Pl, a second instance (image) of the Al X operating system nmay be
executing within partition P2, and a Wndows 2000T" operating system may be
operating within logical partition PlL. Wndows 2000 is a product and
trademark of M crosoft Corporation of Rednond, Washi ngton. Peripheral

i conponent interconnect (PCl) Host bridge 114 connected to I/0O bus 112
provides an interface to primary PCl |ocal bus 1I5. A nunber of

| nput / Qut put adapters 120-121 nay be connected to primary PCl bus 115 via
respective secondary PCl buses 118-119 and external 31 OCT 2003 s address
strobe (EADS) 116. Typical PC bus inplementations will support between
four and eight 1/0O adapters (i.e. expansion slots for add-in connectors).
Each |/ O Adapter 120-121.provides an interface between data processing
system 100 and i nput/out put devices such as, for exanple, other network
conputers, which are clients to data, processing system 100.




EADS 116, 124, 132, and 142 are multifunction PCl-PCl bridges that support
hot plugging of 1/0O adapters on the secondary buses |18-119, 126-127,

134- 135, and 144-145. Hot plugging allows the addition, renoval, and

repl acenent of 1/0O adapters 120-121, 128-129, 136-137 and@zéfi- 149 during
runti nme. Each adapter 120-121, 128-129, 136-137, an‘ﬁ @@ﬂ:ﬂ as its own
secondary PCl bus 118-119, 126-127, |134-135, and 144-145, which nakes hot
pl uggi ng possi bl e. Each EADS 116, 124, %32, and 142 may be configured to
function as a bridge froma primary bus 115, 123, 131, and 14l to up to

ei ght secondary hot plug PCl busses 118-119, |26-127, 134-135, and 144-145.

In the depicted enbodi ne j ol 5, .123, 131, .and 141 are
64-bits wide, 3.3 volt (%IF‘%‘ @%gﬁ’}&%ﬁﬁﬁiaﬂgePMNfg- 66 MHz. Secondary
PCl buses 118-119, 126-127, 134-135, and 144-145 are 32-bits w de, wherein

each pair of secondary PCl buses 118-119, 126-127, |134-135, and |44-145 may
be conbi ned i nto BheolBVelwfaatsass hadievedath®Cichesishicdgésth@2 and 130

orbi nec tar eadditi . . .and 131 . Each of
provi de int erhesesiberaad bé{:oﬁél:gﬁaiiﬁﬁﬂ %g%ﬁ%%%téﬁg%an. illéﬁ a0 0

addi tional primary PCl buses 123 are O ar ective one
of EADS 124 dniERSonpEheReligihowevarp0as webl &ADS pPdfanded3Rodls of
connect ed t cuge pl BEatheY ObjSEE0PLET Yk 26 d 3¢ 132, as
depicted in Fi \%grrée 1. Secon:(]jary PCI %rlljs%dggéﬁig%ga%%gg%gfis‘glﬁ09?55 a
connecti on B WERICEShPod byt yeberense | Lo bldapfel soudsy 1@8t anted 36- 137 to
EADS 124 antidS2cigtilsn afdihi onadist{ L doyi of.exampl e,
nodens or networ k 1?i-d,apt ers ma%/ beussuppogf%éd&aa?%%‘%%g‘g%e%fr ﬁ')o

adapt ers 12&EAPHRGe aBeWi Bz the 2ecenpannbny dotwipgocesséngisyst em 100

al l ows connecti ongs; tg t uters. menpry mapped graphics
adapter 148 and har%@%i S 1%%9%35 %?é%o%g”@loénﬁre% e@ft%r@?% bus 112 via EADS
142 and PCl HHoxteBiinges 140em EADS: dd@rdsnconmeth eché qoRGleddost Bri dge 140

t hrough pri madye G opus 141. G aphics adapter 148 is connected to EADS 142
t hrough secondary PCl bus 144 and hard di sk adapter 149, through which hard
di sk 150 i s connéti®ire 2 ditpiprocedsl ogk sysd@mi 00 4 Sseoraected to EADS

142 through 18869 . bus 145, rd disk 150 may be logically
partitioned bet mgcel?é?ﬂér:%h@gp%}%?%i%‘ﬁ%ewlf%%%tw%mo‘x%e § dreeRFr¥vnal hard
di sks. Howewsr Pl in®nddwiharlle dé pkisemays bdepidtédech i {capsideee Those of
ordi nary skiyit rtﬁé‘%)@ééeﬁf‘é'in golate that the hardware depicted in
Figure 1 may vary. For exanple, of hier ‘peripheral devices, such as optical

di sk drives and tBfeui«e} deisicmyarbesxmmsildiy addild aleg:0nd h pl ace of

t he har dwar ci)od_\‘.esrﬁibclteedc Féjétherrm e, %he%égr,esent invention is not limted to
i npl ement at Fon on a nul'tT proce¥SDr T HYMEHQR ettainakaridisiemn but my

al so be i npleeimit ddDrintdmrotdqese ofi tdatthprNeassing exsitem,; 31 0 C T
2003 to such as, f.or. ex e..a single processor. systemrunning a single

i mge of an operaEIll gres?;{)%erﬁl%ﬁt? BAfi e at L pErteaiaine giput er . The

depi cted exameinplisrngircmssy ¢o dtemlacaiEhi et wal dddpdat iﬁncjja/ﬂgh
rTespect to g)%%eqri%rs%enoinv ntion. Wth reference now to Figure 2, a bl ock
di agram of & system for hanth i hg it Hithe WHFdenas etirtdpttdanintssiant he
necessity ofinyemdriony down the systemis depicted in accordance with the

present invention. A maghine check interrupt is an interrupt that operating
systems, such as%lﬁ‘)‘lrreeg;r%ﬁpel,c% R YOt tind Wit e éssi ng syst em
detects thaexampddapt efetas) fof | RGoARAtAHIPLRNE Klhed RAL, W T al ways
have Al X r epay; machi ne check is a systemerror (SERR). A SERR may be

t .a
caused for VAIFIUS rEhASGHROTHRAF i thorthey drsisen tydmviep taiongr sincPar i t y
errors may incl ugs gaded @0 ddi r I iHal and addr ess
parity errors. A SERR may al%%Ctgsre aggueg{gm y%o?rhezl?p%rlﬁﬁh}éég g"r ror Totter than
parity, suchPadlaftsr aehwhnlalg prapscdareatfont remooring mngr ireplardi iy st €ms, a
machi ne cheslkd at/er iy I I j S shut d . wever, .the present
i nvention, provi tées ?%ﬁ%%%ﬁdg&cﬁ%&l I‘“ﬁg@q %glen%\éﬂr%sﬁg%cﬁélé'l?w&' and
replacing the bad ' /O adapter wi thout resort to shutting down the data
processi ng system An operating system (0OS) 202 executing within a data
processi ng system such as, for exanple, data processing system 100 in
Figure 1, includes an OS interrupt handl er 204 for handling nachi ne check
interrupts occurring within the data processing system OS 202 may be, for
exanple, AIX. Arun-tinme abstraction service (RTAS) 208 provides a
mechani sm for receiving 'nmachi ne check




31 OCT 2003 minterrupts from PCl Host Bridges 210-212. In the present
exanpl e, RTAS 208 is inplenented within firmvare. Firmmvare i s software
stored in a nenory chip that holds its content wthout electrical power,
such as, for exanple, read-only nenory (ROM, progrannable ROM ( PROVM) ,
erasabl e programmabl e ROM (EPROM), electrically eras gﬂpqu bl e ROM
(EEPROM), and non-vol atile random access nenory (non- voI Qﬂﬁf The
machi ne check interrupt indicates that 6ne of I1/0 adapters 214-220,
connected to PCl Host Bridges 210-212 is bad (i.e. has ceased to perform
correctly). OS handler 204 nakes calls to RTAS 208 to determ ne whether a
machi ne check hapreagyEpe S C
interrupt data to OGS handlég?eg(:)[?&ﬁutzﬁg‘ ?%‘?m%%?@r"%@&*@ﬁy An
exanpl e of an error log entry is: BFE4C025 0607120300 P H syspl anar0
MACHI NE CHECK CHER . %bghjgn error %ﬁfntry indicates to OS 202 that machi ne
check interrupt Ras béen @&%&?W FH&S rarRNd @radzaam@rcuzm 228

i denti fi ed bAL thher elffd r' el G2 71 e 19 |ae(i|>log§ Rand & % Q%gaoost s data

to error % 20% %a sed on the information received from . Error log
300 depi ct e85 SFrg e SYSEMa e xRt er BFIes enitn mmtdaqmena/y the t he
present i nvemplemended Glsi AGpRTIR! € ppqat contalned
Wi t hin erro& | og 206. The coﬁ?ents of erro?&%%eggagd] ca eS\ﬂﬂQﬁyof /0O
adapt ers 2188230 SYEMGAL1C; f“ulf'Q‘FASr@@Sf&S@raUISMPt)o syettemiime 1sutithg nf or mat i on.
Q herw se, pherant oF SNk gr merel,y retl ect e fact that_ a
machi ne check |nte??ﬁpt B 3 C&%gfogglizlﬁgé 3§%urﬁ&§:%tﬁn9?QHﬁ§Qﬁﬁ
processi ng §93§@ﬁ¢ﬁﬁ¢h@§tlpﬁdlcabmn@xwhpab oHalthOphdaRiselih o2 1«42, caused
't He nachlnelggeﬁg gterru&% Mce handl er. 204 has wittén to error |og
206, OS 202 analyZe§effo Mb&sééﬁopo GePEPRVRE PHe Indemmiattyi ogfalt he failing
1/0 adapterBazznags ME@hig¥anebe o@@tﬁbﬁ 9RCh&hbAY, S y analyze error
| og 206 u5|ng E "Dl AG' connandp produce th H?b #%&f%ggﬁésult A03- 030:
1/ 0 bus tine-Buf™eRLELsES Br SEENEF @#ﬁb#nnﬁanERUOﬁka UBlteRbalt3 vEhe ,dat a
structure o& smagﬁerprobﬁbgorlB?b%@heﬁaQYbe embﬂsy%ﬁa ggﬂber of the bad
adapter. Thush ge exanpl e of above |cates that the
dr aver nunb&? BFCFﬁ BadsﬁaéﬁﬂePquleﬁ 15Tﬁ@m§aVaC9ntmoﬂmﬁe/chchhe f orm
"1Y" indicates,tigishobrBYNBEL QB t d Y" is.the sl ot
nunber. Thus, in the eggnp | e above, HEEPﬁg % @§ tgrurgfﬁﬁyspgtl§ca&rawer 1.
If OS5 interPEMerhafdLee- 264 i sTAablse boldQEeLMOnEStbenﬁeet@H kO adapters
214-220 thatyfaihed, t E § dat a. roceSS|ng ¥sten1|s powered of f. If,
however, OS Tnterrupt d?e bhgVidespPR totaetersi e LKE bhe 8i21./ O
adapt er s ZﬂSemQﬁytbahtfalled/cébﬁe QO@réﬁa”9/§Y§u§”b39§g§‘ # Ca E& RIAS 208
hot plug to; gksab g ah |I|n |/ O adapter 214-220 an ea Poca e any
processes bound’todct ?Ph@ 8Re of 1/0 adapters 214-220. RTAS wites
directly to the ﬁ££§‘p§g¢§g§1 f st BEeRNEo Of 4 g 218 correspondi ng
to the bad one. of .1/ 0O ada tergezzg 2%8 ?%chrn %&%%gf dwer to the slot
‘cont ai ni ng RREtHEHCBRE data pre:qssbog aﬂsbémllcmhﬂapt@asazzz 228. Once the
failing oneppbcdsHi Ef S 2 i sab ent syspl anar
message can be sentﬁ€g§% useriﬁ%$$$¥|§%9 He u%%?l%f % TpAT8ad9pt er, such
as, for exaPPPEAtiNg aypbees toresshgiple Bn&tdh&bﬂlé@l@ysiﬁénbnal and/ or
bllnklng | i gbd Ba ©nd h §¢ém C ng. bad pter. An urgent sysplanar
is a rressaqTE t hat t%eg%ystenﬁéﬁﬁﬁqﬂgn @&f%an$9%éﬁ¥nu RRS cef "t %F@élly at
pr edef i ned THHetPhe ePRef ating QYﬁﬁemﬁtm&y eye ben 'yl euriieslr t e adapter is no

| onger wor kidBtware programs executing within in it. Data
proceséing system 100 is logically partitioned such that
different I/O adapters 120-121, 128-129, 136-137, and
146-147 may be assigned to different logical partitions.



The user will then be able to replace the bad adapter, re-enable the
adapter, using the hotplug feature provided by OS 202, RTAS 208, and EADS
214 and 218 working in concert. The user may then reconfigure the adapter
once repl aced. -Those of ordinary skill in the arf will| _appreciate that the
har dwar e and software depicted in Figure 2 may ﬂy a?Eéganple, nore or
fewer 1/0O adapters may be used than those depicted in Figure 2. The

depi cted exanple is not meant to imply architectural limtations with
respect to the present invention. .Wth reference nowto Figure 4, a
flowchart illustrating an exenplary process of isolating a bad I1/0O adapter

wi thout poweringTHawn be SshBTe(l sBppdsROLRAUIMBRLALYY Jykidepi cted in
accordance with the present invention. Once the g&sten1|s rurini ng and a
machi ne che¢ROodsuddviidgidcanitng tarked lobOcadapeetitaonal, X Mandi2er drakes

aver control,of syst st.ep,402 he Al X ndl.er may be i nplenented
as OS handlg?'zogggﬁ é?ggyé(igagﬁgrﬁ?*2§5ﬁaﬂer1ngg?§Ve§néhé3§%ﬂénrlog to
whi ch the REAShebtepedcthgorgchone1phecknistarnses) 1%@(3135}@&.&%%5 he 31

OCT 2003 merror log to determine the failing adapter (step 406). The Al X
handl er t heh®Qsléfnifedsipankdr tehentaplfi fhec shdekapalrédn iiossl.at &by st ep

handi er causse Phe’ o) SPEa 8 bR oBhuECHSlN LePep RHo) Ol FOPRE S A card
oxanpl o 8 call Lo RTAS.Bot bl ug (Step dl D). The Al X ol ee oeal ookt es any
processes bBﬁﬂaeFBOFﬁelparFPEg Peeridapbdr pydep/21ayapbees 124 famid ing 1/ 0
B T - B R LA T e o
e gl Sl s o iy - e - Mot B e
vi deo displgégég%§§ng %P56§aga88r§6%gﬂng§ roprPate pérson assrgnea to

mai nt ai ni ng the BEgsheapeVithngebgseameeromutanki gicaih, dathl owchart

illustratin | ary, met of renpvin bad .1 /O adapter via _hotplug
i's depictedgfﬁgggégggaﬁgétﬁptE88hésp?§§éﬂPeﬁn 8nei gaftenestadogdsptler has
been i dentiparediasohad, Thhe, REASh spehadsngl oysexamBkecuRIAT 298ni Figure
2, sets the vtsual i ndi cator of the _expansion slot in which“the bad I/0O

adapter is TdcatBECrESaTBAt SYShERr 1PAaRayhaceRpansnél shesenhdsObeen

i dentified asitsntRhdi Qgeawh?ﬁﬁih/pc§d§8§§éaisf)39t§gg)m.Th%h\ﬁ%su%l I ndi cat or
may be, for exanPIe, blinking lights on"the expansion slot. The 8§; such as
0S 202 in FIYaFRtS: theohPFhares PhethevPeEangsdoénhesdchivh the bad 1/0

adapt er (stBpeSQ4)ve ThAsxpreopesstiiBy bespenfRayede EQEBXARB! G4 chY LUSI NG

the AlX cogﬁgggi"iggeg". 31 qu_2003 is Once the devices associated with

the bad |/ @ adapfer’have BetRCoRdohPFhaRea, (R12950des EBErB3%onding t o

devi ces assopé¢matingi shstam had béOcrdept engawethenoygdtioant be, OS copy of

‘the open fi - ice wProvided by RTAS (step 506). RTAS then

‘i sol ates an%ﬂ¥ﬁ%ﬁ¥9$%%wﬁoéé§80f?p?ﬁth%ge§¥§E§?OWa¥lB? eBfitatandg the bad

| /0 adapt erwishep 568)caRTpSrtbenosers. t hwindérst 2doexpansi proalet’ s Vi sual

i ndi cator t itiop that.infor user .that the I/ O adapter connected

to that exp%%@igggg?%?rﬁaﬁgg%l?EHBQEE ?gfﬁﬁrﬁﬁb?? hcRednardpad |/ O adapt er

has been r efdvkingtéme. RTAS turns off the visual indicator to the affected

expansi on sl ot (§£§ 512 indicating that the user has renoved the correct
t

1/0 adapter. The Use?PRhy!t ARAPPRSRT t 1AC¢EpPARETENI ¥ Ty Baapt Bridae

reconf i gur elt1decsnséepraotst /b zsut he1pepr-biasdaph ef nt g a.gad 1/0
adapter may be renoved and replaced during runtine (i.e. Wi t hotit shutting

down the syREERFLY ek tpealiskews hbtSbeoh manbér edlf oinphe/datput O adapt er

t he process Vi HQ_ l.aci ng the bad |/0O adapter nmay be_initiated
t hrough a n%n%?Egﬂghigg,f?gr&% a§%|%€“%%0%$§:%&s?ﬁhm Yagehehts| hter f ace
Tool (SM T)vienngspec exaapsecohdar SMJIT il & S1TEP1 TH €8hd neﬁkggﬁslﬁ- Menu
600 provides a user with a list of hotplug services performed by the data
processi ng system such as data processing system 100 in Figure 1. In nmenu
600, a user may select item3 to place the bad |I/O adapter in a condition
in which the user can renove and replace the bad I/O adapter within the
data processing system It is inportant to note that while the present

i nvention has been described in the context of a fully 31 0CT 2003 16
functioning data processing system those of ordinary skill in the art wll
appreci ate that the processes of the present invention are capable of being
distributed in the formof a conputer readabl e nediumof instructions and a
variety of fornms and that the present invention applies equally regardl ess
of the particular type of signal bearing nedia actually used to carry out

- ., p— o o



31 0 CT 2003 -17 CLAIMS: What is clainmed is: 1. A nethod of nmanaging a
failed i nput/output adapter within a data processing system the nethod
conprising: coupling a plurality of hardware devices to an |I/0O bus
utilizing a bridge such that the plurality of hardware devices conmunicate
with the I/0O bus utilizing the bridge; receivi ng Engcggl 1on that a
hardware device within the plurality of hardwar eVi as fail ed;
attenpting to identify the hardware deWice as a failed hardware device; and
responsive to successfully identifying the failed hardware device,
di sabl i ng t Reldraisise s thrabdnwaBADEVilas W tT@iilc 0wy gigdown t he dat a
processi ng §¥ﬁh%%bn§h rrein remaining ones of the plurality of hardware
devi ces remal B operatigna’ s 6 teseRu skt end teiate 1/®© bus
utilizing theaptiedge (df.ter etdpanisaidred lhasdwarre @RIiiGe Ramdaa & sabl ed. 2.
The method as recited in claim1, further conprising: sending a nessage to
a user indi &Gﬁhé/?h a&kE Yol 20nd 23 Bravide sofm dindwaria ke iedveedras fai l ed
and t he idedkithy pebe fad | r r i h thod as recited in
claim 2, mhereinptheggﬁékggf%ggﬁ .ﬁﬁﬁzgﬁ§§§é§§“€§§ﬁi?§égﬁéﬁﬁﬁ%ﬁuﬁ%é}
blinking |i §hts fen grampgensiodihes] ot tommiaicompntiehe ,f aiHieth hargdwar e devi ce
to indicategt ser L.ch of .the plurality-of hardware devices is the
failed hardﬁéﬁgﬁggvﬁgeggkg'P%g%ﬁgfﬁgg 5?5%5?59é§‘in claim2, wherein the
step of sending &ADSsdage dQApri1S2S Rad N@A23 ateChul®i fiHe tIREod as recited
in cIain12,P@ggg§En th ste% of sending a nessage conprises displaying a
nmessage on a Vi BF§§9§§ i‘hditc SUPRG tth B toRd UsP itge ofl Jr/&l iadapdfertmr dwar e
on the secondary buses 118-119, 126-127, 134-135, and

144-145. Hot plugging allows the addition, removél, and
replacement of I/0 adapters 120-121, 128-129, 136~137,
and 148-149 during runtime. FEach adapter 120~121,
128-129, 136-137, and 148-149 has its own secondary PéI
bus 118-119, 126-127, 134-135, and 144-145, which makes
hot plugging possible. Each EADS 116, 124, 132, and 142
may be configured to function as a bridge from a primary
bus 115, 123, 131, and 141 to up to eight secondary hot
plug PCI busses 118-119, 126-127, 134-135, and 144-145.
In the depicted embodiment primary PCI buées 115, 123,
131, and 141 are 64-bits wide, 3.3 volt (V) tolerant and
run at between 16-66 MHz. Secondary PCI buses 118-119,
126-127, 134-135, and 144-145 are 32-bits wide, wherein
each pair of secondary PCI buses 118-119, 126-127, |

134-135, and 144-145 may be combined into a 64-bit wide
bus. |

Additional PCI host bridges 122 and 130 provide
interfaces for additional primary PCI buses 123 and 131.
Each of additional primary PCI buses 123 and 131 are
connected to a respective one of EADS 124 and 132. Each



devices has failed and the identity of the failed hardware device. ; 310 C
T 2003 -1s 6. The nmethod as recited in claim1, further conprising:.
responsive to an indication that the failed hardware device has been ,
replaced with a new hardware device, enabling the new hardware device. 7.
The nethod as recited in claim1, wherein the fail _ﬁﬁ'ﬂvﬂlﬂadew ce is an
i nput/out put adapter. 8. The method asgrecited in claiml, further |

conpri sing: deal | ocating any processes bound for the failed hardware

ice. 9. Th hod as recited in claim1, further corrpr! si ng: responsive
?gV;CfGai | ur & oé%njt%yaff‘q’iel?%i%%dcmlﬁ@%@é teva celupabetiyngfdown the data

' ) S cited, Lp_ Iim 1, wherein the step
D et tempti et e e Tre RS g L8 T e b et &R "abror | og
table. 11. Akpipritler plecprdapy CRUTtbuses TREPLRErangagaplezgedi um for use

[ ' [ fail ed hardware device wthin
'Itﬂeadg?;aplrocgr cesslfélggg%;%?sél%r%{ﬁél 2%??‘%‘8%%? %r%gllﬂ%l%jp‘?g(rj‘%tp%’énﬁmsi ng: first
i nstructi onaadaptercal28+IR AMnddiTetion ¢ hHatase h?é@"@ﬁ&‘()??%' cepi,khin a

i ' i lity ardwar e’ devi ces
lurality of rdwar e deyi ces has failed, the plura
Eei ng coupl eadﬂ:ﬁbt elié)éhsd%‘{-"rq?% nPeh 7§ dgeer example, modems or

network adapters may be supported through each of PCI 1/0
adapters 128-129 and 136-137. TIn this manner, data
pProcessing system 100 allows connections to multiple
network computers.

A memory mapped graphics adapter 148 and hard disk
150 may also be connected to I/0 bus 112 via EADS 142 and
PCI Host Bridge 140. EADS 142 is connected to PCI Host
Bridge 140 through primary PCI bus 141. Graphics adapter
148 is connected to EADS 142 through secondary PCI bus
144 and hard disk adapter 149, through which hard disk
150 is connected to data processing system 100, is
connected to EADS 142 through secondary PCI bus 145.

Hard disk 150 may be logically partitioned between
various partitions without the need for additional hard
disks. However, additional hard disks may be utilized if
desifed.

Those of ordinary skill in the art will appreciate
that the hardware depicted in Figure 1 may vary. For
example, other peripheral devices, such as optical disk
drives and the like, also may be used in addition to or
in place of the hardware depicted. Furthermore, the
presenf invention is not limited to implementation on a
multiprocessor logically partitioned system, but may.also

be implemented on other types of data processing systems,



second instructions for attenpting to identify the hardware device as a
failed hardware device; and third instructions, responsive to successfully
identifying the failed hardware device, for disabling the failed hardware
devi ce wi t hout powering down the data processing sysfem wherein renaining
ones of the plurality of hardware devices remain op ﬂt(ﬂ@ﬁlggng.continue
to canmunicate with the I1/O bus utilizing the bridge after the Tailed

har dwar e devi ce has been di sabl ed. 12. 1The conputer program product as
recited in CE?EH111, further conprising: 31 OCT 2003 - 19 fourth

i nstructionsFor 88ndiRY §%ABPd8ge at 6189dsepriondiscati mystthal rameiefy the

plurality of shaglleaimagevbgesnhapehaiigd a e i tity of the failed
har dwar e devé§§50%31 The co ute?eprogrgn1ggggﬂétsgg%rggiPe&yPﬁcéﬂain112,
wherei n the Step2of-sERUPHESE - medbggeerbfpriisesanpiievatsi ngtbieakitngol i ght s

on an expansimplgl atchontatnicAy fainkedthandwas epdeyi o,indicate to a
user which o egé he glu ality of hardmaremgevchégﬁgc%hgofgbﬁed har dwar e
devi ce. 14. € C %pﬁ? F2bt88r am product as recited in claim12, wherein

the step of sendimgth PBEEAER-EO0APY £6S i.ng,a user. 15. . The conputer
progr am product, as recited incclaim_lg,FP e#%i%’t%eggPE% gi-agdLali Rg a
message conpty SESNdfSpl Ayndéing meechiee ophecki iiebediraptaywi 8Hbgat Lpg t hat

one of the phededsiyyobs dgyi.ces, ha iled and the identity of the
fai |l ed hardware q§vi%e. Qgégﬁﬁgﬁ%oﬁ%tﬁe?h%r%ﬁ%gﬁ$p+8d gPLg5eHedPted in

claimil, fUATH %%rwg‘phgt;h¢ oRresennsimventoos, rRSPABRINE EReAR
har dvar e devi go. 1 a7 ehabl g { He: SRl T vl o HEUTEes VI PEnTneSkBhpUL o
progr am pr odiitt Lr rratRke i AEf ai wsd Iyhewhetlzé ndd be peotesls hag dyas eedevi ce
T LA e oy e A TAE B LR
chine check is a
system error (SERR). A SERR may be caused for various
reasons such as, for example, parity errors. Parity
erro;s may include data parity error during a special
cycle and address parity errors. A SERR may also be
cause by other critical error other than parity, such as,
for example, a master abort €rror. In prior art systems,
a machine check interrupt resulted in a sytsem shutdown.
However, the present invention, provides a mechanism for
handling the machine check error and replacing the bad
I/0 adapter without resort to shutting down the data
processing system.

An operating system (0S) 202 executing within a data
processing system, such as, for example, data processing
system 100 in Figure 1, includes an OS interrupt handler
204 fo;_handling machine check interrupts occurring
within the data processing system. 0S 202 may be, for
example, AIX. A run-time abstraction service (RTAS) 208

provides a mechanism for receiving machine check



[ [ [ bound for the failed
rth instructions for deallocating any processes _ _ _
Lgrdmare device. 19. The conputer program product as recited in cia|n11 I
further conprising: fourth instructions, responsive to a failure to

[ [ [ [ [ d d@é processi ng
dentify the failed hardware device, for powering _ ! :
;ystenlyzo. The conputer program product as reC|ted%rﬂ tﬂjﬂhi @3 wherein

i 1 i i i | ting an
f attenpting to determne the identity conprises consu (
é??o?tﬁggotagle.np 3 % o c T 2003 -20121. A system for managi ng a_fallfd
hardware device within a data processing systemin which a plurality o
har dwar e deVvi el Bdgint xeit PO tHosin BY Rides ie-20bri doge, thBeps¥sLAM

C et fi i Vi i ndi cation that a hardware device
conprising: eceiving an indication t}
Wi {rﬁi n the pl}ﬁngfjfét@ o? igr%éwajrse Teented whbhby: fxemeane means for

attenpting tiiimente fis tfﬁm%ﬁ%'fﬁeﬁlﬁﬁfﬁ%'?‘ﬂ%‘b%%q%pgéﬁ%g%ﬁree and
i ~ Ve t.0.succ - i _

e B RGN

data_proces RIS amadsiatle) MRy NRBONGS: & x ddifail b | Yol

i i i te wth th bus vi a
devices re rational and .continue to conmmuni cat
the bri dgengéf‘{bes%[iie]heg 9% Q1 (FARD hase hratir idi slby eelra 22b1dhe

( i I SIE): th s_for sending
system as r @¥iaguhninakeleaiROM Y EFRROMIET 3R d S a ff O o OLsS
a message tqa r(ﬂéﬁg%?t4%ﬁ%%?§§ﬂone of the pIuréllty of har dwa

; n of the failed hardware device. 23. The
St s oot o mma e o et e
A T T VIR E R S M S
har dwar e deQﬂ®eQIQSihh%aUaHHQ@.hQﬁﬁgwgéaéﬁ%y%%eperform correctly).

OS5 handler 204 makes calls to RTAS 208 to determine

whether a machine check has occurred and RTAS 208

presents the machine check interrupt data to 0S handler

204 in the form of an error log entry. An example of an

error log entry is:

BFE4C025 0607120300 P H sysplanar0 MACHINE_CHECK_CHRP

Such an error log entry indicates to OS 202 that machine
check interrupt has been received indicating that an I/0

adapter 222-228 identified by the ID “BFE4C025"” has
failed. - 0S handler 204 than posts data to error log 206
based on the information received from RTAS 208. Error
log 300 depicted in Figure 3 is an exemplary table, in
accordance with the present invention, depicting possible
contents and information contained within error log 206.
ThHe contents of error log 206 indicates which of I/0
adapters 214-220 is bad, if RTAS 208 is able to determine
‘such information. Otherwise, the entry in error log 206

merely reflects the fact that a machine check interrupt



24. The systén1as recited in claim?22, wherein the step of sending a
nessage .conpri ses paging a user. 25. The systemas recited in claim22,
wherein the step of sending a nessage conprises displaying a nessage on a

video display indicating that one of the plurality, ‘ devi ces. has
failed and the identity of the failed hardware devsid]éad%bs system as

recited in claim?2l, further conprising: -3 1 OCT 2003 -21 fourth neans,
responsive to an indication that the fald ed hardware devi ce has been

repl aced wt w.hardwar e device, for enabling the new hardware device.
27. The systlgarlngagg?éﬁ? dWiEhER ab e 2dat ey eses s rg f oy 4 el hat dvege devi ce

is an input/indpustae@piRich 28t ThE By, cised in claim21, further
conpri si ng: fo%rlth neans. for deal @aatﬁﬁ%ﬁ?%ﬁ%‘gs‘é@u% ntPfor the
fail ed har dfB?ERHRY | Checkhointperepst em as recited in claim21, further

conprising: fourt , S4 o a failure to identify the failed
ha?gware gevi ce, (?%(?@Sd(s)%velﬁﬁgfgom%a?hlia%a"f%lé\btreﬂbe%%ien@r%@sltqgn‘?oﬁ)’. J%e
system as ret92 ethddyzgaien2dr Weraie tdheistamidie a@ﬁ@%é.&ﬂgi% 0 determ ne
the identity }gé)r%{jl[ses consulting an error log table. 31. methd of
replacing a PRGIRC tHSU3ARPERIBA2S-228 2 Rom qragHssi nm St gm in

whi ch a pl uradd #ar iaf igygg t ers are.coupled to an 1/O bus via a
bri dge, !tohe j?rpét hod cgorrpri séingg{ia%eacrgaldl%eg 9N di%%hata%h WHing fidig ed

i nput / out put” Rt erommsoms wrtd ey atucer note 110 1icdidR} §/dE 1§ an i dentity of
the failed input/output adapter; responsive to a |lack of a determ nation of
the identity of the failed input/output

- A03-030: I/0 bus time-out, access, or other error
n/a FRU:n/a U0.1-P1-13 '

The data structure of the form “U0.X” indicates by
"X"” the drawer number of the bad adapter. Thus, in the
example of above, “U0.1” (X=1), indicates that the drawer
number of the bad adapter is “1.” The data structure of
the form “IY” indicates the slot number of the bad
adapter where “Y” is the slot number. Thus, in the
example above, the bad adapter is in slot 3, drawer 1.

If OS interrupt handler 204 is unablé to determine
the one of I/0 adapters 214-220 that failed, then the

{ } data-processing system is powered off. ITf, however, 0sS

interrupt handler 204 is able to determine the one of I/0
adapters 213-220 that failed, then operating system 202
will call RTAS 208 hot plug to disable the failing 1/0
adapter 214-220 and deallogate any processes bound to the
failinq one of I/O adapters 214-220. RTAS writes
directly to the EADS register of the one of EADS 214 and
218 corresponding to the bad one of I/0 adapters 222-22g

to turn off the power to the slot containing the bad one



adapter, shutting down the data processing system and responsive to a

det ermi nation of the identity of the failed input/output adapter:
refraining fromshutting down the data processing system disabling the
failed i nput/output adapter; deallocating any processes bound to the failed

| nput / out put adapter; and indicating to a user | ¢h g plurality of
inBut/outBut adaBters Is the failed input/outpu?ﬁggagtgf;. rein the
failed input/output adapter nmay be repgaced without shutting down the
system renaining ones of the plurality of input/output adapters continuing
to comuni catfe WgQ reddptdy O 2205-228. t he bridge after the failed

I nput / out put adapt er S been di sabl ed. 1 OCT 2003 -22 32. The nethod as
regi ted in clai m3Ee®futt h%'ﬂéd'fﬁ)r‘?%‘? R %éﬁ(ﬂ?ﬁ?ﬁe’f% P FA% i nati on t hat

the failed icipsyisd puin adapter Hashasl mel aced Wid ha W inpug/ out put
adapter, enablin he_new i nput/output adapter.” 33. A data processing

system conpti%h ?Ib"ttlatf3b‘tf§g eHigh hitdie P38 @dantsr ofsusdy dvsar efaevi ces

comuni cat e esMdnplad) ViQ RiSaded a bid H08je &mme@msﬁ)lg{?pcesspr unit;
wherein the roc.esslﬁr | executes instructions to identify a failed
i

har dwar e devi &t r?ul{] € IRMAAFIRE L el Ehfevalads cogitining

the bad adapter. An urgent sysplanar is a message that
the system will output to an output device, typically at
predefined time intervals, so that a user may be alerted
the adapter is no longer working.

The user will then be able to replace the bad
adapter, re-enable the adapter, using the hotplug feature
provided by 0S 202, RTAS 208, and EADS 214 and 218

working in concert. The user may then reconfigure the
adapter once replaced.

Those of ordinary skill in the art will appreciate
that the hardware and software depicted in Figure 2 may
vary. For example, more or fewer I/O adapters may be
used than those depicted in Figure 2. The depicted
example is not meant to imply architectural limitations
with respect to the present invention.

.With reference now to Figure 4, a flowchart
illustrating an exemplary process of isolating a bad I/O
adapter without powering down the system (i.e. a hotplug
operation) is depicted in accordance with the present
invention. Once the system is running and a machine
check occurs indicating a bad I/O adapter, an AIX handler
takes over control of the system (step 402). The AIX
handler may be implemented as 0S handler 204 in Figure 2.
The AIX handler retrieves the error log to which the RTAS

entered the.machine check (step 404) and analyzes the




responsi ve to successfully identifying the failed hardware device, disables
the fail ed hardware device w thout powering down the data processing
system wherein remai ning ones of the plurality of hardware devices remain
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example, a call to RTAS-hot plug (step 412). The AIX
also deallocates any processes bound to the failing I/0
adapter (step 414). Once the failing I/0 adapter has
been successfully disabled, signal the appropriate
expansion slot with, for example, blinking lights to
indicate which I/0 adapter has failed (step 416). The
AIX then posts a message informing a user to replace the
bad adapter (step 418). The message may be posted, for
example, to a video display terminal or by page to an
appropriate person assigned to maintaining the system.

With reference now to Figure 5, a flowchart

illustrating an exemplary method of removing a bad I/0
adapter via hotplug is depicted in accordance with the
present invention. Once an adapter has been identified
as bad, the RTAS, such as, for example, RTAS 208 in
Figure 2, sets the visual indicator of the expansion slot
in which the bad I/0 adapter is located to alert a user
that the expansion slot has been identified as containing
a bad I/O adapter (step 502). The visual indicator may
be, for example, blinking lights on the expansion slot.
The OS} such as OS 202 in Figure 2, unconfigures the
devices associated with the bad I/O adapter (step 504).

This process may be'performed, for example, by using the
AIX command “rmdev”.
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It is important to note that while the present

invention has been described in the context of a fully



S6T10% & ()-Y! p>" 109%& ()- Sf N |

10% & ()-85}[8~_@" 10%!s! & ()-:! " 10%| & ()-:!" " 10% | & ()-:! " 10%& ()-
fgl0%& ()-s! 109& ()- [\]~l}0aS43F10%: ()-F 10 10

10! s#/ F' 109& (Y- s# F"109& ()- Qs- 109& ()-!1"" 10%&1([}0?@@{3@84%1%

109 ()-L  10% ()-S10% ()-s "10% ()-9@LO%: ()- 10% () -/ |
NJEaS43F10sy! 10%& ()-L10% ()-SL ! 10% (§- 910% ()- SFL0%' () - LI 10% () - N2dE
aS43F109&' gl0%&' () - SYL0%&' () - 9#10%&' () - OF" 10%&' ()-9 10%&' ()-s 10%&' () - Hs

. . o/ . Y
1bogse () -y aRorotinf Sebdebeptasiing CsteRosaor. Ot RIEITIEY 54,
109&' () - 2ISE®M& (h- th¥: brtOﬁﬁll appreciate that the processes of
L% (- 91048 (1910061 () 95100 O 100 ()1, LU ()2 JOULL L1161 pC 10
10% U& () -t 10% Yoo & (P16
the form of a computer readable medium of instructions
and a variety of forms and that the present inveption
applies equally regardless of the particular type 6f
signal bearing media actually used to.carry out the
distribution. Examples of computer readable media
include recordable-type media such a floppy disc, a hard
disk drive, a RAM, and CD-ROMs and transmission-type
i media such as digital and analog communications links.
The description of the present invention has been
presented for purposes of illustration and description,
but is not intended to be exhaustive or limited to the
invention in the form disclosed. Many modifications and
variations will be apparent to those of ordinary skill in
the art. The embodiment was chosen and described in
order to best explain the principles of the invention,
the practical application, and to enable others of
ordinary skill in the art to understand the invention for
various embodiments with various modifications as are

suited to the particular use contemplated.
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CLAIMS:
What is claimed is:
1. A method of managing a failed input/output adapter within a data processing

system, the method comprising:

coupling a plurality of hardware devices to an I/O bus utilizing a bridge such that
the plurality of hardware devices communicate with the I/O bus utilizing the bridge;

receiving an indication that a hardware device within the plurality of hardware
devices has failed;

attempting to identify the hardware device as a failed hardware device; and

responsive to successfully identifying the failed hardware device, disabling the
failed hardware device without powering down the data processing system, wherein
remaining ones of the plurality of hardware devices remain operational and continue to
communicate with the I/O bus utilizing the bridge after the failed hardware device has been

disabled.

2, The method as recited in claim 1, further comprising:
sending a message to a user indicating that one of the plurality of hardware devices

has failed and the identity of the failed hardware device.

] 3. The method as recited in claim 2, wherein the step of sending a message comprises
activating blinking lights on an expansion slot containing the failed hardware device to
indicate to a user which one of the plurality of hardware devices is the failed hardware

device.

4. The method as recited in claim 2, wherein the step of sending a message comprises

paging a user.

5. The method as recited in claim 2, wherein the step of sending a message comprises
displaying a message on a video display indicating that one of the plurality of hardware

devices has failed and the identity of the failed hardware device.
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6. The method as recited in claim 1, further comprising:

responsive to an indication that the failed hardware device has been replaced with a

new hardware device, enabling the new hardware device.

7. The method as recited in claim 1, wherein the failed hardware device is an
input/output adapter.
8. The method as recited in claim 1, further comprising:

deallocating any processes bound for the failed hardware device.

9. The method as recited in claim 1, further comprising:
responsive to a failure to identify the failed hardware device, powering down the

data processing system.

10.  The method as recited in claim 1, wherein the step of attempting to determine the

identity comprises consulting an error log table.

11. A computer program product in a computer readable medium for use in a data
processing system for managing a failed hardware device within the data processing
system, the computer program product comprising:
| first instructions for receiving an indication that a hardware device within a

plurality of hardware devices has failed, the plurality of hardware devices being coupled to
an I/O bus utilizing a bridge;

second instructions for attempting to identify the hardware device as a failed
hardware device; and

third instructions, responsive to successfully identifying the failed hardware device,
for disabling the failed hardware device without powering down the data processing
system, wherein remaining ones of the plurality of hardware devices remain operational
and continue to communicate with the I/O bus utilizing the bridge after the failed hardware

device has been disabled.

12.  The computer program product as recited in claim 11, further comprising:
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plurality of hardware devices has failed and the identity of the failed hardware device.

13.  The computer program product as recited in claim 12, wherein the step of sending a
message comprises activating blinking lights on an expansion slot containing failed
hardware device to indicate to a user which one of the plurality of hardware devices is the

failed hardware device.

14.  The computer program product as recited in claim 12, wherein the step of sending a

message comprises paging a user.

15.  The computer program product as recited in claim 12, wherein the step of sending a
message comprises displaying a message on a video display indicating that one of the

plurality of hardware devices has failed and the identity of the failed hardware device.

16.  The computer program product as recited in claim 11, further comprising:
fourth instructions, responsive to an indication that the failed hardware device has

been replaced with a new hardware device, for enabling the new hardware device.

17. The computer program product as recited in claim 11, wherein the failed hardware

device is an input/output adapter.

18.  The computer program product as recited in claim 11, further comprising:
fourth instructions for deallocating any processes bound for the failed hardware

device.

19.  The computer program product as recited in claim 11, further comprising:
fourth instructions, responsive to a failure to identify the failed hardware device, for

powering down the data processing system.

20.  The computer program product as recited in claim 11, wherein the step of

attempting to determine the identity comprises consulting an error log table.
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system comprising:

first means for receiving an indication that a hardware device within the plurality of
hardware devices has failed;

second means for attempting to identify the hardware device as a failed hardware
device; and

third means, responsive to successfully identifying the failed hardware device, for
disabling the failed hardware device without powering down the data processing system,
wherein remaining ones of the plurality of hardware devices remain operational and
continue to communicate with the I/O bus via the bridge after the failed hardware device
has been disabled.

22.  The system as recited in claim 21, further comprising:
fourth means for sending a message to a user indicating that one of the plurality of

hardware devices has failed and the identity of the failed hardware device.

23.  The system as recited in claim 22, wherein the step of sending a message comprises
activating blinking lights on an expansion slot containing failed hardware device to
i indicate to a user which one of the plurality of hardware devices is the failed hardware

device.

24.  The system as recited in claim 22, wherein the step of sending a message comprises

paging a user.
25.  The system as recited in claim 22, wherein the step of sending a message comprises
displaying a message on a video display indicating that one of the plurality of hardware

devices has failed and the identity of the failed hardware device.

26.  The system as recited in claim 21, further comprising:
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fourth means for deallocating any processes bound for the failed hardware device.

29.  The system as recited in claim 21, further comprising:
fourth means, responsive to a failure to identify the failed hardware device, for

powering down the data processing system.

30.  The system as recited in claim 21, wherein the step of attempting to determine the

identity comprises consulting an error log table.

31. A method of replacing a failed input/output adapter in a data processing system in
which a plurality of input/output adapters are coupled to an I/O bus via a bridge, the
method comprising:
receiving an indication of a failed input/output adapter;
i consulting an error log to determine an identity of the failed input/output adapter;
responsive to a lack of a determination of the identity of the failed input/output
adapter, shutting down the data processing system; and
responsive to a determination of the identity of the failed input/output adapter:
refraining from shutting down the data processing system;
disabling the failed input/output adapter;
deallocating any processes bound to the failed input/output adapter; and
indicating to a user which one of a plurality of input/output adapters is the
failed input/output adapter;
wherein the failed input/output adapter may be replaced without shutting down the
system, remaining ones of the plurality of input/output adapters continuing to communicate

with the I/O bus via the bridge after the failed input/output adapter has been disabled.
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with a new input/output adapter, enabling the new input/output adapter.

33. A data processing system, comprising:

a bus system in which a plurality of hardware devices communicate with an /O bus
via a bridge;

a memory; and

a processor unit; wherein

the processor unit exe.cutes instructions to identify a failed hardware device within
the plurality of hardware devices; and

responsive to successfully identifying the failed hardware device, disables the
failed hardware device without powering down the data processing system, wherein
remaining ones of the plurality of hardware devices remain operational and continue to
communicate with the I/O bus via the bridge after the failed hardware device has been

disabled.

34.  The data processing system as recited in claim 33, further comprising:
responsive to a determination that the failed hardware device has been replaced by

oy a replacing hardware device, enabling the new hardware device.

35.  The data processing system as recited in claim 33, wherein the hardware device is

an input/output adapter.

36.  The data processing system as recited in claim 33, wherein the instructions are in

the memory.

37.  The data processing system as recited in claim 33, wherein the instructions are in a

chip.
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an electrically erasable and programmable read only memory.

39.  The data processing system as recited in claim 33, wherein the instructions are in

read only memory.

40.  The data processing system as recited in claim 33, wherein the instructions are in a

non-volatile random access memory.



