WO 2011/ 123243PCT/ US2011/ 028594 1 | NTEGRATI ON OF DI FFERENT MOBI LE DEVI CE
TYPES W TH A BUSI NESS | NFRASTRUCTURE FI ELD [1] Aspects of the enbodi nents
generally relate to a conputer systemthat integrates a business
infrastructure to different nobile device types. In particular, alerts,

cont ent delwegeom/ze¥yent and | ocati on awar eness nay be moavisd@&doissesan
appropriate nobile channel based on the context for nultiple |ines of

busi ness. BACKGROUND [ 2] Bank customersi are increasingly using nobile
banki ng services (e.g., M Banking, nbanking, and SMS Banking) to perform
bal ance checks, acpoppGRAMAONGE DINFERENT VIOBIERIDEVIGE ®YPEBi | e devi ce such

as a nobil e phone. For exgiia BeSROESH INFRASTDRECTORESt ry survey, banks
that offer nobile financial services may increase the nunber of new

custonmer acquisitions by as nmuch as sixty percent. The current pace of

nmobi | e adopti gigppgpears to be exceeding that of past innovations, including
ATMs, debit car]csi and online banking. About a third of consuners are
currently usi ng, or at |east considering using, nobile financial services
in the nebfl] yesapectantl tteombodmuinésc genendly frortedast C(tnllmlter rspéferh ghdftiintggreiesla

service adOpt Ib%gm%’grsllrllfra ﬁ?%ur]@tt% hcﬁfféjr%rﬁ 18&)1 ekllce%#% 1&1¥ar28%1§s an%L thb ile

banking is curren orrre Vi a sa € service (SMs)
or the nobile dehv@y,ne/(cntbm’td wcsmhmmyaremes m@cbaaproprde«y narms ap@fdpedtecholaht S

downl oaded to bi e. .New, t S m)bl I e devices are being and
will continue Etl’)ﬁs?‘fi%g 8‘5‘56%%‘?%‘&“@‘5@&?? DB anpl e, as smart phone
adoption continues to rise and nore sites and apps accomodate them our
culture i s heglpdkGErOUNIVYEery nobile world at a very fast pace. However,
content distribution to nobile devices is currently limted, difficult, and
done sporadl cally or not at all. It is thus_inportant that mobi L e banki ng
supports lﬁﬂnémugtyméqs 8 bqu:rgasg)@m gging mobile banking services (e.g., M-Banking,

mbanking, and SMS Banking) to perform balance checks, account transactions, and
payments via a mobile device such as a mobile phone. For example, according to one
industry survey, banks that offer mobile financial services may increase the number of
new customer acquisitions by as much as sixty percent. The current pace of mobile
adoption appears to be exceeding that of past innovations, including ATMs, debit cards,
and online banking. About a third of consumers are currently using, or at least
considering using, mobile financial services in the next year, and some projections
forecast that mobile financial service adoption will exceed the use of on-line banking by
2015.

[03] Mobile banking is currently most often performed via short message service (SMS) or
the mobile Internet but also may use special programs called clients downloaded to the
mobile device. New types of mobile devices are being and will continue to be
introduced in the future. For example, as smartphone adoption continues to rise and
more sites and apps accommodate them, our culture is headed for a very mobile world
at a very fast pace. However, content distribution to mobile devices is currently limited,
difficult, and done sporadically or not at all. It is thus important that mobile banking
supports the ubiquity of mobile devices.



WO 2011/ 123243PCT/ US2011/ 028594 2 BRI EF SUMMARY [4] Aspects of the

enbodi nents address one or nore of the issues nentioned above by providing
nmet hods, conputer readabl e nedia, and apparatuses for supporting a nobile
i npl ement.ati on channel that enabl es secure nobile custoner alerts, content
delivery, eyenbiiandsd ocati on awareness and cont ext i nt egmaiscamnvoiskat can be
| everaged across nmultiple Iines of business using basic interfaces. The
nobi | e i npl enment ati on channel enabl es gecure reach to many nobil e device
types, abstracts away delivery peculiarities, and provides |ogging and
security suppgigppRenmaggssary taking into account who the individual is,
where they are, and what they nmay be doing; thus |everaging identity,

| ocation (e.g., location-based services), and activity (e.g., business
process nifdhgerpedty of fr§]enhjotimentsoaddesss argpelc moesf oft the ishsonrHEALS aboxe Biysi ness

I nfrastructur ﬁw&ﬁfﬁﬁ%@eﬁ%gg cx\ﬁlf)\gelarem%f)ﬁfrh&ﬂ‘é 9hd }a@tﬁsgsgfo?gﬁﬁgf@nngrﬂ@Jﬂ@t €s a

request that i'nclu a user entificati on. A conputer tem'then maps
t he user i dentiinpleoebtaton thaneel disaticosbl¢sygpeurt muobila cpstomerl dlengs, ofntend\debieery,y pes

and directs the re st to a device .of the. . d_on i ype,
whi ch may be SBYi a%‘téiglof)%?o? & 2GRGIS Y, ceoéllgeé fér#?%%“"@f@% fagleb%: %Sr’ﬁrggéédr 8§§I§sst em
Dependi ng on trhtigletineofl Ymesst ising' egicesterfaey. Te wobikcinpibntentaboy bhaanel
wi rel ess gat evvagblor di rectﬂ%/) to thg}.d%l.ce Vi abat Wi I %‘Laeglseli‘gear rier. service.
[6] Wth anot FBPIEHEEE FaFR PRy MODHF JRATSYPS: Fo8GHET™ ey TREPEHR E St ent
that is al so s@Btprdvitied IdigmiAnabatdritySRppdtewha@enccdsbary fakingpihtoalccdunewho teent
may be formatted jn accordance with_ the device tyﬁs. The content.gﬁﬁ%then
r

be pushed to andfeidpalds.ayhee fhexiarednd Mhat Bey mayRsetrig: tup) CXRrgnEid

aspect of the 166808l (B! SlocaiohDaES lskiibes)s CindC 2RtiViIGHURS, tHusihedsherdcegat i ons
of sel ected user devices be obtained so that |ocation informati on can be

returned to tHBAEEIRELX i ng user. [8] Aspects of the enbodi nents nmay be
provi ded in a conputer-readabl e medi um havi ng comnput er - execut abl e

i nstructi fzvsg tWitR @hétREMAsPRE 0P theBitR dRientshe HRsiIOES SR iredse (R8cdidtbbdither ei n.
WO 2011/ 123243PCT/ US2011/ 028594 . g s
workflow or business method) generates a request that includes a user identification. A
computer system then maps the user identification to a device type from a plurality of
device types and directs the request to a device of the user based on the device type,
which may be obtained by the device registering with the computer system. Depending
on the device type, the request may be directed through a wireless gateway or directly to

the device via a wireless carrier service.

[06] With another aspect of the embodiments, a request may include content that is also sent
to a designated user device. The format of the content may be formatted in accordance
with the device type. The content may then be pushed to a device at a desired time or

frequency.

[07] With another aspect of the embodiments, a requesting user can request that the locations
of selected user devices be obtained so that location information can be returned to the

requesting user.

[08] Aspects of the embodiments may be provided in a computer-readable medium having
computer-executable instructions to perform one or more of the process steps described

herein.



3 [9] These and ot her aspects of the enbodi nents are di scussed in greater
detail throughout this disclosure, including the acconpanying draw ngs.

BRI EF DESCRI PTI ON OF THE DRAW NGS [ 10] The present invention is illustrated
by way of exanple and not limted in the acconmpanying figures in which |like
ref erence nyges@hss2undi cate simlar el enents and i n whirchiuspaiip2sbdagure 1
shows flow diagramin which a business process generates requests to a
wirel ess device in accordance with varijous aspects of the enbodi nents. [12]
Figure 2 shows a systemthat integrates different wireless devices with a

busi ness I{%Pc%\iier%g%ltheir @sgﬁ@@ OF HRNGEMoWntehts \Wad Hi9MSscd IR 8fchRr Bdtail theoughout

enbodi ments. [13] Figure shows an illustrative screenshots when unl ocking
a cash managerteintlislosiou includingdbeancomprgingidrawingr i ous aspects of the
enbodi ments. [14] Figure 4 shows a continuation of the screenshots shown in

Figure 3 in a%ﬁﬁ??%ﬁ%%ﬁﬂﬁﬁhyﬁﬁH?HﬁDﬁﬁﬂﬁﬁk% of the enbodi nents. [15] Figure
a

5 shows an illustrative operating environnent in which various aspects of
the enmbodinents may be inplenmented. [16] Figure 6 shows a flow diagramin
whi ch cuspionerTheepaseat Snvehiddn @ ilastaedhtbybeaymfoekenld andoobrligated einwibieh
vari ous aspects of the ?nbodjnqptﬁ. T - .
accompanying figures in which like reference numerals indicate similar elements and in

which:

[11] Figure 1 shows flow diagram in which a business process generates requests to a

wireless device in accordance with various aspects of the embodiments.

[12] Figure 2 shows a system that integrates different wireless devices with a business

process model in accordance with various aspects of the embodiments.

[13] Figure 3 shows an illustrative screenshots when unlocking a cash management account

in accordance with various aspects of the embodiments.

[14] Figure 4 shows a continuation of the screenshots shown in Figure 3 in accordance with

various aspects of the embodiments.

[15] Figure 5 shows an illustrative operating environment in which various aspects of the

embodiments may be implemented.

[16] Figure 6 shows a flow diagram in which customer requests that an account be unlocked

in accordance with various aspects of the embodiments.

[17] Figure 7 shows a continuation of the flow diagram shown in Figure 6 in accordance

with various aspects of the embodiments.

[18] Figure 8 shows a flow diagram in which a bank loan officer wants to push an alert and
corresponding document to a customer in accordance with various aspects of the

embodiments.

[19] Figure 9 shows a flow diagram in which a customer registers to have alerts and periodic
account statements pushed to the customer’s communication device in accordance with

various aspects of the embodiments.



[17] Figure 7 shows a continuation of the flow diagram shown in Figure 6 in
accordance with various aspects of the enbodi nents. [18] Figure 8 shows a
fl ow diagramin which a bank |oan officer wants to push an alert and
correspondi ng docunment to a custoner in accordance with various aspects of

t he enbodi npahe/1b3 Figure 9 shows a flow di agram i n pehrrusboidossst oner
registers to have alerts and periodi c account statenents pushed to the
custoner's comuni cation device in accardance with various aspects of the
enbodi ments. WD 2011/ 123243PCT/ US2011/ 028594 4 [20] Figure 10 shows a

conti nuatjhgn %figutr{ % Eﬂo% LAULARLS BOWR AdY FaGeneshSwh i BLHRT SIANEL0hAdR

. £
various aspects” of the empodiments. [21] Figure 11 shows a flow diagramin
whi ch a managevithwarioes aspectief grereimbedipieats| ocat i ons of the manager's
associ ates in accordance with various aspects of the enbodi nents. [22]

Figure 12,$h0w8s A ¢O8oWEY HolUiag?im thehibh 2MafiROGAM BIRWMIMING tHel 1kiBnsloF 1N

accordance W th various aspects of the enbodinments. [23] Figure 13 shows a
f1 ow di agr am ftsy managér seassocttasporreprdanas vadowrigsrerecH of thoeabpdigsnispect s of
t he enbodi nents.

[22] Figure 12 shows a continuation of the flow diagram shown in Figure 11 in accordance

with various aspects of the embodiments.

[23] Figure 13 shows a flow diagram for a client component in accordance with various

aspects of the embodiments.

[24] Figure 14 shows a system in which a customer generates a query in accordance with

various aspects of the embodiments.

[25] Figure 15 shows a flow diagram in which a customer generates a query in accordance

with various aspects of the embodiments.

[26] Figure 16 shows a system flow for mobile content management in accordance with

various aspects of the embodiments.

[27] Figure 17 shows a system flow for mobile content management in accordance with

various aspects of the embodiments.

[28] Figure 18 shows a flow diagram for mobile content management in accordance with

various aspects of the embodiments.
DETAILED DESCRIPTION

[29] In the following description of the various embodiments, reference is made to the
accompanying drawings, which form a part hereof, and in which is shown by way of
illustration various embodiments in which the invention may be practiced. It is to be
understood that other embodiments may be utilized and structural and functional
modifications may be made without departing from the scope and spirit of the present

invention.

[30] Inthe description herein, the following terms are referenced.



[24] Figure 14 shows a systemin which a custoner generates a query in
accordance with various aspects of the enbodi nents. [25] Figure 15 shows a
flow diagramin which a customer generates a query in accordance with
vari ous aspects of the enbodinents. [26] Figure 16 shows a systemflow for

nobi | e contwahoiiamageTent in accordance with various aspanissigbssie
enbodi nents. [27] Figure 17 shows a system flow for nobile content

nmanagenment in accordance with various gspects of the enbodinents. [28]
Figure 18 shows a flow diagramfor nobile content managenent in accordance

Wi th vari BEF NPl ﬁarﬁimé NGOG BLH KR g 15&&%' LRI DB PId-Rksl &, Mo the

fol | owi ng description of the various enbodi nents, reference is made to the
acconpanyi ng diealinggsibanitig endobMiSa Bpriing) hor asfioraing hapnghickerk.s asAdin by

way of illust rgggagponéagddﬁ%gmgﬁgg fﬁg?ﬁeoltiﬁééré@hﬁlﬂast Qﬁlobﬂéfﬁ%'e%hdrmé/ liRe

practiced. It odi nents” may be utilized
and struct ur alFimndiaf ins@thiiowadre wiidiiig pmdianshataye dectedde metildunkidepéart i ng

Lre(r)renl 'I[_]het ﬁgofgﬁ?‘g@\f g | rklé'%nar?elc I:‘ngn . er ese%anla&v\g% PeqmrJS%IQtllltlLJQ tetcﬂr?oléjg?rstﬁe{tl ption
2011/ 123243 PC'EAINSQG&M&E&BM corporate clients to move beyond transactions to focus on their
core businesses and provides a single point of access to global treasury, debt, cash
management, investments, trade finance, foreign exchange services and other financial
capabilities. Also, financial institutions may offer free mobile banking, in which

customers use mobile phones or devices to bank in several ways: Mobile Web or with

Mobile Applications.

[32] Push: A push (or "server-push") may include, for example, the delivery of information
on the Web that is initiated by the information server rather than by the information
user, recipient or client, as it usually is. In contrast, a pull is generated by specifically
requesting information from a particular source. Downloading web pages with a web

browser is an example of pull technology.

[33]1 In accordance with various aspects of the embodiments, methods, computer-readable
media, and apparatuses are disclosed to support a mobile implementation channel that
enables secure mobile customer alerts, content delivery, event and location awareness
and context integration that can be leveraged across multiple lines of business using
basic interfaces. The mobile implementation channel enables secure reach to many
mobile device types, abstracts away delivery peculiarities, and provides logging and
security support when necessary taking into account who the individual is, where they
are, and even what they may be doing; thus leveraging identity, location (e.g., location-

based services), and activity (e.g., business process management).

[34] Mobile banking is currently most often performed via short message service (SMS) or
the mobile Internet but may also use special programs called clients downloaded to the
mobile device. However, content distribution to mobile devices is currently limited,
difficult, and done sporadically or not at all. In addition, it is often difficult to distribute

content across multiple device types, to relate devices to location, or to integrate with



5 [31] Mobile banking: Mbile banking may include nobil e banking services
(e.g., M Banking, nbanking, and SM5 Banki ng) for perform ng bal ance checks,
account transactions, and paynents via a nobile device such as a nobile
phone, and the like. Financial institutions are offering products that are
directed to nobile banking. For exanpl ® a cash managenent banki ng channel,
which features intuitive technology that allows commercial and corporate
clients to rey@ingeyakflow iMpRatntabios, etk TomRnt MdgesRne(BBM), e bagfesand
provi des a S|n | e point of access to global treasury, debt, cash

managenent , PRoeeka repOFtEd- i nance, forei gn exchange services and ot her
fi nanci al capabllltles Al so, financial institutions nay offer free nobile

banki Ngrsi N i ch I e ' eyer al
ways: | VBE] | S FHOH Oy MR b PP a0ERips DRGSTBerk iRt B
"server-pus hMrelasydeivwelinl decorﬂ:mce exitinpdrimus abpectiadfi the embodinienfso Aspdctsoof the t he
Wb that is i ated b ﬁ&- fornation server rath%% thanag% thg .

i nf or mati on ‘?P% 1m?xg§| R YofC EtFi t2 cQEpufer  sysigm (thas mfegrafes, oy guginess
pull is genenab&ehchire SWRkh ik Cﬁbée%mﬁ@%@ﬁbés”ﬁrobégsofﬂa% QPffér%ﬁmrf%bﬁ@rdE{/&W ar

source. Downl oadi ng web pages with a web browser is’an exanple of pul
t echnol ogy. tyBs) (cbmemwngmbbcm 10R).v&h¢ business pewess why bb dasedibmdd lmsmuss

nmet hods, conput er-readabl e and apparat u are disclosed to support
b e § TR D P RGRIGP 16k SRR Bov CEoPe MRS o8 o CEHERca PEr (.
content del idsahdoteE¥Rpd iRBEHr A6 R DNRERNRSSE Sptationdt@plesdniting Ghéki GNa t hat
can be |l everaged across nultiple Iines of business using basic interfaces.
The nobi | e ipepiosnd St Aipecioanrasl orgpripition of stalf, ©r vaeoh mose pEpe Abetmplex
devi ce types, &%%tr cts away delivery peculiarities, and provides | ogging
and security % " when necessary taking into account who the individual
is, where they are, and even what they may be doing; thus | everaging

i dent | t[36] | okletts,@onteat @hvefyoeeédt@ﬁd heatich swirenese san bapbvilet ity ki ¥prrepiiate

busi ness process 34] Mobjl e bhanking is _currently nost often

per f or med v.raoléll%?hag{?%g@r;g%tk og é£‘® cemextdpsmytiple Hweﬁn% bugingss; Bt“ﬁéﬁsstﬁ!f’c%y
al so use spegy é’?&rlégfﬁn%adukﬁgss% {{hﬁ dg«?m't ?nﬁﬂt%fj 1e%*&qf1{/@%!f's€cuﬁ /i€

However , content DS tion to nob vices I's current imt
difficult, amlnichimeeqmpsjrmdydwl bynevatedicit approplriate pointsd df thusinessi procassof(llen

difficult tq, dis r|b te contahé Cr 0SS Jtl%je devi ce tXE to rel ate
devices to | H f8ﬁ1“et56 Inepde; out arefqt imigedde; 4t plag 1g,84eeT: gish content to

i npl ement at'tﬁ@ﬁser%ﬁ%%ﬁlﬁgt&%&a%ﬁhdi‘?ﬁhat%ﬂent (ECM, or business
intelligence (aka reporting). [35] Figure 1 shows a flow diagramin which a

busi ness process generates requests to a wirel ess device in accordance with
var i oud3@ks pdsivek 402 then @n@mdlnmmg toAspaeless dévicehel thehusei hasad ongbedevice y

relate to a co sten1 nt,e a _busi ness ras uctur

whi oh i s pr dSBE Etrart SFRECE dinileC O Wiy Yoy Tl Siboti; PEMIHE H6BYS pes
(corres pondllﬁﬁrﬁe@ d@sl'l@é?skaﬁcﬁgMS blewsdbIR W viRED ORRE sorRY eﬁgomm& BRcR102
busi ness process nodel or workflow, For exanple a workflow ma i ncl ude a

sequence of igdmpleseatedsasepuddlowaredibnat isoexsspled tat LLapdeie¥raeero? 1 Sope shawo iy
f
;teg][ fese?; ' B%ég(grrelﬁ %floc?( 1217 np;frBQess% #E ?{s{g;e& baBﬁc{ oY %o 1@?1?6‘?5%%%&?& 'tl%’g%sg{ is

delivery, evgit ﬂ&nckef chbﬁng() andwhatthe SiSerofantd a‘hb rr&}ﬂedeﬁia)t be aiitiagpthopgh @ﬁ e
nobi | e channel _based on the context for nmultiple lines of business.

Busi ness pr G®pYeation progigmpungintcatace (ARI )b@szHé'% buﬁmﬁSﬁ RracesckOl mEovidesa YseF t her
applies a | C
appropri at eq%%{trtlf ?‘P%{Jnlé% %rgls)gélgl\r@g{geghseaq%]eﬂ@%r?p es req&qés%g I nc ude

but are not thatrdohsist dfcclieats aaldesetvetso Celwntsemhatnmhuas%esetvem Thheetvemsrthermnd

obtaining the | ocation of .the user.
process requests and return appropriate responses. Requests and responses are built

around the transfer of representations of resources. A resource may be essentially any
coherent and meaningful concept that may be addressed. A representation of a resource

is typically a document that captures the current or intended state of a resource. Block



[37] Block 102 then sends a nessage to a wrel ess device of the user based
on the device type. Different types of nobile device types may be
supported, including nobile Internet devices, and SMs-capabl e nobile
devices. Wth sone enbodi nents, block 102 is inplenented as m ddl eware that
is executed at Context Server 215 as sflown in Figure 2. Block 102 processes
the request based on who is the user, where the user is, what the user is
doi ng, and wvipat theh QetésBine¥aitat typth6f 1&asL e WRY i Bssbéintet ke ahf Fi@bis dhe
application programm ng interface (APlI), in which business process 101
provi des a usaguest denordingly. Wilsdy if oomtentnisobkimg ptishedt thethdRisemhe ferniza ¢ dhon
REST-styl e architect %rg(? thactl, consist of clients and servers. Cients
initiate redqBEpsmey bgfrpafted ingecordapcrawith theaisqriateddeyicedypfest s and ret urn
appropriate responses. Requests and responses are built around the transfer
of repr ntiat | : FNIE i rent
and modSefgrauRas pilkeds RO MY o AEP Wi Mot BT Mbiri sk i SRS
resource is dfithe edniplesadedodbedelidtreinhady bamated® filmncial instinitions, dnftiogidends
state of a resmirce. Bl ock 7 1% t.hen determ nes at. type of device the
user is assdBPAISRISHRAPPH O tynes oF PusinGsses Beluding MATUGICHIg) SErvigp bpsingspes,

content is Q@ﬂaﬂ&sﬁﬁ%@ti&&b fiesbsCind ﬁi?ﬁ’téc Blsifdigscont ent may be
formatted in accordance wth the assocrated deVice type. [38] Business
process 101 may be associated with different types of businesses. Wile

sone of[3%he Faganp) dwvdesystenhto thatdntegratas difercal aimstss devicerad®d-209 with a
Institutl Onsﬂusx?x OﬂJoé‘é%QﬁﬁodEFYn A PAHP R vl ?gﬁe}f@e& RE e@‘t&ﬁhi‘&?e%?s‘?%vith

i ncl udi ng manufacturing, service businesses, retdllérs, [nfornation

busi nesses, taddidnalkystenh there gyayb be i an sigsdwant] 8purki gfucanplesityowegasdisg ehe 200

that integrates ditferent iMreless I Ges. 204-.20 Ltk LN rocess
model 1 soctrolemsbafief Mspltiedn 3RS odB; ERTpeltand tpdlsbidbe 382 (pPaRE
tradi tional caytemerss ih iveéhich oeagelhmay beilimnitdd mamobdermebtcontent diffpvever; mobile

regarding the wirel ess channel resuliing in.the il e channel bein

inder ut 1 11 > dankoR SyESs B SR 4 Ach PrieRTpiRahe BB omRE Atark oo
to m)lrjmi l e webaff yC@ﬁﬁér?ii-Lind-bAmmgrcusmkﬂré molbﬂf\ bhmgngen\z'v}ﬁdsa augomeemdy agecdsowar d
a richer offering for the user_ . For. exanple, a.bank.may o t, on-l.ine

anki ng. cusOmSFgorE: BERPHLE SR Sharih e i ety Mebus 8plities ount
t hrough t he m@bbt eroBed forndifferent hdbileedaneds] trlidifa olyd Ripee of RBMintRAEAINS
may be provided . for jffererglt€ ,noge:'l}%e devi eﬁ, iﬂcl udi ng one type of,
comer ci al !W@gaéalq%{s be PRAsEIdeVishne. BeXircedd) engfher pg preommarcially VALl y pe
of comer ci ghdiledinb alhReNRI | &VRIRONSS)IRYI GRothe: Bpe dFeibntiferadfiy availble

anot her type aof commercial |y avai | abl e nobi | e, phone_ device (e.qg.,. device
207). The nowshile Rhopeideuice das. eyicee0de sihsnmabie aprlictions max bstdsigped to

mobi | e bank'p?&vi@é(9%ﬁ§t§ﬁ%d%&oifeooaﬂﬁr%re_xﬁ5@ﬂéﬁ%@'aﬁ&ci@ offer bdMeHRRte toMRE Q0M%eT
Cont ext Server 215 may ‘sgtrg)port new devi ce types as they becone avai| abl e by
i nt egr at i ng Mefegvaohpaaeintosvest2 1Sinassupportasy drusetthipgs asthpobacomigeavaidable

devi ce type.y " I IR | r.QVi j cher
set of functb%ﬁt%%wg% P Ié %gﬁp\g’ggﬁgggﬁéeé%zeneradl3e[3§§ﬂ§%€rggﬁt§l§§#k#ﬁge% ures.
However, the alternatives typically circunmvent a pieceneal, fragnented

fashi o4 t Witht sanee cesrhodimaentss. mabile hbarkéng (revidesd ac tishamset op abactinming
both in si Z%ltﬁx%gii%p%b!t}%f Eé‘ner&lh% BHRYd tb%n]?iﬁgefe%fé%.r !Hlﬁ%veﬁnﬁ.ecﬁfb?&%@@t 'y
ou | r t hat

enbodi nents sh d avo otentially nore gnentation so that a user
(customer) itepiealivesisenavest Bepicprmead] fegmenipd jashinanméth kidlet spatinpifands dhe
I NSti tuti onfedidrk] andy Slsesh&O5haE ProHE Doth 'ﬁpléizbeadd”&lp%?ﬁﬁ}‘,%bﬁ”nﬁg)%“ﬁloré 0

enabl e secure nobile custoner alerts, content delivery, event and |ocation
awar eness ardcEBa: ard cppeggrntlyi spbadiraents should aveid grokgally mose Sragmentation

lines of bughnBsiSa WSér@usibARhes! d1@sd aC&herentY $4180nsBip channel to the financial
institution.

[41] System 200 provides a mobile implementation channel to enable secure mobile
customer alerts, content delivery, event and location awareness and context integration

that can be leveraged across multiple lines of business using simple interfaces. System



200 enabl es secure reach to different nobile device types, abstracts away
delivery peculiarities, and provides |ogging and security support when
necessary taking into account who the user of a nobile device is, where the
user is, and what the user nmay be doing, consequently |leveraging identity,
Iocation (l ocation based services), an@ activity (business process
managenent ). Thus, system 200 processes requests based on the user context,

wher e Suppor1(onensbYsst £RLORRNN 86 tdbrrerN ﬁr%bﬂ@fd%er%ect%eswabttratcﬂea&&y Welivery
"wContext"™ in the description herein. [42] Wth an” aspect of

enbodi nent s, Pesylariiesar §tﬁy¢ftﬁ8tlgg@ﬁgé\ners%ﬂta/ntl@g@%twtfﬂ n%qeﬁsgrserrqlm ingo

consol e, deVvicggurtivioahy ust%SEfm&bﬂ%%emc@ s, WHeRSthe 'uB@H§ td’n}zl vHlaR BHtalser ﬁﬁ%‘ be
Process Defl i.tion Lan g(gl@ (XPDL) , or, Java .sp lel requests, ( g{
JSR 211) for %%Esucﬁé%eg“%t‘ YA rotbndo PW? 0640 aé? ?‘tr%’ée%?o?ﬂde%?ﬁwl y

nmanagenent  ((bGithess pesdes inhbddeshent) Tl kst 206 pmeﬁebwd;w@@béseb@ﬂdh@ugette
detail s based on t que?éJ ‘gref rence.

security, lo t?ﬂa %nd deliver

[43] System VOEE FHPOrEE SHGD SRrapgnts; By ‘?rfﬁ UaC | '€ TN
tier 201, exteCaatxtWin e desrigdeharvint i er 202, and carrier networks tier
203, in which system conponents are partitioned into application

conponddtl. Wabohefesd 4 hy SpSERiEy QIR DB Sbeodl e SRl B508 ces
the users (iciget i toredleadetticd Bbraal RESTHIGAPI, bf Giftdt SAHAEY s@ddari AV IREEEI P

server 214 and_ pushes the alert request throu h the appropriate nobile
channel (s) tl3efinidonibanguage CAYPL oY Fags éIPﬁClﬁf@VP%ée@?%iéée g1 KR Rébues busirgss be

directed to D cer

devi ces. 205, PoreS et PSPEI AP U tBSunchin BBl deSREI AP 21
to a Networ lad@hiphasimnembatiments hhAdle \Md secotityelogditigl afBdaBAry dﬁhﬁlsﬂﬂﬁ&i bRy be
sent through a Push Notification Service Wreless Gateway 211. Wth ot her
devi ces 207,thedRgues PreietsRéfet devi ce 208, or E-reader device 209, the push
may be sent directly to device 207 through the wirel ess network and

proces b QRPN . 2
supporﬁgghox?kﬁgggg%gﬁg£%V|ce SN%? ggﬁg§?§A#§%¥P£?g@@?%ggﬁ?éégn:%%%gﬁte
devi ce 206) winelessqiatcSMs tmygaoegatd)carﬂéﬁnet\abﬂ@hwfr @08 inowbicASyaem Ivmpoaseyay .
[ 45] Request 251 may include one or nore request type, including alert,

| ocati on reqm%pmmﬂ@mﬁﬁnEGwm @ﬁﬁ@ﬁpﬁmoaﬁﬁ&éﬁﬁﬁﬁﬂwwr gaiswayp Sompenenise and
initiated froma V&l % ta 123243PCT/ US2011/ 028594 9 devi ce, or
appl i cation cgpéerln R Foqueﬁ 6‘??8“ di ments, request 251 includes a user

identity. Context Server 215 nmy access data repository 217 in order to
obt ai n (§41e (ORkex?SeHRY D 5 détdRSinEOWhich YeVRES the WHENI( ﬁ%ntlﬁ&ﬁﬁcﬁffﬁusﬁﬁfo}:sgrhae >
consequently directs the request through the appropriate nobil nne
type based drom hequestv2idettiryygh HI4B]seier 1214 cnd mishesdihoeaidrs requkestethtough the
conponent s 254-258 provi des the appropriate device type of nobil e devices
204- 208 to @pAtOpKategaphile chapgelipida thedevises. | Bogdifferant deyice thepes, thal teauesiii t h

sone enbodi ment cli,e onent,s 4-2 obtain | oc t| on, infarnption for
the nobile && @é dlr%(:t%‘{]% fc@g‘% bdlr?a‘f§1 ei%”i’egh Rrge %rﬁv }ngﬁtal}l%&%%r
and report bl [ frQupGant ext
Server 215. ggngggﬂggﬁﬁ?{B%?ﬁgﬁ%kggﬁggﬁgﬁﬁg&gggﬁﬁég(gﬁggﬁg?yga IfgprOV|de

over head i nfQpersionsCehter 2961 BfithoGiersdevidea 208 hthe sl may brosenb tirdegles Posli h

inputting this infornmation,
Notification Service Wireless Gateway 211. With other devices 207 mobile internet

device 208, or E-reader device 209, the push may be sent directly to device 207 through
the wireless network and processed by the client component 254-258. Also, Context
Server 215 may support short message service (SMS)-capable mobile devices (e.g.,

mobile device 206) through SMS aggregator 213, which functions as an SMS gateway.

[45] Request 251 may include one or more request type, including alert, location request,

push ECM content), and content. Request 251 may be initiated from a Web console,



[47] Figure 3 shows illustrative screenshots 301-304 when unl ocking a cash
managenent account in accordance with various aspects of the enbodi nents.
The cash managenent banki ng channel, which nay support nobil e banking
services, features intuitive technology that allows commercial and

cor por at e cwoeaia26 nove beyond transacti ons to focus ram/ushaEi/n2sswr e

busi nesses. The result of a multi-mllion dollar investnment that addresses
t he needs and preferences of clients. DPhe cash management service may
provi de a single point of access to global treasury, debt, cash nanagenent,
investents, tdedde driapplitaton viarkd AR exGhlAaEGe ER¥0ditaSs, rajickt @shekclidenanci al
capabilities. [48% Wth traditional systens, when a cash nmanagenent user is
| ocked out of UHddedly ContgxtSsover 213 may acess dativenrsitery(2d7 4n ordgy O brinihe mi | )
one of the desgiengt®Récsaph FrARAIRIRNkvied TdRtckt SA1QA 53bndeheentS Alredts fRNMPANY .
The contacted adm ni strator then logs into the cash nanagenent service (via
deskt op/ | apt op§qus¥ dhreughrihe apprqpaiaig bR chasgeldyre bagedoadadevigd®ipsi st rat or t hen
is contacted (e.g., by phone/email) to approve the request in the cash
nanagenenke)s erwitie Sorhd/ brabsiBa kit RiibR RbAPdnentsdBh-286 thoAdks aRd §isfropatel Bfice

enbodi nents, system 200 enabl es an adm ni strator to unl ock and approve

unl ocks from asiaf @ohidedevicesd0-2080g Copigst Sep(y 21 wvhenghe mgbijeflevice Fgisters.

admi ni strator 4eesibmbAMBodimeRS, @ent Rlpbnd&SK549758 T 10bRioh M8fofmdtRRT OP-
An automatic push alert notification is generated so that the system
notifies the dexthe mebikolevice, aderqm & dabsl RasitionagiSystbmnyGBPleceives taagh repert

conpl et ed. : 11/ - HA] e akl in
Figure 3 assxﬁ%ig%%%%??ﬁ§§§%%$ %cus%oﬁégé?qaﬁgg%éﬁeﬁgg F%@E@dggﬁgfag%?ects
a |ink "Reque$iongkguantlyt clignt aoigonents 252 Famittormadisalfyeprevitle oeerhidad anfoithdtionact i on
causes the ca n t ryice . It e push to the
desi gnat ed adﬁslp?ﬁg%p ?%)t% g? ?‘saf Fh? 8%/&%1%& gg@g'?elsa V@@n‘%@%‘/@ %Zﬁ?l ra§1 1%I'adn‘i ni strator
sees an alert on the adm nistrator's nmobile device for a "Locked User" in
scr eenshd#7130 Figuvh 8 showe ilfustrative adeenshess 381-804 wihew kslognng iceskl' mandgeméritr st
adm ni strator j . | - . e

admi strator & !é%“g{‘g%g‘?’%&qﬁ%w ?’?rg({ugg%%‘?tg%g &gﬁgdlﬁg%h@% cﬁ%llelé%% & e%’ th
"Unl ock User" bpagez 3bshnewhelich timy fuppstt mdbidenibaiking eervices, feglues tintultere

d subm | ock . On has, b .
ucesatul 1y oMb loF Ko FOE g cop R T HER ol RRERFonp: over

i n screenshot f&@4d dnotheidtcbleybiBinessen rtheadsnlinef & atudti-niithiah doli@r @véstment rtkquest

t hat needs to a oved 5 Ei gure h screenshots 401-404, which
e eont i moalT oD, R bl al RO TR ST PR SR asee v

var i ous aspecipsovide o seslepdadil BEREsSo glibtitreasuryIebh odsh Aldagetdtt, H@E@mehts,

adm ni strator receives an alert on the admnistrator's. npbile device for an
unl ock requesltrag?lg‘fanf“'% foreignexiangssPoiess andwber fingacidlcepabdtistini ni st r at or
clicks on "View', screenshot 402 is presented so that the second

adm ni st r[agjor veign tradifitnal Bysténdyp whew @ ddsh atlsigeprerustdd ioskddh@n Jirtks asgr'ed so

t hat the second adm pi strator can sel gct t he, us; r%s% (gfngl aggﬂroveﬁ th

unl ock. When ERQUHANSVEET FRBaHE 8- BrpPhopggmail PRe idh 8 4esgmelednfaslent ed
to the secondnagligenicat Adhifistratbdt (W Lifer's UBB@ITD AUk PBftadted BdmMFhIBH Behat OF

can select the "Contact” button at any point during the scenario to call,
generate a SMPEEEQaGe cady Manazament e 1GFs@ia GiskioRbEy 2Bl sHbmit MarBHocky om
the adm ni straiQestS ARRIdAdHBMtaor tHdAs é&itd&teweag., B?Ph(ﬁi@eﬁl\ﬁ‘il} BQpHISE theO

unl ock and approve users directly. [53] Figure illustrates an exanpl e of
conput i ng pl af§ayeshisthe cashmanagemsnt sepacedyistdestordaptorr 215 or devi ces 204- 209
that may be used according to one or nore illustrative enbodi ments.

Conmput i ng4¢ atyfied £ 2Bdct bB R0 ARRNBXFERIS00 fensbli U AR BstGRIMRIEAINE and
environment and is not intended to suggest any limtation as to the scope
of use or funé@ppravialupiogksfironhantisodiviren2dt Emps R87pioat3%r i sbat Skoul d
not Dbe i nterphLgha:as: A5% R h%tod%%r{ﬂ&{'ﬁéfsﬁ%,sfa {hﬁ??egﬁopr. AnBhkdiheicO any
one or conbi nation of conponents shown 1n the illustrative conputing

pl at f orm 501. push alert notification is generated so that the system notifies the next person in the

process automatically once a step is completed.



WO 2011/ 123243PCT/ US2011/ 028594 11 [54] The enbodi nents are operational

w th nunmerous ot her general purpose or special purpose conputing system
envi ronnments or configurations. Exanples of well known computing systens,
envi ronnments, and/or configurations that may be suitable for use with the
enbodi ment swonalieg¢s but are not limted to, personal GETUS2@1H2858Lr Ver
conputers, hand-held or |aptop devices, multiprocessor systens,

m cr opr ocessor - based systens, set top boxes, programmabl e consuner

el ectronics, network PCs, mniconputers, mainframe conputers, distributed

conput i Ng5eNVITHILEEHALS shVa i Piglte e adiiesOthat #A€ us QUBtoREEY, Q% KWingdRYIkQES,
and the like. [55] Conputi| }%ﬂpl atform 501 may have a processor 503 for

control i ng owdhariectdgelink quest Acramt Siaskt iy ths) sl BrRRtesDEntaeEyige Jhis

associ at ed CONRRE BiSes t}@Céa@ﬁlmaé%ﬂ%hﬁgé}mB%ﬂpﬁw ,anca@éﬂmregsagé ipQdis gTadul e
509, and nmenory 515. nmput i n&bpl atform 501 typically includes a variety of

conput er read 151@“%%’&(1511“1@&% &r theupgaprannear Brefast ajminagisptos vegslensleg nedi a
that may be a%q&@gﬂmpxtr&w W&Qde@ 519 ek an% Ql%ﬁotgﬁtl hw\ﬁQJ, g&e' le

and nonvol atile ne renova non-renova
exanpl e, and rost aﬂmmlsttatqr@hcksmr‘r‘is(m\’és the dagl abhinenismatdir & mnwéwhlsgeerahm

conbi nati on of . C j i

computer ot or 405 TRk Ble ALOLAMGIRG L& S0 TN SALLARIFPR fen pobhict. 1
non-r enovabl e wrﬁd‘i‘laﬂocrkrjﬂsrf’epaged% wieeny theefirbtomimomisttatarhmolselgt thouseb)oandge  of
i nfornmation such C ter be nstr ct.ions, data struyctupe

o oor am modur Sttt thsr FIRK i€ ZROUE SORMRS B8 Suce SRR, Sbretb e, |
nf)t li mi tedI ltadnmfmﬂmm (&ﬁQBSSthﬂE‘FKﬁ’ryA@MM 1|heaeleeﬁsmby 3%@%@%cwﬁ

el ectroni ca era rammabl e re 0 nMeno , as
menory or ot hy &fimips Pﬂltg?tgﬁﬁgﬁlac{@@“e‘“t&ﬁtﬁﬁﬁ%ﬁt‘ilgli’%arpi’%"eé/gr satile disks (DVD) or

ot her optical disk storage, nagnetic cassettes, magnetic tape, nagnetic
di sk storfate digut hehovmasgreensihotssmbmagewld&vére epntdtuatioiyofatieershom ghavwn inhat

can be used tqQ.sto t he .desir.ed i.nf orrra that c e acce

Comput i ng. deviTEEH T AeSA g TR YA Eu B dr PSR o VRSB 0ot o1
readabl e i nst rhcidcoriSadntlaibiRatsr fetiidd @ SilerPé10 the A kRS Mébiletdedice €ataa 1N a
nodul at ed data gs?’lg;nal su h as a carrier e or other t ansport chani sm

and incl udes afy° ﬁ?‘B’Fﬁa Folt Be@ﬁ“%eﬂpymﬁféld e g 1eRnE RIS pligks 08

signal that haviane sereed¥B6te402f isl prescattar RCES et se@&ldsedmarstr@tbala&edlghﬂn such a
manner as to encode information i1n the signal. By of exanpl e,

WO
2011/ 123243PCTAPREY 1indesks @age; 403 1s then presegnted so that theysecond administrator can
select the user(s) and approves the unlock. When the approval has beeen completed,

screenshot 404 is presented to the second administrator.

[52] With some embodiments, an administrator can select the “Contact” button at any point
during the scenario to call, generate a SMS message, or e-mail the user or another
administrator from the administrator’s mobile device. The Main Menu may allow the

user to unlock and approve users directly.

[S3] Figure S illustrates an example of computing platform 501 for supporting Context
Server 215 or devices 204-209 that may be used according to one or more illustrative
embodiments. Computing platform 501 is only one example of a suitable computing
environment and is not intended to suggest any limitation as to the scope of use or
functionality of the embodiments. Computing platform 501 should not be interpreted as
having any dependency or requirement relating to any one or combination of

components shown in the illustrative computing platform 501.



and not limtation, comunication nedia includes wired nmedia such as a
wired network or direct-wired connection, and wireless nedia such as
acoustic, RF, infrared and other wireless nmedia. [58] Al though not shown,
RAM 505 may i nclude one or nore are applications representing the

appl i cati onwdaba/isex ed in RAM nenory 505 whil e the comuuusaguidmessce i s on
and correspondi ng software applications (e.g., software tasks), are running
on the conputing platform501. [59] Comtuni cations nodul e 509 may i ncl ude
an interface to communicate with a wireless gateway (e.g., gateways
211-212) , [59M5 EQUE@AImknts2 43, opefatiShdl et Yiukriolls dthot lgehesl Spurpdsk | T spa@iIvwor K.

[ 60] Software may be stored within nmenory 515 and/or storage to provide

i nstructions tRYTORGEUBRBNE SYHCTR SRVIEREISHE 9F COUIRYIATPRY foF Al Grdh edirknogn
perform vari ougmbiiiiet yeRs, &vienmdti GBHSLEEonBPRnAdHiGhA SN BIBLilable FbtNeeS

6- 11, respectively. For exanple, nmenory 515 may store software used b
conputing pl at'ith Hesembodanets asluds. Betrationdimaiedt ompsregnal £BmPYEEL SEHer
programs 519, gpdu@R RadeiedashIRrtARRS SnibdrocdbdralAahd, Waldpros QR takeddl | of
the conputer executable instructions for conputing platfor n$501 may be
enbodi ed i n hayHems. e seir 6P r hawgs.e (regyemerpei consipes heleatonics,6 Xetwosk aBese 521
may provide s I . alel r evi ce
R B s R G
t he user. Wi lagy dbthabbme spedns & dsviossnanddhdlekel nt er nal to conputing platform
501, database 521 may be external to conputing platform501 with sone
enbodi nmen [ I 'falag Y, r I i 19 used
by the co[:%{lt i%ﬂpﬁﬁggk%{r m %)dl1 , meggié:l%re %ipﬁ%&%%r g(ﬁpﬁ— F%O?gltg%gﬁg% o("gltfﬁjgrneorftJ , may
i ncl ude conputtks coaxwting aletferni Hllt anddatsiassesiafed coinperskisnigcludisg RAM S03, RV t y
related to co nj i -1 i far ,~ SR

ervi ce (v oimatiiRRioR il o BmdHTRLS c iy pRitel s(Tia304,
Enbodi nent s ofindlindes iarvagety iof nomputeri raarlabild endder nGonpfutar oeqolatle medmadgbbecanyedi a.

Comput er - r eadabl. di i ncl ude any,avail abl e di a.t.hat, can .b
accessed by a IR PRUC SRACTEr B SOt B arER e HARB T o fie RS B8or i se
storage nedi a vehtile M0 RéhldlatiR3ABEGEMITHD, 14nd 280 Fémdvdble media. By way of

example, and not limitation, computer readable media may comprise a combination of

computer storage media and communication media.

[56] Computer storage media may include volatile and nonvolatile, removable and non-
removable media implemented in any method or technology for storage of information
such as computer readable instructions, data structures, program modules or other data.
Computer storage media may include, but is not limited to, random access memory
(RAM), read only memory (ROM), electronically erasable programmable read only
memory (EEPROM), flash memory or other memory technology, CD-ROM, digital
versatile disks (DVD) or other optical disk storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or any other medium that can
be used to store the desired information and that can be accessed by computing device
501.

[57] Communication media typically embodies computer readable instructions, data
structures, program modules or other data in a modulated data signal such as a carrier
wave or other transport mechanism and includes any information delivery media.
Modulated data signal is a signal that has one or more of its characteristics set or

changed in such a manner as to encode information in the signal. By way of example,



comuni cation nedia. Storage nedia include volatile and nonvol atil e,
renovabl e and non-renovabl e nedia i nplenented in any nethod or technol ogy
for storage of information such as conputer-readabl e instructions, object
code, data structures, program nodules, or other data. Comrunication nedi a
may i ncl udewenyiiiipd2er mat i on delivery nedi a and typical lpcrarshedgsgata in a
nodul at ed data signal such as a carrier wave or other transport nechanism
[ 64] Al though not required, one of ordimary skill in the art wll

appreci ate that various aspects described herein may be enbodi ed as a

nmet hod, a dat an@hQORsi&kios EXERBIFRA MESa RcROSPMERIMIRARPhL WREH MRvekor i ng
conput er - execut abl e instructions. For exanple, a conputer-readable nmedi um
storing i nstr ®Edirestvited cenpngstions i} wielessgnediasuple p§ PSSt RBdnsaredandnathsd i n
accordance w thAspgelis of the enbodi nents is contenpl ated. For exanple,
aspects of the nethod steps disclosed herein may be executed on a processor
on a conputing platform501. Such a processor may execute . )

conput er -[88kc LﬁIE‘BP@ 1794 $heWs /B 203 13y derlysls oxe Ob ISR B¢ Apriisations EPRsentiigh [ 65]

As under st 00d Y, ,10818n ith lsloBdl ih RAMGnidry 569G hHE BRomP@ine RYAOW dnhanlihe
Figures may be inplenented by one or nore of the conponents in Figures 2

and 5 and/ or ¢PHespordREORWAtHPPiGIEPRIdE-Hg SeftWrse taghkshnata Tupgnglet the sempytizg)
Figure 6 shom&mﬁ%gﬁggjagran1600, in which a custoner requests that an
account be unlocked as illustrated in Figures 3 and 4 and in accordance
with various aspects of the enbodinents. Fl ow di agram 600 depicts a
scenari o PHl wosrnuniqetiens reestuliotRreat inelyde snyintgsiase tosomprrsate 5iith owirelpss
user's cash qeren cOMRt 51 1Eam ay ) 40k g f the
user's conpan% apgggh%’ggﬁg istrato%éﬁﬁ%sggg pé%vgxsﬁéﬁﬁﬁﬁggg Féﬁﬁ%?%. The
unl ock requestcamieeertwers. be del i vered to the account administrator's nobile
device(s), which may be one of different types of nobile devices, e.g.,
devi ces 2@4r 2QQawIREmA0HE Rbl WA nfefidryt BB adiRR sw?fgect@??om&ﬁﬁﬁ s {g0bi I e
application on the adm nistrator's devi'‘ce to approve and unl ock the user's
accounts. [ 67]pracassph203f fooenaliing cemmitiop platorm 5§ tpupeatorms-vagoustfhections e.gnay
change in a s I S i r€ : r ol

Gi a0 am 600, Phatuecest 10D SEATE PR RONG RARR YT KB ARRE, kol A3,
Subsequent | y, nidysstaelmftwase netl by compaimgsplatiemifdér such apamdeperdting apyenové’,t he

unl ocki ng of the.accoun h. teMSar.. 4.1681 At .bl.ock
601 a cash nar?gélgﬁé% & 8%‘ g{n?éh% 21&% glg%sorcg%%%?a%?% St#'(a%(l:tarsnﬁtjr‘ﬁ@g’ng%néerr%rnatu osff/)st em
(whi ch i s i nclthdednputer exeuiablieriasturtingt dorecoagpubus plades Hlooesbe dfifodisi ishown
in Figure 1) to un}ocg theﬁxsqr'é.Hﬁpged fccount (corresponding to
screenshot s 30T 337 ALBRARAG RGN L) "The cash management system
routes the request through its workflow and identifies the admnistrators
needed t détippDmtabaiette ] nmly pokvidesstprestof atectpdnicéonGdLfor b 6@ppilip e useagha device
managenent' s wor kf l.ow t hen nds. an al ert reguest, i.n ich the appraopriate
R ni strat or B8 FRHSTRE PriERltRTgR fhiBmaion kP b s Hent] eecRec ATHIRT |

t he APl sends daabpses21 R3xhodaso bdhowemal no Eorgpitiag Dlatfoom BT, Fatibise s 1 2ikg bat

bl ock 604. HTTP Server 214 s s request 253 at..bl gck 605 to application
cerver 211, wAFERALSReBRts eon LR s FE BT Cont oxt _Server 15 at

bl ock 606. [70] Context Server 215 determ nes which devices the users

(i dentifi[e2] adwiditiostityabos 8) moey gpplicaiontiiegrareg 6ES tiscdrty the sbaputingeplafoemt
request throu t he pr opri ate channel at bl ock 607. For, different

Gou oo types. SPheoseaffE 8y 1R SRF ekt BBrpr G eoPPuss rsealatl «
certain devi casstrdéions ttheinpolshe syt fgctoasiity trilaeigb dmniiaicatidiaincliting| €ss

Gat eway 212 to a Network erations CEQg 21Q0. Wth other devices, 204, the
push may be s&RMRIE YRS PEIRESEVESL gdasg) B VOIORITIN ARG ENTET" FERRIHRN 207,

the push is sepglicdiiggCct|y to device 207 through the wirel ess network and
processed by client conponent 257.

[63] Embodiments of the invention may include forms of computer-readable media.
Computer-readable media may include any available media that can be accessed by a

computing platform 501. Computer-readable media may comprise storage media and



[71] Figure 7 shows a continuation of flow diagram 600 shown in accordance
with various aspects of the enbodi nents. Context Server 215 sends an alert
at block 701 to the nobile device of the adm nistrator (corresponding to
screenshot 401 as shown in Figure 4) with an option to approve the unl ock
request. Atwbl2onk232@2 the admi nistrator can chose to amuTauseotjesssaunl ock
(corresponding to screenshot 403). The cash managenent nobil e application
generates a sel ectable display so that 18he adm nistrator can performthe
necessary actions to unlock the selected account. [72] Figure 8 shows flow
di agram 800 i reomfivaitaiordaeda.l SRfhge hiddkancl(ddlaBelind Wanblstilk OreRuUedbleddhdal ert
and correspondi ng docunent to a_ custaoner in accordance wth various aspects
of the enbodi MERTEMOVEPEWIEHA gmpRneRaErdntly appe grethoda ok desaplpey iffr WRTagh & bank
| oan of ficer vgtsatiol Ri4ANasdBorAhRELreRAbleC REHRIBAN NGt AB8MIMBRY strfictfres,
custonmer for the custoner's review. The alert and docunent content are

del i vered to tIHREEDSMSHISE: & othe daghCramupigptéan @ydia Wy dpclydeyanydn@reation
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e.g., on the first _business day of each nonth
(e.g request. The unlock request%/leeds to g

e delivered tg the account administrator’s mobile
device(s), which may be one of different types of mobile devices, e.g., devices 204-209.
The administrator can then use the cash management mobile application on the

administrator’s device to approve and unlock the user’s accounts.

[67] In the flow diagrams shown in Figures 6-12, the user may change in a scenario as the
scenario progresses. For example, in flow diagram 600, the user initially corresponds to
the cash management user. Subsequently, the administrator becomes the user in order to

approve the unlocking of the account for the cash management user.



16 [78] At each desired tinme, ECM system fetches the request account
statenent for the user at block 903. The ECM systemthen issues request 251.
with an alert type, user identification, and account statenent via an API
request, which is directed via HITP server 214. HTTP server 214 sends
request 253 at block 904 to applicatiopyserver 211, which consequently
sends the request to Context Server 215 at bl ock 905. [79] Context Server
215 det n I he
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channel s at (b&lmiiqs %lﬁudeﬂan tiehi 1hﬁ&ftﬁmturdes/bmasypﬁ&esstﬂme ak ahipvess in Bigdrecions ent
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to devi ce 2Qdentifes tlyhadinkieistuatos mdemtapprdveahﬂjurﬂoquwdaﬂhlodd 602nt
conponent 257. The pushes are typlcally sent securely and are | ogged. [80]
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bl ock 103 tRgw@bd shodksiaddbnfigtiatidh oflflow Mhgdin GO0 SBEINE M hocoS®MES withevarigas est
to Context Server 215 at_ bl ock 1104.
aspects of the embodiments. Context Server 215 sends an alert at block 701 to the

mobile device of the administrator (corresponding to screenshot 401 as shown in Figure
4) with an option to approve the unlock request. At block 702 the administrator can
chose to approve the unlock (corresponding to screenshot 403). The cash management
mobile application generates a selectable display so that the administrator can perform

the necessary actions to unlock the selected account.

[72] Figure 8 shows flow diagram 800 in which a bank loan officer (the user) wants to push
an alert and corresponding document to a customer in accordance with various aspects
of the embodiments. Flow diagram 800 may depict a scenario in which a bank loan
officer wants to push an alert and corresponding document to a customer for the

customer’s review. The alert and document content are delivered to the customer’s



[ 83] Context Server 215 determ nes which devices the user has fromthe
request and pushes the | ocation request to each device through the
appropriate wirel ess channels at block 1105. For different device types,

t he request and content may be directed differently. For exanple, with
certain devices 205, the push may be s&nt through an External Wreless
Gateway 212 to a Network Operations Center 210. Wth other devices 204, the
push may be @6bile ddViYhwhicWhS} BS Sn&Bf 8ifkeYent tpes I b bR AlebREs, 361 ik 7.
the push is sent drrectiy to device 207 through the wirel ess network and
processed by2®2@ht conponent 257. The pushes are typically sent securely
and are | ogged. [ 84] At bl ock 1106, the |ocation request push is recei ved
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context cl i exndcibapruesitto ContextSerestalltabblosk®pdt i ng pl at f orm 501 as
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nmessage 145blekeg06a comruni cati on channel wi thout interacting with system
200, and consequently w thout nmessage 1451 being transported via gateway
211 or [%L]Z.

Figure 9 shows flow diagram 900 in which a customer registers to have alerts and
periodic account statements push to the customer’s communication device in
accordance with various aspects of the embodiments. Flow diagram 900 may depict a
scenario in which a bank customer registers to have alerts and periodic account
statements pushed to the customer’s device(s). The alert and account content are
delivered to the customer’s mobile device(s), which may be one of different types of

mobile devices, e.g., devices 204-209.

[77] At block 901, a customer (user) registers with the enterprise content management
(ECM) system (which may support business process 101 as shown in Figure 1) to have
account statements pushed to the customer’s device at a desired frequency (e.g., every
month). The ECM system schedules itself at block 902 to send request 251 to Context

Server 215 at the desired times (e.g., on the first business day of each month).



[ 90] Request 1452 (which may correspond to request 251 as shown in Figure
2) is then sent frominfrastructure 1401 to wirel ess system 200 with a user
identification and query information that are contained in query nessage
1451. Wreless system 200 (e.g., context server 215 as shown in Figure 2)
accesses customer profile information ; determ ne the device type of
termnal 1402 and the query treatnment for the custoner. For exanple, the

t il e informati ' h t - t d
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nmessages 1452 and 1453 may be associated with different termnals (i.e.,

the custonmer generates the query request and recejives the query response on

di f f er di®l t dronterd|Seyver 23 fetppmings phiphrdevices Siegiger Bssframtbormayesh andgushes

invitation , ! :

it or mat  on e S repfi anf Sk kot SeIBK AR T SpbRhinf Wk 98] Befels a
term nal 14QGocki YR6UTFor niifféreny detiee cypésonae requespraminedads iy eted Iditested h

t he bank reppgsentative. Th eneral .infaormatjon nmay be based on specific
i nf ormati on ‘é&?@ﬁé&t W{’W‘F% gﬁ“ﬂi ﬁ%ﬂal‘lg@?,"ess . the p%;ﬂbn{agfbﬁ af thyonghear i on
so that the mligsgs m&msoeaﬂa@ag ﬁrzafbc IQ NERIRVO Oﬁ’tions.\/@enter 210. With other
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profile, the, cust may. i.ndi cat.e ther. b epresentatjve shoul d set
up a connectqeéﬂwet%ggﬁ%et%%hrls Sen; 4‘@"@23" I(ﬁngﬁ? %ﬁ% t%r@ggh ?hecwérpieg%gngg ia
tel ephone cgirbdessedSby BHEMRAd0REhORENH DY]. UBHld PishEE AROTDRoalld Int URFMag Cire
provi des invitation response 1455 to infrastructuré 1401, and the bank

repr esent at iloggeday then initiate non-gateway connection 1456 to term nal
1403 without further interaction with system 200. Alternatively, the

custo may. far LNt negtion . N ct.informatio
or ovi agi0l 1 EYE | Bishbils 4 fedtehlafof (ORI o0 i Soch BT bith aBi Pt car
t he cust omerof thedhbddigeiite. ASbls¢loVe1fthewsedi(@gtonidrilBAlricdand iSdi&sadab aied
with Figure 14 in which a custonmer generates a %erg i_n accordance with
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various aspdbe @cequn aterens dpinehe custemens odeviaes @rieasntat feopots barse o
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repository 2atdoumsstatement via tikd QouitentPandlsr APLessed at bl ock 1503 to determ ne
whet her the custoner should be invited to interact directly with a bank

repres ative as determ_.ned . at blaq 1504,.]f so, the custoner is provided
i nfor rrighon Figiae  Ln shyrss flowe dipgrany lj_bovéél Whﬁ & pAngger Wﬁ?tér‘i?an&‘?t@ﬁ“& the ock
1505 so thatoddiens bt MEBMakdders OABAAERLR Mcbiiah&e VAR KafiGh G§RREsAbT e

Al so, as previously discussed, system 200 directs the invitation nessage

t hr ough t he esthodomnits tFéove dimgram ¢ 400 depicth asoenariv yip svhichsebardrmanagedteanits ¢

type. If system 200 d?te.n‘in that the custoner. should not be invited at
bl ock 1504, SERERTS R Tosafieh T e matagst T aroriiea AleT i CTREESR% FYet doteesn ¢ o
the cust omelevadualib®©F ahS6ifice [bUHInG] TUE SahR HAAPET Ases Vs WEeH fr:lérQWlefW sémabi |l e

content nmanagenment in accordance wWith various aspects of the enbodi nents.
W th traditilegatipn ssavesirte the mebile dewieessof{the gssociatns| viy exstenn 200.sBlescasaeciatys ar e

often faced t | | enqe, of caontinual | ing up to date on
required tré&mﬂr%é'% Hgf?e%%c O%B%dlgylggs,’ %ﬁéﬂ%%?"%?% cal | earning
opportunities while being asked to spend nost of their tinme on the road.
[95] Pi82]r tAa blekvil0g, thedanifihg amanigdr fuder)psiibinite Adbcatipa réfRst fof tHesnafapers have
to search nmany docunents all housed in different places throughout Internal

and ext er naPSgisfesfrouga i Cenissb Redueshmage Hahdy displayed ont hei managgpanyets
net wor ks Whighsof ridieeveP ahiQih&fs Eﬁmhﬁ%ﬁgéqg@{aﬁglninﬁt?ﬁﬁrgta Iteau&'% 'tlﬂ%hélg out

critical docunents prior to | eaving the
another type of device, including devices 204-209. The request may include a list of

users (associates) as well as user information. Consequently, a application executing on



WO 2011/ 123243PCT/ US2011/ 028594 20 busi ness. This approach often creates a
conflict with efforts to reduce paper consunption. Hours of preparation and
printing nmay be expended for each sales call in order to identify and find
the right docunments to support deals, |earn about industries, and keep up
wi th product information. Also there niky be a need to keep all the
docunents in hard copy formso the enpl oyee does not have to rely on
finding W - Rhe Sivepabisdi®inifl&e s $8juest H5E af BIRRMYI0D ith & mhﬁoﬁa\/aéﬁ%q joese
activities may not add value in a sales person's day and consequently

decr ease conidemificationtuefi the iasspciafedaind \WaragemviasipeAR] whudsh evidol cddinetddsyia a

FTing. syst T 1B PR A3k TP S cfla, Bods B FRLE, Bhrld 10808 aboigton®
critical docyprnDs] WiitiEcorde@ueiBY séifls SRV ichRIR ContkiidRewt 2P higlobiet Ry ed to

a |laptop computer. Consequently, a new tool is provided for corporations or
ot her organi zations that provides value that traditional systens do not.

The confiPhatFeHeESeaverghy deterraings mitichedavicss the wper hageljprn dhe Bguest gnd pughsadi ng

to devi 5 . . (S . s
(corpor ate. one sRlE 0l 6, Bedtle Wrblltfihel SbRAAL G HARIT AT BEER,
2) for adm nil¥beFondifferent daviag eypes} thefrequest amhtaméntanayabel diteered iffdrediBes

not currently exist with traditional systens. Even thourgh cor porate
enpl oyees ty%lrce&ﬂawl%a‘(‘? tcﬁﬁi‘ll}g‘tﬂvé"eﬁ r dfs PBsh Y brosed thegquel anc Bxisenaht e

entity 1602 Wﬁ¥le§§@9t‘sé€vg¥§2%ﬁ§?m%&ﬁk Patdo ?c@g@}%wmo vfiéeg%mﬁ%

of fice on sal es cal r business-related activities. For exanp
necessary orpush imayds sedbthnomght 5 Wirslesk €igpevedyeil 1t. OVithn asotiradesge 20d ethieqrish

automatically b nager or r individual associated with .
or gani zat i on‘.X SF’é?j%r%ﬁ?’ ﬁga‘{?"%pﬁjtq _ ‘Pu&%hglee% FSaghverk %%(gm%e%ﬁa%y client
user - f ri endlgsnipahbdt@sdemcushéte t@i&ﬁgllseﬁtts%auw,aha%réﬁl%ggédr. of rempte users

(empl oyees) (e.g., a global sales forcé, technicCians, a epair
personnelf. Devi ce 1601 | everages the e-ink technology so that an e-ink

reader [8#] ovst hlogkekl060 the davgtion reqiegle pustu iy eeegived candeprosesaed Hyuthebdiang
"tethered" t ko Pevice 160 | lows f.or both user-initiated
downl oads fr°§’r¥%%8§§‘g%$§'?é9Sﬂtef‘%}ygefé‘ifz"]f(t@%?‘?%%%%ﬁ&fsﬁ’&l S pull of corporate

data 1651) as well as corporate pushes by corporate entity 1602
( cor r edgSindiRigurt A2 ghicks @ tormtimipismbdRilchadinglfm 2] 00 shonda acéRda1es With ddidus an
enpl oyee is equi pped with all the necessary information for the enpl oyee's

j ob when t héypestseolihs ymbpdimantis Adtlockel 20y qontexh cligns sempenrent Ra4-279 @ai st s,

D D . t eTPeReN S
web prat for eTpS" (R aRdReh BEPeRRsTpEhATRy BAAR 106N Eng s L BRICHH e
1601. WD 20ddnag@3did IRETXUS2ALE /038R thd Bhticepricessog APS. Fhatiatagr is

syst em 200 i.ncl ude corporate _entity 1602. According tq an aspect of the
embodi rrentsgﬁ%’oqlffé‘?da‘f”éh&thg‘ie\}‘oﬁé’éﬁa%g%ﬁséﬁﬂﬁ? %“cﬁﬁ‘gﬂﬁénts to device
1601 when a previously-pulled document has been revised. For exanple, _
documenge) Maygde 1BYRASSNGR diERAha 306 YorcLcl AP dohpsRd: M-Wﬁta%c&ﬂ%de%‘iﬁ?t I on
information (e.g., time of updating or frequency of updating docunents).
[99] Wt h arvareyseaspeass of the emabbdighants Wéith saherobatiments, domtext pliand tedporent

di splay tex screen of devi 16 in a way, that ig easily readable,
even in sun?’.%%?.@ eégﬁpgegd:gwpﬁgwBgl%?%%ahﬁ/p’%ﬁv}ob‘é}yégﬁ?gﬁﬁ?érs to store |large
vol unes of text in the form of books, magazi nes and newspapers. Device 1601
my suggmrt Al i6éksors(d - I3BR alsersCrep RS 'witld ConteRE SEARE 015 K diddbProvide Theri C
t he appearance of ordinary ink on paper. Unlike a flat panel display, which
uses a backIdeyise tyrssiof |cach Her's davicep Hesjeyer, spgisirations &ypirabla roceymatediffesent
reflects |ight..l] i i s capabl e of holding text and
i mages i nde?’%ﬁst‘){é f/iu\g\nért egﬁ%yag%\jﬁaﬁﬁg ‘ect"lefty, while allow ng the inmage
to be changed later.

[88] When a user (e.g, a manager) requests a location request at block 1303, device

locations of selected users (e.g., associates) are fetched at block 1304, and the location

information is provided to the requesting user at block 1305.



[ 100] Pushing content fromcorporate entity 1602 to device 1601 may offer a
nunber of capabilities for a business user as well as reduce paper
consunption. For exanple, an associate may quickly and easily obtain and
store product updates and industry docunentation. Managers nmay al so ensure
t hat associwbesiihiaize3 necessary updated i nformation i n aCTASI@N028594 Y

real -time environnment by initiating a push for the selected information to
sel ected renote users. Consequently, ag8ociates can review draft docunents
and make notes for changes, quickly and easily access and store a multitude
of newspajser s Fgde 10dUSHY ¥ sysega WRSh adstoR6CEmSratd i duerydia\icedakie® Withl t hout
a W-Fi hot spot.. Moreover, renote technicians can access vol unes of

i nstructi onal AEPRFASRECIS of Bhq coRRoiments A bk wRstomeryRias # AR FUMesrihPank

cont ent managepRRtruétireAA0PREGRRAeMitd 1400 h@dﬁa?&{%@&tqﬁesﬁﬁn (e, rRekggihpants.
Corporate entity 1702 and device 1701 are sim |ar to corporate entity 1602
and devi ce 160TanchAd docatiane ghipyahya ek atseneeneall or By &t Jugspreimeetiraygh sacurity
| ayer conponenohhly D j bodi G .

exanple, with Egye%g%%%lﬁpm@h{g%&&égggdﬁn%@ mﬁ%@‘%ﬁﬁ VET ?%?Se%@%gé{t:&gan&ser
has per ni ssi onnfiastru¢ieresld0bcBand igbastmemtes]40d eayatnclud¢ diffeeant benkingasyistenshe

< pushed o pil Fag PTG SFAEPEER 20D i AR RO LR RS sl T

cont ent managdhsm¢ 2 n Vite sedareododintehtsy deiko igrasteypent J407 mdyerceeiboduergnt s.
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WO 2011/ 123243PCT/ US2011/ 028594 23 docunents with significant anounts of
text and thus, a corporate systemnmay automatically select to transmt the
newspaper or other docunent to the e-ink reader rather than, for exanple, a
smart phone device. Alternatively or additionally, the user may sel ect the
devi ce to rwoenua2iae subscri bed information. Further, rdr@sahaziide upon
whi ch information is updated or pushed to the user's device may be defined
by the user or may be automatically deflbned based on when the information

i s updated or sonme other schedule. [106] Aspects of the enbodi nents have
been descprpedf it duetbfier ©finvided ts tdndtinietedibey Mithtashahk espedéntatNeMscdwn ot her
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t hrough a wor kfifoowation grovidedge rifvatrinamd! 458 raherithan Inygigribs bankrépreshiatiod catle,
wherein the fitﬁg%us equest requests that an account of the custoner be

unl ocked and includes a first administrator identification and pushed

content that conprises custonmer information identifying the account;
[93] Figure 15 shows flow diagram 1500 that is associated with Figure 14 in which a

customer generates a query in accordance with various aspects of the embodiments. At
block 1501, terminal 1402 sends a general request to infrastructure 1401, which then
sends request 1452 to system 200 at block 1502. The customer profile (e.g., stored at
data repository 217 as shown in Figure 2) is accessed at block 1503 to determine
whether the customer should be invited to interact directly with a bank representative as
determined at block 1504. If so, the customer is provided information that answers the
query as well as contact information at block 1505 so that the customer can
communicate with the bank representative. Also, as previously discussed, system 200
directs the invitation message through the appropriate communication channel type
based on the device type. If system 200 determines that the customer should not be
invited at block 1504, then only general information related to the query is sent to the

customer at block 1506.

[94] Figure 16 shows a system flow for mobile content management in accordance with
various aspects of the embodiments. With traditional systems, remote users (e.g.,
employees or associates) are often faced with the challenge of continually staying up to
date on required training, product updates, and other critical learning opportunities

while being asked to spend most of their time on the road.

[95] Prior to leaving the office with traditional systems, users often have to search many
documents all housed in different places throughout internal and external systems.
Remote users cannot always access their company’s networks while on the road so the

remote users often resort to printing out critical documents prior to leaving the place of
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[97]

signals for accessing the company’s internal systems. These activities may not add

value in a sales person’s day and consequently decrease company productivity.

With an aspect of the embodiments, a consumer-focused product is migrated into an
integrated corporate mobile filing system, allowing sales associates to have real-time
access to critical documents while in a mobile environment, without being tethered to a
laptop computer. Consequently, a new tool is provided for corporations or other
organizations that provides value that traditional systems do not. The combination of a
mobile reading device (e.g., device 1601 corresponding to device 209 as shown in
Figure 2) with an integrated internal system (corporate entity 1602 and corresponding to
system 200 as shown in Figure 2) for administering the management of the content on a
device that does not currently exist with traditional systems. Even though corporate
employees typically have to juggle hundreds of documents daily, corporate entity 1602
may support an employee when the employee is away from the office on sales calls or
other business-related activities. For example, necessary or critical documents may be
pushed to an employee’s device automatically by a manager or other individual

associated with an organization.

With an aspect of the embodiments, secure and user-friendly mobile device 1601 is
dedicated to the needs of remote users (employees) (e.g., a global sales force,
technicians, and repair personnel). Device 1601 leverages the e-ink technology so that
an e-ink reader allows a user to access, manage and read documents without being
“tethered” to a computer. Device 1601 allows for both user-initiated downloads from
corporate entity 1602 (corresponding to pull of corporate data 1651) as well as
corporate pushes by corporate entity 1602 (corresponding to push of corporate data
1652) in order to ensure that an employee is equipped with all the necessary information
for the employee’s job when they are away from the office. With an aspect of the
embodiments, device 1601, which may function as a stand-alone device, is integrated

with web platform 1602 that administers all pushes of information to device 1601.



25 2. The method of claim11, further conprising: mappi ng the first
adm nistrator identification to an additional nobile device type, wherein
the additional nobile device type is different fromthe first nobile device

type; and additionally directing the request to an additional nobile
devi ce of twe 2biirigs4mdm ni strator based on the additi onadr/usbilhmsssevi ce
type. 3. The nethod of claim1, further conprising: obt ai ni ng the

first nobile device type froma device2regi stration when the nobil e device
registers. 4. The method of claim1l, wherein the directing is through a

Wi rel ess g8} eviefertih@to BgRB QY bystdnh 200 infiys Inc B bdrPordR@WinEE 169PEA ORI Eloin
different wirel ess t eways, support different nobile device types. 5.
met hod of cl aidWeEt Ol eMbPdiments cqmote ey itQadnay pHsh updaed dapdatst to
indi cative of ®Rvic€6estwHieiP£ previously-pulled document has been revised. For example,

documents may be pushed to mobile device 1601 based on update configuration

The

information (e.g., time of updating or frequency of updating documents).

[99] With an aspect of the embodiments, technology is incorporated to display text on a
screen of device 1601 in a way that is easily readable, even in sunlight. E-reader device
1601 may allow consumers to store large volumes of text in the form of books,
magazines and newspapers. Device 1601 may support electronic paper, e-paper, or
electronic ink display to mimic the appearance of ordinary ink on paper. Unlike a flat
panel display, which uses a backlight to illuminate its pixels, electronic paper typically
reflects light like ordinary paper and is capable of holding text and images indefinitely

without drawing electricity, while allowing the image to be changed later.

{100] Pushing content from corporate entity 1602 to device 1601 may offer a number of
capabilities for a business user as well as reduce paper consumption. For example, an
associate may quickly and easily obtain and store product updates and industry
documentation. Managers may also ensure that associates have necessary updated
information in an essentially real-time environment by initiating a push for the selected
information to selected remote users. Consequently, associates can review draft
documents and make notes for changes, quickly and easily access and store a multitude
of newspapers and industry magazines, and access mobile device 1601 without a Wi-Fi

hot spot. Moreover, remote technicians can access volumes of instructional manuals.

[101] Figure 17 shows a system flow for mobile content management in accordance with
various aspects of the embodiments. Corporate entity 1702 and device 1701 are similar
to corporate entity 1602 and device 1601; however, security management is also
supported by security layer component 1703 in conjunction with corporate entity 1702.
For example, with some embodiments, security management verifies that a user has
permission to the selected documents, the actual user is really the identified user, and

the content is sufficiently encrypted when the content is pushed or pulled.

[102] Figure 18 shows flow diagram 1800 for mobile content management in accordance with

various aspects of the embodiments. Process 1800 may begin when an associate is ready
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[105]

the mobile content manager of device 1601, e.g., client component 259 as shown in
Figure 2. The requested documents may be quickly downloaded (pull) to the mobile
device 1601 and may be available for reading. The selected document may be
subsequently pushed when the document has been updated. For example, the document
may be updated on a daily basis or may be updated at a given time. Also, with some
embodiments, another user (e.g., a manager) may request that a selected document be
pushed to the remote user (e.g., an associate) at a selected time to keep the remote user

updated with current information.

Referring to Figure 18, configuration information is received by corporate entity 1602
from device 1601 for pulling and/or pushing content at block 1801. For example, the
user may enter selected documents through a document menu (not explicitly shown). In
addition, the user may enter information for updating the content, where the content is
pushed by corporate entity 1602 at block 1802. Alternatively, with some embodiments,
the configuration information may be automatically entered by client component 259 so

that the user is not burdened to enter the information.

The selected documents (content) are then pushed to device 1601 at block 1803. Process
1800 subsequently determines whether the selected documents should be updated at
block 1804. If so, the documents are pushed at block 1805. Referring to Figure 2, for
example, the updated documents may be pushed from Context Server 215 via a wireless

carrier network (tier 203) to e-reader device 209.

According to an additional or alternative aspect, e-ink reader users may elect to
subscribe to information feeds such as information streams, newspapers and other
documents that are periodically or aperiodically updated. The subscriptions may be
processed by a document provider such that when an update occurs or new information
is available, the data may be automatically pushed to a user’s e-ink reader. In one or
more arrangements, the information may be provided to a user’s e-ink reader rather than
other devices associated with the user based on the nature of the information and the

readability of documents on e-ink readers. For example, newspapers or other



instructions that, when executed, cause a processor to perform

receiving a first request on behalf of a custonmer from a business
infrastructure, wherein the first request requests that an account of the
custonmer be unl ocked and includes a first adm nistrator identification and
pushed contwot2otiias24xonpri ses custoner information i dertdriyszng/etdass account ;
mapping the first admnistrator identification to a first nobile device
type froma plurality of nobile device28ypes, wherein different nobile

devi ce types support different formats; formatting the pushed content to a
format conpat idobgménds tWith KighiSicariDithbtsd0YiteR EiP@ius, a corpétateesicRO ndayf i I St
alert nmessage to the first admnistrator with the custonmer information to a
mobi | e devi ce Afomafieally; s tt&d?ﬁnﬁ‘iﬂgtt{‘ea??i’i‘s%ﬁé OF o 4oyERt oot &bk E3dert he

first nobile demicCBad, ¥Csxample, a shEFFHIAS W¥Acd OAlidiRativelydr dngbRSHy,; thdikget i ng
a first response fromthe nobile device to the businéss infrasftructure,

wher ei n the r d8PonKiset thedevirgite scrive thesabssebediipformativak Fumeerdbe saladule wned when
the first respaRSLinfrmhii6 FhdatR Phudtil RFHE D& REviBCH: fi
determning a secogd nobi Ilea%ealvi cefp?ype of a éecqr%d ag#n%?estn%%%hefursgmthe
plurality of robdyebedansoraaticalspdefined based dnowhent the ngfornhpsiop us pditatiorrtsente to a
second format GoIPaLikle W th the second nobile device type;

[106] Aspects of the embodiments have been described in terms of illustrative embodiments
thereof. Numerous other embodiments, modifications and variations within the scope
and spirit of the appended claims will occur to persons of ordinary skill in the art from a
review of this disclosure. For example, one of ordinary skill in the art will appreciate
that the steps illustrated in the illustrative figures may be performed in other than the
recited order, and that one or more steps illustrated may be optional in accordance with
aspects of the embodiments. They may determine that the requirements should be
applied to third party service providers (e.g., those that maintain records on behalf of

the company).



27 when a second response fromthe second adm nistrator is indicative
of unl ocking the account, conpleting the unlocking the account through the
wor kflow. 10. The conputer-readable nmediumof claim9, that, when executed,
further cause a processor to perform mappi ng the first adm nistrator
i dentification to an additional nobile evice type, wherein the additional
nobi | e device type is different fromthe nobile device type; and .

addi ti ongklchigli recting the first request to an additional nobile device of
the first adm nistrator based on the additional nobile device type. 11. The
conput er -readabl e medi um of claim9, that, when executed, further cause a
processdr t o 4peemputar-assisted methab¢ampriping: second request t hrough the
wor kf | ow, wherein the second request conprises pushed docunment content for

a user; i the user to a usgr nobile devj ype froma

i ural |ty of iR B b GutifHs sy Steln et B RiterCon hehsif of bECusiormezchiopgen

suppor t wiirkflew ehdt i§ perforined through a business infrastructure, wherein the first request requests
that an account of the customer be unlocked and includes a first administrator identification and

pushed content that comprises customer information identifying the account;

mapping, by the computer system, the first administrator identification to a first mobile
device type from a plurality of mobile device types, wherein different mobile device types

support different formats;
formatting the pushed content to a format compatible to the first mobile device type;

directing, by the computer system, a first alert message to the first administrator with
the customer information through a mobile communication channel type to a mobile device of

the first administrator based on the mobile device type;

obtaining, by the computer system, a first response from the mobile device that is
responsive to the first alert message, wherein the first response is indicative whether to unlock

the account;
directing the first response to the workflow; and
when the first response is indicative of unlocking the account,

determining a second mobile device type of a second administrator from the

plurality of mobile device types;

formatting the pushed content to a second format compatible with the second

mobile device type;

directing a second alert message to the second administrator whether to unlock

the account; and

when a second response from the second administrator is indicative of

unlocking the account, completing the unlocking the account through the workflow.



formatting the pushed docunent content to a format conpatible to the user
nobi | e device type; and directing the formatted pushed docunent
content through a nobile communi cation channel type to a user nobile
device. 12. The conputer-readabl e medi umof claim 11, that, when executed,
further cause a processor to perform 25 pushi ng the pushed docunent .
content to the nobile device based on a desired frequency. 13. The
conput er -r eadabl e medi um of claim 11, that, when executed, further cause a
processor to perform pushing the pushed docunent content to the nobile

device 3 & d5a48hd b Raim P hulle AuBRBRA U5 cOTP 11 0

mapping the first administrator identification to an additional mobile device type,

wherein the additional mobile device type is different from the first mobile device type; and

additionally directing the request to an additional mobile device of the first

administrator based on the additional mobile device type.
3. The method of claim 1, further comprising:

obtaining the first mobile device type from a device registration when the mobile device

registers.

4. The method of claim 1, wherein the directing is through a wireless gateway that
supports the first mobile device type, wherein different wireless gateways support different

mobile device types.

5. The method of claim 1, wherein the request comprises a message component indicative

of a request type.
6. The method of claim 1 further comprising:

receiving a second request through the workflow, wherein the second request comprises

pushed document content for a user;

mapping the user to a user mobile device type from a plurality of mobile device types,

wherein different mobile device types support different formats;

formatting the pushed document content to a format compatible to the user mobile

device type; and

directing the formatted pushed document content through a mobile communication

channel type to a user mobile device of the user.

7. The method of claim 6, the method further comprising:



at | east one nenory; and at | east one processor coupled to the at

| east one nenory and configured to perform based on instructions stored in
the at | east one nenory: receiving a request on behalf of a custoner

generated from a business infrastructure, wherein the request requests that
an account of the custoner be unlocked %hd includes a first adninistrator

I dentification and pushed content that conprises custoner information

i denti fying tm’éhléédg% pushedegasumgnt penténtrtgtthe gnérningbileadevicd Hesetli dni e aleiond t 0
a first ?Q@%%%,device type froma plurality of nobile device types, wherein
differen I“l'e device types support different formats; formatting the
pushed content to a format conpatible to the first nobile device type;

directiy a fTheshethbdofl claimssalyemithot Fartiier compasiag:ni strator with the
custoner information to a nobile device of the first adm nistrator based on
the first nobile device type; obtaining a first response fromthe

mobi | e devi cdUSHEE ﬁfeé"‘?’é%%gﬁmgt Gogtenk o the pser mobiledeyige akadesirahtimgi n t he
first response is indicative whether to unlock the account; directing the

first response héh-krdiRitbyS icBﬁx%ﬁtef—'ﬂéaHﬁ@lEr $61a9E Emeditth WiSihe! ngg{nre?-&aécﬁégf%lnse
i's indicative. of unlocking the account, getern1n|§b a second nobile
devi ce tiggimictionsgthafewberniexedntied) etisex procéssartotpegfophur al i ty of nobil e device

t ypes;
receiving a first request on behalf of a customer from a business infrastructure, wherein

the first request requests that an account of the customer be unlocked and includes a first
administrator identification and pushed content that comprises customer information

identifying the account;

mapping the first administrator identification to a first mobile device type from a
plurality of mobile device types, wherein different mobile device types support different

formats;
formatting the pushed content to a format compatible to the first mobile device type;

directing a first alert message to the first administrator with the customer information to

a mobile device of the first administrator based on a user context and the first mobile device

type;

responsive to the first request, directing a first response from the mobile device to the

business infrastructure, wherein the response is indicative whether to unlock the account; and
when the first response is indicative of unlocking the account,

determining a second mobile device type of a second administrator from the

plurality of mobile device types;

formatting the pushed content to a second format compatible with the second

mobile device type;

directing a second alert message to the second administrator whether to unlock

the account; and



formatting the pushed content to a second format conpatible with the second
nobi | e device type; directing a second alert nmessage to the second
adm ni strator whether to unlock the account; and 29 15. The apparatus of
claim14, wherein the at | east one procgssor is further configured to
perform mappi ng the first admnistrator identification to an _
addi tional nobile device type, wherein the additional nobile device type is
di fferent from theVhsny 8t saepnd |Tesneass deome ytbe: seqend administerdort iorinditative of

a1 onal o Taape heofil, BAbE AP e PRSkind AR Fncunfeh 85 weiklrs: n 't ho

at | east one processor is further configured to perform obt ai ni ng
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i nformation inclqus the first nobile device type.
processor to perform: .

mapping the first administrator identification to an additional mobile device type,

wherein the additional mobile device type is different from the mobile device type; and

additionally directing the first request to an additional mobile device of the first

administrator based on the additional mobile device type.

11. The computer-readable medium of claim 9, that, when executed, further cause a

processor to perform:

receiving a second request through the workflow, wherein the second request comprises

pushed document content for a user;

mapping the user to a user mobile device type from a plurality of mobile device types,

wherein different mobile device types support different formats;

formatting the pushed document content to a format compatible to the user mobile

device type; and

directing the formatted pushed document content through a mobile communication

channel type to a user mobile device.

12. The computer-readable medium of claim 11, that, when executed, further cause a

processor to perform:

pushing the pushed document content to the mobile device based on a desired

frequency.

13. The computer-readable medium of claim 11, that, when executed, further cause a

processor to perform:

pushing the pushed document content to the mobile device at a desired time.
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14.  An apparatus comprising:

at least one memory; and

at least one processor coupled to the at least one memory and configured to perform,

based on instructions stored in the at least one memory:

receiving a request on behalf of a customer generated from a business infrastructure,
wherein the request requests that an account of the customer be unlocked and includes a first
administrator identification and pushed content that comprises customer information

identifying the account;

mapping the first administrator identification to a first mobile device type from a
plurality of mobile device types, wherein different mobile device types support different

formats;
formatting the pushed content to a format compatible to the first mobile device type;

directing a first alert message to the first administrator with the customer information to

a mobile device of the first administrator based on the first mobile device type;

obtaining a first response from the mobile device that is responsive to the first alert

message, wherein the first response is indicative whether to unlock the account;
directing the first response to the business infrastructure; and
when the first response is indicative of unlocking the account,

determining a second mobile device type of a second administrator from the

plurality of mobile device types;

formatting the pushed content to a second format compatible with the second

mobile device type;

directing a second alert message to the second administrator whether to unlock

the account; and

when a second response from the second administrator is indicative of

unlocking the account, completing the unlocking the account through the workflow.
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15.  The apparatus of claim 14, wherein the at least one processor is further configured to

perform:
mapping the first administrator identification to an additional mobile device type,

wherein the additional mobile device type is different from the first mobile device type; and
additionally directing the request to an additional mobile device of a user based on the

additional mobile device type.

16.  The apparatus of claim 14, wherein the at least one processor is further configured to

perform:
obtaining registration information from the mobile device, wherein the registration

information includes the first mobile device type.



