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devi ces, each wishing to connect wirelessly in an unpl anned ad-hoc nanner
to sevemsl Pateut ceFnhTvughetliosas gi wereXkay. netioalitrat sspeibey @akefers to a

user 25 tB&yﬁdlﬁﬁéiMe@Wé}gsmmﬁé fco@Bﬂe;”tg f ﬁ\Mﬁr?iec 2E Q01 al m L ki r:?dl 0.
nmodul e fp %Qqng %agé on to %not her. Because 0 ersona corrputer S
mul ti fonCtianar char ZEEFag degices E’E‘}%?E‘él‘??a?:’cﬁé’f =pitFi®genrd pr ogr ans

that exERSFIJEnAdeRsaRes n¥eRFagers dicf bertaansmipmed caill ons eandyhedi 685 ON
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sati sf a@??ﬁaﬁlﬁ%rsmﬁﬁ%e -enEegpmplid e3Sompunttiag tdevi et iesrespaiksieMiet her any of
the previously-described art can be used by a network adm nistrator to
limt access to a network. 1. Devices could be permanently paired with one
anot her by t he AMBNDESD SHEETbut this is inflexible and prevents a device
from haw ng 40 nul tiple cotmuni cation partners. . 18 D E C 2003 WO
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2. Devices coul'd have long.-termpairing relationships with specific other

. 08v0&-8001f or exanple by entering a common PIN at both devicges,. from WERBIOH 940
key could be created for storage and reuse, or a fresh key ﬁ@ﬁ@%@ﬁ for
each communi cation session. Besides the drawbacks previously listed, Yhis
policy d meet the needs of a PC tg have differ level s, of security
for di ffce)fszlr?tgeézagmmni cation partners and‘gé i ndeed, forﬁét}lt prger'erztAuQuS% 2081
transactions with the sane partner. 10 3. The adm nistrator could configure
all net wHSESAEHSs Bepragsesaddrensechsc satber plaNicehe At priog the rheeimeN . to all
possi bl e mebhdges danthy allostes idhaty aha tldnoper catea3y. rdirhasnitiing 288 t he
adm ni st ralQivey mERidgeyration effort since there is only one PIN to set up
(albeit at multiple dccess points), and allows a properly-configured PCto
roam anywhere in the 15 enterprise and gain access through any access

poi nt, biAteprfly hemewrdethdl Motslngoripr sy sedrudihe ned-isetous ekdtangepatalsy
coul d gaigemacsRehtifl dbl ARCESHMaPONaid ddveddirappihor ;Eﬁﬂﬁmmgﬁgﬂkgs the
conpany, a \, i s schene.is
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access t S ts i ~.. | f PINs at nunerous
nobi | e cgmaﬁ%gﬁnggﬁe%g?rgslse P? #’%c%f’?&ﬁaggo%gﬁée X eﬁsée‘f-t@" gtcocgsssm ??\ﬁe‘lr.gﬁ%‘s i's

di ffi cul M™IPfeRHRES ke OTr 2HEVRRA RPN ARSI c8yi B8 THdMiRAkeA| Sterhesringoer d
change t Bestmrabs lpoi pt KIN, Phid tbhe Baypah ennzytineel edy usenbseditredttyi a f or ces
alj | aut PQ-hiLid?@aHSjta,r SukR a?! wlasaagwsxhaaéﬂod%h@rat.hei rmeﬁl?&{ itgat.;--%tehem-eslp% the
adm ni str, ; - n et work access po Wi a new PIN,
all aut hsrg%gitdwggefog %ﬁ%’f %ﬁgnur%twf‘?{l)oé‘g éaen?(? i?rrﬁs°t97 géadlasﬁ géﬁ?e}”’r’mlg PEYity a
user acc&8E (FOOFIIEr SRty IBRRRATBIMAREERSS BOTeYRAt mory SSFUFRnGUEr Hiel)- i s

di f fi cul pubFEare implsisonathommnid seavigndotedhd € sh@6lb a Midchalm mhitd photy
coulhd as @'Egssdrop r&rqmﬁeH!:df‘)P_ bendraefonabha | excRéngeaptodual | gl end le¥bst Qf thira
aut hori zed, ] c oi ot n i V. re .
di fficul tg ﬁ‘ Mtgﬁgg?lsgtggﬁllﬂﬁgl %%egi%leﬁﬁsgehres rl}?/%eggﬁiar%n fec’%ﬁgm nrtrg%ageabl y

l ong,, and also add to the cost of the access point devices since

addi ti onal nenory nust be provided to store a.large nunmber of PINS. 40 If
the lists contain subsets of users, then a user's ability to roamis WO
001 72506 8 18 D E C 2003 PCTi GB00101940 limted. If a user is added or
removed) the. adm nistrator has to update information at all rel evant
access points. This nmethod is relatively secure, except that if a person
gai ns knowl edge of the access lists configured at any access point, he
could gain. access to multiple access 5 points by inpersonating anot her
devi ce or m sappropriating another user s PIN. As is apparent fromthe
foregoing) short-range wireless nmobility presents a significant security
chal l enge to enterprise network adm nistrators. 10 This is addressed by the
present invention. Disclosure of the Invention The present invention allows
the use of wireless devices containing a 15 radi o nodule to connect in a
secure manner using digital certificates. The present invention does not
requi re manual entry of user identifiers, passwords, or cryptographic keys.
The present invention also allows for efficient adm nistration of secure
devices within an enterprise without creating additional admnistrative
overhead for initializing the devices. '
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20 * It describes a nethod, apparatus and program product for

~authentication, securel enerating and exchangi ng an e herrer
y g g gl ng p g EC 20[]

crypt ographic key for encryption, and a means of performng an

adm ni st @ig gag2&ligscr et e access control in an enterprise, \/\/rpd-ﬁcﬁbd,ﬂlgwtl ng

t he inflexibility of pre-configured secrets) and while reducing t

security exposures 25 associated with3he manual entry) storage, and/or
reuse of secrets: 1 Brief Description of the Drawi ngs The invention wll
now be descri bed) by way of exanple only, with 30 reference to the
acconpasyidtghad anghgster Potbit C4L ekpglifr@SthaiNg whed8Pisde LY RiLAL Setup flows
bet ween, bil e device with i nbedded radi o nodul e and an adm ni stration
server. igure 3 depicts initialization flows for nobile devices with.

sufficient conputing power to generate their own public/private key pai rs.

Fi gur eTde d@awtcﬁ: a ms ﬂo@ &H:t Eeeuﬁ Gt hthofik OMel f odi ment
of the_present sSroawh 3 15858 fsgrbéé% ats %&%ﬁgﬁg‘%@l%o

ent
>Fi gure’s i S & béilﬁbself ?ﬁe §3’Pﬁ3’lt5r71ét’\/\b?ke’ﬁ ﬁrWﬁs(?he’P‘ﬁ‘é”ﬁF‘%%tent i Mention may

be i npk¥anehe of FReliree sgenagiamddxesgridaby thevprssener tnvene adre ilsayBohn 12

Fi gur erfgurdepi cts the flows for centralised access control. Figure a
depicts the flows for access control using a disconnected node. |0 . Figure
9 depicts the pairing of consuner devices using device certificates. '
Det ai'| Bt Fhexer Ppthens otisthea [sevesn i20h tHusodimewhnddelhes pr efpissed

10 enmbodi érzRtpaifzet han proesemt sédbhaNtd YRy §11 Qgeétﬁﬂlte@geé Qop{:.IQé”fqgséuJefsz Lent

enabl 'qu gppgror c to at the read % | ement t.he presen
i nvention . 1t | maan‘f et fmb"renfé?f ¥t ©Q H"eLPI?’lva@ﬁtw ohtielegny way.

20 Thedeérésﬁﬁgﬁ'é?% a@f atmeatiﬁepemmospwphceatmwncm\cemeﬁt pielibi t ed

. per f orwiiregesaUh beys saizitoan and 8AGRYPIION Ple LA hasehand. (LRl IV Ca')
|

L5

| ayer, bgt (‘furretr}_tcnrr(\;e";er s for initializing such authenti on and
encrypiron have Unacapt S 8 EHEVSEL & AsPT eFo?“r‘r&bF?@lﬂoﬁﬁRr@rrs than
especi@PrSMithing toat Brerratdonorn ake . seEiver B31i1s andhayety .thei gainfdCaBé 25

conf usdofiveraS chall v@ve 33 nk NEHNAEBNIonSES Wrhhdmit tBe » 1 BULRANLCAD | :%gl
encry%tﬂ% agpess_cont rol) and the adm nistration of the sane) efficiently
in an enterprise. The present nethodol ogy of defining who can interact with
whom and. which shared secrets (such as PIN nunbers, cryptographic keys,

et c. ) MbtHerbecersetio tdeps erudr &n (FiguEONNEBEIIRS DajMReRBRosngas:f | C devi ses,

user S1co§ﬁﬂle.’»:o.?€;9' OQSce%@Qq&{eOS‘&S does, E’;%eé’%sex'xsn this scenario, all
three devices could communicate such that the telephone 307 or pager 305
could send messages to the noteboock computer 319 for logging on the disk
of the notebook computer 309. A realistic example of this in the business
world might be where someone is in a meetlng and awaiting the arrival of
~ some urgent e-mail. The system could be set-up such that when new e-mail
arrived at the notebook computer 309 (either over a cellular modem or over
a LAN attached to the notebook computer via a piconet), the subject or
sender of the e-mail wquld be sent from the notebock computer 309 to the
pager 305 over the piconet and the pager would vibrate and display the
message. Alternmatively, the computer could dial the wireless telephone
and, using a text-to-speech function, read aloud from an urgent e-mail.
Ancther useful scenario might be where a facsimile machine 317 had a
wireless connection to a notebook computexr 318 such that the user of the
notebook could utilize the underlylng telephone network attached to the
fax machine to send information to others without having to plug and
unplug cables from the mobile computer, or access a server which has a
connection to the printer. The connection would be made wirelessly
directly between the notebook computer 319 and the facsimile machine 317.
Yet another useful scenario is where a cable modem or ADSL adapter in the

home is provided with a wireless transceiver, such that all type of



In enterprise situations, which the majority of the specification is
targeted towards, the, probl em of security becones enornous. JEGCD(EC:ZEDU
application as well as each device may require a different | I
security) (Ryletrakgs0 the ability to allow different |evels ofPCIRGBIO0II40
~accesses. None of the contenpl ated solutions such as the extrenes of
entering a PIN before each transaction ahd never stori ng the PIN or
cryptographi c. key, or using the same stored. PIN or cryptographic key.
repeatedly for all transactions, is acceptable. A m dpoint security .0
opti on ofsege8sy ahi i RENENBr ahcmaw Kersphalrappivedecyislephdriechiddsets om a
18 D E C 03, M0R0/Lap0fd CHL RO 030! erfaaﬁm a 4ac %kagéesa' S0
can

since anyone WHO KN potentia earn the new by
eavesdr oppi FRP @ACedfe tb%u"ﬁrﬁglﬂeomtwﬂ’febbr‘@s"é‘ﬁtmﬁ AvETELotF SEPREEIPRI s and
ot her pr aRlkerereets s;egﬂéaﬁﬂ Yohvéafights i teatséts iih ehat detiess camvesdilyebd , as
well as p etlaII r_.environnent e no way

| i%vi t ed f"ggf & p'F' es ﬂ?‘n'ﬁ ethe fat °nve%if%-p| § ngé%@fu;é g;% {leégg Aerst 0 any N
nmobi | e eduipxamiees vmhmge d&vikeeler depirahienEFom $Be SPEPFAF YR OX]8AYEES and
Tequire 3,5efdekes fRum of veap! ishheaticon Niwsabh etk ésbDiBatdoneihod to
securely enerate and 1Q exchiang %ﬁgto ré_phl cd;< evs. whi ch can .be used for
enczypti B Ledpde ot HEr Ut Bod e PR P °Scfete (i.e. per device,
per user, per group, per application, or per transaction) access control)
'1'30][ udi nghé %ogbént ich¥e ]Etﬂeﬁ-ﬂﬁ.oxr e¥okRins waﬂgﬁeﬁﬁe&ﬁ\eﬁrdxﬁkéw apﬂfreﬁhe
preferred enbodi nent .of the present in 40N i ngg uC t
certific¥PeR 355%"(‘:’15%1?“(? IB: SRS an 4 eVI ces. éel?%/rl%?f%at gg‘f{&m iu%an in
Fi gure 6refpmserald yeﬁoﬁﬁaﬁﬂ ﬁﬁalPe%@P“aeﬁe\ﬂs&élﬁféﬁ?l"Fl RCWeI O SUFh RSy iLBe’ s
public keypfgaw, RBloydd BY GrerhOllaffl conpdnidat r B2gihizhi dddivi d1DBhélkands

preferred enmb f the resent. | nvent C I
D i st £ dPatedre 8t Joppared s phocy Y| A8 s (BN EnA Ry B dodlle
Been assvtedvatze agtive G@erVQﬂathWEb%‘Fala&ﬁF?‘b‘&PFor?nb?’alj'l“aﬁ’s ofgR W@veh
“devi ces. nHRRels hallb@ sE04d Gnake 1Argerddnipusas amousidy thdisands egEpondi ng
private key from wqr stalonto a o as a snart
loyees. :Mf) Ees and. ?%a\é'gﬁkge EE %‘r qrf SEEEMU::QQ éé%g

card and®ThEYEETtificalfe r.denti e useér rlvate k ei nqﬁthe
proxy ofnetverking fapidisdat roichethat §nu§'§-’)l°y$ﬁet’i?§F %‘P&aﬁ’i"ﬁ‘n"%d%ﬁ dat i on
of the Cﬁdﬂhétcc&hegmﬂsﬁm tebr sptgh cdd Brbdoans, betsaeorest héatedaaemi eadi ng

gSV' CES. ofIx §g@£ ﬁ@&%&%éé&'&t Ly &Ol&HLﬁS ;,toiaeatceﬁg 'cfohxﬁé’ﬁ}ﬁ 1%541°5he

evi ce, Specl call the radio I’TD%JGCOI’]taIne

devi ce, %@e‘eﬂlﬁﬁraﬁ’eeel G%?Ha}"PPe%/h‘?"s‘”Bg%ot%gu‘[‘Weed@e? TEPPsERes °§JHFE1’EFe ke
i denti f | Bfam . IngpEefeatil etb alboshmBnbE ofitelsecprodantvirelasst dovicassiegued a

certifi Q?Js%iw :%aQShr&'@M' 6 e3Q0L A} NhNEn L1 RAGKI0 S8 Chdoakinhe FOEY | sRverdle

exenplary 35 Certificate described contains the eéneclee 5, Uni que W38 bit | EEE
(MAC) adifivéses Crevtvdh %rﬁ?‘vﬁﬂl‘ifd'e i R PRIES I T e TEE "R GUARTY
eff ect i uslyp)Fallyemalang cleingsefibdng hkey!yobalvaﬁtr‘d-lf—‘?yc‘-rﬁé?#éd’g amitdac’s‘l‘qglﬂ&? ure

froma Gaibl fh abeaAh NS idnbend A the preferred embodi ment of the present
invention, the device identifier is stored in the certificate's "subject”

g0 field. Each device also has associated with it (a public key, private
WD 00/ 7 2@@6uded] of StIREC: PpOR 1PCTIIORE0/ © F330 1 keynctpenal) chaxagtpuldit- 8- ke§Cbei ng

the samg,publy “ruK@Bﬁxaﬁi' 419G ek Bnt BB oé@ﬂh@etﬁﬁﬂté:&meﬂgd:eaia fiieRtnBny The devi ce

t al t Certjf t th
Tobl i ¢ BFEB1ER SAFH e SRR FEY TR h RS r ot Lae Uk

(her ei n pekbenalr ebrputed Yseras security needs run the gamut from completely
" untrusted to totally trusted, which further complicates matters. The

previausly described state-of-the-art technology provides several ways to

implement security policies, but nope is satisfactory for this enterprise

as context. Let us examine whether any of the previously-described art can

be used by a network administrator to limit access to a network.

1. Devices could be permanently paired with one another by the
manufacturer, but this is inflexible and prevents a device from having

40 multiple communication partners.
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S‘"tﬁe CA's public key) so that |t can verify the aUthentICItyefheDtE
€i2003

. certificates received fromother devices. The signature of th

Aut hority indicates that the associati on between device identifier and the
publ i ¢ keyoioor72806 devi ce certificate can be trusted if thePCEGBII/NIA4P e

Authority is known and trusted. The pubjic key of the 10 Certificate ,
Authority is used to verify its signature of other device certificates. As
is well known in the fi-eld of public-key cryptography) a public key can

decrypt data encrypted by the corresponding private key. Additionally a 15
private key can decrypt data encrypted by the corresponding public key. It

i's al sopvel ihekpamn dohidd navd! ek - ga_fmdghgnr@yréa_atﬁ:gsmegs b-MtEOé‘ﬂé'éE.fﬂQ a hash
over the block and then encryp

v key of the
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publ i c We\choh kdre cohymere exmhtednirar isngradecandegemae .t or & fyssh kewput ed 20
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he prlvate %/ correspond II}% he pub {\1/ and aI S0 that the data

bl ock. PERYiABEIXHARGRY. TPif ¢ é“ﬁf @P@Fr%ﬁf E‘Fﬂfoa tﬁe N

i nvent i @tferaer deviete & pedurdte Zi. dkEferest spmmtaucaquhaardwpcmd,n a way
that phygieea! ! orpca@kﬁﬂeﬁttéﬁ_%ngaeeﬁhe *8h Vil Wgnd@hradd:ovs devi ce-resi dent
software to ask the dware to performa digital signature operation using
the private key value. One. way to acconplish this. is by using a
1M ite-only shorasgenimanser swohd tdeatiginer ell setvskea¢esgopwintsf withs ohe war e
residi n&ﬂenpiﬁle ey %%vtu@e rt@.@dpfm%o?:&)uk%sm&e tmlﬂ@\eoﬁsu@an uBaC Whee

oper ations al nst t informati .on. An exa tion on a

oper
prot ect¥E 9 e 8CLSFi gi THP BIYTALET 1 @P?%ﬁaﬁgf Cf’ﬂgigb?ﬁ/‘éine key
val ue. 'ef&bttiotigleet bhesrec b el pesrte PIN ptraeiset ned (aldayt catthemlwﬂ:énsa@fess

pr ot ectlscﬁgtéyhe ahnff Qilrmgl %rbﬁeﬁc}uebﬁl@ﬂm ipeald Goaf AnyR¥ePig. 1N
alternative | ocati or suc e.is a smartcard

t
%r smartEEFRF i Bng'ﬁ?énsﬂcﬁfﬁﬁe‘q\ “%ﬁrarné’y ges rsrgre‘f%g%?d% g\r“a 22 FIBRs FEhd

access isocongreomdaed ¢heynalticidus chirdearPt Nowld gass \arcdss soceptkredesghis i s

still sigpidicamptly alaeixszelrzem@zguwge Rpui105 thkt corplfi®, therdrisOho eyl R4jMI I €S
a passvvord or. PL@ be _entere 8rmee%%h daec\c/gcteab 9 bt%ec acce%sed whereas the
smar t card T YRCeRRRtAET DR of TTHe *T0°F e8RS TRVERLT on oty TeguiTes a single

passworigisesurel-N t o be entered Wo oonZSOG 12 ~ 8 ~ E C 2003

20PCT/ GB00/ 01940 once during devi ce initialization,. and the certificate is
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used for further c retran 0 Firs ov dedto
“initial¥ zeLllr Svit g"éénei 5T bt e lf’%&mmS'Efi‘ecn‘oed:glgr e§a Eﬁ? ur e Wi e are

del i vercddagassg Bmtlsawlfﬁbﬁnﬂffsﬁemt FFNanthert Ié‘?%#?%é:hepﬂ’%ﬁ of coFitai R i buti on
t o end aysesss polnedlitbi onakly, sdref 6f aaythacisng dserew CENBHhIMMYtESrized

commNigald. 008,06y 1C8nl N4 S8kl £E s B8 LULEIR! hofasBpBGION MSRLAUIT an

adni ni SET At Ve  procedure of > conf | guring devi ce permt it actcess to
2Fspeci f |1és"e9nt°érﬁ N @ty @‘a"ﬁﬁ?‘é%§‘°§b%?1 %‘Pat% ReAme? 181 E 51 i tab a8 ok S & ver
~and soukertdacddds prsvidegeapls ahetiduy tent ehé ngesoraraseermte acdessmat i on such

‘as a st OfTﬂw%ﬁms@mmo&fuﬂagge RASSHREDs pHihesi SIRXLd §OB!an error

prone and tedious, tinme consum ng Uilizing the present invention, an
adni ni ¥PREGFLFes “Sﬁrer’i’f‘ér’ﬁ?ﬁssémﬁ‘éﬁﬁ éél (ad‘ﬁﬂ?’&lzﬁfl X% ST NHRAFEYS Wt i | i zes
a ser vepda{t&vmgiﬂ cbﬁfi@dammpab:tm thk caimibisteatengants ro héd madew on the

spEnter pg,gas‘brsie 5 B ﬁé@%«esaﬂn abiHBi Lda ek n RS RELSA devi ce
when it rs WI |n a cepta e prOX|m The enterprise device returns its

" uni queaBEFIUER YRABNE Fhedr) POS-ef @+‘§Bi9yaa“§?8'bf‘fcelsEE‘E’ CRAESTRGaFE8BE Vnder
Secur eacaMddi poits,t 68y .Seinielg therelcr éatdsEacyinbl iCeprly ahés keshepaiis and 20
associ gied certificate fax the enterprise device and securely transmts

5. The administrator could assign a unique PIN to each mobile PC, and
configure lists of authorized PINs at specific access points. Management
is even more difficult. If the lists include all users, they maiy become
unmanageably long, and also add to the cést of the access point devices
since additionai memory must be provided to store a large number of PINs.

Tf the lists contain subsets of users, then a user's ability to roam is



these data items to the device for which t hey were created The. @@@
device stores the certificate (in any type of storage) and its 3
(in the prwoionvabos - descri bed protected storage). A copy of Pcmmmelntmbr cate
is placed in an enterprise database. Figures 1 to 3 25 depict the
information flows in further detail. For additional security for

hi gh-function devices, the above flowis nodified so that the device
generates the public/private key pair and transmts only the public key to
t he adm nisiveak.i ONf Senwer islaideli o wayovdd, tthe pdnindteradtey has horvpaatd di es
on the dEngﬁnaW;I:xb% afyqrelg%ega&reegsg&med Tfpsr BYRD QAL Bl HERT 1 LY,

t he speci nmenory (protected storag e# on the device cou e augrented to:
perform Fﬁ?‘srekeﬁx‘fﬁﬁ“r thrnédf & PBRIOs R stﬁ‘é?“'lfﬂ%e i e @cgress v%dﬂF%i never be
avai | abl eoesienred dthengafcced ottt he qevd gainHrdens Ricguubriplef aécast he
adm ni stratj NLSe. v ;%],_. r 010 to
t%e new g’r%bxh%e ge{}‘?ﬁ?és%gﬂ tégﬁ%aﬂs% ng%gbé g‘ldevr cggﬁg’gga} I%Jorr}rﬂg} doetVd
identifi®BEN: The nobil e device 1003 transmits 1020 its uni que i dentr fier
10Z5 to the adm ni stration server 1001. The: 40 adm' nistrator at. the
adm ni st on_server 0 i fi h 06 13 18 D E C
B o ARSI 00 DSl i ahed U MR Q0122500 43008, D E
" the same2 %gphé%cﬁnécé#%éltlf e@e#lmnﬁg %%a{m'ﬁé’vf-%ﬁe nByW%r‘r’FoPﬁ'E?mr?éaﬁ%OI(ﬂsuch as
poi Nt ed Hid he LRitesssd B9NtheVhiduehbeimlantivrnt ati on concerni ng the device)
etc.). A connection is then established between the devices 1001 and 1003.
The 5 admi nistrator enters a PIN or encryption key 102S on one or both of
the ' adpissleeurs ofntheodnvantiom) and the nobil e device 1003 such that a
tenmporary secure |ink can be established for the pur pose of device .

initialigzation S L OF.3 ure.,
. connect |1§‘n gg %/\%gnk%ge(ﬁlg%lgél%v}(ﬂ Eri"gv%gt‘?%%gﬁi g%é %ﬁi‘%

BN ni stfeddPoredryer? cPRRECtt Hed AREAer BRIDSE ‘geéﬁﬁr%’cgééaé sEfigaseEvat e. key
pai r 103mef presuni bevehevir @odBdt Yiquie mahieel adniniost usdx aBestyriers 1001

uts th Gl b 4 to i uf fer
I5)050 al gsvgmgét%ddggrérgg %%Xpﬂig Qei’ﬂe 'imgee%'? %%e%%r Eﬁ%&ggglg%ﬁ%%e urrgﬁmbt he

previ ouSIFisiRnt AfmiH55T3Hen a?&rrfﬁ‘i’%"ter dtvisas SHFHER 3“06’1“%%& dﬁltrhgwés a
Secur e cuoraeidid eddiviocaalednidiscaseivaubtrahedd £o@06nididl bamds thd GBPices.

jdre. cer tgf agééﬁbéeweeahc;ho5£bptaba£uyveed &rxegﬂnegrémctn@@fIaext@!eﬂrﬁeﬂ&o?» to

t he Certrfrc%';e au?)‘:f‘gjL gln }efu[i)on th . n’grrr; cate Authq{rti/ 1%05 signs
1065 an®*FRET¥h &t ?Ehém e f ea%r t%r){p O TCarst

Aut hor i tepcsygrionat andk e ymeay anf phefq;d#rmmraetlrmanswverdlmeittr aceeses 20~
the sigredessr tihfaxceheeép%&,, whhéteemsaameg eaétixfﬂleﬂiﬁll%oof at step 1075.
Referri ng to Fi,qure . Er 'é' ducms%\{l s cuor% seends t he si gned _
certifi EAFE” “mdnﬂ ‘f’ﬁést(ﬁn egb KafF G pPY vaf e KBV Y - PRE ST i ni strati on
- ZServer gemia!tted witd phebmamyadr entrve Reopaped Bpdler tmesm#r secxrbSi-ce 1003

over the secure connection 1080 and sends the 25 Certificate Authority's
Qublrc key) to nobile device 1003 as

certifigaje (oontaining the CAS
wel |, and“ei%rrsesﬁ"mr'r‘s-'en'dmja_i’ﬁq‘e si gned device certificate and its

associ ated private key-are stored 1085 in the nobile device 1003 for future
use, thenélepnvest fun vmlenke)beb@ets"tg—mé@r Bgl way of peraimplé ethlyt owiage 1090 al ong
ith the 'S bI| ke 140 ighatures in other device

3\(@Aerti fi Eﬁ%efcarr dtﬁﬁe% gg%ge ‘?{ dat. e?*be?n%pst ored in any suitable

| ocation. In the preferred enbodi ment a copy of the device certificate is

al so st piffreN1 ahde Dt RpPEL TPpDEleseiOblevdl bdtwahasendrinef adwice wadrer ence.
The PIN,is gel eted 1095.as Ii,s the shared secgg{vfor securing the connection
oY

bet ween  THRSOSH AT 2t TSP D £ R P TG T35 5 € ‘nobi | e device 1003. As

poi nted out above, a slight nodification of.the flows is preferred if the
sgnterpr tﬁzrdey | £21 POS 8R8SIA3 1 ALAGH A Fows OF gl nbBL 0 @8R cdeOwE £ AHLE £ EFen@WN

public/ génllp\\/x%n?g Ii:eXeP ailor geaﬁserasrtpeovt\:/ge%.p o'rzvlng;l)'lx{bq.lc/prlva;:queyogagpse

Figure 4 depicts a possible authentication flow in the preferred
embodiment of the present invention.
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,10"adnini stration server generating the public/private key pair, the devi ce
.a~8 ~ EC200;i .. W 00l 72506 14 PCTI GB00101940 1003 gener at :
public/priyate key pair itself 1110 and i rmedl ately stores its pf ECkZﬂO
in prot ect P W3r%ye 115. In this case 1003.'s private key iRCTIGB0/01940
transmtted to anyone. Device 1003 estal i shes a secure or non-secure
connection 1120 with the adm nistration server and S transmts 1125 only
its public key to the adm nistration server 1001. The adm ni stration server
i 001 still perforns the sanme steps of putting the public key and device
i dentifi &9 ﬁfﬁé 35 & FEPIsteaf Fémﬂéseytwéurerwlslr dienbreseny imendatm. to
t he Cert mayclet émpleneatedy (CA) | 005 so that ‘'the CA can generate a digitally
signed certificate 1050' using its private 10 key and transmt the signed
-certrfrcgie back, to the adm nistration server 1001, and transmtting the
si gned cEFFTFS Eal® A0SR FEBICROOS aFate da¥eHte or | nsecure connecti on
f®r storage there in any suitable rrem)ry , location as. described in
-Fi gures irfef O th entjaon, the device 1003 nmust al so
acquire %ﬁ%gsdégggg?cﬁﬁeﬁ %3%0 cgn AP PFES CREEIR - manner previ ously
described. Once a public key, pri vate key and certificate have been
creat ed, Fidwreaginiepi.sts ahorf1eas 143CasdedBlas it Al sxglhguilﬂgcéﬁﬁé}@gﬂqﬁd% such as
t hose available with |HM s On-Denmand. Server to associate t evice with a
20 particul ar user or group of users, the user or user group or device vvrth
decess CHHYEI° GEBUPS g’rm Pﬁbr’r“fﬂg%leqnneemmaﬂpameer hstnageofcd he device. Yet
. anot hercesadtitatea. on t he above enbodiment is to include additional data in
extension fields within the si gned certificate. Such additional 25 fields
coul d |nclu-e_ user group assocratrons access control groups)
' SpSPgu Jybpdimenhg situations to , allow
aut ononous access poI icy decr sions to be made. During operation when a
281 I el essrpeopRaelEa eHd p v Bk S; 30 first established
dme;“b%f Eﬁég%aéﬂ mg’&ée‘a w PReYRred et &P icat es,

bet ween a ?frr of d een provi

aut hent %5 %ﬁn’énﬂ‘angc'?gyb{”??ﬂ‘aﬁﬁ@f’ FHF*?|té‘IaFytf¥?erFi#Q¥eaabfﬁmpla’dmtdehe ces .

est abl i Phreaerttpinventgonr ellatisonotinehnone aneither H&thgc@ dieOl MfRlt Sk N, ] ar to

t he conhgplwgyecords which flowin SSL/TLS in the clear, through and

including the step where a synmetric Key Agreenent is 35 reached. Wil e

SSL/ TLS provi des several options that can: result -in a Key Agreenent) any
26f whi cAhardesignargbbe therBlysbodhh bhecifieseitn hihkkeﬁlbt()gﬁkohﬁbﬁtéa’ eferr ed

enbodi npaffdmﬁgwaua:érrtuea@oal mengﬁrbtagﬁ SRTBAL balBBarmOlbd 3, CQM{)
certi |cate h each

records ot gcol h i ces to exchange
ot her, ﬁ “91%\: cluglper?%t uaﬁth %érnfl?’ct&f‘ﬁf)ﬂngvf?‘a’bﬁf‘t’?ﬁé‘iéﬁﬂ‘iﬂ end,
st or agee’b‘fn@t#‘f’?\lh&’e GPWEGQP%Fbamegm@cshmr cebile canﬂmurtshout havr ng

especially in an enterprise context. There is, as yet, significant

25 . confugion as to how to implement security (i.e., authentication,
encryption, access control, and the administration of the same)
effihiently in an enterprise. The present methodology of definlng who can
interact with whom and which 'shared secrets' (such as PIN numbers,
cxyptographic keys,.etc.) will be used to secure_the connections between

30 specific devices, users, applications and groups does not yet exist.

In enterprise situations, which the majority_of the specification is
targeted towards, the problem of security becomes enormous, Each
application as well as each device may require a different level of

35 security, requiring the ability to allow different'levels of security
accesses. None of the contemplated solutions such as the extremes of
entering a PIN before each transaction and never storing the PIN or
cxyptographié_key, or using the same stored PIN or cryptographic key .
repeatedly for all transactions, is acceptable. A midpoint security

10 option of generating ephemeral new cryptographic keys on the fly frem a
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keys or PINS. The session key generated by perform ng an SHA-1 function on ,
the SSL ke | taken fromthe SSL/TLS control records
t hen t aki néwgmgﬁ{fggt of n bytes as required, is then passed lgéme:gg(ﬁhg?dqth
pairing devices to its local 5 encrypti d¥ conponent (such as its baseband
firmvare in the preferred enbodinment), to be used as the link key fox the
duration of a conmmuni cations session with the partner with whomthe Key

Agr eement sdiaed bemni s aacbesbtapid carlsbheuﬁarawoaa wHo kh&ud<€¥e /i&he%{??“t)

whi chever |s Lfs‘?t{ pr.f fo what gl% k’ gl me is suitable tar the

r equi r enegffte§™ Elb ) *% Yu"'saé’lﬁ)a TRRiBE A Ehep@iring flows.
enterprise. Encryption for that partner using the generated key is then

acti vat edmeSppéHeqttmeKeyonlsolmr eﬁtr@ahd%ttep%htﬂs tofise &éét nis still

|n progress. the g’ﬁic devi ces. cap use the sane con records

prot ocol ,COBMIRREAC IR APnR éﬂrﬁjs‘?st‘?gef*ﬁ’er%?‘?’gr 8B &naiéi?tﬁ‘?tllahlft’ tﬂ-’:’-heF ear, to

est abl i sten¥Srenmenter Ry phgesunenvenyies uld nagwayn lamired S€IReOrpdedgnt hat is
. again pa%%\ﬁgerﬁé?ttﬁﬂ?dnr r@éraec;du\selﬁrtgpxptabq@ e&r;ttgartﬁéﬁméaéwgtgaﬂe% l¥ere

described. Alt houg is chosen for the préferre ecause
it is reGaVicaP &% é)’ff'f“é?fg'lltj’ t%&?ﬁt}&n°§htreéf%ceanan%e’ee%n anSeREehER ogy
usi ng cerfi fdengt &i@xdbangeaan@gnpt catdve, keystha genmca:&elﬁ@aﬁeﬁt& endll d be

{9€d. 20 L2004 R8r cSipkb PrieQt- meihed & r curity -
lI%r%ot ocol }D&I PSec) waor k%\ugi;grofg @H‘:he aIHI;TId: |%dg?§gr%1%§9%@éﬁF%§d Eec?ﬁest for

Comment sPU* RS A 4 PE APt hir 147 - DU ABRE CROBREFESST f ReTf TFWer
backgr oupelr iapbdicrttipon.orFpguteadsatyppe)t fcersmpbet fdlowindlanissttabl ashiieg
Secure CPETaHY, CAlVoRESoP LN a8t d gtevﬁegéees each equipped with a radio
transcei ver using the present invention. I'n the preferred enbodi ment, the
Figure 4 flows occur sonetine after each. device has been provided viith its
38N Devi Tee Eapfedried sgrodinentoph fire patsenkeinveandon haveresi & | @abénation

Aut hori t ys %e@gimlal:eé('&@é@cﬁlé%'ﬁéﬁeﬂseﬁsaﬂé e&e»@&e& Yy eesarhbad L digapect
to Figur t he. present invention does, not excl ude

provi di ngn tFﬁgu’ffat a ﬁneeﬁ%ﬁ’) BB "o Phet=aRhy® ARNEFS 49FPFEEe8ctfe, 2say a
 not ebookdevigptis eubPD Feretilfesand apomreanfenootivnadl daseeone. déwi adi0od,

the fir SEhedgyéfeera@%aemLﬁtaoﬁ:meegtéseat I 8d86ion? Q@Pcivast Peeneeid, device

01. A 3:151 Pn-segure conne mlor&% ie then established between the first
and second devices.*APEeratt Vel Y, 0 may be an aut henticated and/ or

encrypted connection using a default PIN) such as a zero-length PIN. As the

]golnlt rol fd ews ﬁﬁoSgﬂtTL&rﬁﬁﬁM:ﬁ RARObE&S alsﬁoﬁﬂ'teﬂrﬁ:it@xr ﬁﬁ&seataoldl msntf tge
ol | ow tiLo perforned. if an QW i § use in pla of 4

this co%ﬂol q’lgw leﬁatlz °%n‘?1rctgr oviTe. Jf e g‘éln%esfunl?: “6hs” "R*heyo |§at| on

., 18 mBkE T opghFicateigh/ #%GBrFGPP@B@/ BIOwRFe-keY tfa’R'esmp'Ikawitonato

ZYr ees Gidrkimaties dbnf sameihdng \Hpehods allbhart icad iadid the daeelkik@te encrypti on,

the det gigggtmeateecw@} QUEARRY G221 SALT LI, tﬁen%rtén'? cgekﬁé u3efaffOPr €Ss! on

if any hi s use authentication first peaker and
second SABEREeRiYTE R¥fow eTheh VEFhEtaatien |aﬂ‘én’t’?3t’3¢)afl‘é‘h€|fy‘f}tel SH’-‘?‘sfi&éﬁ‘Emded
and t he wabkginriet thmough tTCRY IR A dwh ybé tiveed aheb esntnind ravdge dévilcewar erher ot her
encr yp! s &R TRANGRI oAy 'cgu{f@s PR raettgl@lfcw €511 Rfe fdeoeté Y or more .

corrpre33| on 1s .specif aut henti cation_proceeds, the special
Henory (‘BF‘EJ‘tféE?Je]d’ ¥t éﬁ‘é)r‘id§°a'§‘|?<‘§t}et @rﬁadﬁe%jt"ht’f‘ﬁedev%%'aﬁhﬁﬁn%q‘ée
privat e ikencifpentisctsd wal whe) céor Priowes Busiine dewncifisri dentity to the
second device, and the special nmenory is asked to verify the CA' s signature
to validate the second device's certificate, so that the public key
cont ai n&Re BreEsH g CRRRORE ekt BE CEhf BES19s LRYEREOD A TgE He CeEEIFIARER P ce' s
si gnat Uk&ch dkvide ammtapaing thhepmtidsedtdaciadimmiudk. t Ehepaxdmpeary ai | s, the
3§essi on Lk&&%ttenat&gmé@ Byl LONREUMENEE: OBkl - LOI (GRET HBlh ON, 8

I'S agree S

sessi on secure fashion and thi's point the
SSL/ TLSa‘EﬁrGﬁbctfll B‘?“gé‘qﬁt“(/é’fﬂéﬁ‘t‘e |isdet‘é+frﬁeﬁaf"é‘t?'4/\PFh“’i%’ee§‘§’rlé§d upon session
key 203&medv¢1gr)| iHei advize ' haadsebandat vaAigpoy tpxabd otahara sdghatire | ocal
encryption engcrynt t] Laft 4 20 The
above- d%a’gcr |gb rlE??a:ntl ctgltg?gérff I g§v %%sg?'tefe)%q%ﬁ %'%e}'dtlm aﬁge%négv% Fdati on
of - bot hinkenr ey’ t%ﬂsvttecé@eetifﬁwrsiw&ﬁgedﬁmtbﬂeﬂ%ﬁtﬁoﬁaﬁ exXeshitsn

abields pfeiihespcrafeblitd GALEBShA QAsg¥idtall @idOhe POl i1 e Ge§] OBS4 v
exanpl e, the second device 2001; based on the contents of the verified 25
certificate of the first adevice 2003, can consult a local. or enterprise

- access control database using the required device identifier or optional
(associ ated individual or group nanes) certificate fields to deci de what
resources/functlons my be exerC|sed V|a the encrypted connectlon by 2003
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cin the preferred enbodi nent) since devices are registered in an : .
- control database .at a server, the certificates provide a nethodTﬁfﬁjE(:ZUOS
controlli s to services. and resources) as well as Qﬁﬁ .
~ 8 ~E~ 2@%0@9@@?00/72506 PCT/ GB00/ 01940 17 preferences mhlct ﬁ’obe
enabl ed for the device. such as formatting a data streamfor a specific
type of display or enabling access to specific . data records. If a nobile
device utilizing the nethod of authentication described in the present

'nvent'mﬂ $al0Skaby ﬂﬁ:@%@ﬂﬂ@ﬁwﬁé,sm &ﬁeweseséoresr (ﬂfthgate may be

revoked (just as a credit card iIssuer revok es a stolen credit card today).
Certi fl"’l';bo?c"é PRAFSERET FPTALLifRTant BipAreice BUFR 2AFC 1368 N oS @Rt as a.
di r ect arextaficieahatgeriiey e foRbliy &kegndy thé Iauﬂhenieycm laOtexyigiOfy S at

other dgy! 8??%39“%6 chQIu? %%h?x?ﬁa\énlgn %;h%n d%? LY Rl aggzgo LN 2

di sconnec:h Ication require a
Eent r althe Fact SRHLEF kﬁél'é a%é‘ré?ttiWec%é’teréfY e Whﬁﬁweﬁ}'cﬁf revocatl on and
+ deni al f&frtaemsyﬁedeevbev&ohheclrfievamceert I'IfhsCﬁTgﬂaﬁi%El Bﬁfu?a@d requi rel tge
user of_t LC r n te evi.ce .certi |cate Avalidity
period 7 'Q?Efica\é ]rguotvthl(2> gy e C%F{‘etf :E}évﬁt PG TR begu??fbéis *¢& previously
ment i or#é&ntﬁigﬁr%‘sd Fhanﬂi‘®1$5kﬂeppcthq Hrvi¢e chetrifheated cpmide. tFigpedel 7

denonstdhdt esxraenédtd Aaemegggﬁl%ebnvxmrenetgabl hrge qﬁmﬁ@ kL0 Oﬁf rtgguest
ccess st L8 e dev e first
o?esourccte Bo‘f)‘faéer uc*):(r?’m (e i ﬁ@nYe g? it &nane e eOtol a? eené‘?‘ﬁfﬁ on 20
5010. TFerthbispres devi ce 1003 t hen requests access to one or nore resources
5020. The first resource 5001 sends'a request for authorization 5030 for

the nohi | e de 0 t entr rectory or dtabase 00 Access is
eltherg‘grjésngveéior ﬁgn?re qﬁnagle%l%ongt ugl?nf Or At IEoR T i Yhe ERtY a4 aPEbase
or di r SeFBYRF S850 engrRtpdr BY S-hte AOvIEEPERENIIPSIVEan del e d Adddtiaad ds s cont r ol
1siher e g:bevde&o?cdp\uaaeaécﬁi@@%ﬂ&d eﬁ%éengQhéycoeuaépeﬂairfgab&bﬁr}.dkaﬁgotl aggo -
encryptjo e evice .1 reauests access to a resource 5
but in Ps %95%5#%20 5 s%gntgr %Ec’? egrdeact& i tb ouéce}' S{o{ujn gﬁﬁrﬁ nes the
30 opt PB?F&I""Gat%Fel RieHe age et eRCOBELRS that ba%*lwh throprévatt kengd he
dat a; the dighst. reﬁewmaw&l caalq&s tas€er byl Mdtrgpting umtshgxﬁattuee&lvitﬁw
access d Jiga nd ..ocal | t ored
| nf or rra??}%g ?p&tep C?J Fapm c%ﬂ.%rt |n%| %}geg glrr‘:laiIt g%nt é}l%: |O°n FiRSt i on
20%5uch abBa®kStr B Sﬁt?:laﬁ]t%kf orIft ﬁ%e‘%f‘el”f"r‘fﬁsca‘?éc.h Att stigvws d’—hﬁhethfeqé@ﬁred
i nf or mh&d ame3Fiivetgricayt edrorspdedigd t6115@ asbhief bée anbuilsbasied ene tdaics

| ocal | 1 Qb ahoedei &fQigeati on. Using the present invention) a first device
is authenticated if the foll ow ng three statenents are true: (1) its

certificate chain can be 40 validated by checking the respective contai ned
si gnat tm edebpoitetved fpgbodimeny GECHE0PIsenVCLB@hTLREO6LHRCHL ERBR0AO84@t4 8

25P0i Nt pheng meEIM%attambednﬂa\ ﬁa,grtﬁat(ﬁ}@saearﬁs%&e&pmhen%\tpub' ic
key saved Ln |g agtlé’%f vﬁg ‘h be denonstr at % I ~ possesses the
pri vat e’kéf 2 OBk g cf’h’ée FEBFT SOk EYVETONP &t e&hﬁ R2f{HRTEetRi fi cate and
(3.) tmfd@vlacéigdait Bigmrtuse ovmdtakiort heioe rthef piigbes keychdset he dbedevi ce' s

act ual wéiﬁ‘ébca’é‘ccloﬂﬁfﬂéhf E:B{s 1%b§msqa9 mraesfant@l ;bedafymemear sdBRNGagUCh as
vi sual I or, fr om st,andard ?rmunl cation In. t ?r ef erred. epbodi ment,

a' fi rs’f Fevité f)’F oVESPPHEY £PT pEERaTe §°?’h “ﬁa’f’tt’fihﬁgdeff FYdCe 2%k &by a
30si gnatkayebuet the cdeticengan wixetite cherardnns GAgaipetotile findaruiti88L/ TRS or

equi vad;amb1e o2t &C Aperdidd BASE Procoetled SiRa ibhe dif{tSh eignature
operation using the private key value. Although this embodiment is
preferred, any cther means of protecting the information is equally

_ applicable, For example, an alternative location for suqh physicaliy

35 secure storage 18 a smartcard or smartcara'chip. The storage in current

smartcard devices allows read access to.the data only if the correct PIN
or password is entered. This is still significantly better than the
prior art since the prior art.requires_a password or PIN to be entered for '
each device to be accessed whereas the smartcard implementation of the

40 present invention only requires a single password or PIN to be entered



to device's certificate fromunprotected storage and eavesdrop to |earn the
first.device's MAC (machine) address. The inposter could then ggct?

i npersonate the first device by spoofing the unique identifi erﬂglﬂ 003
addr ess) MEOPEPWEying its certificate but the inposter hasPGIGRAYOLHO
getting the first device's private key jhich is kept secret in protected 15
storage and hence is unable to sign the challenge. O her exanples where.the
present invention m ght be useful include the creation of |ong- termsecure
pairing rel ationships, between_devices. without the entry of PINS or

encrypt | e 8yE ngsﬁ‘&ﬁ"ca% ipidglizating 309 t&év?%@%h’iﬂﬁeaés dspdafpet with a
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foll'ows. A user has two devices (6001 and 6003) between which he or she
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pai ri ng eflessyna s6 0dkricdhecaierindfy Vd trRdid@odliisp| ayinees fa esﬁé?cehe{rh@g aS
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35 . .
In Figure 1, first the administratidn server or initializing device 1001
sends .an inquiry 1010 to the new mobile device 1003 requesting mobile
device 1003's unigue identifier. ‘'The mobile device 1003 transmits 1020
its unique identifier 1015 to the administration server 1001. The

40 administrator at the administration server 1001 then verifies that the
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cl ai m keywhsriei mosmifdr fricbsle desicbhishedAasavss arhei samimiattdeivhi sadvad

connecgbﬁgé,u%g bne A-0RLRAEASC G;Je@ ETFH) i BnG] éQ:Jcl\.“i"Lf‘a (& P%%%'sq Jxéésfaél red in

establis sessiQn IS an enczy connection. 5.
cl ai m Putifs PR &3rpe tYﬁFﬁlPé"hcﬁ &\Rﬁ? & &B“F‘tfeﬁ??’f“llé?‘eﬁ 3035 r?ef‘@h‘FLﬁ‘éd (MAC)
addr es@ufiorg she prassosi diec. dead gess théBadpiki £r300Gh s2ivéxr 1800t hod as

cl ai negsegmqlaﬁma sxmﬁaee&mééa%npwt eegeﬁéw{eaa@mo%lwafbo\y 5}5& .&%age
wher ei n t he read gpa city of said storage i's accessi bl'e onl neans of a
shar ed* &% F8E. °F* ‘f‘?éﬂ%*ﬁ‘“ﬁ%t crPaP gt %Pﬁ?ﬁﬁrfdv&?é'r@?lhl?afia"’pﬁmll°83 key of

a Certtéiwdmt Geruitthortiet guthotOH whesewpoputie CekgificdteaAnusiri€er1dds cat e
Aut horgiéhs 1065 and returns 1070 the certificate signed with the Certificate
Authority's.private key. When the administration server 1001 receives

the signed certificate 1050', it stores the certificate 1050' at step
1075. Referring to Figure 2, thé adﬁinistration sever 1001 sends the
signed certificate 1050' and the corresponding private key (if the
administration server generated the public/private key pair) to the
. mobile device 1003 over the-secure connection 1080 and sends the
_ - Certificate Authority's certificate (coptaining the CA's public key) to
v mobile device 1003 as well, and the session is ended. The signed device
certificate and its associated private key are stofed 1085 in the mobile
device 1003 for future use, the device private key being stored in
protected storage 1090 along with the CA's public key (used to verify
signatures in other'device certificates) and the device certificate being
stored in any suitable location. In the preferred embodiment, a copy of
the device certificate is also stored in an enterprise access control
database for future reference. The PIN is deleted 1095 as is the shared
secret for securing the connection between the administration server 1001

and the mohile device 1003.

As pointed ocut above, a slight modification of the flows is preferred if
the enterprise device possesses adequate computing power to create its own
public/private key pair as shown in Figure 3. Instead of the
administration server generating the public/private key pair, the device
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said Se%@a‘?@@yigﬁsbuﬁ@@on@&ttabiiioﬁv'A@eoﬁa@ew&xeoFmﬁwg&_&iﬁﬁlse!titemg;,l' of said
prior verifylng steps .succeeq.. . syst.em as al | alm ereln ’
Do 11 persienoys ERE A Er Fiotten 3 BT AT RIE R o G Tlalone T 4
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18Ut hent g aiiRdmamiErestdviBush? debosiiildem as clainmed in claim9 wherein said
first established session is an encrypted connection. 13. A system as
claimed in claim9 wherein said unique hardware identifier (1015) is a
machi neCMA@) PeRldressy f BFi ki dkes #5€i ered i traFechavel heen aspstedn &Be cl ai ned
i N cl ai gadkndeerftion Sal dspratanainll GborRERiLS teehtliqies t 1 asagRswherein the
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data in extension fields wi;hin the signed certificate. Such additional
25 fields could include, for example, user group associations, access control

- groups, etc. which then could be used in isolated pairing situations to ;

allow autonomous access policy decisions to be made. .

During operation when a wireless connection using the present invention is

30 first established between a pair of devices that have been provided with
dévice certificates, authentication. and encryption may initially be turned
off. The devices establish a "pairing" relation with one another using a
protocbl similar to.the control records which flow in SSL/TLS in the
clear, through and including the_sfep'where a symmetric Key Agreement is

35 reached. While SSL/TLS provides several options that can result in a Key
Agreement, any of which are suitable for use by the present invention, the
preferred embodiment is the Diffie—Hellman key agreement. The SSL/TLS
control records protocol causes the devices to exchange certificates with
each other, resulting in mutual authentication, without the entry or

40 storage of a PIN or cryptographic key on eithexr device and.without having
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baseband hardware/firmware or other encryption component present in the
pair;ng devices, -and finally compression is specified as NULL. As
authentication proceeds, the special memory (protected storage) is asked
) to sign witch the local device's private key (protected value) to prove
10 said device's i@entity to the second device, and the special memory is
asked to verify the CA's signature to validate the second dévice"
_certificate, so that the publlc key contained in said certificate can be
trusted to verlfy the second device's signature, If at any point the
. authentication of the partper,fails, the session is terminated. As a
15 consequence of asking for encryptioq, a seséion key is agreed upon 2030 in
a secure fashion and at this point'the SSL/TLS protocol or equivalent is
terminated with the agreed- upon session key 2035 used to initialize the
baseband transport (or other suitable local encryptlon component) to

enable encrypted operation thereafter 2040.

20 '
The above-described authentication flow resulted in the exchange and
validation of both devices' certificates. This means thaﬁ the optional
extension fields of these certificates are available for poiicy decisions.

For example, the second device 2001; based on the contents of the verified

25 certificate of the first device 2003, can consult a local. or enterprise
access control database using the required device identifier or thiénal
{associated individual or group names)_certificate fielde to decide'what
resources/functions. may be exercised via the encrypted connection by 2003..
All of this is accqmplishéd securely by negotiation directly between the

30 devices, énd does npt-require entry or storage of secrets associated with

each potential communication partner, such as user identifiers and
passwords, PINs, or encryption keys, on the part of the user orx

administrator, other than the one-time lnltlallzatlon procedure of Figures

1 to 3 or some equivalent procedure that provides each device with a

38 Device Certificate, private key, and Certificate Authority's public key as

previously described.

In the preferred embodiment, since devices are registered in an access

control database at a server, the certificates provide a method of

40 controlling access to services and resources, as well as selecting
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5 device's certificate may be revoked {just as a credit card issuer revokes
a stoler credit card today). Certificate revocation at an enterprise.
central location such as a directory or database is effective only if
authentication protocols ét_other devices.reduire interaction with the
directory or database. In a disconnected mode where authentication does

10 not require access to a central directory or database, the most effective

method of revocation and denial of access is to have the device
qertificate expire and require the user of the device to periodically
renew the device certificate. A validity period field is provided in the
certificate for this purpoée, as previcﬁsly mentioned, Figures 7 and 8

15 depict this in further detail.

Figure 7 demonstrates central access control where a mobile device 1003
' requesté access to a first resource 5001. The mobile device 1003 and the
first resource 5001 perform mutual authentication and negotiate encryption
20 5010. The mobile device 1003 then requests access to one or more
rgsourcés 5020. _The first resource 5001 sends a request for authorization
5630 for the mobile device 1003 to the central directory or database 1005.

Access 1ls either granted Qf denied based on the information in the central

database-of directory 5050.

Figure 8 demonstrates disconnected-mode access control where the two
devices, 1003 and 5001, mutually authenticate and negotiate encryption
5010, the mobile device 1003 regquests acceés to a resource 5020, but in
the disconnected scenario, the receiving resource 5001 examines the
30 optional data in the decrxptéd cexrtificate 5100. Upon examinipg the data;

- the first resource 5001 makes a decision as to whether to allow access

- based on the fields of the certificate and locally stored information
5110. The fields of the certificate may contain information such as
expiration dates for the certificate. Access to the requested information

35 _ is granted or denied 5150 as before, but based on this locally obtained

information.

Using the present invention, a first device is authenticated if the
following three statements are txue: (1) its certificate chain can be
40 validated by checking the respective contained signatures back to the
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key by a’ signature of a challenge within the control record flow of
SSL/TLS or equivalent protocol. An imposter could steal the first
S10 device's certificate from unprotected storage and eavesdfop to learn the
first device's MAC (machine) address; The imposter could then attempt to
impersonate the first device'by spoofing the unigue identifier (MAC '
address) and replaying its certificate but the imposter has no way of
getting the first device's private key which is kept secret in protected

15 storage and hence is unable to sign the challenge.

Other examples where the present invention might'be useful.include the
creation of long- term secure pairing relationships between devices
without the en#ry of PINs or encryptibn keys, such as aésgciating'a

20 | device such as é headset with a mobile telephone as is shown in Figure 9.
This could be adcomplished as follows. A user has two devices (6001 and
6003) between which he or she wishes to establish a secure relationship.
Each device is provided Qith'a device certificate as pre?iously described
containing its device identifier or serial number, which is also visible

25 externally or known through some external means. .Instead of the device
certificate, matching privaEe key, and Certificate Authority's public key
being generated by an administrator, these data items could be
preinstalled by the manufacturer £010. The device is\then shipped by the

) manufacturer in ah uninitialized {(unpaired) state, i.e. with no link keys,

30 PINs, or pairing relationships defined. Bringing the two unpairéd devices
into radio proximity, the user pushes a button 6020 which executes a
special function when the device is unpaired. It causes the device to
tranemit its certificate 6030 to the other device as was described with
respect to Figure 4. At least one of the two devices needs to have a

35 _ dispiay device (not to exclude devices thaﬁ use audible or othexr output
means) that éan display the identifier of the pairing device 6040. The
device with the display verifies the other's certificate by checking the
certificate chain authenticity using the Certificate Authority's public
key. If the device identifier in the certificate matches the device

40 identifier written on the outside of the device or known through other
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- 10%& ( gaﬂrgggbﬁz(QBnLg@qughry reauthenticate (using certificates or cpticnally
the link keys as a shared secret) and establish encrypted communlcatzons

10 at any time in the future. This enables manufacturers to uniquely pair
devices without haviné-to synchronize the manufacturing of the devices
throughout the production process. If the owner of a paired device
chooses to transfer ownerShip of that device to another person, the owner
can delete the pairing relationship and the future owner can establish new

15 pairing relationships. for the device by performing the same steps

previously described.

This method of device certificate based initialization is especially .well
suited for consumer devices that will have long-term exclusive pairings
20 such as a cordless telephone handset and a talephbne base station, a

personal computer and a wireless audio headset, a personal computer and a

wireless mouse, etc.
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device certificate having a unique hardware identifier associated with
. said respective device, and a public key assoc1ated with said respective
-device, said method comprising the steps of:
establlshlng a sesgion between said first device and said second
10 device;
. negbtiating two-=way session'encryption and mutual authentication
requirements between said first and said second device;
exchanglng device certlficates of said flrst device and Sald second
device;- . T '
15 ' cryptographically verifying the received certificate us:ng the
public key of said Certificate Authority;
exchanging challenges created by each of said first and second

devices;
responding to said respective challenges by signing said received
20 challenge, using the receiving device's private key, said private keys

regiding in the respectiﬁe_protected storage in each said device;
returning said signed challéngea:
cryptographically verifying that said received challenge signature
is of the challenge previously sent by said receiving device; _
25 establishing a key agreement between said first and said second

devicés; and,
establlshlng secure communications 1f all of said prior verlfylng

steps succeed

30 . 2. A method as claimed in claim 1 wherein said first establisghed

session is non-secure.

3. A method as claimed in claim 1 wherein said first established
. session is an authenticated connection.
.35
4. A methed as claimed in cla;m 1 wherein said first established

session is an encrypted connection.

?

5. A method as claimed in claim 1 wherein said unigque hardware

40 identifier is a machine (MAC) address for said associated device.
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comprising software code portions for performing the steps of any one of claim 1 to claim 7

when said product is run on a computer.

9. A system for initializing secure communications between a first device (1003) and a
second device (1001), said first and second devices each having a public key of a Certificate
Authority (1005) and a device certificate (1050), said device certificate having a unique
hardware identifier (1015) associated with said respective device, and a public key (1040)
associated with said respective device, said system comprising:

a communications mechanism (1010, 1030) for establishing a session between said first
device and said second device, negotiating two-way session encryption and mutual
authentication requirements between said first and said second device, and exchanging device
certificates of said first device and said second device;

a verifier for cryptographically verifying the received certificate using the public key of
said Certificate Authority;

a negotiation mechanism for exchanging challenges created by each of said first and
second devices, responding to said respective challenges by signing said received challenge,
using the receiving device’s private key, said private keys residing in the respective protected
storage in each said device, returning said signed challenges,

cryptographically verifying that said received challenge signature is of the challenge
previously sent by said receiving device, establishing a key agreement between said first and said
second devices; and, establishing secure communications if all of said prior verifying steps

succeed.

10. A system as claimed in claim 9 wherein said first established session is non-secure.
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12, A system as claimed in claim 9 wherein said first established session is an encrypted

connection.

13. A system as claimed in claim 9 wherein said unique hardware identifier ( 1015)isa
machine (MAC) address for said associated device.

14. A system as claimed in claim 9 wherein said protected storage is read-write storage

wherein the read capacity of said storage is accessible only by means of a shared secret.

15. A system as claimed in claim 9 wherein said public key of a Certificate Authority (1005)
is a public key of a root Certificate Authority.



