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| NDI CATI NG THE STRENGTH OF ENCRYPTI ON CROSS- REFERENCE
waBRLARFED APPLI CATI ON Thi s application clai nBCT/CA2004/000617

priority to and the benefit of U S. provisi onal

application Serial No. 60/494,623 (entitled "System

Sy I AT RN T i ERGAPYPTION
di scl osure, including the drawi ngs, of US
visio [ pat i rial 5 60/ 494,623, is
CROS3: IM%@MQMM CAL FIELD The
pr?ﬁ%mapr)l"déifdin' QMirng! Bﬁ@ﬁtygﬁﬁ%"r@ lttre tiSeridi &f @).8. YProvisional
secure electronic nessaging nd in particular to

application S ¢nia) Necel/k94, 6&§s(§ag&ed n$)tﬁtﬁﬂ’t Ao methog ofjipdicating the

streré%etﬁ chﬂgﬁ’?@ﬁ% ﬁ?AgK@gggP . 1?5%(?@ g?g tﬁ[}sg rrx,fétrglqce the full

discloRaEd, emMUdinguh@Qﬁ@vdmgserder SBprovisibeals aﬁpﬁce(tlShl\/Bb’Eél Nos.

or Prett Good Privacy @15 (PGP) anong ot hers can be
60/4@&@5%3@5‘9@‘3959%9@@# hqrét”el?ﬁ refereRERs. There are nunerous

ci phers avail able for this purpose, such as Triple

Data Encryption Standard (Triple-DES), and Advanced
TECHNICAIL FIELDt andard (AES), anong others. Sone ci phers

are classifjed as "strong" ci r V\:hl] ot.hers ar .

o1 Xu§i presanh Ivenian relatpp asnetaliyli e fiad P Saaure iectronic
mes@Sﬁ@%‘ il # Tar@ddato andit SBBYritgNARESagY Shfordfdtion for a

time;” as new cryptanal ytic attacks for the cipher are
secutesuessaged. Wien a user receives an encrypted nessage,

the level of trust that the wuser can place on the

validity of the message and the authenticity of the

BAGRGROUNPERRTAS on the strength of the cipher used for
—encryptron. If a strong cipher is used, the user can

beMasﬁagqmnqrmedta@:qwaga@esmgenmesswagbgro&mﬁych as

Secﬁ E’ﬁ"étmgé qntyﬁe uséf‘%%@ﬁ%&ﬁsge ar ir:SFthe e%%gr}?@: fivacy

(PGP amengoothens cedrn weﬁhbq:m@dl uéﬁsgttﬂﬁemﬁsagheg There are
clients, such as enmmil applications for

numeseNs €iPhasiparailalled & 8@% PUDE$SaPUSH ia5dil & Rree%gaé?a'?v%fvptlon
Star&far&r(‘?n leBHES), “ﬁﬁpAﬁ%néébeEﬁ@&ﬁh(‘fﬁ@taﬁ@érH ﬂE@i)Séﬁ%ﬁtq others.

ance, messagi ng cl may 1 n |cate
Somé eipherp|are Sdas¥ed iaghtstroabt) wiphdns) \Mhiﬂe udbdrst areclasgijied as

"we@}g%@nﬁej%ggﬁwggr\ﬁly, He bg%e?vaetdl sﬂge : tt]r%e ofa Mézror%gé/% %?188 over

time, as new cryptanalytic attacks for the cipher are discovered.

When a user receives an encrypted message, the level of trust that the
user can place on the validity of the message and the authenticity of the sender
depends on the strength of the cipher used for encryption. If a strong cipher is
used, the user can be confident that the message was not read by someone or
tampered with. The weaker the cipher used, the less confident the user may be
regarding the security of the communications channel.

Secure messaging clients, such as email applications for desktop or mobile
computing devices, typically indicate details of the cipher used for the received
secure message. For instance, the messaging client may indicate that the Triple-
DES cipher algorithm was used to encrypt the message. However, indicating the
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ci pher used may not necessarily indicate to the user

whet her the cipher used is considered to be strong or
WOR@E/OESbESsSs the user is well-versed in the areer/oiA2004/000617

cryptography. Additionally, different users may have

di fferent standards for determning the strength of a
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ories corresponds to t ectroni c nmessage.
exaﬂt‘pielr at merttmd»chtoad beopnoamd fos ididigating ean tan gleciniofdevice a
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the 28PN & aéeé%h@ SectPiBHFdIhted! e AsulchRbH OWithY e Nelectronic

can be provid or an electronic device.
MesRAger i t§e¢tmtm@ate¢attrust waitegaries tadtaney ptored @rdbei elpctronic

ooy BR3P HSBAERS 1R 501 I GBSy pgiod coa

whiGIeCof ithe - §6diaiterelblads ttrustt &flegoiss ddrrsppadat o th@delleetronlc
determ nes which of the security-related trust

me%@@@goﬁ secedlyrrelaiemhdadicator He dislayetip ca st R thgyelectronic
devitdl D8k ﬁgdétférrﬁ?\gatc%qreg bAding s?%{iﬁfg' r'e?’ ?ltl"?stgategory

|nd|ca or I's di's to a ser roni c
de\As:andstheeéxamte tdﬂsedﬂtty;ttefnehe'dilccanon&qstmdlcag\ be provided for

an BlECTRARIC AP RGSS Ry o1 Lo OBl BI0icHeg RIGIPS Pl Secury has
becXFBY ﬁ?ﬁn'@é&@%’h@ﬁlé@é% 8mA %d@h)&i’eléféﬂ pcﬂfc?%%fb s configured

I nvention may I mpl enent ed Ig. 21is a
to sdbmgsemnty -talatedatust gaaegml@ar A compiaratae nnsyte dﬁ@lﬁmﬁw which

of the ssBuPBrarged e effoses abogpnfy i et Message by

usind' tHy O%g%dor%l(r)%gte@ 4580 Risebhigtydertéd® indic e ROHBHRYE8E8 a user
of the electronlc device based upon the determined corresponding security-related

trust category.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram of an exemplary messaging system in which the

present invention may be implemented.

Fig. 2 is a block diagram illustrating a secure e-mail message exchange in
a messaging system.

Fig. 3 is a block diagram illustrating a system for indicating security

information to a user of the device.
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Fig. 4 is a sanple screen of a device show ng a

nmessage that was encrypted using "strong"” encryption.
woe@s5/058% a sanpl e screen of a devi ce show ngPEI/CA2004/000617

nmessage that was encrypted using "weak" encryption. 5

Fig. 6 is a block diagramof a wreless nobile

configni4c &8 ispisadgplé cstreen ofhachevicaestindhdda OheSsdges aRat was

use the security level indication systens and nethods
enciyRief 4sing 15080 eNEYBYOMODE FOR CARRYI NG OUT THE

I I ' t r gsdi St ]

be pér ffﬁgrre]ag S§ﬂ§cﬁr§eﬁ@5é£§§°§ha anhfgrjéleeIQVé{? %tglat was
encaypted ssigignyved k" emcryption. Wi r el ess nobil e  conmuni cati on

dewvd. A - al be .processed in .
ot a9 Gel§ & DIRFRARGEAT I 2 aterlrsomaBile crarBaRIcatoy euiige on
whienta«ﬁﬂewaqﬁgsa@ﬁt&%d%eam@ 3ectifRy SRIEN ShditatRMt sgﬁ%@} and

recei ves t secure message. For example, a secur
metheds sigclored rrein. nessage that has been signed,

encrypted and then signed, or signed and then

encrypted by a nessage sender according to variants of

BESTMODE FOR CARRYING OUETHE INVENTONENSI ONs
(SSMME). A secure nessage could simlarly be

encaRAUre ofPH elysly tatust Isbeaking mrayc ae eperdonmag on  secure
e e WNG,,Si g G PLOCESS)| f .

me Rt Bl SroceRBU Sy 2 Michertiy e HPTLSRIBRSS mobit
comreurication devicec &5 sacyrebmbesage npyadiso @eV;lﬁrbbéssmil 1no<bther ways

operations are perfor . A messaging client allows a
by &S BAOBSaIEE 0" e PENAe SYHEN: BEVIRRD AmestRsessender and o
meSHa¥fhd RNENtTRATHI PéceivesTBRS 38EGR FMds3Bbe TRYr WEMRIE, AMsecure

a coriputer system a handhel d device; or any other
messagegnay bede massage thatd@sneercsighed.serkSyptedadid thenesigned, or
. \ha ssagin |ients al so have, additi anal .
sionsgh End B P Yelast B pdnssape sendssiafsoiding fp vadants of Secure
MultipGlpede Rirmey smam Eﬁu@abioﬂsogsmﬁmt)ng Rrseélﬁ‘éefﬁés@g?e could
_ hressages using any variety of nessaging protocols o
simigarhhbiai eneoded, campressect air etherwisel precassedeitherobefore or after

i t ' il T P | P
ool S, Ay 51GFskBbg TSl 5l AL yeec o
mesvagli recdivere if afeceesdryt befrer sighaturec MetiRgdtiohe opergtions are

rg s a block diagramof an exenplary nessaging systemin
PeriAmed- a nessaging client may use the the approaches

di . . !
76l el ARGk Il A an

posSibly also send messages. A messaging client may operate on a computer

system, a handheld device, or any other system or device with communications
capabilities. Many messaging clients also have additional non-messaging
functions. A messaging client can include any system capable of sending or
receiving messages using any variety of messaging protocols or communication
architectures, including, but not limited to, Simple Mail Transfer Protocol (SMTP),
Post Office Protocol version 3 (POP3), client-server architecture, or peer-to-peer
architecture.

Fig. 1 is a block diagram of an exemplary messaging system in which a
messaging client may use the the approaches disclosed herein. The system 10
includes a Wide Area Network (WAN) 12, coupled to a computer system 14, a
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WD 2005/ 015868 PCT/ CA2004/ 000617 w rel ess network
gateway 16, and a Local Area Network (LAN) 18. The
woweslesss network gateway 16 is al so coupl ed POT/@A2004/000617
wi rel ess comruni cati on network 20, in which a
wi rel ess nobil e comruni cati on device 22 ("nobile
wirethssi metWork gatewdy §6 @0d atlooozp Ared Net\ﬁoﬂhﬂ_mﬁwt Ghe wireless

d i | t
et GARRRLTY 5 s aaYAISia 8 Witslaes PemPeunIGRny DAROIAO, in
whick2a Wikd|64s FFﬁ%lIBQ:otntn}ﬁunﬂcQﬁSﬁ B@(nce% "R @&l&f?&u{:@ﬁﬁgured

system 14, normally access the nte net thro
to Openaéea net Service Provider (I1SP), an Application

T NN TS T TR .

(Pcrewm@h ks Q@ﬁﬁ@reﬂ%sﬁﬁhﬁﬂniﬂateﬁﬂbmlg'ﬂwe' WAN’HQHWW%h may be the
ocated behind a security firewa thin

Interngt. RGe s8R @smteasyst@me‘rthmqngraﬂm 'aacessmw lememet through

on HEPROE LA IO 18, AERYE: 6ol BB e

like.both within the LAN 18, and with other external

ients via the WAN 15 12. Two known nessag
ﬁ@%e éolr(% oM 8re¥peiatlANhisnge ex@mrle oina fLQSWQEk based

’“esgg%“ﬁ‘n’%%ﬁﬁ“%ﬁi%‘”ﬁ‘@i?ﬂé@“%‘ SR, ARWIERs  Kitip the
LANu$8, aJthsstmgzaedeSenc%aldpemthaonla; computert bekind tdelf!iremll 24
s, FRSARE oS Py T s ces
boths\tvnmagmeflgmwé AR WRh 6tﬁeﬂ@xﬂe’r§él§ne§§a°§ﬁo¢1'c‘ﬁéﬁlﬁ via the WAN

e-mail, 20 electronic docunentation
12. fiveo h@@\gag@e@@WeseWszﬁaareMcrm% %Em@mameammet ard Lotus

Dot EE neSaTEs 2Y SHETheh St B Sl ot e

mail $ystepsrthat Bypiesinhusy UNIX Hasba18 iidiSprdtdidis &Pidifle and deliver
client, such as Mcrosoft CQutl ookT Lot us Not es,

mail gpessageshiThe Message &@ver@@ sagealsarsoyide @dgitioras functionality,

st 88 JFROUEIEENE! ool EDIAEL B A0 R IARRIAR, .

elecmmsls&iyﬁunmmbtwre arheng@dtes,*ssed by a user through a
uter system 28 ggeratl ng as a nessaging clien

Th i 'NEP SEFNRSr g%ﬁo&ﬂﬁ mMesgagipgdearahilitias & ffbﬁ!\é’Oerd
com%@te@ sgét%?ﬁsegé co[]ﬁfe‘&otbkt 2Q.AN hB0 ﬂ'?%@él%ﬂg%sﬁgﬁ%ewwnple

e exthange Ie devi ce
computﬁt:tayetemaéwaokadasei m@lcd)f irhplermanits |ae nikessiagimg?2lient, such as

wicr G280 R, SRR ER, Ll AR o 41T 382 RRahtts ae receed

by thétmessadfe sEWé?t 26’”8@%@@ tBefﬁeoraESEF’oﬁ?hété NRalbdx&seRF user
net wor k gat eway 16. The wirel ess

accounts addressed in the recelved message, and are then accessed by a user

through a computer system 28 operating as a messaging client.

The wireless network gateway 16 provides an interface to a wireless
network 20, through which messages may be exchanged with a mobile device 22.
Such functions as addressing of the mobile device 22, encoding or otherwise
transforming messages for wireless transmission, and any other required interface
functions may be performed by the wireless network gateway 16. The wireless

network gateway 16 may be configured to operate with more than one wireless
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network gateway 16 may be configured to operate with
nore than one wireless 4 WO 2005/015868

WEON5CAReH4/ 000617 network 20, in which case PEIECA2004/000617
wirel ess network gateway 16 nay al so determ ne a nost
l'ikely network for |ocating a given nobile device user

netviSie 2R #hich édsiCthe \}Jﬁélé§s AStIdIR SRSy bStrﬁWEISZO determhlne a

count r| es or networks. ny congut er syst em 14
mosadlkelsfsnetwom doramating reagivercmanie desme@%%rg@@d vnay, atgo track

e device .22 thro ess networ k gat eway

userf6as ”‘&W@?W ?WSFQ Coﬂﬁﬁ{?gtcg %\%’éﬁé&S net wor k gat eways,
supRyasorMplitet e§sted NuuB With \uetess Neth@ WANVPA)may exchange

routers coul d al so be ??l enmented to provide a private
messages fwithe a gobilevdevdce 22 Hupuah Khe pyireless mptworky gateway 16.

AIteVHJt@EISIZ%n %’ﬂg&ﬂ&%@%&ﬁg# GTEW%&A%YJ&?% 'WVeIQéQY/'nﬂ?aI Private

ace one or nore
Netwom (MPN)erouters cdild alsd meougimmbntem togiresgidersepriwatk iérface to

Bl St T R S SOAoFbeh ol U 1
may Yoieka Bﬂvé@ﬁnt@'ﬂ%@e fl%frﬁ e L)Kﬂ' 8 Q)eor?é(bﬁﬁﬂﬁé’ nébile devices 22

entities outside the LAN 18 by providing a nessage
throtigh tiee direlpssmetwdik 2@t Sunh syprivate trtterfacsptor mpbile devikes 22 via

t he ness r 26.,.8uch,, a redlr t|on S
the QRERIFER dIFIVR L sarrenae 16 cnipr e WETSss TR, A irfay, also
effee:twek5 bBeéﬁBMdéd‘Q@fé?ﬁitlék eslitsifk ahé h_/-SNa@'byC@bk/@l’hth message
reference. In this type of redirection system

fonMamlJomQﬁgeﬂmw@ewst@néha@@pmtwnmergyessgge@@rveze% Such

o eS8t oo A TR Bl NG A, whon

herety idkefsorafed infuttes applicatiopsisy wamme 1ﬁn this qmeeof redlrectlon
interface, to the wreless network 20 and to
SystgEb iNGOMipEiMesspOpsIeceived Ry 4 BreSSPOR SHRYE iﬁoand addressed to

e 2
o i BB S B R B SRSt erce
eithé’hraougielessVWPl\gabatmywimlééssgatﬂwawﬂﬁsageﬁhem mien‘aee to the

il R S0 T8 e, SRR ) st
intelggﬁ goL Ss&“sv'n‘iéilb%g( oft H" rils888e ns‘ér\’)@rr ‘262%530@63'&‘ Wireless

vers nessages to and from nbbi l 25 devices
Appucatldial: Rrotocoiri (sWABmsgaiewagen Bar@egbt at VOAB gatﬁwmm pelist of

ices 22. [ { k 2
mesSBUT 1 & VAR CAIDPT OTnTILTReReORor oSy 26 21, PossiBly each
mes58ge B GEHBribA oMebeh AfsssAgEVEsHd bersendlo msdmabﬂ@a@eme 22.
nefwor k capable of supporting both voice and data

cofrinietessi patvarke?0 tnesmalyedeliversas19ssages do ang Jfearm) fobile
oo BLTLPURREL F41TI8oRRRIRA eI B Ay ices 22
TheG irefesSpasivadrk Mabi ray ofor tdyantplobbe: Syttt endata-centric wireless
network, (2) a voice-centric wireless network, or (3) a dual-mode network capable
of supporting both voice and data communications over the same infrastructure.
Recently developed wireless networks include: (1) the Code Division Multiple
Access (CDMA) network, (2) the Groupe Special Mobile or the Global System for
Mobile Communications (GSM) and the General Packet Radio Service (GPRS)
networks, both developed by the standards committee of CEPT, and (3) third-
generation (3G) networks, such as Enhanced Data rates for Global Evolution
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Mobi | e Comruni cations (GSM and the CGeneral Packet

Radi o Service (GPRS) networks, both devel oped by the
warandeseds comrittee of CEPT, and (3) third- gBIECALI0GD00617

(3G networks, such as Enhanced Data rates for d obal

Evolution 5 WD 2005/015868 PCT/ CA2004/ 000617 ( EDGE)

| YRfiviibalMaBblie TB%&ﬁ%UHi& f6hd @%te?b@‘(ews which are
R 3

, are currently under devel opnent.
curresthaunderademetopragnton t op of the existing GSM wirel ess

e e is Bl oxeday it tod AL IR &Md SoRh uirefest Hesor, which
is ué‘é&’intrﬂéﬁm pBAdio? the Wambk ExaMahies o data- eémnéa)emms mclude (1)
Radi o Net wor k & Dat aTAC')

the blsibdex T HeriNetwerkEVaBI e ), o (2hedyaanac ™ Radio Network

" P r

(DRI, - Balhicy Bt KB vake KENE: dta geffioff i fdd personal

Contrauvrichéen WMet(lP@S)nRéMdrlés f\kegd:lMAanGSNWoamw “TwindeDivision
ars. The npbile dev

f I 10
Mutigle a‘\nq%grsgﬁmﬁwtws&em Rave Bebiavelablenried Aferica and
worlge\md%ef Ot eyulm' g)e%r%;mderr%e\fh&m e PR P mugi Eg a data

ata an types communi cati ons. Perhaps™t
commugticatimmuevice,pa voicenessmgnitgtionrdesive, prianmudiiplé-mode device
el ectroni c [ Inast?ndard e- mai |

cange{at ypiesn daliand Oties Bhgs o saniningplBise. i)

s e pehapPPeSinBsY cdmirfnatypa M@r@e&mmmﬁlwe i8 electronic
servi ce provi der systeny 15 and may then be routed

mallt(]’]em]@h)t e al staedardt e-maibsysten, abremalyvasgageisesandy. an e-

5 IR T Bk 581 1D SR HEY8E: syt

andRaY tiesn betreuRRSBRobgH Wee MteMet ¢o hel orsmore medsdge heCelvers
e-mai | recewers&y1 ) in the cl ear andt pically

E-mad énessagies avainorma §e@truwgyaeaprypt®tvrpiiamﬁ@§d %C%rhee read

or agﬂék%d b?%ﬂgéﬁa T % ﬁg@ﬁ?s% ﬂetﬁ’éﬁﬁr’tﬁ oé‘%él%é\@erbé;rgéheg e-mail

ormat of the e-
recdiverse(@eglt "ine thies clezetjuard rpsisaltyi nget Siotipie quad Tramsfer Protocol

VSl BRI SO e e IFE o
deﬂﬁ@‘f}‘;’e ﬁ{rm\ést{H}Qé%T%sgé two public key secure

e-mai | nessaging protocols that provide for both
endn yexeinb yeatsy spcmeenesmmg teohnéques hawe evajvechtp piect both

tne £8hfeie Anek Pizatite.of mckses: Byt R STREMRstRIeR! SMIE and
Prefyd dbbo® Privaicy™ |(POPTY) dirgi W priblip ey eecared ennakiabysaging

encrypti on, Secure nessages may al so or instead be
protepelsdibat peavige der bathoencryptien.wios Braieeicéataeepntent, and signing,

which protects the integrity of a message and provides for sender authentication

by a message receiver. In addition to utilizing digital signatures and possibly
encryption, secure messages may also or instead be encoded, compressed or
otherwise processed.

Fig. 2 is a block diagram illustrating a secure e-mail message exchange in
a messaging system. The system includes an e-mail sender 30, coupled to a
WAN 32, and a wireless gateway 34, which provides an interface between the
WAN 32 and a wireless network 36. A mobile device 38 is adapted to operate

within the wireless network 36.
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Fig. 2 is a block diagramillustrating a secure e-nail
nmessage exchange in 30 a nessagi ng system The system

WO oobotkees an e-mai | sender 30, coupled to a VIAXI/BR2004/000617
and a wirel ess gateway 34, which provides an interface
between the WAN 32 and a wireless network 36. A
nofiheee-traili sended I0smagae adPC osugreaatiee systehi n4tindig. 1, or it

i rel twork 36. 6 2005/ 015868 o
et S S So et e es SRS SR8 Flgp, The o
mailS$Eiter 30 Atays ¥sbere LmioBilE i devick IikY¥ mdbilBBdeiée gzi in Fig. 1 on

_networ k-connected conputer, such as conputer 2
whigh g-mail megsagesntiay berctenp@edrand adesd. b&he WEN 132, wireless

o 5. s THM ey B rRRuk IS oo soioifany e amo
as sWhialyelsbeﬁecga@mp@Meﬂt@,inwi?_ei_ess network 36 and nobile
devi ce 38 are _substantially the sane as

si fti $e0Urg ermpi messagefsneents typicellysigns amessage by btaking a
. - . 30 ' . Si
digeft B FRASAGE HOHBPIN Sl BLEY LinT R heRdBPF I key. A
digessimay tfoe exantde ' Ise Bgegnemtedkby. pé\forﬁhi@%sé kmkfsvrm, a Cyclic
e | e _be ge te erformng a check-sum a
Redgg{aney Pgeﬁgdﬁmar %%EE@[“@'R@PWSW@M% qpefglion, such as a
- i e r i . .
PO e TR 1Yt o el g S b e
sendgrgusing iye sardersepdeate s gThéerivatedkey snayr be atsedkteyperform

an ehiRefibh G b DR dral it i alion A JAe e g seperate a

digebOsigaaer&t A digitsl IGsdtufd, IMALHREG thé\dfedt bAl thé ARRIsYERnature,
0 in?: udi ng thegldi gest lz;'md t he dlggest ﬂ‘Ijsi gnat ur e, R;%Tss i@na ure

is thep @ppgpged de the eutdeinpmegsagey Heeddigen, a wigitad Qa'rtiﬁt;ate;]\of the
el i fd gat er ich ingcludes the ..
sendtghfn, iides B Selier S BublE ReGend S5 er Bkt Byorivation
that i1bbung tdab@ublic tkeg witthbhe drerord dlyitanSighatures eand possibly
dj gital signatures, and possibly _any chai ned _ _
any ebgmﬁfiicé%'ggatﬁﬁ dndebertificata Repatation i\{léﬁs (GREs) @sﬁq_c?tzd with
achat ' f i e incl ude
the GERAEARIAGY Hlseibe nbRUSRMM LEARABRY ApdfediC |
meEsagecdre e-endil pssdye 40 sent by drelemaiDsamderi 3T maydnélude a

comBETtr S Eioghiy 16 GRgens ounGHea CaRlrale,pRANE Rk and
digitall 9RPEtUTBS8AGEthROdnéd- rHe'%sé@g s4dy W& SeRUffRe SIMIME secure

nmessagi ng techniqué, CertifiCates,” CRLs and digita
messa@ngtmchiQQAEe Certifieatey, GRls eahdatdigitad $igoataresigaref narmally

e, as. in Fiqg. 2 d the_nmessa ody 25 |
plac 3F TSRS & Meseflon Ao onL ECEGe 2 B8 48 fiks<age Dody
is includied irs adile attaEHRast. nBIes§§é‘@é@énéf&Yech2%é’FB§e%%G@ messaging

conponents in a different order than shown or

schemes may place message components in a different order than shown or
include additional and/or different components. For example, a signed message
40 may include addressing information, such as "To:" and "From:" email
addresses, and other header information.

When the secure e-mail message 40 is sent from the e-mail sender 30, it is
routed through the WAN 32 to the wireless gateway 34. As described above, the
e-mail sender 30 may send the message 40 directly to a wireless gateway 34, or

the message may instead be delivered to a computer system associated with the
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i nclude additional and/or different conponents. For
exanpl e, a signed nessage 40 may incl ude addressing

w0 ndosionmss on, such as "To:" and "From " email| PCT/CA2004/000617
addresses, and ot her header information. 30 Wen the
secure e-mail nessage 40 is sent fromthe e-nai

mobv?l\/i@r ic®8 hhd!then' SBHIAE e Ritbile {AiAN83thrbOgh ke wireless

r
el ess gateway 34. As described above, the ‘e&-nail _
gateyaydd4. Blermajivelynthe messags gy doratited or reditasted to the mobile

devije 3R Bra B A i pefvark 3BT B 08P S VRN he” 7
VOIr2 RASWA 16e26iPe M4y 81idH196detailshithe dishrc@setBtaBfcrypt

then sent to the nobile device 38 through the wreless
the gaceigag-mail mMessageatPvarey pravidedme sthgeusrly béor Rxagple, the

mes%ﬂ%g@ﬁ%i%ﬁ? éﬁ&dbgicégﬁh@mé ﬁes%%é ggc\i/g%ﬁ\gé{gﬁ&y%b% using the

ess n Via a Wwmrelwes u

TriplerDES siphere Howsvern .l genérally diiffieultsfonf thehdeviceseuser to
used to encry

dotagiin dralatNG eliabily OF SUSbRIMANGS Borise Abda iRt based on

: j L odi . ; m 44 was
Justghg\rﬁ%lgg?f&gé‘%gééﬁgcﬂpﬁHF%@@@ Ci pﬁser. However, it is
geAsrdibtlpsed fiiereinl & $ecure reeskaging clientsen the mobile device 38

deterpipe the relative reliability or.trust ovi ded
maysGroide Be bRer bitpra caakerbBRersand Melcsion ab ey Sty tust
leved BRVIddE b§ itREFpHEF b eldNot e rgitahiteteiled Hechfe message. This

di scl osed” herein, a secure nessaging client on the
indicaionl is peaMided 38 additiorp todajeils Bé thecgipher Hsed  The secure

S35 LSRR BTEEH Rl BBt 4 may o

recdi®s RiseedreSRey ansearape-mailntessagds.c ¥Vhem thes spcureiressaging
_in addition to details of the cipher used. The secure
clientegsaiyen gnanseare ieaibit ManPraade gnrisdisaiar ig thepsprenforming
2 ; cei ve insecure
the §dfhat AEERARF Bos TS T BleedtaddyC T e "secur o
mSF@gB niﬂustcét'genmer geaénaeiﬁnaof isesentyr rustmiével indicators (e.g.,
.provide an indicator to the user infornin he user
ol Gt o Aue dBedn IR FXEMEIsEagd, SR elpctgic message
60 (b#.,ué-ﬁ'ﬁé}f)‘?sg EModRE P i!eod‘ls*[\ﬁ’cfe 39%¥rd§eyoft\hi\=@ésé R¥fork 36. As
I ndi S fe.g., relrability) o le d 8

cato a nobi evi ce 38.

explainedhabasea g aromic Fiegsage 68rmay betsesuired by sswariety 26 nggthods
(e.g.,.e-myl) is. sent tq the nohile device 38 by use .. .

andfaférhisesaiont, Wi kasecie! caniEiatEo A SheRi7ba diotal

signFRFeasecABficme Aais §aYRPidd an \RE.I B1.Y I10fs pBédisiesfor dadurity-
transmtted along with associ ated security-related

relatest dats assogiated withielegtronig message 681t bersantisepaeatelydram the

o B R AREO00. 5. 0ot 2wkt 3 BoE o © hessaen b o
beVgiesH tiseRatatee meskagimgt dlient on the mobile device 38 receives an
electronic e-mail message and its associated security-related data 60, the client
proceeds to decrypt the message and verify the identity of the sender using
known techniques. The client determines the security trust level or reliability
strength of the cipher used by referring to a policy store 64 on mobile device 38.
Policy store 64 contains relevant details of available ciphers and their respective
security-related trust categories. The client can invoke a comparator module 62 to

perform a comparison between the message’s security-related data and the
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25 el ectronic nmessage 60. Wien the secure nessagi ng
client on the nobile device 38 receives an electronic
we20miolssaessage and its associ ated security-rePer/ed2004/000617

data 60, the client proceeds to decrypt the nessage

and verify the identity of the sender using known
mfortrﬁé’tfHH %’t@r‘%d WQhé' PSIR%/ QEr8’ BUNCBIR POH' tHe/ ddnl}t%rlson a

l evel or reliabil 0 strength of the cipher used
corregpp@nding gecurity truﬂt |I@\5el or categeMy dﬂndﬁ@lﬂn!r@djgw itae rrwsage An

it 68 S R coltes UL Be iy YA 19 ¢ o el 1B, dhicers

useCidtstfei6®s. The client can invoke a conparator nodul e
62 to performa conparison between the nmessage'.s o
sebgran gxareplg; Edheisirheanged ﬁ@enmmgﬁmg@ is classified in
4000017 or d ;
the BEor /e 588 1 et SR AnSh RIS STErBReAGH with an
indicationr ithyt tthestcmherehs oclassifiedoay I'weake! eAsi wifterent usders or
nessa

orgAEA ey e Vel ORTeTt S hdIF dipeiclr SRR thes seguty trust
level Ehﬁf Jé’i‘)‘:%ﬁ% S%Rggssggg %g licy %Pelr 64 aill?I egﬁ]i lﬁf&?ﬁgloﬁl@?n\:@cﬂogy (IT)

crypt assi
admrsnisirato4o atora caxegcha‘ieschm Haownt ¢iphenshizaseskon irelevant standards.
nted w &h an ., i ndi c t hat. hhe clL pher

Theg@ ggﬁqqquga will typically be egeﬁqgraesnctnp erpaligies. Fof instance, the
IT a@ﬁﬁﬁﬁ!ré@? oS gt a@bﬁ&?hﬁv ek aritskR htsre Whrith &t tests for a

determ ne the security trust eveI provi ded by
cipher,pivbile  then ™ meimipiptratasr torea carperate agansy oM@yt Prascribe less

strlr}ggﬁpgﬁ%t%%ygﬂ T%enra{él l)eaa%n\ | tc{pﬂrteprbetn? HYals gle%atagg'%aq@ by the

ase o evant st andar ds

govErmnggNr agenoy, |Butt argal"sabrhg' b9 uhef esrpefateoagenay. phTshese cipher
policies. For instance, T adm ni strat or
PO|'@6$éPﬂYrebﬂ deglaveg rﬁiﬁ?rﬁ%s@h Eféﬂﬂ%r’@og'!er ideyisst 38e'§‘(%u9h the
wweié%% ﬁetvsfb'rl?%%ralld’%ﬂhg%é Nobilk gg\'ﬁ}zg':}%t f@‘éR\FaRfsoﬁwa%tam an up-to-
orate age y prescribe l'ess strirngent test
dateThetsofrmphérepmlcie:s aCipheh @olites dgployaﬂ;ﬁnrbugh ths wllmeﬂs network

36 ngotptﬁgf 5 g@ﬁﬁ@_rrent ag&gé:%ipeﬁ?ﬁjc}aag?h% %ﬂ%%reg@ to?ﬁm device

3g. depl oyed "over the air" to the nobile devi ce 38
through the wreless network 36 allow ng the nobile
deln the Bgamplel siplyersnatenclassifiec aspbenng &l "weakofor "strong”.

Ay hFRFE BP 5 U i 563 S BB MIRAETEIDS: shows
an &)&RAble ScrdsRbE tHd abfle i devickt 88.e I@%ugfcdsbetrsbemesgagaqm was
38. In the exanple, ciphers are classified as bein

enceypterbusinggalstropg” ciphepndiock isap 1RInpdicates thet @mafeésage 140
wasCHGINe e WhTBYarPLR Gy Bion fitflcon"hedE5 e 58 indicadhe secure

messaging protocol (S/MIME) and the cipher (Triple-DES) were used. For
example, the encryption indication message 152 could be "Encrypted using
S/MIME using Triple-DES cipher" or any other similar message. As shown in Fig.
4, message 152 can be configured to indicate to the user that a strong cipher was
used.

As another example, Fig. 5 shows a screen demonstrating a sample
message shown to the user in the case that the cipher used to encrypt the

message 140 was classified as weak. In the example, the lock icon 151 indicates
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an exanple screen of the nobile device 38. In this

case, the nessage 140 was encrypted using a "strong"
w@2berssesA | ock i con 151 indicates that the nmeBSEHQg&2004/000617

25 was encrypted, while an encryption indication

nmessage 152 indicates the secure nessaging protocol

to tr{egbé\érwﬁ?at@lﬁ‘@' md¥Ragk P® whd BhRBririthed nBssages Ahile Ftﬁé questlon

exanpl e, the encryption indication nessagé 152 coul
marbe151Enmayptm;hbaIS|ﬂ@t 8/ \weak"usiphgr Twap| esavES é\dldn@rﬂally, the

enciipdyniedn Ineseleo NPT gorky o HAKY e g s mime

usin hﬁ‘iplé—DES @ithett Bharsim@ar migsdged.in b‘bttﬁ@ﬁéh\@le easemthe user
shows a screen denonstrating a sanp nessage

maypeAet the O igaari 511 1RAUBBL SeiaA (T fhe %car@m%s@set rotocol

and qﬁ& rc“?sb%teruggd rﬁﬁtyﬁ%@ﬁ %%gfih%}?efqh é’&%}i"@@ﬂ -détdlls from a

merﬁQ&‘M@bﬂ&6&hé’®'§éCAA@CB4fé§DM6m‘e user rhapg knewrwhethet thenmessage

rressae140vvasa, rypte rre
140 RS e GHPIEAE e 80 STR0Y RiACAEEN, Ribhes o sodie- Ofiep rgtegory of

c.ph\é?ssbaée%i%? %rhci[,gcsl@i'cywetérﬁﬁne@ag kN é@ﬁ‘nrh@t?ét@ﬁt i on

nessage y enctrypted using S/M ME
usiThg Siisterhe-abESNethuidsr disdosed diengih sarermresentfed anly bytway of
the.l ock.icaon

exaifglt Btk nGTEPRG I ARe SEues B fesiougaiar sy Varizigns o

the §YiefmisAHRS mlé%bs d%gceubeatabdvbmutdéeawaeénmythbge RAled in the
additional details froma nenu provided to the user.

art aad @s ageh taretmsmﬁed rayb& véthinttbe hegopenef Hﬁs@g@tlon For

exarifﬁp s&?ﬁe@? %gﬂ gi;@ﬁg aitl{t)ﬁgefg gagéa naYéeﬂkat a?é ICBlté‘?wrsmltted

usm.Oé Iccmrd@mammeldadmelt(beg raawlmlevwhemwk Ini@rnéheetc ) and that
ystens and net hods di scl osed herein are res_? C{%
contwn ynespagas and theinasseciated %ﬁcyﬂ%telautsarﬁ | F%n ta ipignals

maysﬁgpi%n‘ﬁ%tté eln' RO Ldift8rent: Yapbadih théhr‘?l lementation
heng ik 7 4ERSAng it

ystens an escri appa
envkmmbn’s&sudhl hbe@b |packet|zech|dlatairidr dmnsuﬁmm ®n a carrler wave

d to b t hi t t.h i on. .
acrRe s heai &5 Thhe SXalnbles FaTRLAHTBeTAE DERID I8 gaglatie
merﬁ%%a%nl\mﬂtllé” §tdré§é;3”CD%9ddéﬁeﬁ@é Ngpté ) C QARG | éd”mputer

nel .g., | ess network, Intefnet, etc.)
instruictions aodtdaata thatsperfiersn ane arhebre efsﬁtﬁ:rrwttfwds dlsclosed hereln

s §3tthot SR Shyolk foanTroRkJeR Hplidast Mo Re psd as the

secuﬂ?lréﬁ‘ﬁéﬁ midicdlorsenvi ronnent, such as as packeti zed
a for transm ssion on a carrier wave across

neSib furthes the syslemsapdpnethods displesed Ba@ablmzaweauw with
marf}}9 gﬁfetr?rit y?%'tsl Sf) %Qoﬂggpé%cegonA¥°éﬁtll'lds‘fra?|Bﬂr %95 695a block

can ore
diagram of a wireless mobile communication device on which a messaging client

may use the systems and methods disclosed herein. The mobile device 200 may
be a two-way communication device having at least voice and data
communication capabilities. The device 200 may have the capability to
communicate with other computer systems on the Internet. Depending on the
functionality provided by the device 200, the device 200 may be referred to as a
data messaging device, a two-way pager, a cellular telephone with data
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instructions and data that performone or nore of the
nmet hods di scl osed herein. As a further exanple,
WO 205/018868 cons and/ or text nmessages may be useRCEEAL0€000617
security-related indicators. Still further, the
systens and net hods di scl osed herein may be used with
mes3agimgngaphbilitersera wingpess hitemebidpplidese ©2sa data @dmmunication

IR ti.on, Fig. 6 i Jock diagramof a wreless
deviggifiith o ifoht ERnanysaraedtgR) ni ch s messagi ng
cl TRBtdudModts eliee 201 &g t??ﬁ{éé r B B! PFKEroprocessor
0 may e a two-way

herein. The nobile device 20
238 antlisplayaPdn Ftashi oenharyi 224,aRAM 226, vauxdl@raridpaédwtput (1/0)

devig R 288 A el Blos B3 0m keuitarm e AaRcRRst Aet. 2 BrigapEPne 236
a strtage Witeldse torhAiuMatioRS PRIMASRSeN240€and may also include

functionality provided by the device 200, the device

othep sipvigs) sHb-systeans @42t o The teanseeiver mdds mgynipctusie trapsmit and

oo e B eBR e oy B e Dl Ty N ey i adia e or

more lodal ekeitiators (LD $)e2 137 pid @ difitabsighadgroge SIS R)A2M@ NWithin
’_glev' ce (wth or wthout tel ephony capabilities). The
the igiash ﬂﬁ%ﬁ@fv dge device7O0may inclydea pluraliyrof spitwage modules

22RO NRAZED be Sy ey Bhiogdstyl 28T D
220) ipeluding ponvbic230ommuegatimar dn@le 204 eakdata? 3dmmaunication

moclA58288 3ol LA ShA 068 Nl S ot

plurdipob¥thep fnctidds. The transceiver 211 may include
transmt and receive antennas 216, 218, a receiver

( Rkhe 2wirelegst mohilei commuyrnigatian Aevicee 200 may ebeoaaltwo-way

I ol S . . 213. and.a, diqgital signal r ocessor
comfiiigetBhielige fRling iiod 3o duth FohBryRisSfish cRRSGEGESE Thus,
for eXAfhpi@ythiengavicts nfaydarhalunicat®ovepht VkEE neRFskESuch as any of

224A- 224N that can be executed by the m croprocessor

the 9@@09 Aodigital erilufsspnetvpols, antmay algoacapmemicate over a data

Fcat | I 4 ta_c | cat i
neERETTT2L 3B TR Bl fon Bl G ABIALToH g, © by e
commuadidation 2erf 219.c af iggengoiest %lacli datal rrastivbpkso fnagt gerseparate

functions. 15 The wireless mpbjl e comuni cati on device
COMBWHIGALPN HREWOr ki URP _seami'e%@srtwtw@yi%hha%itr?gse stations,
netwAk ESntPAIErsladta. , & B InaH bieRtctfRRR ihiold QﬁlgleT\WHélessfn%fwork.

exanpl e, the device 'may” comuri cate over Vol ce

neth®rdommwolcation asybsystent h21 arial espdrtodecgintalnicate with the

nenl 510 TR 30 AR T e SR SN Ry signas o
and foR e tranBmitter- 21 RdtdeBeiver 212, and may also exchange control
information with the transmitter 214 and receiver 212. If the voice and data
communications occur at a single frequency, or closely-spaced set of frequencies,
then a single LO 213 may be used in conjunction with the transmitter 214 and
receiver 212.  Alternatively, if different frequencies are utilized for voice
communications versus data communications, then a plurality of LOs 213 can be
used to generate a plurality of frequencies corresponding to the network 219.
Although two antennas 216, 218 are depicted in Fig. 6, the mobile device 200
could be used with a single antenna structure. Information, which includes both
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20 conmuni cation tower 219. These voice and data

networ ks nay be separate conmmuni cation networks using
w@epanaises i nfrastructure, such as base stati onBCT/CA2004/000617

network controllers, etc., or they nay be integrated

into a single wireless network. The conmmuni cati on

voice YRSy AN ikfokmlatiolS & cbﬁwrﬁ@ﬁﬁyﬂéhcﬁi andl fBnt ke OMIMBRKation
219. The DSP 220 I1s used to send and receive

mod;wamh vizaa liok between thet r@g F’ZROaaflm theomiaroproceasyrdda. er
1 ' . 212 .SO,. h I
208 oGR8, FErohee MRS dh S BB Phsuon s

freqliéndynBanN@] 66mpoRerstaddlectiMTPoNet eV aIN St CWIll béidependent upon
singl e frequency, or closely-spaced set of

the pﬁqqnugﬂ@gtgm n_etvmrh %1195,iirhgqh¢i(_:h_¢b@11:pb+@ydg\écgg?&9_ isnintended to
ope) VP IGRIEL T TREE BBSs! 00 FIARRE 10 REHESTn o Mo

Ameridahi regkétomasoineudd  oommuaizhtiomssubsystesn dtfa designed to
commuyni cations, then a_plurality of LOs 213

Ope'[?é%dfv'ﬂbt@em% of DataT4G mpehile qqt@q‘i%ﬂ@%@a%g’q n%%/vorks and
alsocégsﬁirﬁbofbgg%@a%ﬂsMiﬁ Ly {?ar?ét? -of vﬁ‘c‘er%’rﬁﬁwh%étion networks,

ant ennas are depicted In Fig. 6, the nobile
suchiasiAMP300 DMAUCDMS, BESH etd. t Wheresisra mobilatdavice 200 intended

structupre. I nformation, i ch i,ncludes bot, 1
for 3565101 EHERPPTPEAPSOLBIGHPR Fo0PE R Wk 416 EPRS data
commlirREatRIN fetwore aA@ MR BSAtRitd SomRflinidRiBntiwork. Other types
communi cation nodule 211 via a |ink between the DSP

of datxnandvaite: netwerkps beths separaiis antHaetagsdtgd) sty aksoghe ettilized
ot | cat i subsystem 211, such as frequency
W'thﬁﬂﬁﬁ(%ﬁ%n?ggel ection, power |evel, etc., will be
de_@%ﬁ@ﬁﬁhgum&h tHe type ofateworc21 9 othengdoass kegdidernants for the
whi ch the nobile device 200 is intended to ogperate.

duakgpdexaapile dexiceoiQ ayediseevango rof exaranle; ¢ dyrMghitex and
' t i ’ ' .

Dard Ty MBIk T8¢ REBLEHS o e neerk i

uniqulee iddaitificatiormr niimbei Asssonidtéed wditha eachmdevicet ilon GPRS data

networ ks and al so designed to operated with any of a
etk RGN BY STy BEBEO kRS da S RO R BIR S SHBSQ T deuser of a
mo égpo%wc% d&:@f\ﬂgﬁis o(é%iceetSIErcall Lﬁf}e%bé‘ sUBQéﬂt%rQ’@ééﬁt{i% module

0 1 ntende use 1 n Europe e configure

("SIMpBE vettieh Vg réquitesl iBRRYed 40 apecatertheairabileodeviee #0kom@dGPRS
the GSM voice ¢ nicati on network.. ther types, of
neta Ol et Bl FRET leHerapaeto® [FryiiRgR petanprable
withBBY tiié SSIMPEDUt thé ZR6bileMdelicen2000Rilll Be d@vitie t308arr}Sout any
Dependi ng upon the t¥pe of network 219, the access
funatiensiinwateng somanupications aveniweneiark 218 wther theo anyylegally

eafleton@itind BB sutfiobbBy ahac o, Ool TG
neafver knyseqgdiréd network registration or activation procedures have been
completed, the mobile device 200 may send and receive communication signals,
that may include both voice and data signals, over the network 219. Signals
received by the antenna 216 from the communication network 219 are routed to
the receiver 212, which provides for signal amplification, frequency down
conversion, filtering, channel selection, etc., and may also provide analog to digital
conversion. Analog to digital conversion of the received signal allows more

complex communication functions, such as digital demodulation and decoding to
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uni que identification nunber associated with each
device. In GPRS data networks, however, network

W@ e@wesss8ss associ ated with a subscriber or usepCDCA2002000617
nobi | e device 200. A GPRS device typically requires a
subscriber identity nodule ("SIM), which is required

be pdMdPhid LrggC ;&f@b@@ﬁd‘ nBPSh; hLI%r ARIANES, ﬁ?ﬁ‘al@ o Be@iRamitted to

net wor k. or non-netwo connunlca ion functions
the fetwarky219nane M@cemdabhdudm@l rmbdulatiom@ngl éncagling, tfokexample,

oy RN G0 ¥ af el e Bate dreoBer ¥ o Ao anatog

con?érgionOtﬂ"équehBﬁlrupaBMn\Peﬁ‘gléH Ylteﬂﬁg V%Fllﬁcﬁﬂloﬁp@rﬁ@&ﬂaﬂﬁﬁus&on to
such as '911" emar%ency calling. Af required
I

the n@QmmUIﬂIO@élQnsﬂﬁMQ n 299 afdﬁukhsua@\terma)c%h%rééthnugb a single

var 580, P S BRG BFVoR 498 B Ao, e

mobilei §€vice R0daraays Inghales two \distirich eramsteivets, 2a19|rst3'rgm§d®/er for
recei ved by the antenna 216 fromthe comuni cattj
tranggitiipg lRndrecaiving YRieR §angls @ndr spernd trapseeiver fhrapsmitting

and%eéﬁ\/ﬂg%eftgr q}iagg}al anplification, frequency down

conver tering, channel selectlon etc., and
mayn atditiop to prakesaingl thg comrdugicatidon sgoalsethfi PSP 22hwy also

provids B EsRYEE AN RARTTIERE 8RRl ST I SREVIS IR on Jfifs gpplied

to %ﬂﬁﬂch@hbﬁns%HQIs‘jﬁ?Ctﬂb”&ade%eﬂ%m#@ot%r%ﬁﬁt‘ég 214 may be
PCT/ CA2004/ 000617 be perfornmed usi ;3 the DSP 22 In

adaptislyridoatroleshibroughi gutematicogaie eont rﬁlg@@tamsalmpllemented in

e BRI OoP B S50 AL R byt i

the msqwzmm breiek & ptdvidis fridré ebpRiticdted cangbl of thearamsativgr 211.
converS|on freq uen%g up conversion, filtering

her misaoproReashl 23Gkmey: manage @adeianieol dasmayialepasation of
the b‘f@rd(e\/’fée%gq{i‘ M%%@%W%@%ro@% stb‘]’é'g)gt ?dd?)glltr%"erds could

ranscei ver Vol ce

be ukeidefor thisrpartcet, iattesnatively, al’suhglée’)m\mce:oﬁﬂlﬂbmed to carry out
i ncl ude two. distinct trans | rst tranﬁcel ver

the ffypctiqnsaf thet wrgoameﬁé% Zr%leefs sqognavelca fynctions,
.nc|ujﬁﬁ§%@1éars@e§faeée{@wofce Ofgfrﬁrﬁnﬁf&ﬁéw%re ohﬁea'tmom@h the DSP

nal’s I'n addition to processing t
22000rthe|m1anal:emer 21 gn@threr, high-l©8#H c2PONuBigation app}maimndesuch as

a VeJgF FOREDUN GLgD APBLCAEY) ST ATG A Bl CORMNCoate ARPlication
224B9R8Y ‘t’)@rst&%% iAMe Fraghsiiehidry 224 4on@eddion YRk invieldprocessor
controll'ed through automatitc gain control algorithns

238; nﬁoemmetsa ithe voiae g@fnnnmcatmh@pdm%a%%.mey pEevide @ high-
v R VPR ECBhsebl To pr SHE SEAIE v B EPR e
mobile28&wieé VA0 %ihdl a plurality of other voice devices via the network 219.
Similarly, the data communication module 224B may provide a high-level user
interface operable for sending and receiving data, such as e-mail messages, files,
organizer information, short text messages, etc., between the mobile device 200
and a plurality of other data devices via the network 219. On the mobile device
200, a secure messaging software application may operate in conjunction with the
data communication module 224B in order to implement the signature and trust

verification techniques described above.
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The m croprocessor 238 nay nmanage and control the
overall operation of the nobile device 200. Mny
WO 8813868 m cr opr ocessors or nicrocontrol | ers ponca200@00617
used for this part, or, alternatively, a single DSP
220 could be used to carry out the functions of the

M dhephiztemdeesssra23d-aisol intepdcts avithlsthep e vide fsubelsteRts, such
| east data and voi ce conmuni cati ons

| ud t
as ﬁ}eeh@éjyo?%d%ﬂwbmmp% 2p&prandem Aceess MemYe(RAM) 226,
t
by, RS H10) SBlo RIS LORIaRBI 93! Witpeary 202
spedlaeraZ.'ﬁb mmmptmnlecQBGaWhm‘atartge catddhidnicayiohe sabsystdm 240 and
menory, 224 for %ﬁecutl on
a

any Bpb SEYEScSUYeITES qegiordiRppERateRb etttz For exampl, the
moddEsNPUAAN i e EReLUted Wﬁné‘fﬁy cd@fp?déé%%oﬁ 23898nd Inh§ \ibvide a

user interface opera e to transmt and recelve vOice
hlgft@Nelsm@tfa@eheM@n avlsier of dbe inoebilk0devine andother eobilg device.

vl VB (5588, 4 bR SN Ssaucnrovon e

dISpM)PQQge afdhag inpexsitputs€smpbiért’ prRVRIcAPgHrabyIe tﬁ@rauxmary 110
ing and receiving data, such as e-nmmil nessages,

228f W)é@afd 8¢ aFReaker 23foPHANGrpNORMABE. t ext messages,
t n ] [t
° Sod ot YieBublin B89 Y1 T BB Ry ich e
funomobsj avhigreas eothizD0 subsystems e mes SaQidg Sﬁidm?q'e or on devnce
r at n conjunction with the
fun%@%ﬁ?@ﬁw”@?%s«ﬁ?sa%@iaé PGl 081d A3k RS IAY 222 may
g e e
o A A8 RS i
message ofmrotressmissme oaks @ idatar carhmunidationt hetwatkyianel device-

resﬁ%{ﬂgﬁﬁﬁt:tgpgf? %?9 cy%& ' S@g %'Iéﬁ[ﬁtﬁ?@é&A type fﬁlnc%lons
SHPstém/ Qﬁvﬁétb%%ﬂ%th%%lcréﬁbb%sd}oz% 2zl be stored

keyboard 232, eaker 234, 'm crophone 236,
in asﬁ@wsteraﬁqg@r@ na%aﬁla%‘hsn%ml@y@fzémlmzaﬁdah@ %o 4h¢ operating

N

includeca dify systemcior 2fingndhtarA plopadeiaren malyaisd B¥&rovided in the
i nterface_ between a user of the nobile device and the

Flaspppiereonyeg44 do sterg Pubfie dievsca pwsat@akw and|atbies uzaformatlon
o P ehaSAIDSHEtlagiie ot 8y, aidh SR ovi
applmatlohs @rynddd[bs 0 p2i?ts, thémptﬁaaapl b23@mpaparily dﬂadb%ﬂmtd)a volatile
StOrBRISH Af S 20 Y| [BFEF OPRLLPN. MiTEDr B ocained gggrﬁun.cat.on
sionfle ey 4SS TN AN 988 e SR i
thenz §pa fikrisyiiteml lagateddn thes persistent store 224.

An exemplary application module 224N that may be loaded onto the dual-
mode device 200 is a personal information manager (PIM) application providing
PDA functionality, such as calendar events, appointments, and task items. This
module 224N may also interact with the voice communication module 224A for
managing phone calls, voice mails, etc., and may also interact with the data
communication module 224B for managing e-mail communications and other data

transmissions. Alternatively, all of the functionality of the voice communication
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be used for both conmunication-related functions, such

as entering a text 15 nessage for transm ssion over a
walat0s/0tsseaTuni cati on networ k, and devi ce- resi dBCE/CA2004/000617

functions such as a calculator or task |ist or other

PDA type functions. Operating systemsoftware used by

modulfe 2&14Arami teslaty cadvnuriyatioh moduRA2D4B anag bl ﬁ\'t&j“rbted into
ch as Flash nenory 224. In addition to the
the %b@ system and comuni cati on nodul es 224A- N,

t hghEl Fﬂ?’s‘h WREROY, 324 gi‘@\}'ldgé file Zs%s'télﬁ'ttidf%cﬂtaft{e sforage of PIM

systemfor stori'ng d € area nm
datqoitemis dectherdevive. Fﬂt‘@sﬂ%ll\manphqatmmap IMIM@tI‘I&JbeIIW tlc%end and
i nformation required f

recelisd (alF (BTSSR BipdiSBlbe Phof i aym, WB e veice and data
comiiHi€ationaPBHLIRS I RS mmlh%swwélbsé’%'éhﬁoﬂ(@f@qfq? PR data

beterrporarllyIoadedlntoavo atil store, suc
itemrAnae D8 $Qﬂmb§§|vente@p@tedt pynchromized amd, updated veid the wweless

et GRS, S A io53sPbARRoco o BT e SEPRY of cseilgmtacwin

hostacbn'ipﬂtaysyﬁﬁrd octierdby ncretnded Shirfcred Syste® 4 daf items
exenpl ary application nodul e 224N that may be | oaded

aSSQﬁ'ﬁtSdt"ﬂ@ Jparticuls usedevi ce 200 i s a personal
NTRE 'Tﬁ&blf%.n td%w&agﬁp]o (rﬁé)M QE' ﬁ%ﬁhglﬂls gpﬁ%ﬁﬂghﬁ?ﬂe\&% a host

functlona 239% S ar éven
systemcbyt plskinigt tbafemob‘ ke devibe rmduh @nzawﬁamwrablépwm’drewmﬂes the

seridfip2 5ot e Doblie og ﬁgfpgifdogtgctﬁgdsgﬁél el oAt hork Sftem. The
seriaMgdit 2@@ Nt lso ARTTYEN §8 'n Efe t@géﬁpfe?éreﬁegé‘%r%ggh an

e-mai | conmuni cations an ata ransm ssi
extemal elavine oeISpftware apfpllcaftmrf Ltocdmwmlabdtqthef appécatiminc emodules

224133 V3 =0316 oo fo BRECES Jibsr e e IMBETPUOD 9B elpvice
as dBScrib¥deaicVies AT hi§ Wiredt diwiiibAd 'ﬁSEEHJHé bEgsdd ﬁﬁlBaH%'r“if%ﬁbryptlon

224 provides a file systemto faC| itate stora
key ento th@aﬁ!%VKFQ efnlwcbms ehBotReseewe nrratinom tnaamxchaagmgrenmyptuon

and 5 receive data itens,
lnforh{%@h lle%g%g‘&&#%%J unction with the voice and
daAddmomﬂappdleéﬂlcﬂﬂnmdldse&W%y B@%de‘dl(ﬁlté 'fh?e moblle device
wireless network 219. The PIMdata itens

200 hegygha the Qe‘i\wlééﬂ gt thaoughy ap mueﬂhlaﬂeuoam@su@f@m 8@8 threugh the

serid] hﬁor’f"' IR, eou HQrghgr??an c%n'ﬂ’n{il%é ré%'bggstéﬁ‘[ o, or
ta itens sto or assom st &

thro@saamothéresmt@ble: lsebsystgmazm ramd debtaed end OSed&t the Flash

meriash 224 olaBRNE 23805 ey T it i ARRiEATDD E5ibAam nsseases the
functibridlity? diohke mobile dewce 200 and may provide enhanced on-device
functions, communication-related functions, or both. For example, secure
communication applications may enable electronic commerce functions and other
such financial transactions to be performed using the mobile device 200.

When the mobile device 200 is operating in a data communication mode, a
received signal, such as a text message or a web page download, will be
processed by the transceiver 211 and provided to the microprocessor 238, which
may further process the received signal for output to the display 222, or,
alternatively, to an auxiliary /O device 228. A received secure message would be
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system by placing the nobile device 200 in an

interface cradle, which couples the serial port 230
w@boosloessaobi | e device 200 to the serial port oPCT/a2004/000617

host system The serial port 230 may al so be used to

enabl e a user to set preferences through an 15

proc%’é%@ 443l g Yab@& dHoveOf A %Eﬁggﬂﬁﬂgléadé\%b ZP? rA4)8lseaeh Afompose

er application nodul es nstal [ ation,
data meﬂneaduaerassembdzyﬁeﬁagest helngl thieokewdioacth 232t <whach may be a

comiait SEondSsaS et BN pyrh i CHRERISY SRS BB oter

stylése¥f e8mpldteCAphSndmERE ke§BEHIIR STithad thB%&M'W@RM style
encryption information via the wireless network

mayzalsabei usedn dUsergpputctatthe mobiteudexdce 208 isrurthes el"cb&dé@ld with a

oo} S 5L 8, PEYG58 222 R D BB Bt mo

devige[ iaakowshpad2 3, variety wd hswitchesh aa trockergenput switch, etc. The
conmuni cat i ons subsystem 240, or through an

compgped bilatas iieiss inpwt 22y thanesemsay teen Kye dr o'ttﬁﬂ Py the
com%m?rﬁé‘atldﬁeﬂé’t%rlgﬁ P% Wr%%@cel%cfﬂ‘[ L?@é:gfé hiesshfes received

fcation in |ation i ncreases
by éndntzi benednismitted froie the lnid bilecbanices 200 Garerpronessqol by itk data
enhanced on- vi functions, muni cati on-rel ate
i, 248 fat

commLueatign m FOF ¥XA%0€! edcordive BiRssATRg: .Ssﬁware
appﬁdéglb C%kb%ﬁ%ftﬁbheet%ﬁhﬁuéé AebepiFatearer ce functions

financial transactions to be performed
usWitert the mobile dedtivei 200 B0operatieg in kevaies comnalgication mode,

tne B3l SRS af Bl ebE I G000 . SEbERUFRE S e cote
mod@%ﬂc@éfj thad rdcdied Bigpaes sedl dutplith & thensprekeer331and voice

provided to the m crod[jrocessor 238, which may
sngnamqnérrangmrs ar generaied byl asmigiaphong 236+ p?u&errﬂailveh\@lce or

auaf 101 s5om pn 4 Bl VEtand S Y HEr oo

be iRPErhEAE6S el hﬁﬁﬂ@%vﬂiéoﬁa(? Almougtsmdem alelke signaboutput
above. A user of nobile device 200 ma Sggose

is aggpEnplished priaily Byoughthe saeakgjes34, dé@ %&R?%é JRdwAlpo be

useﬁqg&rlggp‘ér‘an dl@%@ g )ﬂ%hﬁt)ﬁ{)pﬁoug[]@g) ﬁrt#febﬂéo r‘étlon of a

voicef aalimpbet etrmlrplvamemscallc ﬂelatb@anrufermahrbn as the bnample the
DVORAK st 5 ma ed. User in
miCTRgERISSaE AoBe T6BTIHBCRER BHE T HARE GPTICH cgtion Madule 224A

andfthé b%gké%@%é@' doftiare | Sy ¢RYeE eRe €8ffer M@hﬁﬂta‘ﬁ@ﬁ information

i ncl wheel 1 nput” device, a touchpad,
of anmccemyngozblmalbamtdlsalaydt:mthe dlpplaysza& ch, etc. The

c OISR oA R B e LB 2%, RO B PEjgoc n e

dual—h@dbrcﬁﬂﬁééew@.f Fot bxa®pialthe FaBSREIem 24T eiateclude an infrared
device and associated circuits and components, or a Bluetooth™ short-range
wireless communication module to provide for communication with similarly

enabled systems and devices.

INDUSTRIAL APPLICABILITY

The present invention is directed at indicating security message information

for a secure message.
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io by and to be transmtted fromthe nobile device 200
are processed by the data communication nodul e 224B
wW@eooan1meE0Ci at ed secure nessagi ng software  PCT/CA2004/000617
application according to the techni ques descri bed
above. Wen the nobile device 200 is operating in a
It isvelaipged:onmuni cati on node, the overall operation of
the nobile device 200 is substantially simlar to the
data 15 node, except that received signals are output

t h 34 .and t 1.SSI
1. 0 ANREBREPKE pdidun o) S SIBLBINL Sgbibe | BT IR tvel
associatediditb ar/ @eshn@si;zsmmgesmhpﬂsmg theistepsgfssage
recordi n _subs stein gﬁ al so _be mpl emented on the
mtﬂQCSSﬂEG.SSQU%de%&P gliyAsspsiated afithdhigidedratiamessage;
OUtéBé:bssmg s"é‘éﬁﬁiWe'la‘%B&%Bf b|’|¥33 Oéi'grktéﬂéﬁ &Plﬂ?&ectmmc

234, the display 222 my a to prov
deVﬂQﬁdl cation of the |dent|ty of a calling party, the

it Ble. Bask8 WiBatie aqabssShsBrubRIEd dasbanioh of the

secQﬂ Hienstbl dfusycategbhes ¥eieSp&fiseihe %‘Iéc@%n‘“@ﬁféz‘s%&@”fp‘
the operating system software, may detect the

calwf&&relnd@ﬁepﬂrlwﬁaiﬁd iindieatanis displayedaa a neendhthe electronic

|5 2
deviR e iport il dRiBMREd shoeBabfiod sRPUMY Bfea sl bareoory.
|ncluded in the dual-node devi ce 200. For exanpl e,
subsg,_apqin% 240 may include an infrared device and
as 3 Pt elgims!, INETEBEnRIREEONisdayiay s ydtehaan mobile
conﬁﬂ@ﬁkaﬁ&?ﬂéwcé"' rel ess comuni cation nodule to provide
tor conmunication with simlarly enabled systens and
deV| ces. 30 I NDUSTRI AL APPLI CABI LI TY The present '

ntio rected, at indicating security nessage
i nﬁg\e %ﬂa Pt) Cﬁ%’”&e‘bu %‘953@%&%”9@026%@%1%@8 celiular
teleBﬁH{,&AZOOM 000617 It is clainmed: 1. A nethod of

I ndi cating on an electronic device a security trust
Ievel associated with an el ectroni c nessage,

e eld, PEGRITT, Pherelh 366 RISHIhiE et & 2 BRSal date

assigtagssi ng security-related trust categories that are
stored on the electronic device; determ ning, based
upon the accessed security-related data, which of the

5. The method of claim 1, wherein the electronic message is an electronic

mail message.

6. The method of claim 5, wherein a messaging client handles the electronic

mail message.

7. The method of claim 1, wherein the security-related indicator is an

indication of trust relative to encryption applied to the electronic message.

8. The method of claim 1, wherein the security-related indicator is an

indication of trust relative to digital signature used for the electronic message.
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security-related trust categories corresponds to the
el ectroni c nessage; 10 wherein a security-rel ated
wo pabsoe8es i s di splayed to a user of the el ectPOniCca2004/000617
devi ce based upon the deternined correspondi ng
security-related trust category. 2. The nethod of
9. cl dhm rhethdteotictaihe, alheedin the Csatrivityefelatedatruétr €4tegsries are
d tm)biqlff conmuni cz?ti og device. 15 3. The nethod of
etetruper By aRRWnar Ot the.deyiges r oni ¢ device is a cell ul ar
t el ephone. 4. The nethod of claim1, wherein the
el ectronic device is a personal data 20 assistant. 5.
10. Théhgemattodf ot Ickim 11, whereinn thehesedueity-ralated nasspyies are

i S I roni mai.l nmessage. 25 6. The net hod of
deteé&gfé% @Xgﬁ?sm ﬁ‘ead%%esagi ng client handles the
electronic mail nessage. 7. The nethod of claiml,
wherein the security-related indicator is an
11. i ndhe mmethrd &f daiosi, whergin the secusite-relptadoindisapariied graphical
el ectronic nessage. 30 8. The nethod of claim1,

indivdg&. . : _Th :
erein the security-related indicator is an
i ndication of trust relative to digital signature used

for, the electronj¢c nmessage. 17 WD 2005/ 015868 o
12. pCHIEABSIND oMo 1171 thet KOMRSRING dheh StepwRErRDNiding a
h j , i_ned
o R ot R Pl s Bl R R e B .
wherein the security-related categories are 5
d rmned,b .user .of the device. 11. The nethod of
13. o1 L Tt &Y e Shivrueilidie St untiraiten iciator ngbicgs text,
graphical indicator. io 12. The method of claim 11,

further conprising the step of providing a nessage to
14. t hEhe seethacof claim (s avheseinetbessadwsitys-exated: ¢atacindicates which

ipdi.cakor .. : d_of aiml1l. wherejin. the
type R SEERY ciner 2l HinAFLAS o8 whhitashest 356 Slebtronc magsage.
met hod of claim 1, wherein the security-rel ated data
in_g'i&ecat es which type of security cipher algorithmwas
15. yskee vinethode 9 e@lain ol .t Mbiegginctheosiesuritysretajed date. inphedes a
checﬂgﬁrﬁ‘f’g of claim1l, wherein the security-related data
I ncludes a

16.  The method of claim 1, wherein the security-related data includes a digital

signature.

17.  The method of claim 1, wherein the security-related data indicates which

type of security was used with respect to the electronic message.

18.  The method of claim 17, wherein a security-related policy store contains
associations between security-related trust categories and security types, wherein
the determining of the corresponding security-related trust categories includes
using the associations of the security-related policy store to determine which of
the security-related trust categories correspond to the electronic message,
wherein the mobile device and another mobile device are configured to use

different security-related trust categories for the same security type.
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checksum 20 16. The nethod of claim1, wherein the

security-related data includes a digital signature.
wdaZeosPsesret hod of claim 1, wherein the PCT/CA2004/000617

security-related data indicates which 25 type of

security was used with respect to the electronic

nmessage. 18. The nethod of claim 17, wherein a

secyrity-relafed. policy store contains associations
19-be?u2$éﬁ‘3é Pf 9'91’8&7'@1 rein {Be sesuelydypes inphresdifferentycipher
algdritRRis, Wherein the determ ning of the corresponding

security-related trust categories includes 30 using

the associations of the security-related policy store

20. 2 AGHE B9NGLMALGE sResites, BSGea ebpimunratan ghannel, wherein

the Waer signaltineluded ithe seQutitgPelaftdl dnatdIVNaifPPi | e device
are configured to use different security-related trust

categories for the same security type. 18 WD

20 0 0 . The pnet hod of .cl ai
21. 79 e ety Srdaidi28l Ml e chip gt Pk 1S Hefork
whereiphttie datagsignahiss padkelized Adatatthas istfrahsifitdd trough a carrier
transm é_lt ed using a communi cation channel, wherein
waverRCrass esneferk.i ncl udes the security-rel ated data of
claim1l. 21. The nethod of claim 20, wherein the
communi cation channel is a network, wherein the data
22. si gromhputer-peadedbie medliutatcapabk ofi causirana mobikddéie® tgPerform

a carrier .iQ wave across the network. 22.
the @?ﬁ%‘ﬂf{ gfglﬁ%gabl e nedi um capabl e of causing a nobile
device to perform the nethod of claim1. 15 23. A

security-level indication systemfor electronic
23. deth seayritydruetindicatiam sysfemr for aleadramic devicds coheseimtsaturity-

. rity. h been used for an el ectropic )
rolatelf 8ot iR iGHsh Ut ved” SEARRrY. Rés e FiseHclprezn aectronic
messagé) @mﬁpﬂlsihg; store security-related trust

categories; 20 a conparator nodule configured to

deBePPEUHRY-iRIRtad PPlichsterec gpnfigured| ter stbret seeurity-related trust

cate %gg;ori es corresponds to the el ectronic nessage by
§SI ng the security- related data; wherein a

s eaudniparatdrahedule ndinfiglied tosdetesmhayettich @f 3halseturty-related
trustt Egtegloﬁgg Irc‘%)r}lrecsponds to the electronic message by using the security-
related data;

wherein a security-related indicator is displayed to a user of the electronic

device based upon the determined corresponding security-related trust category.

24.  The system of claim 23, wherein the security-related policy store contains
associations between the security-related trust categories and security types,
wherein determination of the corresponding security-related trust categories
includes using the associations of the security-related policy store to determine
which of the security-related trust categories correspond to the electronic

message.

25.  The security-level indication system of claim 23, further comprising a user
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devi ce based upon the determ ned correspondi ng
security-related trust category. 25 24. The system of

weh@sBE& wherein the security-rel ated pol i cyPGL/OAB04/000617
contai ns associations between the security-rel ated
trust categories and security types, wherein

intedate configuredio afisglag a%ééﬁfg@!hdﬂel%?oﬁ%% sbiecliSh dyafle user of
trust categories includes using the associations of

the securtyeelatad indicatared policy store to determne 30
whi ch of the security-related trust categories
correspond to the electronic nessage. 25. The

26. sedursiystem esfeindicatingabhoansgleckoniel delvieema2gecdrityt figst level

con&ri sb{;g q user 19 WD 2005/ 015868 PCT/ CA2004/ 000617
assqGiater _Q&Jﬂq’ QAL PMBISGressage i n response
U OnrfedingCfor At cB¥sihf esatkfity-RllatelGatdeasdddiated Shith 8 electronic
indicator. 26. A System'of I1ndicating on an electronic
mesgageéce a security trust level 5 associated with an

el ectrany e, conpri,sing: ans for accessi.n
selTlans, of AP secriEteiated ol GRlSocrigs BALAR BArRd on the
electreagafi®icgeans for accessing security-related trust
categories that are stored on the electronic device;
10meeaasior sletaeniaing hasgd uper dheraceshed aasusityettlated data,
Hecur gty ' f .t urjty-rglated .
which Ot sk By 118l Prust? chehcRies 5P Eiddsy fa  fie™ oRéetronic
messegs,age; wherein a security-related indicator is
di sEgaq\ﬁd to a, user of the electronic device base

LU d
upWRetaR aRsUrily-rRlatedoindicatsraidigplavad ta ayusesiolttel electronic
devité Baked BbBAUE detetmirtdY corresponding security-related trust category.
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