WO 01/ 54437 PCT/ F101/ 00034 1 ADDRESS ACQUI SITION The invention relates to
address acquisition. It is particularly, but not exclusively, related to
addr ess axoui/si487 on of nobile terminals in a nobile systepCT/FR1IO0B4 5
enbodiment, it is related to acquisition of an Internet address in a
General Packet Radio Service (GPRS) system The current conmmunication
protocol used in the Internet is called IPv4 (Internet Protocol version
4). In order for a node to be functionally connected to the Internet, 10
it requires an address. The agg¢yrasses Ace)IBIMIORN4 are 32 bit. The address
may be assigned by a server. Sone nodes may have static addresses which are
stored in the node and so they do not need to be assigned an address by a
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bet ween resses provided by IPv4, that is the nunber
of addresses provided by 32 bits, is |limted and another Internet Protocol

has been Rro osed |Pv6 (Internet P ot ocal yersion 6) 51 Llguas 128 bit
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rout er aditernativelyesomerhRvarnodes snag useGr/retpcobgetied DHCP (dynamic host
configuration protocol) in which a DHCP server assigns predetermined IP

15 addresses.

When an IPv4 node obtains its connectivity via a point-to-point communication
channel, it typically uses PPPv4 (PPP version 4). PPPv4 has been standardised to
work with 32 bit addresses so that IPv4 and PPPv4 are compatible and addresses

20 can be negotiated between them.

The number of addresses provided by IPv4, that is the number of addresses
provided by 32 bits, is limited and another Internet Protocol has been proposed
IPv6 (Internet Protocol version 6). This has 128 bit addresses and so provides a
25 much larger number of addresses than |IPv4. An IPv6 address typically consists of

a 64-bit network prefix (or subnet prefix) followed by a 64-bit interface identifier.

A point-to-point protocol, PPPv6, has been configured to work with IPv6. PPPv6
can work with 64-bit addresses. In one arrangement, an IPv6 node uses PPPv6 to
30 obtain an interface identifier, constructs a link-local address based upon the
interface identifier and then uses the link-local address to determine its global IPv6

address by sending a router solicitation and receiving a router advertisement. The



2 router advertisenent provides the subnet prefix which is required to
conplete the global |1Pv6 address. PPPv6 and | Pv6CP protocols are descri bed
in "I P vav@oom487 over PPP', IETF RFC 5 2472 Decenber 199BCT/FBtSomddr ess
architecture, in particular the link-local address, is described in "IP
Version 6 Addressing Architecture", |IETF RFC 2373, July 1998. Two types of
address autoconfiguration are support2d in | Pv6: stateless and 10
stateful. These are described below In statel ess address
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detection”. This is to ensure that no other node in the sanme subnet is
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there is anot I et hen Tt will
respond. July 199& case another int erface | dentifier is chosen and the
procedure is repeated until a unique interface identifier is selected. If

the interface identifier is unique to that subnet, no node having a
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subnet prefix construct a bnet prefiXxes are
annoll(hce@taiefuioThaaﬂearasiqmrlbedfoellther advertisenents or in response to
router solicitations. According to "IPv6 Statel ess Address
Autoconfiguration", IETF RFC 2462, Decenber 1998, if it is desired to

avoi d duph lsﬁétbfesdeédﬁ‘rbSQ%u?ombhﬁdtloY\ara' @ﬁlbﬁe |ﬁﬂarfd¢@ ideHfier is created or
DupAddr Det ect Transmts is set to zero durin dress assi gnment
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t he DHCP ser ee S r ecor assi resses 0 assign
15 outa nelghbour discovery procedure referred to as "duplicate detection". This is to

ensure that no other node in the same subnet is using the same 64-bit interface
identifier. The first step in duplicate detection is to send a multicast packet, limited
to the subnet, to a multicast destination address derived as a function of the
interface identifier. The address is multicast to see if it elicits a response. If there is

20 another node having that interface identifier, then it will respond. In this case
another interface identifier is chosen and the procedure is repeated until a unique
interface identifier is selected. If the interface identifier is unique to that subnet, no
node having a duplicate interface identifier will respond and the node can then
obtain a subnet prefix construct a full IPv6é address. Subnet prefixes are

25 announced by routers as part of router advertisements or in response to router
solicitations. According to "IPv6 Stateless Address Autoconfiguration®, IETF RFC
2462, December 1998, if it is desired to avoid duplicate detection a control variable
on the node DupAddrDetectTransmits is set to zero during the address
assignment process so that duplicate detection does not occur.

30
In stateful autoconfiguration, the node requests its address from a DHCP server.

Since the DHCP server keeps a record of assigned addresses, it is able to assign



WO 01/54437 PCT/ F101/00034 3 uni que addresses. Therefore, duplicate
detection is not strictly necessary although it nay be present. Mbile
comuni cav® onsayst ens have been devel oped in order to reaetr/ERpens3even 5
when they are not close to a fixed tel ephone termnal. As the use of
various data transm ssion services in offices has increased, different
data services have also been introduwed into nobile comuni cati on systens.
Portabl e conputers enable effective data processi ng wherever the user

noves. ; i ess
A e I A e A el e A
t ransmi sdimay betpsesentdat a transmni ssion is supported particularly well by
di gital nobile comruni cation systens, such as the pan- European nobile

comuni cati on system GSM (d obal System for Mbile Conmunication). 15 It
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support node and nobile data 30 term'nals. Different subnetworks are in

turn conk@rednicatian).ext ernal data network, for exanple to a public
swi tched data network PSPDN via GPRS gat eway support

15 It is becoming desirable for mobile terminals to be able to use the Internet. It has
been proposed that the General Packet Radio Service (GPRS) be used to provide

IP connectivity to mobile users.

GPRS is a new service in the GSM system, and is one of the objects of the
20 standardization work of the GSM phase 2+ at ETSI (European Telecommunication
Standard Institute). A GPRS network architecture is shown in Figure 1. The GPRS
operational environment comprises one or more subnetwork service areas, which
are interconnected by a GPRS backbone network. A subnetwork comprises a
number of packet data service nodes SN, which in this application will be referred
25  to as serving GPRS support nodes SGSN, each of which is connected to the GSM
mobile communication network (typically to base station systems) in such a way
that it can provide a packet service for mobile data terminals via several base
stations, that is cells. The intermediate mobile communication network provides
packet-switched data transmission between a support node and mobile data
30 terminals. Different subnetworks are in turn connected to an external data network,
for example to a public switched data network PSPDN via GPRS gateway support

nodes GGSN. The GPRS service can thus provide packet data transmission



nodes GGSN. The GPRS service can thus provide packet data transm ssion WO
01/ 54437 PCT/ F101/ 00034 4 between nobile data term nals and external data
net wor ks whens#4be GSM network functions as an access net MOT/RIO1003Ehe GPRS
system | ayered protocol structures, known as a transm ssion level 5 and a
signalling | evel, have been defined for transmtting user information and
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error correction and error recovery). A signalling |level consists of

pr ot ocol $undiionks asran aserss metwbdk.control | i ng and supporting the functions of
the transm ssion | evel, such as controlling access to the GPRS network
(Attach and Detach) and controlling the routing path of the established

network ¢QAREG@PRE dystérhdelydred proteedl strigubss krndowrBBid trasmidsish fovdl
illustrates the si Ignal ling I evel of the GPRS system between a nobile data

term 3al and ?rmgraai rmmvelxhévgrhﬁ%bdeflm%@é@@tr@ﬂsmngrmmﬂ@rr@ﬁlomsam@vm
ahioh v SR R yafsuttioh MUEF kP BB Fbtose Sy B RinG

| nt er net tianeimssibn bP)uﬁ!ﬁ't \wefermatien Mogatitert ethGldoNtrtdl nptoveduds pofotdat

L3MV) . The protaocol ers illustrated in Fi Pure 2 are; - Layer 3 Mobility
Manage e sansmigaign &lmﬁs{tosﬂ {fae exemeta tomicopiol, errarsiatestiap, eﬂ@fﬁﬁﬁ&@mnt

f

updat o S0 G0 KRR ALSTRAHIEpl SBRKELS ¥ pLOREORIHEIER uspf el o

get gmsgkclgg?golhﬁgr and esdppasing Pmeggggﬁlfrns faf gtrhe(ewpﬁsiggnwvééﬁsucwaasi on of
Xt. - Vv

Suppor t < Coniatine acea® 1o aheCERE BedoriIRBAEh A Paldshlyarer cortididine | ayer

bet ween aoutiy ﬁ&ﬂ’m éﬂth%@&fabllgﬁlﬁ ﬁb@%?k'cﬂn‘(ﬂéctlé@ﬁn %’fé@ﬂf’{cﬁsu GRS usbpderi ng
and conpression _of - Logical Link Control SLL% ayer provi des a
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15 level are identical with those of Figure 2 up to protocol layer SNDCP, above which

there is a protocol of the GPRS backbone network (for example Internet Protocol

IP) between the MS and the GGSN (instead of protocol L3MM). The protocol

layers illustrated in Figure 2 are:

- Layer 3 Mobility Management (L3MM) supports the functionality - of mobility
20 management, for example GPRS Attach, GPRS Detach, security, routing update,

location update, activation of a PDP context (each of which is numbered with a

Network Layer Service Access Point Identifier (NSAPI)), and deactivation of a

PDP context.

- Subnetwork Dependent Convergence Protocol (SNDCP) supports transmission
25 of protocol data units (N-PDU) of a network layer between an MS and an SGSN.

The SNDCP layer, for example, manages ciphering and compression of N-PDUs.

- Logical Link Control (LLC) layer provides a reliable logical link. The LLC is

independent of the radio interface protocols mentioned below.

- LLC Relay: This function relays LLC protocol data units (PDU) between an MS-
30 BSSinterface (Urn) and a BSS-SGSN interface (Gb).

- Base Station Subsystem GPRS Protocol (BSSSGP): This layer transmits routing

information and information related to QoS between a BSS and an SGSS.



- LLC Relay: This function relays LLC protocol data units (PDU) between an
M5- 30 BSS interface (Un) and a BSS-SGSN i nterface (Gh). - Base Station
Subsyst ew@PRSI4PT ot ocol (BSSSGP): This layer transmts roRCT/RY1/0003%or mat i on
and information related to QS between a BSS and an SGSS. WO 01/ 54437

PCT/ F101/ 00034 5 - Frane Relay, which is used over the Gb interface. A
sem per manent connection for which sgveral subscribers' LLC PDUs are

mul ti pl exed is established between the SGSN and the BSS. - Radi o Link
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Figure 2). The 1link of the LLC layer is identified with a data |ink

connecti 6Ran@@intifier (DLCI), which is transmitted in the address field of
each LLC frane. The DLCI consists of two 20 el enents: Service Access Point
Identifier (SAPI) and Term nal End Point Ildentifier (TElI). The TEI

i genid)f | ThedfuRttiih sliheclii® ¢ayerrghni lse des@ibed as Teliope: aey LLGDagar funktiohs
ldentity TLLI. The TElI can al so be another subscriber jdentity, such as an
i nt er nat PORYE Bk layRyskY theerefpernee %S‘Pﬁﬂﬁﬁwe Fhe %.%tahh# s R dAgiFRs¥on of
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it can benesdiithpphant téruite®ents are a reliable management of LCC frame relay and
support for point-to point and point-to-multipoint addressing.
15
The service access point (SAP) of the logical link layer is a point where the LLC
layer provides services for the protocols of layer 3 (SNDCP layer in Figure 2). The
link of the LLC layer is identified with a data link connection identifier (DLCI), which
is transmitted in the address field of each LLC frame. The DLCI consists of two
20 elements: Service Access Point Identifier (SAPI) and Terminal End Point Identifier
(TEl). The TEI identifies a GPRS subscriber and is usually a Temporary Logical
Link Identity TLLI. The TEI can also be another subscriber identity, such as an
international mobile subscriber identity IMSI, but usuaily transmission of the IMSI
on the radio path is avoided. When a user attaches to a GPRS network, a logical
25 link is established between the MS and the SGSN. Thus it can be said that the MS
has a call in progress. This logical link has a route between the MS and the SGSN,
indicated with the TLLI identifier. Thus the TLLI is a temporary identifier, the SGSN
of which allocates for a certain logical link and IMSI. The SGSN sends the TLLI to
the MS in connection with the establishment of a logical link, and it is used as an

30 identifier in later signalling and data transmission over this logical link.

Data transmission over a logical link is carried out as explained in the following.

The data to be transmitted to or from an MS is processed with an SNDCP function



has a call in progress. This logical |link has a route between the M5 and
the SGSN, indicated with the TLLI identifier. Thus the TLLI is a tenporary
i dentifiavQot/ha3BGSN of which allocates for a certain | opcaloilooask and

| MBI. The SGSN sends the TLLI to the M5 in connection with the

establishment of a logical link, and it is used as an 30 identifier in
| ater signalling and data transm ssiom over this logical |ink. Data
transm ssion over a logical link is carried out as explained in the
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I . 10 GPRS
Such a sylf_é- E‘er?étQ theoPAIGR), ‘HB@@‘%UWQ‘@ i§t’§§tpbﬁ%c?metéblc¢ﬂ%b‘?’rﬁyf?%i ng
user ter%n?ép?)%gtqrgf&gr IaXéIE) and a nobile termnal (MI). The TE typically
a rent a

conpri ses comuni cates with a PPP server, in the MI, over
PPPvi0 In order for the TE to 15 becone functionally connected to the

| nt er net , PPP client .typicall t | Pv4, ad from the PPP
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15 become functionally connected to the Internet, the PPP client typically requests an
IPv4 address from the PPP server. On receiving this request, the MT starts a
GPRS "Activate PDP Context"' request without specifying a PDP address (if
necessary, this will be preceded by a GPRS attach request). This causes a SGSN
to send a "Create PDP Context" request to a GGSN, again with an empty PDP
20 address field. The GGSN chooses an IPv4 address as the PDP address, and
returns it in the "Create PDP Context Response” message to the SGSN, which
sends it to MT in "Activate PDP Context Accept". The PPP server then sends this

IPv4 address to the TE in a PPP configuration acknowledgement message.

25 GPRS systems have also been proposed which support IPv6. The protocol stacks
involved in such a system are shown in Figure 3. In common with the arrangement
in IPv4, a GPRS mobile station typically comprises user terminal equipment (TE)
and a mobile terminal (MT). In the case of providing IPv6 connectivity for GPRS
mobile stations, the aim is to negotiate an IPv6 128-bit address between the TE

30 and the GGSN. It should be noted that the TE may be a standard computer
running a standard PC operating system. Equally, it may not be. The TE and the
MT communicate using a point-to-point protocol such as PPPv6. The address

acquisition procedure starts when a PPP client running in the TE initiates PPP set-



sends it to MI in "Activate PDP Context Accept". The PPP server then sends
this |Pv4 address to the TE in a PPP configuration acknow edgenent

nmessage. WO 0PRSS syst ens have al so been proposed whi ch suppDFioloésé. The
protocol stacks involved in such a systemare shown in Figure 3. In conmon
with the arrangenent in |IPv4, a GPRS nobile station typically conprises
user termnal equipnment (TE) and a npbile termnal (M. In the case of
provi ding | Pv6 connectivity for GPRS nobile stations, the aimis to

negot i at %@With%’@ﬂﬁ%ﬁg}érbﬁﬂﬂrr@s &n gﬂﬂ"é‘@\?”aéi&%sgﬁméﬁbti@f% bRevé€mhthe IHPFhoul d

be noted that the TE may be a standar onputer running a standard PC
oper at i ngliegtsanththecldBRIuser is transfgrmeditolee GENARGEND t he MI communi cat e
usi ng a point-to-point protocol such as PPPv6. The address acquisition
procedure starts when a PPP client running in the TE initiates PPP set WD
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Al t hough it bosvettiesmahbardwiesemétwarks, ab tiesrcase of GRRS andratheheadivvsystdms,
networks, in the case of GPRS and, ot h&é _ra(ili o systens, nulticasting over
the air iMyIEcasing quer thgyaliintgdpge ia YndesiARlgh it has been proposed to set
t he DupAddrDetect Transmits variable to zero in conventional |Pv6 hardw red
networks in order to avoid duplicate detection occurring (see above), the
GPRS18y stAdtinodgb st mast bexsrt prapaisedyto sehthreoDup AddieteatTdansoits vatapledo Zeeo
guar ant eed t hat thi i 11, be, an avail abl e. option, 15 In addition to,.

dupl + cat & darueeidta EvpepaRuftd SRiwamscisy Bidetoin avaisl sBPfiatar eleflion ar e
based on ggdlifringASbe RBKES, The [GR RS sylshim a2l it dd8sdarily Rohtral ekTHBANd send

nei ghbour di scovery nessages in contexts other than duplicate detection,
for exaplicannat bgi gupraoteeditbat tis willkee ap aveiabla@ptioss of anot her node in
the sane subnet in order to send a packet to it. 20
15 In addition to duplicate detection, other neighbour discovery procedures occur
which are based on multicast packets. Either the GGSN or the TE IPv6 stack may
send neighbour discbvery messages in contexts other than duplicate detection, for
example in trying to find the layer 2 (L2) address of another node in the same
_ subnet in order to send a packet to it.
20
According to a first aspect of the invention there is provided a method of acquiring
a network address in a communications network, the method comprising the steps
of:
establishing an entity comprising information on network addresses within a sub-
25 network;
creating a link with a link identifier unique within the subnetwork between a first
node and a second node;
determining a network address for the first node on the basis of the link identifier;
checking by the entity whether the determined network address is unique; and

30 accepting the network address if the determined network address is unique.

Preferably the link identifier is generated statically based on information identifying

one of the nodes. Alternatively, it is generated randomly by one of the nodes.



According to a first aspect of the invention there is provided a nethod of
acquiring a network address in a comrunications network, the nethod
conpri si mobvheist eps of: establishing an entity conpri si POT/FIfiooesat i on on
networ k addresses within a sub- 25 network; creating a link with a link
identifier unique within the subnetwork between a first node and a second
node; determ ning a network address fgor the first node on the basis of the
link identifier; checking by the entity whether the determ ned network
address is unique; and 30 accepting the network address if the determ ned
network address is unique. Preferably the link identifier is generated

st ati cal Prefbeadyl thhe netivorknmatdressi idederivieg figm theelink idérdifirodesl. a network

Al t tively, Sit i t ed d b f. th des. MO 01/ 54437
pCT/ F101Pt00S4P oY el SRAK nBrale o ofiade; VG AIRE of G [9HST | e

i denti fi ghverifemeREWRIHKis dtirfaltomaticilg iblvieh fife ARt WRidkhBrsakbMd inddel!t ai ned
by means of a router advertisenent which is sent automatically between the

firstd anAltemativelycthe metwesk prefy iscebiainegeby noernsef @oioktesr eglicitatien eenhi ned

by neans, of r put lJicitat] ent t e ng t cond
oo TREvRt B Bt 2Rl Gl oy "Ee I8 V55 SoRiRibTindY B ft 36%

Pr ef er ablink-ideal adéressaPpéfaraily therefarael prrMitpoehewesrk grefitey. #rkferably a
plurality of network addresses are created for one or nore nodes. 10

Pr ef er abPlraiife of peworkagldresses arsiireatesitar paa or MeedIRdasy t he second node
is a gateway. It may be a GGSN. The entity nmay conprise one or both of the
first and the second nodes. Preferably, the information on network
addrHsseBRraforghbly thd fogt hoeeeist at mobiy dbatiorl SPeefératlly die |Secionddeode fis ex s or

net wor k addresses in.the e rk..ln such an enbodinmepnt, .the entity may
Conpr sconaaR ey s & GAD a1 Qtxmahcompase Ghecor baib 4rths T
cont ai neghaddynd Adeggat eway or may be accessible by the gateway. The I|i st

may conprise link i1dentifiers which have previously been assigned to nodes
or may conprise link identifiers which are unique and have not

Preferably, the information on network addresses comprised by the entity may be
15 a list of link identifiers or network addresses in the subnetwork. In such an
embodiment, the entity may comprise a gateway, for example a GGSN. In this
case, the list may be contained within the gateway or may be accessible by the
gateway. The list may comprise link identifiers which have previously been
assigned to nodes or may comprise link identifiers which are unique and have not"
20 previously been assigned. In another embodiment, the entity is a mobile station. In
this case, the information on network addresses may be that the mobile station
has an identifier which can used to create a unique network address. This
information may indicate, by implication, that other mobile stations have different
identifiers which can be used to create different network addresses.
25
In an embodiment of the invention in which the entity is a gateway, uniqueness
checking may be accomplished by the gateway referring to or selecting from the
list of previously assigned link identifiers or network addresses or link identifiers.
Preferably uniqueness checking is carried out by the gateway referring to a routing
30 table. Alternatively the gateway may refer to a neighbour cache. Preferably the
routing table or the neighbour cache is incorporated in the gateway. In another
embodiment, uniqueness checking may be accomplished by the gateway referring

to or selecting from a list of predetermined network addresses which have not yet



20 previously been assigned. In another enbodinent, the entity is a nobile
station. In this case, the informati on on network addresses nay be that
t he nobi Iveost/st4BDN  has an identifier which can used to creBFB1@A003MI que
network address. This information may indicate, by inplication, that other
nmobi l e stations have different identifiers which can be used to create
different network addresses. 25 In argenbodi nent of the invention in which
the entity is a gateway, uniqueness checking my be acconplished by the

gat eway Bgéﬁfééé]gné&’. |te§ﬁ+<tﬁfe‘id;i ng fHeorBrﬁi'fsff_is' LS idtilePtEphiRLS! ¥nigaehased
link identrfiers or network addresses or 1ink identifiers. 'Preferably

uni queneshecking kiagbée accamplished bly thyg molsilegtermivgl rebdreng itodhe ovfarmatian ng 30
table. Alternatively the gateway ma fer.to nei ghbour cache. Preferabl
the. 7 ouehristwar aidesere aariaibs arddeingnngd el futhod ok iditier piictiay.
I'n anot hep, (GERYYCRRAE a Mhﬁé%ﬁﬁérk“é’tﬁﬁ&é&g may be acconplished by the

gateway referring to or selecting froma list of predeterm ned network
addr ésses which have not yet WO 01/54437 PCT/ F101/ 00034 9 been assi gned.

be. acoonbiselikly e s Winee 'S ufndRRec st bPh ife sl I Bhonni Bidecn ™
net wor k f@ei 8seRdel fo & P6dipiens. and determining that it has a link identifier

which can used to create a unique network address. 5 Preferably the link
identifier is transferred between the first and the second nodes froma

Sent 1 i ndnEsRHERay, 1OV 585k e ThidlBheRE o MECtelt i HARFEFBR Haf 1°

identdfi aistedd gbnémte keditfeteritdinkuidkentifiaresisichlié dhleeked ifokunidashéds. df thes not
uni que, the recipient may jtself choose a uni.qug i Ft erface  identifier
whi ch it ligleddentifieriigenelchawiue, therecipiany MAY ek cPeose FyniokCeNeERSE whi ch
connects; Y SEeepd 15 node. The Iink may exclusively
connect tchée?ﬁP{at @Fcﬁgggggé%tc%ﬁge second node. The link may be a context such
as a PDP context.
Preferably the link is a dedicated path which connects the first node to the second
15 node. The link may exclusively connect the first node and the second node. The

link may be a context such as a PDP context.
Preferably the communications network comprises a plurality of subnetworks.

20 Preferably the communications network is a GPRS system. The communications
network may be based on IPv6. In this case, the network address in an IPv6

address.

According to a second aspect of the invention there is provided a communications
25 network comprising:

a subnetwork;

a first node and a second node;

an entity comprising information on network addresses within the subnetwork, the

entity being able to create a link with a link identifier unique within the subnetwork
30 between the first node and the second node and to determine a network address

for the first node on the basis of the link identifier;



Preferably the comuni cations network conprises a plurality of subnetworks.
20 Preferably the comruni cations network is a GPRS system The

comuni ca¥dons#43net work may be based on I Pv6. In this caspCTAa/o0mstwor k
address in an IPv6 address. According to a second aspect of the invention
there is provided a communications 25 network conprising: a subnetwork; a
first node and a second node; an entifQy conprising information on network
addresses within the subnetwork, the entity being able to create a link

with al réif ekl éhtﬁg JH%I&IH%"‘&H k”th&e?%HBe&é@Frﬁineganﬁ&d%%erﬁs fig rst
node and the second ndode and to determne a network address for the first
node on uhiueasnd tofacchpt thenketwlenkt address iVibeOdee4mpve AWk 1ddxpess! is 10
wherein the entity is able to check whether the determ ned network address
is uniqY8'%fd to accept the network address if the deternined network
address is unique. 5 According to a third aspect of the invention there is
provided a nmobile termnal to operate with the conmmunications network of

t he s2coAgcasingto afthirdaspeetat theninveptien thigregs trsowided g moebie jegningt tq he

comput er PRI BB RINARHIRHERE REMEGK I 28 Bt 306 ATERVEN IR roans

to establish an entity conprising information on network addresses within

a sub-network; conputer executable code nmeans to create a link with a link
i dentifi é\tccglfd'rdﬂl&o afpunth aspee of thadivantiendeergdsPravided & corpadtes REPF a8t cond
node; co d { ) rk address for the
first 1@%\% eCgﬁ%ﬁﬁﬁéﬂg?g&g&ﬁgaﬁp%ﬁngggﬁi ﬁ]fﬂlﬁg?%%%tr?gﬁt er executabl e

code10reapsniputarsxdcatdbie cedeirhgano te bstablisth ehhettity bempdisingy inforadhtioatowr k
address i s unique; and conputer execukabl e code neans to accept the network
addr ess NEWeIK agicressasuithin a sub-network;

computer executable code means to create a link with a link identifier unique
within the subnetwork between a first node and a second node;
computer executable code means to determine a network address for the first
15 node on the basis of the link identifier;
computer executable code means to enable the entity to check whether the
determined network address is unique; and
computer executable code means to accept the network address if the determined
network address is unique.
20
According to a fifth aspect of the invention there is provided a method of a node
acquiring an IP network address in a GPRS system, the method comprising the
steps of:
the node sending a network address request to a gateway over a wireless link
25  requesting a unique interface identifier;
the gateway receiving the request and determining a unique interface identifier;
the gateway confirming to the node that the interface identifier is unique;
the node adopting the interface identifier;
the gateway sending a network prefix to the node; and
30 the node combining the interface identifier and the network prefix to produce the IP

network address.



network address is unique. 20 According to a fifth aspect of the invention
there is provided a nethod of a node acquiring an |IP network address in a
GPRS systvenpi/s4387 met hod conprising the steps of: the nodecwendiong4a
networ k address request to a gateway over a wireless link 25 requesting a
unique interface identifier; the gateway receiving the request and

determ ning a unique interface identifiier; the gateway confirmng to the
node that the interface identifier is unique; the node adopting the

i nt erfacmé@%&&ﬁ&mwb@@hfa@aﬁn%ﬁt_@ LBg idetficrly BRI 1 ihqp&gfeég,eﬂ@; and

30 the node conbining t Interface identitier and the networ IX to
produce ttdredse remptestr PreftdallystheNga0awsy 4G VedRETWREIHEO DS 4sent 1inkerfdes abl y
t he node. generates.an interface identifier and sends it in the network
addr ess Fc&ﬁ'ﬂg%r['.s UY¥%rabl y the gateway checks whether the sent interface
identifier is unique. 5 According to a sixth aspect of the invention there
is provided a method of a node acquiring an | P network address in a GPRS
syst ém Akeondinthtdacitpraspest) of the inyesiien dheretipdravidedse mathed of adiads k

i ort aceondneiT IF rThSRkagus B A HETT SVl tnind RIGRY el uidl,

sendi ng stgpesfionse to the node; the node creating its own interface
identifier; the gateway sending a network prefix to the node; .and the node

conbi ni nfhe Aede fiendinga nefwark faddress dequast et udake B aver o Wieksscink he 1 P
15 ”EtmFﬁﬁ%ﬂﬁS?&qaBﬁﬁfu%riﬁ@%c%nﬁem%?; chooses an interface identifier and
e gat eway

sends it
10 the gateway receiving the request;

the gateway sending a response to the node;

the node creating its own interface identifier;

the gateway sending a network prefix to the node; and

the node combining the interface identifier and the network prefix to produce the IP

15 network address.

Preferably the node chooses an interface identifier and sends it to the gateway
together with the network address request. Alternatively, the node does not
choose an interface identifier and sends the network address without such an -

20 identifier. Preferably the response sent by the gateway to the network address
request does not include an interface identifier. The lack of an identifier may
indicate to the node that it should choose its own interface identifier. The node
may send the interface identifier it creates to the gateway for the gateway to
determine if it is unique.

25
Preferably the network address request is a context activation request. Preferably
the interface identifier is a PDP context. Preferably the interface identifier identifies
the communications link of the node. It may identify terminal equipment connected
to a mobile terminal, such as a computer. The terminal equipment may be at the

30 end of a PPPv6 connection.

Preferably the method involves negotiation between the node and a PPP server.

The PPP server may be located in a mobile terminal. The node and the mobile



together with the network address request. Alternatively, the node does not
choose an interface identifier and sends the network address w thout such
an 20 i demoof/fes7 Preferably the response sent by the gatpemyotoohe
networ k address request does not include an interface identifier. The |ack
of an identifier may indicate to the node that it should choose its own
interface identifier. The node may d@nd the interface identifier it
creates to the gateway for the gateway to determne if it is unique. 25

Pref er abhymiiRg may Werdepriateaifits IRke8Ibgether ARHHENICIREid VMol VdniRBees -
Pr ef er abl yr lthe |¥1terf5%g |dentS|f|er |% a PDP contex?I Iylefgrably t he

i nt er f acétegeated thdr i dentifies the conmunications |ink of the node. It
may identify term nal equi pment connected to a nobile termnal, such as a
conputer. The term nal equi pnment may be at the 30 end of a PPPv6

connect i Wefe'?élﬂsll_ﬂh@ atewhy dves hedaipree) wed inegeepat ihenrdpicsedsr 4hmigesle and
a PPP server he PPP server may be | ocated in a nobile term nal. The node

and the iBifaee v@mt:tfl%meﬁrwcwneronmbbgw seficitation aad thep sbeskpdhr e
units i %gﬁﬁégﬂﬁ%@ﬂér |§Aﬂn1i| gy, r\é'f’ér)’lngqg% HRM C!QBIr '&Enﬁghbb@rt SRR gy uni t.

Preferably act as’a proxy and rcepts t request for a
uni que Bmamlha@omst&quelnﬂyelne sendiny ojtrﬂmdtncasmmketsrmaplbleca\zoaded)n and then
checks if the interface identifier is unique by referring to a routing
tabl e or nei ghbour cache that it maintains. Consequently the sending of

mul ti castaRaedifg fo H@év@ﬁtrﬁé@ﬁé&@f tlﬁ?ﬁ\%ﬁhé‘rﬁitﬁé?e% E?d&ﬁcﬁ@d"a%’ﬂh@rﬁhnféﬁhéﬁ@

invention there’is pr ovi d a conmmuni cati ons stem oper at | ng accor di ng
to the nmsysted opetdiipgf accmrdungnohthermsthqdwofatmetmsg fajh arhgixthi aspacts ob the

vent | o et BRCPAPECRoCh FaMH eI R Rk ActordGoaf BB sRePiimnet! "

aspect f@fttAe hpeidr @R operableeheéavaing td thé GorfpdferPprofrimi StRIEMI t he
context (tunnel) concept. It may be a GCPRS system It nmay be a third

gener at | GSPEGISOLRE FiMamtias. UMTS or CDMA.

15  Preferably it is a system that implements the context (tunnel) concept. It may be a

GPRS system. It may be a third generation system such as UMTS or CDMA.

According to an eighth aspect of the invention there is provided a mobile terminal
operating according to the method of the first, second or third aspects of the

20 invention.

Preferably the mobile terminal is a GPRS mobile terminal. It may be used in a third

generation system such as UMTS or CDMA.

25 According to a ninth aspect of the invention there is provided a method of a node
acquiring an IP network address in a cellular telephone system, the method
comprising the steps of:
the node sending a context request message containing information on which a
unique interface identifier is to be based to a gateway over a wireless link;

30 the gateway receiving the context request message and determining the unique
interface identifier;
the gateway sending to the node a context accept message containing at least

one network prefix;



According to an eighth aspect of the invention there is provided a nobile
termnal operating according to the nethod of the first, second or third
aspects o#ovhe320 i nvention. Preferably the nobil e term pal/Fiod/0803&PRS
nobile termnal. It may be used in a third generation system such as UMIS
or CDVA. 25 According to a ninth aspect of the invention there is provided
a method of a node acquiring an |IP né& work address in a cellular tel ephone
system the nethod conprising the steps of: the node sending a context

request EW@ﬁéG@a@@ﬁﬁﬁg fHeatd i iaBhtifsY; BAdWhi ch a uni que interface
identifier is to be based to a atevva?/ over a wireless |ink; 30 the gateway
=

recei vi n@he hede sambining thpisderfaes islegtifianandithecnetwerk grefixctoproduee thetRer f ace
|dent|f|ﬁ i (%lja Og@%gway sending to the node a context accept nessage

cont ai ni 8"5 one network prefix; WO 01/54437 PCT/ F101/00034 13 the
node adopting the interface identifier; and the node conbining the
interface identifier_and the network preflx to produce the IP network

addr e2s. TheTReentipnanillinay hﬂdesriahﬁ%ebsdwg&rqf@éamp&/ombwﬂh r@i%’ﬁﬁpé oy,

with ref gag&% ﬁnét@awﬁ%g Hng drawi ngs in which: Figure 1 shows a

GPRS system pro ocol stacks involved in the system of
Fi gure 1F|gLEegus:m)v€h amBSeeystémr set of protocol stacks; 10 Figure 4 shows

an address acqui sition nethod, 5 shows anqt dress acqui sition
et hod: - FIGIPE $amai el asedry SVRGIR HE SHRe B HOIES of & he ret hods of

Figures £iqab% shoWd gHétﬁGFSéh%oﬁgb(ﬁgfycﬁgs acqui sition nethod according to
anot her ngoodl ment of the invention; and
10  Figure 4 shows an address acquisition method
Figure 5 shows another address acquisition method;
Figure 6 shows a flowchart showing the operations of the methods of Figures 4
and 5;
Figure 7 shows an address acquisition method according to another embodiment
15 of the invention; and

Figure 8 shows a mobile terminal.
Figures 1 to 3 have been described above.

20 The invention is concerned with the acquisition of an address of a node in a

subnet within a communications system operating according to IPv6.

A protocol according to the invention will now be described. A mobile station
requires an IPv6 address. The mobile station either derives a PDP address
25 (interface identifier) from statically configured information or generates it randomly.
There are several potential sources of such statically configured information. It
may be the IEEE EUI-64 identifier of its hardware interface (as specified in "IP
Version 6 Addressing Architecture”, IETF RFC 2373, July 1998) or the GPRS
Tunnelling Protocol (GTP) tunnel ID (TID) based upon static information within the
30 mobile station. Alternatively, the interface identifier may be derived from a
combination of the NSAPI relating to a PDP context and a unique identifier of the
mobile station, such as the international mobile subscriber identity (IMSI), the

mobile station integrated services digital network (MSISDN) number or the



Figure 8 shows a nobile termnal. Figures 1 to 3 have been descri bed above.
20 The invention is concerned wth the acquisition of an address of a node
in a sulweb/ssshin a conmuni cati ons system operati ng accPCTFRg000341 Pv6. A
protocol according to the invention will now be described. A nobile station
requires an | Pv6 address. The nobile station either derives a PDP address
25 (interface identifier) fromstatiddlly configured information or
generates it randomy. There are several potential sources of such

statical ||rMeFrQﬂ'“6thJhﬂﬂ)llb”ét@flaﬁté@ﬂpmbht idEmit J)‘?NE‘Q B@EEorﬁylmﬁgl thelQUSAP| er of

its hardware interface (as specified in " Ver si on 6 Addressin
Ar chi t ectande unigEeHdemifier 33 emopllelg@@pnothls meagsRbat aumebile |Sh?§j!an©€!rbcol

SCat) on. MATe & uPPEED| SERfiEe RRReE deylinls? TTBb iRtk dntrof i B g, ©
conbi nat igeterafinisticalifSAdh statiatinfogmbton tRARsCaIrdait kraasWn aoLtSUtﬁuhelrdéb"ﬂe fier
of the nmobile station, such as the international nobile subscriber

i dent t y statiow 3nd theeGGRNi thens it 48 ineh neRessaMute dransfes thiss indergatian dedngr k
(sl SDN) ﬁ‘é’HE&Fes?racgt]%ltm %%;37 PCT/ F101/ 00034 14 international nobile

station equlpren ent By conbi ning the NSAPI and a uni que
identifier of the nobile station, this nmeans that a nobile station can

have a nuynber of arate erfaceldentlf ers, If the.interface ...

e ent o1 | HRdon SN qetesane R AiTtare Ao R IATch bPEateh SHAHEG TS <
al ready kaaved tdété}ﬁﬁlﬁxshéﬁ gm?QH &a%cﬁﬁ%trﬂn‘aﬂoﬁrmllt@@m%'}i?vé h@iarédselsSthapt
necessary to transfer thi € information during the address acquisition

phast0 Raneldinkgbleh&iece |tlrne eduice |Pdemddress sisadebypreefmtiledstationusey be
|nterface| ent rived deter istically fromstatic information
Wi resdiEle e pibE S qarEspdbden s sl atief e Yote s i BrlRIbRITRE Thve
addr ess 45 pevAdy. AltRRIghestpdriy bﬂVaé’Vimd?end{lﬁé b'cﬁ‘)nfc@rr@fdr ®ani trfobile users
correspondents and all” routers en route, this_may result in a | oss

privacy. I\ GaviRiy hcigumignees vhopaahe néesw%i aTherrieren f%*tdQﬁ%lMygﬁwalt%d
users, dﬂe88§é ?c*erﬁtlﬁéfscrlﬁ tfé‘BBFa.ﬁéd R&Q&ﬁhgﬁgml@&é % *Na é‘é‘%%
In 0 CCessS

generate ace 1 den I ers nma al ne ard
Poi n15 Naietawdismade of operation and determlnlstlcally derived lnterface |dent|f|ers may be

obtained by using special Access Point Names. This is described below.

Once the mobile station has derived its interface identifier it sends an Activate
PDP context request to a SGSN. If the interface identifier is chosen

20 deterministically, the PDP address fields are left empty, and a special Access
Point Name is used to identify the type of access sought by the user, in this case
to inform the GGSN how it should derive the interface identifier. Furthermore, use
of the special Access Point Name means that it is not necessary to transfer the
interface identifier in protocol messages.

25
Depending on how the interface identifier has been generated, an Activate PDP
context request is sent to a SGSN containing either the interface identifier or a
Special Access Point name indicating how the interface identifier may be derived.
The SGSN then sends a Create PDP context request to a GGSN. At the GGSN,

30 the PDP address is either received or generated and it is then checked against a
list of addresses held within the GGSN that have already been assigned. If it has
not already been assigned, it is assigned in the GGSN for that mobile station. It

should be noted that since the interface identifier is checked within the GGSN, it is



15 default node of operation and determnistically derived interface
Identifiers nmay be obtained by using special Access Point Nanes. This is
descri bedvdel/ma37 Once the nobil e station has derived its pateniacss
identifier it sends an Activate PDP context request to a SGSN. If the
interface identifier is chosen 20 determnistically, the PDP address
fields are |l eft enpty, and a special 18ccess Point Nane is used to identify
the type of access sought by the user, in this case to informthe GGSN how

i t shoul dofRbL¥&sHN %o Eﬂhéﬁt‘;tt%c&hb?ﬁ%ﬂil@ Shtiordd BEEAIOH R isUS BniRik ddfespeci al

Access Point Nane neans t It 1S not necessary to transfer the interface

i denti fi er ifi duplicateadtirassss ayist. The GSTM desnprols teothet RBP aortekh taguest

identifier has,been.gener d n Activate PDP . contex uest i ent to
o SGON oW SHITING, Sorrade ORE softext Eapofisg Aqiainth INe, PUE Ackipssia. IR
Poi nt nagwG$NdTeatCratd PDR RRntd}t GeEp6Rsd ferddeiverf tgguel&a%r hM&Gs thdme
SGSN t hen sends a Create PDP context request to a N. At the GGSN, 30 the

PDP a?ldr §€8t fosths mebile statisinvas apr Agfiate R cantext Accspt aemtaitieg el PEFAI nst
list qf | d it h | . i, gned.
14 haBboRAE SHRE TR sl Neffe ST, DL JUBIE A RoBEER, ASHY:

nobi | e sireiface idéntifish dHedmiobils aerdinahtiersigte®eshe routeeatiaseisedent ifloher i s
checked within the GGSN, it is WO 01/54437 PCT/ F101/ 00034 15 not necessary
to send the &I weptapipgianaivark prafix gonfiaared in the GGSN. [he mRbilgRiaiey  or
|1 dupl | e iSRS GheCBDH adtREsSEM iFSRRAMDH Qrbfie BORICRBLE! |bgguCS!
by sending a eate context response containing the PDP address to the
SGSNI 0 Thed@resat §heDBGIMt@eatases pensk D thiee cwibiledstation’sel P$6Shiddnedsiis & hen 5
sent to the nobile station as an Activate PDP .context Accetshl?cgn aipning the

PDP  addPRYESPIMUNgulRY e a8 afl JiFldes Yosehthe IBDBS a i FRY9t as

s int ebfrasgondiaic fdifioon T dmhbbe ahat PUP LHARX! 86 Shaoheasdqs ein

advertisenment” from the GGSN containing a network prefix configured in the

GGSN. Théensentl to sheytdosiect trebile statiane sThengowipP adugrissmeantd is iIeghaetsgot k
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nmobil e s
15  station.

Before sending the PDP address to the GGSN, the SGSN may check it against a
home location register (HLR) in compliance with UMTS 23.060. The reason for this
is to check that the PDP address requested by the mobile station is indeed
20 permitted for that mobile station. However, since the invention may have an
independent uniqueness check of the PDP address, such a cross-check with the

HLR may not be necessary.

A method according to the invention will now be described in greater detail with
25 reference to Figure 4 which uses a mobile station based on the arrangement of

protocol stacks as shown in Figure 3.

Figure 4 describes a specific protocol for address acquisition which relates to a
mobile station comprising a mobile terminal MT and terminal equipment TE. Figure
30 4 shows the commands which pass between the TE, the MT, the SGSN and the
GSGN. The GGSN acts as a router for an IPv6 subnet, in which it connects two or
more subnets and forwards packets originating from one subnet to another subnet.

A subnet is a group of nodes having a direct physical link. The same GGSN may



corresponding way and it includes an entry in its routing table indicating
correspondence between this address and the PDP context so that nessages
can be se001/54831 he correct nobile station. The router adperTwicseosmt is
either. sent periodically by the GGSN or is sent in response to a specific
request by the nobile 15 station. Before sending the PDP address to the
GCSN, the SGSN may check it agai nst 46 hone |ocation register (HLR) in
conpliance with UMIS 23. 060. The reason for this is to check that the PDP
address peflHeSt RitdMfol B8paRIe IsBbABRL Imb.lésthﬂ&e@dr@asﬁgheutat&ﬁeééers thaat
nmobi |l e station. However, since the invention may have an i ndependent
un|quenebgkmﬂﬁouhﬁﬁsuhmetPDP address, such a cross-check with the HLR may
not be necessary. A nethod accordlng to the invention will now be descri bed
in greater detail with 25 reference to Figure 4 which uses a nmobile
station lrasgsioRitol Wil fow dBARIERAbe@iwitrofcpé@eb t6 FafUres @sarkhawn in Figure 3.
Figure 4 describes a specific protocol for address acquisition which
relat®s to a nobile station conprising a mobile ternminal Ml and ternina
equipnen%w% Figure 30 4 shows the comands whi ch pass between the TE,

t he M, GSN and the GSGN. The GGSN acts as a router for an | Pv6
subnet, TheWTiEc hinitiatesoane ¢ 86RO Cainfigoms-Regubsie sessad el wvitherats Ipmrﬂaebs

originating fromone s to anot her. subnet. A subnet rou
nodgs haw%gl figr gpptian. Eﬁys rdgrfageqiglentifige QRN &ssipipay thip %‘lgﬁg gt'
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are assigne resses that | ong t IS su he protocol wll now
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i dentifier chosen by the TE. In this case, the interface identifier is

Step 2
In this step, the protocol is PDP context activation in GPRS. The MT forms a.link-

15 local address by appending the interface identifier sent by the TE to the link-local
prefix (FE80::/64). Although the link-local address is similar to any other IPv6
address, it can only be used in one link, that is within one subnet. The MT sends
an "Activate PDP Context Request" to the SGSN with this link-local address in the
PDP address field to activate a new PDP context in the GGSN. The SGSN relays

20 the link-local identifier to the GGSN in an "Create PDP Context Request”.

Step 3
The GGSN checks if the link-local address is unique for that subnet. To do this,

the GGSN checks to see if this link-local address is already present in its list of
25 PDP contexts which are stored in the HLR. If the GGSN determines that the link-
local address is unique, the GGSN creates a GTP tunnel and PDP context
corresponding to this link-local address. A tunnel is a means to carry one type of
packet in another type, for example a IPv6 packet in a GTP packet. GPRS defines
a single protocol (GTP) so that any type of data packet protocol can be carried
30 over the same physical backbone network. The GGSN decides which IPv6 subnet
the mobile station will be assigned to. Of course, if the GGSN is managing only
one IPv6 subnet, then the mobile station will be assigned to this subnet. The

GGSN also constructs all possible |IPv6 addresses for the mobile station by



10 determ ned random y. However, it could be statically determ ned as
mentioned above, in which case a special Access Point Nane woul d be used.
Step 2 | wohi/s#astep, the protocol is PDP context activatipaTFR1I@GRRS. The MI
forms a. link- 15 |l ocal address by appending the interface identifier sent
by the TE to the link-local prefix (FE80::/64). Al though the |ink-Iocal
address is simlar to any other |IPv617address, it can only be used in one
link, that is within one subnet. The MI sends an "Activate PDP Context

Request " cbﬁﬂirﬁ]ﬁg%@%h‘ Hithd ddvarkd prdfixb8§eH thedHRes dubneher stbRedgfie®se fiel d
to activate a néew PDP context in the GGSN. The SGSN rel ays 20 the
| i nk- | ocitteifdemiddntifier obthehmobiBsiktationaextradtedfronPibe ITknlosat addrgse of the St ep

3 The GGSN,checks ifr.the |ink-1ocal, address is unique.for that subnet. To
do't i 5. MGHE Saleg. FHieds b Be s inoBr RS es Rt BB ubARs iERE
present gy 4 béckét%en@bx atPeXiBfh 1 @blexshenddntab raach #iosaBnét A Sgbridtfhay f the
GGSN determines that the link | ocal address is unique, the GGSN creates a

GTP t@innépvarfaultiple paiixestso it masiesnii gt sobnat bave mrultipleavaysi @f oging A
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that any type of data packet protocol can be carried 30 over the sane
physi cal _backbone network. The GGSN decjides which | Pv6 subneg t%ﬁ nobi | e
stati on Wel GEeN sakescaprraprigie losal Bedifications sHEENRS & BRI 13ME SO one

| PV6 subpety, gkl i | G i i £ gnd et 4 The
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t he chosen subnet .or sybnet ith the interfage.d L.fier. of the mobile
Stat on SRPRRG KOS TC e Pk GoriaRt Bampaiss’ gf thhSCaluMTieRdelRoh T Ther o
may be atfgiPEn 45 "AdtRbtePOP Eahtbx@PREbpt iméisajees one route for a packet
sent by an external correspondent to reach this subnet. A subnet may 5 have

multiple prefixes so that nodes in that subnet have nultiple ways of being

addr esseciin Geﬁﬁg %ﬁrrrrlgﬁpeoﬂg&gg a&tgcﬁegitéftﬁé YAnd BESN can be put in the same

15 subnet. Duplicate detection is prohibitively expensive. However, according to the
invention, since the GGSN is involved in all address assignments, the GGSN is
used to ensure that there are no duplicates. Thus, subnet multicast is avoided by
the GGSN acting as a proxy, intercepting duplicate detection requests and
replying to them in case of a duplicate. The GGSN can also intercept other kinds

20 of neighbour solicitation.

Although PPPv6 RFC recommends that a PPP client need not perform duplicate
address detection, this is not mandated. Therefore, the invention deals with the
case in which a node may attempt duplicate detection. In any case, since nodes
25 may try to carry out neighbour discovery, the invention also deals with these
matters. In one embodiment, the GGSN acts as a proxy for neighbour discovery
messages by intercepting all neighbour discovery messages (messages with a
destination address matching the  solicited-node  multicast  prefix
FF02::1:FF00:0000/104 according to "IP version 6 Addressing Architecture”, IETF
30 RFC 2373), checking whether there is already an activated PDP context with
target address in the message, and sending an appropriate reply. In another
embodiment the GGSN intercepts neighbour discovery messages and sends them

only to the intended recipients using unicast and not to the whole subnet.



The GGSN nmakes appropriate | ocal nodifications, such as inits routing
table, so that any packet passing through itself and into the subnet and
desti ned won1/a44310 particul ar node will be directed towarBeTFtw/0essr ect GIP
tunnel. The GGSN then sends a positive "Create PDP Cont ext Response” to the
SGSN which relays it to the MI in an "Activate PDP Context Accept”

message. In GPRS, all nobile nodes atiBached to the sane GGSN can be put in
the sane 15 subnet. Duplicate detection is prohibitively expensive.
However, according to the invention, since the GGSN is involved in all
address assignnents, the GGSNis used to ensure that there are no
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per f orm nei ghbour discovery for a nobile node depénds on how i't routes
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t he routing aV|ng respondi ng conp
15 PDP context is activated and remove them when it is deactivated. These entries

are provided with sufficiently long lifetimes so that they do not expire while the

PDP context is still active.

Step 4
20 The MT replies with an IPV6CP Configure-Ack with an Interface-identifier option

containing the same 64-bit identifier as in step 1.

Step 5
The TE generates the link-local address from this interface identifier and assigns it

25 to the interface. It then sends an IPv6 router solicitation message over this
interface. In another embodiment the router advertisement is automatically sent

directly after the PDP Context is created.

Step 6
30 The GGSN replies with an IPv6 router advertisement message which lists all of its

network prefixes for the chosen subnet. The TE forms its IPv6 addresses by
appending the interface identifier to these network prefixes, and assigns the

resulting addresses to the same interface.



address entry. Therefore the GGSN | Pv6 stack does not attenpt to perform
nei ghbour di scovery for a nobile node when there is an incom ng packet
desti ned woor/s44b2 nobi |l e node because the GGSN i s abl e toPeEFmI/00B4it S
routing table to determne if such a node exists. In a second enbodi nent,
the routing table does 10 not contain this informati on and so forwarding
code in the IPv6 stack checks its ndBghbour cache to see if an entry for
the destination address already exists. If no such entry exists, then the
| Pv6 stack perforns neighbour discovery. In the invention, it is preferred

to prevent GGSN initiated nei ghbour discovery nessages over the wireless
i nterfacH the G&EENtdetgmeinesi et ithe dink-loeal @ps dadid WinawRviérrejecis tpp

cont ext i i «t hem. i g act du ries
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| PV6CP Configure-Ack with an Interface-identifier option _containing.the
same B4- BrY6 iagiskiess jagxd stums & wihithesi epaledRDPECoptnt aResrense”| iThis | ocal
addr ess | Spp | L,&dhOr i i : ' face.
"t then Sande HeVRIbToRRnAM SETPLBCRICATRAE AT Sendlth SR ucface o1
anot her admifiemeption ltentainingrtha®4debit identifiet exraateddinermitheldddresnthosem ect | y

f he P [ d. T (3GSN [ i ith ,
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interface 1dentifier to these network prefixes,” and assigns the resulting

addr 8@ sewithout inwolvingethenG&SMNce. WO 01/ 54437 PCT/ F101/ 00034 19 If the GGSN
determnes that the |ink-local address is not unique, it rejects the
"Create PDP Context Request". In this case, the MI re-sends the "Activate

PDP  Contfexne iRRMeRStidemifidt igtamally ddtitnsidddet®e MTeldan dswetHiEBiYoRnutiemooses
an
to send the correct PPPv6 response to the TE. The GGSN can use the same
information to make local configuration changes (so that incoming packets are

15  routed correctly to the TE).

Variants of the protocol exist which will now be described. In these variants, many
features of the preceding protocol remain the same, for example the way in which
the GGSN handles the link-local address and changes its routing table or

20 neighbour cache (described in step 3).

In a first variant, the mobile station generates a PDP address (interface identifier)
in one of the ways described above and it is sent to the SGSN in an Activate PDP
context request. However, in this variant, the GGSN has a local policy that the
25 interface identifier must be chosen by that GGSN. This is because the particular
GGSN may be operated by a different operator. Therefore the GGSN does not use
a PDP address generated by the mobile station and so when the GGSN receives
such a PDP address, it generates a replacement PDP address. In this way the
GGSN can readily check that its self-generated replacement PDP address is
30 unique. In fact, this can be the basis on which the replacement PDP address is
chosen by the GGSN. Therefore, this replacement PDP address is assigned in the
GGSN for that mobile station. The GGSN responds to the PDP context request by

sending a Create PDP context response containing the replacement PDP address



5 IPv6 address and returns it with the "Created PDP Context Response". This
causes the MI to reply with an I Pv6CP Configure-Nack in Step 4, with an

i nterfacavondensi fier option containing the 64-bit identiPCEFI0@N0M3ACt ed
fromthe address chosen by the GGSN. The TE then re-sends an | Pv6CP
Configure Request nessage with this 64-bit identifier which can be
accepted locally by the PPPv6 server 20n the MI 10 wi t hout involving the
GGSN. If the interface identifier is statically determ ned, the MI can use

this infes iwd ISBEN! Phée @Hbatd'PDIOELREKt REIPHRsEAS REESIPed Dytthe SESNTBRd &SN
can use the sane information to nmake | ocal configuration changes (so that

i ncom ngthetRenktoaihe mobile statisn asancdetivate KOMeomext Aggephaertaiting flee
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whi ch t hedrdsshartradbpts it BS itsi interfaeealieptiibreThe andbithrigrsalithen recdiveg
table_or 20 nei ghbour cache (described in step In a first variant, the

ep 3).
nobi 12 sRafOURS sareentfrempthgddaaN asi drseribgd ahayenand ceaates ithe YR of
the ways  dasgedd bed above and it is sent to the SGSN in an Activate PDP
context request. However, in this variant, the GGSN has a local policy that
the 25 interface identifier nust be chosen by that GGSN. This is because
the particul ar N npy be operated by a different operator. Therefore the
N e B ST B S A Y R g T o R
uhen t he aGERNoRRA] fePiguidiT] MePRHARAAT B8duisitibn GSBRICH SeskribBRl ASSVEPH PP
address. In this way the GGSN can readi[y check that its self-generated
r epl H2 emeelati@Dio dnightre 9k isi moddiegniTdeeresuhingauoioachiss deserides wib rbtesescen
whi ch ”r]rg Fe Iacserrent PDP address is chosen by the GGSN. Therefore, this
repl ace St address is assigned in the GGSN for that nobile station.
The GGSN responds to the PDP context request by sending a Create PDP
context response containing the replacenent PDP address WO 01/ 54437
PCT/ F101/mod3ecopd varianie tg@SN!Obﬂﬁe stationt dopppnelo geagrateedpBRE addressei ved

ggni 2;‘ . Sﬁ‘ﬁgéep %Ci'gg?tgliér?]ﬁn%éﬁ t%ﬁﬁplb%ew&% dIPRLVatS PHP 88nfkt Al st WK a6EE
15 not contain a PDP address to a SGSN. The SGSN then sends a Create PDP
context request to a GGSN. At the GGSN, no PDP address is received and so the
GGSN can readily generate a unique PDP address and assign it in the GGSN for

that mobile station. Since the Activate PDP context request does not contain a

PDP address, there is not need to carry out a check against a HLR. The GGSN

20  responds to the PDP context request by sending a Create PDP context response
containing the unique PDP address to the SGSN. The Create PDP context
response is received by the SGSN and is then sent to the mobile station as an
Activate PDP context Accept containing the unique PDP address. The mobile
station receives the PDP address and adopts it as its link-local address. The

25 mobile terminal then receives a router advertisement from the GGSN as described

above and creates the IPv6 address.

A third variant is similar to the second variant in that the mobile station does not
initially generate a PDP address (interface identifier) and so it sends an "empty"
30 Activate PDP context request. However, rather than the GGSN generating a
unique PDP address, the GGSN does not do this and simply responds to the
"empty" PDP context request by sending an "empty" Create PDP context

response. The "empty" Create PDP context response is received by the SGSN



repl acenent PDP address. The nobile station receives the replacenent PDP
address and adopts it as its interface identifier. The nobile term nal then
recei ves veoal/saast er adverti sement fromthe GGSN as descri bemFrbows4and
creates the IPv6 address. In an enbodi nent of the invention in which the
first variant is used with the arrangenent of Figure 3, the address

acqui sition protocol described above2idn 10 relation to Figure 4 is

nodi fied. The resulting protocol is described with reference to Figure 5.

In a secgRd iy #drrBént totBe Mbbileestatioh iadNard 0eRpHPIAGRER, PDP 8oftBRt AdEEmSS
(interface identifier), but sinply sends an Actlvate PDP cont ext request
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Create P t e
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assi gn i HebdribdtE ab6R The intdiicemaentifersiralyl then bensteckbe 1B€ tuniqichddsP
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to the S con ext response 1S recelve and
is then admmtsentelmefmfntheeG@SN asnlessrilbed above aatl eréAIBs tcloaiRvG addesst
cont ai ning the uni que PDP address. The nobile station receives the PDP
address and adopts it as its link-local address. The 25 nobile term nal

t hen rec?héeﬁeé‘e(mﬁgté‘*‘rﬁb@éhﬁ’ernfté aRRAahtLad SatdhksiNaadrdiasaitbbstigurhiore. and

creates the I Pv6 address hird varitant is simlar to the second vari ant
in tHat itrhthatebpart of the mabildctatiorogenerates aSIWNrgedémetFthQmuetéa@e

(interfac entifier) and so sends .an 30 Activate P t ext
Couest - antBsn. Hovaidr, I EnsSimbhailior i meR statia” Sanfirs Rbenag, &80 e
GGSN dOGSFEn@K/eﬁ@héurgrSthFE %W@nér@@@ﬁdﬁteﬁ‘f@cé h@entﬁ‘@i’fﬁhﬁ sefght @ﬂhfeemtl'
request by sending an " eate PDP context response. The " rrpty'

enpty
Create Pt ¥dnneytdisease drsiece i kpewsithatit shouldenatdensand meffertaip such an
PCT/ F101 %%%%neﬁtl the IPv6 stack of the TE (or in other embodiments whichever part

15  chooses the interface identifier), believes that it chooses the interface identifier.

If the system has stateful address autoconfiguration, then the procedure operates
differently. In this case, the TE initially does not necessarily know that this is the
case since the autoconfiguration is controlled at the GGSN. On receiving the
20 Create PDP Context Request, the GGSN does not ensure that the PDP address
IDm is unique because the real PDP address IDy will be chosen later as a
consequence of a DHCP request. The GGSN sends a Create PDP Context
Response back to the SGSN which sends an Activate PDP Context Accept to the
MT. The MT sends an IPv6CP Configure Ack to the TE. At this point, the TE is
25 unaware that there needs to be a DHCP request and so it assigns FE80:IDw to
the interface. In common with the earlier procedure, the TE then sends an IPv6
router solicitation to the GGSN. The GGSN responds by sending an |IPv6 router
advertisement back to the TE link-local address. However, the router
advertisement has the M flag field set which indicates to the TE that it needs to
30 obtain its address from a DHCP server. Therefore, the TE sends a DHCP request
over IPv6 to the GGSN and the DHCP server forms a complete IPv6 address or as
many |IPv6 addresses as are required, and the GGSN modifies its routing

configuration. The IPv6 address is sent to the mobile station (DHCP over IPv6).



and is then sent to the nobile station as an "enpty" Activate PDP cont ext
Accept. The nobile station receives the "enpty" Activate PDP cont ext
Accept amdoogemer ates its own PDP address (interface idenpCt/Fmajpodsy one of
the two nethods described above. The interface identifier may then be
checked for uniqueness. 5 Assuming that the interface identifier is unique,
the nobile station adopts this PDP @@dress as its interface identifier.
The nmobil e station then receives a router advertisenent fromthe GGSN as
descri bed above and creates the I Pv6 address. The preceding enbodi ments

and variants are statel ess address aut oconfigur ation 10 in that a art of
t he nobi Iteshsxd bernajed éhattia shistemibogimendr besk HQPaservgrtsmartmféme
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this is the case since the autoconfiguration is controlled at the GGSN. On
receiving the 20 Create PDP Cont ext Request, the GGSN does not ensure that
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assigns FE80::IDMto the interface. In common with the earlier procedure,
the TE then sends an IPv6 router solicitation to the GGSN. The GGSN

r esponds Th¢ RreradwgsLf figyesrbandrd arriseewnde e forraek atflowaharttn Fighke | ocal
addr ess. sHowever, the router advertisenent has the Mflag field set which
indicates'to the TE that it needs to 30 obtain its address froma DHCP
serves. Therefore, the TE sends a DHCP request over IPv6 to t he GGSN and

t he DHCP serveb for . conpl gt% | Pv6 address, or as | Pv6 addresses as
are requit cNOBRE PRECBERATmSM fheednyardion @aria Toutel Hinctions “can b

implemented in the mobile terminal (MT). This embodiment reduces the number of

signals or commands over the air interface so that there is only one bi-directional

handshake. A method according to this implementation of the invention is shown
20 in Figure 7.

In common with previous embodiments, a globally unique interface identifier is
formed from one of the three unique numbers the IMEI, the IMSI or the MSISDN,
and the NSAPI.
25
The interface identifier will be transmitted over the air interface and so use of the
MSISDN is preferred since it is generally known. The IMEI and the IMSI are not
generally known outside the GPRS system. An additional advantage of using the
MSISDN is that the GGSN can convert it to the GTP TID (which is a concatenation
30 of IMSI and NSAPI) without the need for extra signalling. The GGSN knows the
IMSI and the MSISDN from other signals but not the IMEIL. The SSGN knows all

three.



configuration. The | Pv6 address is sent to the nobile station (DHCP over
| Pv6). WO 01/54437 PCT/F101/00034 22 It should be noted that in this
enbodi mrewoQ o1/ha3DHCP server is part of the GGSN. In thi spcas®i1biss DHCP
server is controlled so that when there is a request for a PDP context
address, the DHCP server generates a conplete |Pv6 address or 5 conplete
| Pv6 addresses and then nodifies its2B8outing table so that the chosen
conpl ete I Pv6 address or addresses are mapped onto the correspondi ng GIP

t unnel . ﬁihbqﬁwab\éqaannﬂémmm\kraﬁé\hn@mmhmr fdt@ﬁaéé §n89§og¢?§@%f t@che.
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fromone of the three unique nunbers the IMEl, the IMSI or the MSISDN, and
the NSAPI. 25 The interface identifier will be transmtted over the air
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known. The I are'not generally known outside the
systtin BA-hitddas:i Onal: @.@\:(m fudereobise)sichg 5t ENSAFR/BI &DN: i 10 t(IgalnbetIllyeunIﬁ@S&l can

w thout (11BN cRoueerh & ghdnl faf i SeRkaniniad: Rl st fiedire
MBI SDN f fstaR). MBits &1 amdl7s a@“'sgﬂﬁﬁal“ fﬂﬁis' l§'Clﬂlch EF@ usedNokimesatélwhether the
address is globally unique (bit 6 = 1) and whether it belongs to a single node (bit 7
= 0). This coding scheme provides room for longer MSISDN and NSAPI fields in
15 the future. It should be noted that the PPP client in the TE does not need to
perform duplicate address detection, since the "globally unique" bit 6 should

indicate that this is not necessary.

Referring now specifically to Figure 7, PPP address negotiation only takes place
20 between the TE and the MT and so there is no need for messages concerned with
this matter to be sent over the air interface. Messages are sent over the air
interface for context activation, that is Create PDP Context and PDP Context
Accept. The MSISDN and the NSAPI information can be sent in the Create PDP
Context message. The network prefix (or a list of network prefixes) can be

25 embedded as an option in the PDP Context Accept message.

Radius negotiations for the purpose of authentication take place between
transmission of the Create PDP Context and the PCP Context Accept messages.
Once the context has been activated, the IP pipe is open.

30
Timing of the messages is not strict, and the only causal dependency present is
that a router advertisement has to wait until the PDP context has been accepted

and a PDP Context Accept message received, so that the router advertisement



three. WO 01/54437 PCT/ F101/00034 23 The interface identifier will be
transmtted over the air interface and so use of the MSISDN is preferred
since it weogenerally known. The I MEl and the | MSI are nopCT/gmneomsh| y
known. An additional advantage of using the MSISDN is that a comnbination
of the MSISDN and the NSAPI is already used wwthin the GPRS 5 system as the
GIP TID, and is therefore available 24 the SGSN and the GGSN w thout the
need for extra signalling. The GGSN knows the MSI SDN from ot her signals

but not thR IidEdive Thge SAEe cBAfiguralien MplaPiiNetse, iR ledEmpld Neodvet SDN

is a 15 digit denary nunber. The interface identifier can be coded in
64- bi t s genfiguration aod (hemef agemte fars @obilg, 1P 5:Thesaputer cadvertisarpent: gﬁ@)bal | y
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not neceﬁwﬂ'E.hd%ecEmﬂigumejd itawvits e interféddey to Fi gure 7, PPP addr ess
negotiation only takes place 20 between the TE and the MI and so there is
no need for nessages concerned with this matter to be sent over the air
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and 1be NSAE’pfwﬁBBH@atl on can be sent in the Create PDP Cont ext nessage.
The network prefix (or a list of network prefixes) can be 25 enbedded as
an option in the PDP Context Accept nessage. Radi us negotiations for the

purpose ¢f tRidt SRBbURAEMOBT tak enintioR, Rlceetie neigHblr SEis6ive?y (hBRIhEbARAT €

PDP Cont ext and the PCP Cont ext Accept nmessages. Once the context has been
acti vat e@ohmt@émn):nms&@ggg apenpt reguired, the MT can silently discard them if they

use a link-local address and so they do not need be sent over the radio interface
15  from the MT to the GGSN.

Since the NSAPI appears in each interface identifier, a single MT can support
several independent IP sessions simultaneously with each session using one
NSAPI. If the MT has several connectors, one per IP address, the NSAPI
20 represents the address of the connector. Therefore, several devices can use the

same MT at the same time (one NSAPI per connector).

In order to carry out push services, it is necessary to know the destination address
for a particular push service. When the destination address is generated using the
25 MSISDN, it is predictable, which means that a PDP context may be opened from
the Internet side (NRPCA). However, since the NSAPI is not predictable by

default, two ways are provided to implement a push service:

(i) Use a standard NSAPI value for push services. In this case the MT is the real
30 target for the push services. If there are several devices connected to the MT, only

the one that corresponds to the standard NSAPI value will receive push services.



Timng of the nmessages is not strict, and the only causal dependency
present is that a router advertisenent has to wait until the PDP context
has beenvecospt4ed and a PDP Context Accept nessage recei reOFI03003hat the
router advertisenent WO 01/54437 PCT/ F101/ 00034 24 can receive the
necessary configuration paranmeters, for exanple router configuration and
home agent for nobile IP. The router 28dverti sement nay actually be
contained within the PDP Context Accept nmessage. The GGSN generates the

| Pv6 addrpsgsd aHBr-A&oNRIIuL idr tﬁgqmdéearlﬁ‘tstiHQhthwcé%ﬁthi%r Psehbbve).

information in the sane way as does the TE. Therefore, 1t is even possible
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before the, TE has c.?nfi uE.ed Bt to its own interface. 1n the .Eagqsh ke
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si | en®| y agliderssr tp ehehP tunneby Thasdefault iNGAPbear wgrioédbe dits a® made & not
need be %‘8%3@6’% the radio interface 15 fromthe MI to the GGSN. Since

t he NSAPI""appears in each interface identifier, a single MI can support
several independent |P sessions sinultaneously with each session using one

NSAPI. If the MI has several connectors., one per |P address, the NSAPI 20
r epr esentd bPHECasRH 1B8USHT GeRORYBhA eI DPaostextSram the MT sideddhiedd&S™Nin use
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out push ‘services, I'S necessary t now t nation addfess Tor a
parti@ul dne intemed esida. deis Métder tohserdkbatnatification ol three 84T ,i andykeh ér decide ifsit ng

the 25 MBI L L redi ct abl e, . which ans that a PDP context nay be
opened feﬂ@}ﬂ§%'”rtrﬁi%?¢£?°% éfe{ac’(ﬁﬁp&\é)qbeﬁ@\rfzggr, since the NSAPI is not
predictable by default, two ways are provided to inplenent a push service:

(i) Use a standard NSAPI value for push services. In this case the M is
t he real Arsinpaitagérspeet efitbisermhodisnentadshe inventiends fhat the M T emuleteisces

connect eqofltgr EHS cgp;ieso&ht%he following functions:
15 (i) It sends a router solicitation based on the network prefix it gets from the
GGSN/AP.
(ii) It drops neighbour solicitations if they use a link-local address.

(iii) It responds to link-local router solicitations with a router advertisement.

20 This embodiment of the invention enables standard PPP implementation to be

used in the TE and so there is no need to manipulate its counters.

Figure 8 shows an embodiment of a mobile station MS for use in the GPRS
system of Figure 1 and the preceding embodiments and methods. The mobile
25 station MS comprises a central processing unit (CPU) 70, a transceiver 72, a
memory 74 for storing GPRS-related information of the mobile station, a protocol
stack 76 to control communication with the GPRS system, a display 78 and a
memory 79 for telephony-related functions of the mobile station. The operation of
the transceiver 72 in making telephone calls is not described since this relates to
30 conventional telephony activity of the mobile station MS. The CPU 70 controls the

operation of the other elements.



the one that corresponds to the standard NSAPI value wll receive push
services. WO 01/54437 PCT/F101/00034 25 (ii) Use a non-zero value for the
unused biweoi/su4she interface identifier (see above). |n pai/SlcasB4it is up
to the MI configuration to decide which device receives the push services.
The configuration is set when a push service is subscribed to. In this
alternative the GGSN still has to us@ea real NSAPI value to map the IPv6 5
address to a GITP tunnel. The default NSAPI and use of the bits are nade to
correspofgle hibtReid dedshSed bdieCtak HMpPaB & medlie RIRGAINA dd&Mnbie MM
side. The GGSN should not open a PDP context for any packet that arrives
at t he acosyxispolemmirfal oequipMenheanichiae mobilesiedainalt biug dirptye comprisesdara
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t he i nvemrd pibbile stdin.the MI enul ates a router and carries out the
followng functions: 15 (i) It sends a router solicitation based on the
netwoPk prefix it gets fromthe GGSN AP. (ii) It drops nei ghbour
solicitatd e Y. Us Ll k- ) L b€ n

ke 1 oedrBypto Y adtBsfeted t ik Bse 3 HFEVe, Sl ol ki Pibgdis

enbodi meekisofsuthead SLiM(saninldmbIR)s IBVAmdaled iRRBcalnateametwdrkoustoother used
in the TE and _so there is no need to mani pulate jts counters. Figure 8

shows an!@®hodi et PEIOGOISOEHFR 38 atqteernel o "token | ANghe FUPREIMARst @%n of
Figure 1 ; eg 1 hods.: A ; tion
V5 compr e tione MoSer i 1l abmRtents dhpiy i pain PRSIOEBPY ot gt o0
74 00 sifan imtedeRieS mebi sthtionfisusat ivdriclotioedaeohbave a sstparateriT andrtE.ocol
stack 76 to control communication with the GPRS system a display 78 and a
menory 79 for tel ephony-related functions of the nobile station. The

oper at i opg@ficuldManiplénaRitivAs ahd eriBédiRents! BPNPRE iAdéhtor Sha! Keseri bed
since this relates to 30 conventional telephony activity of the nobile
st ati on NBscrited. dFs cleardora pelsontskdleddpdhatairiphabthe myestioris eotaesticted
to details of the embodiments presented above, but that it can be implemented in
15 other embodiments using equivalent means without deviating from the
characteristics of the invention. The scope of the invention is only restricted by the

attached patent claims.



WO 01/54437 PCT/ F101/00034 26 The net hods descri bed above can apply to a
nobi | e station which does not conprise termnal equi pnent and a nobil e
term nal wo@uot/saBnply conprises an integrated unit. |n thPeT/Embodisment,
PPPv6 does not need to be enployed within the nobile station. 5 The
invention is not restricted to the use of PPPv6. O her point-to-point
protocols exist such as SLIP (serial7line IP). |1Pv4 nodes in |ocal area
net wor ks use other |ayer 2 (L2) protocols such as "ethernet" or "token
ring". F@ihkey nore, as nentioned above, in certain enbodinents, a

poi nt-to-point protocol is not required 10 if an integrated nobile station
is used \R,hi/-\:tﬁnQig@@ qfoacaidring & sepwarktiaddessiie areomnpgnicatiensanetwork, the

i mpl enen i : [ .of the invention have been described. It
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is clear P on the art that the invention is not

restri ct edtatiliohigt anl entity toepeisimedinferhatig esenietword AtRiredsds tWwWithin id can
be inplenmented in 15 ot her enbodi nents using equival ent nmeans w t hout
devi a®i n§UPPWe characteristics of the invention. The scope of the
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comuni c abderadreeseeorid nodkex et hod conprising the steps of: establishing

an entit onpr.i sing .informtion onp network addresses within a, 5 .

cUbnet woreleTElRg g ork ARdiasSHoR M ikt howmenhe bag ol ac itk iertiie
subnet ""Olbhe!%@h&'%?ﬁhé ehtifyShethef the' BetefmBREPAEWK 8 dd FERIsTE infdudd aRdnet wor k
address for the first node on the basis of the link identifier; checking

by the eacteptingbehwmtwoticaderessiif thediatenmived networksaddressiis gnigyeand 10
accepting the network address if the determ ned network address is unique.

2. A method according to claim 1 in which the link identifier is generated statically

based on information identifying one of the nodes.

15 3. A method according to claim 1 in which the link identifier is generated randomly

by one of the nodes.

4. A method according to any preceding claim in which the information on network
addresses is a list of link identifiers or network addresses in the subnetwork.

20
5. A method according to claim 4 in which the list comprises link identifiers which

have previously been assigned to nodes.

6. A method according to claim 5 in which uniqueness checking is accomplished
25 by the entity referring to the list of previously assigned link identifiers or network

addresses.

7. A method according to claim 6 in which uniqueness checking is carried out by
the entity referring to a routing table.

30
8. A method according to claim 6 in which uniqueness checking is carried out by

the entity referring to a neighbour cache.



2. A method according to claim1 in which the link identifier is generated
statically based on information identifying one of the nodes. 15 3. A

nmet hod aoxoods4ag7to claim 1l in which the link identifier per/gmmeosted
randomy Dby one of the nodes. 4. A nethod according to any preceding claim
in which the information on network addresses is a list of link
identifiers or network addresses in 28e subnetwork. 20 5. A nethod
according to claim4 in which the list conprises link identifiers which

have preygi ausieth®f8EcaamgResain® 9 R0RBichGheAistrebRipHisas tifk dbEstifleds WHERN 5 i n
whi ch uni queness checking is acconplished 25 by the entity referring to

t he |i st apd upioeei angsihas aelsprgmodislyi been dssignéd.ers or network addresses. 7.
A met hod according to claim6 in which uniqueness checking is carried out
by the entity referring to a routing table. 30 8. A nethod according to

claim 6 H0. whinethdénacbiraingIo IEEKDNE wisicls ahiduefess ichbikinghs aebbdinpYished
referri ng to a nei ghbour cache. WO 01/54437 PCT/F101/00034 28 9. A nethod
y

accor®i ngyttae gatewan selecting enlinkhilentitier eoaptatyetk addiess deamithe dist ofinkeh
are unt qib%r@ﬁgr%&sné}%rlpéﬁmeggéé%rﬁ&?ﬂa%ﬁbgﬂgdoe%woads e hod according to
rch uni que i’ she

claim9 in ueness Chécking 1S acco y the gateway
selecting a link identifier or a network address fromthe list of |ink

identifiers or network addresses whi ch have not yet been assigned. 11. A
met hod aa&oé\dvﬁ@qdoécgﬁﬂpgée@ayrajeewineﬁ?%wmi whichHge i"PfPHPﬁ{_é‘P’? bt Bt
the ent b%ty?ga% %ﬁide@'ﬁﬂé! Whith éﬁﬂnﬁ&§ﬁi’?ﬂé§?@a%_i LRbR oK ARLFRLR, net wor k

addr ess. nmet hod accor g to claim 11 1 h which uniqueness checking
is atkonplished by the entity referring to the information on network

addressegal h mefid egpscaﬁqﬂagl 18 BLAEM P WhibhTniden228 checkiny is 4285 mplighed ™ <"
by the entity referring to the information on network addresses it contains and
determining that it has a link identifier which can used to create a unique network
address.
15
13. A method according to any preceding claim in which the link identifier is

transferred between the first and the second nodes from a sender to a recipient.

14. A method according to claim 13 in which the recipient of the link identifier
20 discards it and generates a different link identifier which is checked for

uniqueness.

15. A method according to claim 13 in which if the link identifier is not unique, the
recipient chooses a unique link identifier which it sends to the sender.

25
16. A method according to any preceding claim in which the network address is

derived from the link identifier and a network prefix.

17. A method according to claim 16 in which the network prefix is obtained by

30 means of a router solicitation sent between the first and second nodes.



address. 15 13. A nethod according to any preceding claimin which the |ink
identifier is transferred between the first and the second nodes froma
sender tweaors@spient. 14. A method according to clai m 1BCi/mionmooash t he
recipient of the link identifier 20 discards it and generates a different
link identifier which is checked for uniqueness. 15. A nethod according to
claim13 in which if the link identi®ger is not unique, the recipient
chooses a unique link identifier which it sends to the sender. 25 16. A

met hod aqgondiidhd@ &%rd?ﬁ?ﬁ@?ﬂlé‘iﬁh qlgainMvhithMHeC Rebwitk NSeNR & GlEinRESHY S
derived fromthe link identifier and a network prefix. 17. A nethod

accor di ngneanscofaa noutér advetisemenhwhiaht isosent muddmaticallydirtuieesdhpfirsBandreans
of a routter solrjtjgi%%?t)i on sent between the first and second nodes. WO

01/ 54437 UBCSPNPIMM034 29 18. A method according to claim 16 in which the
network prefix is obtained by neans of a router advertisenent which is
sent automatically between the first and the second node. 5 19. A nethod
accor®i ndSt & mathast aesaifing tecanyoofi gaims I toh18 iewhicky thege gresgaplurality of

nade. 20" R TRAE g G0 Al rneafon MR EATRRE 1" ©

comuni cations network conprises a plurality of subnetworks. 10 21. A
met hod according to any preceding claimin which the first node js a nobile

stati on. 292 A M@BPHRCEEEIBEUIh Y Prergdifde@iMnly Whichnihe, CRAIBHNICAEORRcond
node is %W@é : &9%25 ing to any preceding claimin
whi ch thge}:%ni catl gnagﬁrurré{tagt Eglgg a S system
10
21. A method according to any preceding claim in which the first node is a mobile

station.

22. A method according to any preceding claim in which the second node is a

15  gateway.

23. A method according to any preceding claim in which the communications

network is a GPRS system.
20 24. A method according to claim 12 in which the link is a PDP context.

25. A method according to any preceding claim in which the network address is an
IPv6 address.

25 26. A communications network comprising:
a subnetwork;
a first node and a second node;
an entity comprising information on network addresses within the subnetwork, the
entity being able to create a link with a link identifier unique within the subnetwork
30 between the first node and the second node and to determine a network address

for the first node on the basis of the link identifier;



20 24. A nethod according to claim 12 in which the link is a PDP context.
25. A method according to any preceding claimin which the network address
is an | WweossdsEss. 25 26. A conmuni cati ons network conmpPCEFING0003a
subnetwork; a first node and a second node; an entity conprising

informati on on network addresses within the subnetwork, the entity being
able to create a link with a link idgotifier unique within the subnetwork
30 between the first node and the second node and to determ ne a network
addr ess i f i basi f ' iqd idrk 44 ;

01/ 54437”%7'&2%%/ %Fd%t ig%tgeaﬁqe‘%ﬁgbrll( ?ﬁleaﬁ]gr?lttihy;&?tghgﬁ]lég ﬁ%Mccﬁ'éc ddv(hg%%t ﬁser t he
det er mi nediquet and ko sidept the setworkcaddrass it theadetepminegek nabvarkraddrdss éss i f
the determ ned network address is unique. 5 27. A nobile termnal to
operate WM1Y€ he communications network of claim 26.

5 27. A mobile terminal to operate with the communications network of claim 26.



