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THIS SHEET HAS BEEN 
REPLACED 

A METHOD OF VERIFYING RECEIPT AND ACCEPTANCE OF 

ELECTRONICALLY DE~IVSRED DATA OBJECTS 

This invention relates to receipt and acceptance verifica­

tion techniques for documents, license agreements, con­

tracts, or computer programs generally, and more specifi­

cally, it relates to a met.'1.cd for v·erifying receipt and 

acceptance of electronically t:::-ansmi tted. and/o:- magne~i­

cally recorded data objects. 

While a va=iety of prior art-te~~~iqu~s exist fer protect­

ing elect!"onically transmitted anC../o?:" maq::eti:::ally-!"eco!"d­

ed data objects, all. cf these ~:ia\: a?:e pr~se!'".;.'t.ly k:i.own 

recruire either encryption and t~e use c= a decrypti~g key 

er algorithm· whicb. is normc .. lly cr:.ly a-: ... -~ .. .:.:a.=le ::~ a p:-e~ .. -::..-

ously acthorized recipient, or ~hey =equi=e p=ic= approva~ 

fo:: s:e:ic.:.:-ig tc the 

n.igues, no present system or ~e~hnique :.s . .. . .. . 
K::lo! .... ·:-... wr:.:..c:: is 

ization conditions of its re~eipt er ~se auC :ns~alied it 

=or reaCi~q or use. 

·..;a!"-: 11
, :.:.r:.a:=..:.-:.hcrizeC. duplica-:io~ a:!.C./o::- a·::=ess a::C. usage is 

a common ;rcn~em. :a~ent ~.757,534 s~ows ~ne example 

.. . .. . . 
a-:: a ;:·::-esc::-:..::ec. a:--.a.c. -=.ss:.g-

nated s:te that has a prope~ly :~plsmen~=~ a~c :~i~ia:~ze~ 

Si:n:.:a=li_'", tI. s. ?a"ten:t 4, 757 .· 533 ss·:::.:.:::. -:..--:.:·· 

·-~ -



' 

2 

THIS SHEET HAS BEEN 
REPLACED 

These prior art systems, and others of similar type, 

require the prearranged installation of encryption or 

decryption_ features and/or "keys" such as passwords before 

a user or recjpient can utilize an ~lectronically-deliv­

ered or magnetically-recorded and delivered data object 

that has been protected by encryption or other disabling 

techniques. This is a significant drawback in the field of 

computer programing sales and use, particularly in systems 

which would download application programs for use at a 

In the 

would be 

elaborate 

systems are used to preauthorize the recipient by giving 

passwords or the like which must be carefully recorded and 

kept track of for accounting purposes and for billing. 

local workstation or personal computer/system. 

latter instance, the program or data object 

electronically transmitted and received, but 

In light of the foregoing known shortcomings with the 

prior art systems and techniques for electronic distribu­

tion of data objects, the object of the p·resent invention 

is to provide an improved method of securing electronic 

data ob]ects and for verifying that they have been re-. . .. -- . 

ceived and accepted which does not require prior author­

ization for receipt or the installation of previously 

authorized and released keys, pass~ords or the like. 

The foregoing and still other objects that are not specif­

ically enumerated, are met iri. the present invention by a 

new system. In this system, the sender or originator of 

an electronic data object can later veri"fy that the data 

object was.actually received and accepted. In this system 

the data object itself controls the verification for the 

receipt and acceptance thereof. The sender or originator 

of the data object first modifies the object to be deliv­

ered, rendering it unusabl9 o::- inoperative in tJ1e form in 

which it will be initially receiyed by the use:::-. The 

originator or sender inse:::-t:s i::t::: the C.ata oi:jec~ =.-veri­

fication indicia and an enabling fac~lity whic~ is capable 

?..A 9 87 021 
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of rendering the inoperative data object into an operative 

state when certain pre-requisite conditions, contained in 

the verification and enabling facility, are met. The 

sender or originator then merely transmits (or records and 

delivers) the modified and unsable data object that con­

tains the verification indi.cia and enabling facility to a 

recipient. The recipient or user receives the modified 

and unusable data object and inserts or loads it into 

hisjher workstation or ccmr":ter having a CRT screen dis­

play, printer or the like. This allows the user to view 

portions of the enabling facility contained in the data 

object. Screen displays or messages prompting the user to 

enter responses are presented during this phase of instal-

la ti on of the data object. The user-enters his or her 

acceptance or rejection of terms and conditions relating 

to the use and installation of the data object in response 

to prompts that are preser.ted by the enabling facility on 

the screen, printer or other interface that is humanly 

readable. That portion cf the data 

the enabling facility ther. examines 

object that contains 

the user's responses 

and, if the prerequisite conditions are met and agreed to, 

renders the data object into a usable and operable form 

(including a modification c~ the verification indicia) and 

records the result and may also capture the user's identi­

fication informati;,n. Alt-e:-natively, if the prerequisite 

conditions are not met or agreed to, it terminates without 

rendering the data object into a usable and operable form. 

This ends the process. 

The invention will now l:e described with respect to a 

preferred embodiment in reference ·to- the accompanying 

drawings wherein: 

Figure 1 is a brief flew c~art cf step~ taken by the data 

o~ject originator or sends= ~rior to sending or delivering 

the data object to a user~ 

;,;,. ~ 87 021 
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Figure 2 is a brief flow chart illustrating the o~eration 

of the invention at the recipient or user's workstation or 

computer. 

Figure 3 illustrates a detailed processing flow chart of 

the operation of the invention at the recipient or user's 

workstation or computer. 

The invention will be described with reference to the 

figures in the exemplary context of a system for deliver­

ing computer programs (software products) having license 

terms and conditions that must be agreed to prior to the 

user's being granted use of his or her copy of the soft-

ware product. Numerous other examples are possible, any 

of which relate generally to the problem of verifying that 

a recipient has actually received a data object and has 

agreed to certain terms and conditions concerned there­

with. Othe:::- examples may be documents that normally re­

quire registered and signed receipt mail deli very, con­

tracts or other documents having legal significance, 

itemized buying and selling arrangements, bills of lading, 

or any environment in which a traceable record (within the 

data object itself) of actual receipt and acceptance of 

the data object is required. 

In the prefe:-:red embodiment of the i:::vention di:scribed, an 

example chosen from the field of data processing is given . 

.!.n this exa:::iple,- ':i::e "C.ata object" ;nay be a computer 

program (scftware p:::-oduct) intended for use on a worksta-

tion or personal cc:r.pute:r/system. In such an environment, 

the normal users wis:• to obtain their copy of the relevant 

software product, ca:rry it home (or to the1r workstations) 

and use it. Norma2..!.y, t::ese software products are accom-

panied by c. "shri:::k ...... :-apped" license agreerr~ent which 

details the terms a~d c~~citions of use which the buyer, 

er more a;:p:-~pria-:-:ly, -::"':.: "licenses" is desmed to be 

bound by v:..:::-tue o:: n:. s c:::- he:::- opening and use of the 

EA 9 87 02::!. 
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contents_ of the package. If high security over unautho-

rized duplication or usage of programs is desired in such 

an environment, detailed record keeping via serialization 

of the software product, signed receipts obtained at the 

time of purchase or license, 

auditing procedures and the 

detailed record keeping and 

like are often necessary. 

These are expensive and time consuming . 

. It· would be far more desirable in today's electronic 

communication environment to provide software products at 

a central access point which could be accessed on request, 

and whose contents could be made available to or even 

downloaded for users on request. Since the users may come 

and go and since access t0 the central facility may be 

difficult or cumbersome to regulate, it would be more 

desirable still if any potential user could merely "dial 

up" the central facility and request access to and deliv­

ery of any given software product. This would mean that 

prior authorization procedures, i.e. delivery of decryp­

tion or security keys or codes or routines would not be 

ordinarily possible or even desirable. Additionally, in 

order to overcome the relatively high cost of creating 

diskettes or cassettes of recorded software products for 

delivery, the electronic distribution and duplication 

metb.od holes high market appeal but offers as well the 

opportunity for more prevalent abuse through unauthorized 

access, copying, and/or use. 

Into this environment, the present invention fits nicely 

as a solution to the problem; this invention may be imple­

mented withi~ the electronic data cbject itself and which 

is sel_f-executing upon its receipt and acceptance by a 

us~r or requester. 

The prefer:::-ed. embodiment w:..ll thus be described in t::.-e 

context cf a system for delivery via electronic means cf 

::::omputer prog:::-ams ( scft·,;are products) which provi'.ie autc-

R..il. 9 87 021 
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matic verification that the requester or recipient has 

actually received the software product and has agreed to 

the terms and conditions regarding its use . 

. The present invention provides a technique for the protec­

tion of electronically-distributed software products which 

are to be licensed to requesting end users who have not 

previously been authorized or provided with any special­

ized access keys or decryption programs or_ devices. The 
... ·. ,,. 

technique itself is based upon the premise ·that both the 

usability and installability of electronically-delivered 

software products may be conditioned upon the end user' s 

receipt and acceptance of the terms and conditions regard­

ing the specific software product. A license agreement of 

the readable form normally enclosed with recorded disk­

ettes or cassettes is incorporated into the electronical-· 

ly-delivered data object or software product and is deliv-

ered therewith. The invention presents to the user the 

ter!!:ls and conditions regarding the use, cha7,<;i'es for and 

other relevant data pertaining to the software product for 

the user's review and acceptance or rejection. The inven-

tion presents prompts or questions to the user and records 

the responses as evidence that a user did receive, and has 

or I'-as not agreed, to ..... .... ... ne ... erms and conditions regarding 

t:"Je software produc-=.. If th~ user does agree to the term~ 

anc. ··~. conai ... ions a11d so ind;icates, the invention proYides 

fer 11 enabling11 the delivered disabled and unusable soft­

ware product. It also provides for mat·king that user's 

copy with indicia which indicates acceptance anc ~ay also 

determine the iaenti ty of the user. 

provido.s the electronic equivalent 

The invention thus 

of "breakino of the .. ~· -
shrink wrap seal 11 involved in the normal hard ccpy of 

software license agreements delivered with physica~ cisk-

ettes or cassettes. It replaces prior authorizations via 

signed agreements which are prearranged in eleG~=~nic 

c:.stri·l:ution syste~s whi i:h requi?:-e that potentia: ~ser:s 

fi=st sign up and a~ree ~o the license agr~ement t==~s and 

R.~. S c7 021 
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conditions in order to receive a decryption key or- pass­

word which will grant them access to the desired software 

products. 

The invention requires some preparation on the part of the 

software product originator or sender. As shown in Figure 

1, the software product originator is required to include 

wi.th the software product, or electronically-deliverable 

data object, modules of code that provide a presentation 

and acceptance verification and enabling facility (en­

abling program). The software product originator is 

further required to provide certain input to the enabling 

program. The originator must provide the language of the 

pertinent terms and conditions of the license agreement by 

recording them as screen or output display code that will 

be accessed automatically by the enabling program. An 

appropriate prompt as to acceptance or rejection of the 

terms and conditions of the license agreement may also be 

provided in this data by the originator. In addition, the 

originator must insert an arbitrary predefined character 

string of the originator's own choosing into the software 

product's major modu~e(s) or file(s). This arbitrary 

charci.cter string which may be called a "verification 

indicia 11 may be recognized by the software product itself 

as will be described later. It also will be modified 

and/or er.crypted after the lice:1se agreement has been read 

and acc<?.pted hy the user to indicate that the user has 

accepted the terms and conditions of the lice~se agreement 

as will be later described. 

It is also incumbent upon the originator of the software 

product to create a copy of the software product with the 

pertinent file names or module names given "pse'..:.do names'.' 

which scrambled and to provide a table with cr::'ss 

references showing the correspc:::dence between t::.e pseudc 

or scrarnbled file names and the actttal file narr.es cf -:.he 

software· product. These actual file names will not b'=: 

RA 9 27 021 



' 
·;ii . 

8 

restored and the software product itself will not be a 

usable program. The enabling program will restore the 

actual file names and unscramble the contents in response 

to acceptance by the user of the terms and conditions 

accompanying the software product. 

The originator of the software product must as noted 

earlier, provide a copy of the unscrambling and enabling 

facility. This is a short program routine as will be 

illustrated later. Finally, the originator should provide 

a batch file or installation routine to which control may 

be transferred at the completion of the acceptance and 

verification process after the user has indicated his or 

her acceptance of the terms and conditions regarding use 

of the software product. 

Before proceeding to a detailed description of the overall 

operation that occurs for enabling the software product 

for use at the user's computer or workstation, the basic 

concepts are summarized as follows: 

~he programs, which are the preferred embodiment of this 

invention, are inco.rporated . into and become an integral 

part of the software product to be actually delivered. 

This pc:::-tion of the invention actually presents the appli­

cable terms and conditions of a license agreement to the 

end use!" by displaying license agreement screens. as the 

initial step during the i::stallat:.cn proc':!ss cf the soft­

ware product on ~he user's system. -rf the end user does 

not indicate acceptance of the te:::-ms and conditions of the 

applicable license agreement, the enab_ling progr·am portion 

of the invention will abort operation, make no modifica­

tions to render the associated software product usable and 

will return control to ':~":! use:::-' s ope::-atinc; system. Zn 

effect, "no harm" nas ceen dor...-e and th-e end use!" can 

follotN "/..;ha"tev ... er procedur~s are desired for ri::tur:iing the 

effectively 11 unopen<:!d 11 soft·.vare ;;:-oduct or can dest:::-oy it 
·-·:· 
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as applicable. If, however, the user does indicate accep­

tance of the terms and conditions of the applicable li­

cense agreement, the portion of the preferred embodiment 

code will take additional actions. It will electronically 

record the user's acceptance by modifying certain prede­

fined fields within the software product's applicable 

mcdule(s) and file(s). It will also restore the original 

file names thereof, to allow them to be usable again, thus 

rendering the formerly unusable program into a usable 

state. And it will modify itself, finally, by deleting 

the code portions which allowed unscrambling or decryption 

and reconstruction of the delivered software product and 

will hand control over to the installation module or 

startup routine of the software product. 

The primary advantage of this new system of security and 

delivery is that it essentially makes electronically 

distributed programs "S.alf protecting:•. It facilitates 

easy customization of license provisions and/or warranty 

information and provides a wide range of asset protection 

mechanisms usable at the discretion of the software prod-

uct originator .. Those skilled in the art wi 11 realize 

that, within the scope cf this invention, it is possible 

to redefine the "intellectual property 11 asset, i.e. the 

software product, to which the license agreement and to 

which the protection tecnnique are applicable, as a single 

software product or a set of seftware products including 

their associated documentation which may be electronically 

delivered t:o the- user as a- unit or package. The contents 

of the package or unit are to be determined by the soft-

w~~0 origi~ator or cist=ibutor. 

The essent:al elements of the preferred embodiment in 
... :.·.r·· 

prcgrammir:.g are prov.iced by t::::e software originator as 

t,.;ill be C.escribed 1:-i g~:at-:r· C.etail wit!i reference to 

Figur~s 2 a::d 3. 

Rll 9 87 02:. 
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Turning to Figure 2, a brief flow chart is shown of the 

operation that will be co.nducted by the preferred embodi­

m~nt contained within the delivered data object when it is 

initialized and run en the recipient's computer or work­

station. 

The first step as shown in Figure 2 is for the system to 

access the files which contain the display data for dis­

playing the receipt and acceptance menu screens for the 

user's re~riew. These will include a menu, license agree-

m~,1~ terms and conditions and/or warranty terms and condi­

tions and the like. 

The second step as shown in Figure 2 is to present choices 

to the user to accept or decline the terms and conditions 

which are displayed on the receipt and ~cceptance informa­

tion screens. If non-acceptance is indicated by the user, 

the program aborts and returns to the operating system 

without altering the original object modules and files to 

render them into a tlSRble state. However, if the user 

does indicate acceptance of the terms and conditions, the 

program continues as shown in blocks 1-5 as follows. 

In block 1, the program for enabling the object for use 

will search for the previously mentioned arbitrary charac­

ter strings embedded in the original object file(s} by the 

originator thereof. These will then be modified, and, 

optionally, enc~ypted if so desired, to contain informa­

tion entered in response to prompts by the user or recipi­

ent that may also identify the specific user. 

Then the prcgram will enable the electrcnically-delivered 

object by unscrambling (or ?-:.~rypting) the scrambled 

pseudo file names b;( replacing them with the real file 

names. Th.:.s is done using the table cf cor:::-espondence 

that has :Ceen previo;;.sly prc,;iC.>e·:i in t1":.e data object by 

the origina~or. T~is -:a.o.ts car:r:.ot e"=TS!l be c .. ccesseC. or 

RA 9 87 022. 
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utilized by the enabling program unless the acceptance of 

the terms and conditions has been indicated by the user. 

As shown in block 3, the program may optionally recalcu­

late the check sum of the object being delivered, if a 

check sum is employed. 

As shown in block 4, the program for enabling then must 

modify itself to delete that portion of rhe code that 

provided for the enabling of the delivered object. It also 

will delete the correspondence table and finally, i~ bl~ck 

5, transfer control to the object's initial startup module 

or file at the name indicated by the software originator. 

This activates the delivered object for use and operation. 

The detailed operation will now be described with refer­

ence to Figure 3 which shows the processing or enabling 

program flow c:hart at the recipient or user's computer or 

workstation upon loading the received electronically­

transmi tted and/or magnetically-recorded dat? object 

(soft;.; are product). The end user will insert, as shown in 

box 1, his/her diskette if 

magnetically recorrled nnd 

the soft~are product has been 

delivered or will request a 

download of t'.::e electronically-distributed software prod­

~ct from a host system to the hard or floppy disk drive of 

hisjher compu-:.er or workstation. The user will then in·v·oke 

the i:!i tialization and· Anabling facility embedded in the 

s.oftware prod:.~ct by the originator by entering the com:aand 

"goXX.X'' as shown i-n box l. This command invokes the 

enabli:;g program. In box l, the XXX portion is a unique 

identifier that identifies the name of the software prod-

uct to be utilized. The enabling program is named 

"go.CO~'!'' but ·,;ill be renamed "?.LA.COM" once the lir.e:.se 

agreem~~t has been ac=epted by the user and the scftwa~e 

:;::oduc': files :C.a,1e been unscramblec and renamed. 

~A 9 E.7 C21 
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The enahling program then displays the first originator's 

pre~c~ibed license and/or warranty menu display screen to 

the user. 'This screen would normally contain introductory 

information and describe how the terms and conditions will 

b.e., pr~sented to the use:r_ ,on following screens. The user 

would normally press the enter key to continue to the 

second or succeeding menu screens. The program then 

continues to box 2 to present ~.menu sere.en of user choic­

es as shown. If the user chooses to read prescribed war­

ranties (choice 1), the program exits box 2 and accesses 

warranty display screens (box 8) which, after being re­

viewed, return the user to his block. If choice 2 is 

chosen, the license agreement screens will be displayed to 

the user and the system will co~tinue as shown. If choice 

3 is ·selected, then the system aborts without enabling the 

software product for use and returns to the operating 

system. If any other key is pressed, a message w:Ul be 

displayed and a correct choice will be prompted from the 

user. 

If the license agreeme~t screens are selected (choice 2), 

they are displayed to the user utilizing whatever text for 

the license agreement the originator has encoded into the 

software pt·oduct. The user is prompted to indicate accep­

tance or rejection of the terms and cond:i.tions of the 

license ag:-eem""'lt on the· last screen thero:of. If rejec­

tion is indicated, the system aborts and returns to the 

operating system without enabling the software product for 

use. 

If acceptance is indicated, the· -syst;em continues c:r:. to box 

3 by commencing the 11 accept PLA" program routir..e. The 

first step in box 3 is to search for for the cc:::-:-espon­

dence table that shows the~:- correspondence bet"..;sen the 

FSeudo ( sc:-ambled) file names and the actual software 

·product file names. If there isn't.such a ta::::.e, t!le 

program t~en searc~es fer the arbitrary characte:- string 

R'A C: 87 02: 
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embedded in major file{s) or modul.e{s). by the product 

originator and modifies them as will be later discussed on 

box 9. Secondly, if there is a correspondence table, the 

program reads the table into memory and accesses the first 

row in the table to provide a correct file name for the 

module identified therein instead of its pseudo·or scram­

bled name. The next step is to modify and/or encrypt the 

arbitrary character string if it is embedded in the major 

file or module being accessed. This process continues 

until all of the entries in the table have been exhausted, 

all of the arbitrary character strings have_been modified, 

and all of the corresponding files or modules have been 

renamed to their correct names. An optional alternative 

following the completion of the above tasks is to recalcu­

late a check sum {if that is used) as shown later in box 

6. 

If there is a correspondence table, the program continues 

to box 4 where the table processing routine checks to see 

if all of the rows of the scrambled name table have been 

processed. When the rows have all been processed, the 

table is erased as shewn in box 5. Box 4 . provides the 

ability for the program originator to require modification 

and encryption of the c~aracter string in the files of the 

delivered data object. 

The 11 era·se table" routi:::e is shown in box 5 and 

from box· 4 'ilhen ·all of the table entries ha,;e 

cessed. The enabling pr-ogram then continues 

is .... . en1..erec 

bee:-i pro­

to box 6, 

which may optionally recalculate the check sum if provided 

with the software product, the enabling program continues 

to box 7 to erase the warranty screen from memory and from 

the electronically-deli~;ered software product. T~e er:-

ab ling program then modifies itself by e:::asing the cod-: 

that allows the modification of the character strings anc 

the file names, i .. e. t:-:s unscrambling and renaming, anci 

RJl. 9 87 021 
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screens can be recalled if desired; it then transfers 
control to box 11. 

Box 8 shows the optional warranty routine portion of the 
·enabling program which is entered from box 2. 

Box 9 which is entered from box 3, is the character string 
routine that searches for all files in ~he 

ly-delivered software product that contain 

string placed there by the originator. 

electronical­

the character 

It modifies 
(and/or encrypts) the string within these files and, when 
all of the accessed character strings have been found and 
modified, this portion returns to the acceptance routine 
in box 3 above. Another purpose of this box 9 is to 
provide a further level of security on use of the product. 
If the files which contain the arbitrary character string 
do not contain the modified form v.·:iich should have result-
ed from this bo;< .... opera t...l.On, then the software originator 
has an easy means for implementing an abort for disabling 
use of the code by simply including a test routine to test 

each file when it is accessed for the correct character 

string. Testing for this use of these character strings 
by the software product itself is ~hus optional. 

Box 10 js invoked from box 4 in t~e flow chart and is the 
file finding portion of the enabling routine. If the 
software originator has sc:::-ambled the o:::-iginal product 

__ ;, 

file names, the files will not be usable until the license 
agreement has been accepted by the user and the files have 
been unscrambled. The publisher_ er originator has origi­
nally ·provided a table of cross-refere:-:.ces between the 
pse1.ido file names and the actual file names. The routir.e 
ends in box 4 which is entered fro;:i box 3 as notec previ-
cusly. 

The enabling program ends finally in be;.: 11 which is 

entered. fr~m po;-c 7 as r:cteC: :;::::-evicusly. Ey handing control 

RA 9 87 021 
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over to the batch file or installation program name pro­

vided by the software originator, the enabling program 

will then proceed to initialize the actual software prod­

uct for use. 

It will be appreciated in the foregoing that the renaming 

or scrambling of the original files is first accomplished 

by the software originator and that the originator also 

provides, together with the scrambled file, the table of 

corresponding pseudo names or scrambled names with their 

corresponding actual file names. By this means the cor­

rect file names may be restored by the enabling portion of 

the routine if it, in turn, is enabled by the user's 

acceptance of the license agreement terms and conditions. 

A "self-enabling" facility is thus built into the software 

product by the originator. This facility is invoked, 

albeit somewhat unknowingly by the end user. In effect, 

the software product is rendered unusable, since internal 

references within code modules to use files or file names 

will not find the corresponding files or file names unless 

the unscrambling process has been carried out previously. 

The unscrambling process, in turn, will not be entered and 

cannot be invoked unless the user has indicated acceptance 

of the terms and conditions of the license agreement. The 

electronic data object as delive::-ed, i.e. the software 

product as provided by the originator, thus contains not 

only the software product program code but the enabling 

routine together with the necessary enabling table and an 

appropriate set- of screens and a small amount of control 

code to determine whether the use?:" has indicated accep­

tance or rejection of.the li~ense agreement screen ihfor­

mation. If acceptance is ind.icated and the enabling 

routine is allowed to proceed to completion, the .... rou ... ine 

then erases the enabling portior.s of itself and the er:­

abling table. It thus effecti•1ely destroys the "keys" or 

"decryption technique" prior to granting access or actual 

use of the software product to tr..e user. Also, the· en-

F,A 9 87 021 
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abling _program routine as described in the figures in­

cludes a step that encrypts or otherwise records informa­

tion entered by the prospective user so that it permanent­

ly "marks" the user's copy with information that could be 

later accessed by the program originator. This informa­

tion may uniquely identify the user and hisjher copy of 

the software product so that any unauthorized copies that 

are later detected may be traced back to their origin. It 

will thus be seen that a variety of security provisions, 

some of which are optional (i.e., the checksum calculation 

and testing within the software product itself for the 

·modified character strings), may be easily included at the 

selection of the program originator while no special 

provision need be made or taken at the user's end to 

provide access to the )delivered software product other 

than indication of acceptance of the terms and conditions 

which will invoke the enabling routine and restore the 

software product to a usable form. 

Extension of these concepts to a variety o"f other fields 

is clearly within the scope of this invention. For exam­

ple, the electronically delivered data object need not be 

a program with license agreement screens but could be 

simply a certified messag~ or legal document, receipt of 

which is desired in a verified manner. A verification 

statement and acceptance screen, acceptance of which will 

be indicated by _the .user, can be utilized to access an 

acknowledgement transillission back to the sender that will 

occur if and only if the recipient agrees to receive the 
. -

message. By a similar obvious extension, the content 

might not be either a license agreement or a message but 

could be a contract, a bill of lading, or any other docu­

me::it of legal signif:.cance certified receipt and acce.:;­

tance of which is desired. 

Having thus desc::::ibe-i cur invention with respect to c:. 

preferred embodiment as implemented in simple progra::: 
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routines, it will be obvious to those of skill in the art 

that many modifications and enhancements are possible 

without departing from the basic concepts of the self-en­

abling, self-verifying process of the routine as described 

in the preferred embodiment. Therefore, what is intended 

to be protected by way of letters patent is set forth in 

the following claims as description and not limitation. 

RA 9 87 02i 
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CLAIMS 

I 

THIS SHEET HAS BEEN_ 
REPLACED 

1. A method of verifying receipt and acceptance of a data 

object delivered from a sender to a receiver characterized 

by the steps of: 

modifying said data object into an unusable form; and 

inserting an enabling means into said data object, 

delivering said data object to said receiver in said 

unusable form, and 

employing said enabling means to remodify said,ciata object 

back to a usable form. 

2. The method of Claim 1 wherein: 

said modifying step further comprises inserting a verifi-

cation indicia into said data object, and 

employing said enabling means modifies said indicia. 

3. The method of Claim 1. o.r . 2, wnerein: 

said modifying step further comprises substituting new 

names for existing file cornpone~t names in .said data 

obje=t and recording the correspondence between said new 

names and said existing names as a portion cf said data 

object a-;: a locatior.. accessible cnl v by saiC: enabling 

means. 

4. The method of Claim 3, wherein: 

saiC. step cf employing said enabling rnea~s fu::-t~er com-

prises steps of accessing said recording of na~es corre-
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THl::S SHEET HAS BEEN 
REPLACED 

spondence and restoring said original names as file compo­

nent names, erasing said record of names correspondence 

and said enabling means. 

5. A system for verifying receipt and acceptance of a 

data object in an informat~on communication . system, in­

cluding a sender and a receiver, said sender and receiver 

being physically separated from one another, and including 

means at said sender for preparing said data object for 
;"· . 

delivery to said receiver and a data delivery means for 

delivering said data object from said sender to said 

receiver, 

comprises: 

said system being characterized in that ..... 
1<.. 

means at said sender for modifying said data object for 

delivery, said modifying rendering said object into an 

unusable and/or inoperative state, 

means at said sender for inserting an enabling means into 

said data object prior to delivery thereof, 

means at said receiver ·for loading said modified data 

object into a computer for display and for operations 

thereon, 

means for initially accessing only said enabling means in 

sa·id data object and for displaying ..... por ... ions of data 

contained thereiri for soliciting a user's response there-

to, 

~eans for entering a user's response and means for record­

ing said response, 

means conditioned by said response for employing said 

enabling means and modifying said data object back to a 

usable and/or operative state. 
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THIS SHEET HAS BEEN 
REPLACED 

6. The ·system: as described in Claim 5, further compris­

ing: 

means at said sender for inserting a verification indicia 

into said data object, and 

means at said · receiver for modifying said verification 

indicia in response to said user's response. 

7. The system as described in Claim 5 or 6, wherein said 

receiver includes means responsive to said enabling means 

for erasing said enabling means responsive to said user's 

response. 

8. The system as described in Claim 5 or 6, wherein said 

means for modifying comprises means for replacing original 

component names in said data object with other names not 

used by said data object, and further comprising 

recordkeeping means for recording the correspondence 

between replacement component names and original component 

names and for inserting said record thereof into said data 

object. 

9. The system as described in Claim 6, wherein said means 

for modifying said verification indicia modifies said 

indicia in a manner which shows t~at said enabling means 

has been employed to remodify said data object. 

10. The system as described in Claim 5, 6 or 9, wherein 

said enabling means erases portions of itself from said 

data object. 
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