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These prior art systems, and others of similar type,
require the prearranged installation of encryption or
decryption features and/or "keys" such as passwords before
a user or recipient can utilize an electronically-deliv-
ered or magnetically-recorded and delivered data object
that lias been protected by encryption or other disébling
techniques. This is a significant drawback in the field of
computer programing sales and use,'particularly in systems
which would download application programs for use zat a
lccéi workstation or personal computer/system. In the
latter instance, the program or data object would be
electronically transmitted and received, but elaborate
systems are used to preauthorize the recipient by giving
passwords or the like which must be carefully recorded and

kept track of for accounting purposes and for billing.

In light of the foregoing known shortcomings with the
prior art systems and techniques for electronic distribu-
tion of data objects, the object of the present invention
is to provide an improved method of securing electronic
data obﬁectsuﬁnd for wverifying that they have been re-
ceived and accepted which does not reguire prior author-
ization for receipt' or the installiaticon of previously

authorized and relezsed ka2ys, passwords or the liks.

The foregoing and still other objecfs that are not specif-
ically enumerated, are met in the present invention by a
new system. In this system, the sender or ocriginator of
an electronic data object can later wverify that the data
Iin this system
data object itself controls the verification for the

receipt and acceptance thereof. The sender or originator
jec
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of renderlng the inoperative data object into an operative
state when certain pre-requisite conditions, contained in
the verification and enabling facility, are met. The
sender or originator then merely transmits (or records and
delivers) the modified and unsable data object that con-
tains the verification indicia and enabling facility to a
recipient. The recipient or user receives the modified
and unusable data object zand inserts or loads it into
his/her workstation or compiter having a CRT screen dis-
play, prinﬁer or the like. This allows the user to view
rortions of the enabling facility contained in the data
object. Screen displays or messages prompting the user to
enter responses are presented during this phase of instal-
lation of the data object. The user enters his or her
acceptance or rejection of terms and conditions relating
to the use and installation of the data object in response
to prompts that are presented by the enazbling Facility on
the screen, printer or other interface that 1is humanly
readable. That portion of the data object that contains
the enabling facility then examines the user's responses

arnd, if the prerecuisite conditions are met and agreed to,

renders the data object into & usable and operable form
(including a modification c¢I the verificatidn indicia) and
records the result and may also capture the user's identi-
ficatio

n informatidn. Altsrnatively, if the prereqguisite
s r zgreed to, it terminates without
o]

o
rendering the data object intec z usable and operzble rm.
s

The invention will now ks described with respect to =a
aference to- the accompanying
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Figure 2 is a brief flow chart illustrating the operation
of the invention at the recipient or user's workstation or

computer.

Figure 3 illustrates a detailed processing flow chart of
the operation of the invention at the recipient or user's

workstation or computer.

The invention will be described with reference to the
figures in the exemplary context of az system for deliver-
ing computsr programs (software products) having license
terms and conditions that must be agreed to prior to the
user's being granted use of his or her copy cf the soft-
ware product. Numerocus other examples are possible, any
of which reélate generally to the problem of verifying that
a recipient has actually received a data object and has
agreed to certain terms and conditions concerned there-
with. Other examples may be documents that normally re-
gquire registered and signed receipt mail delivery, con-
tracts or other documents having legal significance,
itemized buving and selling arrangements, bills of lading,
or any environmment in which a traceable record (within the
data object itself) of actual receipt and acceptance of
the data objsct is regquired.

In the prefé:red empodiment of the irnvention described, zan
example chosen from the field of data processing is given.

n this example, <the "data object” may be a computasr

i

rrogram (scfiware rroduct) intended for use on a worksta-
tion or personal ccmputer/system. In such an environment, -

the normal users wish to obtain their copy of the relevant

software procduct, to their werkstations)

and use it. Normaliiy, tX ftware products are accom-
penied by =z "shrink licensa agresement which

)

use which the buyser,

r more arpropriatsly, <he "licensee" is deemsd to be

pound by vwirtue of hiz or her opsning and usz of the

i
=
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contents of the package. If high security over unautho-
rizéd duplication or usage of programs is desired in such
an environment, detailed record keeping via serialization

of the software product, signed receipts obtained at the

time of purchase or license, detailed record keeping and

auditing procedures and the like are often necessary.

These are expensive and time consuming.

.It- would be far more desirable in today's electronic

communication environment to provide software products at
a central access point which could be accessed on reguest,
and whose contents could be made available to or even
downloaded for users on reguest. Since the users may come
and go and since access to the central facility may be
difficult or cumbersome to regulate, it would be more
desirable still if any potential user could merely "dial
up” the central facility and request access to and deliv-
ery of any given software product. This would mean that
prior authorization procedures, i.e. delivery of decryp-
tion or security keys or codes or routines would not be
ordinérily possible or even desirable. Additionally, in
order to cvercome the relatively high cost of creating
disketies or cassettes of recorded software products for

stribution and duplication

delivery, the electronic di

method helds high markst appeal but offers as well the
opportunity for more prevalent zbuse through unauthorized
access, copving, and/or use.

Into this environment, the present invention £fits nicely

c
solution to the problem; this invention may be imple-

Hy
m
8]
o}
£
E'
(g
o}

2
mented within the electronic datz cbject itsel

is -self-executing upon its receipt and acceptance by a2

The preferrzd embodiment will thus be described in ths
context cf z system for delivervy wvia electronic means ci
computer treerams (scftiware products) which providZe aute-
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-and conditions and so indicates, the invention provid

6

matic 'vérification. that the requester or recipient has
actually received the software product and has agreed to

the terms and conditions regarding its use.

.The present invention provides a technique for the protec-

tion of electronically-distributed software products which
are to be licensed to reguesting end users who have not
previously been authorized or provided with any special-
ized access keys or decryption programs orﬁdevices. The
technique itself is based upon the premise -that both. the
usability and installability of electronically-delivered
software products may be conditioned upon the end user's
receipt and acceptance of the terms and conditions regard-
ing the specific software product. A license agreement of
the readable form normally enclosed with recorded disk-
ettes or cassettes is incorporated into the electronical-
ly~delivered data object or software prodict and is deliv-
ered therewith. The invention presents to the user the
terms and conditions regarding the use, charges for and
other relevant data pertzining to the soft'afé pfoduct for
the user's review and acceptance or rejection. The inven-
tion'presents prompts or questions to tha user and records

the responses as evidence that a user did receive, and has

or nas not agreed, to the terms and conditions regarding
the sofiware produci. If the user does agfee to thes tarms

ware product. It also provides for marking that user s
a acceptance and may zlso

C S
determine the identity of the user. - The inventien thus
prcvides the electronic equivalent of "breaking of the
sh k th

hrink wrap seal" involved in the normal hard ccry of
s

ich are prearrangsed in electironic
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conditions in order to receive a decryption key or pass-
word which will grant them access to the desired software

products.

The invention requires some preparation on the part of the
software product originator or sender. As shown in Figure
1, the software product originator is required to include
with the software product, or electronically-deliverable
data object, modules of code that provide a presentation
and acceptance verification and enabling facility (en-
abling program). The software product originator is
further required to provide certain input to the enabling
program. The originator must provide the language of the
pertinent terms and conditions of the license agreement by
recording them as screen or output display code that will
be accessed automatically by the enabling program. An
appropriate prompt as to acceptance or rejection of the
terms and conditions of the license agreement may also be
provided in this data by the originator. 1In addition, the
originator must insert an arbitrary predefined character
string of the originator's own choosing into the software
product's major module(s) or file(s). This arbitrary
character string which may be called a "verification
. roduct itself

b
m
M
»
s}

indicia" may be recognized by the soft
as will be described later. it zalso will be modified
and/or erncrypted after the license

and accepted by the user to indicate that the user has
ed the terms and conditions of the license agreement

<
as will ke later described.

pertinent file names or module names given

crambled and to provide & tabl
rencss showing the correspcndence betwesn the vpssude
or scrambizd file names and the actual

oduct. These actuzi £file names will not 2
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restored and the software product itself will not be a
usable program. The enabling program will restore the
actual file names and unscramble the contents in response
to acceptance by the user of the terms and conditions

accompanying the software product.

The originator of the software product must as noted
earlier, provide a copy c¢f the unscrambling and enabling
facility. This is a short program routine as will be
jllustrated later. Finally, the.originator should provide
a batch file or installation routine to which control may
be transferred at thé completicn of the ﬁcceptance and
verification process after the user has indicated his or
her acceptance of the terms and conditions regarding use

of the software product.

Before procesding to a detailed description of the overall
operation that occurs for enabling the software product

or use at the user's computer or workstation, the basic

[

concepts are summarized as follows:

The programs, which ars the preferred embodiment of this
invéntion, are incdkpb?&ted,into and becbme an integral
part of the softwars product to be actually delivered.
This pertion of the invention actually presents the zppli-

cable terms and conditicns of a license agreement to the

e
end user by displaying license agreement screens . as the

initial step during the installation procsss cof the soft-

roduct on the user's system. "If the end user does

ware p
not indicate acceptance of the terms and conditions of the
arplicable license agreement, the snabling program portion

£ the invention will abort operation, make no modiii

c
will rsturn control to the uée:'s operating systsm. Iin
effact, "no harm" has been dons and the end user can
follow whatever procesdurss are dasired for returning the
zffectivaly "unopened" software rroduct or can destroy it



Q

as applicable. I1f, however, the ﬁser does indicate accep-~
tance of the terms and conditions of the applicable 1i-
cense agreement, the portion of the preferred embodiment
code will take additional actions. It will electronically
record the user's acceptance by modifying certain prede-
fined fields within the software product's applicable
module(s) and file(s). It will also restore the original
file names thereof, to zllow them to be usable again, thus
rendering the formerly unusable program into a usable
state. And it will modify itself, firnally, by deleting
the code portions which allowed unscrambling or decryption
and reconstruction of the delivered software product and
will hand control over to the installation module or
startup routine of the software product.
.

The primary advantage of this new system of security and
delivery is that it essentially makes electronically
distributed programs "S21f protecting”. It facilitates
easy customization of license provisions and/or warranty
information and provides a wide range of asset protection
mechanisms usable at the discretion of the software prod-
uct originator.  Those skilled in the art will realize
that, within the scope ¢f this invention, it is possible
to redefine the "intelliectual property” asset, i.e¢. the
software product, to which the license agresment and to
which the protection tachnigue ars applicable, as a single

ftware product or a szt of seftware products including

so
their associated documentation whicih may be electrcnically

t or package. The contents

delivered tc the user as & uni
o

Tha essentizl elements of the preferrad embodiment 1in
pregramming are provicdsd by the software originator as
will be dsscriked in gr=zatsr detzil with reference To

RA © 87 Cz:
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Turning to Figure 2, a brief flow chart is shown of the
operation that will be conducted by the preferréd embodi-~
ment contained within the delivered data object when it is
initialized and run on the recipient's computer or work-

station. .

The first step as shown in Figure 2 is for the system to
access_the files which contain the display data for dis-
playing the receipt and acceptance menu screens for the
user's review. These will include a menu, license agree-
ment terms and conditions and/or warranty terms and condi-

tions and ths like.

The second step as shown in Figure 2 is to present choices
to the usér to accept or decline the terms and conditions
which are displayed on the receipt and acceptance informa-
tion screens. If non-acceptance is indicated by the user,
the program aborts and returns to the operzating system
without altering the original object modules and files to
render them into a usable state. However, 1if. the user
does indicate acceptance of the terms and conditions, the

program continues as shown in blccks 1-5 as follows.

In block 1, the precgram for enabling the object for use
will search for the rrevicusly mentioned arbitrary charac-
ter strings embedded in the original object file(s) by the
originator thereof. These will then be modified, and,

i
if so desirsd, to contain informa-

cf
[
.
|-
¥

optionally, encryp
o

by the user or recipi-
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utilized by the enabling program unless the acceptance of.
the terms and conditions has been indicated by the user.

As shown in block 3, the program may optionally recalcu-
.late the check sum of the object being delivered, if a
check sum is employed.

As showq in block 4, the program for enabling then must
modify itself to delete that portion of the code that
provicded for the enabling of the delivered object. It also
will delete the corfespondence table and finally, in block
5, transfer control to the cbject's initial startup module
or file at the name indicated by the scftware originator.

This activates the delivered object for use and operation.

The detailed operation will now be described with refer-
ence to Figure 3 which shows the processing or enabling
program flow chart at the recipient or user's computer or

~workstation wupon loading the received electronically-
transmitt

ed zand/or mwagnetically-recordsd data object
(software product). The end user will insert, as shown in
1

box 1, his/her diskette if the software product has been

m

magnetically recorded and delivered or will reqguest

d
downlcad of the electronically-distribute

uct £rom a host system to the hard or flor
nis/her computaer or workstation. The user wil

the initialization and "enzbling facility embedded in the

softwars product by the originator by entering the command
e

"goXXX" as shown in. box 1. This command invokss th
enabling program. In box 1, the XXX portion is a unigue

identifier that identifies the name of the software prod-
uct te be utilized. The enabling program

i
"¢0.C0M" put will be rsnamed "PLA.COM" once the license

'y
e
Yo
‘to
-1
(@]
N
-3
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The enabling program then displays the first originator's
prescribed license and/or warranty menu display screen to
the user. This screen would normally contain introductory
information and describe how the terms and conditions will

pewprgsented to the user on following screens. The user
would normally press the enter key to continue to the
second or succeeding menu screens. The program then

continues to box 2 to present a menu screen of user choic-
es as shown. If the user chooses to read'prescribed war-
ranties (choice 1), the program exits box 2 and accesses
warranty display screens (box 8) which, after being re-
viewed, return the user to his block. If choice 2 1is
chosen, the license agreement screens will be displayed to
the user and the system will continue as shown. If choice
3 is selectad, then the system aborts without enabling the
software product for use and returns to the operating
system. If any other key is pressed, a message will be
displayed and a correct choice will be prompted from the

user. . s ,

If the license agreement screens are selected (choice 2),
they are displayed to the user utilizing whatever text for
the license agreement the originator has encodéd into the
software product. The user is prompted to indicate accep-
tance or rejection of the terms and conditions of the
license agreement on the -last screen thereof. If rejec-
tion is indicated, the system aborts and returns to the
operating svstem without enabling the software product for

use. . -
17 acceptance is indicated, the 3ystem continues cn to box
3 by commencing the "accept PLA" program routine. The

rst step in box 3 is to search for for the ccrrespen-

dence +tabie that shows the- correspondence betwzen the
T (scrambled) file names and the actual softwars

i there isn't.-such a taz.s, the
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embedded-'in' major file(s) . or module(s). by the product
originator and modifies them as will be later discussed on
box 9. Secondly, if there is a correspondence table, the
program reads the table into memory and accesses the first
row in the table to provide a correct file name for the
module identified thereih instead of its pseudo -or scram-
Bled name. The next step is to modify and/or encrypt the
arbitrary character string if it is embedded in the major
file or module being accessed. This process continues
until all of the entries in the table have been exhausted,
all of the arbitrary character strings have been modified,
and all of the corresponding files or modules have been
renamed to their correct names. - An optional alternative
following the completion of the above tasks is to recalcu-
late a check sum (if that is used) as shown later in box

6.

If there is a correspondence table, the program continues
to box 4 where the table processing routine checks to see
if all of the rows of the scrambled name table have been
processad. When the rows have all been processed, the
table is erased as shewn in bex 5. Box 4 .provides the

ility for the program or nator to require modification

U'

rig
"Tan& encryption of the character string in the files of the

The "erass table" routine is shown in box 5 and is ente
from box & when all of the table entries have been pro
cessed. The enabling program +then continues to boxX 6,
which may optionally recalculate the check sum if provided
with the software produci, the eHGDT'ng program ccntinues
to box 7 to erase the warranty screen from memecry and from

the eTectronically—deliv=rec softy
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screens can be recalled if desired; it then transfers

control to box 11.

Box 8 shows the optional warranty routine portion of the

‘enabling program which is entered from box 2.

Box 9 which is entered from box 3, is the character string
routine that searches for all files in the electronical-
ly-delivered software product that contain the character
string placed there by the originator. It modifies
(and/or encrypts) thé string within these files and, when
all of the accessed character strings have been found and
modified, this portion returns to the acceptance routine
in box 3 above. Another purpose of this box 9 is to
provide a further level of security on use of the product.
If the files which contain the arbitrary character string
do not contain the modified form which sheuld have result-
cftware originator

0
[}

ed from this box creration, then the
has an easy means for implementing an abort for disabling
use of the ccde by éimply including a test rcutine to test
each file when it is accessaed for the correct character
string. Testing for this use of theése character strings

by the software product itself is thus optional.

Box 10 is invoked from box £ in the flow chart and is the
file finding porticn . ¢of the enabling routine. If the
software originator has scrambled the original product
file names, the files will not be usable until thé.license
agresment has been accepted by the user and the files have
been unscrambled. e publisher cr originator has origi-
oss-references between the

[a]

nally provided a table of <
pseudo file names and the actual

ends in box ¢4 which is entersed from box 3 as notsd previ-

ouély.

The enzbling program ends finaliv in bex 11 which is

entered frem box 7 as noted rrevicusly. Ev handing control

RA ¢ 87 021
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over to the batch file or installation program name pro-
vided by the software originator, the enabling program
will then proceed to initialize the actual software prod-

uct for use.

It will be appreciated in the foregoing that the renaming
or scrambling of the original files is first accomplished
by the software originator and that the originator also

.provides, together with the scrambled file, the téble of

corresponding pseudo names or scrambled names with their
corresponding actual file names. By this means the cor-
rect file names may be restored by the enabling portion of
the routine if it, in turn, is enabled by the user's
acceptance of the license agreement terms and conditioms.
A "self-enabling" facility is thus built into the software
product by the originator. This facility is invoked,
albeit somewhat unknowingly by the end user. In effect,
the software product is rendered unusable, since internal
references within code modules to use files or file names
will not find the corresponding files or file names unless
the unscrambling process has been carried out previously.
The unscrambling process, in turn, will not be entered and
cannot be invoked unless the user has indicated acceptance
of the terms and conditions of the license agreement. The
electrcnic data object as delivered, i.e. the software
product as provided by the originater, thus contains not
only the software product program code but the enabling
routine together with the neceéssary enabling table and an
appropriate set- of screens and a small amount of control
code tec determine whether the ussr has indicated accep-
tance or rejection of ‘the license agreement screen infor-
mation. If acceptance is indicated and the enabling
routine is allowed to proceed tc completion, the routine
then erases the enabling portions of itself and the en-
abling %table. It thus effectively destroys the "keys" or
"decryption technique” prior to granting zccess or actuzl

use of the software product to the user. Also, the en-

FA © 87 021
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abling program routine as described in the figures in-
cludes a step that encrypts or otherwise records informa-
tion entered by the prospective user so that it permanent-
ly "marks" the user's copy with information that could be
later accessed by the program originator. This informa-
tion may uniquély identify the user and his/her copy of
the software product so that any unauthorized copies that
are later detected may be traced back to their origin. It
will thus be seen that a variety of security provisions,
some of which are optional (i.e., the checksum calculation

and testing within the software product itself for the

‘modified character strings), may be easily included at the

selection of the program originator while no special
provision need be made or taken at the user's end to
provide access to the gdelivered software product other
than indication of acceptance of the terms and conditions
which will invoke the enabling routine and restore the

sofitware product to a usable form.

Extension of these concepts to a variety of other fields
is clearly within the scope of this invention. For exam-
ple, the electronically delivered data object need not be
a program with license agreement screens but could be
simply a certified message or legal document, receipt of

hich is desired in z verified manner. A verification

%
byt

statement and acceptance screen, acceptance of which will
be indicated by ﬁhe user, can be utilized to access &an
acknowlaedgement transmission back to the sender that will
occur if and only if the recipient agrees to receive the
message. - By '; similar obvious extension, the content
micht not be either z license agreement or a message but

ould be a contract, a bill of lading, or any other docu-

ment of legal significance certified receipt and accer

tance of which is desired.

RA © 87 021
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routines, it will be obvious to those of skill in the art
that many modifications and ehhéncements are possible
without departing from the basic concepts of the self-en-
abling, self-verifying process of the routine as described
in the preferred embodiment. Therefore, what is intended
to be protected by way of letters patent is set forth in
the following claims as description and not limitation.
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CLAIMS

1. A method of verifying receipt and acceptance of a data
object delivered from a sender to a receiver characterized
by the steps of:

modifying said data object into an unusable form; and

inserting an enabling means into said data object,

delivering said data object to szid receiver in said

unusable form, and

employing said enabling means to remodify said .data object

back to a usable form.

2. The method of Clzim 1 wherein:

r existing £file component names in

object and recording the correspondencs between said new
names and said existing names as & portion of said data
object =zt a locatiorn accessible conly by said enabling

JRRER

\
- - This Sheet

i




T

REPLACED

19

spondence and restoring said original names as file compo-
_nent names, erasing said record of names correspondence

and said enabling means.

5. A system for verifying receipt and acceptance of a
data object in an information communication system, in-
cluding a sender and a receiver, said sender and receiver
being physically separated from one another, and including
means at said sender for preparing said data object for
delivery to said ;eceiver and a data delivery means for
delivering said data object from said sender to said
receiver, sald system being characterized in that it

comprises:

means at said sender for modifying said data object for
delivery, said modifying rendering said object into an

unusable and/or inoperative state,

means at said sender for inserting an enabling means into

"said data object prior to delivery thereof,

means at said receiver  for loading said modified datsa

object into a computer for display and for operations

thereon,

means for initially accessing only said enabling means in
said data object and for displaying portions of data
contained therein for soliciting a user's response there-

to,

means for entering a user's response and means for record-

ing said response,

means conditioned by said response for emplcying said

enabling means and modifying sald data object back to =z

usable and/or operative state.
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6. The system as described in Claim 5, further compris-

ing:

means at said sender for inserting a verification indicia

into said data object, and

means at said "receiver for modifying said verification

indicia in response to said user's response.

7. The system as described in Clzim 5 or 6, wherein said
receiver includes means responsive to said enabling means
for erasing said enabling means responsive to said user's

response.

8. The system as described in Claim 5 or 6, wherein said
means for modifying comprises means for replacing original
component names in said data object with other names not

used by said data object, and further comprising

recordkeeping means for recording the correspondence
between replacement component names and original component
names and for inserting said record thereof into said data

object.

Q The system as described in Claim 6, wherein said means

for modifying said verification indicia modifies said
indicia in a manner which shows that said enabling means
has been employed to remodify said data object.

10. The system as described in Claim 5, 6 or ¢, wherein
said enabling means erases porticns of itself from said

data object.
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