MEMORY ACCESS CONTROL APPARATUS AND METHOD, AND
COMMUNICATION APPARATUS CROSS REFERENCES TO RELATED
APPLICATIONS The present invention contains subject matter related to
Japanese Patent Application JP 2006-174807 filed in the Japanese
Patent Office on June 26, 2006, the entire contents of which are
incorporated herein by reference. BACKGROUND OF THE INVENTION
1. Field of the Invention The present invention relates to memory access

controlapparatuses-ard matheds, and-cammynicationapparusesand,

in particular, to a memory access control apparatus and method, and a
communication apparatdinwhiCATSECNribPefAHATEIA a memory can
easily be improved. 2. Description of the Related Art There has been
proposed a technology (see, for example, Japanese Unexamined Patent

licati icati ﬁ%ﬁ} f international application) No.
CR%gB%%%%‘r‘/hgget at %%kgs It di El%%(%%éé%ﬁ ém tamper with data
storgddnia-memary byaerambling.a.legicaladdress, Whoseaceessds s teq
requested by a processor such as a CPU (central processing unit), and
to adsigniregs ¢o B logical modiress; sophykical @ddrass4e e actuiady in the
accessed inthe - 1
Japanese Patent Office on June 26, 2006, the entire contents

of which are incorporated herein by reference.

BACKGRCUND OF THE INVENTICN
1. Ftield ¢f the Invention

The present invention relates to memory access control
apparatuses and methods, and communication apparatuses, and,
in particular, to a memory access control apparatus and
method, and a communication apparatus in which security of
data in a memory can easily be improved.
2. Description of the Related Art

There has been proposed a technology (see, for example,
Japanese Unexamined Patent Application Publication
{translation of PCT international application) No. 2003-
500786) that makes it difficult to analyze and tamper with
data stored in a memory by scrambling a logical address
whose access is requested by a processor such as a CPU
{(central processing unit), and assigning, to the logical

address, a physical address to be actually accessed in the



memory. SUMMARY OF THE INVENTION In recent years, techniques of
intercepting and tampering with data have become more advanced.
memoAgcordingly, in addition to. the technology disclosed in Japanese
Unexamined Patent Application Publication (translation of PCT
international application) No. 2003-500786, it is necessary to improve
security of data stored in the memory. It is desirable to easily improve
SUMMgSdur %&H&ﬂg@&“}ﬁ&s memory. In a first aspect of the invention,
thete Fera@we}%%fg?mwcme%ée@ngﬁl,qeqqaé%@p@%@n%@&; tampering
scramble key storing means for storing an input scramble Key; scrambling
withmeans forassigning-aphysical addressdode actuallyaocessed imaaddition
memory to an input logical address by using the stored scramble key to
to  stramblethediputiogidakaddress: randony sanisSEgeneTating icdhs fortent
generating a random number or pseudo-random number as the scramble

Apleéﬁ%hﬂr’whé)r%}ﬁHn%a raridom harbe? yenefdting Means denet&te§ @'e - 1onal
app1§QE3eduende, pseydoriandpm pumberas the pseudeda0dom MMbefy, - ove

e generated random number or pseudo-random number is

secu@qud} to a predetesminedivalde rthe rapgemynumber generating means
may generate a new random number or pseudo-
It 1s desirable to easily improve security of data stored

in a memory.

In a first aspect of the invention, there 1s provided a
memory access control apparatus comprising: scramble key
storing means for storing an input scramble key; scrambling
means for assigning a physical address to be actually accessed
in a memory to an input logical address by using the stored
scrambie key to scramble the input logical address; random
number generating means for g¢enerating a random number oOr
pseudo-random number as the scramble key; and wherein the
random number generating means generates a Gold-seguence

pseudo-random number as the psecudo-random number.



random number. In a second aspect of the invention, there is provided a
communication apparatus for communicating with an apparatus having a

nBREBhtact intGrated:tircuiteard Hindtish, te EBmPtnitfion Apparatds ™ e
15 Somprising: scramble, key,stoling means {01 staring anjoput Serample g e

bl
key; and scrambling means for assigning, by using the stored scramble

genekey torscrambiesan dRpuldogical address,d thesingutlogicaladdress, aseudo-
physical address to be actually accessed in a memory for storing data
randrgadfrorpethe apparatus having the noncontact integrated-circuit-card
function. In a third aspect of the invention, there is provided a

communitatioh apparRGs for Eompfunicatitig with'an apfaatuss havifgied @

@%ncon;gctinte rated-%ircuit-gard function, the communicgpon ?Pparatus
e

O omprising: a Scramble Ky storing Uit Et%ﬁr?& %ﬁr}ﬁpu%crémg kgyr/;fpamws

navidld aa°'0raf§EQ_|§di'{ﬂta§§Si9@'&€'9@8¥é‘§k£‘<§l—t!3§§@I§9585%Hb|eﬂﬂ%é9ior;, the
scramble an input logical address, to the input logical address, a physical

commaddress 1o be actuallyraccessedinia memory farz storingidata ead-frem means
the apparatus having the noncontact integrated-circuit-card function. Also
for discidsethis amembry acEESS Bntfol iittHod 2IHb--9AEIBHES INwstepsbE  for

aSQis.togin an jnput scramble key, and_assigning aé)hgsi(f(al address to be

s g&ﬁ%%/ack&gss%ajiﬁ% the’ stored Bcrambl ey to scramble an
input logical address, to the input Jlogical address, a
physical address to be actually accessed 1in a memory for
storing data read from the apparatus having the noncontact
integrated-circult-card function.

In a third aspect of the invention, there 1s provided a
communicaticn eapparatus for communicating with an apparatus
having a noncontact integrated-circuit-card function, the
communication apparatus comprising: a scramble key storing
unit storing an input scramble key; and a scramble unit
assigning, by using the stored scramble key to scramble an
input logical address, to the dinput logical address, a
rhysical address to Dbe actually accessed in a memory for
storing data read from the apparatus having the noncontact
integrated-circuit-card function.

Also disclosed is a memory access controel method that
includes the steps of storing an input scramble key, and
assigning a physical address to be actually accessed 1in a
memory to an input logical address by using the stcred

scramble key to scramble the input logical address.



memory to an input logical address by using the stored scramble key to
scramble the input logical address. 3 A communication apparatus

abcording b Bredmbodifient Eal UconfrRGRIEaEWitH-an apparafushavisg can
a noncontact integrated- circuit-card function. The communication

COMTARALMATS ifciudes scPABIEKey Stothg Mearts for Sty an inply- S9Tated-

circﬁﬁ%m@g%geyffﬂgk%gﬁqﬂﬂ@@éﬂeégﬂﬁﬁﬁf§5¥ﬁqgﬁb%ﬂﬁ@9§9%§“m?gcludes
scramble key to scramble an input logical address, to the" input logical

scrangdiess.ed; physicalagdiesste beactually raceessed inpmemarydeble key,
storing data read from the apparatus having the noncontact

and integrated-cincuit-tafanction. In ansrbodiment lof theysresent the stored
invention, an input scramble key is stored, and, by using the stored

8CTa¥EAfbIEHREy 16 sCTAMBRCAR infit logibar Addtess: SPghydicaisfiffesstd  the

. e actually accessed in a memory,is assig ed (o} he Iosgica_l address. 3a
r h C [ ac 11
PR o%%?%crr{ %diran%ﬁfsegfg the gresgn%ﬁ\;}ent:ﬂon,aan%ﬁ%ﬁt scré?mb e@key?s patey
accestored, andaby,using the:stored scramblekeys to-sgramblean input lggicata « us
address, a physical address to be actually accessed in a memory is
haviassighed tothedogicat addressr Aceording tosthe-emmbodiments obthe

present invention,
In an embodiment of

the present invention, an input
scramble key 1s stored, and, by using the stored scramble key
to scramble an input logical address, a physical address to be

actually accessed 1in a memory is asgsigned to the logical

address.
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analyzing and tampering with data stored in a memory can be made
difficult. In addition, according to the -embodiments of the present

invention secwity of the.data stored inthe oemory Garveasilydde an input
improved. BRIEF DESCRIPTION OF THE DRAWINGS Fig. 1 is a block
scragiagramshowingsa reader-wiriter, aceordimgrtg anfemisddiment efthenble key
present invention; Fig. 2 is a block diagram showing a functional
L0 SEERRYUTALIGHT of theControp irfodille2SKoWHT v Fig. FRIGS 358 a bictkeess to be
diagram showing a functional configuration of a first ex m@le of tFe logical
actu mATTEr Sutplt urilt SROWR T Fig.2; Fig 4 148 detdifed bfock ~°¢* <2
adardiagram showing a functional configuration of the random number output
unit shown in Fig. 2; Fig. 5 is a flowchart illustrating a scramble key
generating process thatis executecby the readeriveritesAeshown infigrl;ion,
Fig. 6 is a flowchart illustrating a memory access control process that is
analgxdoutediyitheaeader-witer showriint FigsLorigh7 i91a Blodkediagramean e

showing a functional configuration of a second example of the random
to ' the embodiments of

madenﬁﬂg* cult. In addition, according
the present invention, security of the data stored in the

memory can easily be improved.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is =a block diagram showing a reader-writer
according to an embodiment of the present invention;

Fig. 2 4is & Dblock diagram showing a functional
configuration of the contrcl module shown in Fig. 1;

Fig. 3 is a block diagram showing a  functional
configuration of a first example of the random number output
unit shown in Fig. Z;

Fig. 4 is a detailed block diagram showing a functional
configuration of the random number output unit shown in Fig.
2;

Fig. 5 1s a flowchart illustrating a scramble key

generating process that is executed by the reader-writer



output unit shown in Fig. 2; and Fig. 8 is a flowchart illustrating a scramble
key generating process that is executed by the reader-writer shown in
Fig. 1 when the random number output unit shown in Fig. 7 is included.
DESCRIPTION OF THE PREFERRED EMBODIMENTS Before
describing an embodiment of the present invention, the correspondence
between the features of the claims and the specific elements disclosed in
an embodiment of the present invention is discussed below. This
shé&lggcription;ig intended to assure that an embodiment supporting the
claimed invention is described in this specification. Thus, even if an
elemgqgt incthefokovihgwehthodimeéntis thot téseribedrasiretating:toez s
certain feature of the present invention, that does not necessarily mean
COQﬁétCtﬁe%}”é?ﬁéﬁtgdéé’saﬁotlr%lﬁé%‘fﬁé%&tﬁlﬁrééf‘«’th@@%Fé%é?’“’ééﬁ@é’rséi%wn
., Gven if an element is described herein as relating to a certain feature of
thé %Iaimé, that does - 5 not necessarily mean that the element does not
relate §0 otherfeatyres of the claims. The Mempry accrss cepial
apparatus (for example, the bus scramble unit 43 shown in Fig. 2)
coraCtgrdirg toothecfirst esabadithent efithbepresenttinventiotofirshincluees

scramble
ocutput unit shown in Fig. 2; and

1

Fig. 8 is a flowchart illustrating a scramble key
generating process that is executed by the reader-writer
shown in Fig. 1 when the random number ocutput unit shown in

Fig. 7 is included.

DESCRIPTION OF THE PREFERRED EMBCDIMENTS

Before describing an embodiment of the present
invention, the correspondence between the features of the
cilaims and the specific elements disclosed in an embodiment
of the present invention is discussed below. This
description is intended to assure that an embodiment
supporting the claimed invention is described in this
specification. Thus, even if an element in the following
embodiment is not described as relating to a certain feature
of the present invention, that does not necessarily mean
that the element does not relate to that feature of the
claims. Conversely, even if an element is described herein

as relating to a certain feature of the claims, that does



key storing means (for example, the scramble key storing section 51
shown in Fig. 2) for storing an input scramble key, and scrambling means
(for example, the address bus scramble circuit 52 shown in Fig. 2) for
assigning a physical address to be actually accessed in a memory (for
example, the memory 33 shown in Fig. 2) to an input logical address by
using the stored scramble key to scramble the input logical address. The
memory access control apparatus according to the first embodiment of

nothe present invention secend {nclydes, rapdom number,generating meags
(for example, the random number generator 101 shown in Fig. 3) for

otigenefatnga aanddmimuwmnberndmgseudo-random number as the scramble
key. The memory access control method according to the second
emBb&inTEitof thepresent vehtion indiidesthe ssteps of stotitiglan the

input scramble key (for_.example, step_ S2 shown in Fig. 5 or step 5105 _
bug Scram%gée' éﬁ?gﬁdqa SIgAING" aBhysich a‘?jareasg%]f)%lg&u&ﬁ@ the first

shown'in

emﬁE@?%@%Uﬂ§%”@N¥“¥£8§Eh@"%ﬁ&@¥%@éﬁk%%%%QyHﬁ@gdﬁééugégamble

scramble key to scramble the input logical address (for example, step
ke 838 014 6.gS4k shewn v Fig: :6)mbhe communieatiomarparatyssferring

example, the reader- writer 1 shown in Fig. 1) according to the third
se@migdimenthown in Fig. 2) for storing an input scramble
key, and scrambling means (for example, the address bus
scramble circuit 52 shown in Fig. 2} for assigning a
physical address to be actually accessed in a memory (for
example, the memory 33 shown in Fig. 2) to an input logical
address by using the stored scramble key to scramble the
input logical address.

The memory access control apparatus according to the
first embodiment of the present invention second includes
random number generating means (for example, the random
numper generator 101 shown in Fig. 3) for generating a
random number or pseudo-random number as the scramble key.

The memory access contrel method according to the
second embodiment of the present invention includes the
steps of storing an input scramble key (for example, step S2
shown in Fig. 5 oxr step S$105 shown in Fig. 8), and assigning
a physical address to be actually accessed in a memory to an

input logical address by using the stored scramble key to

scrampble the input logical address (for example, step S$38 or



of the present invention communicates with an apparatus (for example,
the IC card 2 shown in Fig. 1) having a noncontact integrated-circuit-card
function. The communication apparatus according to the third embodiment
of the present invention includes scramble key storing means (for
example, the scramble key storing section 51 shown in Fig. 2) for storing
an input scramble key, and scrambling means (for example, the address
bus scramble circuit 52 shown in Fig. 2) for assigning, by using the stored
S4scramble key téiscramble an input logical address, to the input logical
address, a physical address to be actually accessed in a memory (for

exahipie AHEHEMBRF 38 BnBRAGA FiGL2) F6F StéHRy #ata rehl Srofs ke L -

apparatus having the pnoncontact, integr ted-c'rcui\gt-)car unction. An .
wremgb%glfmgﬁs gfn thjénprgslgn't iﬂvin%%%ﬂgcﬁé%grib{éjd %‘fogvcfrv‘vjitﬁére gf‘%ﬁgé“ ot

ot the\acgarpanying ramingsnFigoinis AiRlagk-diagram sRAWINGa ratus (for
reader-writer 1 according to an embodiment of the present invention. The

exaggder,writee 1Tdtcoeding o theoembodinienrt indudés: annantennaddoanact

. RF (radio frequency) drive substrate 12, and a control module 13. The RF

IDHfTE SbBSTater 2 péomisiefeetibiishetic-TI? iRaictivnisrakimity

apﬁggg%%gcg%%%%ggggI%%“@ﬁ@“%ﬁ?rd embodiment of the present

invention includes scramble key storing means {for example,
the scramble key storing section 51 shown in Fig. 2) for
storing an input scramble key, and scrambling means {(for
example, the address bus scramble circuit 52 shown in Fig.
2) for assigning, by using the stored scramble key to
scramble an input logical address, to the input logical
address, a physical address to be actually accessed in a
memory (for example, the memory 33 shown in Fig. 2) for
storing data read from the apparatus having the noncontact
integrated-circuit-card function.

An embodiment of the present invention is described
below with reference to the accompanying drawings.

Fig. 1 is a block diagram showing a reader-writer 1
according to an embodiment of the present invention. The
reader-writer 1 according to the embodiment includes an
antenna 11, an RF (radio frequency) drive substrate 12, and
a centrol module 13.

The RF drive substrate 12 performs electromagnetic-



circuit) card 2 of a noncontact type by using a carrier having a single
frequency via an antenna 11. As the frequency of the carrier used by the
RF drive substrate 12, for example, an ISM (Industrial Scientific Medical)
band of 13.56 MHz (megahertz), or the like, may be used. The proximity
communication represents communication in which two apparatuses can
communicate with each other when the distance between both
apparatuses is within several tens of centimeters. The proximity

ingommunication neludesaiperof ceemaninicationperiarmed-such that. 4
(housings of) two apparatuses touch each other. The control module 13
cipradites 2aprocess forrenlizing rd setvideypsing the: K wgrd:2 CEhe ¢entrol
module 13 writes and reads data for use in the service on the IC card 2

DaYirdagR the ARtehna EEEAG e REFdMe S0Hstate 12)if ndcessqiy. In
£ r84dition, thescqnirol module 113u%?ﬁde>ﬁegu%% pracesses for types é){a te 12,

services in parallel. Specifically, the reader-writer 1 alone can provi
foplusabityof eservicesusing theqlS:card 12 etthenoneontact He; sHchasy or

electronic money services, prepaid card services, and ticket card services
13 fértvatibus ppes betramsportationh Figl 2kis a hlesk Uiagramdcshowihe a

functional configuration of the control module 13 shown in Fig. 1. The

P eBnttolmottiE ™ ifcilideda EFF 8228 rierfiGRfatsbsat ion in which

two apparatuses can communicate with each other when the
distance between both apparatuses is within several tens of
centimeters. The proximity communication includes a type of
communication performed such that (housings of) two
apparatuses touch each other.

The control module 13 executes a process for realizing
a service using the IC card 2. The control module 13 writes
and reads data for use in the service on the IC card 2
through the antenna 11 and the RF drive substrate 12, if
necessary. In additicon, the control module 13 can execute
processes for types of services in parallel. Specifically,
the reader-writer 1 alone can provide a plurality of
services using the IC card 2 of the noncontact type, such as
electronic money services, prepaid card services, and ticket
card services for various types of transportation.

Fig. 2 is a block diagram showing a functional
configuration of the control module 13 shown in Fig. 1. The

control module 13 includes a CPU 31, a memory access



- 8 controller 32, a memory 33, and a reset circuit 34. The memory

access controller 32 includes a scramble-key-change commanding unit

41, a random number output unit 42, and a bus scramble unit 43. The bus

scramble unit 43 includes a scramble key storing section 51 and an

address bus scramble circuit 52. The scramble key storing section 51

includes a scramble key buffer 61 and an internal memory 62. The CPU

31 and the address bus scramble circuit 52 are interconnected by an
coaddre$s dusB5, havingadtis wiglth efia bits: Thetaddress:bus seramhlge

circuit 52 and the memory 33 are interconnected by an address bus 36
MERAiHg ARTRBR DERNIh EfliaPtd that dithe address bod 35-Fhy GRUNge

CG‘%Lnang : trpe memory 133 are interconnected gy a data bus 37 having a bus
Width of 1Y bits- By exdcuting™a BrédctsiinRi&d prididin, the Epty g1and @

bugXecutesthe.process for realizingthe service using the IC card 2.0 5. . 4

addition, the CPU 31 can execute programs corresponding to the
scsemices ikparallebdhoitherswornds, the CRJ 3d-canexectite P(Ocessesmble

_for a plurality of services in parallel. The CPU 31 writes and reads data
Clfgusk iAeachT§érvicernrthe mermons3Pnihen teeChundt ritestheles a

scHa1a, fLthe memory 33, the GPU 31 uses the address bus 35 1o

The CPU 31 and the address bus scramble circuit 52 are
interconnected by an address bus 35 having a bus width of n
bits. The address bus scramble circuit 52 and the memory 33
are interconnected by an address bus 36 having an n-bit bus
width egual to that of the address bus 35. The CPU 31 and
the memory 33 are interconnected by a data bus 37 having a
bus width of m bits.

By executing a predetermined program, the CPU 31
executes the process for realizing the service using the IC
card 2. In addiftion, the CPU 31 can execute programs
corresponding to the services in parallel. 1In other words,
the CPU 31 can execute processes for a plurality of services
in parallel,

The CPU 31 writes and reads data for use in each
service in the memory 33. When the CPU 31 writes the data
in the memory 33, the CPU 31 uses the address bus 35 to
supply the address bus scramble circuit 52 with a logical

address signal that represents a logical address



supply the address bus scramble circuit 52 with a logical address signal
that represents a logical address - 9 representing a logical data-writing
location, and uses the data bus 37 to supply the memory 33 with a write
signal which includes write data and which represents a data write
command. When the CPU 31 reads the data from the memory 33, the
CPU 31 uses the address bus 35 to supply the address bus scramble
circuit 52 with a logical address signal that represents a logical address
refepresentinga lodieaf tota- readinglecationy and usesdhe databus 3% tohe
supply the memory 33 with a read signal representing a data read
dagémhnshd’ Thecmekiery dcédss aortrotler 32 contrblszaccessingof gthel
by the CPU 31. Among components included in the memory

] 3 : .
Whén%rgg“srxéﬁﬁgﬁer%?ﬁe S8 BI8%el thangs Yohmmandifigainitde write
colhifliides. fonexample, 2 pytten apd a,swith, !%5*%%%%%& £ hg”%ié‘%oa@; 33,

scramble key stored in the scramble key storing section or examp

tha USBUUSEs the:scrambledkeyeehangescapmandingpnit4L te inpiidess bus
scramble-key-change command. When the scramble-key-change
SCESHdhdmd Gnit 415 8upplids the apndom inumilskresutputignied? with@a

reggggénts a logical address representing a logical data-
reading location, and uses the data bus 37 to supply the
memory 33 with a read signal representing a data read
command.

The memory access controller 32 controls accessing of
the memory 33 by the CPU 31.

Among components included in the memory access
controller 32, the scramble-key-change commanding unit 41
includes, for example, a button and a switch. In the case
of changing a scramble key stored in the scramble key
storing section 51, for example, a user uses the scramble-
key-change commanding unit 41 to input a scramble~key-change
command.

When the scramble-key-change commanding unit 41
supplies the random number output unit 42 with a signal
representing the scramble-key-change command, the random
number output unit 42 generates a pseudo-random number
formed by an n-bit string, and outputs the generated pseudo-

random number as a scramble key to the scramble key buffer

_10_



representing the scramble-key-change command, the random number
output unit 42 generates a pseudo-random number formed by an n-bit
string, and outputs the generated pseudo- random number as a scramble
key to the scramble key buffer - 10 61. The bus scramble unit 43
performs processing for converting a logical address represented by the
logical address supplied from the CPU 31 into a physical address to be
actually accessed in the memory 33. Among components included in the
61bus scramble unit 43, the pseudo-random number supplied from the
random number output unit 42 is stored as a scramble key in the
scrahilslePkey storimgskection 5. Spetificdlyr e soramtle key Bgffer 61
in the scramble keé/ storing section 51 stores, as the scramble key, the

COBY ST Fahobrt AR SAPOTEE Fof IS MRt nath b6k Bl it 42.
aqu,dstignT}Bﬁisgaa@%%k%@ugﬁm%f'sﬁ%q%peﬁegﬁngi%gffs M ess to

scramble key in the internal memory 62. The intern emory 62'1s

befaimeddly.a nrenvelatie memenesughas-¢ flash memory or a RAM
(random access memory) backed up by a battery or the like. The internal
meMBRNER EoRtTusUshE stored thdestrambidkeys uevertif apoversupply? 3,

of the control module 13 is in an OFF state. In addition, when the power
th%uﬁﬁ?%é%ﬂf&&%ﬂm number supplied from the random number

output unit 42 1is stored as a scramble key in the scramble
key storing section 51. Specifically, the scramble key
buffer 61 in the scramble key storing section 51 stores, as
the scramble key, the pseudo-random number supplied.from the
random number output unit 42. 1In addition, the scramble key
buffer 61 also supplies and stores the scramble key in the
internal memory 62. The internal memory 62 is formed by a
nonvolatile memory such as a flash memory or a RAM (random
access memory) backed up by a battery or the like. The
internal memory 62 continuocusly stores the scramble key,
even if a power supply of the control module 13 is in an OFF
state. In addition, when the power supply of the control
module 13 is turned on from the CFF state, the scramble key
buffer 61 reads and stores the scramble key stored in the
internal memory 62. Until reading of the scramble key from
the internal memory 62 is completed after the power supply
of the control module 13 is turned on, the scramble key

buffer 61 supplies a reset command signal to the reset

- 11 -



module 13 is turned on from the OFF state, the scramble key buffer 61
_reads and stores the scramble key stored in the internal memory 62. Until

reading of the scramble key from the internal memory 62 is completed
after the power supply of the control module 13 is turned on, the scramble
key buffer 61 supplies a reset command signal to the reset - 11 circuit
34. By using the scramble key stored in the scramble key buffer 61 to
scramble the logical address represented by the logical address signal

cisuppliedsftom the CPU 31, the address bus scramble circuit 52 converts
the logical address into a physical address to be actually accessed in the
memBry'33 1t dther WordsBye sdrarmbiing andnpat [bhicab addrass cthieey

b ggdresglbus scrambl sical address to the logical
a

ircuit 52 assigns a ph
Gfesd  The a%(aFé—jé%%gﬁs Eé@nﬁﬂg Eireuit 55 Eipphied the Arsb Ry the
1o¥4A Physical addiess,signal, epresanting he physical address, gbtaingd . o
y the conversion. Thé memory 33 is formed by, for example, one of
busosvalatilelrmempries stichas-a flashrmemoary, an FERPROMidelestically o a
erasable and programmable read only memory), an HDD (hard disk
PhgsveR hnadRAM tmagnboresistivel fandenT agsess iendry),rarBeRARES .

(ferroelectric random access memory), and an OUM (ovonic unified

Inﬁ%ﬁ%%@)ﬂ%ﬁ ﬁhéﬁbscrambllng an input logical address, the

address bus scramble circuit 52 assigns a physical address
to the logical address. The address bus scramble circuit 52
supplies the memory 33 with a physical address signal
representing the physical address obtained by the conversion.
The memory 33 is formed by, for example, one of
nonvolatile memories such as a flash memory, an EEPROM
(electrically erasable and programmable read only memory),
an HDD (hard disk drive), an MRAM (magnetoresistive random
access memory), an FeRAM (ferroelectric random access
memory), and an OUM {ovonic unified memory). When being
supplied with a write signal from the CPU 31, the memory 33
writes data included in the write signal at a physical
address in the memory 33 which is represented by the
physical address signal supplied from the address bus
scramble circuit 52. In addition, when being supplied with
a read signal from the CPU 31, the memory 33 reads data at a
physical address in the memory 33 which is represented by

the physical address signal supplied from the address bus

- 12 -



supplied with a write signal from the CPU 31, the memory 33 writes data
included in the write signal at a physical address in the memory 33 which
is represented by the physical address signal supplied from the address
bus scramble circuit 52. In addition, when being supplied with a read
signal from the CPU 31, the memory 33 reads data at a physical address
in the memory 33 which is represented by the physical address signal
supplied from the address bus - 12 scramble circuit 52, and supplies the
screath datacto-the iGPY231 shroughibe data bus37\Whiladhe resetrne cru
command signal is being supplied from the scramble key buffer 61 to the
31 réSetenehitBae thea kesdtwircdit 34 initializes the state of the CPU 31 by
supplying a reset signal to the CPU 31. Fig. 3 is a block diagram showing

a functional” eGnfigutStior SFATHS: SEple of thePfahiddnt REmbEF Suffi™
thdNE A2, fherapdompumber gutput upit 42 includes g random pumper

generator 101 and a switch 102. The random number generator 101
rednreludes-anLESR (lingarifeedback shift registes) mndepxnumbes putppt

unit 111 including a shift register having L1 bits, an LFSR random
suipiberopiasttl B2 ffohdding atdhift 8istéa having L2 bits, and an

EX%%E£§¥9959§;3§ gg%u%%%ékam showing a functicnal
configuration of a first example of the random number output
unit 42. The random number output unit 42 includes a random
number generator 101 and a switch 102.

The random number generator 101 includes an LFSR
{linear feedback shift register) random number output unit
111 inciuding a shift register having L1 bits, an LFSR
random number output unit 112 including a shift register
having L2 bits, and an EXOR {exclusive OR) circuit 113.

The LFSR random number output units 111 and 112 are
based on the known LFSR principle in which an exclusive
logical sum having a value represented by predetermined bits
in a shift register is input as a feedback value to the
shift register. The random number generator 101 generates a
Gold-sequence random number by using the EXOR circuit 113 to
obtain, for each bit, an exclusive logical sum of two
different M-sequence pseudo-random numbers generated by the

LFSR random generating units 111 and 112. The number of

LFSR random number output units included in the randomn
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The LFSR random number output units 111 and 112 are based on the
known LFSR principle in which an exclusive logical sum having a value
represented by predetermined bits in a shift register is input as a
feedback value to the shift register. The random number generator 101
generates a Gold-sequence random number by using the EXOR circuit
113 to obtain, for each bit, an exclusive logical sum of two different
M-sequence pseudo-random numbers generated by the LFSR random
nurgeneratmgeunritoll 1 and 14 2ndhe nuniherof tlkFSRFandom mugbere three
output units included in the random - 13 number generator 101 is not
OT |itHite’i®two, but may be three or greater. When an input signal
rep\;g%senting a scrggwbée e command is received from the

-key-chan
scramble-k8y-change c%%r%alncﬁﬁg LERERT YRE shitth 208 Surhed o anee
contdigreby $he-bit string representing the Galdrsequancerandom nuimbery ;

generated by the random number generator 101 is output to the scramble
unkeydufferiod throughhthetswvitch 102:Hg. 4is,a datalled plagkedingrans t ring

showing a functional configuration of the bus scramble unit 43. The
reRerRABlelis) hiffer Bl fcRRIGI SEriglansiRand phrtefon R SRt by
thd O eI RO 008, RERMAYT et PETELBE 1S ReSLIeLEnee Y.
key buffer 61 through the switch 102.

Fig. 4 is a detailed block diagram showing a functional
configuration of the bus scramble unit 43.

The scramble key buffer 61 includes a serial-input and
parallel-output shift register having n bits. In the
scramble key buffer 61, the pseudo-random number supplied as
a serial signal from the random number output unit 42 is
stored as a scramble key.

The address bus scramble circuit 52 converts a logical
address into an n-bit physical address having bits SA1l to
SAn by using EXOR circuits 151-1 to 151-n to obtain an
exclusive logical sum between each bit of the n-bit logical
address which has bits Al to An and which is represented by
the logical address signal supplied from the CPU 31 through
the address bus 35, and each bit of an n-bit scramble key
which has bits KI to Kn and which is stored in the scramble

key buffer 61. The address bus scramble circuit 52 supplies

the memory 33 with a physical address signal representing
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a serial signal from the random number output unit 42 is stored as a
scramble key. The address bus scramble circuit 52 converts a logical
address into an n-bit physical address having bits SAl to SAn by using
EXOR circuits 151-1 to 151-n to obtain an exclusive logical sum between
each bit of the n-bit logical address which has bits Al to An and which is
represented by the logical address signal supplied from the CPU 31
through the address bus 35, and each bit of an n-bit scramble key which
thhaghits Kdato Knidnd sehichisastoced imvthetserarohles key butfer 61. The
address bus scramble circuit 52 supplies the memory 33 with a physical
addFés¥&igRanephasehlifig Az ee pRysied abldisssisistainidesy el ow
wiC n\é%rjgigpé Prgci%si g bg/ thg rg%%eréwriter lis describ_ed below with
reference tori{‘lgs. and 8 Firdt, &'Scramble key generating process

exeeytedhy dhe readerwiter 1 is descrihed belpw with; teference to the,
flowchart shown in Fig. 5. The scramble key generating process Is

thstartettifar-example, ih a sase ivwhishdwhen @& power supply-efthe to the
reader-writer 1 is on, the user uses the scramble-key-change

L1gmitRdriding amit 41tobRput @ scrahitile Skayzaldrigekcomaamena tchagge

pr NG sgramble key. In step $1. the random number output unit 42 outputs a - _

power supply of the reader-writer 1 is on, the user uses the
scramble-key-change commanding unit 41 to input a scramble-
key-change command to change the scramble key.

In step 51, the random number output unit 42 outputs a
pseudo-random number. Specifically, the scramble-key-change
commanding unit 41 turns on the switch 102 by supplying the
switch 102 with a signal representing the scramble-key-
change command. The random number generator 101
continuously generates pseudo-random numbers while the power
supply of the reader-writer 1 is being on. Turning on of
the switch 102 initiates output of the pseudo-random number
from the random number generator 101 to the scramble key
buffer €61 through the switch 102. When the pseudo-random
number is output for n bits from the random number generator
101, the switch 102 is turned off.

In step S2, the bus scramble unit 43 sets the scramble
key. After that, the scramble key generating process

finishes. Specifically, in the scramble key buffer 61, the
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pseudo-random number. Specifically, the scramble-key-change
commanding unit 41 turns on the switch 102 by supplying the switch 102
with a signal representing the scramble-key- change command. The
random number generator 101 continuously generates pseudo-random
numbers while the power supply of the reader-writer 1 is being on.
Turning on of the switch 102 initiates output of the pseudo-random
number from the random number generator 101 to the scramble key

p sbuffer-Gh thtough thes switcl 402eWhep the psepde-rardamgnumBesisop ied
output for n bits from the random number generator 101, the switch 102 is

Lr@iinéd Bffr fiisiep Snhe busstramblenidit 43 setsthe seramibleskey.
Afte the scramble, enerating process finishes. Specifically, i

hat ke ,in

Ao 18y biffor 61 The® 16" BEGAG6 Fandoth hUsBGE ot ek Y
bulld &rbib striganc supplied Tpmthe rpdomumgrouipyt yptt 42, 1s

stored as a scramble key in an internal register. The scrarXbIert(ey uffer
in62suppliesaond gtaes thea scrantale keyinthe nernal mepow 62N ¢

other words, the scramble key is backed up by the internal memory 62.
baghrdmaRe& it pdssibie toeegets forrezohrcont@l module 13 when the

nurr,}l%er of reader-writers 1 is plural, a scramble key which has a different

vahkaéﬁdm %%%[ﬂgdﬁﬁgﬁﬁﬁﬁe to set, for each control module
13 when the number of reader-writers 1 is plural, a scramble
key which has a different value and whose prediction is
difficult. The scramble key generating process is performed,
for example, before the reader-writer 1 is shipped from a
factory.

Next, a memory access control process that is executed
by the reader-writer 1 is described below with reference to
the flowchart shown in Fig. 6. The memory access control
process is started, for example, when the power supply of
the reader-writer 1 is turned on.

In step $31, the power supply of the reader-writer 1 is
turned on and the power supply of the control module 13 is
turned on, whereby the scramble key buffer 61 initiates
supplying a reset command signal to the reset circuit 34.

In step 532, the reset circuit 34 resets the CPU 31 by
initiating supplying the reset signal to the CPU 31. This
initializes the state of the CPU 31.

In step $33, the scramble key buffer 61 reads the
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difficult. The scramble key generating process is performed, for example,
before the reader-writer 1 is shipped from a factory. Next, a memory
access control process that is executed by the reader-writer 1 is
described below with reference to the flowchart shown in Fig. 6. The
memory access control process is started, for example, when the power
supply of the reader-writer 1 is turned on. In step S31, the power supply
of the reader-writer 1 is turned on and the power supply of the control

scmodules1%4s; tumecken, wheraby the-sgramblenkey pyffep6l initiates c ramb e
supplying a reset command signal to the reset circuit 34. In step S32, the

kepedet et 84 resetsale GRU 8¢y initiatinglsuppiying the: reset signahal
mtoitshg CPU 31. This initializes the state of the CPU 31. In step S33, the
déramble key buffer 61 reads the - 16 scramble key stored in the internal

mempry.62,,The scramble key bufter 61 sforesthe re g scramble key in .
the internalpregister. In steSfJ 89?4, the scsa%k%g e?/rbu%er %ﬁo ospsSu pTymg
theupplying thewreset command signaHe the seseteireuit 84. Accordingly,
the reset circuit 34 stops supplying the reset signal to the CPU 31, and
Acfirdpupdy initiafesystegians ircuit 34 stops supplying the reset

signal to the CPU 31, and the CPU 31 initiates program
execution.

In step S35, the CPU 31 determines whether to write
data. If, in the program being executed, data writing is
not performed in the next step, the CPU 31 determines not to
write the data, and the process proceeds to step S$36.

In step S36, the CPU 31 determines whether to read data.
If, in the program being executed, data reading is not
performed in the next step, the CPU 31 determines not to
read the data, and the process returns to step S35.

After that, until the CPU 31 determines to write the
data in step $35 or determines to read the data in step 53¢,
steps S35 and S36 are repeatedly executed.

If, in the program being executed, the data writing is
performed in the next step, in step S35, the CPU 31
determines to write the data, and the process proceeds to
step S37.

In step 8537, the CPU 31 commands writing the data.

Specifically, the CPU 31 uses the address bus 35 to supply
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execution. In step 535, the CPU 31 determines whether to write data. If,
in the program being executed, data writing is not performed in the next
step, the CPU 31 determines not to write the data, and the process
proceeds to step 536. In step 536, the CPU 31 determines whether to
read data. If, in the program being executed, data reading is not
performed in the next step, the CPU 31 determines not to read the data,
and the process returns to step 535. After that, until the CPU 31

t hdetesninesdonwite dhe agatadn Step-93% o detprmines togeaddhe data ing ¢
_step 536, steps S35 and S36 are repeatedly executed. If, in the program

S1Bing ekkeltete tedatatwriting 59 peddrmetiiinethe next step:in step a
535, t 31 determines to write the data, and the process proceeds

e CPU \ d tt
10{%1%%'% g%‘fa\ﬁ‘%féﬁ 539, tHeSCPYU L corhihaRtld Wiy thehfatgFU 31 uses
th@pggi{jgaliymgh%QP%%&C{:&%%W%ﬁ\gdregrﬁob%s tow%u&pl)é - 17, %@e signal

address bus scramble cir 2 with alqoglcaP/a ress &gnaﬁﬁét

whtepiesents adegicat-addresstapresanting anlogical-datasweting location : + o
In addition, the CPU 31 uses the data bus 37 to supply the memory 33
CoORRARAWrite signal which includes write data and which represents a data

write
In step 538, the address bus scramble circuit 52

converts the logical address into the physical address.
Specifically, the address bus scramble circuit 52 converts
the logical address into a physical address by obtaining an
exclusive logical sum between each bit of the logical

address represented by the logical address signal and each
bit of the scramble key stored in the scramble key buffer 61,
and scrambling the logical address. The address bus

scramble circuit 52 uses the address bus 36 to supply the
memory 33 with the physical address signal representing the
physical address obtained by the conversion.

In step 539, the data is written in the memory 33.
Specifically, the memory 33 writes the data included in the
write signal supplied from the CPU 31 at a physical address
in the memory 33 which is represented by the physical
address signal. This actually writes the data in the memory
33 so as to be allocated at random, even if the memory 33 is
commanded by the CPU 31 to write the data at consecutive

logical addresses. Thus, it is difficult to analyze and
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command. In step 538, the address bus scramble circuit 52 converts the
logical address into the physical address. Specifically, the address bus
scramble circuit 52 converts the logical address into a physical address
by obtaining an exclusive logical sum between each bit of the logical
address represented by the logical address signal and each bit of the
scramble key stored in the scramble key buffer 61, and scrambling the
logical address. The address bus scramble circuit 52 uses the address

tabyps 360 sHpplydhe omesiary 38 with thesphysical address sigraleme ry 33.
representing the physical address obtained by the conversion. In step

S39; fiedatatis Writtereinitie pesrnomne3dir Specificallye thesfemanyB3: tep
SB\é\/rites the data included in the write signal supplied from the CPU 31 at a
Bh&iCal AHUrEsL FE RS entors B3 WhithGE RsprESEhted by the physical

address sign his actually writes the data in the memory 33 so as, to be,
aIIogzj‘t?"edsﬁ'ﬁ1 rzérr]}dgorﬁ ,Iag\(/%% ﬁ/t\#g t'an% gr}§6363ui§ eégdmr?n%a%de%tbai/ tﬁ%aéﬁﬁg e

peBidemaie ie data alconseeutive 1egicaladdsessest Fhusdbisgifficult to
analyze and - 18 tamper with the content of the data stored in the

deharfidye3s. tAfterthdt, the pledess retuins e stepc835; andrstepS85 and

ot é%e glé%s'equent steps are executed.

In step 540, the CPU 31 commands reading data.
Specifically, the CPU 31 uses the address bus 35 to supply
the address bus scramble circuit 52 with a logical address
signal representing a logical address representing a logical
data-reading location. 1In addition, the CPU 31 uses the
data bus 37 to supply the memory 33 with the read signal
representing a data reading command.

Similarly to step S$38, in step S41, the logical address
is converted into a physical address, and a physical address
signal representing the physical address obtained by the
conversion is supplied from the address bus scramble circuit
52 to the memory 33 through the address bus 36.

In step S$42, the memory 33 reads the data.
Specifically, the memory 33 reads the data stored at the
physical address represented by the physical address signal,
and uses the data bus 37 to supply the read data to the CPU

31.

After that, the process returns to step S35, and step
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If, in the program being executed, the data reading is performed in the
next step, in step 536, the CPU 31 determines to read the data, and the
process proceeds to step 540. In step 540, the CPU 31 commands
reading data. Specifically, the CPU 31 uses the address bus 35 to supply
the address bus scramble circuit 52 with a logical address signal
representing a logical address representing a logical data-reading
location. In addition, the CPU 31 uses the data bus 37 to supply the

S 3memery 33:with the rpachsignale grpresenting.a datasreading command.
Similarly to step S38, in step S41, the logical address is converted into a
physigaaddresdcahdbl physical addiéss esignal cepraseating thef physieath
address obtained by the conversion is supplied from the address bus

COBLEMbIELHEE 5 towtﬂ‘é‘?néll?l%rﬁ‘%@l?ﬁ‘rﬁg‘_@ﬁ the AtBfEsEIBUsS36 1A sidp
p15£2; the.memory 33 reads the dataav esrlpelc%f|cgllg,%g1§gr§%:%o% 9?;53: é%%dsfo r

the data stored at the physical address represen

onaddress signako andaises the datasbys 34 to supply the read.data todhg s
CPU 31. After that, the process returns to step S35, and step - 19 S35

thand dnesbbseduent stepsrarbyexecated. tamper with the data stored

in the memory 33 of a different control module 13.
Therefore, damage based on distribution of and tampering
with data can be minimized.

In addition, regarding a method for generating the
pseudo-random number and a method for scrambling the address,
the related art may be used without being modified, and it
1s necessary to provide a new complex circuit. Accordingly,
no effort of the user is necessary except for inputting a
scramble-key-change command. Thus, security of data stored
in the memory 33 can easily be improved.

Next, a second example of the random number output unit
42 is described below with reference to Figs. 7 and 8.

Fig. 7 is a block diagram showing a functional
configuration of the second example of the random number
output unit 42. The random number output unit 42 shown in
Fig. 7 includes the random number generator 101, a bit
string checker 201, a switch 202, a random number register
203 formed by a shift register having n bits, and a switch

204. 1In Fig. 7, portions corresponding to those shown in
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As described above, a different scramble key for each control module 13
when the number of reader-writers 1 is plural can easily be set. Even if a
scramble key set for one control module 13 is analyzed, it is difficult to
use the scramble key to analyze and tamper with the data stored in the
memory 33 of a different control module 13. Therefore, damage based on
distribution of and tampering with data can be minimized. In addition,
regarding a method for generating the pseudo-random number and a

rimethod fer sgrambling the address.. the related ant-may he.ysed.without

being modified, and it is necessary to provide a new complex circuit.
poAtdordinglyyaho effortiofehe Usell isimeqessarysexcept fordnputtingl@scribed
. Scramble-key-change command. Thus, security of data stored in the
S I pfeindr B c AP ESSIFLE tSTovEl. NERE hisetBRE example of the
random number.output unit. 42 is ribed below with reference to Figs.
7 ar(ij’g7 §%@L7% a'block i%%régrﬁ S (?)g(vir?gcgﬁ"nrc?i%ngl %%%ﬁﬁr&ra%oﬁ%f

rethessecond example of fha random aumbes QURKLWRIt 42.khe random

number output unit 42 shown in Fig. 7 includes the random number
scgeneratorkkQl; @bit stringohecker 29 luaiswiteh 202y adandam rumbeible-
register 203 formed by a shift register having n bits, and a switch 204. In

ke i R RaRioHI B FELpBAdINY D tAésS8REWA #F the bit string

checker 201 with the scramble key command, the bit string
checker 201 turns on the switch 202. Accordingly, the bit
string that represents the Gold-sequence pseudo-random
number generated by the random number generator 101 is
supplied from the random number generator 101 and is stored
in the random number register 203 through the switch 202.
In addition, the bit string checker 201 checks whether
the pseudo-random number stored in the random number
register 203 is equal to a predetermined value whose use as
a scramble key 1is prohibited. If the pseudo-randoem number
stored in the random number register 203 is equal to the
predetermined value whose use as the scramble key is
prohibited, the bit string checker 201 turns on the switch
202 to output the pseudo~random number, which has a
predetermined number of bits, from the random number
generator 101 to the random number register 203, whereby the
value of the pseudo-random number stored in the random

number register 203 is changed. If the pseudo-random number
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- 20 Fig. 3 are denoted by identical reference numerals, and portions that

are identical in processing are not described since their descriptions are

repetitions. The bit string checker 201 acquires a signal that represents

the scramble-key-change command from the scramble-key-change

commanding unit 41. When the scramble- key-change commanding unit

41 supplies the bit string checker 201 with the scramble key command,

the bit string checker 201 turns on the switch 202. Accordingly, the bit
stsring that répresentdthe Gotdrsequendes psaudosrandematiniegial to the

generated by the random number generator 101 is supplied from the

PTeAfdshhtimmserGeherattR 26 £ andids atorbl sin 66 Faridom Hembies
ister 203 through.the switch 202. In additiqn,.the bit string checker 201
pr%ﬁ%é&s{\%ﬁ iR S%Iggr%ﬁdé]ecge %al%retdjiﬁr{ﬁe?gn Sifi switch

éther thé psel omnumbe

20 pumbges ; register203 iseqyal 1o apredgtarmingd.yalye ‘("P&Eﬁé@?}%ﬁ e n-
In the

scramble key is prohibited. If the pseudo-random number stored
b1 tasdommyimberaegisten203nis equatitonthespredetermjned yalueoshese be
use as the scramble key is prohibited, the bit string checker 201 turns on

outrabwiteh 262 freapht thekpseddsimtominiriber whidthRasaitch 204.
o e Lo e ST IR JERERROLY
random number generator 101 is equal to a predetermined
value whose use as the scramble key is prohibited, the bit
string checker 201 controls the random number generator 101
so that the random number generator 101 generates a new
pseudo-random number and outputs the generated pseudo-random
number, which differs from the value whose use as the
scramble key is prohibited, to the scramble key buffer 61.

Next, a scramble key generating process that is
executed by the reader-writer 1 instead of the scramble key
generating process shown in Fig. 5 when the reader-writer 1
includes the random number output unit 42 shown in Fig. 7 is
described below with reference to the flowchart shown in Fig.
8. The scramble key generating process shown in Fig. 8 isg
started, for example, in a case in which, when the power
supply of the reader-writer 1 is on, the user uses the
scramble-key-change commanding unit 41 to input the
scramble-key~change command.

In step S$101, the random number output unit 42
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value of the pseudo-random number stored in the random number
register 203 is changed. If the pseudo-random number - 21 stored in the
random number register 203 is not equal to the predetermined value
whose use as the scramble key is prohibited, the bit string checker 201
turns on the switch 204. This allows the pseudo-random number (formed
by the n- bit string) stored in the random number register 203 to be output
to the scramble key buffer 61 through the switch 204. In other words, if
getherpsewdarandom adnhed genaratee by thegangdem-aumber geperator
101 is equal to a predetermined value whose use as the scramble key is
SC prgHibifed: the Bt 88mgchEeRaCZ0T contidls die randohi @ambee bit
Stg}eg%ract:%relg(lerso t&?\t &h.e andom number generator 101 generates a

new> pseddo-random n rand Sitpltsthe GehRPHBE Pakidé-randsmbLe -
kengﬁgﬁd@hggﬂﬂgﬁ@fnmfﬁgeM%We§¥@¥%%y%%%%£¥% RAMRle ey IS, e

prohibited, to the scramble key buffer 61. Next, a scramble key generating
swptogessdhat isTexecuiad by thereaderguriier ddnstead of thescramble 1 y

key generating process shown in Fig. 5 when the reader-writer 1
Jeifciddessthesandont atmbar outphieufit YRishewrnia Rigweis deserbed £

below with reference rJIio the flowchart shown in Fig. 8. The scramble ke

, y
h%eﬁ%raa g Protess showf il Big 8 i8 started HoF aXamble: s atabGh 202
inﬂ@ﬂg%é%h%mgﬁﬁﬁowgrthe pseudo-random number from the random

number generator 101 to the random number register 203
through the switch 202. When the pseudo-~random number is
output for n bits by the random number generator 101, the
bit string checker 201 turns off the switch 202,

In step 5102, the bit string checker 201 determines
whether the pseudo-random number is a value whose use as a
scramble key is prohibited. Specifically, the bit string
checker 201 compares the pseudo-random number stored in the
random number register 203 with the value whose use as the
scramble key is prohibited. For example, the user sets
beforehand, as values whose use as scramble keys is
prohibited, values that can easily be estimated compared
with other values, such as bit strings having consecutive
identical digits such as 000...000 and 111...111, and bit
strings in which different groups of digits alternately
repeat, such as 0101...01C1, 0101...010, 1010...1010, and

1010...101. If the bit string checker 201 determines that
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supply of the reader-writer 1 is on, the user uses the
scramble-key-change commanding unit 41 to input the
scramble-key-change command. In step S101, the random number output
unit 42 - 22 generates a pseudo-random number. Specifically, the
scramble-key-change commanding unit 41 supplies the bit string checker
201 with a signal that represents a scramble- key-change command. The
bit string checker 201 turns on the switch 202. The random number
t hgemeratold-0dacoitinuouslye geseratesipseldorandonBMbers-while the
power supply of the reader-writer 1 is being on. Turning of the switch 202
rethitipted oatpit b i FseUdd-Fehdbai-iarmberfrem theqandomc namibee keys

. _generatar.101 to the random number register 203 through the switch 202.
* Svﬁre%ht#él;ts%%dogg%d&rno Gihbef i§08§t%ﬁ?fo1f% 5By tHe fandom

numher geagrajen 101 the B&t@trglgﬁhggck%%%wn%l}{f tQ%nS&}%: 292
In step 5102, the bit string checker 201 determines whether the _

ne pseutio:random dumberi® avaluesybese use as @, sefamblekeyds on the
prohibited. Specifically, the bit string checker 201 compares the _

s W hEEld o Patnd o 7 ubdider Sareaidn the e¥Rdorm Hunivertregistert2@s withdom

the value whose use(?i tt}so scramble key is prohibited. For example, the
sva

U < AE Starahant IeERHGe (Se &8 Scrhbigkeyeneer

register 203, a pseudo-random number which has a
predetermined number of bits. The random number register
203 shifts the stored bit string upward by the number of
bits of the new pseudo-random number input to the random
numpber register 203, and adds the new pseudo-random number
to the end of the stored bit string. In other words, the
new pseudo-random number generated by the random number
generator 101 is stored in the random number register 203.

After that, the process returns to step $102, and,
until it is determined in step $102 that the pseudo-random
number 1s not the value whose use as the scramble key is
prohibited, steps S102 and Si03 are repeatedly executed.

If, in step S102, it is determined that the pseudo-
random number is not the value whose use as the scramble key
is prohibited, the process proceeds to step 35104,

In step S1i04, the random number output unit 42 outputs
the pseudo-random number. Specifically, the bit string

checker 201 turns on the switch 204. This allows the
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prohibited, values that can easily be estimated compared with other
values, such as bit strings having consecutive identical digits such as
000...000 and 111...111, and bit strings in which different groups of digits
alternately repeat, such as 0101 ... 0101, 0101...010, 1010 ... 1010, and
1010...101. If the bit string checker 201 determines that - 23 the
pseudo-random number stored in the random number register 203 is one
of the values whose use as scramble keys is prohibited, the process

pspropeeds taisterak3: 4n step-8H03.the it stingichecker20l generates
a new pseudo-random number. Specifically, by turning on the switch

20302 SthiabitcstiiRg ehéekdrZ0Iseortrold thecrandont frumiser gemeratgh the

Sw}%ﬁo %t ut, to the random number register 203, a pseudo-random
number which has a predetermined number of bits. The random number

register ;403 shifts the stored bitstring ypward gﬁthsetgum%% of t.)g%eof
the new pseudo-random number Input to the random AUmber régister

scPefpand adgs ihe rew pseydotnademusmpher i@éﬁheg%fﬂ%gfaubﬁrﬁofgocess
by

bit string. In other words, the new pseudo-random number generate
sheg rabidohd Biumbef igeiiator 101 is stored in the random number

reg'gtergoa After ;[:gat the process returns to step 5102, and, until it is
Pined i $tep STOLHHan the Badiido-Fitlontan easily be

determin
estimated is prevented from being set as the scramble key.

Thus, analyzing and tampering with the data stored in the
memory 33 are made difficult, thus improving security of the
data stored in the memory 33. 1In addition, for example, by
changing the scramble key with timing of exchanging or
initializing the memory 33, analysis of the scramble key can
be made more difficult.

The foregeing description describes a case in which a
Gold-sequence pseudo-random number is used as a scramble key.
However, a random number or pseudo-random number for use as
a scramble key is not limited to the above-described
embodiment, but, for example, an M—sequence pseude-random
number obtained in the case of using only one LFSR may be
used and a physical pseudo-random number using thermal noise
may be used,.

In addition, the method for scrambling the address is
not limited to the above~described example. However,

another method that uses & scramble key set on the basis of
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number is not the value whose use as the scramble key is prohibited,
steps S102 and S103 are repeatedly executed. If, in step S102, it is
determined that the pseudo- random number is not the value whose use
as the scramble key is prohibited, the process proceeds to step 5104. In
step S104, the random number output unit 42 outputs the pseudo-random
number. Specifically, the bit string checker 201 turns on the switch 204.
This allows the - 24 pseudo-random number stored in the random

a nember registee 1203 tobe output 4o thenscranibie key buffer 6 #arough
the switch 204. Similarly to step S2 in Fig. 5, in step 5105, the scramble
key & €ets ARATRE SBratRBIRKEY detierameagprocbss sshdvn HoFigagd 2 as

fini s..As described above, a value that can easily be estimated is
R et AR e e S e

optampering withdhe data stofed inthe; memory 33.are;made diffieylt, thus
improving security of the data stored in the memory 33. In addition, for

noegampis; byl Chargidg flhe scramnble key mwith timmngsefexchangivgior ar
initializing the memory 33, analysis of the scramble key can be made

Phifsie dithidE THReforeysing Heséfiptorrdedciibes toasdiitwisienees, and

computers having nonceontact IC card functions.

In addition, the memory access controller 32 shown in
Fig. 2 can be applied to a memory-data reading/writing
apparatus different from the reader-writer 1.

Furthermore, in addition to the above-described
prohibition of the random number output unit 42 shown in Fig.
1 from outputting the value that can easily be estimated as
the scramble key, arbitrary values whose output is
prohibited can be set depending on purposes.

In addition, although the foregoing description
describes a case in which the memory 33 shown in Fig. 2 is a
nonvolatile memory, it is obviously possible that the random
number output unit 42 is used for a volatile memory.

It should be understood by those skilled in the art
that various modifications, combinations, sub-combinations
and alterations may occur depending on design requirements
and other factors insofar as they are within the scope of

the appended claims or the equivalents thereof.
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Gold-sequence pseudo-random number is used as a scramble key.
However, a random number or pseudo-random number for use as a
scramble key is not limited to the above-described embodiment, but, for
example, an M-sequence pseudo-random number obtained in the case of
WdsingohlyoReNESR may be used and a physical pseudo-random
number using thermal noise may be used. In addition, the method for
scrambling the address is not limited to the above-described example.
However, another method that uses a scramble key set on the basis of -

25 a randomTithibef of psetidoraRasm nuthbs May be HE8a FR&NT *
foregaing lgsedniian exepllies e lb.cad 2 a5 naty It

: . I 1nput,
communicates with the reader-writer 1. viously, the r ader-writer 1 can
seammbinicaie with noncontact-1C-card-function apparatuses such as
cellular phones, PDAs (personal digital assistants), timepieces, and
compéifefsravingnarcontact ¢C card funictions ang@dgditions the: mimeery to
access controller 32 shown in Fig. 2 can be applied to a memory-data

Pl ddfingiitifg *aoFatat diffefertHORT the readBr-WrEdrtL . Fdthermore,
<.additon (o he,ahoverdesarbed, protilytion of e rapdom umBer.
I i r the valu Iytﬁ%e

output unit 42 shown in Fig. 7 from outputting ethalcan eas
iestimatedfis-al address;

random number generating means for generating a

random number or pseudo~random number as the scramble

key; and

wherein the random number generating means gencrates

a Gold-segquence pseudo-random number as the pseudo-random

number.
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the scramble key, arbitrary values whose output is prohibited can be set
depending on purposes. In addition, although the foregoing description
describes a case in which the memory 33 shown in Fig. 2 is a nonvolatile
memory, it is obviously possible that the random number output unit 42 is
usedZor aXotatitermeimaery i hshapldhe: understood dyrthose skileddn fhe-nh
art that various modifications, combinations, sub-combinations and

21 |tBRAtORE Thay dedurdependiny 6n Besignrequitssns -aad othdr-card

fgl%cégrg inso%r\ as th%/&are. within the scope of the appended claims or the

equivalerts thereof. = 26 WHATIS GER 1$: £ Aehiory%ccess
controlapparals,comprising: scrambje key, storing,me %EOV%%%%G an

input scramble key; scrambling means for assigning a physica ress to
s bezadtuallykagcessed in a memory to an input logical address by using the
stored scramble key to scramble the input logical address; random

numbEs GERerating Mmeans forgeneratiaga Tanddm number 6he stored

ggu%%-éandom number as the scramble key; and wherein the random

®huRiber geherating meaRl genefdtes "Put Logical address, to the
input logical address, a physical address to be actually

accessed in a memory for storing data read from the
apparatus having the noncontact integrated-circuit-card

function.
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a Gold-sequence pseudo-random number as the pseudo-random

number. 27 2. A communication apparatus for communicating with an

apparatus having a noncontact integrated-circuit-card function, the

communication apparatus comprising: scramble key storing means for

storing.an putrscrambletkey, andseramblingrmeansfernassigRing by i + n

using the stored scramble key to scramble an input logical address, to the
Atk Fogica i dresst At Hy sical addfess o be aguallye accassediin-aard
£ lIrl::r%ecn%or%/ n]‘or Etf%ing é:lata read from the apparatus having the noncontact

Egrated-circlit-card fihctioh 28 32 REéorrhbficatiBi Bpparstas for
communicating.with ,an.apparaiys haying aé}?&f?ﬂ&:%n in

integrated-circuit-card function, the communication pparatuggémprising:
sasaramblekksy: stariag unit storing an input scramble key; and a

scrambling unit assigning, by using the stored scramble key to scramble

an inputi6égiealaddressine the dapatiogical dddress, e physicaltaddrdss

to be as[:tuallilg accessed in a memory for storing data read from the
scramble y to scramble an “input 1dgical address, to the

input logical address, a physical address to be actually
accessed in a memory for storing data read from the

apparatus having the noncontact integrated-circuit-card

function.
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apparatus having the noncontact integrated-circuit-card function. 29
MEMORY ACCESS CONTROL APPARATUS AND METHOD, AND
COMMUNICATION APPARATUS ABSTRACT A memory access control
apparatus includes a scramble key storing unit for storing an input
scramble key and a scramble unit for assigning a physical address to be
actually accessed in a memory to an input logical address by using the
stored scramble key to scramble the input logical address. Fig. 1 - 30

MEMORY ACCESS CONTROL APPARATUS AND METHOD, AND

COMMUNICATION APPARATUS

ABSTRACT

A memory access contrel apparatus includes a scramble
key storing unit for sitoring an input scramble key and a
scramble unit for assigning a physical address to be
actually accessed in a memory to an input logical address by
using the steored scramble key to scramble the input logical

address.

Fig. 1
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