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(57) Abstract: A method is disclosed. The method includes receiving, by a user device, an encrypted message from a server computer.
The encrypted message is a message encrypted with a master secret key or a key derived from the master secret key. The user device
signs the encrypted message with a secure element private key. The user device, using a whitebox, cryptographically recovers a secure
element public key from a certified key using a server computer public key. The certified key is certified by the server computer and
based on at least the secure element public key. The user device, using the whitebox, cryptographically recovers the encrypted message
from the signed encrypted message using the secure element public key. The user device, using the whitebox, decrypts the encrypted
message using the master secret key or the key derived from the master secret key in the whitebox to obtain the message.
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