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5 Background of the Invention
1. Field of the Invention

The present invention relates to a technique of distributing a key
for decryption in secure broadcast communication to restricted receivers.
2. Description of Related Art

10 Conventionally, as techniques of secure broadcast communication,
some systems have been proposed.

For example, there is known a copied key method described in an
article, S.J. Kent: “Security Requirements and Protocols for a Broadcaét
Scenario”, IEEE Trans. Commun., COM-29, 6, pp. 778 - 786 (1981).

15 This copied key method is a fundamental system for secure
broadcast communication, and is simple extension of the conventional one-
to-one individual cipher communication. Namely, in this method, copies of
one kind of key are distributed to a sender and a plurality of regular receivers.
The sender encrypts information by use of the distributed copy key and sends

20  the encrypted information. Each of the regular receivers uses the
distributed copy key to decrypt the encrypted information.

Further, there is known a technique of distributing a common key
using an individual key assigned for every receiver. For example, a system
of key distribution by multiplexing-demultiplexing of an information

25  sequence using the Chinese remainder theorem is described in an article, Lee,

Tokiwa, et al: “A Multi-Address Communication Using a Method of
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sequence by use of the Chinese remainder theorem performs the following
processes.
(1) Key generation process:

For receiversi (1 = i = s), s integers g1, g2, ..., g (* = s) which
are relatively prime to one another are generated, and g; is distributed in
advance to i-th receiver as secret key of that receiver 1.

(2) Encryption process:

An information sequence of s items to be multiplexed is expressed

as My, My, ..., Ms. The sender calculates a multiplexed sentence F to be sent

by:

o

k
F = EAiGIM,. mod G

and broadcasts it. Here, G, Gj, and A; are defined as follows:

k
G=I_l[gi

G =G/g;
A,G; =1(modg,)

and A; is the smallest integer which satisfies the above equations.
(3) Decryption process:
Using gi, the receiver 1 demultiplexes M; from F by the following

equation,
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-2 - Ml tipl exi ng and Demul tipl exi ng, 1986 Synposi um on encryption
and I nformati on security”. Al so, Manbo et al: "A Secure Broadcast

Communi cation Method with Short Messages", |ElICE TRNS.

VOL. E77-A, No. 8 AUGUST 1994 descri bes such a 5 technique.

The system of mul tipl exing-denultiplexing an information
use of the Chinese renai nd%l Q:e gm perfornms the foll ow ng
processes. &

FUNDAMENTALS,

sequence by

Here, Mi is a common key to be distributed to the receiver i. Thus,

according to this system, thé copy key can be distributed in secret to the

restricted receivers only.

5 Next, the system described in the literature, Mambo et al: “A Secure

Broadcast Communication Method with Short Messages”, IEICE TRNS.
FUNDAMENTALS, VOL. E77-A, No. 8 AUGUST 1994 performs following

processes.

(1) Key generation process:

10 A trusted center produces following information.

Secret key:

P=2p+1,0=2q+1: prime number (p,q: prime number)

e, €Z,0<e, <L(lsism)
Public key:

g€Z,0<g<N
N =PQ
=g“modN (1=i=<m)

15 For OES  the center calculates s, that satisfies:

k

s 2 oy =1(modL)

and distributes it as secret key of a receiver Uos. Here, the set S is defined as

S={f{one to one map f: A{1, 2, ..., k} = B={1, 2, ..., m}, m>k}.

(2) Key distribution process:

20 A sender selects an integer r at random, and, in order to have a

common key K defined as:

K =g modN
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(1) Key generation process: 10 For receivers i (1 [err] i <'s),

s integers g[err], g[err], ..., g[err] (r [err] s) which are
relatively prime to one another are generated, and gi is distributed in
advance to i-th receiver as secret key of that receiver i. (2)
Encryption process: An information sequence of s itens to be
mul tiplexed is expressed 15 as Merr], Merr], ..., Merr]. The sender

cal cul at es a imdommppaweidh sesirinted réceiverbecalenlates zi thabgatisfies:

F and broadcasts it. Here, Jerr] dJerr], and Alerr] are defined as
foll ows: z,.=v‘.’m0dN (lsism)

and broadcasts z; (1 = i £ m).

The receiver Uo uses the following equation:
k
K= (1_1[20(,.))"’ mod N

to calculate the common key K.

Summary of the Invention
In the above-described conventional method of key distribution by

10  multiplexing using the Chinese remainder theorem, common key data for
respective receivers are arranged serially and transmitted. Thus, broadcast
data length becomes longer in proportion to the number of the receivers.
Accordingly, it is not suitable for communication for millions of receivers or
more, such as satellite broadcasting.

15 On the other hand, according to the system described in the above-
referred literature, Mambo et al: “A Secure Broadcast Communication
Method with Short Messages”, IEICE TRNS. FUNDAMENTALS, VOL. E77-
A, No. 8 AUGUST 1994, data for distributing the common key can be
shortened. In this system, however, it is not possible to have the key

20 commonly used among restricted receivers belonging to any set of receivers.

Further, in all systems, when there are a plurality of senders,
receivers must obtain the above-described user secret key for respective
senders, and manage them.

Thus, an object of the present invention is to provide a key

25  distribution system in which a receiver can receive delivery of respective
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[err] 20 and Alerr] is the smallest integer which satisfies the above

equati ons. (3) Decryption process: Using g[err], the
receiver i denultiplexes Merr] fromF by the follow ng equati on,

| - -

Merr] - F nodg, Here, Merr] is a common key to be
distributed to the receiver i. Thus

common keys from a plurality of senders by means of only one secret key. A

further object is to make it possible that, in such a key distribution system, a

common key for data decryption can be commonly owned only among any

sender and any set of receivers, and to shorten broadcast data for distributing
5 a common key even when the number of receivers are large.

To attain the above objects, the present invention provides a
method of key distribution having an encryption-decryption key of secure
broadcast communication commonly used among a plurality of senders and a
plurality of receivers in a communication system comprising apparatuses of

10  said plurality of senders and apparatuses of said plurality of receivers,
wherein:

in an apparatus of a trusted center provided separately from said
senders and said receivers, first key information, which is common to said
plurality of senders and is used for a key commonly used among said senders

15 and said receivers, is produced and distributed to prescribed receivers, while
second key information which is used for a key commonly used among said
senders and said receivers is produced and distributed to said senders;

in apparatuses of said senders, third key information, which is used
by said receivers together with said first key information to calculate an

20 encryption-decryption key used by the sender in question in broadcast
communication, is produced using the second key information distributed
from said trusted center and is sent to said receivers who have a key in
common with said sender; and

in an apparatus of a receiver, the encryption-decryption key which

25  is used for broadcast communication by the sender who distributed said third

key information is obtained using the first key information distributed from
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according to this system the copy key can be distributed in secret to the

restricted receivers only. 5
literature, Manbo et al: "A Secure
wi th Short Messages”, |EICE TRNS.

AUGUST 1994 perforns foll ow ng

Next, the system described in the
Br oadcast Communi cati on Met hod
FUNDAMENTALS, VOL. E77-A, No. 8
processes. (1) Key generation

process:

Secret key: said trusted center andpthe third key pnfogmpsign distributed

0< g <N
[err]m

i nforpati on.

10 ,
om saigy[ err] Z,

A trusted center produces foll ow n%
T

N=PQ vierr]

sender.

According to the present method of key distribution, it is sufficient
for each receiver to have only the first key information distributed from the
trusted center as a user secret key. When an encryption-decryption key of a
new sender is to be obtained, it is not necessary to receive distribution of new
user secret key.

In detail, the present invention provides a method of key
distribution, in which an encryption-decryption key for secure broadcast
10 communication performed by said sender is distributed to receivers, in a
communication system comprising apparatuses of a plurality of senders and
apparatuses of a plurality of receivers, and an apparatus of a trusted center,
comprising:

a step, in which, in the apparatus of the trusted center,

15 e €Z (lsism)

are produced as trusted center secret key,
t,€Z
is produced as sender registration key of a sender A, and, as receiver secret

O ESm and

s (0 )EZ

key,

'

20

0, 0'ES

are produced (here, when = for a set Sim defined as:

S., ={0|onetoone map o:4={,2,A ,k}
—=B={,2,A,m}, O<k<m}

it is expressed as:

def
o~0' = 0(4)=0'(4)
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15 For [err] ES, the center calculates s[err] that satisfies:
and distributes it as secret key of a receiver Ua. Here, the set Sis

defined as S={f [err] one to one map f: A{1l, 2, ..., k} - B={1, 2,
N (| P (2) Key distribution process: 20 A sender
selects an integer r at random and, in order to have a comon key K
defined as: ) ' ) . -4 - _ in
conmon wi t h wéldy YTCbeepmingan efyivalenceutelation on Skn) leafing taen skpression:

Sim =St /™

), and the receiver secret key ox, sx(0x) are distributed to the receiver x;
a step, in which, in the apparatus of the sender A,
5 sender secret key ga, L, and a finite Abelian group Ga satisfying:
8.€GA
L,=ord; (g,)

are produced (here,
Ordc,, &)
means the least positive integer a satisfying:
10 g’ =1€G,)
), and the sender secret key ga is sent to said trusted center;
a step, in which, in the apparatus of the trusted center, receiver

registration data:
k
Sx (Ox 3 A) = tASx (O-x)z ea,(i)

15  is calculated from the trusted center secret key ei, the sender registration key
ta, and the receiver secret key s«(0x), Ox, and the receiver registration data
sx(Ox, A) is sent to the sender A, and key distribution data:

Yu=84" €G,) (sism)
is calculated from ga received from the sender A, the trusted center secret key

20 e, the sender registration key ta, and this key distribution data ya; is sent to
the sender A;

a step, in which, in the apparatus of the sender A, random integers r,
r’ are produced, receiver registration key r«(ox, A) satisfying:

r:c(a-.r’ A)sx (ox’ A) = r’ (mOdLA)
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z[err]- v[err] modN ( s [err]m and broadcasts z[err] (1 [err] i

[err] m). The receiver Ua uses the follow ng equation:
to cal cul ate the common key K Summary of
the Invention In the above-descri bed conventional mnethod of

key distribution by 10 mul ti pl exi ng using the Chinese renmai nder theorem
common key data fo respective receivers are, ar ged serially ,and
transmtted.? ufaﬁg%m&e recelverdgg%@tyaéﬁg% 3‘”&%&% I"%‘f?@%‘?‘fhﬁmp?%‘%rt i on
to the nunber of he receivers, rdlg%l1 é is not syitable for
communi car | ofFHSRd A HieFoihe SHdeE cesTabkey ¢ yppdomgptegerd el lite

broadcasti ng; receiver registration key r«(ox, A) is sent to the receiver x; and key
distribution data defined as:
zy =Yy (EG,) (lsism)
is calculated from the key distribution data yai received from said trusted
center, and the random integer r, and the key distribution data zai is
broadcasted to each receiver; and
a step, in which, in the apparatus of the receiver x, an encryption-

10 decryption key Ka used for broadcast communication is calculated using:

. (@ A5y ()
K,= (HzAa,(i)) EG,)

from the receiver registration key r«(ox, A) received from the sender, the key
distribution data zsi, and the receiver secret key ox, sx(0x), with the
encryption-decryption key Ka being produced by the sender A, ﬁsing:

15 K, =g,4r” (EGA)_

According to this method of key distribution, it is not necessary for
the receivers to own private keys which are different for respective senders.
Further, in secure broadcast communication, even when the number of
receivers is large, the length of the key distribution data can be made short.

20  Further, in the present method of key distribution, the receiver secret key is
made secret from the senders and the sender secret key is more reliably made
secret from the receivers since the sender registration key is owned only by
the trusted center in secret. Accordingly, security againsf impropriety is
improved.

26
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15 On the other hand, according to the system described in the

above- referred |iterature, Manbo et al: "A Secure Broadcast

Conmuni cat i on Met hod with Short Messages”, | EICE TRNS. FUNDAMENTALS,

VOL. E77- A, No. 8 AUGUST 1994, data for distributing the comon key

can. be shortened. In this system however, it is not possible to have
the key 20 commonl y used anpng restricted receivers belonging to any set
of receivers. . FBrieddlescriptign|of $he Dxawingshen there are a

T O T S g D e e e 5 P
Thus, an object of the present invention is to provide a key 25
di stribution 9{1&%% sYpfieahagcording tpean embordaentef theinressnt igventispect i ve
Fig. 2 is a block diagram showing a configuration of a trusted center
5 side apparatus according to a first embodiment of the present invention;
Fig. 3 is a block diagram showing a configuration of a sender side
apparatus according to the first embodiment of the present invention;
Fig. 4 is a block diagram showing a configuration a receiver side
apparatus according to the first embodiment of the present invention;
10 Fig. 5 is a view showing information flow caused by key distribution
process in the first embodiment of the present invention;
Fig. 6 is a block diagram showing a configuration of a receiver side
apparatus according to a second embodiment of the present invention;
Fig. 7 is a block diagram showing a configuration of a trusted center
15 side apparatus according to a fifth embodiment of the present invention;
Fig. 8 is a block diagram showing a configuration of a sender side
apparatus according to the fifth embodiment of the present invention; and

Fig. 9 is a block diagram showing a configuration of a receiver side

apparatus according to the fifth embodiment of the present invention.

20
Detailed Description
In the following, there will be described a key distribution system
according to an embodiment of the present invention.
Firstly, the first embodiment will be described.
25 Fig. 1 shows a configuration of a key distribution system according

to the present embodiment of the invention.
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-5 - common keys froma plurality of senders by neans of only one

secret key. A further object is to make it possible that, in such a
key distribution system a common key for data decryption can be
commonly owned only anobng any sender and any set of receivers, and to
shorten broadcast data for distributing 5 a comon key even when the
nunmber of receivers are_large. To attain the above objects,
the present inventiofsghevndasthe figure, theyprasent aystrmycomprisesoa truptedavi ng
an encryption-decryption key of secure br oadcast commruni cati on

commonl y usedceaensids apngratus 10Qsendenizide apparatuses 200, pnd regeiver side
receivers in a communication system conprising apparatuses of 10 said
plurality of RaratusesmPOypphhase apparafuseapre ponnasted (o ome paeieysis,

communication lines 400. The trusted center side apparatus 100 is the one

5 and only apparatus used by the trusted center organization in the system,
while the system has a plurality of sender side apparatuses 200 and a
plurality of receiver side apparatuses 300.

Fig. 2 shows a configuration of the trusted center side apparatus
100.

10 As shown in the figure, the trusted center side apparatus 100
comprises a random number generator 101, a prime number generator 102, a
power multiplier 103, a remainder computing unit 104, an arithmetic unit
105, a memory 106, and a communication unit 107. The trusted center side
apparatus 100 is connected to receiver side portable apparatuses 306 which

15  are delivered to receivers off line.

Fig. 3 shows a configuration of the sender side apparatus 200.

As shown in the figure, the sender side apparatus 200 comprises a
random number generator 201, a prime number generator 202, a power
multiplier 203, a remainder computing unit 204, an arithmetic unit 205, a

20 memory 206, a communication unit 207, an encryption-decryption unit 208,
an authentication unit 209, and an accounting unit 210.

Fig. 4 shows a configuration of the receiver side apparatus 300.

As shown in the figure, the receiver side apparatus 300 comprises a
power multiplier 301, a remainder computing unit 302, an arithmetic unit

25 303, a memory 304, a communication unit 305, a receiver side portable

apparatus 306 which has been delivered off line from the trusted center, an

e =t
- s e tam t
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i
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wher ei n: I n an apparatus of a trusted center provided

separately fromsaid senders and said receivers, first key
information, which is common to said plurality of senders and is used
for a key commonly used anong said senders 15 and said receivers, is
produced and distributed to prescribed receivers, while second key

i nf ti whi ch i d f. K I d ' d
and sai d f&spér@fpgiq%&%&xa 8@&%%53@2&??%@%&?@ ia?%im?@e%_ﬁf%r s d o
i n apparatuses of said,s ers | | . ich is use

by sgPd recei vers tiﬁgpﬁg&q?ﬁ’w' %gﬁ"e& RrPFéseﬁg’ﬁfl{{’%f‘iﬂsﬁ’a'P%rf’?oacaI cul ate an
20 encryption-decryption key usged t he sender i,n _question in broadcast
Communi cat | oRTERALPPRROEES, &iseY CREHIARGET ARErhRR TSR AgPal PRty
fromsaid trusted center and is sent to said receivers who have a key in
common with §3P®°Eender; and

5 First, the preparation process will be described.
(1) Preparation process
@) A sender A uses the random number generator 201, the prime
number generator 202, the power multiplier 203, the remainder computing
unit 204 and the arithmetic unit 205 within the sender side apparatus 200, to
10 produce the following keys, and makes only public key open to the public.

Secret key:
P,,Q,: prime numbers
L, =lcm(ordy (8,), OrdQA (84))
g.€Z, 0<g, <N,
r,r'€Z, O<r,r<L,

Public key:
N,(=P 1Q4)
15 The secret key is stored in the memory 206. Further, pieces of the

secret key ga, Lia are sent to the trusted center by means of the

communication unit 207.
(i1) The reliable trusted center uses the arithmetic unit 105 within the
trusted center side apparatus 100 to generate the following information,
20 Trusted center secret key:
e, €Z (Isism)
Sender registration key for the sender A:
t,€Z, O0<t <L,

Receiver secret key for a receiver x:
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In an apparatus of a receiver,
used for
key information is obtained usi
from

center and the third key information distributed from said

According to the present net

for each receiver to have o“f?lrz%i)tq?l%’ 1l‘<§

the encryption-decryption key which 25 is

br oadcast communi cati on by the sender who distributed said third

ng the first key information distributed
-6 - said trusted
sender.

y distribution, it is sufficient
r<§tl<lfeﬂy i nformation distributed from

t he
encryption
not necess

(W]}

10

20

er as a user secret key. \Wen a )
-decrypt i ﬁé?ﬁeoefreaswred mt éﬁﬁg’é’ﬁﬁépf;itgg?tg‘eﬁ@’%f’ai ned, it is

ary to receive.distribution of new
y (‘ﬁere, for a set;:

t rust ed cgﬁﬁ

S, ={o|onetoone map o:4={1,2,A, k}
—-B={L2,A,m}, O<k<m}

when 0,0’ € Sim, it is assumed that:

def . '
o~0'=o(4)=0'(4)

Here, “~” becomes an equivalence relation on Sxm, and
S, =8, I~

Further, the trusted center takes the receiver secret key sx(ox) from
the memory 106, stores it in the receiver side portable apparatus 306
together with oy, and delivers that apparatus to the receiver x off line. Of
course, it may be delivered to the receiver in another way.

Next, the key distribution process will be described.
(2) Key distribution process

Fig. 5 shows information flow among the trusted center, senders
and receivers in the present key distribution process.
@

arithmetic unit 105 within the trusted center side apparatus 100 to calculate

The trusted center uses the remainder computing unit 104 and the

receiver registration key sx(ox, A) defined as:
k
5. (0, A)=1,5, (01)2 €, modL,

from La received from the sender A, trusted center secret key ei, ox, receiver
secret key sx(0x) and the sender registration key ta, and sends it to the sender

A using the communication unit 107.

i e ey
T HAS BEEN
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user secret key. In detail, the present invention provides

a nethod of key distribution, in mhlch an encryption-decryption key
for secure broadcast 10 comuni cation performed by said sender is
distributed to receivers, in a conmuni cation system conpri sing _
apparatuses of a plurality of senders and apparatuses of a plurallty
of receivers, and an ar at.us trusted nt er ri sing

a step, in which, inFI%E@" b?ﬁ ?entt%uﬁ%fgxedwwmmphqg?% the

err ced as  trust cen secret key

%er r% |§e‘§ H%E Eqmpating, H’é&d]woégﬁ“éf the aathmeye Gpl%l%%@%lcﬂatand as

receiver secret .12 kev distribution data yai of the sender A:

Vi =gA“q modN, (l<ism)

5 from ga received from the sender A, sender public key N of the sender A, and
trusted center public key e;, and sends it to the sender A by means of the
communication unit 107.

(i1) The sender A generates random integers r, ¥ by means of the
random number generator 201 within the sender side apparatus 200, and

10  stores them in the memory 206. Further, the sender A uses the power
muitiplier 203, the remainder computing unit 204 and the arithmetic unit
205 to calculate data encryption key Ka defined by:

K, =g, modN,
from these random integers r, r’, his own secret key ga and his own public key

15  Na, and stores it in the memory 206. Then, for the purpose of having the
key Ka in common with the receiver x, the sender A uses the remainder
computing unit 204 and the arithmetic unit 205 to calculate receiver
registration key r«(ox, A) of the receiver x, satisfying:

7.(0,; A)s, (0, A) =r" (modL,)

20  from his own secret key La, the random number r and the receiver
registration key sx(ox, A), and sends it to the receiver by means of the
communication unit 207,

Further, the sender A uses the power multiplier 203, the remainder
computing unit 204 and the arithmetic unit 205 within the sender side

25  apparatus 200 to calculate receiver key distribution data za; defined by:

Zy=y, modN, (lsism)
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are produced (here, when [err] [err] E[err] for a set [err] defined as:

S[err] = [err] [err] one to one map -[err]: [err]={1,2, [err], Kk}
-B={1,2,[err],n}t, O<k<m it is expressed as:

[err] 7- with "~"
becom ng an equi val ence relation on S[err], leading to an expression:

S[err] Slerr] ), and the receiver secret key [err] [err](CIerr ) are

di stributed tfromhbisreveipublickey Na, the random numbesr apd ymrwp‘@d rpm §Hse
apparatus of the sender A,
trusted center, and broadcasts it to the receivers by means of the
communication unit 207.
In the above process, the trusted center performs a part of the
5 processes for producing r«(0x, A) and zai, for one thing, to keep ox of the
receiver X, the receiver secret key sx(0x) and the sender registration number ta
secret from the sender A so as to prevent improprieties by the sender A.
(ii1) The receiver x uses the power multiplier 301, the remainder

computing unit 302 and the arithmetic unit 303 within the receiver side

10  apparatus 300 to calculate the data encryption key Ka by the expression:

r ro(0,, A)s,(0)
K, = (Hz""x(i)) mod N,
from the key distribution data zai received from the sender A, the receiver
registration key rx(0x, A), ox and the receiver secret key s«(ox) delivered from
the trusted center and the sender public key N4 opened to the public, and
15  stores it in the memory 304.

By the above-described process, the sender A and the receiver x can
have the key Ka in common. Similarly, for any other sender and any other
receiver, it is possible to have a key in common. In that case, receiver key
distribution data za; broadcasted by each sender is the same for each receiver.

20 Further, in the above-described process, the receiver x receives the
key distribution data zai and the receiver registration key rx(ox, A) from the
sender A. These za; and r«(ox, A) have been produced under the effect of the
sender registration number ta of the sender A, and ta is kept secret from the
receiver. Thus, owing to the use of the above-described sender registration

95 number ta, it becomes very difficult for the receiver x to deduce a data
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5 sender secret key gA LA, and a finite Abelian group GA satisfying:

are produced (here, neans the | east positive integer a satisfying:
10 ), and the sender secret key g[err] is sent to said trusted center;
a step, in which, in the apparatus of the trusted center, receiver

regi stration data: Kk

[err] 15 is calculated fromthe trusted center secret key ei, the sender
regi strati onen@yption keyiKepf gnothen sender Bdream dhe ke rdéttrwl@{ date) 24 apd] ) |

[err], and the receiver registration data
the receiver registration key r«(ox, A) received from the sender A and key

distribution data zpi broadcasted by the sender B.
In the following, the encryption-decryption process will be
5 described.

(3) Encryption-decryption process
@ The sender A uses the encryption-decryption unit 208 within the
sender side apparatus 200 to encrypt data P with the common key Ka
produced in the key distribution process. Then, the sender A sends a cipher

10  text C=E(Ka: P) to a receiver by means of the communication unit 207.
(11) The receiver uses the communication unit 305 within the receiver
side apparatus 300 to receive the public key C, and uses the encryption-
decryption unit 307 to decrypt the public key C with the common key Ka
stored in the memory 304, so as to obtain the original data.

15 The above is the first embodiment of the present invention.

In the conventional technique, when a sender newly enters a key
distribution system, it is necessary for the sender to produce ox and receiver
secret key sx(0x) by himself and to deliver them to a receiver off line. On the
other hand, according to the key distribution system of the first embodiment,

20 it suffices for a sender who newly enters the system to produce the sender
secret key Pa, Qa, La, ga and the sender public key Ns. Further, receiver
secret key owned by a receiver is same for all the senders. Thus, when a
receiver wishes to receive data from a new sender, it is not necessary to
obtain new receiver secret key.

25 Further, the receiver registration key r«(ox, A) makes it possible to

have a common key in common with receivers belonging to any set of
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[err]([err], A) is sent to the sender A and key distribution data:

is calculated fromg[err] received fromthe sender A the trusted center

secret key 20 ei, the sender registration key t[err], and this key

distribution data y[err] is sent to t he sender A a

step, in which, in the apparatus of the sender A, randomintegers r,

r' are produced receiver registration key r[err]([err], A) satisfying:

[err] receivers, for data encryption and decryption concernirs them only. Even
when the number of receivers is large, it is not necessary to correspondingly
lengthen the key distribution data za; broadcasted for distribution of a
common keys.

5 In the above processes, it is possible alternatively that the sender
sends the sender secret key La to the trusted center in advance, and in the
step of the preparation process, the trusted center generates the trusted
center secret key e, the sender registration key ta, and the receiver secret key
sx(0x) satisfying:

e, €Z, 0<e, <L,, (Isism)
t,€Z, 0<t, <L,

10 5. (0)EZ, O0<s,,, <L,

and, in the step of the key distribution process, the trusted center calculates

the receiver registration key sx(ox, A) by:
k
5.0y, A)=t,5, (Ox)zeo,(i) mod LA

from the sender secret key La, the trusted center secret key e;, the sender
15 registration key ta and the receiver secret key s«(ov).
Next, a second embodiment of the present invention will be
described.
In the second embodiment of the present invention, the receiver
side portable apparatus 300 of the above first embodiment is provided with a
20 power multiplier 3064, a remainder computing unit 3063, an arithmetic unit
3061 and a memory 3062 as shown in Fig. 6. Further, the process of
calculating the data encryption key Ka in the receiver side apparatus 300 of

the above first embodiment is partly performed in the receiver side portable
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is calculated fromthe receiver registration data s[err](aferr], A)

received fromsaid trusted center, the sender secret key LA, and the
randominteger r'; the receiver registration key r[err]([err], A is
sent to the receiver x; and key di stribution data defined as: 5
[err] I's calculated fromthe key distribution data y[err] received
fromsaid trusted center, and the randominteger r, and the key

di stribution aiataa'ak@sa%@ S broadcasted to each receiver; and

a step, in which, in the apparatus of the receiver x, an encr pt I on-
decryption key K[ er r Nawgdy, fnothetsecenit astbodomenti(tin the step @ﬁltgell at ed u5| ng:
[err] fromthe receiver registration key r[err]([err], A) received
from t he sendereparaiokpyocess, the trusted center stores ox and the receiver secret key
sx(0x) in the receiver side portable apparatus 306 (such as an IC card (a smart
5 card)), and delivers them to the receiver x.

Then, (2) in the key distribution process, the receiver x outputs the
key distribution data zai stored in the memory within the receiver side
apparatus 300 to the receiver side portable apparatus 306. Next, within the
receiver side portable apparatus 306, the receiver x uses the power multiplier

10 3064 and the remainder computing unit 3063 to calculate:

£ 5e(02)
£ (0,,A)= (l:‘[zmx(i)) modN
from oy, the receiver secret key sx(ox), the key distribution data za; and the
sender public key Na, and outputs the calculated result E«(ox, A) to the
receiver side apparatus 300.

15 Next, the receiver x uses the power multiplier 301, the remainder
computing unit 302 and the arithmetic unit 303 within the receiver side
apparatus 300 to calculate the data encryption key Ka by:

K,=§(o,, A modN
from E«(ox, A) outputted to the receiver side apparatus 300, the receiver

20 registration key r«(ox, A) stored in the memory 304, and the sender public key
Na, and stores it in the memory 304.

Thus, ox and the receiver secret key s«(0ox) are prevented from being
outputted outside the receiver side portable apparatus 3086, so that these are
prevented from being stolen by electronic duplicating or the like.

25 The above is the second embodiment of the present invention.
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distribution data [err], and the receiver secret key [err], [err]([err]),

with the encryption-decryption key Klerr] being produced by the
sender A, using: 15 [err] According to
this method of key distribution, it is not necessary for t he

receivers to own private keys which are different for respective senders.
Further, in secure broadcast communi cati on, even when the nunber of
receivers is |arge, tNextl atbidd ehbsdiemdir\of theprdédent imrentitnawilbe desaeritskel.
short. 20 Further, in the present nmethod of key distribution, the
recei ver secret key iBhe third emiddiment of tHer mreséficinventionds differtelné fron dhe

secret key is nore reliably nade secret fromthe receivers since the
sender regi st mbbvedekaybedfimtreanbalimenyin that thd haluerofstiedhe exguationn
secret. Accordingly, security against inpropriety is | nproved. 25

K,=g,” modN,

5 is changed periodically every short time period, and za; obtained by using the
changed r is broadcasted periodically for update of the data encryption-
decryption key Ka calculated in the sender side apparatus 200 and in the
receiver side apparatus 300.

Further, in the present embodiment, the value of r’ is made to be

10  characteristic to sending data so as to identify data broadcasted by a sender.

Namely, a registration key r«(ox, A) which the receiver x received from a
sender to decrypt certain broadcast data or a set of broadcast data is
characteristic to that broadcast data. To obtain another broadcast data or
another set of broadcast data, the receiver x must receive another r«(ox, A) for

15  that broadcast data or that set of broadcast data.

The above is the third embodiment of the present invention.

Next, a fourth embodiment of the present invention will be
described.

The fourth embodiment is different from the above-described first

20 embodiment in that authentication of receivers is performed so as to charge

receivers who have a common key Ka in common for fee-charging data P
encrypted with the key Ka and sent by a sender.

Namely, in the fourth embodiment of the present invention,
following processes are further performed.

25 (1) Preparation process

@) The trusted center uses the arithmetic unit 105 within the trusted
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-9 - Brief Description of the Draw ngs
Fig. 1 is a block diagram showi ng a configuration of a key . .
di stribution system according to an enbodi nent of the present invention;
Fig. 2 is a block diagramshowi ng a configuration of a trusted center 5
si de apparatus according to a first enbodi ment of the present invention;
Fig. 3 is a block di agram showi ng a configuration of a sender side
appar at us acc§ntimyde @ppheatiisr K10 rirodiioeanupiberdIPx dsetite faveiver xom;
Fig. 4 is a block diagramshow ng a configuration a receiver side
appar at us acdsivainge, awd stazed itrigt themeoeiver side glortaide pppaatusiddbcogetrer
with the receiver secret key s«(ox), and delivers that apparatus. Further
UIDx is stored in the memory 106, so as to correspond to s«(ox).
5 (1) The sender A uses the arithmetic unit 205 within the sender side
apparatus 200 to produce his own number BIDA, and stores it in the memory
206. The sender A sends BIDA to the trusted center by means of the
communication unit 207.
(iii) The trusted center receives BIDA, the number of the sender A,
10  using the communication unit 107 within the trusted center side appar'atus
100, and stores it in the memory 106 so as to correspond to the sender
registration key ta.
(1v) The receiver x uses the authentication unit 308 within the receiver
side apparatus 300 to produce information for authentication from the
15  receiver secret key s«(0x), and sends it to the sender A.
) The sender A confirms the information for authentication by means
of the authentication unit 209 within the sender side apparatus 200.
As the method of authentication, any conventionally-known
authentication method may be employed in which authentication is not
20  effected as long as the receiver does not know s«(ox). However, it is
necessary for the sender to be prevented from knowing the receiver private
key s«(0y) itself.
For example, authentication of the receiver x may be performed as
in the following processes according to a method employing a signature using

25 the RSA algorithm (described in an article by, R. L, Rivest, A. Shamir, L.

Adelman: “A Method for Obtaining Digital Signatures and Public Key
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10 Fig. 5is a view showi ng information flow caused by key

di stribution process in the first enbodi nent of the present

i nvention; Fig. 6 is a block diagram show ng a
configuration of a receiver side apparatus according to a second
enbodi nent of the present invention; Fig. 7 is a block

di agram showi ng a configuration of a trusted center 15 side apparatus
accor di ng t o Grybtesyistemsofiommundf thecAPM Yol 21 nNent.ipm;120-126, 1978).
Fig. 8 is a block diagramshow ng a configuration of a sender side
appar at us acddr di ng The tvstad ¢artter ppesotheeanithonetin angr E¥ewithinvbadrestedand
Fig. 9 is a block diagram showi ng a configuration of a receiver side
appar at us ac ¢eptirride apparatip10Q terpyednenin. ») saHelypr&sent invention. 20
Det ai | ed Description : l.n it foll owhbyg, there will be
described a key distributi o‘sffysflgsltem()d lc'ggp’ Oi’q‘ 1ﬁ

n.=pgq, (p.,q,:primenumbers)

5  for the receiver x, and deliver them to the sender in advance. Here, for a
function « which has been opened, s’x is defined as s'x= 7T (sx(0x)).
(2) The receiver x uses the authentication unit 308 within the receiver
side apparatus 300 to calculate a hash value (h(w); 0<h(W)<n\) of broadcast
data W using a unidirectional hash function h as public key, and produces a
10 signature for h(W) by the following expression:
sen, (k7)) = h(W)* moda,
using the private key §’x, and sends it to the sender by means of the
communication unit 305 together with a data sending request.
(3) The sender uses the authentication unit 209 within the sender side
15 apparatus 200 to confirm that:
sgn, (h(W)y* =h(W) (modn,)
is satisfied.
After the authentication, the sender A uses the communication unit
207 within the sender side apparatus 200 to send his own number BIDA and
20 UIDx, the number of the receiver x, to the trusted center.
The trusted center uses the arithmetic unit 105 within the trusted
center side apparatus 100 to calculate the receiver registration data s¢(ox, A)

expressed by:

&
5.(0,, A)=t,s, (Ox)zeax(i) mod L4

e
e
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according to an enbodi nent of the present invention.

Firstly, the first enbodi mnent will be described. 25 Fig. 1
shows a configuration of a key distribution system accordi ng to the
present enbodi nent of the invention.

- 10 - As shown in the figure, the present system conprises
a trusted ceﬂter | de appar.atus 100, sender side apparatyses 200, and
recei ver si defrom the gongeryegisization. eﬂ“ﬁé§§de¥bﬁéﬁ%ﬁ1%re%e°§?tek%ﬁx‘é§t ed to one

AP 1 TR el AR TR A
organi zation irgcéi\bgdi s%tegig]vely, and sends it to the sender A.
The sender uses the remainder computing unit 204 and the
5 arithmetic unit 205 within the sender side apparatus 200 to calculate the
receiver registration key r«(ox, A) satisfying:
r(o,.,ds (0,4 =r (modL,)

from the receiver registration key sx(ox, A) received from the trusted center,

and sends it to the receiver by means of the communication unit 207. At

10  that time, in the case that data to be delivered being encrypted with the
common key Ka (namely, the data which the receiver requested to the sender)
is chargeable, the sender A charges the receiver x by means of the accounting
unit 210.

The above is the fourth embodiment of the present invention.
15 Next, a fifth embodiment of the present invention will be described.
The fifth embodiment of the present invention is an extension of the
copy key system described in the Description of Related Art to the system
shown in Fig. 1 which includes a plurality of senders, a plurality of receivers
and a trusted center.

20 Fig. 7 shows a configuration of a trusted center side apparatus 100
according to the fifth embodiment of the present invention. As shown in the
figure, the trusted center side apparatus 100 comprises a random number
generator 111, an arithmetic unit 112, a memory 113, and a communication
unit 114. Further, Fig. 8 shows a configuration of a sender side apparatus

25 200 according to the fifth embodiment of the present invention. As shown in

the figure, the sender side apparatus 200 comprises a random number

This Sheet Has Been Replaced

IR

21




while the systemhas a plurality of sender side apparatuses 200 and a
plurality of receiver side apparatuses 300. Fig. 2 shows a
configuration of the trusted center side apparatus 100. 10

As shown in the figure, the trusted center side apparatus 100

conprises a random nunber generator 101, a prinme nunber generator 102, a
power nmultiplier 103, a renmai nder conputing unit 104, an arithnmetic unit
105, a nenorygd@eatenlh asvaritivineticivant 2h2,tan errcryptientdegatritor vatted 1diade
apparatus 100 is connected to receiver side portable apparatuses 306 which
15 are del i vereagonyc2 ¥4 ewidvacempfunitatien unit 515. Further, Kgg9 showgsns a
configuration of the sender side apparatus 200, ‘ shown in
the figure, ttxmfs&ln@émnsqf@ere@pmmufxamwaé@wﬁw geeprding to ther%ﬁ@ém nunber

generator 201, a prine nunber generator 202, a_power )
embodiment of the present invention. As shown in the figure, the receiver

5 side apparatus 300 comprises an arithmetic unit 311, an encryption-
decryption unit 312, a memory 313, and a communication unit 314.
In the present embodiment, firstly, the following process is

performed as a preparation process.
(1) Preparation process

10 @ The trusted center uses the random number generator 111 within
the trusted center side apparatus 100 to generate a secret key KO and stores
it in the memory 113. Also, the trusted center distributes it to senders and
receivers.
(ii) The sender A uses the random number generator 211 within the

15 sender side apparatus 200 to generate sender registration key BIDA, and
sends it to the receivers by means of the communication unit 215.

Thereafter, the following process is performed as a key distribution

process.
(2) Key distribution process

20 (@) The sender A uses the arithmetic unit 212 within the sender side
apparatus 200 to calculate a common key KA’=F(KO, BIDA) from the secret
key KO and the sender registration key BIDA, using a suitable one-way
function F.
(11) The receiver uses the arithmetic unit 312 within the receiver side

95  apparatus 300 to calculate the common key KA’=F (K0, BIDA) from the secret

key KO distributed from the trusted center and the sender registration key

I
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mul tiplier 203, a renainder conputing unit 204, an arithmetic unit 205, a
20 menmory 206, a communication unit 207, an encryption-decryption unit
208, an aut hentication unit 209, and an accounting unit 210.
Fig. 4 shows a configuration of the receiver side apparatus 300.
As :shown in the figure, the receiver side apparatus 300 conprises a _
power multiplier 301, a remainder conputing unit 302, an arithmetic unit
25 303, a nBiBAyregowedfremothasendet, msingithe @05way fuscondt. si de portable
apparatus 306 which has been delivered off line fromthe trusted center, an
111) The sender A uses the random number generator 211 within the
sender side apparatus 200 to produce a suitable integer r and sends it to the
receiver by means of the communication unit 215. Further, the sender A
5 calculates a data encryption-decryption key DK=F(r, KA) from the integer r
and the common key KA using a suitable function F’, and stores it in the
memory 214.
(iv) The receiver uses the arithmetic unit 312 within the receiver side
apparatus 300 to calculate the data encryption-decryption key DK=F'(r, KA)

10 from the integer r received from the sender A and the common key KA, and
stores it in the memory 314.

After the distribution of the data encryption-decryption key DK by
the key distribution process, an encryption-decryption process is performed
as described in the following.

15 (3) Encryption-decryption process
@) The sender A encrypts data P to be delivered with the data
encryption-decryption key DK using the encryption-decryption unit 213
within the sender side apparatus 200, and sends it to the receiver x by means
of the communication unit 215.

20 (1) The receiver receives the encrypted delivered data P by the
communication unit 314 within the receiver side apparatus 300, and decrypts
it with the data encryption-decryption key DK using the encryption-
decryption unit 312,

In the above-described fifth embodiment of the present invention

25  also, a single piece of secret key suffices for a receiver to have respective

common keys of a plurality of senders in common with them.
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encryption-decryption unit 307, and an authentication unit 308.

In the followi ng, three processes will be described, i.e., a
preparation process, a key distribution process, and an
encryption-decryption process. 5 First, the
preparation process will be described. (1) Preparation process
(1) A sender A uses the random nunber generatot 201, the gri me
number generator 202Nexthe sivihesmhedimentiofithe peesenpénvantiomadll be deperibady

unit 204 and the arithnetic unit 205 within the sender side apparatus 200,
to 10 produce the Iootheotikyerbdodimeniofithrasesntyngemtion. seadespandt o t he

public. _ Secret key: . Plerr],
Qerr] : pri Fecsiyerschave a common key in common among@@qn,; Phrollcgﬁa(tgphel[ err][err]
([err], ord [err], ([err])) [err] [err]Z Jerr]

<[err] A < N communication using respective keys of e yegeivges. r<L[err]

5 Configurations of the whole system, a trusted center side apparatus
100, a sender side apparatus 200, and a receiver side apparatus 300
according to the present embodiment are similar to those in the above-
described fifth embodiment of the present invention.

In the present embodiment, the following process is performed as a
10 preparation process.
(1) Preparation process
@) The trusted center uses the random number generator 111 within
the trusted center side apparatus 100 to produce secret key s« of the receiver
x, and delivers it to the receiver. Further, the trusted center uses the
15 random number generator 111 to produce BIDA, the number of the sender A,
and distributes it to the sender A and the receiver x.
(i1) The sender A uses the random number generator 211 within the
sender side apparatus 200 to produce the common key Ka.
Thereafter, the following process is performed as a key distribution
20 process.
(2) Key distribution process
@ The trusted center uses the arithmetic unit 112 within the trusted
center side apparatus 100 to calculate a session key Kax, which is to be used
in a session between the receiver x and the sender A and defined as Ka=F(sx,
25 Ka) using a suitable one-way function F. The trusted center calculates Kax

from BIDA, the number of the sender A, and the receiver secret key sx, and

—n
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Publ i c key: Nerr] (= Plerr]Qerr]) 15
The secret key is stored in the nenory 206. Further, pieces of the
secret key gA, LA are sent to the trusted center by neans of the

comuni cation unit 207. (1) The reliable trusted center uses the
arithnmetic unit 105 within the trusted center side apparatus 100 to
generate the following information. 20 Trusted center secret
key: stores it in the memory 1dBerr][err]Z (1[err]i[err]m

Sender registration key for the sender A
t[err][err]Zz (<t A <[IAhe receiver x uses the aRdbmietisrurgt 8dtwikbkin the regeiver sideer
x apparatus 300 to calculate Ka=F(sx, BIDA) from the number of the sender A
BIDA and his own secret key sx using the one-way function F, and stores it in
5 the memory 313.
(ii1) The sender A uses the encryption-decryption unit 213 within the
sender side apparatus 200 to encrypt the common key Ka with the session
key Kax to obtain key distribution data Kcx, and sends the key distribution
data Kcx to the receiver by means of the communication unit 215. Further,
10  the sender A uses the random number generator 211 to produce a suitable
integer r, and sends it to the receiver by means of the communication unit
215. In addition, the sender A uses the arithmetic unit 212 to calculate a
data encryption-decryption key DK=F'(r, Ka) from the integer r and the
common key Ka using a suitable function F’, and stores it in the memory 214.
15 (@v) The receiver x receives the key distribution data Kc« from the
sender A, and uses the encryption-decryption apparatus 303 within the
receiver side apparatus 300 to decrypt the key distribution data Kcx with the
session key Kax. Then, the receiver x uses the arithmetic unit 302 to
calculate the data encryption-decryption key DK=F'(r, K4) from the decrypted
20 common key Ka and the received integer r, using the function F’, and stores it
in the memory 303.

After the distribution of the data encryption-decryption key DK by
the key distribution process, an encryption-decryption process is performed
as described in the following.

25  (3) Encryption-decryption process

@) The sender A uses the encryption-decryption unit 203 within the

e e
e
e
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- 12 - s[err] ([err])[err]Z, O< t[err] <
L[ err] All these are stored in the nenory 106 toget her
Wi th [err] Here, for a set:

Slerr][err] = {[err] [err] one to one nmap a: A= {1,2, [err] [err]k}
-B={1, 2, [err]n'} O<k<m} 5 when [err], [err] "[err] S[err], it is
assuned t hat : [err]~[err] (A) = a'( A)
Here, "~" beceamnsiersidecepparatengeo tepactypt dota & torhg delme with the data

Slerr] = S[err]/~
encryption-decryption key DK, and sends it to the receiver x by means of the
communication unit 205.
(i1) The receiver x receives the encrypted delivered data P through the
5 communication unit 305 within the receiver side apparatus 300. Then, the
receiver x uses the encryption-decryption unit 303 to decrypt the received
data P with the data encryption-decryption key DK.

The sender A may change the value of the common key Ka
periodically so as to change the value of the data encryption-decryption key

10 DK periodically.

According to the above-described sixth embodiment of the present
invention also, the receiver can have respective common keys of a plurality of
senders in common with them, by means of single piece of secret key.

Next, a seventh embodiment of the present invention will be

15  described.

Similarly to the above-described sixth embodiment, in the seventh
embodiment of the present invention, senders and receivers have a common
key in common among them by cipher communication using respective keys
of the receivers.

20 Configurations of the whole system, a trusted center side apparatus
100, a sender side apparatus 200, and a receiver side apparatus 300
according to the present embodiment are similar to those in the above-
described fifth embodiment of the present invention.

In the present seventh embodiment, the following process is

25 performed as a preparation process.

(1) Preparation process

I

e e
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Further, the trusted center takes the receiver secret key s[err]([err])
from 10 the nenory 106, stores it in the receiver side portable apparatus
306 together with [err], and delivers that apparatus to the receiver
x off line. O course, it may be delivered to the receiver in

anot her way. Next, the key distribution process wll be
descri bed. (2) Key distri butlon rocess 15 Fig. .5 shows
i nf ormati on f{ibw anohgettinastedpentar useatthe randemarymber genergher tktanddhe in
the present key distribution process. (1) The trusted center
uses the renmahrilemetiorynit il hg vithin the4rastedichrter side appanathend PP o preduceos
within the trusted center Si de apparatus 100 to cal cul ate receiver
regi stration Rayatqg key p(4rd ppblinken @k ohthe reseiver xpaccording to a suitable open

err err A err rr err err]dL[err
[ H I <)av crv[ptogz]'ap[hm sy]'sth E]anrg.[ sends sx L:o thg receiver. Further, the

5 trusted center produces BIDA, a number of the sender A, using the random
number generator 111, and delivers or sends it to the sender A and the
receiver X.

(i) The sender A uses the random number generator 211 within the

sender side apparatus 200 to produce a common key Ka, and stores it in the
10 memory 114.

Thereafter, the following process is performed as a key distribution process.

(2) Key distribution process

1) The sender A uses the encryption-decryption unit 213 within the

sender side apparatus 200 to calculate a key distribution data Kcx=E(px, Ka)
15  from the receiver public key px and the common key Ka employing a suitable

above-described public key cipher system E. Then, the sender A sends Kcx to

the receiver x by means of the communication unit 215.

(i1) The receiver x uses the encryption-decryption unit 313 within the

receiver side apparatus 300 to encrypt, with his own private key sy, the key
20  distribution data Kcx received from the sender A, and stores the encrypted

common key Ka in the memory 314.

(ii1) The sender A uses the random number generator 211 within the

sender side apparatus 200 to generate a suitable integer r, and sends it to the

receiver X by means of the communication unit 215. Further, the sender A
25  uses the arithmetic unit 212 to calculate the data encryption-decryption key

DK=F(r, K4s) from the integer r and the common key Ka using a suitable
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from LA received fromthe sender A trusted center secret key e[err],

[err], receiver secret key s[err]([err]) and the sender registration
key tA, and sends it to the sender A using the comuni cation unit
107. 13 -

Further, the trusted center uses the power multiplier 103, the
remai nder conputing_unit 104 and the arithnetic unit 105 to calcul ate
sender key difenetionf, andaderesyif én the ofenory Skhder A
[err] modNerr] (1 [err] 5 fromg[err] received fromthe sender A,
sender publ i diRey N Bie Fecgiverireusasriderarithmetic unit 312 within shie teasivar sidol i c
key elerr], 3%%533%536& 13(;[ ((:)alzn?litg %Ted SarltaAer?grygggg-sdegiyl}t?o% key DK=F(r, Ks)
from the common key Ka apd the integer r received from the sender, using

5 the function F, and stores it in the memory 314.

After the distribution of the data encryption-decryption key DK by
the key distribution process, an encryption-decryption process is performed
as described in the following.

(3) Encryption-decryption process

10 () The sender A uses the encryption-decryption unit 213 within the
sender side apparatus 200 to encrypt data to be delivered P with the data
encryption-decryption key DK, and sends it to the receiver x by means of the
communication unit 213.
(i) The receiver x receives the encrypted delivered data P through the

15 communication unit 314 within the receiver side apparatus 300. Then, the
receiver x decrypts the data P with the data encryption-decryption key DK
using the encryption-decryption unit 312.
(1i1) The sender A changes the value of the common key Ka periodically
so as to change the data encryption-decryption key DK.

20 According to the above-described seventh embodiment of the
present invention also, the receiver can have respective common keys of a
plurality of senders in common with them, using a single piece of secret key.

Next, an eighth embodiment of the present invention will be
described.

25 The eighth embodiment of the present invention is similar to the

above-described sixth and seventh embodiments except that sending of the
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comuni cation unit 107. (1) The sender A generates random

integers r, r' by neans of the random nunber generator 201 within

t he sender side apparatus 200, and 10 stores themin the nenory 206.
Further, the sender A uses the power mul tiplier 203, the renainder
conputlng unit 204 and the arithnmetic unit 205 to calcul ate data
encryption key KA defined K[ errq]hé_]{e r]

nod[ err] eyfd@mbm@@daém&@nfrom tagepender tp the geceivginsgee K@y gA and
his own public ke% NA, and stores it in the nmenory 206. Then, for the
pur pose of haf ?%éﬂtheﬁﬂkW@WgKA in connDn mﬁth the receiver x, the
sender A uses the re er corrput 20 d the arithnetic
unit 205 to cal cul at F@S)élﬂetlhe presentregg %r‘ﬁn é?rtl 2 SEPATAkSS

the receiver x, satis

As[err]([er r{]hFEﬁeit ]of ak)of [tg? ,r?c(qi{msgpg} $qme subsets. Ne‘:{ 1161rsrel)d£ {«zlv

5 distribution data Kci (1 = i £ n, n: the number of the receivers) to the
receivers, the sender assigns communication channels to the above-described
subsets of the receivers respectively, and sends the key distribution data Kci
to the receivers through the communication unit 215 within the sender side
apparatus 200.

10 On the other hand, any receiver x receives the key distribution data
Kcx by the communication unit 314 within the receiver side apparatus 300
through the communication channel assigned to the subset to which he
belongs.

The embodiments of the present invention have been described

15 above.

Each of the above-described processes performed by the trusted
center side apparatus 100, the sender side apparatus 200, and the receiver
side apparatus 300 may be performed by a computer which executes
programs describing procedures for performing respective processes. Inthat

20 case, each program describing a procedure for performing a process may be
stored in a storing medium to be supplied to each computer.

As described above, according to the present invention, a receiver
can receive distribution of respective common keys of a plurality of senders,
using only one receiver secret key. |

25 Further, in some inventions disclosed herein, it is possible to have a

common key for data encryption and decryption in common among any

. e
e
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20 fromhis own secret key LA, the random nunber r' and the receiver
registration key [err] A), and sends it to the receiver by neans of the

comuni cation unit 207. Further, the sender A uses the power
mul tiplier 203, the renainder conputing unit 204 and the arithnetic
unit 205 within the sender side 25 apparatus 200 to cal cul ate receiver
key distribution data [err] defined by: [err]

- 14 - seridermnd seceiverpbblongikeio Aty sethef reaeistrers. nUfdosher, exvad if/fle 1 |
received fromthe trusted center, and broadcasts it to the receivers

by neans of t hember of the receivers is large, it is possible to realize common key
distribution using short broadcast communication data for distribution of a

common key.
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comuni cation unit 207. In the above process, the trusted
center perforns a part of the 5 processes for producing r[err]([err],

A)"and [err], for one thing, to keep [err] of the receiver x, the
recei ver secret key s[err]([err]) and the sender registration nunber tA
secret fromthe sender A so as to prevent inproprieties by the sender A
(i) The receiver x uses the power multiplier 301, the renainder
conmputing unit 302 and the arithnetic unit 303 within the receiver side
apparatus 30 0, calcul ate.the data encryption key Klerr] by the
expr essi on: Whet i ofl R fie! [err] fromthe key
distribution data z[err] received fromthe sender A, the receiver
registration key rlerr]([err], A), a[err] and the receiver secret key
slerr]([err] ). del i vex agbthodraf key distbiBution Ha8dngait ehcAAstidhalczefFHbn
public key N err] opened to the public, and

2 key of secure broadcast communication in common among a plurality of

senders and a plurality of receivers in a communication system
comprising apparatuses of said plurality of senders and apparatuses of
said plurality of receivers, wherein:

in an apparatus of a trusted center provided separately from
said senders and said receivers, first key information which is common

to said plurality of senders and is used for having a key in common

O 00 3 & Ot bk W

among said senders and said receivers, is produced and distributed to
10 prescribed receivers, while second key information which is used for a
11 key in common among said senders and said receivers is produced and
12  distributed to said senders;

13 in an apparatus of a sender, third key information, which is
14 used by said receivers together with said first key information to

15 calculate an encryption-decryption key used by the sender in question
16 in broadcast communication, is produced using the second key

17 information distributed from said trusted center and is sent to said

18 receivers who have the encryption-decryption key in common with said
19 sender; and

20 in an apparatus of a receiver, the encryption-decryption key
21 which is used for broadcast communication by the sender who

22  distributed said third key information is obtained using the first key

23 information distributed from said trusted center and the third key

24 information distributed from said sender. e

e e

cet Has Been Replaced

b

e

Hllllll I \II\I \\ \II\

10



15 stores it in the nenory 304. By the above-descri bed
process, the sender A and the receiver x can have the key Klerr] in
cormon. Simlarly, for any other sender and any ot her receiver, it
I's possible to have a key in comon. In that case, receiver key
distribution data z[err] broadcasted by each sender is the sane for each

receiver. 20 Further, in the above-described process, the
recei ver 3 réksei ves Ameethod of key ‘Wb ution }mmmtanp[rmrwtlanddedwph@meu ver
regi stration ke {[err] (,al er A) fromthe sender A. These f[terr

and rlerrf ([éfrerﬁ 0 saecwr& O@éf@ﬁswmwl%ﬁmm ARmER9R R prplurality of
sender regi stration n 1 A]d g ender A, anthlg kettsecret from
t he re &n\ggrs a PLYG# gyto r?(ﬁeewﬁg%ubp IR THBBGRYEESTS BB sender

regi stration Cfa%;pnsﬂiﬁ@ﬁraﬂfardthsQﬁCaPEE"xfstlé&ro\én@éxf,fdﬁﬂﬁatBQés bbgafpcei ver X

to deduce a
plurality of senders and apparatuses of said plurality of receivers,

5
6 comprising:

7 a first step, in the apparatus of the trusted center, of producing
8 receiver secret key sx of receiver x so as to correspond to a subset S’ of a
9 finite set S, and distributing the receiver secret key s« to said receiver x,
10 while producing sender registration key ta of a sender A;

11 a second step, in the apparatus of the sender A, of produéing
12 sender secret key ga of the sender A and calculating an encryption-

13 decryption key Ka from the sender secret key ga;

14 a third step, in cooperation between thé apparatus of the

15 trusted center and the apparatus of the sender A, of producing key

16 distribution data W by a function of at least the sender secret key ga and
17 the sender registration key ta, while producing receiver registration key
18 rx of the receiver x for the sender A by a function of at least the receiver
19 private key information sx and the sender registration key ta;

20 a fourth step, in the apparatus of the sender A, of sending the
21 receiver registration key rx to the receiver x and broadcasting the key
22  distribution data W to each receiver; and

23 a fifth step, in the apparatus of the receiver x, of calculating
24 the encryption-decryption key Ka from the receiver private key

25 information sx distributed from the trusted center and the key

26  distribution data W and the receiver registration key r« received from
27 the sender A, the encryption-decryption key Ka being to be used for

28 secure broadcast communication performed by the sender A;

* C L m S *

is Sheet Has Been Replaced

BT




encryption key Klerr] of another sender B fromthe key distri-bution data
[err] and the receiver registration key r[err]([err], A received

[romthe sender Aandkey | distribution data Loy pypiipEAlYy e

process w il be 5 descri bed. (3) Encryption-*deérybti'bn process
(i)’ The sender A uses the encryption-decryption unit 208 within the

sender sif2@ apparat uwlR&Riheagdeesgiver séarel kalytdl, thekepdimiriketiokAata W,

produced in the key distribution process. Then, the sender A sends a cig)her

10 text SE(Hphdrite raveiver registratien koy meanrofiuced inswebn selation tha

207 ver 31 (thd encr Db BSOSy WP T I A ot Yot 1 1
32 secret key sx, the key distribution data W, and the receiver registration

33 key r«, and other information opened to each receiver.

1 3. The method of key distribution according to Claim 2, wherein:
2 said second step is one in which, in the apparatus of the sender
3 A, variable information ra and ra’ for changing the encryption-
4 decryption key are produced, and the encryption-decryption key Ka is
5 calculated by a function of the variable information ra and ¢’ actihg on
6 the secret key ga, the variable information ra being for changing the
7 encryption-decryption key periodically, and the variable information ra’
8 Dbeing for changing the encryption-decryption key for every broadcast
9 content; and

10 said third step is one in which:

11 in the apparatus of the trusted center, data W’ is produced by a

12 function of the sender secret key ga and the sender registration key ta,
13  and sent to the sender A, while data ry’ is produced by a function of the
14 receiver secret key sx of the receiver x and the sender registration key ta,
15 and sent to the sender A; and

16 in the apparatus of the sender A, the key distribution data W is
17 produced by a function of the variable information ra acting on the data
18 W’, and the receiver registration key rx of the receiver x for the sender A
19 is produced by a function of the variable information ra’ acting on the

20 data r<.

1 4. A method of key distribution for having an encryption-
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si de apparatus 300 to receive the public key C, and uses the encryption-
decryption unit 307 to decrypt the public key C wth the comon key K[err]
stored in the nenory 304, so as to obtain the original data. 15

The above is the first enbodi nent of the present invention.

In the conventional technique, when a sender newy enters a key
distribution system it is necessary for the sender to produce [err] and
recei ver 2 decryptioetkkﬁpﬁsecilte{ broddcdsy donmpanficaindntio cehnogr amesg 20 a
receiver off I|jne, ot her hand, according to the key

di stri butiSon W?@ﬁi’d’ff Steﬁ’éiefﬁ adyd érPdBHfrlhﬁhPf recgjvery 1%&qur{§€§“¥16?t@nsender

2 LT FAGRERANS A P e, RO
SIS T At et e S N
obtai n new r eghpeisigecr et key.
7 a first step for distributing receiver secret key ox, sx(0x) to the
8 receiver x, in which, in the apparatus of the trusted center,
9 e, €Z (lsism)
10 are produced as a trusted center secret key;
11 t, €2
12 1is produced as a sender registration key of a sender A; o, ESkm ahd
13 | s,(0,)EZ
14 are produced (here, when o, o' ESkm for Skm:

15 S,, ={o|onetoone map o:4={,2,A,k}
—=B={1,2,A,m}, O<k<m}

16 it is expressed by the following expression:

17 o~co' go‘(A) =0'(4)

18 “~” being an equivalence relation on Sk, to lead to the following

19 expression:

20 S, =S8, /1~

21 ), a second step, in which, in an apparatus of the sender A, are
22 produced sender secret keys ga, Lia, and a finite Abelian group Ga

23  satisfying:

g,.€G0G,

24
L,=ordg, (&4

25 (here, T

26 orde, (&) [N IIIH IIIlI || IIIl

27 means a least positive integer a which satisfies:

e
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25 Further, the receiver registration key rlerr](ferrt—A

makes it possible to have a conmon key in common with recei
bel ongi ng to any set of ugmum&@‘\mi“m 6 -
receivers, for data encryption and decryption concer ni ! A en
when the nunber of receivers is large, it is not necessary to

correspondi ngly | engt hen the key distribution data [err] broadcasted
for distré2®bution of a & onhtmGkReys. 5 In the above

processes, it .is sible alternatively that the sender sends the
sender s et)’k%?‘fgﬁetsﬁ & SeCTek ey Garipontifo afIELe A KBRFST L he

30 a third step, in which, in the apparatus of the trusted center,

31 receiver registration data defined by the following expression:
k
32 Sy (Ux ’ A) = tAsx (O‘x)ze(rx(i)

33 is calculated from theitrﬁsted center secret key e, the sender

34 registration key ta, and the receiver secret key sx(0x), ox; and the

35 receiver registration data sx(ox, A) is sent to the sender A, while key
36 distribution data defined as:

37 Yu=84" €G,) (sism)

38 is calculated from the ga received from the sender A, the trusted center
39 secret key e, and the sender registration key ta; and the key

40 distribution data ya; is sent to the sender A;

41 a fourth step, in which, in the apparatus of the sender A,

42 integers r, r’ are produced; a receiver registration key rx(ox, A)

43 satisfying:

44 r(o,,A)s.(0,, ) =r"(modL),)

45 1is calculated from the receiver registration data s«(ox, A) received from
46 the trusted center, the sender secret key La, and the integer r’; and the
47 receiver registration key rx(ox, A) is sent to the receiver x; while key
48 distribution data defined as:

49 Zo=Y4 (EG,) (sism)

50 1is calculated from the key distribution data yai received from the

51 trusted center and the integer r; and the key distribution data za; is
52 broadcasted to each receiver; and |

53 a fifth step, in which, in an apparatus of the receiver x, an

54 encryption-decryption key Ka is calculated by:
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step of the preparation process, the trusted center generates the trusted
center secret key e[err], the sender regi stration key tA,__and the receiver

secret key s[err]([err) satisfying:

[err] and, in the step of the key dlstrlbutlon pr

center cal cul ates the receiver registration key sﬂmﬂﬂ l,mmlmuﬁgﬁ
[err] fromthe sender secret key LA, the trusted tenter sécret Key

s[err](q5@rr]) K, t..@ |Second &ibglli ment of the present

e[err], the sender 15 regi strEtEk¥on kj’y("xt'%f ~@&hd t he receiver secret key
I nvention wll be descri b&é

56 from the receiver registration key r«(ox, A) received from the sender, the
57 key distribution data zai, the receiver secret key ox; sx(ox) distributed
58 from the trusted center; the encryption-decryption key Ka being

59 generated by the sender A employing:

60 K,=g,” €G,)

61 to be used for broadcast communication.

1 5. A method of key distribution having an encryption-decryption
2 key of secure broadcast communication in common among a plurality of
3 senders and a plurality of receivers in a communication system
4 comprising an apparatus of a trusted center, apparatuses of said
5 plurality of senders and apparatuses of said plurality of receivers,
6 comprising:
7 a first step, in which, in the apparatus of the trusted center,
8 e, €Z (l<sism)
9 is produced as a trusted center secret key;

10 t,EZ

11  is produced as a sender registration key of a sender A; o, €S, and

12 s, (0)EZ

13 are produced as receiver secret keys of a receiver x;

14 (here, when o,0’€S, for a set defined as:

15 S, ={o|onetoone map o:4={,2,A, k}

—-B={,2,A,m}, O<k<m}

16 it is expressed by the following expression:
def

17 o~o' & g(d)=0'(4)

18 and, in that case, “~” becomes an equivalence relation on Skm, which
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In the second enbodi nent of the present invention, the receiver si de
portabl e apparatus 300 of the above first embodiment is provided-with a 20
power multiplier 3064, a renainder conmputing unit 3063, an arithnetic uni t
3061 and a menory 3062 as shown in Fig. 6. Further, theJuﬂ,

calculating the data encryption key KA in the receiver si Im”m,“"lo
of the above first enbodinent is partly perforned in tthe'reteiver

si de portHbl eleads to the following expression: - 17 -

appar at us_ 306. ~ Nanely, in the second enbodinent, (1) in the

step of t 22 preparati o prsé3s, the trusted center stores [err] and

the receiyger ecr e
It nd tt:he heeiver secret keys ox, sx(0x) are sent to the receiver x;

22 a second step, in which, in an apparatus of the sender A,
P,,Q,: prime numbers

L, =lcm(ord, (8 4), ord, (8.4))

g,€Z, 0<g, <N,

r,r'€Z, O0<r,r<L,

23

24 are produced as sender secret keys;

25 N, (=PQ,)

26 is produced as a sender public key; and the sender secret key ga is sent
27 to the trusted center; ‘

28 a fourth step, in which, in the apparatus of the trusted center,

29 receiver registration data defined as:
k
30 sx (Gx’ A) = tASx (ox)zeux(i)

31 is calculated from the trusted center secret key ei, the sender

32 registration key ta, and the receiver secret keys s«(0x), ox; and the

33 receiver registration data s«(ox, A) is sent to the sender A; while key
34 distribution data defined as:

35 yA,.=gA“‘imodNA (Isism)

36 is calculated from ga received from the sender A, the trusted center

37 secret key ej, and the sender registration key ta; and the key

38 distribution data yai is sent to the sender A;

39 a fifth step, in which, in the apparatus of the sender A, integers
40 r, r are produced; and a receiver registration key rx(ox, A) satisfying:
41 r.(o,, A)s (o,A)=r" (modL,)

42 is calculated from the receiver registration data s«(o«, A) received from

43 the trusted center, the sender secret key La, and the integer r’; and the

e
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s[err]([err]) in the receiver side portable apparatus 306 i]such as an | C

card (a smart 5 card)), and delivers themto the r$ﬂﬂmﬁ| “!ujluHm

Thén, (2) in the key distribution process, the recei o
key distribution data [err] stored in the nenory withi'n f recei’ver side
apparatus 300 to the receiver side portable apparatus 306. Next, wi thin the
recei ver side portable apparatus 306, the receiver x uses the power

mul tiplidd ]r@ceiv@@f‘r@géswatiw keyai(odeA) cosput toghenmete3e8X;twhialkay at e:
[err] from([err] the recelver secret key s[err]([err]), the key

di stri butPon ddéﬁrabﬁflépr‘]la%éeflﬁé as:  sender public key NA and outputs

t he cal cyl.ated result [err] q_err tg, the recei ver side apparatus
300. % Next , %ﬁs \)/@Axcbu§é§ "he power multiplier 301, the

remai nder47 is calculated from the key distribution data ya; received from the
48 trusted center and the integer r; and the key distribution data za; is
49 Dbroadcasted to each receiver; and
50 a sixth step, in which, in an apparatus of the receiver x, an

51 encryption-decryption key Ka is calculated by:

k (0, A)se (0)
52 K, = (HZAU,«)) mod X,
53 from the receiver registration key r«(ox, A) received from the sender, the
54 key distribution data za;, and the receiver secret keys oy, sx(ox)
55 distributed from the trusted center; the encryption-decryption key
56 being generated by the sender A using:
57 K, =g, modN,

58 to be used for broadcast communication.

6. The method of key distribution according to Claim 5, further
comprising:

a seventh step, in which, in said apparatus of the sender A,

W N =

said secret key La is generated and sent to the trusted center before the

(@4

apparatus of the trusted center performs the first step of generating the
trusted center secret key ei, the sender identification ta, and the
receiver secret key s«(ox);

wherein:

© o -1 o

in said first step, in the apparatus of the trusted center, the
10 trusted center information ei, the sender identification ta, and the

11  receiver secret key s«(ox) are produced from the sender secret key La

R
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computing unit 302 and the arithmetic unit 303 within the receiver side—
apparatus 300 to calculate the data encryption key KA. by:—""

[ert] fromJ[err]([err], A outputted to the recei m us
300, the receiver 20 regi stration key r[err]([err], S‘ ‘m@n‘ﬁ

menpry 304, and the sender public key NA, and st Sctiin'the nmenory
304. Thus, [err] and the receiver secret key s[err]([err])
are preveh? edrécaameddrom the senden putsdd satisfyde the receiver side portable
apparatus 306, so that these are prevented from bei ng stol en by

el ectronic duplicating or thedikdl<e25L,, (1si<m) The above is the second

enbodi men130f the present i r}v@i Be: <L
A ’ A A
s, (0,)EZ, 0<s,,, <Ly,

14 and,

15 in said fourth step, in the apparatus of the trusted center, the
16 receiver registration data sx(ox, A) is calculated from the sender secret
17 key La, the trusted center secret key ej, the sender registration key ta,

18 and the receiver secret key sx(ox) so as to satisfy:

19 s (o,.,A) =t,,sx(a,)2eax(,) mod LA .
1 7. The method of key distribution according to Claim 5, further
2 comprising:
3 an eighth step, in which, in the apparatus of the sender A, a
4 value of the integer r is changed; and a value of the encryption-
5 decryption key Ka is recalculated in accordance with the changed
6 integer r; while the key distribution data za; is recalculated in
7 accordance with the changed integer r and broadcasted to each receiver
8 again; and
9 a ninth step, in which, in the apparatus of the receiver x, the

10 encryption-decryption key Ka is recalculated in accordance with the key
11 distribution data za; broadcasted again.
1 8. The method of key distribution according to Claim 5, wherein:
2 in said fifth step, in the apparatus of the sender A, a value of
3 the integer r’ is generated in accordance with each piece of information
4 or each kind of information to be encrypted and broadcasted; and
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- 18 - Next, a third enbodi nent of’t—'he_—present i\%ntion

wi ||l be descri bed. The third enbodi m““mﬂ“‘“ nt
invention is different fromthe above-describ INIERD RS nt in
* [

that the value of r in the equation: err] 5
I s _changed periodically every short tine period, and z[err] obtained by

using the_ changed r is broadcasted periodically for update of the
dat a_encr 9pt iegiryption-deeryption Keks Keyarecalgnéafies: oy regpesld ve dafiumatige

appar at us .200 and in,.the . . r.ecei yer side apparatus,300. ]

Further . Bn (HSSPESETE SRSSRLIBPTEAKEn I gicoiRancs, With respegtig valges

H orioti L . . '

Soanarterstidt s ABELAG EBGA18dh dQorlERbe WirHEHR SHFORAARRIES: Rinds
receiver g refenfeembtN; avhile piecssLofifdcel Pedfsdi¥ iiatesd kalr. b oadcast data

or a set of broadcast data is
9 calculated in accordance with respective integers r’ generated in
10 accordance with respective said information or kinds of information on
11  which the receiver x is allowed to perform decryption, and the said
12 pieces of receiver registration key rx(ox, A) are sent to the receiver x; and
13 in said sixth step, in the apparatus of the receiver x,
14 encryption-decryption key Ka for said information or kinds of
15 information on which said receiver x is allowed to perform decrypﬁon

16 are calculated in accordance with respective pieces of receiver

17 registration key r«(sx, A) received.

9. The method of key distribution according to Claim 5, further
comprising:

a tenth step in which, in the apparatuses of the sender A and

oW N

the receiver x, possession of the receiver secret key sx(ox) by said

receiver x is authenticated according to a system by which the receiver

ot

secret key sx(0x) is made secret from the sender A, before the fifth step

for sending the receiver registration key rx(ox, A) from the sender A to

w 3 O

the receiver x.

10. The method of key distribution according to Claim 5, further
comprising:

an eleventh step in which, in the apparatus of the sender A, a

B W N

fee for information or a kind of information, which is encrypted with the

QU

encryption-decryption key Ka corresponding to the receiver registration
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characteristic to that broadcast data. To obtain another broadcast data or

errT((orr]. A) for 15 that broadast data or tnat RN IEA4AN

data. The above is the third enbodi ment of t‘he"préseht
i nvention. Next, a fourth enbodi nent of the present
i nvention will be descri bed. The fourth enbodi nent

is differént ¥eyom(cheAphaddbmesicaste) ificadtulared asearsouinting information

aut henticatlon of receivers is perfornmed so as to charg ecej vers

who have & cdiWhekWeK[@rA] sahf elsvepshiséep heang W&F&qrﬁ@e‘ba‘f}aﬂptfle% ti
sender

d w he k
The. Tour t I erB8u R IAmE A AoHF CLLAE {b EHEr B resiotratioh Kyng phostiles
are furt h@r ngJd ggﬁraa& A #4Pthd Hcdib§Paration process

1 11 A method of key distribution having an encryption-decryption
2  key of secure broadcast communication in common among a plurality of
3 senders and a plurality of receivers in a communication system
4 comprising apparatuses of said plurality of senders and apparatuses of
5 said plurality of receivers, comprising:
6 a first step, in which, in an apparatus of a trusted center.
7 provided separately from said apparatuses of senders and said receivers,
8 a secret key KO is generated and distributed to each sender and each
9 recelver;
10 a second step, in which, in an apparatus of a sender A, a sender
11 registration key BIDA is generated and sent to the receivers, while a
12 common key Ka'=F(KO, BIDA) is calculated from the secret key KO
13 distributed from the trusted center and the sender registration key
14 BIDA using a gi\.r-en one-way function F;
15 a third step, in which, in the apparatuses of the receivers, the
16 common key K4’ is calculated from the secret key KO distributed from
17 the trusted center and the sender registration key BIDA received from
18 the sender A using said one-way function F;
19 a fourth step, in which, in the apparatus of the sender A, an
20 integer r is produced and sent to the receivers; and
21 a fifth step, in which, in the apparatuses of the receivers, an
22 encryption-decryption key Ka is calculated by Ka=F'(r, K4’) from the
23 integer r received from the sender A and the common key Ka’ using a

——
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(1) The trusted center uses the arithmetic unit 105 WTthin t

- 19- center side apparatus 100 to produce a nu m“ the
receiver x in advance, and stores it in the recel ‘

apparatus 306 toget her with the receiver secret key s err]([err])
and delivers that apparatus. Further UDx is stored in the nenory
106, so as to correspond to [err]([err]). 5 (i) The sender A uses
t hedar it Enet i giveni fun2emnFt, ihe eteyptindedesiypsion key Bppaing galoadatedbby
produce his own nunber BIDA and _stores it in the nenor 206. The
sender A25enddepaylaroArpang KstRdr, er by neans of t%e

comuni cation unit 207.

1 12. A method of key distribution having an encryption-decryption

2 key of secure broadcast communication in common among a plurality of
3 senders and a plurality of receivers in a communication system

4 comprising apparatuses of said plurality of senders and apparatuses of

said plurality of receivers, comprising:

[

6 a first step, in which, in an apparatus of a trusted center
7 provided separately from said apparatuses of senders and said receivers,
8 a personal key s« for a receiver x is produced, and distributed to the
9 sender A and the receiver x;
10 a second step, in which, in an apparatus of the sender A, a

11 common key Ka is produced, and said common key Ka is owned in

12 common with the receiver x by cipher communication using the personal
13  key s« for the receiver x, which has been distributed from the trusted
14 center;

15 a third step, in which, in the apparatus of the sender A,

18 information r is produced and sent to the receiver x; and

17 a fourth step, in which, in each of the apparatuses of the

18 receiver x and the sender A, an encryption-decryption key DK is

19 calculated in accordance with an expression, DK=F(r, Ka).

13. The method of key distribution according to Claim 12, further
comprising:
a fifth step, in which, in the apparatus of the sender A, the

common key Ka is changed, and the changed common key Ka is owned in

ot s W N

common with the receiver x by cipher communication using the personal

e
—
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(i) The trusted center receives BIDA the nunber of-the-sender—A~ 10
using the comunication unit 107 within the trusted ce us
100; and stores it in the nmenory 106 so as to correspoamg ]ﬂg!‘ﬁaﬁﬁ&ﬂn
regi stration key tA (1v) The receiver x uses ent | cat4 on
unit 308 within the receiver si de apparatus 300 to produce
information for authentication fromthe 15 receiver secret key

[err] ([errg), kendx Senthe ireceiverhe asghder A (v) The sender A
confirms the information for authentication by neans

aut hentication unit 209XWR skem mhwhiendar eaghyef ébmpmaagtw of the sender

As the method ,of aythenticat ti onal |
aut hent i ¢ ?oﬁ"m‘??#haer“ﬁﬁ'@f’v%g'%?@e S ERARe R KPR, brrscelsiated

ffected I it
s B R R LB R R L e e R e ver
private

14. The method of key distribution according to Claim 12, further
comprising:

a seventh step, in which, in the apparatus of the sender A, the

W DN e

information r is changed, and the changed information r is informed to
the receivers; and

an eighth step, in which, in each of the apparatuses of the
sender A and the receivers, the encryption-decryption key DK is

recalculated by DK=F(r, Ka) in accordance with the changed

W 0 3 & ot

information r.

15. The method of key distribution according to Claim 12, further
comprising:

a ninth step, in which, in the apparatus of the sender A, key
information for the receiver x to calculate said encryption-decryption
key DK is sent through a given communication channel which is

different from a communication channel for broadcasting information

B TS R | T T SO R X R

encrypted with the encryption-decryption key DK.

16. A key distribution system for having an encryption-decryption
key used for secure broadcast communication in common among senders
and receivers, wherein:

said system comprises a trusted center apparatus, a plurality

Ot s W N -

of sender apparatuses, and a plurality of receiver apparatuses;
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key [err] itself. For exanple, authenti catJ/on/cn‘/
receiver x may be perforned as in the foll ow ng proces r\
to"a method enploying a signature using 25 the RSA al

inan article by, R L, Rivest, A Shamr, L. Adel t Hod~ for
ot ai ning Digital Signatures and Public Key

-20 - Cryptosystens”, Commun. of the ACM Vol. 21, No. 2, pp.

120- 126, $978). said(trjisted cameertappamdussomprisess the arithmetic unit
105 withip the trusted center side apparatus 100 to produce (y[err],
nferr]) sgtlsfyl ng: means for producing:

e, €Z (l<sism)
9 as a trusted center secret key;
10 t,EZ
11 as a sender registration key of a sender A; and o, €S,, and
12 s,(c)EZ
13  (here, when o,0'€S,, for a set Skn defined as:

Skm={a|orietoone map o:4={,2,A, k}

14
—=B={,2,A,m}, O<k<m}

15 it is expressed by the following expression:

16 o~o’ :f»o(A) =0'(A)

17  and, in that case, “~” becomes an equivalence relation on Sk, leading
18 to the following definition:

19 S =S/~

20 ); and for distributing the receiver secret keys ox, sx(0x) to said receiver

21 apparatus used by the receiver x;

22 means for calculating receiver registration data defined by:
k
23 s,(0,,A)=t,s, (a,)Zeax(,.)

24 from the trusted center secret key e, the sender registration key ta, and
25  the receiver secret keys sx(ox), Ox, and for sending the receiver

26 registration data sx(ox, A) to said sender apparatus used by the sender

27 A; and
28 means for calculating key distribution data defined by:
29 Yu=8." €G,) (sism)

30 from ga received from said sender apparatus used by the sender A, the

31 trusted center secret key e, and the sender registration key ts, and for
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-
[err] 5 for the receiver x, and deliver themto the Sender in advance.

Here, for a function [err] whi ch has been opened, Em“‘mred
as's'[err]= [err] ([err]([err])). (2) Therec Mﬂ“ﬂm

aut hentication unit 308 within the receiver si de appat attus "300

cal cul ate a hash value (h(w); O<h(W<n[err]) of broadcast dat a W
u3|ng a unidirectional hash function h as public key, and produces a_ 10

si gnat ur 82f orsen(lwg bhe they distribmtinn dapr gastopaid sender apparatus used by

sgn(h(V\)‘)3 ﬂ err%r“{mdn[err] using the private key s'[err], and
sends it 30 the'se by means of the communi cation unit 305
t oget her ,yv th a dat I The uses the
aut henti §§4{ ion unit asggg\%hpﬁlr r?%?}%‘gaé%sn 3?d by, éh%’) i%ndera‘IZL %Or%g?pggioo to
confirm ghat: means for producing selﬁﬁ'}(ﬁé@}‘% keys k,\, E(A,Win(in@(ﬂxﬁfé’] )

36 Abelian group Ga, satisfying:

37 8.€G,

Ly=ord; (84)
38 (here,
39 ord; (g )

40 means a least positive integer a satisfying:

41 g’ =1€EG,)

42 ), and for sending the sender secret key ga to said trusted center

43 apparatus;

44 means for producing integers r, r’, calculating receiver

45 registration key r«(ox, A) satisfying:

46 r.(o,, Ay (0, A) =r (modL,)

47 from the receiver registration data s«(ox, A) received from said trusted
48 center apparatus, the sender secret key La, and the integer r’; and for
49 sending the receiver registration key r<(ox, A) to said receiver apparatus
50 of the receiver x; and

51 means for calculating key distribution data defined as:

52 z,=y, EG,) (l=sism)

53 from the key distribution data yai received from said trusted center

54 apparatus, and the integer r; and for broadcasting the key distribution
55 data za; to said plurality of receiver apparatuses; and

56 said receiver apparatus of the receiver x comprises:

57 means for calculating encryption-decryption key Ka by the

58 following expression:

i e
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is satisfied.
the communi cation unit

send his own

After the authentication, the sender A uses |
207 within the sender side apparatus. 200-te—

[ nunmber BI DA and 20 U Dx, the nunber of t
th_e truste_d center. The trysted center &“f ﬁtg Eﬂé“

unit 105 within the trusted center side apparatus

t he receiver
[err]
59

60
61
62

W W =3 O Ot B WO b

e e el
W N - O

15

16
17
18
19
20
21

registration data [err]([err], A expressed by:

-k ’x(ox,A)sx(ax) - 21 -
K, =(HZA0',(1‘)) €G,),
{=a

said encryption-decryption key Ka being generated by said sender
apparatus of the sender A by the following expression:

K,= gA"l €G,).

17. A trusted center apparatus which supports distribution of an
encryption-decryption key from a sender apparatus to a receiver
apparatus, having said encryption-decryption key used in secure
broadcast communication in common among senders and receivers,
comprising:
means for producing:

e, €Z (lsism)
as a trusted center secret key;

t,EZ
as a sender registration key of a sender A; and, as receiver secret keys of
a receiver x, o0, €S,, and:

5.(0,)EZ

(here, when o,0'€S,, for a set Skm:

S, ={o|onetoone map o:A={,2,A, k}
—=B={,2,A,m}, O0<k<m}

it is expressed by the following expression:
def
o~o'eo(d)=0'(4),
with “~” being an equivalence relation on Skm, which lead to an

expression:
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fromthe sender registration key t[err] and the recei ver sech @m
g er

[err]([err]) correspondi ng to the sender nunber

nunber U D[ err] recei ved respectively, and sends |

The sender uses the remai nder conputing unit 204 and the 5 arlthrretlc
unit 205 within the sender side apparatus 200 to cal cul ate the

receiver registration key r[err]([err], A satisfying:

[err] 22 f raond fdredistrdiuting thgirsteizer dockaykdyry o, (dx6w4)]to s@idrreceiveed
fromthe trusted center, and sends it to the receiver by neans of the
conmuni ca2Bon apparapay usad bm)hetrh@ﬁwerme in the case that data to be

del i vered_bei ng encry ted comon ke t dat a
whi ch t hezgecel ver E%‘é?gﬁ or £3 cpﬁ%tlggnr&ézp)ver regisy ré‘t{%’aaﬁgglﬁll efin eg@sender
A charges the recei ver X by neans of the agcounting uni t 210.

25 Sy ax’A) =tASx(O-x)Zeax(i)

26 from the trusted center secret key e;, the sender registration key ta, and
27 the receiver secret keys sx(0x), 0x; and for sending the receiver

28 registration data s«<(ox, A) to said sender apparatus used by the sender

29 A; and
30 means for calculating key distribution data defined as:
31 yu=8.," €G,) (sism)

32 from ga received from said sender apparatus of the sender A, the trusted
33 center secret key ei, and the sender registration key ta; and for sending

34 the key distribution data ya; to said sender apparatus of the sender A.

1 18. A sender apparatus which distributes an encryption-decryption
2 key to a receiver apparatus being supported by a trusted center
3 apparatus, having said encryption-decryption key used in secure
4 broadcast communication in common among senders and receivers,
5 comprising:
6 means for producing sender secret key ga, La, and a finite
7  Abelian group Ga satisfying:
8 8.€G,
L,=ord; (g,)
9 (here,
10 ord; (8 )

11 means a least positive integer a satisfying:

12 g =1(€G,)
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The above is the fourth enbodi mrent of the present |nvent|on
Next, a fifth enbodi ment of the present invention wll mﬁ“‘ m “

The fifth enbodi ment of the present invention is an ext
copy key system described in the Description of Related A(ft to the system
shown in Fig. 1 which includes a plurality of senders, a plurality of

receivers and a trusted center. 20 Fi g. 7 shows a

confi gur a3 on);afndafér sendihgcthe eendéerise@ppdegtgistd 6@id trustedaeatdrng to the
fifth enbodi nent of the present invention. As shown in the figure,
the trustld cepparatgisge apparatus 100 conprises a random nunber

generator, 111, an arlthrret cC unit 112, menor and a communi cati on
unit 114.Y%Furt her, }éﬂd?/%)dé’*cé’bglﬂl 28T léélrﬂ:%f" 88 %ppar at us

Shown i n afﬁ“"rgé%*%t*taf‘h&ﬂ?s@% Qﬁ%erﬁ?.“%%(’épégfaf 15200 compri ses a random
nunber 17 r.(o,., A)s (0, A)=r (modL,)
18 from the receiver registration data sx(ox, A), the sender secret key La,
19 and the integer r, and for sending the receiver registration key r«<(ox, A)
20 to said receiver apparatus used by the receiver x;
21 means for calculating key distribution data defined as:
22 zy=y, EG,) (sism)
23 from key distribution data yai received from said trusted center
24 apparatus, and the integer r; and for broadcasting the key distribution
25 data zai to a plurality of said receiver apparatuses as objects of
26  broadcast communication; and

27 means for calculating an encryption-decryption key K4 used for

28 Dbroadcast communication, in accordance with:

29 K,=g, €G,).
1 19 A receiver apparatus which receives an encryption-decryption
2 key from a sender apparatus being supported by a trusted center
3 apparatus, having said encryption-decryption key used in secure
4 broadcast communication in common among senders and receivers,
5 comprising:
6 means for calculating the encryption-decryption key Ka used
7 for the broadcast communication by an expression:
P re (0, A)sy ()
8 K, = (Hzmx(,.)) €G))

9 from a receiver registration data r«(ox, A) and a key distribution data za;
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-22 - generator 211, an arithnetic unit 212, an ____
encryption-decryption unit 213, a menory 214, and a communi cation

unit 215. Further, Fig. 9 shows a configuration of ' [
apparatus 300 according to the fifth enbodi nment ofl!mufmnmnnuﬂ“ml
i nvention. As shown in the figure, the receiver 5 side*appartatds 300"

conprises an arithnetic unit 311, an encryption- decryption unit 312,
a nenory 813, racwdved doommnlicadnder dppirativ. used by a sender A, land Feefvasent
enbodi ment, firstly, the follow ng process is perfornmed as a

prepar ati bh peeensékeys Ox, sx(ak) recaipad dromnthe tmwsded center apparatus, the
12 encryption-decryption key Ka being generated by said sender apparatus

13 of the sender A using an expression:

14 K, = gA”’ €G,)-
1 20. A receiver apparatus which receives an encryption-decryption
2 key from a sender apparatus being supported by a trusted center
3 apparatus, having said encryption-decryption key used in secure
4 broadcast communication in common among senders and receivers,
5 comprising: |
6 a main apparatus and an auxiliary apparatus;
7 wherein:
8 said auxiliary apparatus comprises:
9 means for connection with said trusted center apparatus;
10 storing means for taking in and storing receiver secret keys
11  s«(ox), ox produced by said trusted center apparatus;
12 means for connection with said main apparatus, and
13 means for taking in key distribution data za received by said
14 main apparatus from said sender apparatus used by a sender A;
15 calculating:
k ENCA)
16 E.(0,,4)= (l;[z“xm) mod N,

17 from the key distribution data za; and the receiver secret keys ox, sx(0x)
18 stored in said storing means; and for outputting a result &(ox, A) of the
19 calculation to said main apparatus; and
20 said main apparatus comprises:

21 means for outputting the key distribution data zai received
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10 (i) The trusted center uses the random nunber—generator 1711
W thin the trusted center side apparatus 100 to gerl m rey
KO and stores it in the menory 113. Also, the trusltmnﬂ jmﬁmlm“

distributes it to senders and receivers. (ii)* ¢ The 8ender* A
uses the random nunber generator 211 within the 15 sender side apparatus
200 to generate sender registration key BIDA, and sends it to the

recei ver s22y frewansaod sehderappanatad obtheinend@1 8. to said auxiliary apparatus;
Thereafter, the following process is perfornmed as a key distribution
process. 23 an@Z) Key distribution process 20 (i) The sender A

Cal cul at c2h comon kEPH0S L RaCU LGt heeﬂscﬁ}??ﬁhesieecemfmn k&P GhaBitnd 1 ne
sender regg st B?&M&s‘%%n@ﬁx%mé‘ﬁbﬂ?u&&‘hh%@p‘%e?&% n!

26 K,=£(0,A) Y modN,

27 from a receiver registration key r«(ox, A) received from the sender

28 apparatus of the sender A, and E«(ox, A) output from the auxiliary

29 apparatus, the encryption-decryption key Ka being generated by said

30 sender apparatus of the sender A, using an expression:

31 K, =g,4"' €G-
1 21. An auxiliary apparatus used being connected with a trusted
2 center apparatus and a plurality of receiver apparatuses, in a
3 communication system comprising a plurality of sender apparatuses
4 which perform broadcast communication, said plurality of receiver
5 apparatuses, and said trusted center apparatus which supports
6 distribution of an encryption-decryption key of a sender apparatus used
7 1in secure broadcast communication to a receiver apparatus; said
8 auxiliary apparatus comprising:
9 means for connection with said trusted center apparatus;
10 storing means for taking in and storing receiver secret keys
11  s«(ox), o« for a receiver x, produced by said trusted center apparatus;
12 means for connection with said receiver apparatus used by the
13 receiver x; and
14 means for taking in key distribution data za; received by said
15 receiver apparatus used by the receiver x from said sender apparatus
16 used by the sender A; for calculatingi
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function F. (1) The receiver uses the arithnmetic unit 312 within
the receiver side 25 apparatus 300 to calculate the commn-—-key -Kﬁr*"Ff‘K —

BIDA) fromthe secret key KO distributed fromthe t
t he sender registration key w!ﬂ IT mi‘ "i
23 - Bl DA recei ved fromthe sender, using the one- U nons

(iii) The sender A uses the random nunber generator 211 within the
sender side apparatus 200 to producesa suitgd¥-e integer r and sends it to
t he 17ecei ver by neans &fo},8 clﬁi‘qgj(ipﬁtiomomMAt 215. Further, the
sender A =

18 from the key distribution data za; and the receiver secret keys ox, sx(ox)
19 stored in said storing means; and for outputting a calculation result

20  E«(ox, A) to said receiver apparatus of the receiver x.

1 22 A storing medium which stores a program for making an
2 information processing apparatus execute a process for supporting
3 distribution of an encryption-decryption key from sender apparatuses to
4 receiver apparatuses, having said encryption-decryption key used in
5 secure broadcast communication in common among senders and
6 receivers, wherein:
7 said program makes the information processing apparatus
8 execute:
9 a step of producing:
10 e, €Z (1sism)
11 as a trusted center secret key,
12 t,EZ
13 as a sender registration key of a sender A, and, as receiver secret keys of
14 areceiver x, o,E€S,, and:
15 s, (0,)EZ
16 (here, when o,0'€S,, for a set Sxm defined as:
17 w =10 |onetoone map o:4={,2,A,k}

—=B={,2,A,m}, O<k<m}

18 it is expressed by the following expression:

def
19 o~o' @ o(d)=0'(4),

20 with “~” becoming an equivalence relation on Sxm, leading to an

21 expression:

S

heet Has Been Replaced

T g




5 calculates a data encryption-decryption key DK=F (r, KA) fromthe
I nteger r and the conmmon key KA using a suitable function F', and
stdres it in the menory 214. (1v) The_reeetver—uses the

arithmetic unit 312 within the receiver side ap ] imu\‘mn“\e
calculate the data encryption-decryption key DK=F (r,j mﬂ“ i
integer r received fromthe sender A and the comon keys KA~ and® °

stores it24 n the nenory 314S,, =S, /~ After the distribution of the

data encryption-decryption key DK by the key distribution process, an
encrypti (%";D deks rapst P%élq&r%&ggitbeg@ﬁewcret keys gx,deay)itioeshidrrechiver

fol | ow 15 3 tion-decryption process (i) The
sgndg\rM 2 cr%?ér%élﬁauﬁgw\ég‘eg}'@P?Vé?Féé with the data _
encrypti gy decrypti on k&Y oPa i1 B8ine Fo BN0EY PLdiO1-98% YL Y £ 4813

k
26 s.(o,,4) =tASx(Ux)280,(i)

27 from the trusted center secret key e;, the sender registration key ta, and
28 the receiver secret keys s«(0x), ox; and of sending the receiver

29 registration data s«(0x, A) to said sender apparatus used by the sender

30 A;and
31 a step of calculating key distribution data ya: defined as:
32 V=8, €G) (lsism)

33 from ga received from said sender apparatus used by the sender A, the
34 trusted center secret key e;, and the sender registration key ta: and of
35 sending the key distribution data ya; to said sender apparatus used by

36 the sender A.

23. A storing medium which stores a program for making an
information processing apparatus execute a process in sender
apparatuses which distribute an encryption-decryption key to receiver
apparatuses, being supported by a trusted center apparatus, having

said encryption-decryption key used in secure broadcast communication

Y Ot B W DN

in common among senders and receivers, wherein:

-1

said program makes the information processing apparatus
8 execute:
9 a step of producing sender secret keys ga, La, and a finite

10 Abelian group Ga satisfying:
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wi thin the sender side apparatus 200, and sends it to the receiver x by

nmeans of the communication unit 215. 20 (i) The receiver
receives the encrypted delivered data P by the comuni cation unit 314
wi thin the receiver side apparatus 300, and decrypts it with the-data
encryption-decryption key DK using the encryption- H—yﬁt/on uni t
312 In the above-described fifth enbo |rrent m“sent
invention 25 also, a singgggece of secret key suff i\\gm ver
to have rdspective coirm)n bey( Pf a plurality of kn tonmnon
Wi th them

12  (here,

13 ordG‘(g )

14 means a least positive integer a satisfying:

15 g’ =1€EG,)

16 ), and of sending the sender secret key ga to said trusted center

17 apparatus;

18 a step of producing integers r, r’; calculating receiver

19 registration key r«(ox, A) satisfying:

20 r.(o,, A)s (0, A)=r(modL),)

21 and sending the receiver registration key r«(ox, A) to said receiver

22 apparatus used by the receiver x;

23 a step of calculating key distribution data defined as:

24 Z,=y, EG) (=ism)

25 from key distribution data ya; received from said key administration
26 apparatus, and the integer r; and broadcasting the key distribution data
27  zai to said plurality of receiver apparatuses as objects of broadcast

28 communication; and

29 a step of calculating an encryption-decryption key Ka used in
30 Dbroadcast communication, using:

31 K,=g, €G,).

24. A storing medium which stores a program for making an
information processing apparatus execute a process in receiver
apparatuses which receive an encryption-decryption key distributed

from sender apparatuses, being supported by a trusted center apparatus,

QU W D =

having said encryption-decryption key used in secure broadcast
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Next, a sixth enbodi nent of the present invention will be described.

In the sixth enbodi nent of the present invention, send
recei vers have a common key in commobn anong them throjmlm:’nﬂ‘“"””I,Il”"'
comuni cati on using respective keys of the recei *heo Lo s
Configurations of the whole system a trusted center si de appar at us

100, a sender side apparatus 200, and a receiver side apparatus 300
accor di ngét o cohempnéssHnén éntrodiment amoagsendeas ana tdueseers) whereabove-

described fifth enbodi pent of the _present invention. In the
present efbodi ment, Seké PROBFHW M@ kes dbesiafprmptionoprragsaingapparatus
preparati gn proceéeS (1) Preparation process (i) The
trusted cBnt &®G8¥S t he random number generator 111 within t he

trusted cgnter side LORY o b@lcﬁ%’tlﬁg i 89&'%’5?&?%%%&1%0{1%5}] KQf udd¥for

recei ver
10 broadcast communication, using an expression:

k rx(a A)Sx((f,)
11 K, = (HZAU,U)) €G,)

12 from a receiver registration key rx(ox, A) received from said sender

13 apparatus used by a sender A, key distribution data za;, and a receiver
14 secret key ox, sx(ox) distributed from the trusted center, the .

15 encryption-decryption key Ka being generated by said sender apparatus
16 used by the sender A, using:

17 K, =g, €G-
1 25 A key distribution system for having an encryption-decryption
2 key used for secure broadcast communication in common among senders
3 and receivers, wherein:
4 sald system comprises a trusted center apparatus, a plurality
5 of sender apparatuses, and a plurality of receiver apparatuses;
6 said trusted center apparatus comprises:
7 means for producing:
8 e €Z (l=sism)
9 asa t_rusted center secret key,
10 t,EZ
11 as a sender registration key of a sender A, and, as receiver secret keys of
12 areceiverx, 0,€S,, and
13 s.(0,)EZ
14 (here, when o,0'€S,, for a set Sxm defined as:

——

et Flas Been Replaced

BT




X, and delivers it to the receiver. Further, the truste

15 random nunber generator 111 to produce BI DA, the nu nm“mﬂmmg
, and distributes it to the sender A and the recelver . n

(ii) The sender A uses the random nunber generator 211 within the
sender side apparatus 200 to produce the common key Klerr].

Théreafter, the followi ng process is perforned as a key distribution 20
process (2) Key di st 8i,befd bmego ovessnap o: 44, 2,A , khe trusted
center udds the arithmetic unit 1z tjuAn he 0t<r,y§;,§ > center side
apparatus 100 to calculate a session ey K[”ge}r his to be used

In a session between the yeceiver x and the sender A and defined as
Klerr] F(§[er1F]ls expressed 'f]) u5| ng a suitable one-way function F. The
trusted nter cal cul ates m Bl DA, the nunber of the sender
A. and tHé receiver sec-ret sTgr(TA é’n(fg

18 with “~” becommg an equivalence relation on Skm, leading to the

19 following expression:

20 Sin = Sim /™~

21 ), and of distributing the receiver secret key ox, sx(0x) to said receiver
22 apparatus used by a receiver x;

23 means for calculating:
X
24 Sx (Gx ’ A) = tASX (01)2 e"x(i)

25 from the key distributor secret key ei, the sender registration key ta,
26 and the receiver secret keys s«(ox), 0x, and sending the receiver

27 registration data sx(ox, A) to said sender apparatus used by the sender

28 A; and
29 means for calculating key distribution data yas
30 yAl.=gA“qrnodNA (I=si<m)

31 from gareceived from the sender A, the trusted center secret key e, and
32 the sender registration key ta, and sending the key distribution data ya;
33 to said sender apparatus used by the sender A;

34 said sender apparatus used by the sender A comprises:

35 means for producing:
P, Q,: primenumbers

L,= lcm(ord& (84) ord, (84))
g.€Z, O<g,<N,
r,r'€Z, O0<r,r<L,

36

37 as sender secret keys of the sender A,
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- 25 -
uses the ari
to=cal cul ate
BI DA and hi s
it’in 5 t
enéryption-d
to encry$f t
key di Stéé bu
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57

58

59
60
61
62
63
64

stores it in the nenory 113. (i1) ——_The receiver x
thnmetic unit 312 within the receiver side appar at us 300
Klerr]=F(s[err], BIDA) fromthe nunber of

own secret key [err] using the one-way fum,,mmﬂﬂ“ﬂa”ﬁlm#r es
he nmenory 313. (rii) The sender A tises tthew 5 ' )
ecryption unit 213 within the sender side apparatus 200
he commn key KA G ELDhe session key Klerr] to obtain

E’a;s %nsgr?&e%' fﬁngizz]ke%rngf fcheengesn&greAl,(%%ddéesrfdiing%hieosnender secret
key ga to said trusted center apparatus;
means for generating r, r’, calculating receiver registration key
r«(ox, A) satisfying:
r.(o,, A)s (0, A) =r (modL,)
from receiver registration data s«(ox, A) received from the trusted center,
the sender secret key La, and the integer r’, and sending the receiver
registration key r«(ox, A) to said receiver apparatus used by the receiver
x; and
means for calculating key distribution data defined as:
z,=y, modN, (lsism)
from key distribution data yai received from the trusted center, and the
integer r, and broadcasting the key distribution data za: to said
plurality of receiver apparatuses as objects of broadcast
communication;
and,
said receiver apparatus used by the receiver x comprise:
means for calculating an encryption-decryption key K for

broadcast communication, using:

k £ (0, A)se(0y)
) mod N ,

K, = (Hz/wx(i)
(o

from the receiver registration key r«(ox, A) received from said sender
apparatus used by the sender A, the key distribution data zai, and the
receiver secret keys oOx, sx(0x) distributed from the trusted center, said
encryption-decryption key Ka being generated by said sender apparatus
used by the sender A, using:

K,=g,” modN,.

e e
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data Kc[err] to the receiver by neans of the conmunication unit 215.
Further, 10 the sender A uses the random nunber generator 211 to produce

a suitable integer r, and sends it to the receiver by nmeans of the
coffmuni cati on unit 215. In addition, the sender A uses the arithnetic
unit 212 to calculate a data encryption-decryption key DK=F (r,
Klerr]) fromthe integer r and the common key KA using a suitable
function F', and stores it in the nmenory 214. 15 (iv) The receiver x
receives the key distribution data Kc er 1]§U% omthe sender A, and
uses t he®ncryption-decryption Z‘B’ﬁé’r'%tu%{ LRSI he recei ver side

apparatus 300 10 dectuftybhe SRLIHOS DU YRR KES Gl 1l coligmon

session key KJerr]. celver X uses the arlt metic unit 302 to

cal cul ate theygat 3 RASAMBY bQ@eﬂ&éfé/RidlﬁE defly dtFeceiverkégcret drayt hed
decrypted 20 common key K[err] nd the received int eger r, using the
function F', tandted oerten produces thre tdveivemsacyeB@8y of a receiver, so as to
correspond to a subset consisting of two or more elements from a
70 suitable finite set Z, and distributes it the receiver. Further, the
trusted center produces identification information ta for a sender. The
sender produces an encryption-decryption key Ka from his own sender
secret key. Keeping the receiver secret key and the identification
information ta secret from the sender, the trusted center cooperatés
75  with the sender to produce data related to each element of the finite set
7 and the sender secret key, and data related to a subset corresponding
to the receiver secret key and related to the sender secret key, and
broadcasts these data. The receiver x calculates the encryption-

decryption key Ka from the received data and his own receiver secret

80 key.

—
—

——
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After the distribution of the data encryption-decryption key DK by
the key distribution process, an encryption-decryption process is perforned
as described in the following. 25 (3) Encryption-decryption process

(1) The sender A uses the encryption-decryption unit 203 within the

- 26 - sender side apparatus 203 A encrypt data P to be delivered
with the data encryption-decryption key DK, and sends it to the

recei ver x by nmeans of the comuni cation unit 205. (i) The
receiver x receives the encrypted delivered data P through the
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5 conmuni cation unit 305 within the receiver side apparatus 300. Then, the
receiver x uses the encryption-decryption unit 303 to decrypt the received

data P with the data encryption-decryption key DK The
sender A may change the value of the conmon key K[err] peri odical ly
so as to change the value of the data encyyption-decryption key 10 DK
periodically. According to the above-described sixth

enbodi mrent of the present i nvention al so, the receiver can have
respective common keys of a plurality of senders in comobn with them
by neans of single piece of secret key. Next, a seventh
enbodi nent of the present invention will be 15 described.

Simlarly to the above-descri bed sixth enbodiment, in the seventh
enbodi mrent of the present invention, senders and receivers have a comon

FIG. 2
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key in common anong them by ci pher communi cation using respective keys

of the receivers. 20 Configurations of the whole system a
trusted center side apparatus 100, a sender side apparatus 200, and a
recei ver side apparatus 300 according to the present enbodi ment are
simlar to those in the above- degorz bed fifth enbodi nent of the
present invention. In the present seventh enbodi nent, the
following process is 25 perforned as a preparati on process. (1)

Preparati on process
I

FIG. 3
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-27 - (1) The trusted center uses the random nunber generator

111 and the arithmetic unit 112 within the trusted center side
apparatus 100 to produce a private key [err] and public key p[err] of
the receiver x according to a suitable open key cryptographic system
E and sends s[err] to the receiver. Furghgr, the 5 trusted center
produces BI DA, a nunber of the sender A wusing the random nunber
generator 111, and delivers or sends it to the sender A and the
receiver X. (1) The sender A uses the random nunber generator 211
wi thin the sender side appar at 0 tqQ produce a common key Klerr],
and stores it in the 10 nenory 11415' . &
a4 I
|
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Thereafter, the follow ng process is performed as a key distribution
process. (2) Key distribution process - (i) The sender A uses
the encryption-decryption unit 213 within the sender side appar at us
200 to calculate a key distribution data Klerr]=E(p[err], Kerr]) 15 from
the receiver public key p[err] and the gppnmon key Klerr] enploying a

sui tabl e above-descri bed public key cipher system E. Then, the sender
A sends Kc[err] to the receiver x by means of the comrunication unit
215. (i) The receiver x uses the encryption-decryption unit 313
wi thin the recei ver side apparatus 300 to encrypt, with his own
private key [err] the key 20 distribution data Kc[err] received fromthe
sender A, and stores the encrypted common key Klerr] in the nenory
314. (rii) The sender A uses the random nunber generator 211

wi thin the sender side apparatus 200 to generate a suitable integer

r, and sends it to the

FIG. 6
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receiver x by nmeans of the comrunication unit 215. Further, the sender A
25 uses the arithnetic unit 212 to calculate the data

encryption-decryption key DK=F(r, Klerr]) fromthe integer r and the
common key KA using a suitable
- 28 - function F, and stores itgy@ the nenory 214. (1v)

The receiver x uses the arithnmetic unit 312 within the receiver side
apparatus 300 to calculate the data encryption-decryption key DK=F(r,
Klerr]) fromthe common key K and the integer r received fromthe
sender, using 5 the function F, anF:itjgei7it in the nenory 314.
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After the distribution of the data encryption-decryption key DK by

the key distribution process, an encryption-decryption process is perforned
as described in the foll ow ng. (3) Encryption-decryption process 10
(1) The sender A uses the encryption-decryption unit 213 within the
sender side apparatus 200 to encrypt datA7to be delivered P with the data
encryption-decryption key DK, and sends it to the receiver x by neans of

t he comuni cation unit 213. (1) The receiver x receives the
encrypted delivered data P through the 15 comunication unit 314 within
t he receiver side apparatus 300. Then, the recei ver x decrypts the
data P with the data encryption-decryption key DK using the
encryption-decryption unit 312. (rii) The sender A changes the
val ue of the conmmon key KA periodically

FIG. 9
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so as to change the data encryption-decryption key DK 20 TR OBEALh

According .t0 the above-described seventh enbodi nent of the pf&%ent
i nvention al so, the receiver can have respective conmon keys of a
plurality of senders in common with them using a single piece of secret

key. Next, an eighth enbodisent of the present invention

w il be described. 25 The ei ghth enbodi ment of the
present invention is simlar to the above-descri bed sixth and seventh
enbodi nents exQMETHOB ADDGYSTEM FOR DISTRIBUTING ENCRYPTION AND

-29 - key distribution data Kc[err] fromthe sender to the receiver
is nodified as DECRYPTION KEYS IN

SECURE BROADCAST COMMUNICATION

5 Background of the Invention
1. Field of the Invention

The present invention relates to a technique of distributing a key

~ for decryption in secure broadcast communication to restricted receivers.
2. Description of Related Art

10 Conventionally, as techniques of secure broadcast communication,
some systems have been proposed. ‘

For example, there is known a copied key method described in an
article, S.J. Kent: “Security Requirements and Protocols for a Broadcast
Scenario”, IEEE Trans. Commun., COM-29, 6, pp. 778 - 786 (1981).

15 This copied key method is a fundamental system for secure
broadcast communication, and is simple extension of the conventional one-
to-one individual cipher communication. Namely, in this method, copies of
one kind of key are distributed to a sender and a plurality of regular receivers.
The sender encrypts information by use of the distributed copy key and sends

20 the encrypted information. Each of the regular receivers uses the
distributed copy key to decrypt the encrypted information.

Further, there is known a technique of distributing a common key
using an individual key assigned for every receiver. For example, a system
of key distribution by multiplexing-demultiplexing of an information

25 sequence using the Chinese remainder theorem is described in an article, Lee,

Tokiwa, et al: “A Multi-Address Communication Using a Method of

-




described in the foll ow ng. . Nanely, in the present eighth

enbodi nent, the sender A separates the set of all of the receivers
into sone subsets. Next, in sending key 5 distribution data Kc[err] (1
<i [err] n, n: the nunber of the receivers) to the receivers, the
sender assigns comuni cation channels t@-the above-described Ssubset s

of the receivers respectively, and sendS the key distribution data Kc[err]
to the receivers through the comunication unit 215 within the sender side
appar at us 200.Multdplexing and Denmultirlexingh@9d8éh Sythposiym oeceiorgptian aadei ves
the key distribution data Kc[err] by the conmmuni catlon unit 314

wi thin the recafermationsecyprar at Atso3dlambo et al:t’ Hr@%rgnet agdegftuni cati on
channel assigned to the subset to which he el ongs

e arbod mentGomm nigatis Sbeiofl it Shont Nasea grstnlskas THRS.
FUNDAMENTALS, VOL. E77-A, No. 8 AUGUST 1994 describes such a

technique.

n

The system of multiplexing-demultiplexing an information
sequence by use of the Chinese remainder theorem performs the following
processes.

(1) Key generation process:

10 For receiversi (1 < i £ s), s integers g1, g2, ..., s ¢ = s) which
are relatively prime to one another are generated, and g; is ‘distributed in
advance to i-th receiver as secret key of that receiver i.

(2) Encryption process:

An information sequence of s items to be multiplexed is expressed

15 as Mj, Mg, ..., Ms. The sender calculates a multiplexed sentence F to be sent
by:

k
F= ZA,.G,.M‘. modG

and broadcasts it. Here, G, Gj, and A; are defined as follows:

k
G""Hgi
G =G/g;
A,G; =(modg;)

. 20 and A is the smallest integer which satisfies the above equations.
(3) Decryption process:
Using g, the receiver i demultiplexes M from F by the following

equation,




15 above. Each of the above-described processes perforned

by the trusted center side apparatus 100, the sender side apparatus
200, and the receiver si de apparatus 300 may be perforned by a
conput er whi ch executes prograns describing procedures for performng
respective processes. In that 20 casé- each program describing a
procedure for performng a process may be stored in a storing nedium
to be supplied to each conputer. As descri bed above,
according to the present i#yenfmedg;a receiver can receive

di stribution of rezgective common keys of a plurality of senders,
usi ng only one recdiens; Mige metonkmpn keg3o be distributedptorthraeceiver sonkghus,

i nventions disclosed herein, it is possible to have a _. common key for
dat a encr yptacesrdamg) taitkis\systiean the copsksy camdreydighgibuted in secret to the

restricted receivers only.

Next, the system described in the literature, Mambo et al: “A Secure

(41}

Broadcast Communication Method with Short Messages”, IEICE TRNS.
FUNDAMENTALS, VOL. E77-A, No. 8 AUGUST 1994 performs following
processes.

¢)) Key_ generation process:

10 A trusted center produces following information.

Secret key:

P=2p+1,Q =2g+1: prime number (p,q: prime number)
e, €Z,0<e, <L(lsism)

Public key:
gEZ,0<g<N
N =PQ

vi=g*“modN (lsism)

15 For 9€S  the center calculates s, that satisfies:

s, ze,m =1(modL)
and distributes it as secret key of a receiver Uo. Here, the set S is defined as
S={f]one to.one map f: A{1, 2, ..., k} — B={1, 2, ..., m}, m>k}.
- (2) Key distribution process:
20 A sender selects an integer r at random, and, in order to have a
common key K defined as:

K =g"modN




- 30 -

even if the

sender and receivers belonging to any set of receivers. Further,

nunber of the receivers is large, it is possible to realize

comon key distribution using short broadcast communi cation data for

(1]

10

20

distribution of a common key. - 31

-8

in common with restricted receivers, calculates z; that satisfies:
z;, =y, modN (Isism)
and broadcasts z; (1 < i £ m).

The receiver Uo uses the following equation:
k
K = (H Zoq)™® modN

to calculate the common key K.

Summary of the Invention

In the above-described conventional method of key distribution by
multiplexing using the Chinese remainder theorem, common key data for
respective receivers are arranged serially and transmitted. Thus, broadcast
data length becomes longer in proportion to the number of the receivers.
Accordingly, it is not suitable for communication for millions of receivers or
more, such as satellite broadcasting.

On the other hand, according to the system described in the above-
referred literature, Mambo et al: “A Secure Broadcast Communication
Method with Short Messages”, IEICE TRNS. FUNDAMENTALS, VOL. E77-
A, No. 8 AUGUST 1994, data for distributing the common key can be
shortened. In this system, however, it is not possible to have the key
commonly used among restricted receivers belonging to any set of receivers.

Further, in all systems, when there are a plurality of senders,
receivers must obtain the above-described user secret key for respective

senders, and manage them.

Thus, an object of the present invention is to provide a key




What is clained is: 1 1. A met hod of key distribution having an
encryption-decryption 2 key of secure broadcast comrunication in conmon
anong a plurality of 3 senders and a plurality of receivers in a

comuni cation system 4 conprising apparatuses of said plurality of
senders and apparatuses of 5 said pl-drality of receivers, wherein: 6

in an apparatus of a trusted center provided separately from 7 said
senders and said receivers, first key information which is common 8 to
sai d plural i tepmhos &egte fromrdplutalisest denidebaby g anskeflonly oneseaet k8y. akong
sai d senders and said receivers, is produced and distributed to 10
prescribed r daetheerobjectiis ke nsdaoitholssipld tHarr imsudna ey alistributsadsfstemaa 11
key in conmon anong said senders and said receivers is produced and 12

di stributed tconsaon kegrfordata dd@yption can be ¢ammonhppanad oalybmongarmer
third key information, which is 14 used by said receivers together with
sai d first keendef andanysetbbreckiverspdnditasleoraen broadepst datadiec dygitibatingey
used by the sender in question 16 in broadcast conmunication, is produced
usi ng t he 5secooamken kdy7evamwhenehe orumbet of teaeivdrs axenagged trusted center
and is sent to said 18 receivers who have the encryption-decryption key
in common with sai d Tdattagenheabownobje2, the present inverdipmprvidesus of a
receiver, the encryption-decryption key 21 which is used for broadcast
conmmuni cat i ormpth: lepyrdistriblon 2aving sn enbrypsibrsdéectyptiondieyenf seerinsr mat i on
is obtained using the first key 23 information distributed fromsaid
trust ed cent é:yrogg@psﬁ' [fempuRi¢akionp commonly used among a plurality of senders and a

plurality of receivers in a communication system comprising apparatuses of
10  said plurality of senders and apparatuses of said plurality of receivers,
wherein:
in an apparatus of a trusted center provided separately from said
senders and said receivers, first key information, which is common to said
plurality of senders and is used for a key commonly used among said senders
15 and said receivers, is produced and distributed to prescribed receivers, while
second key information which is used for a key commonly used among said
senders and said receivers is produced and distributed to said senders;
in apparatuses of said senders, third key information, which is used
by said receivers together with said first key information to calculate an
20 encryption-decryption key used by the sender in question in broadcast
communicatibn, is produced using the second key information distributed
from said trusted center and is sent to said receivers who have a key in
- common with said sender; and
In an apparatus of a receiver, the encryption-decryption key which
25  is used for broadcast communication by the sender who distributed said third

key information is obtained using the first key information distributed from __,

AT




24 information distributed fromsaid sender.
- 32 - 1 2. A net hod of key distribution having an
éncryption-decryption 2 key of secure broadcast conmunication in comobn
anong a plurality of 3 senders and a plurality of receivers in a
comruni cation system 4 conprising a-apparatus of a trusted center,
apparatuses of said 5 plurality of senders and apparatuses of said
plurality of receivers, 6 conprising: 7 a first step, in the
appar at us of sad trustdectntented thethjrddeydhfogmatidon dmedbutad fenrstidkey
s[err] of receiver x so as to correspond to a subset S of a 9 finite
set S, and di semddyuti ng the receiver secret key [err] to said receiver X,
According to the present method of key distribution, it is sufficient
for each receiver to have only the first key information distributed from the
5 trusted center as a user secret key. When an encryption-decryption key of a
new sender is to be obtained, it is not necessary to receive distribution of new
user secret key.
In detail, the present invention provides a method of key
distribution, in which an encryption-decryption key for secure broadcast
10 communication performed by said sender is distributed to receivers, in a
communication system comprising apparatuses of a plurality of senders and
apparatuses of a plurality of receivers, and an apparatus of a trusted center,
comprising:
a step, in which, in the apparatus of the trusted center,

e€Z (lsism)

15
are produced as trusted center secret key,
L, EZ
is produced as sender registration key of a sender A, and, as receiver secret
key, %= €S and
20 Se (Gx ) €Z
o,0'ES

are produced (here, when ks for a set Skm defined as:

S, ={c|lonetoone map o:4={,2,A,k}
—=B={,2,A,m}, O<k<m}

it is expressed as:

def
o~0o' '« 0(Ad)=0'(A4)

B e ]

Kt Sifes
8Oy




10 whil e producing sender registration key tA of a sender A, 11
a second step, in the apparatus of the sender A, of producing 12 sender
Secret key g[err] of the sender A and cal cul ating an encryption- 13
decryption key KA fromthe sender secret key g[err]; 14 athird
step, in cooperation between the appar-@&-us of the 15 trusted center and
the apparatus of the sender A, of producing key 16 distribution data W
by a function of at |east the sender secret key g[err] and 17 the sender
regi stration with A’ betithimgranmdguivadericeaelation o€ Sist leatdirantkey expiddsion err |
of the receiver x for the sender A by a function of at |east the receiver
19 private key informationSg|es,]/=nd the sender registration key tA, 20
a fourth step, in the apparatus of the sender A of sending the 21
recei ver regiktandttherekayer pemret kewot, le(cremmei distributeddoltheadesiset g t he key
22 distribution data Wto each receiver; and 23 a fifth step,
in the apparatus of aRlten ésearhich, in thefapprratiisdf thg adet e
encry-ption-decryption key KA fromthe receiver private key

5 sender secret key ga, La, and a finite Abelian group G4 satisfying:

g,€GA
L, =ordg, (&4)

are produced (here,
ord; (g )

means the least positive integer a satisfying:

10 g* =1€G,)
), and the sender secret key ga is sent to said trusted center;
a step, in which, in the apparatus of the trusted center, receiver

registration data:
k
sx (ax ’ A) = tAsx (ax)z ea,(i)

15  is calculated from the trusted center secret key e;, the sender registration key
ts, and the receiver secret key sx(ox), 0x, and the receiver registration data
s«(0x, A) is sent to the sender A, and key distribution data:

Yi=8," (€G,) (sism)
is calculated from ga received from the sender A, the trusted center secret key
20 e, the sender registration key ta, and this key distribution data ya; is sent to
. the sender A;
a step, in which, in the apparatus of the sender A, random integers r,
r’ are produced, receiver registration key r«(cy, A) satisfying:

rx (017 A)Sx (ox’ A) = r' (mOdLA)




25 information [err] distributed fromthe trusted center and the key 26
distribution data Wand the receiver registration key r[err] received from
27 the sender A, the encryption-decryption key KA being to be used for 28
secure broadcast comruni cation perfor rT@d by the sender A

_ = - 33 - 29

wherein said receiver secret key s[err], the key distribution data W 30
and the receive egistration key r[err] are produced in such a relation
that 31 thaSé&a Piﬁf@ﬂﬁpfééélﬁfﬁﬁqlﬁﬁ regjstratien dabd sder iAagceivedxom gaxdecei ver

32 secret key S[errl, t he keal di stribution data W and. the rec%i ver
regi st rat i orfrusted center, the sender secret key La, and the random integer r; the

receiver registration key r«(os, A) is sent to the receiver X; and key
distribution data defined as:

th‘:ym‘r €G,) (sism)

N

is calculated from the key distribution data ya; received from said trusted
center, and the random intege} r, and the key distribution data z,; is
broadcasted to each receiver; and

a step, in which, in the apparatus of the receiver x, an encryption-

10  decryption key K. used for broadcast communication is calculated using:

k Ty (arl A)-‘: (0,)
K= (HZAO,(A')) EG,)

from the receiver registration key r«(ox, A) received from the sender, the key
distribution data zai, and the receiver secret key ox, sx(0x), with the
encryption-decryption key Kai being produced by the sender A, using:

15 K,=g,” €G,)

According to this method of key distribution, it is not necessary for
the receivers to own private keys which are different for respective senders.
Further, in secure broadcast communication, even when the number of
receivers is large, the length of the key distribution data can be made short.

20 Further, in the present method of key distribution, the receiver secret key is
made secret from the senders and the sender secret key is more reliably made
- secret from the receivers since the sender registration key is owned only by
the trusted center in secret. Accordingly, security against impropriety is

improved.

25




33 key r[err], and other information opened to each receiver. 1 3.

The met hod of key distribution according to Claim?2, wherein: 2

said second step is one in which, in the apparatus of the sender 3 A,
variable information r[err] and r[err]' for changing the encryption- 4
decryption key are produced, and the eﬂCryption-decryption key KAis 5

cal cul ated by a function of the variable information r[err] and r[err]’
acting on 6 the secret key glerr], the variable information rA being for
changing the 7 encryption-deBrigfiDeserirtipnpéthedlresings and the variabl e
information r[err]' 8 being for changing the encryption-decryption key for
every broadcast 9 Kignildatz blapkldiggram showing a apefigunationsefepkes one in

whi ch: 11 . .. . in the apparatus of the trusted center, data W is
produced by distributignaysteghaesording tocaniembodiment plcthegiresent myantipa; sender
registration key tA 13 and sent to the sender A while data r[err]' is
produced by a functlfign2ds atleck diagrameshawingex enfigaptioned g trustedicenter
receiver x and the sender registration key tA, 15 and sent to the sender
A, and 16 side appargtys@georsing ta e firsb pmbedimentiaf the pregentkimyeatisny i but i on
data Wis 17 produced hy a function of the variaple information rA acting
on the data 18 W Fignd it Reblpek diagram shewinga repfigaation ra sander sida ver x

for the sender A 19 is produced by a function Pf the varjable information
rA acting APPazatusmcey grtpe‘flp]ﬁr_st embodiment of the present invention;

Fig. 4 is a block diagram showing a configuration a receiver side
apparatus according to the first embodiment of the present invention;
10 Fig. 5 is a view showing information flow caused by key distribution
process in the first embodiment of the present invention; .
Fig. 6 is a block diagram showing a configuration of a receiver side
apparatus according to a second embodiment of the present invention;
Fig. 7 is a block diagram showing a configuration of a trusted center
15 side apparatus according to a fifth embodiment of the present invention;
Fig. 8 is a block diagram showing a configuration of a sender side
apparatus according to the fifth embodiment of the present invention; and
Fig. 9 is a block diagram showing a configuration of a receiver side

apparatus according to the fifth embodiment of the present invention.

20
Detailed Description
In the following, there will be described a key distribution system
- according to an embodiment of the present invention.
Firstly, the first embodiment will be described.
25 Fig. 1 shows a configuration of a key distribution system according

to the present embodiment of the invention.
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1 4. A nmet hod of key distribution for having an encryption-

34 - 2 decryption key of secure broadcast communi cation in comon
among a 3 plurality of senders and a plurality of receivers in a
comuni cati on 4 system conpri sing an apparatus of a trusted center,
appar atuses of said 5 plurality of* Yender s and apparatuses of said
plurality of receivers, 6 conprising:. 7 a first step for
di stributing receiver secret key [err] [err] to the 8 receiver ﬁ’ in
which, in the appar&ushe¥niindhe figuredhedresant system comprises a truste
[err]

center side apparatus 100, sender side apparatuses 200, and receiver side
apparatuses 300. These apparatuses are connected to one another via

communication lines 400. The trusted center side apparatus 100 is the one

5 and only apparatus used by the trusted center organization in the system,
while the system has a plurality of sender side apparatuses 200 and a
plurality of receiver side apparatuses 300.

Fig. 2 shows a configuration of the trusted center side apparatus
100.
10 As shown in the figure, the trusted center side apparatus 100

comprises a random number generator 101, a prime numbe;' generator 102, a

power multiplier 103, a remainder computing unit 104, an arithmetic unit

105, a memory 106, and a communication unit 107. The trusted center side

apparatus 100 is connected to receiver side portable apparatuses 306 which
15 are delivered to receivers off line.

Fig. 3 shows a configuration of the sender side apparatus 200.

As shown in the figure, the sender side apparatus 200 comprises a
random number generator 201, a prime number generator 202, a power
multiplier 203, a remainder computing unit 204, an arithmetic unit 205, a

20 memory 206, a communication unit 207, an encryption-decryption unit 208,
an authentication unit 209, and an accounting unit 210.

Fig. 4 shows a configuration of the receiver side apparatus 300.

- As shown in the figure, the receiver side apparatus 300 comprises a
power multiplier 301, a remainder computing unit 302, an arithmetic unit
25 3083, a memory 304, a communication unit 305, a receiver side portable

apparatus 306 which has been delivered off line from the trusted center, an

o




10 are produced as a trusted center secret key; 11

[err] 12 is produced as a sender registration key of a sender A, [err]
[err][err] and 13 [err] 14 are produced (here, when
[err], a ES[err]for S[err]: 15 S[err] ={o one to one
map [err]: A={1, 2, [err] , k} -11-

-B={1,2,[err],nt, O<k<n} 16 it is expressed by the foll ow ng expression:
17 [err] 18 "~" being an equival ence relation on Sk[err], to lead to
t he fol | owi nencrgptiexdeesmition ugid 307, and an authenticatjoarugit 308. ), a

second step, in which, in an apparatus of the sender A are 22 pr oduced
sender secret keys gineth follojwing]threegrocesses vl bbalesembed.duep, GA 23
sati sfying: ) _ . '
preparation process, a key distribution process, and an encryption-decryption
process.
5 First, the preparation process will be described.
(1) Preparation process
@) A sender A uses the random number generator 201, the prime
number generator 202, the power multiplier 203, the remainder computing
unit 204 and the arithmetic unit 205 within the sender side apparatus 200, to
10  produce the following keys, and makes only public key open to the public.

Secret key:
P,,Q,: prime numbers
L, =lem(ord, (g,),0rd, (8.4))
g.€Z, O0<g, <N,
r,rez, O<r,r<L,

Public key:
N, (=FQ,)

15 The secret key is stored in the memory 206. Further, pieces of the
secret key ga, La are sent to the trusted center by means of the
communication unit 207.

(ii) The reliable trusted center uses the arithmetic unit 105 within the
trusted center side apparatus 100 to generate the following information.

20 Trusted center secret key:

- . e€Z (Isism)
Sender registration key for the sender A:
t,€Z, O<t, <L,

Receiver secret key for a receiver x:




24 L[err] 25 (here, 26 [err]
27 nmeans a | east positive integer a which satisfies:
- 35 - 28 glerr]-1 ([err]) 29 ), and the sender

secret key g[err] is sent to the trusted center; 30 a third
step, in which, in the apparatus of thd2trusted center, 31 receiver
regi stration data defined by the foll ow ng expression:

s (0 )EZ, O0<t,<L,
All these are stored in the memory 106 together with ox.

Here, for a set:

S ={0|onetoone map o:4={1,2,A k}
=»B={L,2,A,m}, O<k<m}

(91}

when 0,0’€ Sk, it is assumed that:

def
o~ 0 e 0(A4) = 0'(4)

Here, “~” becomes an equivalence relation on Skm, and
S =S I~
Further, the trusted center takes the receiver secr& key sy(oy) from
10  the memory 106, stores it in the receiver side portable apparatus 306
together with ox, and delivers that apparatus to the receiver x off line. Of
course, it may be delivered to the receiver in another way.
Next, the key distribution process will be described.
(2) Key distribution process
15 Fig. 5 shows information flow among the trusted center, senders
and receivers in the present key distribution process.
(1) The trusted center uses the remainder computing unit 104 and the
arithmetic unit 105 within the trusted center side apparatus 100 to calculate

receiver registration key sx(ox, A) defined as:
k
sx (0: ’ A) = tAsx (ox)2 ea,(i) mod LA

from La received from the sender A, trusted center secret key ej, Ok, receiver
secret key sx(0x) and the sender registration key ta, and sends it to the sender

A using the communication unit 107.

i
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32 [err] 33 is calculated fromthe trusted center
secret key e[err], the sender 34 registration key tA, and the receiver
Secret key Slerr](Jerr]), [err]; and the 35 receiver regi stration data
[err]([err], A) is sent to the sender A while key 36 distribution data
defined as: 37 ¥8rr] =[err] J[err]) (1 si sm 38is
calculated fromthe g[err] received fromthe sender A the trusted center
39 secret key e[err], and the sender registration key tA; and the key 40
di stribution data Wuthés, the tmested centebaisae the power 4dultiplier 103, thed fourth
step, in which, in the apparatus of the sender A, 42 integers r, r' are
produced; arewestdesrcompusng anitot0kend thearjthfretic ynif)l083o cakaflatef yi ng: 44
[err] 45 is calculated fromthe receiver registration data [err]([err],
A) recei ved senden keyedisttibutionsiatal yarofithe sender dender secret key LA, and the
integer r'; and the 47 recei vermregi stration key r[err]([err], A) is sent
to the receiver x; while key=4" modatrifutiisom) dat a defined as:

5 from gareceived from the sender A, sender public key Ny of the sender A, and
trusted center public key e;, and sends it to the sender A by means of the
communication unit 107.

(ii) The sender A generates random integers r, ¥’ by means of the
random number generator 201 within the sender side apparatus 200, and
10  stores them in the memory 206. Further, the sender A uses the power
multiplier 203, the remainder computing unit 204 and the arithmetic unit
205 to calculate data encryption key Ka defined by:
K,=g,” modN,
from these random integers r, ¥, his own secret key ga and his own public key
15  Na, and stores it in the memory 206. Then, for the purpose of having the
key Kiin common with the receiver x, the sender A uses the remainder
computing unit 204 and the arithmetic unit 205 to calculate receiver
registration key rx(ox, A) of the receiver x, satisfying:
rx(ax’ A)sx (Gx’A) & r’ (mOdLA)
20  from his own secret key La, the random number r’ and the receiver
registration key sx(ox, A), and sends it to the receiver By means of the
communication unit 207.

- Further, the sender A uses the power multiplier 203, the remainder

computing unit 204 and the arithmetic unit 205 within the sender side

N
91}

apparatus 200 to calculate receiver key distribution data za; defined by:

z,=y, modN, (lsism)




49 Z[err] = Y[err]" ([err] (1si sm 50 is calcul ated
fromthe key distribution data y[err] received fromthe 51 trusted center
and the integer r; and the key distribution data Z[err] is 52 broadcasted

to each receiver; and 53 a fifth step, in which, in an
apparatus of the receiver x, an 54 end4yption-decryption key KA is
cal cul at ed by: - 36 - 55

[err] 56 fromthe receiver registration key rferr]([err], A) received
fromthe sendfom hiscows publicdseydV stthe rahdom mambe? | and] y . réeivetfrbmethe
secret key a[err], [err]([err]) distributed
trusted center, and broadcasts it to the receivers by means of the
communication unit 207.
In the above process, the trusted center performs a part of the
5 processes for producing r«(ox, A) and z,;, for one thing, to keep o of the
receiver X, the receiver secret key s«(0x) and the sender registration number ty
secret from the sender A so as to prevent improprieties by the sender A.
(iii) The receiver x uses the power multiplier 301, the remainder

computing unit 302 and the arithmetic unit 303 within the receiver side

10  apparatus 300 to calculate the data encryption key Ka by the expression:

k ’x(ar' A)‘x (0‘)
) modN

K, = (HZAo,m
from the key distribution data z4; received from the sender A, the receiver
registration key r«(0x, A), 0x and the receiver secret key sx(ox) delivered from
the trusted center and the sender public key Na opened to the public, and

15  stores it in the memory 304.

By the above-described process, the sender A and the receiver x can
have the key Ka in common. Similarly, for any other sender and any other
receiver, it is possible to have a key in common. In that case, receiver key
distribution data zai broadcasted by each sender is the same for each receiver.

20 Further, in the above-described process, the receiver x receives the
key distribution data za; and the receiver registration key r«(ox, A) from the
= sender A. These za; and r«(ox, A) have been produced under the effect of the
sender registration number ta of the sender A, and ta is kept secret from the
receiver. Thus, owing to the use of the above-described sender registration

25 number ty, it becomes very difficult for the receiver x to deduce adata....... ..o,

[
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58 fromthe trusted center; the encryption-decryption key KA being 59

generated by the sender A enploying: 60 . Klerr]= [err]
([err]) 61 to be used for broadcast communicati on. 1 5. A et hod

of key distribution having an encryption-decryption 2 Kkey of secure
broadcast communication in conmon anondda plurality of 3 ~senders and a
plurality of receivers in a comunication system 4 conprising an
apparatus of a trusted center, apparatuses of said 5 plurality of senders
and appar at usryption die¢t 104 of ahothyr eéndaCBifstrh $he key disvibutsd@ata 7 and
a first step, in which, in the apparatus of the trusted center, 8
e; EZ (1si stherecgiver segistrchtivadkasr.od A)staivarftoar tikesamierkeynd key
distribution data zg; broadcasted by the sender B.
In the following, the encryption-decryption process will be
5 described.
(3) Encryption-decryption process
) The sender A uses the encryption-decryption unit 208 within the
sender side apparatus 200 to encrypt data P with the common key Ka
produced in the key distribution process. Then, the sender A sends a cipher
10 text C=E(Ka: P) to a receiver by means of the communication unit 207.
(i1) The receiver uses the communication unit 305 within the receiver
side apparatus 300 to receive the public key-C, and uses the encryption-
decryption unit 307 to decrypt the public key C with the common key K
stored in the memory 304, so as to obtain the original data.
15 The above is the first embodiment of the present invention.

In the conventional technique, when a sender newly enters a key
distribution system, it is necessary for the sender to produce o« and receiver
secret key sx(0x) by himself and to deliver them to a receiver off line. On the
other hand, according to the key distribution system of the first embodiment,

20 it suffices for a sender who newly enters the system to produce the sender
secret key Pa, Qa, La, ga and the sender public key Na. Further, receiver
secret key owned by a receiver is same for all the senders. Thus, when a
- receiver wishes to receive data from a new sender, it is not necessary to

obtain new receiver secret key.

25 Further, the receiver registration key r.«(ox, A) makes it possible to




10 t[err] [err]Z 11 is produced as a sender

regi stration key of a sender A; a[err], [err]S[err] and 12
sferr]([err])[err]Z 13 are produced as receiver secret keys of a
receiver x; 14 (here, when a, [err] for a set defined as: 15

Slerr],, = {[err] one to one nap ['e}&']: A={1, 2, [err],k}
B={1,2,[err],n, Ok<n} 16 it is expressed by the follow ng expression:
17 [err]- [err] (A =TJerr]'(A 18 and, in that case,
"~" beconmes aRcEifbiy #Meder &irfbiion aad dRlcefption Wiining them only. Even

S when the number of receivers is large, it is not necessary to correspondingly
lengthen the key distribution data zai broadcasted for distribution of a
common keys.

5 In the above processes, it is possible alternatively that the sender
sends the sender secret key La to the trusted center in advance, and in the
step of the preparation process, the trusted center generates the trusted
center secret key e;, the sender registration key ta, and the receiver secret key
8x(0x) satisfying:

e, €Z, O<e <L, (Isism)
t,€Z, O0<t <L,
10 5. (0,)EZ, O<s,,, <L,

and, in the step of the key distribution process, the trusted center calculates

the receiver registration key sx(ox, A) by:
k
s,(0,,4)=ts, (ox)2 €, modlA

from the sender secret key La, the trusted center secret key e;, the sender
15 registration key ta and the receiver secret key s«<(ox).

Next, a second embodiment of the present invention will be
described.

In the second embodiment of the present invention, the receiver
side portable apparatus 300 of the above first embodiment is provided with a

- 20 power multiplier 3064, a remainder computing unit 3063, an arithmetic unit

3061 and a memory 3062 as shown in Fig. 6. Further, the process of
calculating the data encryption key Ka in the receiver side apparatus 300 of

the above first embodiment is partly performed in the receiver side portable. . _




19 leads to the follow ng expression: 20 [err] 21 ); and
the receiver secret keys [err], [err]([err]) are sent to the receiver x; 22
‘a second step, in which, in an apparatus of the sender A,
Plerr] Qerr]: prinme nunbers 23 LA
=lcm(ord[err]([err]),ord[err]([err]))i7- 24 are produced as sender secret
keys; 25 NA ( PAQA) 26 is produced as a sender public
key; and the sender secret key g[err] is sent 27 to the trusted center;
28 apparhbus 806.step, in which, in the apparatus of the trusted
center, 29 receiver registration data defined as: 30
[err] 31 is cal cNeatedy, ifr the debend ensiodiment)t (@) irs tlos steplafithei , t he sender
32 registration key tA and the receiver secret keys s[err]([err]), [err];
and the 33 preperaton pegiess,tiiei tonstedtcenkear stpfédscoy dnd e reresmrtsetrettidey
sender A; while key 34 di stribution data defined as:

sx(0x) in the receiver side portable apparatus 306 (such as an IC card (a smart

5 card)), and delivers them to the receiver x.
Then, (2) in the key distribution process, the receiver X outputs the

key distribution data zai stored in the memory within the receiver side

apparatus 300 to the receiver side portable apparatus 306. Next, within the

receiver side portable apparatus 3086, the receiver x uses the power multiplier

10 3064 and the remainder computing unit 3063 to calculate:

k 5e(0,)
0 =([rwn)  mod¥,
from ox, the receiver secret key s«(ox), the key distribution data za; and the
sender public key Na, and outputs the calculated result E(ox, A) to the
receiver side apparatus 300.

15 Next, the receiver x uses the power multiplier 301, the remainder
computing unit 302 and the arithmetic unit 303 within the receiver side
apparatus 300 to calculate the data encryption key Ka by:

K,=§.(0,, A" modN,
from E«(ox, A) outputted to the receiver side apparatus 300, the receiver

20 registration key r«(ox, A) stored in the memory 304, and the sender public key
N4, and stores it in the memory 304.

“ Thus, ox and the receiver secret key s«(0x) are prevented from being
outputted outside the receiver side portable apparatus 306, so that these are

prevented from being stolen by electronic duplicating or the like.

25




35 [err] 36 is calculated fromg[err] received fromthe
sender A, the trusted center 37 secret key e[err], and the sender
fegistration key tA;, and the key 38 distribution data y[err]i is sent to

t he sender A; 39 a fifth step, in which, in the apparatus of the
sender A, integers 40 r, r' are produd8d; and a receiver regi stration key
rferr]([err]x, A) satisfying: 41 [err] 42 is calcul ated

fromthe receiver registration data [err]([err],, A received from43 the

trusted center, theNeet)dethifPemdbdiRynt-dF thapdeded® ihWRUS will bedeGctibéd.
- 38 - 44 receiver registration key [err] A) is sent to the receiver Xx;

while key 45  di sThe thitrd @mlshalit et bf Higdlpasentfhvention is different from thker r]
47 is calculated fromthe key distributi on data y[err]i received fromthe
above-described first embodiment in that the value of r in the equation:
K, =g mod N

is changed periodically every short time period, and za; obtained by using the

%]

changed r is broadcasted periodically for update of the data encryption-
decryption key Ka calculated in the sender side apparatus 200 and in the
receiver side apparatus 300.
Further, in the present embodiment, the value of r’ is made to be
10  characteristic to sending data so as to identify data broadcasted by a sender.
Namely, a registration key r«(ox, A) which the receiver x received from a
sender to decrypt certain broadcast data or a set of broadcast data is
characteristic to that broadcast data. To obtain another broadcast data or
another set of broadcast data, the receiver x must receive another r«(os, A) for
15  that broadcast data or that set of broadcast data.
The above is the third embodiment of the present invention.
Next, a fourth embodiment of the present invention will be
described.
The fourth embodiment is different from the above-described first
20  embodiment in that authentication of receivers is performed so as to charge
receivers who have a common key Ka in common for fee-charging data P
encrypted with the key K. and sent by a sender.
= Namely, in the fourth embodiment of the present invention,
following processes are further performed.
25 (1) Preparation process

(i) The trusted center uses the arithmetic unit 105 w1th1n the trusted




48 trusted center and the integer r; and the key distribution data Z[err]i

Is 49 broadcasted to each receiver; and 50 a sixth step, in
whi ch, in an apparatus of the receiver x, an 51 encryption-decryption key
KA is calculated by: 52 [err] 53 fromthe receiver

registration key r[err]([err], A) recelded fromthe sender, the 54 key

distribution data Z[err], and the recei ver secret keys a[err] s[err](err])
buted fromthe trusted center; the encryption- decryption key 56

55 distri
bei ng gener
be used for

a(f)e‘?l‘iiexbyldE Q%g%%‘ma%r lc();bt {I:!ﬁ#?ﬂucé ?a r%umber UID‘{ for the receivé¥¥ In 58

roadcast he net hod of key

di stributi Ona&%ﬁﬁdém sﬁcﬂ'egl@irmké reéctiveR8lde Fort&HIBRY ﬁg%?@ﬁzs 306 together

seventh step, in which, 1n said apparatus of the sen

key L[err] i ﬁlﬁeﬂﬁrﬁhﬁ%@g&éﬁﬁéy LRol)hEn& rd!éﬁﬁr@fé (HaRapha PR € Fulithe®

apparatus of the trusted center perforns the

n

10

20

UlIDx is stored in the memory 106, so as to correspond to s«<(0x).

(i1) The sender A uses the arithmetic unit 205 within the sender side
apparatus 200 to produce his own number BIDA, and stores it in the memory
206. The sender A sends BIDA to the trusted center by means of the
communication unit 207.

(iii) The trusted center receives BIDA, the number of the sender 4,
using the communication unit 107 within the trusted center side apparatus
100, and stores it in the memory 106 so as te correspond to the sender
registration key ta.

(iv) The receiver x uses the authentication unit 308 within the receiver
side apparatus 300 to produce information for authentication from the
receiver secret key s«<(0x), and sends it to the sender A.

(v) The sender A confirms the information for authentication by means
of the authentication unit 209 within the sender side apparatus 200.

As the method of authentication, any conventionally-known
authentication method may be employed in which authentication is not
effected as long as the receiver does not know sx(ox). However, it is
necessary for the sender to be prevented from knowiﬁg the receiver private
key s«(ox) itself.

For example, authentication of the receiver x may be performed as
in the following processes according to a method employing a signature using

the RSA algorithm (described in an article by, R. L, Rivest, A. Shamir, L.

a

first step of generating the

to

sai d secret

Adelman: “A Method for Obtaining Digital Signatures and Public Key

e
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6 trusted center secret key e[err], the sender identification tA and the
7 receiver secret key s[err](aferr]); 8 wherein: 9 in said

first step,

in the apparatus of the trusted center, the 10 trusted center

information e[err], the sender identification tA and the 11 receiver
secret key s[err](a[err]) are produced20romthe sender secret key LA

- 39 - 12

10

20

received fromthe sender so as to satisfy: 13
Cryptosystems”, Commun. of the ACM, Vol. 21, No. 2, pp. 120-126, 1978).
(1) The trusted center uses the arithmetic unit 105 within the trusted

center side apparatus 100 to produce (ys, n.) satisfying:
5.y, =1 (mod lem(p, -1,q, -1)
n.=pgq,. (p.,q,:prime numbers)

for the receiver x, and deliver them to the sender in advance. Here, for a
function x which has been opened, s« is defined as s'«= 7T (s«(ox)).
(2) The receiver x uses the authentication unit 308 within the receiver
side apparatus 300 to calculate a hash value (h(w); 0<h(W)<n.) of broadcast
data ‘W using a unidirectional hash function h as public key, and produces a
signature for h(W) by the following expression:
sgn, (h(W)) = A(¥)* modn,
using the private key s's, and sends it to the sender by means of the
communication unit 305 together with a data sending request.
(3) The sender uses the authentication unit 209 within the sender side
apparatus 200 to confirm that:
sgn, (R¥))" = h(¥) (modn,)
is satisfied.
After the authentication, the sender A uses the communication unit
207 within the sender side apparatus 200 to send his own number BIDA and
UIDx, the number of the receiver x, to the trusted center.
The trusted center uses the arithmetic unit 105 within the trusted
center side apparatus 100 to calculate the receiver registration data sy(ox, A)

expressed by:

k
5. (0,,A4)=t,s, (0',)2 €, y-mod LA




14 and, 15 in said fourth step, in the apparatus of the trusted
center, the 16 receiver registration data Serr](derr], A is calculated
fromthe sender secret 17 Kkey LA the trusted center secret key e[err],

the sender registration key tA, 18 and the receiver secret key

Sferr](qerr]) so as to satisfy: 19 -21- [err] 1 7.
The met hod of key distribution according to Claimb5, further 2
conprising: 3 an eighth step, in which, in the apparatus of the

sender A, a 4 fromlithe sehdehecgistretion keyi to aridhthpertceived secres kg sefoxt he
encryption- 5 decr yé)_t ion key KAis recalculated in accordance w th the
changed 6 i rsoeeggpondingniol thetdeader pumbarBINA and thatrgceirpr nymbher JHXK at ed
in 7 accordance with the changed integer r and broadcasted to each
recei ver 8 agateivedmespectively, and sendgiihththa senderd.whi ch, in the apparatus
of the receiver x, the 10 encryption-decryption key KA is recalculated in
accordance with the KEye sender uses the remainder computing unit 204 and the
5 arithmetic unit 205 within the sender side apparatus 200 to calculate the
receiver registration key r(ox, A) satisfying:
r(o,, A)s (o, d)=r (modL))

from the receiver registration key s«(0x, A) received from the trusted center,

and sends it to the receiver by means of the communication unit 207. At

10 that time, in the case that data to be delivered being encrypted with the
common key Ka (namely, the data which the receiver requ.eéted to the sender)
is chargeable, the sender A charges the receiver x by means of the accounting
unit 210.

The above is the fourth embodiment of the present invention.
15 Next, a fifth embodiment of the present invention will be described.
The fifth embodiment of the present invention is an extension of the
copy key system described in the Description of Related Art to the system
shown in Fig. 1 which includes a plurality of senders, a plurality of receivers
and a trusted center.

20 Fig. 7 shows a configuration of a trusted center side apparatus 100
according to the fifth embodiment of the present invention. As shown in the
figure, the trusted center side apparatus 100 comprises a random number

. generator 111, an arithmetic unit 112, a memory 113, and a communication
unit 114. Further, Fig. 8 shows a configuration of a sender side apparatus

25 200 according to the fifth embodiment of the present invention. Asshownin

the figure, the sender side apparatus 200 comprises a random number




11 distribution data ZAi broadcasted agai n. 1 8. The net hod of
key distribution according to Claimb5, wherein: 2 in said fifth
step, in the apparatus of the sender A, a value of 3 the integer r' is
generated in accordance with each piece of information 4 or each kind of
information to be encrypted and broadca2 ed and
-40 - 5 encryption-decryption keys Klerr] are cal culated for respective
information 6 or respective kinds of information in accordance with
respective vagemgsator 211, tdreatithigee unit YE2)emadentyptiondeorygaipeunitt3id e
information or kinds 8 of information; while pieces of receiver
regi strati on mewmarjedld] @pdra ¢omAunicatioDunit! 218, atfodther, &Gg0? dhowe awi t h
respective integers r' generated in 10 accordance with respective said
i nf or mati on ocorfigwtatioh dfraf ecerver sidecappatratusBO® hcdordingetwethedfiftk i s al | owned
to performdecryption, and the said _
embodiment of the present invention. As shown in the figure, the receiver
5 side apparatus 300 comprises an arithmetic unit 311, an encryption-
decryption unit 312, a memory 313, and a communication unit 314.
In the present embodiment, firstly, the following process is
performed as a preparation process.
(1) Preparation process
10 @) The trusted center uses the random number generator 111 within
the trusted center side apparatus 100 to generate a secret key KO and stores
it in the memory 113. Also, the trusted center distributes it to senders and
receivers.
(i1) The sender A uses the random number generator 211 within the
15 sender side apparatus 200 to generate sender registration key BIDA, and
sends it to the receivers by means of the communication unit 215.
Thereafter, the following process is performed as a key distribution
process.
(2) Key distribution process
20 @) The sender A uses the arithmetic unit 212 within the sender side
apparatus 200 to calculate a common key KA'=F(K0, BIDA) from the secret
key KO and the sender registration key BIDA, using a suitable one-way
- function F.
(i) The receiver uses the arithmetic unit 312 within the receiver side

25 apparatus 300 to calculate the common key KA'=F(K0, BIDA) from the secret

key KO distributed from the trusted center and the sender registration key—-
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12 pieces of receiver registration key r[err](aferr], A are sent to the
receiver x; and 13 In said sixth step, in the apparatus of the
receiver x, 14 encryption-decryption key KA for said information or kinds
of 15 information on which said recei \éir x is allowed to perform
decryption 16 are calculated in accorgance with respective pieces of
receiver 17 registration key r[err](S[err], A received. 1 o9 The
met hod of key distribution according to Caim5, further 2 conprising: 3
a tenth st epBlRAndceived fromhtheasendentusing thé ohbevaefmtion BAnd 4 t he
receiver x, possession of the receiver secret key S[err]([err]) by said 5
recei ver x i $iijut heAthecsenddr acusasdihegandom symibemgenerdtioc (2 1l hveithbcdiever 6
secret key s[err]([err]) is made secret fromthe sender A before the fifth
step 7 for seemdergpidéapperatiusd00rtogirotined acnitable ifteged ¢ aadrdepda)t fortdwe t he
sender A to 8 the receiver x. 1 10. The met hod of key distribution
accordi ng t oré&leaven by, mieansioéithe commprnisatign udit 215. Furthegnthe sendat A st ep
in which, in the apparatus of the sender A, a 4 fee for information or a
ki nd of i#&f ocaktlases awlsitalencsyrinon-decran tiontteyt BE=S" @n &A)frowrthd dnteger iron
key KA corresponding to the receiver registration o
and the common key KA using a suitable function F’, and stores it in the
memory 214.
(iv) The receiver uses the arithmetic unit 312 within the receiver side
apparatus 300 to calculate the data encryption-decryption key DE=F'(r, KA)
10 from the integer r received from the sender A and the common key K4, and
stores it in the memory 314.
After the distribution of the data encryption-decryption key DK by
the key distribution process, an encryption-decryption process is performed
as described in the following.
15 (3) Encryption-decryption process
@ The sender A encrypts data P to be delivered with the data
encryption-decryption key DK using the encryption-decryption unit 213
within the sender side apparatus 200, and sends it to the receiver x by means
of the communication unit 215.
20 () The receiver receives the encrypted delivered data P by the
communication unit 314 within the receiver side apparatus 300, and decrypts
it with the data encryption-decryption key DK using the encryption-
- decryption unit 312.
In the above-described fifth embodiment of the present invention

25 also, a single piece of secret key suffices for a receiver to have respective

common keys of a plurality of senders in common with them.r_____

i ]




- 41 - 6 key r[err](af[err], A and broadcasted, is calcul ated as
accounting information 7 for the receiver A said eleventh step being
performed when the fifth 8 step is perfornmed for sending the receiver
registration key r[err]([err], A from 9 the sender Ato the receiver x.
1 11. A nethod of key distribution-#aving an encryption-decryption 2
key of secure broadcast communication in comon anong a plurality of 3
senders and a plurality of receivers in a comunication system 4
conpri si ng appar at us&&exof a skith epibodainiehy oDfhespreder Sirped tidppailbd/d@sridkd. 5
said plurality of receivers, conprising: 6 a first step, in
whi ch, in an appar at ins thé sixthramsbeimeantoéthe presenowmetadice pandésland r om
sai d apparatuses_of senders and said receivers, 8 a secret key Klerr] is
gener at ed andrafesters baved commantkeydntemmon aesmty tHem/ doreugkriphet0
a second step, in which, in an apparatus of a sender A a sender 11
regi strati on ¢temoRniyatien yeng respectaredkaysndf the retmvemscei vers, while a 12
common key KA =F(KO, BIDA) is calculated fromthe secret key KO 13
di stributdd from t heConfigtrationmoftheambloletsysteemdetruseed senteriside dgparatus
100, a sender side apparatus 200, and a receiver side apparatus 300
according to the present embodiment are similar to those in the above-
described fifth embodiment of the present invention.
In the present embodiment, the following process is performed as a
10 preparation process.
(1) Preparation process
@) The trusted center uses the random number generator 111 within
the trusted center side apparatus 100 to produce secret key s« of the receiver
X, and delivers it to the receiver. Further, the trusted center uses the
15 random number generator 111 to produce BIDA, the number of the sender A,
and distributes it to the sender A and the receiver x.
(ii) The sender A uses the random number generator 211 within the
sender side apparatus 200 to produce the common key Ka.
Thereafter, the following process is performed as a key distribution
20 process.
(2) Key distribution process
)] The trusted center uses the arithmetic unit 112 within the trusted
- center side apparatus 100 to calculate a session key Kax, which is to be used

in a session between the receiver x and the sender A and defined as Kax=F(sx,

25 Ku) using a suitable one-way function F. The trusted center calculates Kax




14 BIDA using a given one-way function F, 15 athird step, in
whi ch, in the apparatuses of the receivers, the 16 comon key KA is

calculated fromthe secret key KO distributed from 17 the trusted center
and the sender registration key BIDA received from 18 the sender A using

said one-way function F;, 19 -2§-fourth step, in which, in the
apparatus of the sender A; an 20 integer r is produced and sent to the
receivers; and 21 a fifth step, in which, in the apparatuses of

t he recei ver sstans #2in hecnmygptargri-ldecr ypti on key KA is cal cul ated by
KA=F (r, Klerr]') fromthe 23 integer r received fromthe sender A and the
common key KA(iusi ngThe receiver x uses the arithmetic unit 312 within the receiver side
- R - 42 -
apparatus 300 to calculate Kau=F(sx, BIDA) from the number of the sender A

BIDA and his own secret key s« using the one-way function F, and stores it in

the memory 313.

(1]

(iii) The sender A uses the encryption-decryption unit 213 within the
sender side apparatus 200 to encrypt the common key Ka with the session
key Kax to obtain key distribution data Kcx, and sends the key distribution
data Kcx to the receiver by means of the communication unit 215. Further,

10  the sender A uses the random number generator 211 to produce a suitable
integer r, and sends it to the receiver by means of the communication unit
215. In addition, the sender A uses the arithmetic unit 212 to calculate a
data encryption-decryption key DK=F'(r, Ka) from the integer r and the
common key Ka using a suitable function F’, and stores it in the memory 214.

15  (iv) The receiver x receives the key distribution data Kcx from the
sender A, and uses the encryption-decryption apparatus 303 within the
receiver side apparatus 300 to decrypt the key distribution data Kc. with the
session key Kax. Then, the receiver x uses the arithmetic unit 302 to
calculate the data encryption-decryption key DK=F'(r, K.) from the decrypted

20 common key Ka and the received integer r, using the function F’, and stores it
in the memory 303.
After the distribution of the data encryption-decryption key DK by
- the key distribution process, an encryption-decryption process is performed

as described in the following,

25  (3) Encryption-decryption process

@) The sender A uses the encryption-decryption unit-203-wit
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24 given function F', the encryption-decryption key KA being cal cul ated by
25 the sender A using KA=F (r, KA). 1 12. A net hod of key

di stribution having an encryption-decryption 2 key of secure broadcast
comuni cation in comon anong a plurality of 3 senders and a plurality of
receivers in a comunication system 4-28onprising apparatuses of said
plurality of senders and apparatuses of 5 said plurality of receivers,
conprising: 6 a first step, in which, in an apparatus of a

trusted cent eender pidevdiRGas@PRO@ tEENcryp o dataPdodiepdelitarsd svich thedder s and
said receivers, 8 a personal key s[err|] for a receiver x is produced, and

distributed tenctfitiordecyidivn keaDK, ahd gedideiiy & the rek@iver x by meana of¢hond
step, in which, in an apparatus of the sender A, a 11 comon key Klerr] is
produced, ancogghdnixanishukie\208A is owned in 12 conmon with the receiver x
by ci pher comruni cation using the personal 13 key s[err] for the receiver
X, which has (igen diBhe réusiwet £ raseivdsehe remstygrted 4eliverddedatalB through the a
third step, in which, in the apparatus of the sender A 16 information r
is producéd awchmenicationt imeit305ewithin the pavdive? side apparatua 306ur Thest & in
which, in each of the apparatuses of the 18 receiver x and the sender A,
an encrypt i orredeigeyptuses the gnbBiyptonidecryption uatied03 to decnypitdhe eeasivdd an
expression, DK=F(r, KA).

data P with the data encryption-decryption key DK.

The sender A may change the value of the common key Ki
periodically so as to change the value of the data encryption-decryption key

10 DK periodically.

According to the above-described sixth embodiment of the present
invention also, the receiver can have respective common keys of a plurality of
senders in common with them, by means of single piece of secret key.

Next, a seventh embodiment of the present invention will be

15 described.

Similarly to the above-described sixth embodiment, in the seventh
embodiment of the present invention, senders and receivers have a common
key in common among them by cipher communication using respective keys
of the receivers.

20 Configurations of the whole system, a trusted center side apparatus
100, a sender side apparatus 200, and a receiver side apparatus 300
according to the present embodiment are similar to those in the above-
- described fifth embodiment of the present invention.

In the present seventh embodiment, the following process is

25 performed as a preparation process.

(1) Preparation process

S A g A 7 sl et 2 ‘




1 13. The net hod of key distribution according to Claim112, further 2
conprising: 3 a fifth step, in which, in the apparatus of the
sender A, the 4 common key KA is changed, and the changed common key KA is
owned in 5 conmmon with the receiver x by cipher conmmuni cation using the
per sonal -27- - 43 - 6 key s[err]
for the receiver x; and 7 a sixth step, in which, in each of the
apparatuses of the sender 8 A and the receiver x, the
encrypti on- de@y ypt i oThk¢yuddkd icentezanles tharesddn hymbk-g¢nerakoy) 11Inand the
accordance wth the changed common key Klerr]. 1 14. The net hod of
key di stributamthmetiontingl2 evithiaithe tPystéd cémier sitle appauaites GO to produce a
private key sx and public key px of the receiver x according to a suitable open
key cryptographic system E and sends s« to the receiver. Further, the
5 trusted center produces BIDA, a number of the sender A, using the random
number generator 111, and delivers or sends it to the sender A and the
receiver X.
(i1) The sender A uses the random number generator 211 within the
sender side apparatus 200 to produce a common key Ka, and stores it in the
10 memory 114.
Thereafter, the following process is performed as a key distribution process.
(2) Key distribution process
1) The sender A uses the encryption-decryption unit 213 within the
sender side apparatus 200 to calculate a key distribution data Kc,=E(px, Ka)
15 from the receiver public key px and the common key Ka employing a suitable
above-described public key cipher system E. Then, the sender A sends Kcx to
the receiver x by means of the communication unit 215.
(i1) The receiver x uses the encryption-decryption unit 313 within the
receiver side apparatus 300 to encrypt, with his own private key sy, the key
20 distribution data Kcx received from the sender A, and stores the encrypted
common key Ki in the memory 314.
(ii1) The sender A uses the random number generator 211 within the
- sender side apparatus 200 to generate a suitable integer r, and sends it to the

receiver X by means of the communication unit 215. Further, the sender A

25  uses the arithmetic unit 212 to calculate the data encryption-decryption key

DK=F(r, K4) from the integer r and the common key Ka usmg a sultable




3 a seventh step, in which, in the apparatus of the sender A, the
4 information r is changed, and the changed information r is informed to 5
the receivers; and 6 an eighth step, in which, in each of the
apparatuses of the 7 sender A and the receivers, the encryption-decryption
key DK is 8 recalculated by DK=F(r, KAB-in accordance with the changed 9

I nformation r. 1 15. The met hod of key distribution according to
Claim 12, further 2 conprising: 3 a ninth step, in which, in the

appar at us of fureeionelNdeid storkeit i4 the HhomaRy 2o4. for the receiver x to
cal cul ate said encryption-decryption 5 key DK is sent through a given

communi cat i ofivchann®he whtaibier € uSes thd Afitiemetit navit 312 erthini thetreosivehasideel
for broadcasting information 7 encrypted with the encryption-decryption
key DK. 1 affaratus B08ey cdlcalatiehititidana enstyptidnededrpptiog key DK=F(r, K.)
encryption-decryption 2 key used for secure broadcast comunication in
common anongfreentler eomBmoarkeyr Kg endehs intdger eiraceided from the sersdardusipgt em
conprises a trusted center apparatus, a plurality 5 of sender apparatuses,
and a pl u¥ al the/furfctionddi angt stapgmitatthesnemory 314.
After the distribution of the data encryption-decryption key DK by
the key distribution process, an encryption-decryption process is performed
as described in the following.
(3) Encryption-decryption process
10 (@) The sender A uses the encryption-decryption unit 213 within the
sender side apparatus 200 to encrypt data to be delivered P with the data
encryption-decryption key DK, and sends it to the receiver x by means of the
communication unit 213,
(i) The receiver x receives the encrypted delivered data P through the
15 communication unit 314 within the receiver side apparatus 300. Then, the
receiver x decrypts the data P with the data encryption-decryption key DK
using the encryption-decryption unit 312.
(i11) The sender A changes the value of the common key Ka periodically
so as to change the data encryption-decryption key DK.
20 According to the above-described seventh embodiment of the
present invention also, the receiver can have respective common keys of a
plurality of senders in common with them, using a single piece of secret key.
- Next, an eighth embodiment of the present invention will be
described.

25 The eighth embodiment of the present invention is similar to the

above-described sixth and seventh embodiments except that sending of the




-44 - 6 said trusted center apparatus conprises: 7
nmeans for producing: 8 e[err]Z (1lsisnm) 9 as a
trusted center secret key; 10 tlerr] [err]Zz 11 as a
sender registration key of a sender Ay and aferr] ([err]S[err] and 12
s([err],)[err]Z 13 (here, when a, a' [&fr] S[err] for a set S[err] defined
as: 14 15 it is expressed by the foll ow ng expression:

key distribution data Kcx from the sender to the receiver is modified as

described in the following.

Namely, in the present eighth embodiment, the sender A separates
the set of all of the receivers into some subsets. Next, in sending key

distribution data Kci (1 = i < n, n: the number of the receivers) to the

(@1}

receivers, the sender assigns communication channels to the above-described
subsets of the receivers respectively, and sends the key distribution data Ko
to the receivers through the communication unit 215 within the sender side
apparatus 200.

10 On the other hand, any receiver x receives the key distribution data
Kcx by the communication unit 314 within the receiver side a;pparatus 300
through the communication channel assigned to the subset to which he
belongs.

The embodiments of the present invention have been described

15 above.

Each of the above-described processes performed by the trusted
center side apparatus 100, the sender side apparatus 200, and the receiver
side apparatus 300 may be performed by a computer which executes
programs describing procedures for performing respective processes. In that

20  case, each program describing a procedure for performing a process may be
stored in a storing medium to be supplied to each computer.

As described above, according to the present invention, a receiver

- can receive distribution of respective common keys of a plurality of senders,
using only one receiver secret key.

25 Further, in some inventions disclosed herein, it is possible to have a
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16 [err] a(A) = a' (A 17 and, in that case, "~" becones
an equi val ence relation on S[err], |eading 18 to the follow ng

definition: 19 [err] 20 ); and for distributing the
recei ver secret keys [err] S[err]([err]) to said receiver 21 appar at us
used by the receiver x; 22 rB8@&RnAs for calculating receiver

regi stration data defined by: 23 [err] 24 fromthe

trusted center secret key e[err], the sender registration key tA, and 25

the receiver semider atlyfecs{verd bél[oﬁ'?g{ﬂQ to 4185 bdb ofaleilets STLAGE 0En -gg&it ver

26 registration data S[err]([err], to said sender apparatus use
sender 27 A nambe?df the receivers n@?eﬁ%efﬁrls 8@!;&141@60' x‘%gh%@}foﬂ'nﬁx{ k%;“t' on data
defined by: 29 err fromg[err] received fromsaid

sender appar at distribedobhysifgeshandesadsast G@mnﬁ&me&ﬁb‘ﬁ td‘ﬁ‘fz’a ERNiSEriBRESEhf kY
e[err], and the sender registration key t[err], and

common key.
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- 45 - 32 sending the key distribution data Y[err] to said sender

apparatus used by 33 the sender A, 34 sai d sender appar at us
used by the sender A conprises: 35 means for produci ng sender
secret keys g[err], L[err], and a finite 36 Abelian group GA satisfying:
37 [err] 38 (-3re, 39 [err]

What is claimed is:

1. A method of key distribution having an encryption-decryption
key of secure broadcast communication in common among a plurality of

senders and a plurality of receivers in a communication system

B N

comprising apparatuses of said plurality of senders and apparatuses of
said plurality of receivers, wherein:

in an apparatus of a trusted center provided separately from
said senders and said receivers, first key information which is common

to said plurality of senders and is used for having a key in common

W 0 3 O

among said senders and said receivers, is produced and distributed to
10 prescribed receivers, while second key information which is used for a
11 key in common among said senders and said receivers is produced and
12  distributed to said senders;
13 in an apparatus of a sender, third key information, which is
14 used by said receivers together with said first key information to
15 calculate an encryption-decryption key used by the sender in question
16 in broadcast communication, is produced using the second key
17 information distributed from said trusted center and is sent to said
18 receivers who have the encryption-decryption key in common with said
19 sender; and
20 in an apparatus of a receiver, the encryﬁtion-decryption key
21  which is used for broadcast communication by the sender who

. 22  distributed said third key information is obtained using the first key
23 information distributed from said trusted center and the third key

24 information distributed from said sender.

—

-
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40 means a | east positive integer a satisfying: 41 g
= 1([err]) 42 ), and for sending the sender secret key gAto said trusted
center 43 apparatus; 44 means for producing integers r, r',
calculating receiver 45 registration key r[err]([err], A satisfying: 46
47 fromthe receiver registration dat-@2s[err]([err], A received fromsaid
trusted 48 center apparatus, the sender secret key LA, and the integer
r'; and for 49 sending the receiver registration key r[err]([err], A to
sai d receiyver2appar aiufmerfod dffkdyn@isteltaiti®n haviagcthn bhcryption-decrypena for
cal cul ating key distribution data defined as: 52 ~Z[err]
[err] ([e2r]&py(of seciire brpadé&sst dompmurtieation igi simimnan aoronneplypaliey of
recei ved from said truated center

senders and a plurality of receivers in a communication system
4 comprising an apparatus of a trusted center, apparatuses of said
5 plurality of senders and apparatuses of said plurality of receivers,
6 comprising:
7 a first step, in the apparatus of the trusted center, of producing
8 receiver secret key s« of receiver x so as to correspond to a.subset S’ of a
9 finite set S, and distributing the receiver secret key s« to said receiver x,
10 while producing sender registration key ta of a sender A;
11 a second step, in the apparatus of the sender A, of producing
12 sender secret key ga of the sender A and calculating an encryption- .

13 decryption key Ka from the sender secret key ga;
14 a third step, in cooperation betweén the apparatus of the
15 trusted center and the apparatus of the sender A, of producing key
16 distribution data W by a function of at least the sender secret key ga and
17 the sender registration key ta, while producing receiver registration key
18 1« of the receiver x for the sender A by a function of at least the receiver
19 private key information s« and the sender registration key ta;
20 a fourth step, in the apparatus of the sender A, of sending the
21 receiver registration key rx to the receiver x and broadcasting the key
22 distribution data W to each receiver; and
23 a fifth step, in the apparatus of the receiver x, of calculating
24 the encryption-decryption key Ka from the receiver private key

- 25 information s« distributed from the trusted center and the key
26  distribution data W and the receiver registration key r« received from
27 the sender A, the encryption-decryption key Ka being to be used for

28 secure broadcast communication performed by the sender A;
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54 apparatus, and the integer r; and for broadcasting the key
distribution 55 data Zerr] to said plurality of receiver apparatuses; and
56 sai d receiver apparatus of the receiver x conprises: 57

means for cal culating encryption- decryptlon key K[err] by the 58 follow ng
expr essi on: 46 -

k 59 60 sai d encryption-decryption key KA being generated by said
sender 61 apparatus of the sender A by the follow ng expression: 62
Klerr] 29[err] ([eher&resdidreceiver secret key s«, the key distribution data W,

30 and the receiver registration key r« are produced in such a relation that
31 the encryption-decryption key Ka can be derived from said receiver
32 secret key sy, the key distribution data W, and the receiver registration

33 key ry, and other information opened to each receiver.

3. The method of key distribution according to Claim 2, wherein:
said second step is one in which, in the apparatus of the sender

A, variable information ra and ra’ for changing the encryption-

S N e

decryption key are produced, and the encryption-decryption key Ka is
calculated by a function of the variable information ra and ra’ acting on
the secret key g4, the variable information ra being for changing the
encryption-decryption key periodically, and the variable information ra’

being for changing the encryption-decryption key for every broadcast

W 0 -3 O O,

content; and
10 said third step is one in which:
11 in the apparatus of the trusted center, data W’ is produced by a
12 function of the sender secret key ga and the sender registration key ta,
13 and sent to the sender A, while data r.’ is produced by a function of the
14 receiver secret key s« of the receiver x and the sender registration key ta,
15 and sent to the sender A; and
16 in the apparatus of the sender A, the key distribution data W is -
17 produced by a function of the variable information ra acting on the data
18 W, and the receiver registration key r. of the receiver x for the sender A
- 19 is produced by a function of the variable information ra’ acting on the

20 data ry.

1 4, A method of key distribution for having an encryption-

ISty
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1 17. A trusted center apparatus which supports distribution of an
encryption-decryption key froma sender apparatus to a receiver 3
apparatus, having said encryption-decryption key used in secure 4
broadcast comruni cation in conmon anong senders and receivers, 5
conprising: 6 means for produ%4ng 7 e[err]
[err]Z (lsi sm 8 as a trusted center secret key; 9
[err] 10 as a sender registration key of a sender A, and, as receiver
secret kegs c&ecrj:ﬁtionaképeébl&em[eebfdaddaesmrc]onﬁShmicra]tiamdn cbZnmon among a
s[err]([err])[errlz 13 (here, when [erri]: [err]'[err]S,[err] for a set
S[err]: 184 ~ plurality of senders and a plurality of receivers in a communication
system comprising an apparatus of a trusted center, apparatuses of said

plurality of senders and apparatuses of said plurality of receivers,

4

5

6 comprising:
7 a first step for distributing receiver secret key ox, s«(0x) to the
8 receiver x, in which, in the apparatus of the trusted center,

9 e E€EZ (lsism)

10 are produced as a trusted center secret key;

11 t,EZ

12 is produced as a sender registration key of a sender A; o, ESkm and
13 s.{0.)€Z

14 are produced (here, when o,o'ESkn for Skm:

15 S,, ={c|lonetoone map o:4={,2,A,k}
—-=B={1,2,A,m}, O<k<m}

16 it is expressed by the following expression:

17 o~o' Z»o(A) =g'(4)

18 “~” being an equivalence relation on Skx, to lead to the following

19 expression:

20 S, =8,/~

21 ), 2 second step, in which, in an apparatus of the sender A, are
22 produced sender secret keys ga, La, and a finite Abelian group Ga

23 satisfying:

- 24 84E€6G,
- Ly=ord; (8,)
25 (here,
26 ord; (g )

27 means a least positive integer a which satisfies:

I e
S
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15 S[err]-{[err] one to one map [err]:A={1,2,[err],k}
-B={1,2,[err],nt, Ok<n} 16 it is expressed by the follow ng expression:

17 18 wth "~" being an equival ence relation on Serr], which lead to an
19 expression: 20 21 [err]
-47 - 22 and for distributing the r¥teiver secret keys [err], [err] to
said receiver 23 apparatus used by thé receiver x; 24 nmeans for
cal cul ating receiver registration data defined by:

28 g'=1€EG,)

29 ), and the sender secret key ga is sent to the trusted center;
30 a third step, in which, in the apparatus of the trusted center,

31 receiver registration data defined by the following expression:
k
32 5.(0,, A) =t,s, (Ux)z €a.)

33 is calculated from the trusted center secret key ei, the sender

34 registration key ta, and the receiver secret key sx(ox), ox; and the

35 receiver registration data s«(ox, A) is sent to the sender A, while key

36 distribution data defined as:

37 Yu=8." €G,) (sism)

38 is calculated from the gi received from the sender A, the trusted center
39 secret key e;, and the sender registration key ta; and the key

40 distribution data yai is sent to the sender A;

41 a fourth step, in which, in the apparatus of the sender A,

42 integers r, r are produced; a receiver registration key rx(ox, A)

43 satisfying:

44 r.(o,,A)s. (o,A)=r (modL,)

45 is calculated from the receiver registration data sx(ox, A) received from
46 the trusted center, the sender secret key La, and the integer r’; and the
47 receiver registration key r«(ox, A) is sent to the receiver x; while key

48 distribution data defined as:

49 z,=ys EG,) (sism)
= 50 is calculated from the key distribution data yai received from the
- 51 trusted center and the integer r; and the key distribution data zai is
52 broadcasted to each receiver; and
53 a fifth step, in which, in an apparatus of the receiver x, an

54 encryption-decryption key Ka is calculated by:
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25 [err] 26 fromthe trusted center secret key e[err],
the sender registration key tA, and 27 the receiver secret keys
Slerr]([err]), [err]; and for sending the receiver 28 registration data
S[err]([err], A to said sender apparatus used by the sender 29 A and 30
means for cal culating key distribution3ata defined as: 31
Y[err] =g[err] ([err]derr]) (1sism 32 fromgA received fromsaid sender
apparatus of the sender A the trusted 33 center secret key e[err], and the
sender registration key t[err] ang for sending 34 the key distribution
data y[erg$ to said sender agpar 9 the sengeg A 1 18. A sender
appar atus which distributes an yp‘t n-decryption 2 key to a receiver
apparatus bei ng supported by a trusted center 3 apparatus, having said
encrypt i 0gg degFomtthenreleversRdisfrat Rk ey r«cx,bapw@@sbdqmec@nm tRe
comon anong senders and receivers, 5 conprising: means for
produci ng5%endtey distributicay dgha zha, thamécalvfarmetceeﬂkeﬁhnl sdo.)yd mip b@Aed
sati sfying:
Y g8 from the trusted center; the encryption-decryption key Ka being
59 generated by the sender A employing:
60 K,=8. (EG,)

61 to be used for broadcast communication.

5. A method of key distribution having an encryption-decryption
key of secure broadcast communication in common among a plurality of

senders and a plurality of receivers in a communication system

B W N =

comprising an apparatus of a trusted center, apparatuses of said
plurality of senders and apparatuses of said plurality of receivers,
comprising:

a first step, in which, in the apparatus of the trusted center,

e, €Z (lsism)

O W 3 o,

is produced as a trusted center secret key;
10 t, €2
11  is produced as a sender registration key of a sender A; o, €S, and
12 s.(0,)EZ
13 are produced as receiver secret keys of a receiver x;
14 (here, when o,0’€S,, for a set defined as:
| S, ={0|onetoone map o:4={,2,A, k}
- —=B={,2,A,m}, O<k<m}
16 it is expressed by the following expression:
17 o'\'o’zo(A) =g'(A)

18 and, in that case, “~” becomes an equivalence relation on Skm, which

e
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8 9 (here, 10 11 neans a |east positive integer a satisfying: 12

[err] - 48 - 13 ); and for
sending the sender secret key g[err] to said trusted center 14 apparatus;
15 means for producing integers r, r'; calculating a receiver 16

registration key r[err](o[err], A) sati-$fying:

19 leads to the following expression:

20 Sem =Sen /™

21 ); and the receiver secret keys o, sx(0x) are sent to the receiver x;
22 a second step, in which, in an apparatus of the sender A,
P,Q,: prime numbers

L, =lcm(ord,, (g 4),0rdy, (8.4))

8.€Z, O<g, <N,
r,r'€Z, O<r,r<L,

23

24 are produced as sender secret keys;

25 N.(=PQ,)

26 is produced as a sender public key; and the sender secret key g is sent
27 to the trusted center;

28 a fourth step, in which, in the apparatus of the trusted center,

29 receiver registration data defined as:
k
30 Sx (O'x, A) = tAsx (Ux)zea,(i)

31 is calculated from the trusted center secret key e, the sender

32 registration key ta, and the receiver secret keys s«(0x), Ox; and the

33 receiver registration data s«(ox, A) is sent to the sender A; while key
34 distribution data defined as:

35 Vu=8."% mod N, (lsism)

36 is calculated from ga received from the sender A, the trusted center

37 secret key ei, and the sender registration key ta; and the key

38 distribution data ya; is sent to the sender A;

39 a fifth step, in which, in the apparatus of the sender A, integers
40 r, r’ are produced; and a receiver registration key rx(ox, A) satisfying:
41 r.(o,, A)s (o, A)=r (modL))

42 is calculated from the receiver registration data s«(ox, A) received from

43 the trusted center, the sender secret key La, and the integer r’; and the

P g
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17 [err] 18 fromthe receiver registration data
Slerr]([err], A, the sender secret key LA 19 and the integer r, and for
sending the receiver registration key r[err]([err], A 20 to said receiver
apparatus used by the receiver x; 21 nmeans for cal cul ati ng key
di stribution data defined as: 22 -38- Z[err] Y[err]
([err]derr]) (1sism 23 fromkey distribution data y[err] received from
said trusted center 24 apparatus, and the integer r; and for broadcasting

the key mstfé@ibépeeg%@raﬁaha;@y[ ?J(&l Apifsdititaths Yeodiveaixd wigideikegr
apparatuses as objects of 26 br oadcast communi cation; and 27

means f o45 callstr#iutign atatandefyped as: decryption key KA used for 28
broadcast communi cation, in accordance with; 29 [err]
1 19. 46A receiver apparawus Xahi®d¥ecé $65™Mn encryption-decryption 2

key from,a sende eiyn rt.ed atruste

appar at u$ é%Fﬁi«:f‘@g?ed{ grr? );B'F ]5‘%’ 5&’@ tﬂ%%&? M é'ac?lg’ g:f%ﬁnethe
48 trusted center and the integer r; and the key distribution data za; is
49 broadcasted to each receiver; and
50 a sixth step, in which, in an apparatus of the receiver x, an

51 encryption-decryption key Ka is calculated by:
¢ 72(0, A)se (o)
52 K, = (sz‘m) mod N,

53 from the receiver registration key r:(ox, A) received from the sender, the
54 key distribution data za;, and the receiver secret keys oy, sx(ox)

55 distributed from the trusted center; the encryption-decryption key

56 being generated by the sender A using:

57 K, =g/ modN

58 to be used for broadcast communication.

6. The method of key distribution according to Claim 5, further
comprising:

a seventh step, in which, in said apparatus of the sender A,

DWW N =

said secret key Ly is generated and sent to the trusted center before the
apparatus of the trusted center performs the first step of generating the
trusted center secret key ei, the sender identification ta, and the
receiver secret key s«(ox);

wherein:

W 0 1 O

in said first step, in the apparatus of the trusted center, the
10 trusted center information ei, the sender identification ta, and the

11 receiver secret key sx(0x) are produced from the sender secret key La

TR R




4 broadcast communi cation in commobn anong senders and receivers, 5

conprising: 6 means for cal culating the encryption-decryption key
KA used 7 for the broadcast conmunication by an expression: 8

[err] 9 froma receiver registration data r[err](o[err], A and a key
distribution data Z[err] -39- - 49 -

10 received fromthe sender apparatus used by a sender A, and receiver 11
secret keys aferr], s[err]([err]) received fromthe trusted center

appar at uslzthﬁecb2vedh¢'f¢'mtﬁ}w1s@ked:ézysﬁ mertokeatidfyerr] being generated by said
sender apparatus 13 of the sender A using an expression: 14

[err] e, €Z, O<e, <L, (lsism)
13 t,€Z, 0<t,<L,
s.(0,)EZ, O<s,,, <L,

14 and,

15 in said fourth step, in the apparatus of the trusted center, the
16 receiver registration data s«(ox, A) is calculated from the sender secret
17 key La, the trusted center secret key ei, the sender registration key ta,

18 and the receiver secret key sx(ox) so as to satisfy:

19 5.(0,,A) = As,(o;)i e, modLA.
1 7. The method of key distribution according to Claim 5, further
2 comprising:
3 an eighth step, in which, in the apparatus of the sender 4, a
4 value of the integer r is changed; and a value of the encryption-
5 decryption key Ka is recalculated in accordance with the changed
6 integer r; while the key distribution data za; is recalculated in
7 accordance with the changed integer r and broadcasted to each receiver
8 again; and
9 a ninth step, in which, in the apparatus of the receiver x, the

10 encryption-decryption key Ka is recalculated in accordance with the key

11 distribution data za; broadcasted again.

8. The method of key distribution according to Claim 5, wherein:
in said fifth step, in the apparatus of the sender A, a value of

the integer r’ is generated in accordance with each piece of information

W o

or each kind of information to be encrypted and broadcasted;- and’
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1 20. A receiver apparatus which receives an encryption-decryption 2
key froma sender apparatus being supported by a trusted center 3
apparatus, having said encryption-decryption key used in secure 4
broadcast comruni cation in conmon anong senders and receivers, 5

conprising: 6
wherein: 8

a mai n apparat usand an auxiliary
said auxiliary apparatus conprises: 9

for connection with said trusted center apparatus; 10
nmeans for taki r@ckypeiod-déayptipn keps Kararseraletldtedsot reSpertiy¢ frforiyation
[err] produced by said trusted center apparatus; 12 _ !
connect i on @i t lorseeisgective kipdareftinformation3in accordance yeghsespectisRiviadues

OB 335 SL eSS AT T i S R SBPRLE R O

key distribyti
sender apparat

apparatus; 7
nmeans
storing

neans for

e o) BB o, R R st €67, 9

keys [err], s]
outputting g r

apparatus; and

err insa

%%@ﬁla[t@d ih(dR@bfdand) with kBEpdive lteigead PO

said nmai n apparatus conpri ses:

e @raxaddnmai n
21

means for @O0t puiccordpndecwhly respdativrusaidninfarmaficar ot kirdeiof édformation on

11
12
13
14
15
16
17
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which the receiver x is allowed to perform decryption, and the said

pieces of receiver registration key r«(ox, A) are sent to

the receiver x; and

in said sixth step, in the apparatus of the receiver x,

encryption-decryption key Ka for said information or

kinds of

information on which said receiver x is allowed to perform decryption

are calculated in accordance with respective pieces of receiver

registration key r«(s«, A) received.

9. The method of key distribution according to
comprising:

a tenth step in which, in the apparatuses of

Claim 3, further

the sender A and

the receiver x, possession of the receiver secret key s«(ox) by said

receiver x is authenticated according to a system by which the receiver

secret key s«(ox) is made secret from the sender A, be

fore the fifth step

for sending the receiver registration key r«(ox, A) from the sender A to

the receiver x.

10. The method of key distribution according to
comprising:

an eleventh step in which, in the apparatus

Claim 5, further

of the sender A, a

fee for information or a kind of information, which is encrypted with the

encryption-decryption key Ka corresponding to the receiver registration

A 080 R T
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apparatus of the sender A to said auxiliary apparatus; 23 and 24
means for cal culating encryption-decryption key KA used in 25 broadcast
conmuni cation, using an expression: 26 [err] 27 froma
receiver registration key r[err]([err] -4 received fromthe sender 28
apparatus of the sender A and [err] A) output fromthe auxiliary 29
apparatus, the encryption-decryption key KA being generated by said 30
sender appag at key @f(di8) ssitibroflcaste disadhlenyedsa®accowddting information
Klerr] [err’; (£err]G[err])

or the receiver A, said eleventh step being performed when the fifth

8 step is performed for sending the receiver registration key r«(oy, &) from
9 the sender A to the receiver x.
1 11 A method of key distribution having an encryption-decryption
2 key of secure broadcast communication in common among a plurality of
3 senders and a plurality of receivers in a communication system
4 comprising apparatuses of said plurality of senders and apparatuses of
5 said plurality of receivers, comprising:
6 a first step, in which, in an apparatus of a trusted center
7 provided separately from said apparatuses of senders and said receivers,
8 a secret key KO is generated and distributed to each sender and each
9 receiver;

10 a second step, in which, in an apparatus of a sender A, a sender

11 registration key BIDA is generated and sent to the receivers, while a
12 common key Ka'=F(KO0, BIDA) is calculated from the secret key KO
13 distributed from the trusted center and the sender registration key
14 BIDA using a given one-way function F;
15 a third step, in which, in the apparatuses of the receivers, the
16 common key K4’ is calculated from the secret key KO distributed from
17 the trusted center and the sender registration key BIDA received from
18 the sender A using said one-way function F;
19 a fourth step, in which, in the apparatus of the sender A, an

- 20 integer r is produced and sent to the receivers; and
21 a fifth step, in which, in the apparatuses of the receivers, an
22 encryption-decryption key K is calculated by Ka=F'(x, Ki') from the

23 integer r received from the sender A and the common key Ki' using a

e e T
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1 21. An auxiliary apparatus used being connected with a trusted 2
center apparatus and a plurality of receiver apparatuses, ina 3

comuni cation system conprising a plurality of sender apparatuses 4 which
per form broadcast conmuni cation, said plurality of receiver 5
apparatuses, and said trusted center appfr-atus which supports 6

di stribution of an encryption-decryption key of a sender apparatus used 7
i n secure broadcast conmunication to a receiver apparatus; said 8

auxiliary gppagasdit f¢REA6hF NGhe Rncryption-dedF§abidnl REy KONPEGEY O4lcwldtedsty d

trusted center apparatus; 10 storing neans for taking in and
storing re2®i vehe sendet A(ﬂgssngKaﬂ{ef.rK,(’ﬂ err]), [err] for a receiver X,
produced by said trusted center apparatus; 12 means for

connection with said recei ver apparat us used by the 13 receiver x and 14

f t k buit dat.a Z d
Tocerver apbar dPus us SR RoRh ke NiIrRuEpE RAvng b RBEH Rkipaideeidoion
used by t he2 Seﬂg?of%ecrx% b%@llﬁb'&&t ¢dWlmunication in common among a plurality of

3 senders and a plurality of receivers in a communication system

4 comprising apparatuses of said plurality of senders and apparatuses of
5 said plurality of receivers, comprising:
6 a first step, in which, in an apparatus of a trusted center
7 provided separately from said apparatuses of senders and said receivers,
8 a personal key s« for a receiver x is produced, and distributed to the
9 sender A and the receiver x;

10 a second step, in which, in an apparatus of the sender A, a

11 common key K. is produced, and said common key Ka is owned in

12 common with the receiver x by cipher communication using the personal
13 key s« for the receiver x, which has been distributed from the trusted
14 center;

15 a third step, in which, in the apparatus of the sender A,

16 information r is produced and sent to the receiver x; and

17 a fourth step, in which, in each of the apparatuses of the

18 receiver x and the sender A, an encryption-decryption key DK is

19 calculated in accordance with an expression, DK=F(r, Ka).

13. The method of key distribution according to Claim 12, further
comprising:
a fifth step, in which, in the apparatus of the sender A, the

common key Ka is changed, and the changed common key Ka is owned in

Ot A W N

common with the receiver x by cipher communication using the personal

A




- 51 - 17 18 fromthe key distribution data ZAi and the receiver
secret keys [err], S[err]([err]) 19 stored in said storing neans; and for
outputting a calculation result 20 J[err]([err], A to said receiver
apparatus of the receiver Xx. 1 22 A storing nedium which stores a
programfor making an 2 information p4pcessi ng apparatus execute a
process for supporting 3 distribution of an encryption-decryption key
from sender apparatuses to 4 receiver apparatuses, having said
encryptiog- d%g,yptgogrthlé%cgﬁgg} ¥Nan@ sSecure broadcast communication in
common anong sénders and recei vers, wherein:

7 a sixth step in which, in each of the apparatuses of the sender

8 A and the receiver x, the encryption-decryption key DK is recalculated

9 by DK=F(r, K4) in accordance with the changed common key Ka.

14. The method of key distribution according to Claim 12, further
comprising:

a seventh step, in which, in the apparatus of the sender A, the

W N =

information r is changed, and the changed information r is informed to
the receivers; and

an eighth step, in which, in each of the apparatuses of the
sender A and the receivers, the encryption-decryption key DK is

recalculated by DK=F(r, Ka) in accordance with the changed

© 0 ~3 O O

information r.

15. The method of key distribution according to Claim 12, further
comprising:

a ninth step, in which, in the apparatus of the sender A, key
information for the receiver x to calculate said encryption-decryption
key DK is sent through a given communication channel which is

different from a communication channel for broadcasting information

L I « > B o B -V B VI

encrypted with the encryption-decryption key DK.

16. A.key distribution system for having an encryption-decryption
key used for secure broadcast communication in common among senders

and receivers, wherein:

B W N

said system comprises a trusted center apparatus, a plurality

%]

of sender apparatuses, and a plurality of receiver apparatuses;
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7 sai d program nakes the information processing apparatus 8
execute: 9 a step of producing: 10 elerr]Zz
(1sisn) 11 as a trusted center secret key, 12 tlerr]
[err]Z 13 as a sender registration key of a sender A, and, as receiver
secret keys of 14 a receiver x, [err] -[4e8rr] S[err] and: 15 16 (here, when
a, [err]'[err]S[err] for a set S[err] defined as: 17

S[err] = {[err] one to one mp a A={1l, 2, [err], k}

-B={1,2,[erg],n}, O<ksaid tristedicenternppasstus &ymbphiseisol | owi ng expression.

def 19 [err] 20 with "~" becom ng an equival ence
relation o S[err], |eundang foppanducing:
8 e, €Z (lsism)

9 as a trusted center secret key;
10 t,€Z
11 as a sender registration key of a sender A; and o,€S,, and
12 s.(0,)EZ
13 (here, when o,0'€S,, for a set Sun defined as:

S,.={c|onetoone map o:4={L2,A,k}

14
—B={,2,A,m}, O<k<m}

15 it is expressed by the following expression:

16 o~0' = a(A) = '(4)

17 and, in that case, “~” becomes an equivalence relation on Skm, leading
18 to the following definition:

19 Spn =S I~

20 ); and for distributing the receiver secret keys ox, sx(0x) to said receiver
21 apparatus used by the receiver x;

22 means for calculating receiver registration data defined by:
k
23 s,(o,A)=t,s, (O'x)z €.

24 from the trusted center secret key ei, the sender registration key ta, and
25 the receiver secret keys s«(ox), 0x, and for sending the receiver

26 registration data s«<(ox, A) to said sender apparatus used by the sender

27 A; and
" 28 means for calculating key distribution data defined by:
29 Yu=8."" €G,) (sism)

30 from ga received from said sender apparatus used by the sender A, the

31 trusted center secret key ei, and the sender registration key ta, and for

‘i el ae il &)
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21 expression: - 52 - 22 23
); and of distributing the receiver secret keys [err], Serr](derr]) to
said receiver 24 apparatus used by the receiver x; 25 a step of
calculating receiver registration data defined as: 26
[err] 27 fromthe trusted center secrddt- key ei, the sender registration
key tA, and 28 the receiver secret keys S[err]([err]), [err]; and of
sending the receiver 29 registration data s[err]([err], A to said sender
appar at us ggsedeldihBahechee disi@ibutioAhtdlya; to said sendedtaiparataslusedaiy ng
key distribution data y[err] defined as:

33 the sender A;

34 sald sender apparatus used by the sender A comprises:
35 means for producing sender secret keys ga, La, and a finite
36 Abelian group Ga, satisfying:

g,; €6,

37

L,=ord; (8,)
38 (here,
39 ardca(g )

40 means a least positive integer a satisfying:
41 g’ =1(€EG,)
42 ), and for sending the sender secret key ga to said trusted center
43 apparatus;
44 means for producing integers r, r’, calculating receiver
45 registration key r:(ox, A) satisfying:
46 r(o,, A)s.(o,, A)=r'(modL,)
47 from the receiver registration data s«(ox, A) received from said trusted
48 center apparatus, the sender secret key La, a.nd the integer r’; and for
49 sending the receiver registration key rx(ox, A) to said receiver apparatus
50 of the receiver x; and
51 means for calculating key distribution data defined as:
52 zy=ys €EG,) (sism)
53 from the key distribution data ya;i received from said trusted center
"~ 54 apparatus, and the integer r; and for broadcasting the key distribution
55 data za;i to said plurality of receiver apparatuses; and
56 said receiver apparatus of the receiver x comprises:
57 means for calculating encryption-decryption key Ka by the

58 following expression:

e e
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32 Y[err] = g[err] ([err]derr]) (Ilsism 33 from
glerr] received fromsaid sender apparatus used by the sender A the 34
trusted center secret key e[err], and the sender registration key tA; and
of 35 sending the key distribution data y[err] to said sender apparatus
used by 36 the sender A 1 23 A 46t-ori ng nedi um which stores a
program for nmaking an 2 information processing apparatus execute a process
in sender 3 apparatuses which distribute an encryption-decryption key to
receiver 4 apparatuses, being supported,Bynshrusted center apparatus,
having 5 gpid encryption-degfyp p key used ipgesgegure broadcast
comuni cation 6 in comon a anﬂ'efr’ and recei Vérs, wherein: 7
sai d program makes the inforrrat|on processi ng apparatus 8 execute: 9
a step of odilgig [ 10
R grdg{Jp Sattﬁ?&@ﬁfn AEEER s Xy K S belng EREFAte PBY s2id sBhHEr c3
61 apparatus of the sender A by the following expression:

62 K,=g,” €G,).
1 17. A trusted center apparatus which supports distribution of an
2 encryption-decryption key from a sender apparatus to a receiver
3 apparatus, having said encryption-decryption key used in secure
4 Dbroadcast communication in common among senders and receivers,
5 comprising:
6 means for producing:

=]

e €Z (Isism)

0o

as a trusted center secret key;
9 t,€Z
10 as a sender registration key of a sender A; and, as receiver secret keys of

11 areceiverx, o, €S, and:

12 s,(c)EZ

13 (here, when o0,0'E€S,, for a set Sa:

14

15 wm ={0|onetoone map cr:A={1,2,A,k}'

—=B={1,2,A,m}, O<k<m}

16 it is expressed by the following expression:

17 ' o~0' S o(d)=0'(A),
18 with “~” being an equivalence relation on Ska, which lead to an
19 expression:

20

21 §hn=skm/~’
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11 11 12 (

here, 13 14 nmeans a |east positive integer a satisfying:

15 16 ), and of sending the sender secret key g[err] to said trusted

center 17 apparatus; 18 a step of producing integers r, r';

calculating r

eceiver 19 registration key r[err]([err], A satisfying:

[err] 21 and sending the receiver reg#btration key r[err]([err], A to

sai d receiver
22
23
24

25

26
27
28
29
30
31
32
33
34

< O Tt A W ON

10
11
12

and for distributing the receiver secret keys ox, sx(ox) to said receiver
apparatus used by the receiver x;

means for calculating receiver registration data defined by:
k
St (ax: A) = tASx (ax)zea‘(i)
-

from the trusted center secret key ei, the sender registration key ta, and
the receiver secret keys s«(0x), Ox; and for sending the receiver
registration data s:(ox, A) to said sender apparatus used by the sender
A; and

means for calculating key distribution data defined as:

Yu=8." €G,) (sism)

from ga received from said sender apparatus of the sender A, the trusted
center secret key e, and the sender registration key ta; and for sending

the key distribution data ya; to said sender apparatus of the sender A.

18. A sender apparatus which distributes an encryption-decryption
key to a receiver apparatus being supported by a trusted center
apparatus, having said encryption-decryption key used in secure
broadcast communication in common among senders and receivers,
comprising:
means for producing sender secret key ga, La, and a finite

Abelian group Gj satisfying:

84€G,

L, =0"ch (8.4)

(here,
ordg (g )
means a least positive integer a satisfying:
g’ =1€EG,) "

CF JaN T39
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22 apparatus used by the receiver x; 23 a step of calculating
key distribution data defined as: 24 Zlerr] Y[err]
(ferr]gerr] ) (1 si s mM 25 fromkey distribution data y[err] received
fromsaid key adm nistration 26 apparatus, and the integer r; and
broadcasting the key distribution data-487 Z[err] to said plurality of
recei ver apparatuses as objects of broadCast 28 conmunication; and 29
a step of calculating an encryption-decryption key KA used in 30

br oadcastigconmunddfatisendingithe seritler secret key ga to said] emusked céntex., A
storing nmedi umwhich stores a programfor making an 2 information
processi 14 amppaxbtigs;execute a process in receiver 3 apparatuses which
receive an encryption-decryptio

appar at udés, bei ng s‘BEBBPtfeg 9693;‘?? Ejglitéfﬁre%%?lﬁ: g? Cagﬁﬁ%gﬁi%?%gg{m
16 registration key r«(ox, A) satisfying:
17 r(o,,As (o, A)=r' (modL,)
18 from the receiver registration data sx(ax, A), the sender secret key La,
19 and the integer r, and for sending the receiver registration key r«(ox, A)
20 to said receiver apparatus used by the receiver x;
21 means for calculating key distribution data defined as:
22 z,=y, (€EG,) (lsism)
93 from key distribution data yai received from said truste@ center
94 apparatus, and the integer r; and for broadcasting the key distribution
95 data zai to a plurality of said receiver apparatuses as objects of
926 broadcast communication; and
27 means for calculating an encryption-decryption key Ka used for

98 broadcast communication, in accordance with:

29 K,=g,” (€G,)-
1 19 A receiver apparatus which receives an encryption-decryption
2 key from a sender apparatus being supported by a trusted center
3 apparatus, having said encryption-decryption key used in secure
4 broadcast communication in common among senders and receivers,
5 comprising:
6 means for calculating the encryption-decryption key Ka used
« 7 for the broadcast communication by an expression:
A r2(0,, A3, (0,)
8 K, = (I‘;[sz‘(i)) €6,)

9 from a receiver registration data rx(ox, A) and a key distribution data zai

N
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5 having said encryption-decryption key used in secure broadcast

_ - 54 - 6 comrunication in
common anong senders and receivers, wherein: 7 sai d program nmakes
the information processing apparatus 8 execute: 9 a step of

cal cul ating an encryption-decryption keﬂ9K[err] used for 10 broadcast
conmmruni cati on, using an expression: k 11

[err] 12 froma receiver registration key r[err]([err], A received from

sai d sendd0 received from the sender apparatus used by a sender A, and receiver
11 secret keys ox, sx(0x) received from the trusted center épparatus, the
12 encryption-decryption key Kai being generated by said sender apparatus

13 of the sender A using an expression:

14 K,=g,” €G,).
1 20. A receiver apparatus which receives an encryption-decryption
2 Lkey from a sender apparatus being supported by a trusted center
3 apparatus, having said encryption-decryption key used in secure
4 Dbroadcast communication in common among senders and receivers,
5 comprising:
6 a main apparatus and an auxiliary apparatus;
7 wherein:
8 said auxiliary apparatus comprises:
9 means for connection with said trusted center apparatus;
10 storing means for taking in and storing receiver secret keys
11  s«(ov), ox produced by said trusted center apparatus;
12 means for connection with said main apparatus, and
13 means for taking in key distribution data zai received by said
14 main apparatus from said sender apparatus used by a sender A;
15  calculating:
£ 5:(0,)
16 £ (0,,A)= (HZM'“)) mod N,

© 17 from the key distribution data zai and the receiver secret keys oy, sx(ox)

- 18 stored in said storing means; and for outputting a result E«(oy, A) of the
19 calculation to said main apparatus; and
20 said main apparatus comprises:

21 means for outputting the key distribution data zai recelved

AR




13 apparatus used by a sender A, key distribution data Zerr], and a
receiver 14 secret key [err], Slerr]([err]) distributed fromthe trusted
center, the 15 encryption-decryption key Klerr] being generated by said
sender apparatus 16 wused by the sender A, wusing: 17

[err] 1 25. A key distribution systém for having an
encryption-decryption 2 key used for secure broadcast communication in
common anong senders 3 and receivers, wherein: 4 said system
conpri segga tff'&%tﬁld% AU Df tﬁe@e%rd%Ir'A)to sﬁxd(afuéﬁaﬂﬁhpparatus
appar at uses, a plurality of receiver apparatuses; aid
trusted @gnteindpparatus conprises: 7 nmeans for pr oduci ng. 8

e[err]Z (1sis m . . .
24 means for calculating encryption-decryption key Ka used in

25 broadcast communication, using an expression:

26 K, =& (0, A" modN,

27 from a receiver registration key rx(ox, A) received from the sender

28 apparatus of the sender A, and &(ox, A) output from the auxiliary

29 apparatus, the encryption-decryption key Ka being generated by said

30 sender apparatus of the sender A, using an expression:

31 K,=g, (EG,).
1 21, An auxiliary apparatus used being connected with a trusted
2 center apparatus and a plurality of receiver apparatuses, in a
3 communication system comprising a plurality of sender apparatuses
4 which perform broadcast communication, said plurality of receiver

apparatuses, and said trusted center apparatus which supports

[«> I ¥ ]

distribution of an encryption-decryption key of a sender apparatus used

-1

in secure broadcast communication to a receiver apparatus; said
8 auxiliary apparatus comprising:
9 means for connection with said trusted center apparatus;
10 storing means for taking in and storing receiver secret keys
11  s«(ox), ox for a receiver x, produced by said trusted center apparatus;
12 means for connection with said receiver apparatus used by the
“13 receiver x;'énd
- 14 means for taking in key distribution data zai received by said
15 receiver apparatus used by the receiver x from said sender apparatus

16 used by the sender A; for calculating:

L [ ormm




9 as a trusted center secret key, 10 11 as a sender registration key of
a sender A and, as receiver secret keys of 12 a receiver x, [err]

[err]S[err] and 13 [err] 14 (here, when [err] for a
set S[err] defined as: -55 -
15 Slerr]={[err] one t@lene map a: A={1,2,[err],k}

B={1,2,[err],m, Ok<n} 16 it is expressed by: 17
& s (o)
17 §.(0,,A)= (szo‘(i)) mod N,

18 from the key distribution data za; and the receiver secret keys ox, s«(0x)
19 stored in said storing means; and for outputting a calculation result

20 E«(ox, A) to said receiver apparatus of the receiver x.

22. A storing medium which stores a program for making an
information processing apparatus execute a process for supporting

distribution of an encryption-decryption key from sender apparatuses to

W N

receiver apparatuses, having said encryption-decryption key used in

secure broadcast communication in common among senders and

o

receivers, wherein:

|

said program makes the informdtion processing apparatus
8 execute:
9 a step of producing:
10 e, €2 (Isism)
11 as a trusted center secret key,
12 t, €EZ
13 as a sender registration key of a sender A, and, as receiver secret keys of
14 areceiverx, o €S, and:
15 s,(c.)EZ
16 (here, when o,0'€S,, for a set Skm defined as:

S, ={c|onetoone map o:4={,2,A, k}

17
- —=B={L2,A,m}, O<k<m}

18 1t is expressed by the following expression:
def
19 o~o' «0(4)=0'(4),
20 with “~” becoming an equivalence relation on Skm, leading to an

21 expression:

e
i
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18 with "~" becom ng an equivalence relation on S[err], leading to the 19
follow ng expression: 20 21 ), and of distributing the receiver secret key
o[err], S[err](derr]) to said receiver 22 apparatus used by a receiver X;
2 nmeans for calculating: 24 25 fromthe key distributor
secret key e[err], the sender registrati-d-key tA, 26 and the receiver
secret keys S[err]((err]), [err], and sénding the receiver 27
registration data s[err](o[err], A to said sender apparatus used by the
sender 28 A; and 29 5 neans for calculating key distribution data
ylerr]: 230 %ﬁ/ = g[err] mdNerr] (1lsism 31 from

ana 50 Fhe LoredPtAbA%a @%eﬁh{s@éeﬁie* R S BRI Sl e T o
data y[es§] 33p a}Qt@@.hgeé%@dﬁ{e pRAvet s used by the sender A 34

sai d sender apparat us used by the sender A conprises: 35 means for
produci ngg a step of calculRirgrkceiv@raregistrptionedatmiefined R H
I3
26 5,(0,,4) = tASx(GJ)Z €a, ()

27 frem the trusted center secret key ei, the sender registration key ts, and
28 the receiver secret keys sx(ox), 0x; and of sending the receiver

29 registration data sx(oy, A) to said sender apparatus used by the sender

30 A;and
31 a step of calculating key distribution data yai defined as:
32 yi=8." €G,) (sism)

33 from ga received from said sender apparatus used by the sender A, the
34 trusted center secret key ei, and the sender registration key ta; and of
35 sending the key distribution data yai to said sender apparatus used by

36 the sender A.

1 23 A storing medium which stores a program for making an
2 information processing apparatus execute a process in sender
3 apparatuses which distribute an encryption-decryption key to receiver
4 apparatuses, being supported by a trusted center apparatus, having
5 said encryption-decryption key used in secure broadcast communication
~ 6 in common among senders and receivers, wherein:
i 7 said program makes the information processing apparatus
8 execute:
9 a step of producing sender secret keys ga, La, and a finite

10 Abelian group Ga satisfying:

I | erme
L




37 as sender secret keys of the sender A,

- 56 - 38 Nerr] (- Plerr]Qerr]) 39 as a sender
publ ic key of the sender A and sending the sender secret 40 key g[err]
to said trusted center apparatus; 41 nmeans for generating r, r',

cal cul ating receiver registration key -#3- r[err]([err], A satisfying: 43
44 fromreceiver registration data S[err]([err], A) received fromthe
trusted center, 45 the sender secret key LA, and the integer r', and
sendi ng the receiver g,E€G,

11

L,=ord; (g,)
12  (here,
13 ord; (8 )

14 means a least positive integer a satisfying:

15 g’ =1€G,)

16 ), and of sending the sender secret key ga to said trusted center

17 apparatus;

18 a step of producing integers r, r’; calculating receiver

19 registration key r:(ox, A) satisfying:

20 r.(o,, A)s (o,,A)=r' (modL,)

21 and sending the receiver registration key r«(ox, A) to said receiver

22 apparatus used by the receiver x;

23 a step of calculating key distribution data defined as:

24 z,=Ys (EG,) (lsism)

25 from key distribution data yai received from said key administration
26 apparatus, and the integer r; and broadcasting the key distribution data
27  zai to said plurality of receiver apparatuses as objects of broadcast

28 communication; and

29 a step of calculating an encryption-decryption key Ka used in

30 Dbroadcast communication, using:

31 K,=g, EG,).
"1 24. A storing medium which stores a program for making an
) 2 information processing apparatus execute a process in receiver
3 apparatuses which receive an encryption-decryption key distributed
4 from sender apparatuses, being supported by a trusted center apparatus,

having said encryption-decryption key used in secure broadcast

n
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46 registration key r[err]([err], A to said receiver apparatus used by
the receiver 47 x; and 48 means for cal cul ati ng key
distribution data defined as: 49 50 fromkey distribution data y[err]
received fromthe trusted center, and the 51 integer r, and broadcasting
the key distribution data Z[err] to sar84-52 plurality of receiver
appar at uses as objects of broadcast 537 communication; 54 and, 55

sai d receiver apparatus used by the receiver x conprise: 56 nmeans

for cal gul af 113Gy At 2068 ggtcio%gﬁcz{ﬁigh%%MS KAd Rlceivdrs, R padsast
comuni cati'on, USIng: fromThe receiver registration key
rlerr](ferr], A rke¢@ipregrdhomakakdthecindefmation processing apparatus

8 execute:

9 a step of calculating an encryption-decryption key Ka used for

10 broadcast communication, using an expression:

k rx(”x"")’;(”x)
) €6,)

11 K, = (Hzm,(i)

12 from a receiver registration key r«(ox, A) received from said sender

13 apparatus used by a sender A, key distribution data zai, and a receiver
14 secret key ox, sx(0x) distributed from the trusted center, the

15 encryption-decryption key Ka being generated by said sender apparatus
16 used by the sender A, using: '

17 K, =g, €G,).

25, A key distribution system for having an encryption-decryption
key used for secure broadcast communication in common among senders

and receivers, wherein:

G R

said system comprises a trusted center apparatus, a plurality

of sender apparatuses, and a plurality of receiver apparatuses;

A

said trusted center apparatus comprises:

|

means for producing:

e€Z (Isism)

(0]

9 as a trusted center secret key,
10 ' 1, EZ
11 as a sender registration key of a sender A, and, as receiver secret keys of
12 areceiverx, o,ES,, and
13 s, (0.)EZ

14 (here, when o0,0'ES,, for a set Sxm defined as:

) O 0




60 apparatus used by the sender A, the key distribution data ZAi, and the
61 receiver secret keys o[err], s[err],([err]) distributed fromthe
trusted center, said 62 encryption-decryption key KA being generated by
sai d sender apparatus 63 used by the sender A, using: 64

-55-

S,, ={c|onetoone map o:A4={L2,A k}
—B={,2,A,m}, O<k<m} ’

16 it is expressed by:

17 o~o' ZO‘(A) = g'(A4)

18 with “~" becoming an equivalence relation on Skm, leading to the

19 following expression:

20 Sy =S/~

21 ), and of distributing the receiver secret key ox, sx(0x) to said receiver

22 apparatus used by a receiver X;

23 means for calculating:
k
24 5:(0,,4) =tAsx(ax)2e°x(i)

95 from the key distributor secret key ei, the sender registration key ta,
96 and the receiver secret keys sx(0x), Ox, and sending the receiver

27 registration data s«(ox, A) to said sender apparatus used by the sender

28 A;and
29 means for calculating key distribution data yai:
30 y,,,.=gA"'q modN, (lsism)

31 from ga received from the sender A, the trusted center secret key ej, and
32 the sender registration key ta, and sending the key distribution data yai
33 to said sender apparatus used by the sender A;

34 said sender apparatus used by the sender A comprises:

35 means for producing:
P,,Q,: prime numbers
- 36 L,= lcm(ord,,d (g.4) ordg, €:9),
g8.€Z, O0<g,<N,
r,r'€z, O<r,r<lL,

37 as sender secret keys of the sender A,
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N, (' P Q4)
as a sender public key of the sender A, and sending the sender secret
key ga to said trusted center apparatus;
means for generating r, r’, calculating receiver registration key
rx(Ox, A) satisfying:
r. (0, A)s,(0,, A) = r' (modL,)
from receiver registration data s«(ox, A) received from the trusted center,
the sender secret key La, and the integer r’, and sending the receiver
registration key r«(ox, A) to said receiver apparatus used by the receiver
x; and
means for calculating key distribution data defined as:
Zy,=y, modN, (lsism)
from key distribution data ya;i received from the trusted center, and the
integer r, and broadcasting the key distribution data zai to said
plurality of receiver apparatuses as objects of broadcast
communication;
and,
said receiver apparatus used by the receiver x comprise:
means for calculating an encryption-decryption key Ka for

broadcast communication, using:

¥4 ’x(a:vA)st (ax)
K, = (HZW)) mod N,
te

from the receiver registration key r«(ox, A) received from said sender
apparatus used by the sender A, the key distribution data zai, and the
receiver secret keys ox, sx(0x) distributed from the trusted center, said
encryption-decryption key Ka being generated by said sender apparatus
used by the sender A, using:

K,=g,” modN,.
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-57- :
METHOD AND SYSTEM FOR DISTRIBUTING ENCRYPTION AND
.. DECRYPTIONKEYSIN
SECURE BROADCAST COMMUNICATION

Abstract of the Disclosure

It is made possible to obtain a common key owned in common
with a plurality of senders, using only one receiver secret key. A
trusted center produces the receiver secret key of a receiver, so as to
correspond to a subset consisting of two or more elements from a
suitable finite set Z, and distributes it the receiver. Further, the
trusted center produces identification information ts for a sender. The
sender produces an encryption-decryption key Ka from his own sender
secret key. Keeping the receiver secret key and the identification
information ta secret from the sender, the trusted center cooperates
with the sender to produce data related to each element of the finite set
Z and the sender secret key, and data related to a subset corresponding
to the receiver secret key and related to the sender secret key, and
broadcasts these data. The receiver x calculates the encryption-
decryption key Kai from the received data and his own receiver secret

key.

Figure 1
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