VERI FI CATI ON OF AUTHENTI CI TY FIELD The present invention relates to
verification of authenticity, and in particular but not exclusively to
nore especially verification of authenticity of an article such as an
personal identification (ID) card, vendable product, inportant docunent or

other item Many traditiongltr@ut RendNeHt AOTISRCUCITY systens rely on a
process which is difficult for anybody other than the nmanufacturer to

perform where the difficulty may be inposed by expense of capital

equi prent , conptﬁjﬂty of technical know how or preferably both. Exanples
are the provis of a watermark in bank notes and a hol ogramon credit
cards or passports. Unfortunately, crimnals are becom ng nore

sophi sticated and can reproduce virtual]y. anything.that original
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bei ng uni gquesrsamd idmtiécatiop i hearilyvimdotle grefduct, inperéant Heguae T 81t that is
measur abl e and can thus be used as a basis for subsequent wverification.
Accor di ng™t®8" t hi s approach tokens are nanufactured and measured in a set
way to obtain a unique characteristic. The characteristic can then be
stored in a conputer _ database, or otherw se ret%i ned. Tokens, of .this type

can be embeddedany traditionglguthentication Pty Sygfems Y AN PEOCCRL RIS B | p
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Because of this, there is a2 known approach to authentication security systems
which relies on creating security tokens using some process governed by laws of
nature which results in each token being unique, and more importantly having a
unique characteristic that is measurable and can thus be used as a basis for subsequent
verification. According to this approach tokens are manufactured and measured in a
set way to obtain a unique characteristic. The characteristic can then be stored in a
computer database, or otherwise retained. Tokens of this type can be embedded in the
carrier article, e.g. a banknote, passport, ID card, important document. Subsequently,
the carrier article can be measured again and the measured characteristic compared

with the characteristics stored in the database to establish if there is a match.

Security tokens can be used to access information, authorise transactions or
many other purposes. However, damaged tokens and imperfect token identification
apparatuses can lead to difficulties in carrying out the activities to which the token

should provide enablement.



The present invention has been nmade, at least in part, in consideration of
probl ens and drawbacks of conventional systens. The present invention has
at least in part resulted fromthe inventor's work on applying

aut henti cati on techni ques using tokens made of nagnetic nmaterials, where

t he uni qu Wﬁl@},provi ded by unreproduci bl e defects in the magnetic

mat eri al t'ha affect the token's magnetic response (as detailed in

PCT/ GB03/ 03917, Cowburn). As part of this work, magnetic materials were
fabricated in rcode format, j.e. as a, n er.of parallel strips. As well
as reading the ﬁiHﬁ?F&nhﬁHﬁ’éthncharSeléeﬁﬂrf%deofayH%ét 0 PRrtnD GRASIIGRAERT r?g a
magneti ¢ Tl didnyddtdwbRUDEE donvERRER syst@Rs.0pt | cal scanner was built to
read the barcodes by scanning a | aser beam over the barcode and using
contrast fromthe varying reflectivity of the barcode strips and the
article on whi A\er Thi s, i | ' tary to
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self authentication schene,,for ex ] al so .descri hed abo for
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unique magnetic response in a type of well known self authentication scheme, for

example as also described above for banknotes (see for example, Kravolec “Plastic

tag makes foolproof ID”, Technology research news, 2 October 2002).

To the surprise of the inventor, it was discovered when using this optical
scanner that the paper background material on which the magnetic chips were
supported gave a unique optical response to the scanner. On further investigation, it
was established that many other unprepared surfaces, such as surfaces of various
types of cardboard and plastic, show the same effect. Moreover, it has been
established by the inventor that the unique characteristic arises at least in part from

- speckle, but also includes non-speckle contributions.

It has thus been discovered that it is possible to gain all the advantages of
speckle based techniques without having to use a specially prepared token or specially
prepare an article in any other way. In particular, many types of paper, cardboard and

plastics have been found to give unique characteristic scattering signals from a



coherent |ight beam so that unique digital signatures can be obtained from
al nost any paper docunent or cardboard packaging item The above-descri bed
known speckl e readers used for security devices appear to be based on
illumnating the whole of a token with a |aser beam and i magi ng a
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(see for exanp 84, 214), thereby obtaining a
speckl e papdper documangteor cafdbbird pholagingnteoe up of a | arge array of data

poi nts. The reader used by the inventor does not operate in this manner. It
uses four single channel detectors (four sinple phototransistors) which

are angul arly spacgfve-abatibed fusl bRekic @8ldyrsh @l 6 @@ty Gepangipta fromthe
scattered | aser beam The |laser beamis focused to a spot covering only a
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(typically undr eds .or thousands f, different | ocalised areas on the
article su?f%tg‘é@. eanFﬂ%EE;ﬂpa ‘é’fﬁfrm’ﬁ&S?g?t?ﬁﬂ’gfsst ors are used, analysis using
only data froma single one of the phototransistors shows that a uni que

characteristic response can be derived fromthis sjngle channel_ alone!
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conparing an attribute o a.conparison result from each bl ock conparison
to an expekundeedator thaygansshef diffsrant nsglised areas on the article surface. Although

four phototransistors are used, analysis using only data from a single one of the
phototransistors shows that a unique characteristic response can be derived from this
single channel alone! However, higher security levels are obtained if further ones of

the four channels are included in the response.

Viewed from a first aspect, the presemt invention provides an article
identification method. The method can comprise: determining a signature from an
article based upon an intrinsic characteristic of the article; and comparing the
determined signature to a stored signature. The method can also comprise splitting
the determined signature into blocks of contiguous data, and performing a comparison
operation between each block and respective blocks of the stored signature. Thus a

higher level of granularity in verifying the article can be achieved.

In some embodiments the method can also comprise comparing an attribute of
a comparison result from each block comparison to an expected attribute of the block

comparison to determine a compensation value for use in determining a comparison



conparison to determ ne a conpensation value for use in determning a
conparison 3 result. The nethod can al so conprise determning a simlarity
result between the determ ned signature and the stored signature, using

t he conpensation value to adjust the determ ned signature. Thus an article
damaged by stretching or shrinking can be successfully identified. A so, a
non- | i near resilg Naheél kthda taan rilsdadonis€ dteheining C dmitadat eskimbdtivent theosi ng
identification accuracy. TF%:TS; a <ia,ri ety of physical ali {ment .devi ati ons
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conparison result from each bl ock
conparison to an expected attribute of the bl ock conpari son conprises

conparing an actual cross-corre]ation ak .| ocation of a conparjson result
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t he storedyalsi GRaetest foRerdfo BXHRESH: GELISHS Sollating laddd: @ff dagakoihandti on to
determ ne the conpensatjon value for use in determning ? ﬁoqpﬁ%{i son
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al i gnnent  devicali0fSnOndldRrailded Soulé Bfthe $ABO IR mehitoRAR e mROdi Nent s
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of best fi settad datsepaintys Shud theeindiinsin ciseasieriste 581 bn¢ TBRCLAMEDPL fhe bl ock
conpari Sonﬁratehgf}’r ﬁ&%h%m@i@leﬁfﬁﬁdé.i t representing an average devi ation

fromthe expected cross-correlation peak |ocations. Thus an average
deviation fromthe expected position can be used for the conpensation. The

average devi ati ﬁnsoﬁl%yen%%diments the comparing of an attribute of a comparison resuit
from each block comparison to an expected attribute of the block comparison
comprises comparing an actual cross-correlation peak location of a comparison result
between & block of the determined signature and the corresponding block of the stored
signature to an expected cross corrclation peak location to determine the
compensation value for use in determining a comparison result. Thus the expected
result can be used to work out physical alignment deviations of the article during

scanning.

In some embodiments the determining of the compensation value comprises
estimating a function of best fit to the cross-correlation peak locations for each of the
block comparisons, the function of best fit representing an average deviation from the
expected cross-correlation peak locations. Thus an average deviation from the
expected position can be used for the compensation. The average deviation may be
measured in many ways, and may resulf in a function of best fit which is one of a
variety of functions, which can include a straight line function, an exponential

. . . . z .
function, a trigonometric function and an x” function.



measured in many ways, and may result in a function of best fit which is
one of a variety of functions, which can include a straight Iine function,
an exponential function, a trigononmetric function and an x2 function. 4 In
sonme enbodi ments, the method further conprises conparing the determ ned
signature to a plurality stored signatures, A closest match result between
the deter mi ned 18i §¢iB¢ uprBboaCHthe Y (P P‘fyﬁgﬁ‘he’ét“d’lné’d‘s‘%ﬁ SRaPaTRE BEn be
found. Al sy eﬂ%iﬁ%ﬂ‘torae@{ﬁlaﬁ c8ighatRd, A cblig: Hel8rBunaRredgnat ur e
has determ ned Fherefor a imlarity result |Iower than a predeterm ned
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to a database of item si tu t determn et h ak 4 i,S a
menber of ‘foﬁlﬁ‘?tcgd?%ﬂgacgg .b%%ﬁ?rg{ ﬁjﬁﬁ a%teﬁ%lé‘ tsgngta}ée\{%éars r%% lrzlegln Fﬁg t%%%%}e Aticity of
a variety Qhjailyl fk@s,lowsC haas a Ppredatednsined ahieshold absfeach dfottensoredal ue
transfer authorisation tokens, entitlenment tokens and access tokens, In
some enbodiignehires. tIhES #Bt Y AR PCaFTE AR iaséat[l}%fﬁ%lﬁ‘ dteh g8 Pari ty
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conparison result in the vent. of .the_simlari r t he at | east
one predet @ FHn uebtlradl(?%r Blétﬁ?{ a{ﬂ%l} Sk c%%@&‘@f@?%%ﬁé §§+cﬁls tg{“?‘{sy t hr eshol d,
regardless of a simlarity result for the signatures as a whole. Thus a
critical portion of an article can be identified.and OSi ti.vg1 match be
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as a whole. Thus a critical portion of an article can be identified and a positive maich

be required for authenticity verification of the article for the critical portion as well as

the signature as a whole.

Viewed from a second aspect, the present invention provides a system for
identifying an article. The system can comprise a signature determination unit
operable to determine a signature from an article based upon an intrinsic characteristic
of the article and a comparison unit operable to compare the determined signature to a
stored signature. The comparison unit can be operable to split the determined
signature into blocks of contiguous data and to perform a comparison operation
between each block and respective blocks of the stored signature. Thus a high

granularity analysis of the article signature can be performed.

In some embodiments, the comparison unit can be further operable to compare
an attribute of a comparison result from each block comparison o an expected
attribute of block the comparison to determine a compensation value for use in

determining a comparison result. The comparison unit can be further operable to



bet ween each bl ock and respective bl ocks of the stored signature. Thus a
high granularity analysis of the article signature can be perfornmed. In
sonme enbodi ments, the conparison unit can be further operable to conpare
an attribute of a conparison result fromeach bl ock conparison to an

expect ed tribute.of, bl ock e.conparison to determ ne onpensati on
val ue for %geé‘mlmﬁ adsé{nélﬁ#ynﬁ‘?aﬁgbe%?%‘aa}esBﬁte?%lgﬁ tSIENERRS %ﬁp@? rg%rﬁaunit can
be furthersigpanghlstgtiBe cdmpakaion itiedo Sitljiis! Ak idetrhped kionfglnerfs bhe

determ ned signature and the stored  signature, using the conpensation

el - » t .
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signature determ nation can be accommodate W t hout [ osi i cation
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signature Qgengration step can be .c ensated for to allow a correct
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can be opeich®k@l.to calculate a simlarity result for each conpared bl ock.

The conparison unit can also be operable to conpare the simlarity result
for at | east one predetermned block to a predetermned simlarity

threshold and Ui shbWribRidaaa!hy ol IRAR FANcCHY bberkle (i %alchieNt of the

simlarity result for the at l'east onhe predeterm ne el ng bel ow a
pr edet er m siadargy pgshiifon sach kpmpired Block.eghe dérepmison vait shmalsabé byeratdsul t f or

t he signatur ol.e.. Thus,a.crifi,cal part _aof an. article can be
i dentifi ecfgaﬁ(%n%ag%j tg%}t,\gelguég%tyar}eﬁillhgﬁoér a{ éc\:/aé;i %}e Séﬁ%ﬁﬁeﬂﬂve haf%tRe? areas of
an articl gredeersieg sanbaity meoiinld add fosremins 4 megativieadontbafifcar @il @ngs of the

data gat hered i rel.ation to the intrinsic property of the article relate
to scattereVF'i‘tcﬂ#]&‘? sindledity repult fag thg at legst ong oy F@“B‘?%PE\?kéFﬁé bela #rovement
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by a notor that noves the beam over an article that is heldfixed. The
not or couldd dwheleschhys aneritinal park oF ap iy gabe ddentifed ppd subiestask toor  any

sui tabl e 'H?él%fle@é’l%soxﬁhhﬁﬁﬁﬂt&h‘é{aﬁr&séfr%ﬁaﬁfcilé.’e could be manual in a | ow cost

In some embodiments, it is ensured that different ones of the data gathered in
relation to the intrinsic property of the article relate to scatter from different parts of
the article by providing for movement of the coherent beam relative to the article.
The movement may be provided by a motor that moves the beam over an article that
is held fixed. The motor could be a servo motor, free running motor, stepper motor or
any suitable motor type. Alternatively, the drive could be manual in a low cost
reader. For example, the operator could scan the beam over the article by moving a
carriage on which the article is mounted across a static beam. The coherent beam
cross-section will usually be at least one order of magnitude (preferably at least two)
smaller than the projection of the article so that a significant number of independent
data points can be collected. A focusing arrangement may be provided for bringing
the coherent beam into focus in the article. The focusing arrangement may be
configured to bring the coherent beam 1o an elongate focus, in which case the drive is

preferably configured to move the coherent beam over the article in a direction



reader. For exanple, the operator could scan the beamover the article by
noving a carriage on which the article is nounted across a static beam
The coherent beam cross-section will usually be at | east one order of
magni tude (preferably at least two) smaller than the projection of the
article so that a significant nunber of independent data points can be
col I ect ed. st @eUE NE: dhh@nNgLRIEST B yglobgatprfovisdedid alodgnienficng cat he
coherent beaminto focus in  the ?'%'éfﬁl The focusing arran errent may be
conf i gur edeangensitly ge pinyideg methery ipdriea] lees, ﬁ’heaé‘F"&%ﬂb‘Eﬂgrqr&gﬁ%ge ¢ whi ch” case
the drive is preferably configured to nove the coherent beam over the
article in a direction 6 transverse to the or axis of the elongate
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di recti onafletectt®t, ei@tabr@ﬂedh@ﬁadi sig{all emthl optical fiiegroal othrt ineaspiecs.c aWithi bres or
ot her neasuyres th directiqnal. detectors .or | i sed,col | ection
of signal, ?WEOQ?X\E@F‘%?FF B S 8 @ se ﬁe%@&?ftg@n%eg}eo@&gr gt éﬁaﬁbgoe?a t he
coher ent  bgaReEtdl v ffised. afniigeda it cohdreibBah Soll®e stahiohed HREaBevol une.
Directional detectors could be inplenented b focu5|ng %%S %es fused to, or
ot her wi se Fheedapplingeyalimegn }?183"“?% dﬁ@?"@’@t“&f“ debeeianiercnted by doqusipgpr es  may

be used i N GORIRAEE, BNt ke 68 B RINIBS to, e defeciipeRineh®. DPtisMkBra Wor kabl e
reader when the detector arrangemnment consists of only a single detector
channel . Cmaebe ewboboniwetdon wdh mideleRset-or arrangement that conprises a
group of detector elenents angularly distributed and operable to collect a
group of data points for each different part of the reading volune,
preferably a sriali§ pgssiip tw)fmd(efEe\WQ!ﬂ@tbbfcte@derewmthesdet@é@uﬂme@%ancerrent
|s provi deg, whgn & 0g 49&3&& QARG Btn? SRR LENa! (R

conpari son  Dbétween oi nt's of same group Ni's conparison nay
conveni ent blyaﬂgemeﬁt\that aomprises a group of detector elements angularly distributed and

operable to collect a group of data points for each different part of the reading
volume, preferably a small group of a few detector elements. Security enhancement
is provided when the signature incorporates a contribution from a comparison
between data points of the same group. This comparison may conveniently involve a

cross-correlation.

Although a working reader can be made with only one detector channel, there
are preferably at least 2 channels. This allows cross-correlations between the detector
signals to be made, which is useful for the signal processing associated with
determining the signature, It is envisaged that between 2 and 10 detector channels
will be suitable for most applications with 2 to 4 currently being considered as the

optimum balance between apparatus simplicity and security.

The detector elements are advantageously arranged fo lie in a plane
intersecting the reading volume with each member of the pair being angularly

distributed in the plane in relation to the coherent beam axis, preferably with one or



cross-correlation. Al though a working reader can be nade with only one
detector channel, there are preferably at |east 2 channels. This allows
cross-correl ati ons between the detector signals to be made, which is
useful for the signal processing associated with determning the

d.th b 2 d 40 d ch | Il b
Surtable Pt deBeBEKoRRAE Y Nor R HE Pyt AT DR Tyt RORERE o s

the opti mmgmzll@me hied weeptatlppar at us sinmplicity and security. The
detector elenents are advantageously arranged to lie in a plane
intersecting the reading volune with each nenber of the pair being

angularly di St’I"hkabz!:HeeSIf lm%sé E&ra%&%@ dNiHe® %z@ﬂdl@%b&&eﬁhﬁmﬁoﬁﬁr &itfer éa}gam axi s,

preferably w one or nore detector enents elther side e beam
axi s. Homéiv@ﬁwrﬂm hﬁﬂlaﬁamd d@gefct\@tuabbrdaém@nmt@ngrtbe adcsutyalcrdphadl e The

use of cro ti.0n nal s mthe di fferen
Hot ot or s PR ELENRE REeRhntd] Go RS cRhS RERA ST SBE s+ b€ Cecurity
| evel s anduhad &fahd @bssadobelatiogs it Bemswinatuprising OnbesommkiEc pelnt ablitw,
reproduci bj e over, . tine. The _utility of the cross-correlations is somewhat

sur pri si n§PFF cRPAIS PR AFS aheysntht “’éﬂ"“\‘?}a&ﬂ/ (witgthexcepmat igsalsirms ar e
| nher ent | wppaearphalete uhid). heoRer SRIOROf s5BR3feil OB RPAPC] POI Nt S

in the pattern). In other words, for a speckle pattern there w
defi ni ti odehationpozep G%S-@@qufémathebmenéhwml&ﬂn@nﬁlwghﬁbrsmf qateiarh o d| fferent

detectors; | es

of fset f ro&%t# %Eg’m fég%’?%m%%%gg%ugg% n#%g%@%n%&g%é u’g&cf‘&gg t he
exci t at i otodaticmin @rnomihe plaak unﬁeméctugithg excmaﬁsls lcmantcmel “Hiid ediuc ontgiagut i ons

t herefore |ndi catles t ha bﬁ nB {.ant art of the scatter t'%i nal is not
speckl e. TS REREREOPRIOE IS et 156 (Pah 80 JPRATIAL BATE B ﬁgcat“ﬁ% resul t
of direct s@ﬁﬂtisafo;t sPdckR, dTHd H&ﬁs;fc@ﬂl‘étc%htrﬂﬁt@@@btﬂu HatyioRed b BB RO ex
surface, such as paper fibre twi sts. At present the relative I nportance of

the speckFeuliif diset scafracq difivss seatedng Aentribwiony B3 epmplex serfacel ear .
However, kfoH & fa Fé"ﬁbr@ RSt @ preSXReAd m@@ iRt AELBALL QpdlRcSink HRh- t he

detectors are not neasurl ng a pure spec
speckle scatter signal contribution is not cIear However, it is clear from the

experiments performed to date that the detectors are not measuring a pure speckle

pattern, but a composite signal with speckle and non-speckle components,

Incorporating a cross-correlation component in the signature can also be of
benefit for improving security. This is because, even if it is possible using high
resolution prinﬁnlg to make an article that reproduces the contrast variations over the
surface of the genuine article, this would not be able to match the cross-correlation

_coefficients obtained by scanning the genuine article.

In the one embodiment, the detector channels are made up of discrete detector
components in the form of simple phototransistors. Other simple discrete components
could be used such as PIN diodes or photodiodes. Integrated detector components,
such as a detector array could aiso be used, although this would add to the cost and

complexity of the device.



pattern, but a conposite signal with speckle and non-speckl e conponents.

I ncorporating a cross-correl ation conponent in the signature can al so be of
benefit for inproving security. This is because, even if it is possible
using high resolution printing to make an article that reproduces the

contrast variations.over the . surface qof. the. i j i.s woul d
not be abl e t o "RE: %u\iﬁé(pg'nggrgggv %C?Ie{né)? ﬁ{)r#’]e (I:Iggﬂ# %tgb?le%{tgié g{)fgh a Fr?ggé by

scanni ng the G4 B8ciaks bekenntd) it 4l sRmsanivedirefenble itipeactiet Bet e channel s
are made up of discrete detector conponents inﬁtbh.e for maé)f Si

| e
phot ot r ankietheas. is Gckdent prpiBaglystarBekiodBA YRR PEe S Ort'ilgrgtg such as
PI'N di ode tf%rg Q?a} chér%ﬂg %hag .05 €9 g@ﬂeﬁﬁl ECLRY BANRRN SdieSsurfadéiolithas a
al'so a

detector 9 cou € use ough this would add to the cost and
conpl exi t yitlefchidpe, devivien g Ftideis deigtaded betwpert MawsHreaiis A R8NP t he

il lum nati I ft I b { cl : , 1t al
Scem 1o BVl BREFADIE SRS, SEEFIS CRACT A 0br ChaaPPeoroa an | o

appr oxi maggly sBoRIBhvit@, bitgt sulaaleendd enagdiamhn agdrdnh aoeddmetdby gt ai n a

characteristic that can be repeatedly nmeagsured E&%r%gg]g %ﬁg‘g 1sngré‘dace W th

littl e chdesign ofspere prisrart pecldy reeders ipcdugiag el ot Yhe § LireTents. At

| east so fﬁ*g ilfr?ﬁ?%mr derfr Yas Qbh%qy@enid}piﬂﬁnﬁ@enioﬁqarﬁ%rao@a& r&dd) . Once
) S (o]

appreci a fect seens vious, but it is clearly ngt i mredi ately
appar ent agthebliden deitichye finetiondd séagonably wehwn pabogtory condifensk P& ¥ahder s

i ncludi ng that of. 221 .870.and_| e fLiLs weader built
by the i nde# W?‘twﬁc?o f?{?‘ﬁf% 8P ‘)g&‘ﬁpra é%}d‘%?gta%%ﬁ&pglélé‘a gira&a\%m&gé/ﬁp%gll 1?%%

i nci dence gfunghi ARBdingeRsoBablftiuekd ciuse Isepificatodiffercormdite apprsr UbRR  was

quite sensitive to degradatign of the er .used as t.h [t or
exanpl e, F@Jbﬁﬁﬂ'@em‘iqﬁeg%’ﬁpﬁé?or\ﬁ Hrﬁto?ylpﬁd‘é%gp%%eg gS Reids ce%élhch%ggef

si gni fi cang, di £ 1repEeSekifs ARPRAKHIANIpapEEbTEaARIME Gerdling, Hibalse o
pr ot ot ype readter used normal rncidence and has been fouE]gito e robust
agai nst degead avintn sefh pyassing threngh H@lq\‘érfélp?sn@f,ep%‘ﬁar e %ot e**Sever e

event s Such 89 pRARRAG.bILIHIRNAL SahyRasiR! oRriiing dnnabindiang a | aser

printer, ;5’35 ug pi er machine,” writing on, printing on,
del i ber at §corching in an oven, and crushing and reflattening.

Tt can therefore be advantageous to mount the source so as to direct the
coherent beam onto the reading volume so that it will sirike an article with near
normal incidence. By near normal incidence means %5, 10 or 20 degrees.
Alfematively, the beam can be directed to have oblique incidence on the articles. This

will usually have a negative influence in the case that the beam is scanned over the

article.

It is also noted that in the readers described in the detailed description, the
detector arrangement is arranged in reflection fo detect radiation back scattered from

the reading volume. However, if the article is transparent, the detectors could be

arranged in fransmission.

A signature generator can be operable to access the database of previously
recorded signatures and perform a comparison to establish whether the database

contains a match to the signature of an article that has been placed in the reading



scorching in an oven, and crushing and reflattening. It can therefore be
advant ageous to nount the source so as to direct the coherent beam onto
the reading volunme so that it will strike an article with near nornal

i nci dence. By near nornal incidence neans 5, 10 or 20 degrees.

Alternatively, the beamcan be directed to have abli i ncide on the
articles. vphiree. Whe flatekpgamay brapast of »awss sto@er ﬁFYlﬁ"eH’g‘g?‘?rﬁwt%g Orc}gg% that the

beam | S _SCalPtudRls, by L b £lchotd focdifindhd Aol tbyldiicalis thrbgpir eader s

descri bed ' escription, the detector arrangenent |s
arranged ilet@ih@dtdtons tiokdeftectlecainaticaiond diok mavatake @8y CPREAIONhe 1 eadi ng

vol unme. However, If the article j.s.transpar.ent.,. c d be
arranged i RIErBAYHE Hi5HESS %‘ﬁ#@#ﬂ%ﬁ&“ﬁé‘ﬁ rbé:t%v?l%@%ogegtt%é;{g%t'eq%{% access
the dat abar%?a &huieifti%ﬂiaﬂ&lﬁidéessﬁ@cxabcﬂ@amajz o aparnisis, Anchspiersoorcmperaompar i son to
est abli sh ether the database contains a match to tthe. Ei&gature of an
article t havddae allewtheyignagae tnbe aided ke frjabase Yoo et ¥ia™Yat abase may be
part of a mass storage device that forns part of the reader apparatus, or

may be at a renote |ocation and accessed by the reader through a
t el ecomuni cat i Whe Liink a dEtebate| ie cdditionite storiog she isigkatyes itBRealsh e

conventional _ _form Jjncludi.ng wreles fi- |LLE
avai | abl e Wi ® Iﬁ‘%goFﬁfee@ﬁteflgga\tﬂrg mdtg% zia%{é%ﬁi‘gﬁ%’ﬁ} gﬁ%%ge@tngemdul e

may be opelaplQucifhs 4 @mhed BoosEihe pletwhdmna bhotngrapts pf & pasipbd Woldas

signature to be added to the dat abﬁse i f gt% ma&ccp i tfﬁundt \{g{gﬁhe}isi ng a

dat abase, deteilsdaithe placa arddime Phgatfectup of fie ey ’Oﬁéﬁa Y LS AR Ul Tt o

associ ate Lhaly 3|, aRa i Gohibil D6ocl ANB8EAE D impdraioknf o et on about t he
as a

article su%af%e scanned copy of the document, a photograph of a passport
hol der, details on the place and tinme of manufacture of the product, or

details on the Jﬁl;]eti%nd %Pn@%l“g_sldgﬁﬁiltc%@&;&. iQEs %ﬁg@éj@phe‘,agggc&dﬁ@ergn to track

grey inportationj- ntion a identification of "articles nmade of

a variety @fhddbfhgesns, sulli adspaf cardicerd aidplastioch as paper, cardboard and
pl asti c.

By intrinsic structure we mean structure that the article inherently will have by
virtue of its manufacture, thereby distinguishing over structure specifically provided

for security purposes, such as structure given by tokens or artificial fibres

incorporated in the article.

By paper or cardboard we mean any article made from wood pulp ot
equivalent fibre process. The paper or cardboard may be treated with coatings or

. impregnations or covered with transparent material, such as cellophane. If long-term
stability of the surface is a particular concern, the paper may be treated with an acrylic

~ spray-on transparent coating, for example.

Data points can thus be collected as a function of position of illumination by
the coherent beam. This can be achieved either by scanning a localised coherent
beam over the article, or by using directional detectors to collect scattered light from

different parts of the article, or by a combination of both.
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By intrinsic structure we nmean structure that the article inherently wll
have by virtue of its manufacture, thereby distinguishing over structure
specifically provided for security purposes, such as structure given by
tokens or artificial fibres incorporated in the article. By paper or
cardboard we nean any article made from wood pulp or equivalent fibre
process. The pahesigortusaisdardediy toea wigtat egnatinchine owey AppEicatons.

i npr egnat k.ons_,0k__coveared w.t r rial., e hane. |f
| ong-term y%’f;%lbﬁl%els toﬁhé’féjlg\{\éel Sg%lr ?ug%g‘qﬁscq’g%%{;@&?lghol%grwoélﬁggﬁ,ﬂ%t‘Jﬁlelé’)egaper may
be treat edoWbithioadk F6L Whiie cusphidy itds pief@aldpar Bive acdigitdl sipnafuos siexafipl e. Dat a
points can thus be_ coll|lected as a function of position of illumnation by
t he coher 8pRut Bkt forkisd seeiithe achi eved either by scanning a | ocalised
coherent beam over the article, or by using directional detectors to
collect scattered light from different parts of the article, or by a
conbi nati on of Ablatther iplepmmtatiogrrftthe énviestiemeanshegeafonged avidioni gpmeg

si gnat ure_in,. t. applicati LC i t he. diqi pgnature
i on-cur r s PBEHABRBs) FC i vi PR by Bhelhe s el flebBn L™ 1EE, o
current| ylbel dsivod €foar tal stgriaairbavkeraindhgidbal camifgmatireemadidse-mhdablbout 2k
bits for high.security. A further inplenentation of the invention can be
per f or nedHOHERO€¥dring the digital signatures in a database, but rather
by labelling the entitlenment token with a |abel derived fromthe
signature, wherein the | abel confornms to a machi ne-readable encoding
protocol. it BRI EF DESCRI PTION OF THE FI GURES Specific enbodi nents of the
present invention will now be described by way of exanple only with
reference to the acconpanying figures in which: Figure 1 is a schenatic
side view of an exanple of a reader apparatus; Figure 2 is a schematic
perspective view show ng how the readi ng vol une of

[
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the reader apparatus of Figure 1 is sanpled; Figure 3 is a block schematic
di agram of the functional conponents of the reader apparatus of Figure 1;
Figure 4 is a perspective view of the reader apparatus of Figure 1 show ng
its external form Figure 5 is a perspective view show ng anot her exanple

of an external form far the. r f Figure 1; Figure 6A is schematic
Cross- seBW%%QES\ﬁRéR/T{(ﬁ?IQfgﬁ{%%?(gﬁgggnati ve reader configuration; Figure
6B is a perspective view of another alternative reader configuration,;

Figure 6C is a perspective view of another alternative reader
confi gur at i onSpecHigembodinernthofhegutrenainvertlonywillmosy bedasiaheddry Wht er nat i ve

i magi ng arrangenent f.or rea based on di.rectional, |light collection and
bl anket © ffxiaﬂﬁ’?%%ﬂqy 8‘?!,& r?‘i%beﬁl?ee%(j}ée o 2O hetel Fscléllvrq%}d}'n pl an view the
optical footprint of a further alternative inaging arrangenent for a
reader in which directional detectors are used in  conmbination with

| ocal i sed il | B eak }S@rﬁcbﬁmﬂlcéfﬁeéﬁl%aﬁ%’b‘”ﬁéﬁ’iﬁ ofpregele ARSI i s a i cr oscope
i mge of a paper surface with the inmage covering an area of approximtely
0.5 x 0.2 mm Figure 8B is a mcroscope image of a plastic surface with the
i mage coveri nfigusn? & schofatpparspecivet vey hodnphoy B2 rending Wilgue ef 9A shows

raw data,froma sin t odet ct?rd,usi ng the reader of Figure 1 which

. the réader apnar Ieof%l{I QY e pie . .
consi sts' of “&a p?%{o et Bctor - si ghal"and an encoder signal; Figure 9B shows

t he photodetector data of Figure 9A after linearisation with the encoder
signal and averaging t itude; Figure 9C shows the data of Figure 9B
after digiti sgltgf'lﬁ’n? é%ég’i?ﬁ%k%aﬂ"n%‘ag@gw He fupcrgnal components of the

reader apparatus of Figure 1;

Figure 4 is a perspective view of the reader apparatus of Figure 1 showing its

external form;

Figure 5 is a perspective view showing another example of an external form

for the reader of Figure 1;

Figure 6A is schematic cross-sectional view through an alternative reader

configuration;
Figure 6B is a perspective view of another alternative reader configuration;
Figure 6C is a perspective view of another alternative reader configuration;
Figure 7A shows schematically in side view an alternative imaging
arrangement for a reader based on directional light collection and blanket
illumination;
Figure 7B shows schematically in plan view the optical footprint of a further

alternative imaging arrangement for a reader in which directional detectors are used in

combination with localised illumination with an elongate beam;
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Figure 10 is a flow diagram show ng how a signature of an article is
generated froma scan; Figure 11 is a flow di agram show ng how a signature
of an article obtained froma scan can be verified against a signature

dat abase; Figure 12 is a flow diagram showi ng how the verification process
of Figure 11 <can be altered to account for non-idealities in a scan;

Fi gure 13A shows an exanple of cross-correlation data data gathered from a

scan; Figure %3 S A0 ligapé of & P8FerGRrfa®) |ith or igaka coatiaggat her ed
froma scan \)\jﬁﬁéjrrg@&e ascg;nne alrtlgcl e is distorted; Figure 13C shows an

exanpl e aofy sfzosfappoxinedtelyi0dx damamdat a gat hered froma scan where the
scanned article is scanned at non-linear speed; 13 Figure 14 is a schematic
representation of an article for authenticity verification; Figure 15 is a
schemati c cut -@ayay sBek ansietdsyelinaye of a plastid furfase aithHbaiinags caYAEE; and
Figure 16 is a schematic cut-a erspective view of a nmulti-scan head
position acarmerappiprimechy Py ’h&ﬁ%f‘&bn is susceptible to various

nodi fications and alternative forns, specific enbodi nents are shown by way
of exanple in the drawings and are herein described i.n detail ltl shoul d

be under st ood, Fipmwedreshowhaaw drtavikamg e single Riefodriesiar 43g MHIRET Phereto are
not intended to Jl.imt the in I i .orm di scl osed, but
oAb L Ry! gl sndpt bhcih e

on the cofeM&r on 1s nodi fications, equivalents
and alternatives falling within the scope of the present invention as

defined by the appended ol &l Mstoddlectr dan 6f HbkeFa RAETH R &RFVRED VENTS

the encoder signal and averaging the amplitude;

Figure 9C shows the data of Figure 9B after digitisation according to the

average level;

Figure 10 is a flow diagram showing how a signature of an article is generated

from a scan;

Figure 11 is a flow diagram showing how a signature of an article obtained

from a scan can be verified against a signature database;

Figure 12 is a flow diagram showing how the verification process of Figure 11

can be altered to account for non-idealities in a scan;

Figure 13A shows an example of cross-correlation data data gathered from a

scat;

Figure 13b shows an example of cross-correlation data data gathered from a

scan where the scanned article is distorted;

Figure 13C shows an example of cross-correlation data data gathered from a

scan where the scanned article is scanned at non-linear speed;
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For providing security and authorisation services in environnents such as
an e-commerce environnent, a systemfor uniquely identifying a physical
itemcan be wused to reduce possibilities for fraud, and to enhance both
actual and perceived reliability of the e-conmerce system for both

provi der and end-users. Exanples of systens suitable for perform ng such
itemidentification will now be described with reference to Figures 1 to
1L Figure | shausea15Cheraldnsidroteaitabn aof lans brekapl aubénisiyeader
apparatus 1. optical reader apparatus 1 is for neasuring a signature
from an ar tdrificetiqdmpot shown) arranged in a readi ng volune of the apparatus.
The reading volunme is formed by a reading aperture 10 which is a slit in a
housing 12. The housing 12 contains the main optical conponents of the
appar atus. The Ebhike 1A% htsshemjtior cebawentperspectiue Xiewdol aonpgricgs berdi nset
axes in the drawng). The principal optical conponents are a |aser source
14 for gené?aalﬂ‘-’lriﬂj*da coherent | aser beam 15 and a detector arrangenent 16
made up of a plurality of k photodetector elenents, where k = 4 in this
exanple, |abelled 16a, 16b, 16¢ and 16d. The_ | aser bgam S Eo used by a
cylindrical |enBigug 16 it 8 ?éhe@ﬁt&ng‘ﬂ:taévab’oﬁ%?e%tk‘feeﬁm”nﬁfjﬁrf“? X! dffecti on
(per pendi cul z?triontsgar{n@le pl ane of the drawing) and lying in the plane of the
r eadi ng apE?S[ ure.” I'n one exanple reader, the elongate focus has a nmjor
axi s di mension of about 2 mmand a mnor axis dinension of about 40

m cronetres. Th opt i.cal ..conpaonen e i i y 20.
In the present g&'ﬁﬁﬂﬁ%,m‘feﬂgo g%jlﬁus%%ét@(lﬁagor v%fgg&ﬁg%g@ﬂ%&ﬁ%&ﬁ&g@ ri buted
ei ther  si ggm@f spekific kpmauminss atfhetn by veiyfdfexempledndhedrawingsrand are

interdigitated arrangenent from  t beam axi o collegct Jigh ttered
i n refl ect heminf ﬁi%ﬁﬁlt&% igr detaile @]ﬁé@gﬁthq ik Ff’éoosdr &8&’,‘3‘5"@ \%’IIt & Fraevgnésn cﬁe

present exapphiy %ésag%t%f B8t ARG B iRteRled 70 limiLChe HIniMctohe patieghees. The
angl es either side t he beam axis are_chosen,so as not_ to bfe ual so

. €
that the ddtrm gilnsed, hiepnce| wetras shedveRdhin i RPVEAsh SVSHEFROSAI | f our
detector el npnts 28 %lt%{x{agﬂf?segaﬂi JiRRIRNs RN thd GeRhPLARREAC hOT

el ements 16RUVHEHE AR Scattere roman article placed on the
housi ng whesfirdd®ycedwpendedaddmsscatters from the readi ng vol une. As

illustrated, the source is mounted to direct the | aser

14



15 beam 15 with its beamaxis in the z direction, so that it will strike an
article in the reading aperture at normal incidence. Cenerally it is
desirable that the depth of focus is large, so that any differences in the
article positioning in the z direction do not result in significant changes
in the size of the beamin the plane of the reading aperture, In the
present eXERUIRIPTIONE OFRPRHIGILAREMBOBDULEDISXi mately 0.5 mmwhich is
sufficiently large to produce good results where the position of the
article relative to the scanner can be controlled to some extent. The
paraneters, of rdepidtidafy fcoity, and unBiorisAionapeides irecavidnmentsisngh adist ance are
i nterdependent, resulting in a wel| kno t.rade .off between s otbgize and
depth of frounerEe ERYiPRINGH: 8Sy3iom; for Fpydy éééF“i“ﬁ“’E% SHEH “ig"“? or

provi di ng, Linear. et i Qifiiest Be PRl Gid syRassREth 26l and peicaivbd beari ngs
24 or other means, as indicated by the arrows 26. The drive notor 22 thus
serves t o refinbiity bBthe chemarrcetyateml fardath providertand endcuggits-ect i on over the
readi ng aperture 10 so that the beam 15 is scanned in a direction
transverse to the major axis of the elongate focus. Since the coherent beam
15 is di mensi geghpRt of §tehBcuBatiofdipedoming oxbisedtiemificaion wél xow pl ane

(plane of the drawng) _that is mjc{] s]galler than a projection of the
readi ng v&elﬁwrxbﬁdaﬂtgn%fﬁ@n%%%@% e coherent beam i.e. in the plane
of the housing wall in which the reading aperture is set, a scan of the

drive nmotor 22 will cause the coherent beam 15 to seflt{gtpl e nmany different
parts of the rdagirad shovuarechemaie side viegnolor fishexammis,/ e HISeEF PRI qure 2 is

included to i]lustrate this sanp| ' td i RE-SIEC ke Vi ew
show ng how ?h%optéc feﬁgéra%@a I'S sg’%fz%q%drtﬁ}gﬁaeg y scanning an gloongate
beam acr gaswh} arrahiged manphdingv@osi bf drsppiratibe Thowadiag vhlugeris baastias it is

scanned along the readi rture under .action, 0 : | ;
r epr esent &t ag‘S‘Pa‘{hH% aﬁﬂ}"ﬁ%g[ﬂwﬁ&g‘di ﬁﬁg‘i ad %ﬁlﬁ%g?'eg hiil?%s}&r% mc}é’ﬁm@ﬁ& e an
area of | qpghhhptidal @Rthonkdd Bf tW apaadas. cThé et hanitd majoreckens on als ko col | ect

signal at each of then positions as the drive is.scanned along the slit.
Consequentdixgctien Geqjinari@sesdn the drawingy Ahepinsiral aﬁ’t&aﬁm@%ﬁﬁa a{e%hltaselr elate to

scatter source 14 for generating a coherent laser beam 15 and a detecior arrangement 16
made up of a plurality of k photodetector elements, where k = 4 in this example,
labelled 16a, 16b, 16¢c and 16d. The laser beam 15 is focused by a cylindrical lens 18
into an elongate focus extending in the y direction (per;;endicular to the plane of the
drawing) and lying in the plane of the reading aperture. In one example reader, the
elongate focus has a major axis dimension of about 2 mm and a minor axis dimension
of about 40 micrometres. These optical components are contained in a subassembly
20. In the present example, the four detector elements 16a...d are distributed either
side of the beam axis offset at different angles in an interdigitated arrangement from
the beam axis to collect light scattered in reflection from an article present in the
reading volume. In the present example, the offset angles are -70, -20, +30 and +50
degrees. The angles either side of the beam axis are chosen so as not to be equal so
that the data points they collect are as independent as possible. All four detector
clements are arranged in a common plane. The photodetector elements 16a..d detect
light scattered from an article placed on the housing when the coherent beam scatters

from the reading volume. As illustrated, the source is mounted to direct the laser
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fromthe n different illustrated parts of the reading volunme. 16 Al so
illustrated schematically are optional distance marks 28 fornmed on the
undersi de of the housing 12 adjacent the slit 10 along the x direction,
i.e. the scan direction. An exanple spacing between the marks in the

x-di rection |s 300 mcronetres. These mark areﬁ n;?(lae by a.tail of the
el ongat e PesBUSS At isy Bramyaxis & the)3 dEsehirR.a1o; Bat bvill sat 1Ge ey

directio eh&ngroﬁ&a%et % %@1 é.}égh linearisation is required, as is

descri be urt bel ow. The neasurenent is perforned by an
addi ti onal phot otransi stor 19 V\:hl ch is a directional detector arranged to

collect light_ fromthe ar rks.28 a acen he

alternative exq % tfsh‘% ‘ﬁ%’}?@‘a&tg gm%h gforc‘el% © SO(LHhE‘J @’aﬁlffgreélﬁ'%:soder
em tter/dgte hﬂfcwp@m&ﬁmﬂg&n&hm dirsctivardo @it ré i0RighifRanuhasceibkhe 20.
Encoder emtter/detector nodul es are, used in bar code readers. In one

exanpl e, @7 phiiechram nEths Plasef fau (raEing APt basthe PEsen s<emnlkedd | gh]t .
em tting %?aggf gjcﬁgg g@ﬁ%x#mg@m%ggwmwﬁ%mlaﬁ?qarga e prgadel Bociil gnal i's

fed into t tector channe see |scu33| on of
Figure 3 ltaelllltsw)\fherWthdnpwtiwxahﬁhbeﬂtmlmmi&tdiertertb@ ovRnndr qahénefmugll‘td‘ 040

m croneters a an_length h directi.on of 2 gi vi ng
2000 dat a o&ﬁ ntWi ?ﬁe Fpargmg{%gs c{; trh 5 1500 pumericy) ¢ e Wori 5

|caI rahg ues for dependi ng
on desi r egistagcdMrt inteddepident prefultdgeintayPel] knowibste dffb@ﬁée&ﬂstp@f sighaninel s ' k'
and other factors is expected to be 100 < k x n < 10,000. It has also been
found t hatenth Bﬁé&@%ng t he nunber of detectors k also inproves the
insensitivity of the nmeasurenents to surface degradation of the article
t hrough handling, printing etc. In practice, with the prototypes used to
dat e, a rul e of drivhumatos &2 iskaengeddn the housing 8 der prpvidngd peadaationief a poi nt s,

| ovel ot e cBUO B RERBROia (BB vl 28 ABURS RRRISD Halthdl pp ! Y

I eveI e vari e surft aces. m ni ma
| ower) nawcaappl@ Theddveansoad? s sgventoenaiedhé omhmbbwrm hneamlmh;x thme

AT ST NG AR
transverse to the major axis of the elongate focus. Since the coherent beam 15 is
dimensioned at its focus to have a cross-section in the xz plane (plane of the drawing)
that is much smaller than a projection of the reading volume in a plane normal to the
coherent beam, i.e. in the plane of the housing wall in which the reading aperture is
set, a scan of the drive motor 22 will cause the coherent beam 15 to sample many

different parts of the reading volume under action of the drive motor 22.

Figure 2 is included to illustrate this sampling and is a schematic perspective
view showing how the reading area is sampled n times by scanning an elongate beam
across it. The sampling positions of the focused laser beam as it is scanned along the
reading aperture under action of the drive is represented by the adjacent rectangles
numbered 1 to n which sample an area of length I' and width 'w". Data collection is
made so as to collect signal at each of the n positions as the drive is scanned along the
slit. Consequently, a sequence of k x n data points are collected that relate to scatter

from the n different illustrated parts of the reading volume.
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apparatus. The notor 22 is connected to a programuable interrupt controller
(PIC 30 through an electrical link 23. The detectors 1l6a...d of the
detector nodule 16 are connected through respective electrical connection
lines 17a...d to an anal ogue-to- digital converter (ADC) that is part of
the PIC 30. A simlar electrical connection line 17 21 connects the marker

readi ng det ect {isol Fub@atbdechehGlically atd op@iohitl cﬁﬁaﬂﬂ@dﬁa’r&i o® dorinbdon thpt i cal or
wirel ess |links nay be used instead of, nmbi nati.on with, electrical

li nks. Theuppgidgot ithe howsimer Hortrcqntt the é[‘tp’é)@%% echARrtian: IEPBF %% t hr ough a
data connggtion 3%, em&ﬁ %?a mgﬁyenta@enaﬂféeﬁllé}r@,puprmeaxlcad@&tma isAS0@N

alternative to a P nt el ?O ent devices may be used, for exanple a
per sonal cmgmnadtreas“s"hwsc mks(amnpled va teibef hatlotnat Bevy oWineyideior . The PIC

30 and PC 34 co Iec .o nodul e 36
for deter nll“}?a'ﬁgl% Si gna é(uar e é@’?ﬁﬁj&tgr g Flmé?l?%stmbm%}ﬁgsﬂ%e?ﬁ%?&gg?ggp0| nts

col I ected ﬂeguﬂeﬁgasdetlmthth&ae detaii fukthershptoev. erErIpt%BremﬁﬂeS pafogmetan have

access throu e. |on ) The
dat abase 4% ’i%‘ai?ﬁ %ég‘i(’[?g’ﬁf‘ % Aff)feﬁﬁ?ﬁ? & v aﬁ%ﬁ%‘{dg?e%ﬁ%ﬁ a drive
t her eof . A;llél-@frﬂﬁtthé/ﬁlwy@fﬁlblﬁlad@tzalaaﬁ&nﬂ&emy be rermte fromthe PC 34 and
accessed by wi reless comuni cation, for exanple using nobile tel ephony

services or a wireless |ocal area network (LAN) in conbination with the

internet. Mor EIQ\éﬁ:Emaﬁ‘bbee)gﬁﬂ agR MGkERY dag teteaddyl0aalidaed acidee PC 34,
but periodicall downl oaded froma renote sourﬁé The dat a%ege may be

adni ni st er ewitthydetecios rpedule dft thel is past oh tenPPYSS HRESSHRBY oL 1o only a
part of t h&l&l % ecg)?trm&é% abé)uéeHQH pRAEJde GdRfs, Re &é,ex&ﬁﬂléoin ABN¥enk i M t
at abase on t

access the asis of a securlté policy. The database 40 can
contain a HEBBdﬁS}O afiodulee thiab i Ibgsed cxron deensed dishk emidne Tiede (FEDB4ndan be

pr ogr amed Og"déggté{)F ﬁéﬁ%e!dt ﬁ%%@%&&g@%ﬂ%&j%@%ﬂ&%@% aﬁ%'inf.rﬁ)r s a

conpari son? et her ase 40 contains a natch to the
si gnat ur e ddtectdrnkanaek (sed discubsaen ¢fdsgusedbelphced in the readi ng vol ume. The
PC 34 can also be programed to allow a signature to be added to the
dat abase if no match is found.

With an example minor dimension of the focus of 40 micrometers, and a scan

length in the x direction of 2 cm, n=500, giving 2000 data points with k = 4. A
typical range of values for k x n depending on desired security level, atticle type,
number of detector channels k' and other factors is expected to be 100 <k x n <
10,000. It has also been found that increasing the number of detectors k also
improves the insensitivity of the measurements to surface degradation of the article
through handling, printing etc. In practice, with the prototypes used to date, a rule of
thumb is that the total number of independent data points, i.e. k x n, should be 500 or
more to give an acceptably high security level with a wide variety of surfaces. Other
minima (either higher or lower) may apply where a scanner is intended for use with

only one specific surface type or group of surface types.

Figure 3 is a block schematic diagram of functional components of the reader
apparatus. The motor 22 is connected to a programmable interrupt controller (PIC) 30
through an electrical link 23. The detectors 16a...d of the detector module 16 are
connected through respective electrical connection lines 17a...d to an analogue-to-

digital converter (ADC) that is part of the PIC 30. A similar electrical connection line
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The way in which data fl ow between the PC and dat abase is handl ed can be
dependent upon the |ocation of the PC and the rel ati onship between the
operator of the PC and the operator of the database. For exanple, if the
PC and reader are being used to confirmthe authenticity of an article,

then the PCw il not need to be able to . a w.article dat abase,

and may i #l ?%’@F“ﬁ&" Lt nga&@%‘g%r ]tghté‘| th“a?&bg@ét% be ﬁg{sg)ggqﬁa}ovi de the
si gnat ur _e%ﬁtfaalt heyfatabase Hhar bs asaaanieanof, b it bhabiasiangatpetctibe dat abase
may provide an authenticity result to the PC to indicate whether the

article iknks18Theullep? iicintabfecedh &vitst : aersengh gompyter (ROPH HReMahehd@? are bei ng
used to record. or,,vakl Ltemmit hi d 1Ren ,tdre signature
can be pr%‘{?ﬂ‘%g‘é’“?%' tailk]l]eeq?a %B% glefaodrps%f% (H)}r géatep he@%%ﬁ?ﬁgﬂﬁ no gonﬁari son may
be neededothémintchigsntsdetvitas inan ba usalypardxample cputatabdigpardssstaeadPRdgever, to
avoid a single_ item being enter [ he as twce. Fiqure 4 is a
per spect i ¥e? \F’Fé‘\?\?t.@)‘ine{)eﬁgorg‘égaﬂ'é‘? glg’ﬁa}rr;tt‘o 3’1@ apd gﬂ%%? r?@ﬁf’(ftg\éiéfxﬁ)é?ln%gataf orm The
housi ng 1% aRficalaht piltanad me@dE NG faRRAdMiSnd Q seheuavofiatrtich Phwsi cal

| ocation aid 42 is also apparent and is provided for positioning an article
of a gi vethe sétof deta poiatsfaollectedls iheidgigctors 10at-dti on to the readi ng aperture
10. In the present exanple, the physical |ocation aid 42 is in the form of

a right-angle bracket in which the corner of a docunent or packagi ng box
can be | ocat edin sthic exanglas, else PO3Y ctih baveaavessp droughfant inerfacg ¢cdnokaionan be

CCanned, 38 & niei 0 0y ARk ceishie R rmien S8 B PE TR ERFE R ey G e

with a webl stod8bhRediveandest, Sushatbelys iralambade 4Wapeay be passpdrotsthel D car ds
and packagi n% boxes. Ot her shaped positiqn guides coul%gpe provi ded to
accept itBas*and apqesssr & vitgiess semmugisation, forgxpmpleising mokdis \HEPR®Yng cDs and

DVDs, or gséz%% W 4 ity 6sbab Wieh aRBSorR UEAN)AE Mbidadbh GAth RBRGKkAAYI

cont ai ner ere only one size and shape'of itemis to be scanned a slot
may be prMorehwer, filor datalast iOnmay e steredn locpHgisont ther BC hils tibwetiedieallfescri bed

an exanpl e of a, scannin n ign r ' Li.abl e for
e
entity, which entity may provide access to only a part of the total database to the

particutar PC 34, and/or may limit access the database on the basis of a security

policy.

The database 40 can contain a library of previously recorded signatures. The
PC 34 can be programmed so that in use it can access the database 40 and performs a
comparison to establish whether the database 40 contains a match to the signature of
the article that has been placed in the reading volume. The PC 34 can also be

programmed to allow a signature to be added to the database if no match is found.

The way in which data flow between the PC and database is handled can be
dependent upon the location of the PC and the relationship between the operator of
the PC and the operator of the database. For example, if the PC and reader are being
used to confirm the authenticity of an article, then the PC will not need to be able to
add new articles to the database, and may in fact not directly access the database, but
instead provide the signature to the database for comparison. In this arrangement the

database may provide an authenticity result to the PC to indicate whether the article is
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of article authenticity. Such a systemcan be deployed to allow an article
to be scanned in nore than one |ocation, and for a check to be perforned
to ensure that the article is the sane article in both instances, and
optionally for a check to perforned to ensure that the article has not

been tanpered with between initial_ and subsequent canni ngs. ;Figure 5
shows an @ibgRsice Qﬁth%lﬂth%‘! }taéiiﬂgﬁl’iea’éj Hrrs Iaregﬁﬁﬁ‘ﬁﬁ‘fﬁ’trf%%ggﬁya@a%r eader
where a dacypRngiihif QS Barits® R SR %IRRT Be bRAtdeart ithd atbaae €srent i s
consistent. In this exanple, a housing 60 is gﬂrjoyl ded, having an article
feed traystélge dhersichad 1dherepasisomyaytheageedad. c dhthiopitalipe aglompsriElar t i cl es
62 for scanni by- the . reader. A.pptar. c ri : 4 to carry
an articl %Oué%%?i?re %fﬁﬁ%e%t 3 e(‘j/eerv:ioc%voén 59%8 g%?%ggl\égen{segﬁﬁ(ﬁ{gﬂe%%}] tgS ure-of an
optics sulRdesenbly 20 as descri bed above. Thus the article 62 can be
scanned by the optics subassenbly 20 in the manner di scussed above in a
manner whereby the relative notion between optics subassenbly and article

is created byppmueray pQlpcbhife AN F1iBe 1dd8bppadel 1asHRUBIEIR eltb@alnot i on of
the scanned itemcan be controlled using the notor with sufficient

| i near i t yformat Thaboustng & andi dit-ahansd reasing apengra | haigrqvident- oA psaksi ng may
be unnecessaty. .. . ar.a. l. - CONV. i f t for
docunent Oggéthélnne?@%plﬁg 5888%#%%8#5 rlga%gtdﬁg\r??r l%r%lr?glg%n% %@32’#3 ?&guch a
scanner nfymia achflipgsitiedintrelatiant the tdading fapartirs h@ elisthe pwisertexmuplei pl e

sheets are connegted .t ogether. by, .for exanpl e rf.orated.join) as well

as or i ns&’@é’g‘ywaﬁﬂ%ﬁpﬁéﬁiéaﬁﬁ’r“e&/‘% Iﬁ‘gﬁ‘t%&‘ ﬁ%?nglﬁgfzgﬁﬁtdg “&’6@7 %%8?{“ escri bed

an appar abtis dsitinieaPbepat RizirRR M Ye Richic@! €bis ehdir@nhaWhommicaadridfester type

devi ce. Dependi ng@upon t he physi cal arranglg)rrent of the  feed_arrangenent,
r

the scann@icleespntis rasitentcoinsbareagig BFriwsre Whangye naricls needs ifabeer i al
j oi ned sh %}]ﬁecpr%%% I 1e%acf(&r&%qq%v%ﬁé i ORATicibSTF atidl vafh Laekagi ng

cartons. Figures xanpl es of tfurther alternative physical
conf i gur atiéfored dommerasuchemdbests bh patbrrs pastparpl 8 capls andt hagkaging bowssed t hr ough

the r eadebthly

Sﬁap%aepro'sitiér? gﬁﬁgg\@ould be provided to accept items of different shapes,
such as circular items including CDs and DVDs, or items with curved surfaces such
as cylindrical packaging containers. Where only one size and shape of item is to be

scanned a slot may be provided for receiving the item.

Thus there has now been described an example of a scanning and signature
generation apparatus suitable for use in a security mechanism for remote verification
of article authenticity. Such a system can be deployed to allow an article to be
scanned in more than one location, and for a check to be performed to ensure that the
article is the same article in both instances, and optionally for a check to performed to
ensure that the article has not been tampered with between initial and subsequent

scannings.

Figure 5 shows an example of an alternative physical configuration for a
reader where a document feeder is provided to ensure that article placement is
consistent. In this example, a housing 60 is provided, having an article feed tray 61
attached thereto. The tray 61 can hold one or more articles 62 for scanning by the

reader. A motor can drive feed rollers 64 to carry an article 62 through the device and
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in Figure 6A, a reader housing 70 can be provided with a slot 71 therein
for insertion of an article for scanning. An optics subassenbly 20 can be
provided with a scanning aperture directed into the slot 71 so as to be
able to scan an article 62 passed through the slot. Additionally, guide

el enments 72 may be provided in the slot 71.to,assist .i ui di.n he
Sreicle toshe voapBas sty Ot atrrembbhal St aptk SRl 5o
and/ or t0 BERW §ecah Ve sBark@BBY BRlopAACLEaRAREIFPO i thehner dibekgdbsaugh t he
slot. As shown in Figure 6B, the reader may be configured tqQ scan.the

article whéna muwedwhtrshy the rlsit metiphaPverB Pt aRorhly 29d78lidle 1570, as
may be. confiegipay o aiesh ot RE AR}y (e o LOREE, KB AN T Bk LT

may be conf 0 scan n rnserted rnto or renoved froma
sl ot ext endkemg:ah bt eodithdled @side themoatsi wigh #lfficiast lineadtiydbdt ¢t Uy of istapea ow.

Scanners of this type.may be particularly suited. to scannin rticles
whi ch are &%aﬂfseaélélth‘%é'i‘ﬁt@? P?Cgﬁsﬁgd?ays%‘ﬂf};ﬁgeSBWd, |aggqré}gs 8‘%1%&1%?” sheet s.
Such  sheet,gy MBohvehi@®nal XRERA fod QloRkda&tti GcanhelP FhetRopisrsC bediscuarids or
ot her bank cards. 20 Thus there have now been described an arrangenent for

manual |y i mianpgenedt sgdemni Pephor scarnes maycheeconfigiied do dpedle Bngr&ed sheS scanni ng
bank cards %ng{sorulﬁﬁlg%hét 25 Lnneckish er%y?%r%xﬁlﬁgiega ?,@rf&ﬁt%@ I}&ﬁ) & a
term nal ePaCtNat  card 1 s presentedtor use, and a Signaturfe taken from
t he card cowlidsheirseapaf kohding singbtshedsl si gnature for the card to check the
authenticity and un-tanpered nature of the card. Such a device could also
be used, for exanple in the context of reading a mlitary-style netal

ID-tag (which tagstafehlio@rbesh Sescabsd areghpayatal susldy faubimier atitles al ert
others to their aIIer%y). Thi s coul d epabl e n&%iﬁaL ?ersonneltﬁggating a
pati ent to ieasaptemeled tcadrptypadrdin Irarngre ppanths ahyRied! pPranssRen Hd ' or r ect

bearer of thg etnbHE WieS Soanhd? Ray BS Wlel 86 Sthh ki RNmo sifi@6 QAL t ag
coul d be scanne or authenticity to ensure that a casualty has been

correct |y inherialf josnbdbshieots eori métoriali orgthfesndimpnyierpl giemsosiuch A§uRaskaghg

above-desc%i gd exanpl es are based on | ocalised excitation with a coherent
l'i ght beam "Chal | cross-section in conbination with detectors that accept
l'ight signal scattered over a much larger area that includes the local area
of excitation. Figures 6 show examples of further alternative physical configurations for a
reader. In this example, the article is moved through the reader by a user. As shown
in Figure 6A, a reader housing 70 can be provided with a slot 71 therein for insertion
of an article for scanning. An optics subassembly 20 can be provided with a scanning
aperture directed into the slot 71 so as to be able to scan an article 62 passed through
the slot. Additionally, guide elements 72 may be provided in the slot 71 to assist in
guiding the article to the correct focal distance from the optics sub-assembly 20

and/or to provide for a constant speed passage of the article through the slot.

As shown in Figure 6B, the reader may be configured to scan the arficle when
moved along a longitudinal slot through the housing 70, as indicated by the arrow.
Alternatively, as shown in Figure 6C, the reader may be configured to scan the article
when inserted into or removed from a slot extending into the reader housing 70, as
indicated by the arrow. Scanners of this type may be particularly suited to scanning
articles which are at least partially rigid, such as card, plastic or metal sheets. Such

sheets may, for example, be plastic items such as credit cards or other bank cards.
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It is possible to design a functionally equival ent optical systemwhich is
i nstead based on directional detectors that collect light only from
| ocal i sed areas in conmbination wth excitation of a nuch |arger area.
Figure 7A shows schematically in side view such an imagi ng arrangenent for
a reader which is based on directional light collection and bl anket
illTumnpnation with a coherent beam An array detector 48 is arranged in
conbi nati on Wis dnGY bR hb@deen Be@ribbdas aaangeyned6 faromemwlly deifisieént strips
of the detector array 48 only collect light fromcorr ondin dj acent
strips i nsaahmng efzedi ataple o Rk gouldpe Hsefié‘?restcg‘?‘f&%g ]Pé’d‘?(lfiaﬁﬁrag&gg)cre%g% CL(’?yl i ndri cal
mcrolens.js .arran G tar hitetinad vaRad thht 04Ri 09 gre®éntédfor mse,sanpl i ng
ta't
strips. Tﬁberﬁbgh%g%%gg?lﬁﬁgnﬁgﬁgﬁggn can then take place with bl.anket

i | | umi nat e, efndtine taifenfeom daoéand cowd bensompaed $h 8w Eh SERIUEPUYEr ati on) . A
hybrid systemw th a conbination of. | [ ' j O deQ5Ral i sed

det ect i onCa#Ayo Shesk tg"e AERYLY; IEls 7 gg@és@ %%E%%J%H7§L§E§m

schemat i cal iy akdbOhan, 6k evirkdle irohi beabxt o eadingmtmiitargwyte metahiibtagd i magi ng

arrangenment for a reader in which directional detector in

conbi nat i Gwhivl talgs Pedten gkse cRITIed Y ARETES PUFER tgr{&%fgthargﬁ% cgraa?nﬁ%% i s exanpl e

ey be  cqnaidenediontica ARehaRiEl, Ppaideaamptiat dle faigairteint in whi ch
ere n

direction ctors are ‘provided. | hi s exanpl e three .bag%(rg aof
col | ect

di r ect i ongleatelivas trofast the eorrprideiwedf thedeth bkARISein cs4plGeting
l'ight fromdifferent tions an s b teadiafy had bedgh The
gaf t “-Fcﬁ & ﬁ(faélﬁl%da% T %rt]i{eﬁﬁm to Snshte BXChHLAIaAY

col | ect i ofcC]Y 4o e reading volume are shown with the
dotted ci I6hasly iGatifibBbefarefihfoshingdmkilpdnd/drovllesgunpl e 2, detectors collects
l'i ght signal fromthe upper portion of the excitation strip, a second bank
of detectors <collects light signal froma mddle portion of the excitation

strip and a thigd hapkeQbrbdetRahges afObheat on llbglised reacitatioh owidl Portion of
the excitation strip. Each bank of  detectqrs is s O%ﬁl havi&g eﬁ{rcul ar
col | ect i oroberen light biiannef smalhgrpposertien © sPrmaton ik} aeipdors &8 R Runber  of
subdi vi si ons, of the exeltati onShickParedMhe! Rclufesthd ldcl drb@of preitaiat exanpl e.
In this \Afagg?*&%%“%"r?%%re&é’%&ién’g%ﬁ‘en ent dat a points can be jncreased

It is possible to design a functionally equivalent optical system which 1s instea base

on directional detectors that collect light only from localised areas in combination

with excitation of a much larger area.

Figure 7A shows schematically in side view such an imaging arrangement for
a reader which is based on directional light collection and blanket illumination with a
coherent beam. An array detector 48 is arranged in combination with a cylindrical
microlens array 46 so that adjacent strips of the detector array 48 only collect light
from corresponding adjacent strips in the reading volume. With reference to Figure 2,
each cylindrical microlens is arranged to collect light signal from one of the n
sampling strips. The coherent illumination can then take place with blanket

illumination of the whole reading volume (not shown in the illustration).

A hybrid system with a combination of localised excitation and localised

detection may also be useful in some cases.
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by a factor of in for a given scan length 1. As described further bel ow,

one or nore of different banks of directional detectors can be used for a
pur pose other than collecting I|ight signal that sanples a speckle pattern.
For exanple, one of the banks may be wused to collect light signal in a way

optim sed for barcod canning. If thig is.th case,. it .wl nerally be
sufficient for Fgat 7%3?%12“’? 60@%}?{1&2}“# ‘8@?7“ Sir& @8»[0@@{’%{00@3{‘#(;8% S"%ﬁear e will be
no advant qlggﬁ@%g%ﬁlé ng;gegéﬁt-ﬁ,@rarﬁaﬁli@%iM&cﬁ&w defeRfony Mg wkel in contrast.
Havi ng now described the principal structural conponents and functi onal

conponent sowbinatien witk lacelisdd illumpation widhean clorgateheamy i 103 ex3PBTE% ¥y used to
determ ne a signature will, now be-described | il deLstpad that
this nunercf’gﬁiﬁigecﬁoo%%sa\g@eﬁﬁlo R %f ﬁ%p e %‘t %ﬁgg}% tlhlgbﬁ%l{g? pgr Edhl n a

conput er pERgioaMichgbvideds Ianthist banp@ Hteaibiissefimdireftionsinddectarbarai nated to

the PIC 30. In alternative exanp]es, . the nunerigcal processjng. .caquld be

per f or med PEYVided éiﬁ%@&{ﬂé.aelﬁ% F?ég‘-’lq%atlo CBP%‘& dighs frgm d&fgﬁ?‘éé’ogfm& g?Pgé}? rn

har dwar e qr of LEU@SEsaib GUE oBRtibS afeaih WCHRR biMBRGefin@vilaperarsur f ace
with the image covering an area of approximately 0.5 x 0.2 mm, This figure

i s i ncl udebown with| thesdetied sircleatso thasefsgidepk ehfonexpmale L deredescoliegith as from
, oD i ghl : . : : e F
baper | ¢ haiebl PR fFEBE hoplsdrton?dg HE Eiiaflon Sap™ ool BRACSRRIELIER, €. TH1

paper, ace m opl cal g structure ~aresult of the
i nt er mneshedilags Ugitksignb! fomch widdiet pratiod bhthe sxtitatipn wailpeandpe third hoalpef .  The

figure is also illustrative of the characteristic.|ength I t he wood
fibres  wiclRiors collegilEn Som £ABHE POFPS b HFREIBiPhagP hl%a%@gr?\?ﬁegf

rel ati onshjeRctaRs IshoRRtHabmb 2 MRl @BDédRoR fardahd” digtheree pppridmatebf l/inhe present
exanpl e to cause diffraction and.  hence, speckl e, andwﬂeso di £.fus

scat t er i ngvhein¢ ghishilie nampeiopl Jubdivicans REgRn G3CIRBeh StRe VikTe™ 3 rlfléﬁ? ation. It
will thus ﬁ&gﬁpggaﬁlgleatlﬁ ik %% e mAnHeF 8flRepeRddn® dR8 pdBSd S ihdEasdd Specific
oods, 't h OI} the |

cl ass of wavel eng aser can be tailored to the
st ruct ur e byfefattor ef mifore gifvert svon &ingthsl. s deswribsd figthse belewnarar mere o 5 so

oot A b 5 Bk 48 TSRS iRl P of
light signal that samples a speckle pattern. For example, one of the banks may be
used to collect light signal in a way optimised for barcode scanning. If this is the
case, it will generally be sufficient for that bank to contain only one detector, since
there will be no advantage obtaining cross-correlations when only scanning for

confrast.

Having now described the principal structural components and functional
components of various reader apparatuses, the numerical processing used to
determine a signature will now be deseribed. It will be understood that this numerical
processing can be implemented for the most part in a computer program that runs on
the PC 34 with some elements subordinated to the PIC 30. In alternative examples,
the numerical processing could be performed by a dedicated numerical processing

device or devices in hardware or firmware,
Figure 8A is a microscope image of a paper surface with the image covering

an area of approximately 0.5 x 0.2 mm. This figure is included to illustrate that

macroscopically flat surfaces, such as from paper, are in many cases highly structured
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how t he i ndividual wood fibres are arranged. A piece of paper is thus no
different froma specially created token, such as the special resin tokens
or magnetic material deposits of the prior art, in that it has structure
which is unique as a result of it being nade by a process governed by | aws
of nature. The sane applies to many other types of article. Figure 8B
shows an egiimiabsdbici oElge Fbopapar, heastthes Slmﬂlf:m&pm'EHym@MOMﬁr@i’m

m croscopy i mage, clearly shows t e une urf ce of tqllﬁdwetﬁroscom cally

snoot h plaar§%‘i“c°fstﬁ? fieraieshed nefperp Of 89 °§8 ef {igrrs (Uhrt 1R ¢ PAFE surface
i s snoot hefe than: {shlso NRRELHVEWTRC ehdrhdibtastic atRth SISk GURE W4 s even this

| evel of surface undul ation can be wuniquely identified using the signature
gener at i onvhichhie meuod 19 hecrpmse%m dlmﬁla‘mn lens tharootehionelationsdién toithe epiivalbe

essent [ al Ly BOLPh 298 LOy00: Ry g BLTRLL. ANy BXPRSR OucBlng, Pect al 1Y

prepared t@k I'cEUare messiY a
strai ght f gexgrspedckic) pad afsbahﬁﬁase\mmrm@whaﬁlyha@fa ;ﬁuﬂrewhatadepeddsu@beshe The data

col l ection_ and nuperical,  processi ng of atter sig t hat t akes
advant age [¢ enrataiighy g will ghqs&@tagp@cgkdéﬁatdfft,r@ngr g ‘é’[}i“‘f ‘?fé’@“?‘b%orl%t erior in

the case %ecﬁﬁ@ﬂ%@ 1283, the wAOMEnMESE EHeb@QT th %ertelo‘%éd shausthakdat a from

a single ohe of the ot odet ectors 16a. of the reader of Flglure 1. The
gr aph pI ottt gaaf thmcéaﬁsi)ﬁ gooris torbeaacmrtedaltys alsp ewident frpn) thedigarnoat p0| nt

nurber éhs G T sIHE %-?jxcture St eatl;l'g%l O t&fgﬁggr JAME \gﬁ&ﬁa?lﬂetg tly\@e cis o0 - 23

250 is the raw signal” data tTrom 0 eéct or race is the
encoder &o@rﬂid: 1rm1~ﬁ&ileﬂl vupdffibos 4rb arrampekers pBe (oﬁeEpdf-ugm rﬁ)dxﬂhenh is at

around | 50. Figure 9B shows the ot odetector, data of Figure |. OA after
i near i safioBha FPECHIY CrRTege ed’ers‘“gi ﬂ@ﬁgq Sr(fﬁlahfesgq PhBEH THEHC BRIFES s on a

di fferent qg6alt&of hepribi Sri@ that Phas strbtinge iwhid is RRigak A0 b fréstRME @) beids nOt ed
above, where a nopvenent of the article relative to the scanner is

suf fi ci entiage by a@rgcess goapmedrhy e of satyese dlhesaymg jppligs do grany othey eek i sat i on
rel ative BPa:g)l:f .gnment marks. In addition, the average of the intensity has
been conputed and subtracted fromthe intensity values. The processed data
val ues

Figure 8B shows an equivalent image for a plastic surface. This atomic force
microscopy image clearly shows the uneven surface of the macroscopically smooth
plastic surface. As can be surmised from the figure, this surface is smoother than the
paper surface illustrated in Figure 8A, but even this level of surface undulation can be

uniquely identified using the signature generation scheme of the present example.

In other words, it can be essentially pointless to go to the effort and expense of
making specially prepared tokens, when unique characteristics are measurable in a
straightforward manner from a wide variety of every day articles. The data collection
and numerical processing of a scatter signal that takes advantage of the natural
structure of an article's surface (or interior in the case of transmission) is now

described.
Figure 9A shows raw data from a single one of the photodetectors 16a...d of

the reader of Figure 1. The graph plots signal intensity I in arbitrary units (a.u.)
against point number n (see Figure 2). The higher trace fluctuating between I = 0 -
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t hus fluctuate above and bel ow zero. Figure 9C shows the data of Figure 9B

after digitisation. The digitisation schene adopted is a sinple binary one
in which any positive intensity values are set at value 1 and any negative
intensity values are set at zero. It will be appreciated that nulti-state

digitisation could be used instead, or any one of many other possible

di gi ti satjsgns APFQLGERS dafhiormgihotodatpnt dor  Thaldawes teice thBIEEEI4T sation s

merely that the same digitisati schene, | s, . i sicgtently. Figure
10 is a fdignal mb@r%ﬁ%éﬁfﬂﬁiﬁé\#%e@%@%ﬁ?@r% 1%1?{%51'}13%}133{?2' esgi s generat ed
froma scan. Step SI is a data acquisition step during which the optical

intensity at each of the photodetectors is acqui rqu qﬁl[%rox'.rratlky every
| ms during t heFigmt OBeshbwn dterphofodeisetandatsphiietnibyailsy, "PHEBHL 8d8r si gnal

is acquired as a function of tinme.. L. i iffort BguRCHIA, MOt Or has
a hi gh de§F EBCager FERA APy 53 |°8%h g%cku%%?:flss?ggg.ﬁ%ées&t&oé%?d a stepper notor)
then | i negydiis af hoBighifichite). dAk acted yibowst, whercreemaienesbt of He addlaslaivgequi r ed
by the PIC 30 taking data fromthe ADC 31. 'llj'he od% eadt pTe] LEof hansferred
in real toi fe seeBwArt ReswbReenlly {igeqrn B ™ A% PRAt i'vely, the data points

could be ﬁﬁa%?ﬂioh Relp RSB el ifed: e, Gn3Qdiaios, thbevergmssfabe intensiiehdC 34 at
the end of a scan. e nun%er n of data points per det ect%{[ﬁciﬂggnel
col | ect edbéen ceaphted gan silbiraséeti frera thesinfgnsity YHREs 119 IRFHES B THSP, t he
val ue ak(h_%léi ) defiged aab&%g]%ﬂﬁ;h stored intensity value from

phot odet ef3 fUgAGARYE AR PET FIBm | to N Exanples of two raw data sets

obtained fromsuch a scan are illustrated in Figure 9A. 24 Step S2 uses
nunerical interpolatiopn to locall xpa t -k HbitS&iodt hat the
encoder transi Figﬁ’f?sg’%rsgo\@%/é}l‘ﬂ @5}%6);@2%‘?? %gt&r%g.(ﬁgﬂ%%ﬁgbr r ectlsk}l for |ocal

vari ati ongcﬂegletaagptggsgrsi%g@%arﬂmaﬁ?_sa«ttmhl m{pohiﬁvq:)?mdn@i’f?mduﬁ:srﬁrq W&?‘PC ?4 by a
conputer program ep S3.is an optional  step. step
nuner i cal vyluelilfand ey hicgates m‘PWétYd’é‘B’&S e 35t Pe %c#t Y"@‘e%‘i %@%ﬁe&m?al so be
desi r abl en;[u ti—%%l Xigﬁismkcaﬁ@%kmsgﬂ instead, or any one of many other possible

digitisation approaches. The main important feature of the digitisation is merely that

the same digitisation scheme is applied consistently.

Figure 10 is a flow diagram showing how a signature of an article is generated

from a scamn.

Step S1 is a data acquisition step during which the optical intensity at each of
the photodetectors is acquired approximately every 1ms during the entire length of
scan. Simultaneously, the encoder signal is acquired as a function of time. Itis noted
that if the scan motor has a high degree of linearisation accuracy (e.g. as would a
stepper motor) then linearisation of the data may not be required. The data is acquired
by the PIC 30 taking data from the ADC 31. The data points are transferred in real
time from the PIC 30 to the PC 34. Alternatively, the data points could be stored in
memory in the PIC 30 and then passed to the PC 34 at the end of a scan. The number
n of data points per detector channel collected in each scan is defined as N in the
following. Further, the value ay(i) is defined as the i-th stored intensity value from

photodetector k, where i runs from 1 to N. Examples of two raw data sets obtained

from such a scan are illustrated in Figure 9A.
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function to the data. Differentiation may be useful for highly structured
surfaces, as it serves to attenuate uncorrelated contributions fromthe
signal relative to correlated (speckle) contributions. Step S4 is a step
in which, for each photodetector, the nmean of the recorded signal is taken
over the N data points. For each photodetector, this nmean value is
subtracted fromall of the data points so that the data are distributed
about zero intensity. Reference is, nade éo ri gure 9B whi ch shows an

exanpl e of a s&ten aises semeriedl pRILTPOAHEA 19 dorpily Fxeand 2drOrERE %y B a

conput ed W &g‘?gepcc,%te:;gmﬁgﬁg&sghy SRAl Becenah aghe Phal edatactror idata to

conpute a signature representative of the scan. The digital

si gnat ur e vistatiaint &i the chdbyr sagell yihisptethen hegedormgd(ip YheRC Ahpx a 6pmputhi nary |
and ak(i) <=0 maps onto binary V. The digitised data set is defined as
dk(i) whePEEaRyns from1 to N. The signature of the article may

i ncorporate further conponents in addition to the digitised signature of

the intensity data just described, These further optjanal, _signature
conponent s ar e Strpvb dssarapheral sipe gt E@f‘?@eﬁsﬁhﬁﬁfquﬂ’gpe%?lg‘bd’ifﬁregbﬂ?tﬁ% a

smal [ er ttlﬁ‘éu Wit re%jeg{ LAims! WALY aRol e dsh @M &appliiaSwiak SRR t her by
aver agi ng toget her aajacent groups” of mreadings, or" nore preferably by
pi cki ng evedcyionththdadna. Poiferentiatior neyedeiusefuhfor bphpr eictued Rzfeessrasdt  t he

thunbnail. The latter is preferred .sinc veragi.n -di f onately
anplify AEVER ﬁeélugtﬁﬁ’élc‘g‘?eg?tﬁi §8I%P§Htlorngligonﬁ£%m %ﬂ gtgl)eé%gésg)o?%pe? tIeedn appl i ed
to the re(égﬁégﬂeﬂ@tn&ibuﬁeﬁs_ The thunbnail digitisation is defined as tk(i)

where i runs 1 to NNc and c is the conpression factor. 25 Step S7 is an
optional step applicable when nultiple detector channels exist. The

addi ti onal CO"B@%% isl $5t8p ¢ ARRNCRI BHABRARILRIROME Micall A ¢t REGMedEt WEEN
the intensity data obtained fromdifferent ones of the photodetectors.

Wth 2 chaignel is takdrepwr ithe Hriatppeisish| Borcaask phelsheteqter: R Mg /A RNt , with
3 channel g Pacted é()maeﬁfj o%‘tﬁehdéta_p%hﬁggs'tﬁatwlﬂe tagtaG%r%tdasmm@d GboESzee@r T €l ati on

coeffici et usefu since it been found that they are good
i ndi cat or Sniefisityn Reféralce tiypede odiigiex @BpiEch flowsanpaample @if aiscan data set

after linearisation and subtraction of a computed average.

Step S5 digitises the analogue photodetector data to compute a digital
signature representative of the scan. The digital signature is obtained by applying the
rule: ax(i) >0 maps onto binary ‘1° and a(i) <=0 maps onto binary ‘0°. The digitised
data set is defined as di(i) where i runs from 1 to N. The signature of the article may
incorporate further components in addition to the digitised signature of the intensity

data just described. These further optional signature components are now described.

Step S6 is an optional step in which a smaller ‘thumbnail’ digital signature is
created. This is done either by averaging together adjacent groups of m readings, or
more preferably by picking every cth data point, where ¢ is the compression factor of
the thumbnail. The latter is preferred since averaging may disproportionately amplify
noise. The same digitisation rule used in Step S5 is then applied to the reduced data
set. The thumbnai! digitisation is defined as t,(i) where i runs 1 to N/c and c¢ is the

compression factor.
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type of docunment, such as a passport of a given type, or |laser printer
paper, the cross- correlation coefficients always appear to lie in

predi ctabl e ranges. A nornmalised cross-correlation can be calcul ated
between ak(i) and al (i), where k*I and k,| vary across all of the

phot odet ect or channel nunbers. The nornmalised cross-correlation  function F
i s defined as MStdy$Y is4n optichalaftapapplicible whek multiple ‘detestar clepnglEgxist. Anot her
aspect of the cross-correlation function that can.b r ein

| ater veri ec@@ft’é’ﬁ‘a]i onpge 'lat%CIS?S'?%P%@gkcol %P & cglrcgfsa%-d S%'rt‘&ée%ﬁatylgon
function, if@Rsi€XEP bBtairkl Gron biffevind bRedad therpwtodorioWHMith Thiennse of t he
cross-correlation coefficients in verification processing is dgscribed
further behawis Segwssble;csosarefelatongetisiat. itk Caﬂ‘ﬂnﬁlﬁ updo go“@o‘%’*ﬁh%e a
sinple i nFcﬂQxﬂeﬁup RAVE LRICTHAHE LRI AE bYGi8Ents AR el AindeNt RASHEY

di stribution. I's may be an overall “average of each of the nean val ues
for the difbfet that thgteee govdindicatars ol maingel foe. dac lhxamge.clor erpartsgleh as a

I f ak(k)..|f . d i
i1 o {HEE € e Bl SRRl bk eeh o RERERHELS pllel A EENEC 7o

average fRfrcRE6H cBaificicals sebpchppesr mYickin predickablEhengent eAsiomalisaliue has
been found to be a_ good crude filter for material type, singe it is a

si npl e i ndiresstcopplatien gor b cploplater etwean; 1) FrE Ao YRS Fd ik Y&Enpl e, For
exanpl e, an i ?@ﬁﬁ' e L L val ue
after r ema\?%sg %p (flf?\tge g’\@%é)g%%&{;/ga ue,él?@ug@e%éhe{r%%n%ac kgédggﬂr?gls.sagrf %ﬁ?ﬁe

Si gnat ur e fdadtndbisalefigel 4sr om scanni ng an article can be conpared agai nst
records held in a signature database for verification purposes and/or
witten to the database ¥q gc@a new record of the signature to extend the
exi sting datab @ A new“at abase record will include the digital signature
obtained in Stzlf) égf\[(lms C Noptlj)nally be suppl enented by one or nore of

its smaller thunbnail (VEIGEBY > a()
i=l i=l

Another aspect of the cross-correlation function that can be stored for use in
later verification is the width of the peak in the cross-correlation function, for example
the full width half maximum (FWHM). The use of the cross-correlation coefficients

in verification processing is described further below.

Step S8 is another optional step which is to compute a simple intensity
average value indicative of the signal intensity distribution. This may be an overall
average of each of the mean values for the different detectors or an average for each
detector, such as a root mean square (rms) value of ay(i). If the detectors are arranged
in pairs either side of normal incidence as in the reader described above, an average
for each pair of detectors may be used. The intensity value has been found to be a
good crude filter for material type, since it is a simple indication of overall reflectivity
and roughness of the sample. For example, one can use as the intensity value the

unnormalised rms value after removal of the average value, i.e. the DC background.
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obtained in Step S6 for each photodetector channel, the cross-correl ation
coefficients obtained in Step S7 and the average val ue(s) obtained in Step
S8. Alternatively, the thunbnails may be stored on a separate database of
their owm optimsed for rapid searching, and the rest of the data

(i ncluding the thunbnails) on a main database. Figure 11 is a flow di agram
showi ng how a dihgnineiue &fa abiaiaed fromecybing featicleambs covpyet agtise verifi ed

agai nst a Si e dat abase., | i L opl |00,k afabase

coul d si it dp Era e keSO TR pfFERRE O (e

si gnat ur e @abase (HQEY 8w rdcard@RBdsigRtirb & eaeridthe atisting dgmbewess, the process
can use the smaller thunbnails and pre-screening based on the conputed

average val ues and cross-correl ation coefficients as now descri bed.

Verification StepeVaiaBadetEodilt kwill iRARR 18 dighel ekt GBLiRD iPBRPESS, Wwhi ch
is to scan an arti clae according to the process described above, i.e. to

per f or m ScHiis Gtnaypsiofly heosupplemvaied by oae poMos: eytsvimallgk Bymoadthvessio he
t hurrbnai | q%{t};térﬁe'éleifsl %%egjd%ﬁe [\;qarlteléaﬁ Ehioéq%c{%\%%to? UTRGE: e éelﬁésg{%&g%ipr% LSethGhpeen it and

tk(i+) , Chi's vari ensate for errors
in pl acemybaidd ih BesSABRE theafvedge Vilee(vadttgnaf in Stes S8detlermiingy, thad t hen

the thunbnail_ entry which gives the igum nr.urgb.er of mat chj ng b&ts. Thi s
s the " hilhnmbrsils Ty % SORRER BrooREYE (RIEOSett PHE ATOAPEra 198 Rl o
optional pLe-fak eRRiMbelEFihd MR (hotudity hoMRREbaRS M manabybiseg the ful|

digital signatufe stored for the record against the scanned digital
signature. In this pre-screen, the rns values obtained in Scan Step S8 are

conpared agai nst .cQr i . val: [N, ¢t record of
the hit. Tha " mgurt1d €9 AGERAARLTGAHAE BowEhpRRCT At BRREd
respect i vefr@n akse@ean bk vedficdbagaokt aggeturedathbasca  predefined range. The
article is then rejected as non-verified (i.e. junp to Verification Step
V6 and issue fail result). Verification Step V4 is a further optional
pre-screeni ng tRs!sihpRlimpleni@kdtion/ e dabibiserculindinyBi hgsdatvhed w findlagi t al
signature. In this pre-screen, the cr oss-I_c{orreI ation o

match based on the full set of signature data. However, to speed up the verification

process, the process can use the smaller thumbnails and pre-screening based on the

computed average values and cross-correlation coefficients as now described.

Verification Step V1 is the first step of the verification process, which is to

scan an article according to the process described above, i.e. to perform Scan Steps S1

to S8.

Verification Step V2 takes cach of the thumbnail entries and evaluates the
number of matching bits between it and tx(i+7) , where j is a bit offset which is varied
to compensate for errors in placement of the scanned area. The value of j is
determined and then the thumbnail entry which gives the maximum number of

matching bits. This is the 'hit' used for further processing.

Verification Step V3 is an optional pre-screening test that is performed before
analysing the full digital signature stored for the record against the scanned digital
signature. In this pre-screen, the rms values obtained in Scan Step S8 are compared

against the corresponding stored values in the database record of the hit. The 'hit' is
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coefficients obtained in Scan Step S7 are conpared agai nst the

correspondi ng stored values in the database record of the hit. The '"hit’
is rejected fromfurther processing if the respective cross-correlation
coefficients do not agree within a predefined range. The article is then
rejected as, non-ver (i to Verificati.on ep Vi i ssue fai
result). Aﬁl&?tﬁ‘éﬁ%ﬂj@ Tlﬁ’§9°ﬁ§f"f9n‘1él¥terr8§%e°tévc?rarvgfa§? VERSE %e?‘#iagfegml Néhat coul d
be perfor %&ieﬁhfh r\éﬁ%e th&%&t’iéPé‘ls%&ﬂej\ééteﬂ i E-CHERI (. gup € Vieticatiie peak in
the cross-correlati function, where the cross-correlation function is
evaluatedi%ﬁ)&éﬂwhﬁmmgmihéumblue stored fromthe original scan in Scan
Step S7 above and the re-scanned value: NEa, ~° ( N (\1 N rkJV/I- (i~
Eak @al ("1 If the width of the re-scanned peak is significantly higher
than the w dt h \afifichen Siep g“miab famlanm optidniad prepserdeainigake nthass parfdrmed cat or
that the re-scanned art| been ered with gr is othe

suspi ci oudelarg analysing fhe l H:P%‘tai ﬁé%’l’(lméfhogrf 1D BE SCEeeny aﬁuﬁgﬁséﬁp”ﬁ[ﬁlﬁg’ht t enpt s
to fool theefahRBuindd ihMchingicp Podre %Qﬂﬁat@di a@dile thd&rteBpdhdMgt fored he same
intensity variations that are expected by the photodetectors fron1the
surface ~ belueyirstbadatebnse vaspidiafdhe hisnThy éﬁ iyseicied fiem fagther PHeEHeEbn bet ween

cor respondrniBichfs s SkRIRUHR RRRAAE ) BaChR%, SHER PorRldas . 1y,

stored di dgittel sstxde sn@naéyﬂcted asjﬂﬁﬂie-(rar)ﬁedsﬁ S phnp td Wertfigatio Bep RS @i igfuadj acent
bits on k detector channels, i.e. there are gk bits per block. A 28

typi cal v P EeSpid) qgis 4 and a typical value for k is 4, making typically
16 bits per block. The gk bits are then matched agai nst the gk
corresponding bits in the stored

Another check using the cross-correlation coefficients that could be performed
in Verification Step V4 is to check the width of the peak in the cross-correlation
function, where the cross-correlation function is evaluated by comparing the value

stored from the original scan in Scan Step §7 above and the re-scanned value:

3,0, +.1)
u (J)_ =

[Eeo)Ew0)

If the width of the re-scanned peak is significantly higher than the width of the

original scan, this may be taken as an indicator that the re-scanned article has been
tampered with or is otherwise suspicious. For example, this check should beat a
fraudster who atiempts to fool the system by printing a bar code or other pattern with
the same intensity variations that are expected by the photodetectors from the surface

being scanned.

Verification Step V35 is the main comparison between the scamed digital
signature obtained in Scan Step S5 and the corresponding stored values in the
database record of the hif. The full stored digitised signature, &™() is split into

blocks of ¢ adjacent bits on k detector channels, i.e. there are gk bits per block. A
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digital signature dhdb(i+j). If the nunber of matching bits within the
block is greater or equal to sone pre-defined threshold zth,esh, then the
nunber of matching blocks is increnented. A typical value for zth,esl, is
13. This is repeated for all n blocks. This whole process is repeated for
different offset values of j, to conpensate for errors in &Eacenent of the
scanned a@@aﬂluﬂh¢ﬁxa;nmknmhawnuaﬁemhwﬁhnéﬂsﬁlﬁ@kE%dEW§ﬂh%1 EHEST Defini ng

M as the nmaxi num number of rrat bl oc

acci dent ablogiat dhe ﬂg Tt 485 hsP & %gg\ggﬂnﬁta Fag C&%is%]&ﬁ%\? & {gglthefs w=n- M
where s 'allgstlg.'l aaﬂ@tad*(ti Y ﬁfth@ﬂmﬁs@dfemtamngw*atmltbmtmemchwgr@m@r bl ocks
(which in turn epen S upon the chosen val ue of thr %kqgr%%]bloc i.s. the

nunber of or ettt serodriEncd el zdrent 60 HH5 F P 8t e bl ocks

mat ching . acel de %{[ag‘%t%fical DY A4S, Qi ?%' El‘hgeiﬁ fpl @lt&?ﬂ)rl%l‘ﬂ ABlaEIar iTigs bl ocks

wi thin t h&THRY fom scans’o f er ent Ob] ects of similar_materials,
e.g. a nuhele BC@Qmp@teddapdnfferamoofﬁaﬁmableepﬁ], tFEPmpERSateQLCIHS fg, k=4

d zth, eshord=I 3, | f s |
ent i1 el ye;pgggp@ﬁd,ém% Lyphcal, ol ue. S Sl SndedorhinbReidls Bihmarer e

zth, e. hoi ﬂ ;%h%ﬁé‘(iﬁe ha@fmudn hiueiber of ahatehing b‘l@ikﬂ,dtkenpnobamlatbfl@f P& because
of correlatio etween the k detector channels and al so correl ati ons

bet ween adjcidendl mdsitis calpuletidbpPydRaiige to a finite | aser spot width. A
typi cal scan of a piece of paper yields around 314 nmatching bl ocks out of
a total nunber of 510 bl ocks, when conpared agai nst the data base entry
for that piece of paper. Settl ng Mz31l4 nn§w10 s=0.1 for the above
equation gives a probabili t)p(fﬁﬂ‘)—*olngw’:(ﬁldéh Cratch of 10". Verification
Step V6 issues a result of the vewdrf¥cati on process. The probability
result obtained in Verification Step V5 may be used in a pass/fail test in

whi ch the benchmark i,s .a pr fi I S case
the probabili t“ﬂhef‘hF&mﬂEr ﬁ%@‘e &e ({?&% leI{l/atet?!h B%ﬁ%%&gﬁwgml&ﬁs may be a

variabl e  QA(ATEL ffn Wperdb vdoh amelchmasmdapf umhm@vl isthecrumshier vl y .t he
PLOP:\?\/I :‘ :;ﬁ}m;igig l}iéogqsaggﬁgga(ﬁij;s b geprf)g{g)lh S&F M50 niotd 071 88AC Kt cﬁi‘ﬁ@l ei ther

accidentally. The value of s is determined by comparing blocks within the data base

from scans of different objects of similar materials, e.g. a number of scans of paper

documents ete. For the case of g=4, k=4 and Zareshotd=13, We typical value of sis 0.1.

If the gk bits were entirely independent, then probability theory would give s=0.01 for

Zowesholi=13.  The fact that a higher value is found empirically is because of
correlations between the k detector channels and also correlations between adjacent
bits in the block due to a finite laser spot width. A typical scan of a piece of paper
yields around 314 matching blocks out of a total number of 510 blocks, when
compared against the data base entry for that piece of paper. Setting M=314, #=510,

eqe . 17
s=0.1 for the above equation gives a probability of an accidental match of 1077,

Verification Step V6 issues a result of the verification process. The
probability result obtained in Verification Step V5 may be used in a pass/fail test in
which the benchmark is a pre-defined probability threshold. In this case the
probability threshold may be set at a level by the system, or may be a variable
parameter set at a level chosen by the user. Alternatively, the probability result may

be output o the user as a confidence level, either in raw form as the probability itself,
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29 or in a nodified formusing relative terns (e.g. no match / poor match /
good match / excellent match) or other classification. It will be

appreci ated that many variations are possible. For exanple, instead of
treating the cross-correlation coefficients as a pre-screen conponent, they
could be treated together with the digitised intensity data as part of the
mai n si gnadnine.mddified foxanping rélhévecirmssieqnno etadth /oppoc oefdhi/goed stcbdul d be
digitised and_added to ttBe digitjsed intensity data. The cross-correl ation
coef fi ci enf*$eiagirgich) 80 %T%‘?Sé‘gf‘i‘t?é‘d on their own and used to generate bit
strings or the like which could then be searched in the sane way as

descri bed above for the thunbnails of the digitised intensity data in

order to find tiheilhibe spproviaied thae manh yerativasarscwssibles &or Bednnle. inssser of

exanpl es arg.an ts far | A8 Lel | i ture based
apon i mt 1 HOTARETBE s orr BT DICRGIGe fd bfrckl AR IR, B LS b
exanpl es ofredtatopither withnlad dig@isedintdnity elatyr ot @t 6F thhnmdih eigdate. clddrl ect ed

during the scan, and how t he.signature can C ared t.o | at e scan
from the sEHRER be qresFere ghog g?%h‘é‘e?tﬁ ?ﬂ’%‘gﬁﬁeg‘gﬁﬁg S eac&edﬁt&/\ﬁ\ei kely it
is that theisalRidkiy ahie. N RASRSAMIEEHTiéMIe chidd 8lso B6 AkitisBHGR a system
has many applications, anongst which are security and confidence screening

of itens fibpirorawdysed oracnemtediiostingsprthelkawhicheguld thendbsrasarehesdipl es, the
method Tory@Xhihe Gl A9 dhoHbBI MY Sof O M BEALBE e HidiliSSpichiBl) 16 Pt I M Sed

to provide reliable recognition of an artic despl1 tirons to that
articl e caudedoliind thicolmitsexanpl e, stretching or shrinkage. Such stretching or
shrinkage of an article may be caused by, for exanple, water damage to a

paper or cardboard based article. Also, an article may appear to a scanner

t o be stretchedriafr thdie biake héw bbé ddseliridi &/ eubipead cRimplbeapddgentes f@ t he

sensors in the scanner is_non-Ilinear. Tgi s may occur if, é@r ex‘grrpl e the
article i sSBONAGARBVEL 19105RY 2SIERHWVE PATCIIPOR SHTINYF PIOPeRUgR OLLAfY articie.|

is being
nmoved t hr opghe B23GARNREN BYscALEHIBMPRR LEhHE thdlQighhtiieCdaf be finRatalRbA Of a

the data collected during the scan, and how the signature can be compared to a later
scan from the same or a different article to provide a measure of how likely it is that

the same article has been scanned in the later scan.

Such a system has many applications, amongst which are security and

confidence screening of items for fraud prevention and item traceability.

In some examples, the method for extracting a signature from a scanned article
can be optimised to provide reliable recognition of an article despite deformations to
that article caused by, for example, stretching or shrinkage. Such stretching or
shrinkage of an article may be caused by, for example, water damage to a paper or

cardboard based article.

Also, an article may appear to a scanner to be stretched or shrunk if the
relative speed of the article to the sensors in the scanner is non-linear. This may occur
if, for example the article is being moved along a conveyor system, or if the article is

being moved through a scanner by a human holding the article. An example of a
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30 likely scenario for this to occur is where a human scans, for exanple, a
bank card wusing a scanner such as that described with reference to Figures
6A, 6B and 6C above. As described above, where a scanner is based upon a
scan head which noves w thin the scanner unit relative to an article held
stationary against or in the scanner, then linearisation guidance can be
provi ded hikelyhseempibi fondlis & steandewhenslesh@gan scans def exsnpaye brok-9rtheari ti es
in the notion of the scan head. .\Wer.e t i&le human,

t hese non-FIgESFTFEeRe iﬂthﬁte&é?rébf I"{}ﬁ‘erﬁg %1%% g#%ﬁgt?%)ggg@? gg%“?é‘%%&m tion
probl ens which could be caused by these non-linear effects, it is possible

to adjust the anal ysis phase of a scan of an article. Tgcgs ah nodi fi ed
val i dati on prodedigsaibas sbovgoWhpre afeawier ersed wP&IBR VS BiYE e 12. The

process | %hﬁ i Jl[,]sgn bPuhifletacR% 208k Etret}égeel%léstmi&ﬁky X@agﬁ'st 3na e s&nRé, t he data

to address -TTnearities. T rocess carried out in accordance with
Fi gure 12 tha@nhindansdtivdenisdmmee onn &k|proGfled hye the eptions} distaset malg 2hde

differentiating the data,.conputi and. subtracti

i gi t1 sat (HrerOrGBEArFR S e SRachis P LD [ g pelRE
reference gy Hunti! @eskhonlifeadticd cafbe gleaiNciaggdralgdr e 12 so as not to obscure
the content of that figure. As shown in Figure 12, the scanni ng process

for a validation scan using a block-wi se analysis starts at step S21 by

performng a segn,fifest ?&oﬁﬁﬁﬂ)ﬁl ol @nPaHh BuldR cAMELFaREE hdl-Higkat he
intrinsic properties of the artpl cle. This scanned data is then divided
i nto cont idffectssittis @ossiblé whiadiusictin dvelypie rohasenelda Isefroplean artigfe e e §i ti sati on

and any snoot.hi hg/di fferentiati.on t ' . . I exanpl e,
a scan Ie‘ﬂ%‘{lﬁedg%ug%% R e 0?‘{1 eo&g?rgq?? %‘)eltcl]%%fe? ggéﬁ%ﬁégkgﬂ@&ch

bl ock t hergéeseimpl@mmsEintsis axatpls esdsiadnoddwise amigds of tba dah ta fsrescanned
article. For each aof the blocks, a cross-correlation is perfornmed agai nst
the equi vaher-liBagEes-f or each stored signature with which it is intended
that article be conpared at step S23. This can be perforned using a

t hunbnai | approach with one thunbnail for_ . )

The process carried out in accordance with Figure 12, can include some or all
of the steps of smoothing and differentiating the data, computing and subfracting the
mean, and digitisation for obtaining the signature and thumbnail described with
reference to Figure 10, but are not shown in Figure 12 so as not to obscure the content

of that figure.

As shown in Figure 12, the scanning process for a validation scan using a
block-wise analysis starts at step S21 by performing a scan of the article to acquire the
date describing the intrinsic properties of the article. This scanned data is then
divided into contiguous blocks (which can be performed before or after digitisation
and any smoothing/differentiation or the like) at step §22. In one example, a scan
length of 64mm is divided into eight equal length blocks. Each block therefore

represents a subsection of scarned area of the scanned article.

For each of the blocks, a cross-correlation is performed against the equivalent
block for each stored signature with which it is intended that article be compared at
step S23. This can be performed using a thumbnail approach with one thumbnail for

each block. The results of these cross-correlation calculations are then analysed to
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each block. The results of these cross-correlation calculations are then
analysed to 31 identify the location of the cross-correlation peak. The

| ocation of the cross- correlation peak is then conpared at step S24 to the
expected | ocation of the peak for the case were a perfectly linear

rel ati onship to exist between the original and |later scans of the article.
Thi s rel atdeanshide taatide of ehr esericedelgtiaphicdal | Theadocstimwef i the Rirgfdr es 13A,

13B and 13C. In the_exanple of, Figure 13 t he cross-cor i peaks are
exactly weerdlatigyprak dsfen Wr?%%t_tsgetpr@4rf8ﬁ%ﬁ‘98fte‘iﬁ’ até‘?f’a?ftﬁ‘l’eg‘%ak&éf ative to
the articlg has heen cpendyetidsy rdihmaanipantxid ®eceh eheofiginalnoid lewper i enced
stretch or shrinkage.” Thus a plot of actual peak positions agai nst

expect ed pemk of §switicde.in a strai ght |ine which passes through the origin
and has a gradient of 1. In the exanple of Figure 13B, the

cross-correl ation peaks are closer together than expected, such that the
gradi ent of a Iihnaelfiombiptcah bt rdpsesenisd gtaphivalbyes shFvodn Figoresdppi t1R has

shrunk relative to its physjical characteristics.upon,initi] ) i ng.

A'sor "t nanbodE. e FRHEPRObE RS in E SHGOTRAEHBEGHE G BIOTERRD) 68 Thus
the articlg igesshiil ot tiehdtibl St Be tRfn ICAD rdl@a’ LOMRadstcle tias itieen posi ti on
upon initi a? scanning. In the exanple of Figure 13C _él%g?cigss Cf)l’l’e| ation

peaks do rpetfedthylincar ansk the pigiste hasot cxperiecnsed swighor ghri B oRl%mt el y fit
to a curve.representin i £-8 Boak RS 1S JHRNATRAL Whlchtfagsear ti cl e
relative toga{nﬁgfe eggkoﬁg%% %égm{s%\%eﬁgggur%ng Stlhe sciagﬁl. Al so, aﬂg t he best
fit curve tgoagh tetoriginomd hhdwegadiegi of1.it is clear that the article is
shifted relative to its position upon initial scanning. A variety of
functions can be test-fitted to the plot of points of the cross-

correl ati on pegkshd &afipRtofFip@et13b), ttid agsseonelation peakisuse closareésgetieraccount
for stretch, shrinkage, msalignnent, accel er%ti 01? t?{ecel erﬁli o) and
best Tk i lpset

conbi nat i dhan exneptedisugihhabhe gradignt ¢Ealing & PP can
i ncl ude Sta}@dg&l?ﬁs Ui fetined t&géphﬁiﬁapeﬁmdt&isﬁcé B RIS scafiningi GORKITEL T C
X

functi ons, unctions and x3 functions. Once a best-fitting function has
been i dentthd bestl fistinsdasp nSABss irash the odgiang the plot. Thus the article is shifted

relative to the scan head compared to its position upon initial scanning.

In the example of Figure 13C, the cross correlation peaks do not form a
straight line. In this example, they approximately fit to a curve representing a ¥
function. Thus the movement of the article relative to the scan head has slowed
during the scan. Also, as the best fit curve does not cross the origin, it is clear that the

article is shifted relative to its position upon initial scanning.

A variety of functions can be test-fitted to the plot of points of the cross-
correlation peaks to find a best-fitting function. Thus curves to account for stretch,
shrinkage, misalignment, acceleration, deceleration, and combinations thereof can be
used. Examples of suitable functions can include straight line functions, exponential

functions, a trigonometric functions, x? functions and x° functions.
Once a best-fitting function has been identified at step S25, a set of change

parameters can be determined which represent how much each cross-correlation peak

is shifted from its expected position at step $26. These compensation parameters can
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paranmeters can be determ ned which represent how nuch each
cross-correlation peak is shifted fromits expected position at step S26.

These conpensation paraneters can 32 then, at step S27, be applied to the
data fromthe scan taken at step S21 in order substantially to reverse the
effects of the shrinkage, stretch, m salignnment accel ergid]it on_a

decel er at them, @nstehS2dabnamlisente Hee data dromndhs,sqan then gl sfe0 7t Byt ir:rhe bet t er
the best- Lt hHAR | BN (ARIAT AR decS! 6P 25 shidibed NerdGRN ndMigmiie bet t er

the conpensati ect wil The conpensat éd scan data_Is then broken
into cont agekeraion| aclesclatatisn ep ti828ata £on thestcep SgwiliTeroaniresigied, dhee t hen

e Lo LAt o e 50T oD Ll [ om Lhe

stored si cross-correlation ficients.
Thi s tinec&ﬁﬁaﬁﬁﬁgﬂdﬁ&kmgﬁba;he cross-correl ati on peaks are anal ysed to
determ ne the uniqueness factor at step S29. Thus it can be determ ned
whet her the scanned article is the same as the article which was scanned

when the storegygsi ABLiisiiea SMﬁdggxri?%&%rolé&ﬁﬁ{diédﬁaguous%h&keab@@ spev been

descri bed an exanp a met or conpensating for physical
def or mat i e step 823 c Thabibclr are than, indivitlupldy crashredrrayded withdbe fegpecti¥e noti on
ive to th

of the artjcle | at scanner i bSs ed
article b!’&’l"‘li“b@g gﬁ‘é K& ﬂéeg%{f’ﬁgt&%las %?te%yé isggat{) &P@lﬁtrem?ﬁsgfcgg?% cle

obt ai ned tsgtigfsedHtid e Seamagiifude bE e ¢ross @ntertide tpeaksiane amalyshd @ hi gh

| evel of certainty whether or not th article is.pres the | ater
scan. Thedepyniap the Wiﬁlil"é‘eisof%%tf’? Weéhg?%? (a)'%‘ésa‘é Fﬂgﬁg%t?wgeéﬁwg%?%ﬁ? al can be
reliably E&%ﬁﬁc{]bﬁ@ﬁ:is Fﬂe%gmeﬁs fic ANNRES whiR MAs kBnBP Wwhanthe krotdiesigranraer
relative to the article may be non-linear can be used, thereby allow ng the

use of a waeweatsdt scanner without notion control elements. Another
characteristic of an article which can be detected using a bl ock-w se

anal ysis of a signature generated based upon an intrinsic property of that
article is thatccaflingcahérsdehs darvadeent desduibedrani etampldof acsathptlefor such a

techni que can B USEd oh0ical 1658 TRY el d SALACNTELE AR i ohlrSafRdG af ter an
the motion of the article relative to the scanner. Using this method, a scanned article
can be checked against a stored signature for that article obtained from an earlier scan
of the article to determine with a high level of certainty whether or not the same
article is present at the later scan, Thereby an article constructed from easily distorted
material can be reliably recognised. Also, a scanner where the motion of the scanner
relative to the article may be non-linear can be used, thereby allowing the use of a

[ow-cost scanner without motion control elements.

Another characteristic of an article which can be detected using a block-wise
analysis of a signature generated based upon an intrinsic property of that article is that
of localised damage to the article. For example, such a technique can be used to

detect modifications to an article made after an initial record scan.

For example, many documents, such as passports, ID cards and driving
licenses, include photographs of the bearer. If an authenticity scan of such an article
includes a portion of the photograph, then any alteration made to that photograph will
be detected. Taking an arbitrary example of splitting a signature into 10 blocks, three
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For exanpl e, many docunents, such as passports, ID cards and driving

| i censes, include photographs of the bearer. If an authenticity scan of
such an article includes a portion of the photograph, then any alteration
made to that photograph will be detected. Taking an arbitrary exanple of
splitting a signature into 10 bl ocks, three 33 of those bl ocks may cover a
photograprgﬂmgbQQﬁyﬁﬁgkmaﬂda@hﬁngﬁﬁebnsemnmncmwaniﬁ@nﬂ@ﬁéﬁwwawwmbf t he

docunent, such as a background terial, If | aced,
then a sulssetherepart @%@ééﬁ%‘f‘eﬁth@ngﬁémkg% E‘Qge@?ﬁig%? 0‘!"%“" %?gge a good

mat ch for E&ﬂg ca th&l! Q.lbgﬁﬁnm%aﬁ oPthe MOBirhésk 3k W‘eﬂ'p@&t&@ﬁﬁprbmﬂda gbat the
repl aced ot o’grap?‘u W provi de a ve(irh)grl poor match. B
P

y K at those
t hree bl oalsch Gorthe spendblodkst wherp ot wgfigationt bas qesEed; H%}‘F fep?aﬁ?cge provi de
a very PO akah sl Pv@ﬁésgd £ Rof HapHEt B?allnlo%n{%'tﬂat {itRe Vit GRkkon of the

docunent, Hhéﬁ’ﬁpﬂ rage score”over whol e si gnature Al so,
many docurB%Prta@ohmd areehmgrapmm fidi manalbmeqjmndmawympemp@ semBe for

exanpl e the nane of erson id t| fied, by, a ort ence or
identity used aléramtl In 4t thyr v B%fﬂk“tg éiﬂﬁ‘llrg‘?{g dleﬁ/g()%w docu ‘%t s al so
i nclude a !n%%‘%ertﬁ{?%ﬁl cWenbtufD) Signature of a bearer or certifier is

appl i ed. wse analysis of a signature obtained therefromfor
val i dation can detect a nodification to alter a nanme or other inportant

word or numnber @rr nt ed C#R)E;m%rlxt %%ﬁd@%@teﬁlggig SHIRNLE on@ IR InREK perddisClor

corresponds to ‘TR FEEIPIOR'0f ‘an altered printing or writing can be
expected tg reorﬁeqene dfus persamidentifia by y rraspOH, drisinglicsadesonHentEy no

nodi fi cati on has taken Iace Thu f ie nat ur e
can be det@&d.cd tgpan,af 6 tfsl?aq??eed 8]°° %ﬁtasﬁl%)\rr\{nk%gfgﬂecﬁ if the

overal | maygh, %\ téﬂgg A6 Abeh®r &Ltfeftifﬁ-lr mplpuedar Uiing ablorohwaseranaiyplas S

result. An exa an identity card 300 is _shown i

i dentity ceffalsigBoare obtinpdethorsiiony for alidnigp sn Agtet "36‘?& %2 %%Eo ag{r%aph of the
bearer 304, 0. sl 09MHE B wold\ fEREEFADo WhiSorBY dbeurkant LA sioant 0.t he

card, or prIHt¥ a scan of a witten signature or nature
capt ured elBichkonispandsyt) theapabitionpfiantabered arigting erusting can be expected to

produce a much lower quality match than blocks where no modification has taken
place. Thus a modified name or written signature can be detected and the document

failed in a validation test even if the overall match of the document is sufficiently high

to obtain a pass result.

An example of an identity card 300 is shown in Figure 300.. The identity card
300 includes a printed bearer name 302, a photograph of the bearer 304, a signature of
the bearer 306 (which may be written onto the card, or printed from a scan of a
written signature or a signature captured electronically), and a printed card number
308. Ip order to protect against fraudulent alteration to the identity card, a scan area
for generating 2 signature based upon an intrinsic property of the card can include one
or more of those elements. Various example scan areas are marked in Figure 15 to
illustrate the possibilities. Example scan area 321 includes part of the printed name
302 and part of the photograph 304. Example scan area 322 includes part of the
prinied name. Example scan area 323 includes part of the signature 306, Example

scan area 324 includes part of the card number 308.
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308. In order to protect against fraudulent alteration to the identity
card, a scan area for generating a signature based upon an intrinsic
property of the card can include one or nore of those el enents. Various
exanpl e scan areas are marked in Figure 15 to illustrate the
possibilities. Exanple scan area 321 includes part of the printed name 302

and part of th&@&}g% 291 ARedOdiccliaPine sehtdieAfRaeBehd ipos launadepefr t of the

printed name. anpl e scan area 323 includes part of the signature 306.
Exanpl e  &zens, andadigpdeicholentiefthp dpeuresnt thichdhisanont hkely g raydstethe ar ea

and el enents, sel ected {for ¢ he n ar ] Of
factors, i"“ﬁ(‘:‘}‘ﬁﬂjfeﬁﬁ’tt ?chglte& fﬁéﬁ%ﬁﬁo@ e’t%@%?ﬁ%ﬁcﬁpmﬂé ?p?gﬁ st_rﬂlli kel y that
a fraudst glost Wew ditadbtoanmiget wilkbdually bElte ghoargrhph, asf tbis @swpliy ademtiBen

i ncl udi ng a phot ogrr aph the st ulalléke(l y al terag{'gn {iarﬂ}gﬁﬁ ‘é"illeéte&’%ual ly be

t he phot offreaptarass HHs 8 seansysd £ Sugle Ardorraent pigat BEEHERYY PRAT°A%sCan area
for such u ioff Qﬁﬂ'@% | alAnbiHee cRleBC B htRay boshbje@edtqporti on of
t he phot og%cg%%.yg%? eorgmeel men rh@}ni éﬁlﬁnay be subj ect e(f’to l:fjraudu ent

nodi i cat fiandilenttrhelifietioris the bpayaus sigpaturgsay i i§ Qs A2 PHFONIOFBFEYh t o

pretend to, have a nape other.than [ Qg anot her
person' s &9 g {iPERC ORRL ﬁg}feér ?"grrl’ %L}Qg,hafggpgﬁ(;%o L%]l?{s%f tgr%?rl;%lsjl arlr)? t hose not

i ncl udi ng ek mrs?abd decuaeat, patiedatythobenefinduding g phefograpls ascorti on of
a signature on the docunent., In the general carslig %hereftore, it can be seen
that a tegteafpgy benelrdallyaelnde Hporhan ob? PEpe ORI B e a test for a
sufficiently high quality match between a verification signature and a

record signature for the whole of the signature, and a suffici efltly hi gh
match over at [le#wetgesekbersedhaselorydt @n henween fihph 3165t 4 aHECER §T Bhs

s bei ng. @100 e PR REE ROt A SRR N dGimath B £ Rl S e

as being reving a p authenticity result. In sone
exanpl es, shinefksamdtdecort bignatufedve teeitedt effhe sigoatine e 2 BifbeRAMRIGR be

al l owed to present 00 h.result. T ent epted as
aut hent i ¢ &ehPYLE abgelagfgse{eS“gﬁtbgC?"k%Pﬁgf'evﬁl%nélg%%sﬁage Cr?%% ggalrt , sooﬁgﬁg as the
critical ,ologksherawealeis Jedr ol cin wkldched asibgimgtoitiealds achieting @ provi des

a good match. .
positive authenticity result.

In some examples, blocks other than those selected as critical blocks may be
allowed to present a poor match result. Thus a document may be accepted as
authentic despite being torn or otherwise damaged in parts, so long as the critical

blocks provide a good match and the signature as a whole provides a good match.

Thus there have now been described a number of examples of a system,
method and apparatus for identifying localised damage to an article, and for rejecting
an inauthentic an article with localised damage or alteration in predetermined regions
thereof. Damage or alteration in other regions may be ignored, thereby allowing the

document to be recognised as authentic,

In some scanner apparatuses, it is also possible that it may be difficult to
determine where a scanned region starts and finishes. Of the examples discussed
above, this is most problematic for the example of Figure 6B, where an article to be

scanned passes through a slot, such that the scan head may “see” more of an article
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Thus there have now been descri bed a nunber of exanples of a system

nmet hod and apparatus for identifying |localised damage to an article, and
for rejecting an inauthentic an article with |ocalised damage or
alteration in predeterm ned regions thereof. Danmage or alteration in other
regions may be ignored, thereby allow ng the docunent to be recogni sed as
aut hent i Chahnhs biendsd snmeteapPar aipnseb to iatldiessing &is @ifipsltpMvouldbatot my be

difficult to determ ne where canne egi,.on s i . O the
exanpl es @FEEISE 6eAn HfoRFSIATtPg % tﬁ%e s‘% tb? g%’lcgerré% ﬁa%é? 8%}? %efg}egxag%e of
Fi gure 6Bﬁ%a¥a%31%5@vmu§d&éocé 8edrQteBRhaicatnadnRasses fakseo dghigh whhiotas such t hat

t he scan may "see" nore of an article 35 than the jntended scan area.
One appr oacividuslyafiietr sresé, ribe déin setipved; atdhe yoapoised ca be &Scc{j@f ‘%ﬁeémt“??e scan
area as st rtitﬂg Cat sEa'&? edge of the article. As the data received at the
scan head "W ﬁ&grgo a clear step change when an article is passed though
what was previously free space, the data retrieved at the scan head can be

used to determ ne where the scan starts. .In.this exa : n head is
oper ati onal pr Ffhit GX3pRiC. iR 5740 %aads gpeipfianal et i {é‘e{%ﬁﬁé‘%@?gﬁﬁ%r. Thus

initially Tahﬂ:‘?e SGA0 D8RG MeReiNesydRs Sab Heh® sREINE difa tardspendingroabapi ed
space in front of the scan head. As the article is pasgqed %n front of the
scan head unbteepitdtspacedsdionedf By scaeheadanAn disPTErlRat Paeedt i BALRGdE° to be

data - deseribhng YRS difl leblifed BPURe b feAR ifRRaRRIYTORidgR el beodlet er mi ne

wher e t he &t Starts an data prior to that can be discarded. The
posi ti on alstribaiaghb anfcld HBws dendatmraacber mbritdredtotdstarmincavhare ihe Atédeli ng edge

can be determ ned_ in a nunber, of .ways. .The i . i e scan
area the éW@ESP]éﬁ@TPPP“Sf q ﬁ%t GPoed Sec?rdgg‘cﬁrh? ﬁg@ {I%ﬁgéﬂde% gélg?&gsg&get ect ed
by the scaphendvaaning aRictKieflinglgigdain be deteasipod i agumberfofeeyspdbe.

Anot her nethod is to start and/or stop the recorded da r edet er m ned
number of simplas iy waaplfghe sqaBFreRiRe ?%‘é‘iﬂeﬂéﬁ‘g‘i’fd& a&ﬁ@u%ﬁg"agﬂgtmg%%garpi cle
al ways ”D‘ﬁ%tsde?@c%éd b{8he SGAMAEAGaiA! pidRg 884 RbitedpbRdifaNE fepapdce. t hi s

u n

woul d res I'n a consistent scan area. other alternative ibs tq use
actual marAmtien mdtkodisttp stag: and/os stepttherreorded slatarpopgdelsrmined number o

scan readings from the leading edge. Assuming that the article always moves past the
scan head at approximately the same speed, this would result in a consistent scan area.
Another alternative is to use actual marks on the article to start and stop the scan
region, although this may require more work, in terms of data processing, to

determine which captured data corresponds to the scan area and which data can be

discarded.

Thus there has now been described an number of techniques for scanning an
item to gather data based on an intrinsic property of the article, compensating if
necessary for damage to the article or non-linearities in the scanning process, and
comparing the article to a stored signature based upon a previous scan of an article to

determine whether the same article is present for both scans.

When using a biometric technique such as the identity technique described
with reference to Figures 1 to 14 above for the verification of the authenticity or
identity of an article, difficulties can arise with the reproducibility of signatures based

upon biometric characteristics. In particular, as well as the inherent tendency for a
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region, although this may require nore work, in terns of data processing,
to determ ne which captured data corresponds to the scan area and which
data can be discarded. Thus there has now been descri bed an nunber of
techni ques for scanning an itemto gather data based on an intrinsic
property of the article, conpensating if necessary for danage to the
article orbigmétit i si@atiré igeerhtion bestee anntingn plightlys diffesentl resutispiardanly t he

article to.a stored signature based upon a previou of an article to
det er ni ne %f“l‘i%rgelﬁ%@e‘g &t fHflE. g‘“ﬁr@%éﬁi"% & S‘%ﬂ a‘ﬁ%ﬁsmg‘\?sﬂ’é‘?\ using a

bi ometric %eo&lﬂ{‘éxﬂﬂ%ce%klﬁbdl%r&hﬁgﬁéﬂﬁ@tgleﬁe)faticﬁ%ﬂh‘ﬂﬂ@e@ﬁﬁca& dFRent Whieh

ref erence Figures 1 to above for the verification of the authenticity
or ident |th9r60$ ﬂ@rpoafnblh@r that distightbudiffersst pertionof dlee aiticlks is ecsendest 0@luci bil ity

of si gnat ur ?%n?cg?l riérén Hébqg%r\fgflf%b&rpﬁrl{%c&lﬁfchﬁt' cs. In particular, as well

as the inhé I'C si'gnature generation systemto
return slightly dlfferent results in each S|gnature generated from an

article, where an article is subje si gnat u neration process
at different sifgAEPEFe Eeﬁ’éWE{SI gﬁb‘%araﬁ U SRgr aordl"lg‘%éﬁs%t th5%es  there
i's the posgffiliet Ml fﬁ% B aégcsisedl ypxebtf\tvﬁﬁ%ﬁereaeé td PipuRf 14,hemakidcghe 1S

presented on each occasion, neking reliable verification more difficult.
Exanpl es dfead gignaswe senmatinscrppamtss Appslatahaseseentipn Wik beldessgbety t hese
difficulties will now be described. First, with reference to Figure 15, a
mul ti-scan head signature generation apparatus for database creation wll
be described. As shbhowin Figubd tmeeddoy vt IMrindndett\ﬂO@)ticanbdssmhhli&e two

optic subassenblies ch operabl.e to create na an article
ot o 0 Saehy anrrblec R edrg SHgarofo s e tled Y A Rl e,
present ed foQlof $kARAdd GinttO ThuSah Ged présomad Eoresch@iing teaedtdaRgnatrd foe itemin
an item dat abase aggl nst which the itemcan | ater be verified, _can be

scanned t ipewding ef Bedsmeintapgtes) driahess gainsk phich Akg Yerpraslater be yerifisde anot her
by a |ikely b@lséegiﬂé@ﬂ\tnc@ rtB Qf oM Men SsiAtikiff Sffse? Gt Qe dbfcd e for

identification or authenticity veri §¥i'cation can be matched agai'nst both

stored si dikatyalemmenhegeomemount. Thus a later scan of the item for identification or
authenticity verification can be matched against both stored signatures. In some
examples, a match against one of the two stored signatures can be considered as a

successful match.

In some examples, further read heads can be used, such that three, four or
more signaturcs are created for each item. Each scan head can be offset from the
others in order to provide signatures from positions adjacent the intended scan
location. Thus greater robustess to article misalignment on verification scanning can

be provided.

The offset between scan heads can be selected dependent upon factors such as
a width of scanned portion of the article, size of scanned are relative to the total article

size, likely misalignment amount during verification scanning, and article material.
Thus there has now been described a system for scanning an article to create a

signature database against which an article can be checked to verify the identity

and/or authenticity of the article.
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exanmpl es, a match agai nst one of the two stored signatures can be
considered as a successful match. In sone exanples, further read heads can
be used, such that three, four or nore signatures are created for each
item Each scan head can be offset fromthe others in order to provide
signatures from positions adjacent the intended scan |ocation. Thus
greater robustness to article m sal i gnrrent on verificati on scanni ng can be
provi ded. The of fset be sca n ecte enden upon
factors such aéng‘aﬁﬂpg‘??g\%jﬂ?&&% %%OPIP ngd?ulflﬁ% SIFE ?Sl ag‘laftétl%f scanned
are rel at idagbh Wil @oWwtealesaibeivilitrefénes 1o Fighel1y. m sal i gnment armount duri ng
verification scanning, and article material. Thus there has now been
described a systemfor scanning an article to create a signature database
agai nst which CiE0doPc d/ or

aut henticity o?ﬁtsﬂg&%ﬁl gFI%Qéogr%ggexa O}Oe o a!g%%ts g&@%‘é?{éﬂ#{orﬁ%r ovi di ng
mul ti pl e si0gamdtanraignmentadjivampant ueit 164t &ba@ethmalhgnmaw adgsthest nnibé 04 t h
reference to re.16. As.shown.in Figur . &.reader u 0' can have
ot o sptineoth Susthe pr oy ubessitr o e Rty BeBhat g ne 8" 1
use, the alloagim&mea@@lluuﬁt MBng ablBiticlelfdcedGa fhedleb@hg VbRnR| dagieRBinned t he

optics subassenbly 20 relative to the readi n& vol ume, 102 of the reader

uni t. Thudngiplg times by feontigs isubaspanhly 28 wdilferenhRostigns e asclangiede nul tiple
Liimes by {he0R il 1S ee Mhidle. 2fh ir pgésfﬂ%teéx%ﬂglcpﬁé'aﬁﬂgﬁrﬂ@ntsa‘aﬂﬁﬁnén? creat e
mul tiple signatures for the articl the present exanple,” the alignnent
adj ust rrentumtdﬁﬂtcall@ﬂusctm ‘am]cm smbaswmbbpmi resl Sehdes éxffﬂrgnttl@ahmd Thuom t wo

di fferent oatlon r...scan r nt| pcation or
aut hent 1 ci B0 ST i 1 fobiefLRiaubi AE atbadlitn b HsRR oL BERALIERat or oe.

I n some emnmktemth gtoraalt dghanged. nSﬁ sane eﬁefmlﬂéua at miich apgin@cbrei fnas twes can be
consi dered as, a successf ul qgﬁd I n sone g@ Ies further read head

posi ti ons SE4F BenafEetrandg cAnsfesed p4a BECeSSLIACEr nore signatures are

created for each item Each scan head position can be

In some examples, further read head positions can be used, such that three,
four or more signatures are created for each item. Each scan head position can be
offset from the others in order to provide signatures from positions adjacent the
intended scan location. Thus greater robustness to article misalignment on

verification scanning can be provided.

The offset between scan head positions can be selected dependent upon factors
such as a width of scanned portion of the article, size of scanned are relative to the
total article size, likely misalignment amount during verification scanning, and article

material.

Thus there has now been described another example of a system for scanning
an article to create a signature database against which an article can be checked to

verify the identity and/or authenticity of the article.
Although it has been described above that a scanner used for record scanning

(i.e. scanning of articles fo create reference signatures against which the atticle can

later be validated) can use multiple scan heads and/or scan head positions to create
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offset fromthe others in order to provide signatures from positions

adj acent the intended scan |ocation. Thus greater robustness to article

m sal i gnment on verification scanning can be provided. The offset between
scan head positions can be sel ected dependent upon factors such as a width
of scanned portion of the article, size of scanned are relative to the
total ar hgligle Sighemrdsifiedyaritlsalt iigalve possie tmtsedusimilgr e¥stant frdeiehn

scanning, and article material. Thus there has now been described another
exanpl e oplidatiOPSEMNMLOr scanning an article to create a signature database
agai nst which an article can be checked to verify the identity and/or
authenticity of the article. Although it has been degcri be@g?bovg that a
scanner used fFor exaume.cd seepmani faguse in & validelpm sty BYY 874G B §2Create

ref erence sjgnatures inst. i i at elachef st dat ed) can
use mul t it @c?ﬁglﬁéﬁlggagn‘%;%érmggﬁﬁﬁﬁ a%ﬁ%éggéﬁfggﬁgef?% create 38 multiple
si gnat ur ggylfipte samamidsicah Be corhpdred &l 5 datpmss bhiceorded sigeatyres i Whiskamagy st em f or

| ater validation scanning. For exa e, a.scanner r { alidation
scan may iisel ecomait i“ﬂ!“épq?é at“ﬁeéaﬁg %rgg]ln erﬁ‘é%‘i]eedcﬁrﬁrpt i Blhg tSZ*F‘ ?cfggt&i glfa]{{scan

si gnatur %?th&l?ghbﬁe ARRSER R ARG Qbh ileSaay val thiax egsitgratiil eB stln be
conpared to0 a dat abase of recorded signatures, which ma%‘%l tself contain

mul ti pl e tiaxtramalyskfféront to awshsigeatees & any SHer BB APAHEPF YT A" al t hough

the different signatur il M Adi¥re shOSE pidvaRAluEi&sntW | | al |
still bere%gf{irs af?e%”ﬁF??“ec{r%{ﬁt&?gggﬁ%}%g%%%r es for arliy ot her i tems, a

mat ch betysagaerRdYn theédentigomdibr sathentritywdanitenand any one validation scan
signature should provide sufficient confidence in the identity and/or
authenticity of an item A nultiple read head validation scanner can be
arranged nmuch asnd@sic rkddekkad Waliflatioaf Ra@Re eat be Birgnged ridhatsodesoriicidkewi se, a

mul tiple read head position validation scanner n pe arran . qpuch as
descr i bedwith rafereededp &rgee { baliavgu F@‘%ﬁea?)&}@t}pqﬁf egg ,%eacf}?ﬁsl 18&“&9&%%‘“? ecord and
val i dati o, SCANNSES arrfhesd FhElaOleseABY WEH rdfdehiclb Figranc abads Also,

for both the record and validation scanners, a system of combined multiple scan heads

and multiple scan head positions per scan bead can be combined into a single device.

Although the embodiments above have been described in considerable detail,
sumerous variations and modifications will become apparent to those skilled in the art
once the above disclosure is fully appreciated. It is intended that the following claims

be interpreted to embrace all such variations and modifications as well as their

equivalents,
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and nmultiple scan head positions per scan head can be conbined into a
singl e device. Although the enbodi nents above have been described in

consi derabl e detail, nunmerous variations and nodifications will becone
apparent to those skilled in the art once the above disclosure is fully
appreciated. It is intended that the following clains be interpreted to
enbrace all such variations and nodifications as well as their

equi valents. 39 CLAIMS 1. A systemfor identifying an article, the system
conprising: @sigrature determ nation unit operable to determne a
signature fromintrinsic structure of an article, the signature

determ nation unit conprising: a reading volune for receiving an article, a

source for generajispges i Qhah Aeampiant Jieaehnpgsihhe coherent beam
sequentially onto a plurality of regions of a surface of an article in the

reading vol ume; a* dEwaBet Beterarnating e APCTARP (e HIFTBERS NSRS ORINFAFE | ng
groups of datd .nRObfYnSyddi® MeSi@RatufRltansduih@mpiipgcoher ent beam

f('fitn%
scatters fromthe |f%erent regions of an article in the reading vol une,
wherein different ones refdingvedumprfoutsseivingdaediclsoi nts relate to scatter from

respecti ve i ffer ent 1og RSO lordifie&f Ll paiflafs RLAnAALESIGerpn 20

processing unit for determnin nature o the article fromthe set of
groups of data pdicatssequntally @tmpahirdon ofi nigions pé pabifecetod ap grippds @ thhe

determ ned signature to.a stored signature; wherein the conparison unit is
operabl e to split“ﬁﬁhﬁ%ﬂﬂqﬁﬂﬁ ned signature into blocks of contiguous data
and to perform a conpardesor epaigainemniobetivedrg &ahvolpdsikg gends pEdpect i ve

o O e £ o et e cfings e The Toiberk! Rl a0 Hh "k
different regions of an article in the reading volume, wherein different ones of
the groups of data points relate to scattér from respective different regions of
the article; and

a data acquisition and processing unit for determining a signature of
the article from the set of groups of data points; and
a comparison unit operable to compare the determined signature to a stored
signature;
wherein the comparison unit is operable to split the determined signature into

blocks of contiguous data and to perform a comparison operation between each block

and respective blocks of the stored signature.

2. The system of claim 1, wherein the comparison unit is further operable to
compare an atiribute of a comparison result from each block comparison to an
expected attribute of block the comparison to determine a compensation value for use
in determining a comparison result; and wherein the comparison unit is further
operable to determine a similarity result between the determined signature and the

stored signature, using the compensation value to adjust the determined signature.

3. The system of claim 2, wherein the comparison unit is operable to apply the

compensation value to adjust the determined signature to compensate for damage fo
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conpare an attribute of a conparison result fromeach bl ock conmparison to
an expected attribute of block the conparison to determ ne a conpensation
value for use in determning a conparison result; and wherein the
conparison unit is further operable to determine a simlarity result

bet ween the determ ned signature and the stored signature, using the
conpensation value to adjust the determ’_ne&esi gnatur_e. f%‘\ hTEiet syst em of
claim?2, whethei frcesietoben Bl P%s 8 rhounineatty i§ple HIEBEIGH HF VIF K& B8 RDensat i on
val ue to adj ust.the determ ned signature to conpensate for damage to 40
the access tokKen and/or a non-linearity in the determ nation of the

determ ned signature. 4. The systemof claim3, as dependent fromclaim 2,
wherein the gompag SQenmUH diaifnSs, AP LG HRERINY 2 hBctRREBSAbARM val ue to
adj ust the determned signature to conpensate for a non-linearity in the
rel ati onshi pulietsweenblt treamisf the cenpengrdion yalye te pliust theLlglcHyingd FgREUTCR0  The
system of an receding cl aj m .. [ - el ' r ed such
that the. artTRNE En Ba o u P B bR R e o YRl P TS, The
system of anya@ingeedinag cl aim wherein the detector arrangenent is

operable to be noved relative to the reading volune. 7. The system of any
of clains 2 to 6, wherein the conparison unit is operable to conpare an
actual crosss.cor releadyiion qleak pteoeabid daingfwierdo tiparcedon volesalit alyagween a

bl ock of the determ ned sigpature and the correspondi ng bl ock of the stored
si gnat ure t@Cﬁﬂlaéwﬁé’é‘ﬂ?dm‘gB%g’gv@cﬁa@'eat?ﬁ%en eﬂ)e@gq{af%%ggﬂg%th to deternine the
conpensation value for use in determning a conparison result. 8. The
systemof claim7, wherein the conparison unit.ig operable to de%]erm' ne

t he. conpensa-i on Nasl ey ok aty REECTHRE S 0n BRFSEH ﬁ“if’ ‘%é%cfmf"}r’fang%n?n e’
cross- cor r el Ali8M. 1, BEAovLOeAlivORInd REdigacuME. t he bl ock conparisons, the
function of best fit representing an average deviation fromthe expected
cross-correl ation peak |locations. 9. The systemof claim@8, wherein the

function of ’PeSt ’If]'lietsyéltén Qf]ﬁlycbff cBintd & @mhe}eiirpﬁe comparison unit is operable to
compare an actual cross-correlation peak location of a comparison result between a
block of the determined signature and the corresponding block of the stored signature
to an expected cross correlation peak location to determine the compensation value '

for use in determining a comparison result.

8. The system of claim 7, wherein the comparison unit is operable to determine
the compensation value by estimating a function of best fit to the cross-correlation
peak locations for each of the block comparisons, the function of best fit representing

an average deviation from the expected cross-correlation peak locations.

9. The system of claim 8, wherein the function of best fit is one of a straight line

. . N . . 2 .
function, an exponential function, a trigonometric function and an x* function.

10.  The system of any preceding claim, operable to compare the determined

signature to a plurality of stored signatures.

11.  The system of claim 10, operable to find a closest match result between the

determined signature and the plurality of stored signatures.
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function, an exponential function, a trigononmetric function and an x2
function. 10. The system of any preceding claim operable to conpare the
determ ned signature to a plurality of stored signatures. 11. The system
of claim 10, operable to find a closest match result between the

determ ned signature and the plurality of stored signatures. 41 12. The
systemof claim9 or 10, operable to return a no match result if the

determ ned signature has determ ned therefor a simlarity result |ower than
a predeternjned f#Rar&esial s Ham eashoplpébisic 36 eemeh simgnattk essult 18 theThe
system of any preceding claim wherein the conparison uniﬁ i erable to

r i s
cal cul ate a diteriningd| ignapse 126 drmEse nhesipat egtBe kﬁes%l4.ovﬁeﬁet%g'§/sat em of

claim 13, %@kéhﬁéﬁﬁ&%ﬁ&tﬁ&& Yt sthied ORRAaRb.e to conpare the
simlarity result for at |east one predeterm ned block to a predeterm ned

simlarity threshold. 15. The system of claim 14, wherein a conparison
unit is Operfsl?' e"lthgs{fs? Hbfadd rél@&ﬁ%l:l‘éﬁa,%@}%ﬁﬂhée&nﬁﬁ&bﬁ&nit 8 opdrgolevent of
v or the at

the simlari resul ast ‘one redet erm ned bl ock bei ng bel ow
a predet er mi dataiasd adimderity yesth freshdl dmpresgitiogkess of a similarity result

for the signatures as a whole. 16. The system of any preceding claim
operable to use a conparison result for one or nore bl ocks to detect
damage to an4art itk eysiéud of Taen $3,stteminfhecioniparistd, ungpe ppdstlde foocapdife a

negative authentication result if danmage | ct LR <RABHRF nore of
a group of dficpEdanty eyl fprat deeptong é’{f% Bt‘e%%%%d.sblg%{.% %ﬁgdegy“té‘ tem o gﬁ{/
precedi ng clgieBiolvherein the signature determnation unit 1s operable to
determ ne a signature for an article wherein different ones of the regions

of the surface of the article conprise different surface materials. 19. An

article identsfiggtispleTRIrROEN 1GORMEIR gompRisei Minhiingpaatde gnattune from
intrinsic structure of an article, mher?in _d%terninﬁq% Ehe ﬁugpature
conpri ses: negative comparison result in the event o the similarity result for the at least one

predetermined block being below a predetermined similarity threshold, regardless of a

similarity result for the signatures as a whole.

16.  The system of any preceding claim, operable to use a comparison result for

one or mote blocks to detect damage to an article.

17.  The system of claim 16, operable to issue a negative authentication result if

damage is detected within one or more of a group of at least one pre selected blocks.

18.  The system of any preceding claim, wherein the signature determination unit
is operable to determine a signature for an article wherein different ones of the regions

of the surface of the article comprise different surface materials.

19. An article identification method, comprising:

determining a signature from intrinsic structure of an article, wherein

determining the signature comprises:

directing a coherent beam sequentially onto a plurality of regions of a

surface of an article in the reading volume;
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directing a coherent beam sequentially onto a plurality of regions of a
surface of an article in the reading volune; 42 collecting a set of data
poi nts conprising groups of data points from signals obtained when the
coherent radiation scatters fromintrinsic structure of the article,
wherein different ones of the groups relate to scatter from respective
different regions of thﬁ article; @Pd determni.n ausigp&£grg gﬁh%pe
article fromthe set SPIEHPE 2561 pt L2 PUBRSAFPHY™E RS Betel ™ REG siGnat ure to
a stored signat urgena&bididddnghdonBe deteemiirigdion isgmatsulken iimtiosibbtockse of
contiguous data; and perfonning a_conparisqn operatién betme&gfﬁgch bl ock
a f

and respective bl®fcle artie. perap ghdgew ieschrhe SHUPTREREL oY &t ai m 19,

further conprisi ngg,.COMRAEA réfoBlol ielkic; @h¢ @ conparison result from
each bl ock conparison to an expected attribute of the conparison to

) | ock .
determ ne a conpensat idsteryiainge stasptufsd tharriee Bpmthe Wbogda&ﬁﬂb‘&?’i son result;
and determining 3, gl,fl) Ak itehfiitd denhl WAk GaAaker M ned signature and
ure, wus

the stored signa I'ng the conpensation value to adjust the
det er ni ned si gnatsptiging f. detEhreinpd siboadurofnte blarkn F gontisypesdsta; athpri si ng

appl yi ng the Conp%ﬁéat'i on valye to?ergt%-n Ewéeﬁ%a&%l@é@d&%ﬁé&ﬂ@%ﬁd&%@ to

conpensate for ddirRge e * CheParti cre and/ or non-linearity in the

det er m nat i osf thé stbfaé sigedteem ned signature. 22. The nethod of claim 21,
conprising applying the conpensation value to adjust the determ ned
signature to conpensate for a non-linearity in the relationship between
different parts of the article. 23. The nmethod of any clains 19 to 22,

wherein collecting the set of .data paoints canprises .nmoving, | icle can
be noved rel#ti vél%Fom%fh%PEc‘?IaBP.w?sz‘%‘PhecoﬂlgFﬂgg BYRARYE Sf T tg}r}érmsoayrl to 22,
wherei n col | gfidafgnt BRISEIm Rhchifbék EPhpakiSon LaMNIxpedsa] amibutgpfahebibect or
arrangenent relative to the article. 25. l;l;h%rg%&od%tof.an clains 20 to 24,

wher ei n sai dCORHIEN] tﬁgietgﬁniag ArepRERsaiign val ermniung a Comparison

result; and determining a similarity result between the determined signature and the

stored signature, using the compensation value to adjust the determined signature.

21.  The method of claim 20, further comprising applying the compensation value

to adjust the determined signature to compensate for damage to the article and/or a

non-linearity in the determination of the determined signature.

22.  The method of claim 21, comprising applying the compensation value to
adjust the determined signature to compensate for a non-linearity in the relationship

between different parts of the article.

23.  The method of any claims 19 to 22, wherein collecting the set of data points

comprises moving the article can be moved relative to a detector.

24.  The method of any of claims 19 to 22, wherein collecting the set of data points

comprises moving a detector arrangement relative to the article.

25.  The method of any claims 20 to 24, wherein said comparing an atfribute of a

comparison result from each block comparison to an expected attribute of the block
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conparison result fromeach bl ock conparison to an expected attribute of
the bl ock 43 conparison conprises conparing an actual cross-correlation
peak | ocation of a conparison result between a bl ock of the determ ned
signature and the corresponding block of the stored signature to an

expected cross correlation peak location to determ ne the conpensation

value for use in determ ning a conparison,resulf. ] claim
25, wherein SHPRATERt SPHPICH g OMRE™ ﬁﬁeaﬁseﬁ icboﬁs'\%rfe&%%hc%&ﬁ%r%lggg%f?% mating a

function of B@sparfsbd reti0t dhLecraasiathiedatrinord peakulcaodtheonsefrondingach of
t he bl ock con%a}ri sons, the function of best fit rq%p[ ggnteialpqocae,lg(}rg\( rage
devi ation frbieck 1té B SEEve #2AYEOCH FEPSEH oHOS e SR 10RRE B DY The

met hod of cl gLinaf m¥bShhhibR9alle AFLUbOR deferbiabity afdoinpirssooneulfl a strai ght

| ine function, an exponential function, a trigononetric function and an x2

function. 28. The nmethod of any of clainms 19 to 27, conprising conparing

the determnggl SHANAEHOE of Clafty EUGALLAYsAL BashiShOBRL WignsalSh vIlbe et hod
of claim 28, Turther conprising findi ntgba cl osest match ragsul t. b@tween t he
1

determi ned sigmaiser etianting hEmplier of besy ol the geerosielfHat BEd 8™ Phe et hod
of claim 28 A 2%’ th];: Lq‘%écmecgfnﬁ)ggpd‘nls,sg{%gﬁﬁ@ﬁdﬁr Bf B&kt aﬁt”@?ﬂ@?&nﬁﬂg la@Sdtktage i I the
as determ ne

det er m ned s?aﬁﬁa(f ure therefore a simlarity result |ower
than a predédvedtioh fiedh thérexpstied dossororghitinn pfaktl¢ratiatsor ed si gnatures. 31. The
met hod of any of clains 19 to 30, further conprising calculating a
simlarity result for each conpared bl ock. 32. The nethod of claim 31,
further conpgi.si NMheGashar dMgaitns, sitridinathet fynaties wif best dit is ene ¢lengraighhe

predeterm ned bl ock to a predeterm ned.sim]lari thr 2 The net hod
of clai m 32, e ppeiop. Wsppeneaid SuelpA i‘%%nogqeﬁ!é:g% Citlég a@%%%?ﬁ%%ﬁn' result in

the event of the simlarity result for the at | east one predeterm ned bl ock

bei ng bel ow a predetermned sim]ari threshol d, regardl ess
similarity résul tThegpethqdpd agy QE&%H’F%?Q%CWW%@ GRSk BReftimfled
signature to a plurality stored signatures.

29, The method of claim 28, further comprising finding a closest match result

between the determined signature and the plurality of stored signatures.

30. The method of claim 28 or 29, further comprising returning a no-match result
if the determined signature has determined therefore a similarity result lower than a

predetermined threshold for each of the stored signatures.

31. The method of any of claims 19 to 30, further comprising calculating a

similarity result for each compared block.

32.  The method of claim 31, further comprising comparing the similarity result for

at least one predetermined block to a predetermined similarity threshold.

33.  The method of claim 32, further comprising returning a negative comparison
result in the event of the similarity result for the at least one predetermined block
being below a predetermined similarity threshold, regardless of a similarity result for

the signatures as a whole.
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34. The nethod of any of clainms 19 to 33, further conprising using a
conparison result for one or nore blocks to detect damage to an article.
35. The nethod of claim 34, further conprising issuing a negative
authentication result if damage is detected within one or nore of a group
of at |least one pre selected blocks. 36. The nethod of any of clains 19 to
35, conprising determning the signature for an article wherein different
ones of the regions of the surface of the article conprise different

surface mategd al sTpARethod of any of claims 19 to 33, further comprising using a comparisen

result for one or more blocks to detect damage to an article.

35. The method of claim 34, further comprising issuing a negative authentication

result if damage is detected within one or more of a group of at least one pre selected

blocks.

36. The method of any of claims 19 to 35, comprising determining the signature

for an article wherein different ones of the regions of the surface of the article

comprise different surface materials.
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