BANDW DTH MANAGEMENT AND ACCESS CONTROL FOR AN ATM NETWORK Gover nnent
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This invention relates to the field of asynchronous data communication and
more particularly to the field of managing the flow rate of data through an |

10 asynchronous data communication network.

Related At -

The next generation public backbone network capable of supporting voice,
video, image, data, and multi-media services is envisioned as a broadband
Integrated Services Digital Network (ISDN) using an asynchronous transfer mode

15 (ATM) to transmit data. The perceived advantages of ATM -mmonogy include
flexibility and simpljcity of 'asynchronoﬁsly multiplexing traffic .sqprces' with a very.
broad range of source parameters and service quality requirem_ems with information
loss md_deﬁy performance rangmg from close to that of the synchronous transfer
mode to'_ﬁlﬁt of best-effort service ih today's packet-switched networks. Broadband

20 ISDN is therefore a promising network technology to support eméfémg 'n_'eeds of

high performance computing and communications.



hi'gh performance conputing and conmmuni cati ons. The maj or technical .

I npedi ment to. practical |arge scal e depl oynent_of ATM based broadhand | SDN
networks, however, is the lack of practical real-tine bandw dth managenent
that will guarantee predictable end-to-end grades of service over a :

mul ti - node, nult MQ¥W2428r network to end application platforns, RCRUS91208
hi gh 5 performance wor kstati ons and .superconputers. In ATM based
broadband | SDN, information fromthe application |ayer is processed at the
ATM Adapt ati on | ayer i nto The-majorstechnicall impediment to\piiacticablacgei scale ideployment of
mul ti pl exed/ switched at the ATM Il ayer. and transported in payl oad envel opes
at the physical |ayerATMesdsed braadband EDN diatworks, however] ib thedackoefpractitalitest-tirfie
10 i nsufficient network resources at certain parts of the network

| eads to perceptibl e jadwidt assgemries thatavill guafantet Drediable & t6-end Iglrﬂe:v‘ of service
robust bandwi dt h managenent policies are defined and i npl enent ed.

overal | objective of dapgwiulti-Rods: Riiiec@nibr reiwork g ehd Gpplie dﬁlaﬁn&r%ﬂaﬁagn

I SDN is to provide consistent and predi ctabl e end-to-end perfornance

at the sane ting opti hishcl WoriREdfiodPand supercputinge Utilization for
end-users with a wi de range of performance reqwrerrents and traffic flows,

i ncludi ng sonme which are very bursty.

In ATM-based broadband ISDN, information from the application layer is
processed at the ATM Adaptation layer into ﬁxed size ATM cells, which are in
turn multiplexed/switched at the ATM layer, and transported in payload envelopes
at the physical layer. Performance degradation caused by congestion due to |

10 insufficient net_w_oi-k' respurces at certain parts of the network leads to perceptible
| berformance degradation to the end-users, unless robust bandwidth management
| policies are defined and implemented. The overall objective of bandwidth
mahagement and traffic control of broadband ISDN is td provide consistent and
- predictable end-to-end performance, while at the same time optimizing netwdrk
15 resource utilization for end-users with a wide range of performance requifements

and traffic flows, includixig some which are very bursty.

The problem of bandwidth management and traffic cdntrol of broadband
ISDN becomes complex due to factors such as the diversity of traffic flow
characteristics (much of which is unknown even at the time of transmission),
20 connection performance requiremt_ams, thé impacts of end-to-end propagation delay
and the processing delay at the network elements due to increased switching and

transmission speeds. The very high speed of ATM networks. coupled with



The probl em of bandw dt h managenment and traffic control of broadband | SDN
beconmes conpl ex due to factors such as. the diversity of traffic flow

characteristics (much of which is unknown even at the tine of .
~transmission), 2 0 connection performance requirenents, the inpacts of

end-t o- enW@®@PaPat i on del ay and the processing del ay at porusssiomsk
el enents due to increased switching and transm ssion speeds. The very high
speed of ATM networks. coupled with 2  propagation delay:results in |large
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’ robust (to cope with \'mknown.and changing traffic characteristics), low-cost and
~ scalable (to increasingly higher speeds) traffic control strategies are needed for
Broadband ISDN.

The real-time (typically several milliseconds or less) traffic control

10  requirements of broadband ISDN is drastically different from those of existing
networks due to the factors'discnsSed ab’m_re'.'- Accordmg to functionality, the real-
time traffic control may consist of well-coordinated components such as access
control, ﬂoﬁv control, reactive congestion control, and error con&ol. Access
control, including connection admission conn'ol)bandwidth allocation, wraffic

15 shaping, and bandwidth eﬁforceinem. can achieve user objectives at the
user-network interface. Other controls (flow control, reactive congestion éontrol.
error control) achieve destination buffer prouectidn. network internal congestion

handling, and information integrity guarantee, respectively.

The central goal of access control is to achieve, at the user-network
20 interface, objectives such as predictable information throughput, connection
blocking probability, cell loss ratio, and cell tranisfer delay/cell delay variation,

| among- others. In view of uncertain and changing traffic chasacteristics/parameters

3



nétworks due to the factors di scussed above. According to functionality,
the real- tinme traffic contraol pay consist of well-coordi nated cqonponents
sych as access control, flow control, reactive congest ion controL and error
control. Access control, including connect i on- admi'ssi.on control/bandw dth

al | ocation, trafWP&634312 shapi ng, and bandwi dth enf or cenent , PERVSI1208y e
user objectives at the user-network interface. Qther controls (f | ow controlL
reactive congestion control, error control) achieve destination buffer
~protection, network iand éncreasedctrangmission/switching spaeqds inbroadbdnd ISBIN, dire acaess gontrol
guarantee respectively. The central goal of access control is to achieve,
at the user-network  zhechanism shuukt beerobustofastescalableSfromctfSae 622 Mbps! obhigher), and

i nformation throughput, connection blocking probability, cell loss ratio,
and cel |l transfer del@ytssthd ififibrAsntvar i ation, anong others. In view of
uncertain and changing traffic characteristi cs/ parameters 3 and

i ncreased transm ssion/sw tching speeds in broadband | SDN,. the access
control mechani smshould be robust, fast, scalable (from 155 to 622 Mops,

or higher), and | ow-cost ifed g 'ﬁﬁ%%hd?ﬁeﬁs%?%ﬁ@uﬁu&ﬁc@ﬁ&@u&?ﬂﬁ&&ﬁo@f

access control: connection adm ssion
5 control, bandwidth shaping and | pacmg. and bandwidth enforcement. Connection

édmission control decides connection acceptance, given traffic-c.:haracteristics and
performance requirements (e.g. peak rate, cell loss rate), based on the currént
network state. Generally, a decision needs to be made and network resources
allocated in no more than a few seconds. Some key issues include what traffic

10 descﬁpm should be used (i.e., peak data rate, average data rate, priority, burst
length, etc), how to determine effective bandwidth of a bursty connection, how to
predict performance (giiren underlying traffic shaping/bandwidth enforcement
mechanisms), what acceptance/rejection criteria to use, and how fast can algorithms

be executed.

15 ~° Currently, different solutions for connection admission control exist, ranging
from peak rate allocation (simple to implement, but bandwidth inefficient for
variable bit-rate sérvices)'to more sophisticated algorithms which determine the
"'admissible acceptance regibn" in an N-service space. Typically, the connection
admission control will be implemented in software, which makes it possible to start

20 with a simple and robust algorithm during the early stages of broadband ISDN and
yet allows evolution towards more sophisticated (and éffective) algorithms as they

" become available.



5 control, bandwi dth shapi ng and paci ng, and bandwi dth enf or cenent .
Connection adm ssion control decides connection. acceptance, given traffic

characteristi cs and performance requiTEMEMS (€. g—peak Tate——cetHH—t+oss—
rate), based on the current network state. Generally, a decision needs to.
be made anowvoed24er2k resources allocated in no nore than a pepySRpIMIES. Sone
" key issues include what traffic 10 descriptors should be used (i.e.,
peak data rate, average data rate, priority, burst length, etc), howto
deter mi ne eff ecti ve Abdistinguishingféararelnfractegs conwotb schiemes ishtheir capapilitglict

- performance (given underlying traffic shapi ng/ bandw dth enfor cenent
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if no traffic shapmg or resource allocation (such as the fast reservation protocol)
techniques are used. By proper modification of the ;eil arrival process (i.e., traffic
| shaping), higher statistical multiblexing- efficiency may be achieved. Such
10 | modification techniques employed by the pacing mechanism may include cell jitter
- smoothing, peak c'eﬁ rate reduction, message burst length limiting, and seﬁrice

scheduling of variable bit rate virtual circuit connections (VC's), among others.

F_unhér,' traffic shaping may possibly be nséd'in conjunction with a network
‘bandwidth enforcement mechanism by rescheduling a cell’s service (in addition to
15 cell discarding or tagging) when a non-compliant éell is observed. For non-delay
sensitive but loss sensitive variable bit rate services, this option is appealing in
ordef to minimize the cell 10ss ratio. However, applicability of pacing techniques
to céns with-stﬁhgent delay requirement (such as interactive variable bit rate video)
reqﬁires_furiher study. me a network operation point .of v:ew, source
20 shaping/pacing is also desi_rable to prevent dvérwhelming the system with more

data than the system can handle.

The purpose of network bandwidth enforcement is to monitor a



A" di stinguishing feature of access control schemes is their capability to
provide statistical nultiplexingfor variable bit_rate services. -Anunber

of factors significantly inpact the statistical nmultiplexing efficiency

i ncl udi ng, - arm‘ng_%ﬁ’ variable bit-rate transm ssion peak rate (relative
to the |ink capac! the burst 5 duration distributionP 308
have shown that pure statistical multiplexing of variable bit-rate
connections may result inalo . 20-25% network utilization, if no -
traffic shaping or. reﬁ?&?ﬁ?&wﬁﬁi}géé‘gv&bd’sfg&ﬂ?ﬁ%%p €°. Witk ppraprats, handyyidth limits
protocol) techniques are used. By proper. nodification of the cell arrival
process (ie., traffic anddpimpose anolisip action on;pbseryed yviolations af thase imits.cTharcy
may be achi eved. Such 10 nmodi fication techniques enﬁjl oyed by the

paci ng mechani sm may ienforcament contro] Wptkérﬂns!hbmmﬂg? op @ sell ewissionime, (i.e., about
reduction, nessage burst length limting, and service schedul ing of
variable bit rate virtAdapsecifor165% Mbisrsepvice asraboyt\07 psec fomGRpMBYshsereice). Key issues
Further, traffic shaping may possibly be used in conjunction with a network
bandwi dt h enf or cenment oftaixiwidthrenforcensenc inetide ithepdesiga af ithesmesitoring algorithm and

addition to 15 cell discarding or tagging) when a non-conpliant cell
i s observed. For non- dgiiciig Actums to b€ taked oh aos-compliant tells. \Gthérdkdues ivcludé Aksiling
services, this option is appealing in order to mnimze the cell |oss

ratio. However, appli cliakfid parsthersrovalieCuricaredinty AUe sifbctivemdst f toihdloSthe ipBiteithge
del ay requirenent (such as interactive variable bit rate video) requires

further study. From a gpeirgRédts poIice2héridns Bpon Eonthliat @1ts andthe Gercentage of

non-compliant cells undetected, and the detection time of a given violation.

10 : The bandwidth enforcement mechanism operates upon network-measured -
| traffic parameter values, which may include a connection’s peak cell rate, its
average cell fate, and its peak burst length. Currently, a few bandwidth
enforcement ﬂgoﬁﬁms have been proposed using, for example, single or dual
.leaky buckets, jumping, or sliding windows. However, some studies have shown
15 that the leaky-bucket algorithms, using peak/average rates apd average burst length,
may still not be robust enough for various variable bt rate traffic mixes. The
studies also show that the leaky-bucket algorithms also tend to complicate
- performance prediction at the connection admission control level. Furthermore,
accurate estimation of averaﬁe cell rate and burst length by users may be iréry
20 difficult in practice. This suggesis the need for the exploration of alternative
approaches to this problem, in order to bring about an e;rly deployment of

broadband ISDN.



20 shapi ng/ pacing is also desirable to prevent overwhel mng the system -
with nore data than the system.can _handl e. The purpose of network bandw dth
enforcenment is to nmonitor a 5 connection's bandwi dt h usage for
conpliance with agpr opriate_bandwidth limts and to inpose a policing
action on WOMREEY viol ations of those linits. The enfor canEnmsssonos ol

- works on the tinme scale of a cell emssiontine, (i.e., about 2.7 [err]sec
for 155 Mo/s service or about 0.7 [err]sec for 622 MB/s service). Key.

i ssues 5 ~of baddnymbes of aeeesseonirol appreacheschave beetcproposed but hiereriyad or i ng
al gorithm and policing actions to be taken on non-conpliant cells. Qher

i ssues i ncl ude standatd iconsensustamong ithe yeademanidereseanch comnnumitiés 2i AYi 2pprédes has

ef fectiveness in terns of the percentage of erroneous police actions upon
conpliant cel | sespropdsed teat acoepaonmiction based el badvidih Iposls dagRieg ted. and
the detection time of a given violation. 10 " . ~The bandw dt h

enf or cement _”Eﬁé\%ﬂilWM&@E@&smﬁVqlﬁﬁMaWW&ﬂmfﬁ%&imrﬁ{mt er
val ues, which may include a connection's peak cell rate, 1Ts average cell

rate, and 1S Blod Sunkdtoq ting o Rlizhion diek SRR SR G

al gorithns have been proposed using, for exanp si ngle or
non-compliant cells. Another proposal also uses a leaky bucket type monitoring

algorithm with tagging of non-compliant cells for possible later cell discarding.

Another proposed approach uses a rate-based time window approach.

' One stidy has indicated that the leaky bucket algorithm is superior to the
10 time-window based approachés under certain traffic patterns studies. However, the
same study aiso revealed 'difﬁculﬂy in its dimensioning (e.g., the counter limit).
Further, the perférma‘nce of the leaky bucket algorithm is also found to be far
below optimal, in terms of n'on-é.ompl'i_am cell detecnon and false alarms (the long

term probability of declaring a bandwidth violation for compliant cells).

15 This seems to indicate that enforcement an&_ pacing near the average cell
rate for variable bit-rate services are much more complex than that has been
generally recognized. For example, enforcement of a variable bit-rate traffic

_ stream near the averiéé rate'generaﬁy leads to enormous buffer réquirements
(hence unacceptable response time) in order to keep the false alarm rate to an

20  acceptable level (say 107).

More importantly, the effectiveness of a monitoring algorithm (such as the



| éaky buckets, jumping, or sliding windows. However, sone studies have
shown 15 t hat "t he | eaky-bucket al gorithns,—using peak/average rates
and average burst length, may stil |" not be robust enough for various
variable bit rate traffic mxes. The studies al so show that the

| eaky- bucket al go¥Y? #2121 so tend to conplicate performance predP€HPIA§OL08
t he connection adm ssion control level. Furthernore, accurate estimation of
average cell rate and burst length by users may be very 20 difficult

in practice. This sugigsiot buckét isritidaliyodepeideneamp thersatsce modél behhwionwhick ¢s
approaches to this problem in order to bring about an early depl oynent of

broadband I SDN. 6.  yhkibwi 6r minycapphRcationarid is ldiffiult moestinte Ry iRaldBedl the time
proposed, but there is no standard consensus anong the vendor and research

comuni ties. An appr ofigthé 36nreteth i nide.S Other héservafisit Bised S&@ﬁ%%%?@i&?ﬁ for

on bandwi dth pool s dedicated to several traffic cl asses respectively an

uses a | eaky bucket taae qﬂifﬁ tgﬁgﬁl onfl?n har
bandwi dth utilization wt o | at'e ce cglcscar I ng r’%ﬁ%ﬁp‘*‘fg" vated.

cells. Another proposal also uses a | eaky bucket type nonitoring algorithm
wi th tagging of non-conpliant cells for possible later cell discarding.

According to the present invention, a bandwidth management system
manages a plurality of virtual data connections within a communications network. -
. The system inclndés an input for _receiving data cells, wherein each cell is
associated with a particular one of the virtual connections. The system also
10 includes a cell pool, coupled 10 the input, for storing the cells, a first and second
queue for ordering the virtual connections, and an outpﬁt for transmitting cells
from the cell pool. The relative position of a virtual connection in the first queue
is determined by an eligibility variable that varies according to an anticipated data
rate associated with the particular virtual connection and according to an amount of
15 time that the particular virtual connection has been in the first queve. The relative
position of 2 virtual connection in the second queue varies according to a
predetermined quality of service that is assigned to each of the virtual connections.
The output transmits a cell from the cell pool corresponding to a virtual connection

at the front of the second queue.

20 | Virtual connections having eligibility variables with equal vaiues can be

ordered in the first queue according to the predetermined quality of service. The



Anot her pr oposed approabh uses a rate-based - tinme wi ndow approach. One study
has indicated that the | eaky bucket algorithmis superior to the 10

t Fme- Wi ndow based approaches under certain trarfrc patterns studies.
However, the same study also revealed difficultly in its dinensioning
(e.g., thewomsersae |inmt). Further, the perfornmance of therdrasEssnizosket
algorithmis also found to be far below optimal, in terns of non-conpliant
cell detection and false alarnms (the long term probability of declaring a
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one or more anticipated data rates of each of the virtual connections, the value of
one or more of the credit variahies. and the nﬁmbér of backlogged cells that are
awaiting transmission. The data rates, credit variables, and backlog values can be
weighted prior to determining the priority. ."nxe.sysiem can use a burst bit indicator
10 to determine if virtual connections associated with cells received at the input should

' be placed immediately on the second queue.

The bandwidth management system can be one of: a pacing unit and an
' enforcement unit. A pacing unit receives cells from a data source node and
_ provides cells to a communication link. An enforcement unit receives data from a
15 ‘communication link and provides data to a data sink node. - A virtual connection
caﬁ be established by spe”.ci_fying initially agreed-upon traffic parameters and
dropping cells that are réceived at a rate that exceeds that specified by the initial

traffic parameters.



that the connection is made. Qther reservation based schenes are nore
suitable for data traffic, but their performance characteristics have not
been fully evaluated. 5 _ , SUMVARY OF THE TNVENTI ON
According to the present invention, a bandwi dth nmanagenent system manages a
plurality of virWR9/M4a2a connections within a communi cati ons neRCEAISIEOIEDE

systemincludes an input for receiving data cells, wherein each cell is
associated with a particular one of the virtual connections. The system
al so 10 i-ncl udes a cell:pool & - ring the

cells, a first and second queue for ordering the virtual connections, and
an output. for transmtting cells fromthe cell pool. The relative position
of a virtual connection in the first queue is determned by an eligibility
vari abl e that varies accorThenigventionis beuer undecstond byzreadingithe foliowing Detailedv t h
the particular virtual connection and according to an anount of 15

time that the parti cuDescription ofathe referrd Embodimentdwith réferehdectofthe adcompfiiying
The rel ative position of ‘a virtual connection in the second queue varies

according to a predet grawi ain Whriciolike peference nuhials refed 36 like) eMments Undlighdht,
the virtual connections. The output transmts a cell fromthe cell pool '

correspondi ng tg a Viiddualwigeanection at the front of the second queue. 2 0
Virtual connections having eligibility variables with equal values can be
ordered in the first queue according to the predetermned quality of
service. The

FIG. 1 shows a data communications network having a plurality of

physically interconngcted nodes.

FIG. 2 shows a plurality of communication nodes interconnected by a

plurality of virtual connections.

10 FIG. 3 is a data flow diagram showing different states of data within a

bandwidth management unit according to the present invention.

FIG. 4 is a functional block diagram of a bandwidth management unit

according to the present invention.

FIG. § is a state diagram sho\iring operation of a bandwidth management

15 unit according to the preseat invention.

FIG. 6 is a state diagram illustrating setting up a virtual connection.

10



system can use four di fferent values for quality of service. Virtua
connections having equal quality of service values can be ordered in the

Second queue according to a priority conputed for each of The virtual
connections. Credit variables for each virtual connection can indicate

al | ocat ed wORe2&Its provided to 5 each of the virtu®CTmsSssmIgds ons.
The priority can vary according to one or nore of: one or nore antici pated
data rates of each of the virtual connections, the value of one or nore of

‘the credit variabl egaG. 71 atfiow diagramrilled kelbgimissionefdra viftadl cofcBRi t i Ng
transm ssion. The data rates, credit variables, and backl og val ues can be
wei ghted prior to determining the priority. The systemcan use a burst bit
i ndi cator 10 to determine if-virtual connections associated with cells

received at the i”pHG.%@Hlﬂwﬁaggﬁ%&&aﬁﬁffﬂimﬁn%ﬁ‘uVH@oﬁﬁFmiﬁ ue. The

bandw dt h managenent system ca one of:” a paci nit an or cenent

unit A pacing k0Lt e qﬁju' iﬁf - froma data source node and provi des
cells to a co%ﬁ%’g?i on ??1’&% n enforcement unit receives data froma 15 |

comuni cation link and provi-des data to a data sink node. A virtual
connection can be established by specifying initially agreed-upon traffic

parameters and dropging .celds that are received at a rate that.exceeds that
speci fied by the i%%“fﬁﬂ"ﬁs‘mr ?Pé‘t‘g’i‘%?‘“e‘g“gh"" e of an eligibiiity

5 timer for a virtual connection. '

FIG. 10 is a flow diagram illustrating updating credit variables of a virtual

connection.

FIG. 11 is a flow diagram illustrating updating an eligibility timer of a

virtual connection.

10 FIG. 12 is a flow diagram illustrating computing values for credit variables |

and a priority variable for a virtual connection.

FIG. 13 is a flow diagram illﬁslraﬁng updating a priority variable for virtual

connection.

FIG. 14 is a schematic diagram illustrating hardware implementation of a

15 bandwidth management unit.

11



9 The invention is better. understood by reading the follow ng Detail ed
Description of the Preferred Enbodi ments with reference to the_acconpanying
drawing figures, in which like reference nunerals refer to |like el enents

t hroughout, and in which: FIG 1 shows a data conmuni cations network having
a plurality of pPKRAM@&#Ry interconnected nodes. FIG 2 shows a RCVESIERI20%(
communi cation nodes interconnected by a plurality of virtual connections.
10 FIG 3 is a data flow di agram shovm ng dlfferent states of
data within a bandw dt h npRe9SESDE : IR ETDRHTEE

FIG 4 is a functional bloC

operation of a bantw dih nfﬁna%“e*nﬁ’ﬁtpféféﬁ“ chbel “ﬁa@‘c@?ﬁﬁ%ﬁ?ﬁ’eﬁﬁgﬁ“ﬁﬁ&mm
| nvention. FlG 61s g, ﬁ{a%kﬁgsﬁj&p%@a%fﬂrbnﬁo‘fég%? einBﬂ;yé:?Eé 'hsat® of claity. "However,

connection. 10

the invention is not intended to be limited to the specific terminology so selected,
5 and it is to be understood that each specific element includes all technical

equivalents which operate in a similar manner to accomplish a similar purpose.

Referring to FIG. 1, a communications network 30 comprises a plurality of
communicati'dn nodes 32-50 that are physically int#rconnected. Each of the nodes
32-50 represents conventional communications equipment for sending and receiving
10 communications data. The lines drawn between the nodes 32-50 represent physical
communications links for transmitting data between the nodes 32-50. The
‘communications links can be any one of a plurality of c_o:iventiohal mediums for
communication data transmission including fiber optics, twisted p&, microwaves

links, etc.

15 It is possible for two nodes to be directly connected to each other, which
facilitates communication between the directly connected nodes. For example, the
" node 34 is shown in FIG. 1 as being directly connected 1o the node 35.
Accordingly, communications between the node 34 and the node 35 is facilitated

via the direct physical communication link.

20 Often, it is desirable to communicate between two nodes which are not

directly connected via a sihgle physical communication link. "For example, it may

12



FIG 7 is a flow di agra'millustrating cel | adnission for a virtual
| |G 8dis aflowdagramitlustreating initializing the value of

an eligibility timer for a virtual connection. FIG 9 is a flow diagram

illustrati ting the value of an eligibility 5 timer for a
“virtual coﬂﬁ’éé&?ﬁ. FIG 10 is a flow diagramillustrati ndTRPRE credit

vari ables of a virtual connection. FIG 11 is a flow diagramillustrating
updating an eligibility timer of a virtual connection.. 10 FI G

12 is a flow di bedesirableltosenddats fromahg nedends toathe sodef 48 of FIGili Inathitahasess and
a priority variable for a virtual connection.. FIG 13 is a flow diagram.
i |l ustrating updahiagicstionris Gacilitpted by ipassing rhessages throigh inemediite aodesF G 14
is a'schematic diagramillustrating hardware inplenentation of a 15
bandwi dt h managpéfeén theiriode 34 and the node 49. Data from the node 34 to the node 49 can
be sent by first transmitting the data from the node 34 to the node 35, then from
5. the node 35 to the node 36, then from the node 36 to the node 45, and finally from

thenode45toth§n0de49-: |

In the example above, a "virtual connection” between the node 34 and the
node 49 is eétablished to facilitate com:hunicati_on between the nodes 34, 49 and to
establish dc;i:_ed quality bf service for the communication. A virtual connection is

10 established between two nodes when one of the nodes has data that is to be sent b
another node. A virtual connection can be terminated after all of the data has beén
| sent. For example, if the node 34 represents a user computer terminal and the |
node 49 represents 2 mainframe computer, then a virtual connection can be
established between the node 34 (terminal) and the node 49 (mainframe) whenever

15 a user logs on to the computer system.' The virtual connection could then be

terminated when the uset‘logs off the system.

Referring to FIG. 2, a schematic diagram 60 shows a plurality of hosts 62-
67, a pair of priﬁ_;e ATM (asynchronous transfer mode) mux/switches 71, 72, and
a public ATM mux/switch 74. Each of the hosts 62-67 repr_ésems_ one of 2
20 plurality of possible sources of data, such as a telephone, a fax machine, a
computer terminal, a video teleconference ietminal_, etc. The host 62 transmits

data to the private ATM mux/switch 71 via a virtual connection set up between the

13



DETAI LED DESCRI PTION OF THE PREFERRED EMBCODI MENTS I n describing preferred
enbodi nents of the present_invention illustrated in the draw ngs,_specific
term nology is enployed for the sake of clarity. However, the invention is
not intended to be linmted to-the specific term nology so selected, 5 '
and it is to be M@V that each specific-el ement includes aPFI/USI01208
techni cal equivalents which operate in a simlar manner to acconplish a
simlar purpose. Referring to FIG 1. a comunications network 30 conprises
a plurality of communphgs62and drdriva@”ATM mindswische? 1o HThei host 63/ transmits data to the

I nterconnected. Each of the nodes 32-50 represents conventi onal '

communi cati ons equi pPgk/siviteh $E VR @camivifiasl Conteoton Between the Go3T63i @ ithe peivate
data. The lines drawn between the nodes 32-50 represent physical

communi cations |inks fyq4 E{u%wi 71.nq daba &ﬁw¢a@mQQQ@1§&épphy§ﬁm link

communi cations |inks can be any one of a plurality of conventional nedi uns

f or communi cation dat grﬁigagamiﬁkﬂﬁy bf‘?&dégéuﬁge EIII)E%I Sithbciions thibisghSifteRRddiate

~mcrowaves |inks, etc. _ 'S pos le for two nodes to be
Che et oty cosiact cREREH 8RS oy YAl o' i, BETROH G21sO BpuEy
et veen t he node. 34 e PRUSHERIAI0E pepmed VRRREpRSEons REIBAVER, BUE
communi.cation |1 n_k.  mux/switches 71, 72 and the hosts 66, 67 are connected to the public ATM
mux/switch 74 via additional virtual connections. The public ATM mux/switch 74

provides data 10 a trunk (not shown).

10 " The diagram 60 shows a general flow of data from the hosts 62-67 to the
trunk via the intermediate devices 71, 72, 74. The virtual connections shown in the
' diagram 60 are set up at the time that the hosts 62-67 begin transmitting d;ta. For
example, if the host 62 represents a telephone, then a virtual connection between |
the host 62 and the priﬁate ATM mux/switch 71 can be established by a connection
15 admission procedure when the user picks up the handset of the telephone and
 begins dmlmg The virtual connection can be terminated when the user hangs up

- the telephone.

In order to avoid exceeding the data-handling capacity of either the trunk,
the switches 71-, 72, 74 or the links therebetween, it is desirable to control the
20 amount (.)f data that flows from the hosts 62-67 to the switches 71, 72, 74 and to
" control the amount of data that flows from the switches 71, 72, 74 1o the trunk.

Accordizigly. each output port of the hosts 62-67 is provided with one of a plurality

14



20 Often, it is desirable to conmunicate between two nodes which
are not directly connected via a single physical connunication l'ink. For

exanple, it may .12 bé desirablé to send dara fromthe ode—34 t o—the
node 49 of FIG 1. In that case, conmunication is facilitated by passing
messages t W@ M2int er nedi at e nodes between the node 34 angciiaSosnisis 49
Data fromthe node 34 to the node 49 can be sent by first transmtting the
data fromthe node 34 to the node 35, then from5 the node 35 to the

node 36, then fnbpadidgsmﬂtscsaaﬁﬂa.td’hébﬁnﬁpdﬁt 823 is¥bAnetled ab hhe Mt@ﬁ"[pBHeon@%e 45

to the node 49. In the exanple above, a "virtual connectio ween

node 34 and thepesedg, the pasing Ghit 8B4 K Reindcd B G o bet ween
t he nodes 34, 49 and topgésitgbl i sh desired qua |£t“§/tﬁ§) servi ce&?§? {lﬁ

communi cation. A virtual connection is 10 establ i shed between two nodes
when one of the nodes has data that is to be sent to another node. A

o oA e O Pl i el 334 85 ﬂn“&@?'%"%&%@ﬁ?@mﬂ%}oseﬁs fhe
ot abi i shod bt tp SPHHCA o€ BRostRlBE e abecElied croseston, B wamoles o)
whenever & pacing unit 82a limits' data transmitted from the host 62 to the private ATM |
mux/switch 71. Data is first passed from the host 62 to the pacing unit 82a via the
 output port of the host 62. The pacing unit 82a then provides the data to the

communication link.

_ The pacing unit 82a provides the data on the communication link at an
10 agreed upon rate, as described in more detail hereinafter. Note that the switches
71, 72 also transmit data via pacing units 91a, 92a connected to the output poﬁs

thereof.

Assocmed with each of the pacing units 82a-87a, 91a, 92a are
' correspondmg enforcement units 82b-87b, 91b, 92b. The enforeement units 82b-
15 87b, 91b, 92b are at the receiving ends of the communication links to ensure that
| theagméduponda’tarateofﬁchoftbeconn‘ecﬁoﬂsismaintained. The
‘enforcement units 82b-87b, 91b, 92b are connected to input ports of comSpOnding
devices so that, for example, the enforcement unit 82b is connected to the input
_port of the mux/switch 71. - If a pacing unit provides data at greater than the agreed
20 upon data rate, the co:responding'enfbrcemeﬁt unit discards the excess data.

- Pacing units are provided at data source nodes while enforcement units are

15



15 ~ a user logs on to the conmputer system The virtual connection could
then be term nated when the user logs off the system Referring to FIG 2,
a_.schematic diagram 60 shows a plurality of hosts 62- 67, a pair of private
ATM (asynchronous transfer node) nmux/sw tches 71, 72, and a public ATM
mux/ switch 74. EXOPB#2Rhe hosts 62-67 represents one of a 2 0 PCI/US96/01208
plurality of possible sources of data, such as a tel ephone, a fax machi ne,
a conputer term-nal, a video teleconference termnal, etc. The host 62
transmits data to th@rovidedsatalaaBink (ie/. ceceiving) nodasi a- a virtual connection
set up between the 13 host 62 and the private ATM nux/switch 71. The
host 63 transmits data to the mux/switch 71 via a second virtual connection
bet ween the host 63 and the private ATM nux/switch 71. A virtual connection

can span a single direct [Woenizvitualicolineetion &estblished betweea hwd Yodds, the pacing unit
consecuti ve physical connections through internediate 5 net wor k "'nodes,

not shown in FIG 2. a5igi datif dotircetnidBe BAK iheCehforbement ameﬁﬂme%ﬁ%yﬁnm%nmw

mux/ switch 72 via separate virtual connections therebetween.
mux/ swi tches 71, 72 tﬂ?&rg faSafaGind & ‘qadli &%Eﬁﬁ#t : |
mux/ switch 74 via ad??{éfo a \(?rtual con eé‘tgyi ons. h@%@ié@%ﬁ%ﬁ@xch

74 S variety of characteristics, including the acceptable delay between generation and "

reception of the data, as described in'more detail hereinafter. The requested data
rate and quality of service are functions of the type of data being sent. ‘For
example, real time voice data may require 2 different data rate than would real
time video data, but both may require a relatively high quality of service. In

10 contrast, an E-Mail message would probably require a relatively low quality of

service.

During initialization of the virtual connection, a pacing unit requests an
appropriate set of traffic parameters (such as data rate, buffer space, etc.) and
requests the desired quality of service. The corresponding enforcement unit at the

15 other end of the virtual connection can accept or deny the request of the pacing
unit. A request is denied if the node to which the enfomemem unit is' attached is
not capable of handling the requested amount of data to meet the requested quality
of service. Reasons for denying the request include insufficient capacity of the
dafa sink node to handle the requested data rate and insufficient capacity of __.the

20 communications link to handle the requested dm rate If the request is denied by
the enforcement unit, then the virtual connection is not established. Assuming

however that the request is accepted, the virtual connection between the nodes is
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provi des data to a t runk (not shown). 10 The di agram 60 shows a
general flow of data fromthe hosts 62-67 to the trunk via the internediate’

- devices 71, 72, 74. The virtual connections shown In the diagram 60 are Set
up at the tine that the hosts 62-67 begin transmtting data. For exanple,
i f the hosW®%/24213r esents a tel ephone, then a virtual connpctiusssnbRs\veen
the host 62 and the private ATM nux/switch 71 can be established by a
connection 15" adm ssion procedure when the user picks up the handset .
of ‘the t el ephonestablishede (nce established; theT paring uritioperaessocsst oQend adta be

term nated when the user hangs up the tel ephone. In order to avoid

exceedi ng the daterdirgndltheGritiatlyagteey upén eraffiecardntiters.r Unk, the sw tches 71,
72, 74 or the links therebetween, it Is desirable to control the 20 _
amount of data that flows fromthe hosts 62:67 to the switches 71, 72, 74
and to control the ambunt of data that flows fromt'he swi-tches 71, 72, 74

to the t k. A & I ded

W|Oth gnergp a pfﬁ?gl | tyhs{%"m?&gta@{éﬁéﬁgﬁh%ﬁ@m% pacl m:?g" : °¥I 8ga
ted t 83

connocted to t REERTRL RS B0 beiPlordifs GR2ly e ByAE of APt slong Wi °

5 header information identifying the virtual connection' and other appropriate

information, discussed in detail hereinafter. Note that, {¢ the network shown in
FIG. 2, data rate ﬁmiﬁng'all of the coﬁnections between ti"xsz-nodes will, of
necessity, limit the total amount of data that s provided to the trunk. Accordingly.
the pacing units 82a-87a, 912, 92a and enforcement units 82b-87b, 91b, 92b can be.
10  used to prevent the trunk, and hence the -neﬁvo'rk. from being overloaded with too.

much data.

- The paCir_lg and enforcement units receive cells at the:r reSp_e'ctive inputs and -
transmit cells from their respective outputs. The operation of each is .substantiall'y
identical. Accordingly, the detailed discussion which follows is equally applicable

15 both types of units which are referred to generically as bandwidth management

" Referring to FIG. 3, a data flow diagram 100 illustrates different smte$ of a
virtual connection handled by a-bandwidth management unit.. Note that 4 siﬁgl_e
bandwidth management unit can handle muttiple virtual connections even though

20 the bandwidth management unit is physically conneéted to only a single

transmission link. The node to which the bandwidth management uait is connected

17



The pacing units 82a-87a control the data transnmtted fromthe hosts 62-67
by limting all data transm tted on the associated connection.  For exanple,
the pacing unit 82a limts data transmtted fromthe host 62 to the private
ATM mux/switch 71. Data is first passed fromthe host 62 to the pacing unit
82a vi a t he out puVO9eR421df t he host 62. The pacing unit 82a thenpPoTwsschas
the data to the comunication |link. The pacing unit 82a provides the data

on the comunication |ink at an 10 agreed upon rate, as described in

more detail hereinaf t qendsNirireceiven cells'for thiel varibessconiectioas aidsthie birfwitthim&labénent
via pacing units 9la, 92a connected to the output ports thereof. Associated

w th each of the paci Qﬂitlﬁam B delis’in a phiiculd? dede’ € corresponding
enforcement units 82b-87b, 91b, 92b. The enforcenent units 82b- 15

87b, 91b, 92b are at the receiving ends of the comunication links to
ensure that the agreed upon data rate of each of the connections is

[ i ned. Th f EeY - ' '
bor {5 of _cor f 6spondi ng. deviuiily: § cFIEE propised ifine Sind idapiibent Sk fro e
82b i ted to t ' t t.of th / i tch 7 |- ' i t
prov: Zegoggteg St g?eat ‘I"Eqﬁ‘grP i ‘ﬁgﬁéﬁwﬁ%\iﬁwgs%&m&? ?’%itﬂg" from the

correspondi-ng enf orcenent upit dihﬁ‘g&rds t he excess, dgaja. Paci rhg units are '
" provided at dat @ sour CAMARICatey, or g enforcement upit). JThe associated virtual connection

(VC) begins in an unscheduled state 102. A cell corresponding t0 a VC in the
unscheduled state 102 is deemed not 10 be ready to transmit by the bandwidth

management unit.

The VC transitions out of the unscheduled state 102 by becoming eligible
10 and having at least one data cell ready to transmit. Eligibility of a VC is
controlled externally l;y the data node conne;ted to the bandwidth management unit
' in a manner described in more etail hercinafier. A VC which is deemed
immediately eligible by the data node will transfer out of the unscheduled state
102. |

15 The VC can transition from the unscheduled state 102 to an eligibility state
104. The eligibility state 104 indicates that the cells associated with the VC are
waiting to become eligible for output, but the VC is waiting for particular

conditions to be met, which are described in more detail hereinafter.

When the conditions are met, the VC can transition from the eligibility state

20 104 10 a departure state 106. A VC in the departure state 106 has at least one cell

18



provided at data sink (i.e., receiving) nodes. Wen a virtual connection is -
est abl i shed between-two nodes, the pacing unit at the data source node and
thé enforcenent unit at the data sTnk node Tnitrally agrée upon a data rate
and a quality of service. Quality of service relates to a 5 variety of ~
. char act er i wassa24212ncl udi ng the accept abl e del ay bet ween gepenésssoResnd
reception of the data, as described in nore detail hereinafter. The _
requested data rate and quality of service are functions of the type of

dat a bei ng sent assiisted tirewith whick is readyeto\bei dutpud y ahs BandWwidth mfaflagamiehd f er ent
data rate than would real tine video data, but both may require a

relatively hi ghyfiiadig Yelsfof 4 VEGR the dbpdture state £€ Wahisitilted wﬁ-m»gmﬁ?ssage

woul d probably require a relatively |low quality of service. Durin

initialization ;I?gg? A RT1 £5 dEscﬂﬁEdﬂlgm i taﬁﬁ%&ﬁ?ﬁ‘ an -
- appropriate setao 'r%g%{tf'lméﬁgaar%erréel?ersde?s%c as dat aH‘?ac{ee, u err°space,
etc.) and requests the desired quality of service. The corresponding
enforcenent unit at the 15 ot her end of the virtual connection can:

accept or deny the. st.of. the paci unj t.~A reguest is deni i f the
node to which the erﬁ%gkﬁtwﬂhﬁ? eﬁé"ﬂﬁl’é‘@ e{ﬁuiqguhg{e @QMF@“&TE%:;HHI i ng
the requested anount of ta to neet, the requested ality qof service.
Reasons f8r dend8 Wsi"r?@“f gﬁgé@ the ypseheduled ﬁ@@f ﬁic‘f"éﬁ?t%% S92 apge copnegied to

~ the bandwidth management unit deems the VC to be ineligible or when other

conditions, described in more detail hereinafter, are met. Furthermore, it is
possible for a VC i_n the departure state 106 to be transitioned back to the
eligibility state 104 under certain conditions, also described in detail hereinafter.
10 Under certain other conditions, a VC in the unscheduled state 102 can transition
directly tﬁ the departure state 106 without going-thm@h the eligibility state 104.
Transitions between various states and the conditions therefor are described in

more detail hereinafier.

The ordering of the VC’s in a queue associated with the departure state 106
15 isa function of the Quality of Service (QOS) of the virtual comnection. The QOS.
of a vireaal connection is established when the virtual connection is initialized by
the data source node. ’I'hesourﬁenode for the data can request one of four
possible values for the QOS: high level QOS, mid level QOS, low level QOS, and
best effort QOS. High level QOS is for real time traffic that requires boﬁnded
20 delay and virtally no cell loss. Mid level QOS is for real time traffic that requires
pounded delay and little cell loss. Low level QOS is for delay-tolerant data traffic

having controllable cell loss. Best effort QOS is for data which can be transmitted -
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data sink node to handle the requested data rate and insufficient capacity
of the 20 communi cations link to handle the requested data rate. |f
the request is denied by the enforcenent unit, then the virtual connection
i's not established. Assum ng however that the request is accepted, the
virtual connecti JWOBERMAen the nodes is 16 est abl i shed. Once PCT/US96/01208
est abl i shed, the pacing unit operates so as to send data according to the
initially agreed upon traffic.parameters. Data is conmuni cated over the
conmmuni cati ons |inks ‘étivﬁﬁclbﬁtt;iie_(tﬁatfch%%e avaiablé bhhdvelithnot Eﬁﬁﬁ‘uﬁéﬂﬁy the high
contains one or nore bytes“of digital data along with 5 header

i E¥ or mat f on, 3?22iéiZLH%%”‘?&?%%F“%%%?’}%%@ ¥ RFRE THe Yder BRIt AR el e gucue
in FIG 2. a, |t . 0f 1.l ' .

nodes w11, of necesf et ph e 008 opitiaps it VIRALK SR ShITE biF: o,

ent or cement uni 15 620 PiAesh §RE3H Baciigh n i iéigal” ol uf iporap e

trunk, and hence_ the network,. .from hei ng overl oaded w t 00 data. The .
pacing and enf ortementPYEAHeRIS wa?‘&'ﬁﬂ\ w F°‘¥H%R‘F“?W&§E\ék i e Ehesinyenion

can be practiced with a different number of levels. The number of levels chosen

for the implementation is a design choice based on a variety of functional factors

known to one of ordinary skill in the art.

10 Referring té FIG. 4, a schematic dmgram 120 functionally illustrates
operation of a bandwidth management unit. An input 122 accepts cells from a data
node (not shown) connected to the bandwidth management unit. The cells that are
received are pfovided toa demulﬁplexer 124. The demultiplexer 124 separates the
‘input cells according to the VC associated therewith and places the cells in one of

15 . a plurality of appropriate queues 126-128, so that, for example, cells associated
with virtual connection VC, are placed in the queue 126, cells associated with
virtual connection VC,; are placed in the queue 127 And cells associated the virtual
connection VC, are placed in the queue 128. A cell admission unit 130 controls
placing the cells in the queues 126-128 in a manner described in more detail

20 hereinafter.

Associated with each virtual connection, VC,, VC,, and VC,, is a set of
variables 131-133 that controls when the cells for each of the VC's will be

- transmitted out of the bandwidth managemezit unit. Also when a cell is input to

20



transmt cells fromtheir respective outputs. The operation of each is
substantially identical. Accordingly, the detailed discussion which follows

i's equallTy applicable 15 both Types of units which are referred to . _
generically as bandw dth nanagenent units. Referring to FIG 3, a data fl.ow
di agram 10wass2é¥2r at es different states of a virtual cornwegtssgdizoandl ed
by a bandwi dt h nmanagenent unit. Note that a single bandw dth managenent
unit can handle nultiple virtual connections even though 2 0 the
bandw dt h managherbatdwidthtmanageniens unia) the celb admissioniuaiv 130 kxantineyi the veriables
transm ssion |ink. The node to which the bandw dth managenent unit is

connected 17  131eridstoodetdrmiri if de cetll should be aliinittedarAsshowdGn RBG! 4,086 and the
bandw dt h managenent unit outputs the cells in a particular order.

Initially, a celimdlcoRtieelionr! Ve, hdd thé Qarfidlose 48 1 as¥BARSE HRRIwith) te ViftedD i t her

the output port 'of the associ ated data source node (for a pacing unit) or
fromthe 5 WEWW'M@ 5621139 As<RGhREEH R d tHe vitifl .
associ at ed vi rtcl?a conne_(‘,tion (VC é)e’gi ns i.n an unsched'ﬁeg‘i&state 102. A
cell corrgspond] . b BralJa&: _ : ; t to be
ready to fr-ans%oﬁ&ocw?h%gbiﬁgﬁww%ww ﬁ?’ Vel sed” _

o 131-133 are described in more detail here and after. -

The variable sets 131-133 are provided as inputs to a mux control 135 |
wﬁich controls which cell from the head of one of the queues 126-128 is next 1o be
transmitted out of the _ba:idwidth management unit. A multipléxor 136 is

10 connected 10 each of the queues 126-128 and, in conjunction with the mux control
135, provides a ceil from one of the queues 126-128 to an output 137 for |

. transmission out of the bandwidth management unit.
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.managenent unit. The VC transitions out of the unschedul ed state 102 by
becom ng eligible 10 —and having at |east ane data cell ready to
transmit. Eligibility of a VCis controlled externally by the data node
connected to the_bandw dth rranagerrent unit in a manner described in nore
detai | hereinaft ORI \hich s deemed i nmediately eligible byPETESIeAL1208
node will transfer out of the unschedul ed state 102. 15 The VC
can transition fromthe unggchedul ed state 102 to an, eliqgibjlity state 104.
The eligibility state 104 iﬁ"dl‘g%t‘ﬁg"‘t FF&P%‘%ESFF!’ ’z?&s‘\‘!@‘?'b@a‘"énbm howisg\/C
are waiting to becone eli forpﬁatrg he VC is waiting for
particul ar conditions P?’B‘“g | prpestion Af the %\daﬁ"i'h management
hereinafter. When the conditions are net, the VC can transition fromthe
eligibility state 2 oumit: 104 to a departure state 106. AVCin the
departure state 106 has at | east one cell 18 associ ated therew th which
Is ready to be output by the bandw dth nmanagenent unit. The cells of the VC
in the departure state are transmtted by the bandvvl dt h managenent unit in
a specific order, as descrYAR] V P

State ot' VG, ]

5 sccli l
qos; | quality of service for VC,
& | indicates if transmission for VC;
! ‘is enabled
_ s, | eligibility timer for VC,
10 : 5l | first rate variable for VC,
r2 | second rate variable for VC,
¢l { first credit variable for VC,
¢2 ‘| second credit variable for VC,
X | number of backlogged cells for VC,
15 w1 | first weight variable for VC,
w2 | second weight variable for VC,
w3 | third weight variable for VC,
wié | fourth weight variable for VC;
' : w,5 t fifth weight variable for VC,
. 20 b, | burst bit indicator for VG
P, | priority variable for VC,

| Referring to FIG. 5, a state diagram 140 il_lustrates operation of a bandwidth
~ management unit. Although operation is illustrated with regard to a single VC,

VC, the aperation of other VC's of the bandwidth management unit is identical.

Circles on the diagram 140 show the three possible states of VC;: the
unscheduled state, the eligibility state, and the departure state. A VC is always in
~.one of those three states, although for a bandwidth minugement unit servicing
muttiple VC's, the.sta(e of any one of the VC’s is independent of the state of any
30 of the .omer VC’s. The state diagram 140 also shows mc@gles having rounded

comners which represent operations performed by the bandwidth management unit
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A VC which is inthe eligibility state 104 or in the departure state 106
c af—5————be--t r ansiti-oned—back to-the—unschedul ed state_102 when the data
node connected to the bandw dth managenent unit deens the VC to be
.ineligible other conditions, described in nore detail hereinafter,
are net. Furéﬁernnre, it is possible for a VC.in the depar PGFUS203208 106 t o
be transitioned back to the eligibility state 104 under certain conditions,
al so described in detail hereinafter. 10  Under certain other conditions
a VC in the unswidespect totV¥C,e Disdondsron the diagtamoshosi deeizsidnybrasched WhékeRe t ur e
state 106 without going through the eligibility state 104. Transitions

bet ween vari ousﬂeWaSeendiMedllpomalpﬁtkulmﬁaﬁabErdtfvﬂﬁaﬂéﬁasWd@ﬁﬁ' 1 nore
detail hereinafter. The ordering of the VC s in a queue associ at ed with the

departure stat ebdifif il B particulat Statd of Wivihg @ Pariculab 6ald'a¢ vdlvesO ThEGSWsE ( QOS)

of the virtual connection. The QOS of a virtual connection 1Is establ I shed

when the virt uaberwesi e vafibus dircles] folumded t ifa ‘g% &I‘; The
source node for the data can request one o our p055| ues it t he

SlOSh Ihla\glgl'l (eg\(/)gl I's tor rea*e%aﬁ MM‘E W%W&%Bﬁ@%%m%del ay

Fequi res. boundede ands an@d'f%é’wg%é@#w%géﬁs 5, e hop Fegmond oo of e

ety t o erant ; S dudgrdl 1 o rbl0 . ABls FbiBf S abSbchion ociaied heewach | O
represent an uncondiliongl flow from one portion of the state diagram 140 to

“another.

10 Flow begins aimﬁ initial step 142 where VC, is initialized. Initialization of
aVvcC mcludeshmng a pacmg unit request a particular set of traffic parameters
and quality of service (QOS) from the associsted enforcement unit (i.c., the
enforcement unit at the other end of the communication lmk) That is, VC, is
uunahzed when the pacmg unit sends a command to the associated enforcement

15 unit requestmg creation of VC, and spgctfymg the set of traffic parameters and
QOS for VC, As discussed above, thie' enforcement unit either accepts or rejects
the request depending on the existing data loading on both the communication link
and the teCeiiring node. The decision is based on the loading for the node attached
io the enforcement unit. If the request from the pacing unit to. the enforcement

20 ©  unit is denied, then VC, is not initialized and no processing (i.e., no data

transmission) occurs for VC*'

Assuming that the VC, initialization request is approved by the enforcement
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at a very lowrate that can share avail abl e bandw dth not being used by the
high level, md level and_low |l evel QOS cells,_The ordering of the cells in
the queue is based on the QOS associated with the virtual connection and
upon ot her paraneters which are discussed in detail- hereinafter. Note that,
al though the 5 WO%¥M2ntion is illustrated herein with four sdSEUSEE01208

|l evels for the QOS, the invention can be practiced with a different nunber
of levels. The nunber of |evels chosen for the inplenentation is a design
choi ce based on a varunit, shenffollewing theriaitialization sep 442, ¥C} enters\an ofschediledastite 144,
skill in-the art. 10 Referring to FIG 4. a schematic di agram

120 functional Iy il UWhile!VeE; isiathé hseheduled Sudte D44 ittil Variable 364 skt 1o/ Birb. V&Y

i nput 122 accept's cells froma data node (not shown) connected to the

bandwi dt h management tdmiains irf B2 vnSéHedulbd Sthiea4s vnBC@E 6 Bl Of ammmé is FecRived
demul ti pl exer 124. The denul ti pl exer 124 separates the input cel

accor di ng to the VC 'bﬂﬁﬁﬂdﬁrlﬁiﬁéélﬂéht 3R pl aces the cells |n one of 15
12

a plurality of approprl at e queues 128. so that, for exanple, cells
associated with virtual connection VC are placed in the queue 126, cells
associated with virtual connection [err] are placed in the queue 127 and

celI's associated the virt C?W&E&W sr{tﬁ]V@raﬁu& azﬁeegaﬂdunétp Ug%‘{n%n umt

A cell adm'ssion unit 130
transitions from the unscheduled state 144 to a cell adnussxon step 146, where the

cell is either accepted or rejected by the bandwidth managemem unit. The cell

admission step 146 is described in more detail hereinaft.er_.'

Following the cell admission step 146 is a test step 148 which determines
10 whether the VC, transitions from the unschéduled state 144 to another state. At the
test step 148, the variables ), and e, are examined. _'Ifhe variable |, represems_the'

- backlog, in number of cells, fo; VC, That is, I, equals the number of cells
received by the bandwidth management unit for VC, that have.not been output by
the bandwidth management unit. The variable ¢, is a variable indicating whether

15 -VC, has been enabled by the data node that is being serviced by the bandwidth
management unit. That is, the data node that is connected to the bandwidth
management unit can either enable or disable VC,. For a virtual connections that is
not enabled, the bandwidth management unit receives inputted cells but does not

output the cells.

- 20 " At the test step 148, it is determined if the backlog of cells for VC, is at

least one (i.e., there is at least one cell associated with VC, stored in the bandwidth
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placing the cells in the queues 126-128 in a manner described in nore
detail 2 0 herei nafter. Associated with each virtual connection, .VC

[err] and [err] is a set of variables 131-133 that controls when.the cells
for each of the VC's will be transmtted out of the bandw dt h nmanagenent
unit. Al soWPe4a12cel| is input to 20 the bandwi dth nanBOBUSs01208i t, t he
- cell adm ssion unit 130 exam nes the variables 131-133, to determne if the
cell should be admtted. As shown in FIG 4, the virtual connection [err]

has the vari abl enamgeriéit vaitsam ifVE] is émbledi Thone! drcboth of those Conditivas @ hak ©F I ]
has the variable set 132 associated therewith, and the virtual connection :

[err] has the vapé aM@h@ﬁgt@ﬁWﬁmeﬁth The vari abl e sets

131-133 are described in nore detail here and after. The variable sets
131-133 are provided as inputs to a mux control 135 which controls which
cell fromthe head of one of the queues 126-.128 is ‘next to be transmtted -

connect ed o cach of NHLCRs BAC )t s pobblehii 68k 0 1d donkile e i, 1,
control 135, pr G §hufniblbmbr Y A8 Sectve ' Bl B nd i 3a5ked ol OV PUI

137 for
S requesting that e; be set. In that case, control transfers from the unscheduled state

144 10 a step 150 where ¢, is set. Folldwing the step 150 is the test step 148,
discussed above. Note, therefore, that it is possible for the bandwidth management
umt to receive one or more cells for VC, prior to VC, being enabled and then for
the bandwidth management unit to receive an enable signal from the data node so

10 that VG, transitic-mslfrom the unscheduled state 144,

While in the unscheduled state 144, it is possible for the bandwidth
management unit to receive a signal from the data ﬁode requesting terminationbf '
VC,. ‘Termination can occur for a variety of reasons, including there being no |
more data to transmit over the virtual cc‘_mneétion. In that case, control transfers
15 from the unscheduled state 144 10 a step 152 where VC, is terminated. Once VC,
hias been terminated, the bandwidth management unit does no further processing for

VC, and accepts no more cells for transmission via VC,.

It is also possible that, while in the unscheduled state 144, the bandwidth
management unit  réceives a request from the data node to update parameters
20 | associated with VC, In that case, control transfers from the step 144 to a step 154

where the parameters associated with VC; are modified. The parameters that can
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tTansni ssi on out of the bandwi dth managenment unit. 21 The tabl e bel ow
facilitates the discussianwhich follows by shaw ng paraneters .that are
used for each virtual connection of the bandw dth nanagement unit: [err]
Referring to FIG_5 state diagram 140 illustrates operation of a

bandwi dt h rranageﬁé%?mfﬂzt. Al though operation is illustrated w tRCHEWEHPIIE o
a single VC. [err] the operatlon of other VC s of the bandw dt h nanagenent

unit is identical. 25 g gsgdchiiedRith VT, dierdisciited ¢itewhittVhérem. tm:eq:d%%& afone of

states of [err] the unschedul ed state the eligibility state, and t

departure state. A VC s q,F, tﬂfﬁﬂh& bief 854 ihe uﬂﬁ&?h%@efor

a bandw dt h nanagenent uth serV| CI e VC's, the state of any one

The state di agram 140 Sl Wil Be Z%?aﬁ“? o T oo o Al ity ot
represent operations Perfg iEsia mfiﬁx}é’:‘ﬂ?%tgba P GS5HE WHiud Bk B2V, has been

5 initialized with a qosi having a first value. Following the update stép 154, VC,

returns to the _uhscheduled state 144,

If at the test step 148 it is determined that the _backlog'. for the VC, is at
least one (i.e.,  is greater than br equal to0 one) and that VC, is enabled (i.e., ¢,
eﬁuals one), then control transfers frpm. the step 148 to a step 156 where sc:'di is set

io | to one. Tl_lé. scd, variable associated with VC, equals zero when the VCi is in the

unscheduled state and equals one when VC, is in any of the other states.

Following the step 156 is a step 158 where the credit variables associated
with VC, ¢,1 and c;2, are updated. The credit variables, c,1 and ¢,2, represent the
amount of transmission channel bandwidth "credited” to VCt. The credit variables

15 are described in more detil hereinafter.

| Following the step 158 is a step 160 where the value of s, xs mmahzed
| The Qalue of si represented the amount of elapsed time that VC, is to spend in the
eligibility queue before transitioning 0 the departure queue. That is, after exiting
from the unscheduled state, VC, is placéd in the eligibility queue until an amount
20 of time indicated by s, has elapsed, after which VCi is moved from the eligibility

-queue to the departure queue for output by the bandwidth management unit. The
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with respect to [err] D anonds on the di agram show deci si on branches where
the flowis conditioned upon a particular variable or variables associ ated
WTh [err]  being ina particul ar state or naving a particutar val ue—or

val ues. The arrows between the - various circles, rounded rectangles, and

di anonds i lweséz4ate the flow 5 through the state di agr permlsioasg " r ow
havi ng an annotation associated therewith, the annotation indicates the :
condi tion causing the transition fromone portion of the state d| agram 140

Lﬁcé‘ﬂéf Tonal f ?%@ﬂ%%”@ﬁeﬁ @&gag.ga 59%@@@%?%%&3%?5 “dr aaniini - 10
F 2gi
I'nlo}tNl afalglzgtsl 2?1 @%"3’ ’EI %W‘é{eg‘%‘ﬁﬁ %I bif nl ule;(:a a particul ar

set of traffic pararreters and quality of service (QOS) fromthe associated
enforcement unit (i.e., the enforcenent unit at the other end of the
comruni cation link). That is, [err] is initialized when the pacing unit
sends a command to t Felloy§ag the-atap;l60is ,58apri63; whese the estimated valoepofsthe ng
creation of [err] and specifying the set of traffic parangters and QOS for -
[err] As -di scussreditaisdand t«r%a:mmwm valvetof ahe Ipetority; R passociated witkct s
the request depending on the exi sting data | oading on both the "

comuni cat3 on | Vi are computed. The priority, P, is used to order the VC’s in the departure

queue. Computing the prr_onty is described in more detail hereinafter.

Fonovring the st'ep.l62 is a test step 164 which detenrrines if s, was set to
zero at the step 160. As discussed above, a VC rmualizes 5 according to values of
the initial traffic parameters and the credits. Ifs, is set to zero at the step 160, then
10 VC, is placed immediately on the departure queue Otherwme VCi is placed in the
eligibility queue for an amount of time represented by the initial setting of s,
provided ar the step 160. | |

If at the test step 164 it is determined thar s, does not equal zero, then
control passes from the test step 164 1o a step 166 where the value of s, is
15 incremented by s(t)._ The quan_tity 5() varies according to elapsed system time and
is updated every cycle that__.the ban'd_width maniéement unit software is executed.
In other words, the quantity s(t) varies according to the value of a real time system
clock. Since s, is set er the step 160 to represent the amount of time VC, remains
on the eligibility queue. then adding the present value of s(t) to s, sets the value of
20 5; to the value that s(t) will equa.l when VC. is to be moved from the ehgrbrhty

* queue to the departure queue. For example, assume that the bandwidth
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and the-receiving node. The decision is based on the |oading for the node
attached to the enforcenment—uhit.— |f the request—f+omthe paci ng—unit to

t he enforcement 20 unit is denied, then [err] is not initialized and
‘no processing (i v? 8 data transm ssion) occurs for VC, Assumng that the
[err] initializa®34 Yuest i's approved by the enforcenment 23 P§op/01208
then following the initialization step 142, [err] enters an unschedul ed
state 144. Wiile [err] is in the unschedul ed state 144, the variable [err]
is set to zero. [err] mmemmuumtrtmnmsewmmdsecomtmdmmu incteimented onte
cell of data for [err] is received by the bandw dth managenent unit. 5
VWhen a cel |l associ at ecevetyt ¢yciec rFurther assumesthat & celbeorrkspatidingta agaaicalir VQhis been
. transitions fromthe unschedul ed state 144 to a cell adm ssion step 146.

where the cell is eithamigaraidia i VOIk 85 bethobed frbm the epibifliy quehe & @E Wparture

unit. The cell adm ssion step 146 is described in nore det ai I erei nafter.
Fol lowi ng the cell adrguagd Q{bxﬁtlﬁﬁdrléﬁmér‘ése%oﬁdﬂshc‘ééﬂﬁ: Wall B2 8830 one
10 whet her the [etr] transitions fromthe unschedul ed state 144 to

anot her st ate. t he t I

exam ned The vsgrl abl ehtuﬁerr] rep?‘égggt Qﬁt[ﬁéel&bﬁ%ém E‘E&t @ﬂge Lﬂ(b is 2dded to one
hundred in order to provide a value of s, that is tested against the real time clock
50 as to determine when to move the VC from the eligibility queue to the departure

queue.

 Also at the step 166, VC, is placed in the eligibility queve. For purposes of

10 the state diagram 140, the eligibility queue is referred to as the "A" queue. The

VC's in the eligibility queue are sorted by the value of s for each of the Vc's and

by the value qf the quality of service for each of the VC's. In other words, the VC

with the lowest value for s is at the head of the queue, the VC with the second

lowest value for s is second in the queue, etc. For VC’s that have the same value
15 of s, the VC with the highest QOS is first, the VC with the second highest QOS is.

second, and so forth. If two or more VC’s have an identical value for both s and

QQOS, then the VC’s are sorted in the queue in a last in first out order. The

. significance of the order in the cens in the eligibility queue is discussed in detail

hereinafter.

20 Following the step 166, VC, enters the eligibility state at a step 168. Note

that scd, is set to one at the step 168.
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backl og, in nunber of cells, for [err] That is,, [err] equals the nunber of
cells received by the bandw dth managenent unit . for [err] that have not

beemroutput—by t nmagenent unit. The variable [err] is a

vari abl e i ndi cati ng -whet her 15 [err] has been enabl ed by the data node .

that is. bewosea@iyi ced by the bandw dt h managenent unit. Pegruseeeizéghe data
node that is connected to the bandw dth managenent unit can either enable
or disable [err] For a virtual connections that is not enabled, the

bandwi dt h management gl {ne efigiBiiH{ Staie 168! {136 peSiblestob WIC, €@ nsitftin 184! the
cells. 20 Fﬁ%ﬁ‘teﬁegifﬁesf step 148, it is det erm ned i f th%i{)ackl og

L At i S e S, |
Rt e b U A A LA
recer've s s onarewaft i o s el BB g o ER e o
step 150 \her e pay furthextests on the yalug of £t ﬂ-g;' ¥;\Bﬁ°€58’ fested at.a later; paintdp the, g

processing (discussed below), at which time VC, is returned to the unscheduled

state if e, does niot equal one. The bandwidth inanagement unit can receive a
request to updane VC,, in which case control transfers from the eligibility state 168
to a step 172 where the VC; parameters are updated. Following the step 172, the

10 bandwidth management unit returns to the unscheduled state 168.

It is also possible for the bandwidth management unit to receive a
command, while in the eligibility state 168, 10 update §, for VC,, When this
occurs, VC, transitions to a step 174 where the value of s, is updated. Following
the step 174 is a test step 176 which determines if the update of s, has been
15 accepted. If not, then control passes form the siep 176 back to the eligibility state |
168. Otherwise, the systém transitions from the step 176 10 & step 180 where the |
" priority variable, P, is updated. Following the step 180, VC, retums to the

eligibility state 168.
Whenever VC, is in the eligibility state. 168 and a new cell for VC, arrives.

20 control transfers to a step 181 where the priority for VC,, P, is updated.

Calculating and updating P, is described in more detail hereinafter.
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di scussed above. Note, therefore, that it is possible for the bandw dth
managenment unit_to receive_one or nore cells for [err] prior to [err] being
enabl ed and then for the bandwdth managenent unit :to receive an enable
signal- fromthe data node so 10 that [err] tranS|t|ons fromthe
unschedul ed stat ¥O%R42Wpni | e in the unschedul ed state 144, it i PCTIFNRI2S
for the bandw dt h managenent unit to receive a signal fromthe dat a node
requesting termination of VC. Termnation can occur for a variety of
reasons, including there bEverycycle that thecmndwidth management unitauns, the fisst NOVC’s at
connection. In that case, control transfers 15 from t he unschedul ed

state 144 to a step 1{@ heheoftheqquede dre idsdnd deenmine @5 > K N ishogredetained
term nated, the bandw dth nanagenent unit does no further processing for

[err] and accepts_ NO EEHsEnt Gdlhes shel asteight.s Wieni thé\valu@lof &1)'i glehtel thad!of equal to the
possible that, while in the unschedul ed state 144, the bandw dth managerrent

unit receives a requegiud 6O mm%y@e:a%asmasqmm SERLRR i 1010 a siep 182

associated with [err] In that case,” control transfer romthe step 14

a step 154 wherg the oved h

par anet ers that %can Zga&@%%a?som a?ﬂo@tﬁge IP@# F é?éd'elggﬁg‘s e? g (avf%g

herein. Note, however the s%tlﬁqga?ést step 184 which determines if the backlog for the V'Ci is at
‘least one (i.e., L > one) and if VC, is enabled (i.e., e, = one). Note that it is
possible for VC, to have become disabled while in the eligibility state 168 if the
bandwidth management unit m_:eived a signal to set e, to zero at the step 170,

10 discussed above.

If at the test step 184 it is determined that the backlog does not contain at
least one cell or that VC, is disabled, then control passes from the test step 184 to
a step 186 where scd, is Qet to zero. Following the step 186,'VC, returns to the
unscheduled state 144, and waits for either a cell admission or a signal to set e, G
15  one, as described above in connection with the description of the steps 146, 150.
If at the step 1.84itisdetetmimdthattl_le backlog of cells is at least one and that
VC, is enabled, then control passes from the step 184 10 a step 190 where VC, is
placed in the departure queue, designated as the "B’ quetie on the state diagram
140. Note that the step 190 also follows the step 164, discussed above, when it is

20 determined at the test step' 164 that s, equals mo

The VC’s in the departure queue are sotted primarily in order of the quality

of service (QOS) for the VC’s. That is, VC's with higher requested quality of
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the paraneters that can. be updated at the step-154 is the quality of
service associated with the VC, [err] That is, the data node can request

that the quality of service associated wth [err] be changedto a Sectomd—
value after the [err] has been 5 initialized with a [err] having a
first val ueWomP§24233i ng t he update step 154, [err] returns tﬂ.ﬁ,ﬁg‘,ﬁl
unschedul ed state 144. |If at the test step 148 it is determ ned that the
backl og for the [err] is+at |least one (i.e., [err] is greater than or equal

to one) and t hat sdrefce hrel ghe&@PVED with fower B elvicd. 9B R ©
transfers fromthe step 148 to a step 156 ?Le@hf 'S seet 8&38%

one. The [err] vg‘gig“g rr] s =
i n the unschedul tate and eq s oérﬁte}el{\xﬁgn‘k[ erri IEOF&EBQ%&E&? ?h % her
states. Fol |l ow n th edi.t .vari abl '
associ ated with &%@?ﬁ%ﬁ@e& ?tsg'&eéﬁg %M&r PERFiQrity aps %96!‘85
[err] and [err] re : uRd . Of . n channel bandvm dth
"credited" to [e rﬂof-ﬁg{]{é’ﬁégﬁtﬂgﬁ'r :%égﬁ?‘kg f@&p?ﬁa% GRIEES4 drpartrg sk o
detail . herﬁi -naftﬁ;e Following the step 158 is a step 160 wher e the val ue. of
[err] is initial d The value of [err] represented the anpbunt of el apsed

time-that [err] is to spend in the eligibility queue before transitioning
to the departure queue. That is, after exiting fromthe unschedul ed state,

[err] is placed in the eI|g|b|I| queue until an amount 20 of time
i ndi cated by [err] ha¥hile @edepﬂa%xmmﬂ%hv%ewmmmwwmm

eligibility queue to the departure queue for output by the bandw dth
management .uni t .update the parameners of VC,. Setting e, is performed at a step 194 and updating
the parameters foxj VG, is pe_rformed at a step 196. The steps 194, 196 are
analogous to the steps 170, 172 discussed above in connection with the eligibility
-10 state 168. Note that following either the step 194 or the step 196, VC, retumns to

the deparmre state 192,

VC, reaches the head of the departure queue when VC, has the highest QOS
and highest priority of all of the VC’s in the depmure queue In that case, VC,
transitions from the departure state 192 to a step 198 where VC. is removed from

15 the departure queue. Following the siep 198 is a step 200 where the head of the
| lme cell (ie., the oldest cell) corresponding to VC, is output by the bandwidth
mmgemem system. Also at the step 200, the value of the backlog. I, is
decrememed by one and the credit variables, ¢,1 and c,2, are also decremented.
Following the step 200 is'a step 202 where the credit variables, ci.l' and c.2, are
20 updated. Updating the credit variables i discussed in more detail hereinafter.
Following the"step 202 is a step 204 where the value of s, is reset. Reeetﬁng the

 value of 5, is discussed in more detail hereinafter. Following the step 204 is a step
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26  initial value of [err] is determned by the associ ated data node and
varies according to the initial traffic parameters specified when [err] is
initialized. Following the step 160 is a step 162 where the estinated

val ues of the credits,  Jerr] and [err] and the estinmated val ue of the
priority, Pi, 2B with 5 VC, are conputed. The pri or PEG/USI601208
is used to order the VC s in the departure queue. Conputing the priority is
described in nore detail hereinafter. Following the step 162 is a test step

164 whi ch det erm nes 206 whete the wasiablest ¢1.0c,Z endPahretdompaied in A MhnndiSdistussel 35 €d
above, a VCinitializes [err] according to values of the initial traffic
paranmeters and the Crogshe detail hbreffdftéd 1S set to zero at the step 160, then
10 [err] is placed immediately on the departure queue. Qtherwi se, [err]
is placed in the eligibility queue for .an amount of time represented by the
initial setting of [err] provided at the step 160. It at the test step 164

o ST R I ey A L
e and 15 updat et 0BR YIS ¥ it deb B0 ORI Bobrns SRR 2P el
's execut ed.. 5 step 166, discussed above, where the value of s(t) is added to s, and where VC, is

added to the eligibility queue.

If at the step 208 the value of s, is determined to be zero, then control
passes from the step 208 to the test step 184, discussed above, where the backlog
variable fOI; VC, |, and the eligibility variable, e, are examined. If the backlog of

10 VC, is at leasi one and if VC, is eligible, then control passes from the step 184 to
the step 190, discussed above, where VC, is placed in the departure queue.
Omerﬁm, if- the backlog number of cells for VC, is not at least one or if VC, is
not eligible, then control passes from the step 184 to the step 186, discussed above,
where the value of scd, is set to zero. Following the step 186, VC, enters the

15 unscheduled state 144. Note that, prior to transitioning to the step 184, it is
possible to first run the cell admission check to determine if a cell hasarnved
sincethelasttim_ethecelladmissionprocedurehasbeenmn.

Referring to FIG. 6, a flow diagram 220 illustrates in detail the step 142 of
FIG. S for setting up VC,. At a first step 222, 1, and r, are sét. The variables r,
20 'and 1, represent data transmission rates. The viriables r, can represent the averhge

data tmnsmission rate for the virtual data connection. The variables r, can
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In other words, the quantity s(t) varies according to the value of a real
time systemclock. Since [err] is set at the step 160 to represent the
amourt—of —time [erTi Temamins—on the el igrbrtty queue, ttemaddimg-the——
present value of s(t) to [err] sets the value of 2 0 [err] to the value °
that s(t) wodemasigal when [err] is to be noved fromthe eliﬁiﬁg%{%squeue
to the departure queue. For exanple, assune that the bandw

managenent unit runs once every mcrosecond and that s(t) is increnented -
once every cycle er m?‘ﬁ“ e 6L L | t.0 particul ar
VC has been adm 'H’Egé“;% ‘f@t e&%ﬁ}f‘% #e%é@%m ebué"fa}i gibility
gqueue to the departure, queue n one hundred .n croseconds.. Accordingly,  the
val ue of [err] me‘é‘@é?“%{hﬁwmw‘&‘ﬂ@r%wﬁ??’rﬁ@%b"ﬁ%’é@°€£F e .
step 166, the present val ye (v sét i s added t.o e hundred in.order to
provi de a val ue Wrugigopnecton, VG, by therequesting node. (The system uses hoth:the average as
to determne when to nove the VC fromthe eligibility queue to the
departure queue.raje and the bymsirate:inia manmner described 19 more ibareinagtew| i gi bi ity
queue. For purposes of 10  the state diagram 140, the eligibility queue
is referred to as the "A" queue. The VC's in the eligibility queue are
sorted by the value of s for each of the VCs and S _

5 Following the step 222 is a step 223_whe‘re the weights, w,1-w,5 are set.

The weights are used in the calculation of the priority, P, in a manner which is

described in more detail hereinafter.

Following the step 223 is a suep 224' where the quality of service, qos,, is
set. The quality of service is provided by the sending node to the bandwidth
10 management ugit and depends upon the nature of the data being transmitted on the
virtual connections, VC,. ‘The different possible values for qos, are discussed |

above.

Following the step _224.is a step 225 where c,1 and c;2 are set to zero and
Coamt 204 Cu7 ar€ SEL. The variables c,1 and 6.2-. represent bandwidth credits that are -
15 allocated to VC, The credit variable ¢;1 comésponds 1o the rate variable ;1 and
the credit variable c,1 corresponds to the rate variable r2. The variable ¢, is the
maximum value that the variable c,1 is allowed to reach. The variable c, , is the

maximum value that the variable c2 is allowed 1o reach.

- The credit variables represent the number of cell slots allocated-td VG,

20 during the operation of the bandwidth management unit. The credit variables are
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by the value of the quality of service for each of the VCs. |In other
words, the VC with the |owest value for s is at_the head of the queue. the
"VC with the second | owest value for 's is second in the queue, etc. For VCs
that have the sanme value 15 -+ of s, the VC with"the highest QOS is
first, the VC wi WP2218eccond hi ghest QOS i s second, and so f or tRCT/USS6413208
or nore VC s have an identical value for both s and QO0OS, then the VC s are
sorted in the queue in a last in first out order. The significance of the

order in the cells in jiciéneksdowibnevérian st ofime hasirassed comespoading to the

hereinafter. 20 Fol lowing the step 166, [err] enters the
eligibility state at gesabiidd 8 vaiitle Férodxample! if rjl eqffls arfte 2BRespbndifE 1o58mRP
168. 28 Fromthe eligibility state 168, it . is possible for [err] 1o

transition to a step %;Zﬁh:ed‘@élﬁ ?S‘éoéndd%mé @mﬁiz%%bl&ﬂﬁnggﬁ@c@ﬁg&ww&

to an enabl e or disable command provided by the node attac

fZP?f ?‘e{‘uFEZa?E”?E‘e §Pﬁfga°ﬁfw2f§%%é¢®%%?ﬂtﬁ ot m%g‘*&:%%éﬂr@’of |
point i n the. pr obeser HpinB el ehef e vers. D e e ST e
to the unschedul ed different, then the credit va;-iables q-l and c,2 can be inc;em:med at different rates.

Updating the credit variables is described in more detail hereinafter.

Following the step 225 is a step 226 where Sy m: a0d 8, are set. The

variibles Sim 20 S, , TEpresent the maxiﬁmrn value that s, is allowed to reach.

10 Following the step 226 is a siep 227 where |, the backlog of cells for VC, is set 1o
zero, and the variables ) o, Lo, and l,,, which relate to J in a manner discussed
in more detail hereinafter, are all set to predetermined constant values that vary
'accprding to the traffic parameters provided when VC, is initialized. Also at the
step 227, the variables adm, n, and n, which are discussed in more detail

15. hereinafter, are also set. |

Following the step 227 is a siep 228 where the variable e, which
demmmes ﬁrhether VC, is enabled, is set to one, thus enabling VC;, at least
initially. Following the step 228 is a step 229 where the variable scd, is set to
zero, thus indicating that VC, is initially in the unscheduled state.

20 ' Following the step 229 is a step 230 where the variable t, is set to zero,

. The variable t, indicates the value of the system time clock when the credit
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state if [err] does not'equal one. The bandw dt h managenent unit can
receive a request to update [err] in which case control transfers fromthe

eligibility state 168 to a step 1/2 where the [err] parameters are updated.
Following the step 172, the 10 bandw dt h managenent unit returns to
the unsche¥QW2422ate 168. t is al so possible for the bandpcriu$eénizes unit
to receive a command, while in the eligibility state 168, to update [err]
for.[err] Wen this occurs, VC, transitions to a step 174 where the val ue

of [err] is upd@ﬁgbﬁggéjﬁgﬁ-rmnﬁgpﬁc Mdgaat@d.t est step 176 which

determnes if the up _ r] “has been”1 accepted. If not, then .
control passes formthe step 176 back to the eligibility state 168.
QO herwi se, the systemtransitions fromthe step 176 to a step 180 where the

priority variable, [etr] LS d ol | owi t he step.180 err], returns
to the eligibility -ﬁﬂl&%@mﬁé?@%@r@?%i‘?@vw na&awg!“a{ﬂﬁ 't.;iy’ss‘F'a'Pe
181 wher o the prieEhi FyIuapE the yp 4id e 223 wisly s bus 1 aoiEtphls ng
[err] is described in nore detail hereinafter. 29 -Every-cycle that the
bandwi dt h managcitislly S84 ZP8ns the first N VC s at o

5 Refeixing the FIG. 7, a diagram 240 illustrates in detail the cell admission
step 146 of FIG. 5. The cell admission procedure shown in the diagram 240 is
deemed "block mode” admission. Block mode admission involves potentially
dropping a block of contiguous cells for a single VC in order to concentrate cell
loss in that VC. That is, whenever a cell arrives for a VC having a full queue, the

10 block mode adinission algorithm drops that cell and may also drop a predetermined
number of cells that follow the first dropped cell. The number of dropped cells is |

one of the initial traffic parameters provided when the VC is first established.

 Processing for acceptance of cells begins at a current state 241 and
transmission b a test step 242 when a new cell for VC, is provided to the
15 bandwidth management unit by the data node. If 1y equals zero at the test step
242, control wransfers to another tesf step 243. If it is determined at the test siep
243 that mé number of backlog cells for VC,, 1, is not less than the maximum
allowable backlog of cells, 1 ,, then control transfers from the step 243 to a step
244 1o determine if CLP equals zero. CLP is a variable indicating the cell loss |
20 priority of a cell. Ifacell has a CLP of zero, that indicates that the cell is

relatively less loss tolerant (i.e., the ccll should not be discarded if possible). A
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t‘'he head of the queue are tested to determine if s(t) [err] [err] Nis a
predeterm ned constant value. such as eight. \Wen the value of-s(t) is
greater than or equal to the value of [err] then the systemtransitions
fromthe eligibili state 168"to a step 182 5 . where [err]_is renoved
fromthe eligi biW?R}/"ﬁ ue (i.e., the "A" queue). Follow ng t hePCIE6IINE; o
a.test step 184 which determnes if the backlog for the [err] is at |east
one (i.e., [err][err] one) and if [err] is enabled (i.e., [err] = one).
Note that it is. possilgbihivifigh©OLF ofttherahan Z2ecisrelatvelymopciogd tolerarit i é. éould be
eligibility state 168 if the bandw dth managenent unit received a signal to
set [err] to zero at i4\@arBbdil nhe: Y0 di scussed above. |If at the test
step 184 it is determ ned that the backl og does not contain at |east one
cell or that [err] is disabled, then control passes fromthe test step 184
to a step 186 where [err] is set to zero. Following the step 186, [err]

returns to the unschedul edlpq?%ﬂ&%q@%wﬁ ﬁm?bg@rmﬂsﬁﬁltbaas | 51 on

or a signal to set [err] to one, as descri be ve I'n connection

B TSR S 55 o ol MO 8 et o
TS pl aced it he depaPhik B e i wad el T i ded i T gl FofianChe

di agram 140. Note that the step 190 also, follows the step 164, discussed
“above, when it is 2 On“mbero‘gt@?qﬂgﬁc‘a‘f&fih’é l?‘éﬁ‘"s"ﬂ%ﬂ“‘l’&ﬁ"’l ﬁ%&“’ﬁ% aymbes 9f | s

zero. The VC s in the departure queue are sorted Primarily in order of the .
qual ity backlogged cell 1 ., then control transfers from the step 243 to a step 246 to test if
. the value of CLP is zero.

If CLP equals zero at the step 246, then control transfers from the step 246
10 toa steﬁ 247 where the new cell is added to the cell buffer at the end of a queue
- of cells for VC,. Following the step 247 is a step 248 where the variable
representing the backlog cells for VC, L, is incremented. Following the step 248,

control transfers back to the current state 241 of VC,.

If at the step 246 it is determined that CLP for the cell does not equal zero,
15 then control transfers from the step 246 to a step 250 where adm, is tested. The
variable adm, is used to indicate which 1, variable, 1, , or L ,, will be used. If at
the test step 250 it is determined that adm, equals one, then control transfers from
the step 250 to a test step 251 to determine if the number of backlog éens for VC,
I, is iess than the first backiog cell limit for V_Ct{ Ly If so, then control transfers
20 from the step 251 to a step 252 where the new cell is added to the queue for VC,

Following the step 252 is a step 253 where the variable indicating the number of
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of service (QOS) for the VC's. That is, VCs wth higher requested quality
of 30 service are ahead of VC s with | ower requested qualities of

service. VC s in the queue having the Sane qualTty of Sservite are sortedTmn
order of priority, P. VC s having both the sanme quality of service and the
sane -val ue Wo9sRe21nrity are sorted in a first in first out pedfsdenia@ | OW ng
the step 190, [err] enters a departure state 5 192. Wiile 1n the

departure state 192, [err] can receive signals to set [err] and update the

par amet er s of Veckibgielicall, 15 orifesher (APl e 235, o Bibpt B0

the paraneters for [err] is perfornmed at a step 19 6 are

anal ogous to thgy, #leCRitrenr’ 47, di scussed above in connection with the
eligibility 10 % st at e-ai‘gg Note that following either the step 194 or

the step 196, VC, returns to the departure state 192. [err] reaches the
head of the departure queue when [err] has the highest QOS and hi ghest

priority of all of the. VC.s in th epar e queue, . I n that case, [err]
transitions fromt he?ﬁgbﬁﬁmm?tait‘ %5%8'? gqe"é 0¢%)B0L fqualonecthen congrol
removed from 15 tt}e dﬁpeartuz;s%_lgueue, Followng the step 198 is a step
200 where .the hawansfess trom. the step a step 255 where the number of backlogged cells for
5 VC, is compared with the second limit for the number of backiog cells for VC,,
lay If at the test step 255 it is determined that'}; is not less than I, , then control
transfers from the step 255 to a step 256 where the newly arrived cell is discarded.

Following the step 256, control transfers back to the current state 241.

| ‘lf'at the test step 255 it is determined that the nﬁxﬁber- of backlog cells for
10 VC, 1, is less than the limit variable I, then control transfers from the step 255
10 a step 258 where adrn. is set to one. Following the step 258 is the step 252
where thé new cell is added to the queue of ceils for VC;. Following the step 252,
the variable representing the number of backlogged cells for VC, L, is incremented

at the step 253. Following the step 253, control transfers back to current state 241.

15 If at the test step 251 it is determined that the number of bafckloé cells for
VC, is not less than the limit variable 1 ,, then control transfers from the step 251
to a step 260 where adm, is set to zero. Following the siep 260 is the step 245
where the newly arrived cell is discarded. Following the step 245, control transfers

" back to the current state 241,
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line cell (i.e., the oldest cell) corresponding to [err] is output by the
bandwi dt h managenent system Al so at the step 20Q., the value of_the

backl og, [err] is decrenented. by one and the credit. variables, [err] and
[err] are .al so decrenented. Following the step 200 is a step 202 where the
credit variabl esWOW2M2and [err] are 2 0 updat ed. Updat i ng PCITAISO61208:
variables is discussed in nore detail hereinafter. Follow ng the step 202

is a step 204 where the value of [err] is reset. Resetting the value of

[err] -is discussed in nore [faf i keshgep 242 ittic determinddothatiyy dbésenot equnl 26xd, biSif TLP
step 31 206 where the variables [err] [err] and [err] are conputed in a

manner di scussed in Mggs izdro aE bR st 243! thefr @brvfMuransférs o & sRp 280 Swheie the
test step 208 where the value of [err] is examned. If the value of [err

i's not zero, then contr[eg}ly %g@&g{ﬁ chgf&a_hg?mg(ﬁ?g af‘?*fd%%dkﬁg 263 whereq'is

step 166, discussed above, ere the value o err] and

of Lot 15 e Z‘r’ﬁfaet‘%BE%@%L?%@%#%’%S# e e a
184 di bove. : _

Lorr] ferr] and the el 1 F Bt T Rolie; 4ELGBE sl 20 Bk P i oc el 1 B og

of transfers from the step 264 back to the current state 241. Otherwise, control

transfers to step 265, where n; is set to zero. Following the step 265, control transfers
back to the current state 241.

Referring to FIG. 8, a flow diagram 280 illustrates the step 160 of FIG. §
10 where the value of s, is ihitialiied. Flow begins when VC, is in the unscheduled
state 282, At a first test step 284, the values of ¢l and c.2 are examined. The
variable c;1 and §2 represent the credits for VC,. If the values of both of the credit
variables, ¢;1 and ¢,2, are greater than or equal to one, then.control passes from the
test step 284 to a step 286 where the value of s, is set to zero.- Following the step
15 : 286, VC, enters a next state 288. Nple that, if s, is sei to zero at the step 286, then |
the next state 288 is the departure state 192, as shown on FIG. 5. This occurs
because at the test step 164 of FIG. 5, the value of s, is checked 10 see if 5, equals
zero. If so, then VC, goes from the unscheduled state 144 directly to the depanuré
stafe 192, as shown in FIG. S and as described above.
20 .
If at the test step 284 it is determined that either c,1 or ¢2 is less than one, |
then control transfers from the step 284 10 a step 290 where sissettos . The

variable s, ; is a variable that represents the amount of time between cell
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10 Jerr] is at least one and if [err] is eligible, then control
passes fromthe step 184 to the step 190, discussed above, where [err] is
placed in The departure queue. O herwse, TTthetackl og nurber—of-

for [err] is not at |east one or [err] is not eligible, then control :
passes fronWDl!mzzp 184 to the step 186, discussed above; ? val ue
of [err] is set to zero. Following the step 186, [err] enters t

unschedul ed state 144. Note that, prior to transitioning to the step 184,
it is possible t shoddsi @ﬁgl nicheck to determine if a cell
has arrived si ncgu’%dhe gsntg??rltér%rgs Eﬂs s‘?ﬁ-’nﬁssl on procedure has been run.
Referring to FIG 6, .a flow diagram 220 illustrates in detail the step 142
of FIG 5 for setting up [err] At a first step 222, [err] and r2 are set.

Th I abl data t t Th
var i abl ea [ err] can r dhewing B¢ Reb 200 54 52502 Whes i dambied ofue resabienc

virtual data connection.. The varM@ga Berrclmcan 32 represent the burst
transni ssion rat A% GPrESNLs e amop itigpal ciedit that will be addedtooe;2 afterraat e i s
t he maxi rrum bandwi dt h aI | owed for sendi ng the data over the virtual :

connect i on, 3 er r |AMAKNE AEtNE SoTAPPAIng 19k hasTprssedy Khervaliecf abas bompuedibyer age

rate and the burst rate in a: nanner descrrbed in nore detarl herei nafter. -
muluplymg s; by r.2. -

Following the step 202 is a test step 204 which determines if the existing
value of the credit v_artable. ¢;2. plus the value of ac, is less than one. Note that
10  the variable c,2 is not updated at this step. If the sum of c,2 and ac is not less than
one, then control transfers from the step 294 to the next state 288. Note that, in
this case, the'ltext state wxll be thé'eligibility state 168 shown in FIG. § because S,

will not equal zero at the step 164 of FIG. S.

If the sum of c2 and ac is less than one at the step 294.-then control
15 transfers from this step 294 to a step 296 where the value of 8, is set t0 5, o, The
variable s, ., represents the amount of time between cell transmissions for cells
transmitted ata rate r,2. Following the step 296, control transfers to the next state

288, discussed above.

Referring to FIG. 9, a flow diagram 300 illustrates the reset s, value step
20 204 shown in FIG. 5. Ata first test step 302, the burst bit variable for vc,, b,, is
tested The burst bit variable, b, mdxcates that VC, should- transmu in burst mode.

Burst mode is used for a virtual connection where the cells of a virtual connection
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5 Following the step 222 is a step 223 where the weights, .[err]
are set. The mghts ar e -used—in-the cal cul ati-en—of the priority—ferr] in
a manner which is described in nore detail hereinafter. Follow ng the step

2’23isastep2 the quality of service, [err] is set. The alit
of service is p?é’?%qf)y t he 'sendi ng node to the bandw dth 10 %59"““3/‘
managenment unit and depends upon the nature of the data being transmtted
on the virtual connec ferent pos val ues for
are discussed above. %Pﬁ%*@ 8@% S@rﬁ éﬁ??@%e‘f‘% r"ﬁ";‘e
[err] are set to zero and [err] and rr] .are he variables [err] and
c,2 represent bandwi dY‘H“{lr‘% L‘“! FP&PLQF@J"%“"‘E“ uﬂgeahaéahw be-transmined as close
credit variable [err] corresponds tothe rate variable [err] and the credit
variabl e [err] correstogebes aspossiie.r Ferexpmples githough an e-naikbmessageapar havera Jow s
t he maxi num val ue that the variable [err] is allowed to reach. The [err]
i s the nmaxi num val ue priggity.tihmay h¢ advantageans t¢ transmit the eotireteomaib mebsagebace the first
credit variables represent the nunber of cell slots allocated to [err] 20
during 't he oper#&tion cell aftthe &mailvmassage hannbegarsentt unit. The credit variabl es
are 33 : ' _
If the burst bxt for VC, b,, is determined to be set at the step 302, control
passes from the test step 302 to a test step 304 where the credit vanables. cl and
c;2. and the backlog vanable. L, for VC, are tested. If the credit vanables and the
backlog are all greater than or equal to one at the step 304, then control passes |
10 from the step 304 to a step 306 where s, is set to zero. Following step 306, VC,
enters the next state 308. ‘Note that, since s, is set o zero at the step 306, the next

state for VC, will be the deparwre state 192 shown in FIG. S.

If the b.urst.bit indicaior. b, is set at the stej: 302 but VC, does not have
" enough bandwidth credits or the backlog L is zero at the step 304, then control
15 passes from the step 304 to a step 310 where s; is set equal to s; o, Note that the. |
step 310 is also reached if it is detennmed at the test step 302 that the burst bit

indicator, q does not equal one (i.e., VC, is not ttansmlmng in burst mode).

- Following the step 310 is a step 312 where_ ac is computed in a manner
similar to that illustrated in connection with the step 292 of FIG. 8. Following the
20 step 312 is a step 314 where it is determined if sum of the credit variable ¢,2 and

ac is less' than one. If not, then control passes from the step 314 to the next state |
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i ncrenent ed whenever an anount of time has passed corresponding to the’
associ ated rate variable. For exanple, if [err] equals a rate correspondi ng
to one hundred celTs per second, than the credrt vari abte [erri—woul -

i ncrement ed once every one hundredth of a second. The credit mechanism
~control s thwoser2m of 5 bandw dt h used by each of thgcy)’gsgmlﬂaso
note that since [err] and [err] can be differen, then the credit vari ables
[err] and [err] can be incremented at different rates. Updatl ng the credit

vari ables is desgkd bed in nor il. he nafter the step 225.
is a step 226 V\/ng{]% ﬁg?bf'%f éj%t)? 'é@chﬂt‘feaﬂﬁﬁFﬁgl jethan pae r |
represent the maxjnum val ue hat &?ﬁr owed to reach.

Fol | owi ng t he st MiErARAmaunt,o 'E'B%c M%w[%mpaﬁﬂé (b&c&ﬁt%’gh%ﬁ. countershasor
[err] is set to zero, and the.variables [err]. [err] and [err] which relate
to [err] in a natimed oat)sdfaatethen f2mlyscacowillbe lesathan naer when s, dimes ot ambt t 0
predeterm ned constant val ues that vary.according to the traffic paraneters
provi ded when [ eeontrol transfars fram the step 414 4o aistepi3d6 sehere € iset equal was,iabl es
[err] [err] and [err] which are discussed in pomdetail 15

her ei naft eB, ar eFollowing the. stdpo‘i%omtgttetlsehesnexpsﬁ&BOSS a step 228 where the
variable [err] which determ nes whether [err] is enabled, is set to one,

~ thus enabling [err] at least initially. Following the stop 228 is a step
229 where the variable scd, is set to zero, thus indicating that [err] is

initially in the unsqw&uhgdo FIG! 10, a210W diagram 320 illbale? Wie legs'YBr 35caBng 29 | S

a Step 23. where the variable [err] is set to zero.
' c,1 and ¢;2, the credtt variables for VC Updaung ¢,1 and ¢;2 occurs at the step

158 and the step 202 shown in FIG S dtscussed above Note that the credtt
vartables are set accordmg to current system ume but that, for the step 202 of FIG.
1 0 5, the time used is the begmmng of the next oell txme slot in order to account for

the amount of time it takes to transmit a cell at the steps precedmg the step 202.

| Processmg begtns at a current state 322 wlnch is followed by a step 324
where a value for ¢l is computed At tlte step 324 ql is increased by an amount
equal to the product ot' r;1 (one of the rate vambles for VCJ and the differences

15. ' between the current system ume, t, and the ume at whtch the credit vanables. Gl
_and 2, were last updsted. tu Followmg the step 324 is a test step 326 o
determme if c,l is gteater than c.,. The vanable c,,. is the maximum value that
the credit variable c,l is allowed to equal and is set up at the time VC, is
initialized. If at the test.'s'tep 326 é.t i greate than ., then control ransfers

20 from the step 326 to a step 328 \vhere el is set equal 10 Cyq. The steps 326 328

effecuvely set ;1 to the maximum of etther c,l or culll
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The variable [err] indicates the value of the systemtime clock when the
credit 34 variables, [err] and [err] were nost recently updated.
Following the step 230 is a step 231 where ‘the priority valuable, [err] is
set to zero. Following the step 231 is a step 232 where the burst bit

indi cator, [err] WR%2RR 5 |y set to zero. 5 ' " Ref er r i maxnis960126%-.
7. a diagram 240 illustrates in detail the cell adm ssion step 146 of FIG .
5. The cell adm ssion procedure shown i:{#t he di agram 240 is deemed "bl ock

node" adm ssi on.

Bl ock nodeellowing the siep;

s St 3 iCel | i ok grepter then &, hiscc k

of contiguous cells for a single VCin order to concentrate cell loss in .
that VC. That is, whestew 330 wherela valye foreg is gpmputediin-mmanner ainfilar to theecomputation
10 bl ock npode admi ssion algorithmdrops that cell and nmay al so drop a
predet erm ned nunber offc;bat the siepad24f dollowing!the $tep 330 are smpe 332,334 whiitteset ¢,2 1o
nunmber of dropped cells is one of the initial traffic paraneters provided
when the VC is first thstmeximehef eithtraearsi fdn hmanhercsinilanoahoiesse3i6s 308 auhbe
at a current state 241 and transmi ssion to a test step 242 when a new cell
for [err] is pregvidedel i seoeqiabto the maxamiiiofic/l amgreggenent unit by the data
node. If [err] equals zero at the test step '

10

15

20

Following the step 334, or the step 332 if ¢ 2 is not greater than Cy,, is 'a
step 336 where 1, is set equal to t, the current system time. The variable t,
represents the value of the system time, t, when the credit variables. ¢l and c.2,

were last updated. Following the steps 336 is a step 338 where the VC, enters the

' next appropriate state.

Referring to FIG. 11, a flow diagram 340 illustrates the step 174 of FIG. S

where s, is updated by as. The siep 174 of FIG. § is executed whenever the data

- node associated with the bandwidth management unit requests changing the delay

of sending data via VC, by changing the value of s, for VC,

Processing begins with VC, in an eligibility state 342. When the data
source node provides VC, with a command to update s, control transfers from the
step 342 to a test step 344 io determine if the value of as, provided by the
associated (_ma node, equais zero. If so, control transfers from the step 344 back to
the eligibility state 342 and no processing occurs. Otherwise, if as does not equal
zero, then control transfers from the test step 344 o a step 346 where VC, is

located in the eligibility queue. Note that, as shown in FIG. §, 'the step 174 where
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242, control transfers to another test step 243. If it is determ ned at the
test step 243 that the nunber of backlog cells for [err] [err] is not |ess
t han t he maxi mum al I owabl e backl'og of celTs, [err] then TomtTor—tTansfers
fromthe step 243 to a step 244 to determne if CLP equals zero. CLP is a :
vari abl e i TYP®6R428) the cell loss 2 0 priority of a cebhm&ell has -
a CLP of zero, that indicates-that the cell is relatively less 1o0ss -
‘tolerant (i.e., the cell should not be discarded if possible). A 35 cell
having a CLP of syiswipdateédaniyevcarsi wheheVQ lis Pthe elpibfity ee. t Ol erant (i.e.,

could be discarded if necessary). If CLP is not zero at the step 244, then
control transfers to a step 243 where the newy arrived cell is discarded.
Foll owi ng the step 245, control transfer back to the current state 241. If

it is determ ned at tHaBaokEat 24 3 t, .0f. backl pgged. cel | s.
[err] is |ess than tﬁgﬁ%nﬁfn;‘gﬁeﬁéb#%ettnst%ﬂg@%‘ggég%‘ﬁw‘gﬂl* Berr] ,
then control tr r goe) ; 43, t 0. a . sten, 24 o test if the value
of CLP is zero. 2§ %L‘Em;equa g@eﬁ%&a l%’[ ﬁfe‘gls%&h&"qaéhﬂ’cW%Wmsfers

fromthe step 2 0, .3 en..247. where the new cell is added to the
cel | buffer at i}ﬁ:énl gﬁaﬂe@fs@ taﬁe%@ 5).5_02whereaszs adtd“?“’. s; Following the step 350 is

5  astep 352 where VC, is repositioned in the eligibility queue according to the new
value of s Note that, as discussed above in connection with FIG. 5, the position

of VC, in the eligibility queue is a function of the values of & and qos,

If #t the test step 348 it is determined that a8 is less than zero, then control |
transfers from the step 348 to a step 354 where the credit variables, ¢,1 and c2, are
10 examined. If at the test step 354 it is determined that either c,1 or c2 is less than
one, then control transfers from the step 354 back to the eligibility state 342 and
no update of 8 is performéd_.'.' The steps 348, 354 indicate that the value of § is not

decreased if either of the credit variables is less than one.

| If at the step 354 it is determined that the credit variables, ,1 and c2, are
15 both greater than or equal io one, then control transfers from the step 354 to a siep
356 where the value of s; is incremented by the amount AS Note that, in order to
reach the step 356. as must be less than zero so that at the step 356, the value.of s,
is in fact decreased.

~ Following the step 356 is a step 358 where the value of s, is compared to

20 s(t). If the value of s; has been decreased at the step 356 by.an amount that would
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of cells for [err] Following the step 247 is a step 248 where the variable
representing the backl og eeHHs—for [err] [err}—s—ncrenented Fel-ewi ng the
step 248, control transfers back to the current state 241 of [err] If at

the step 246 it | m ned that CLP for the cell does not equal zero, 15
then control transters Tromthe step 246 to a step 250 where [e?"ﬁ"‘i’sg""‘m
tested. The variable [err] is used to indicate which [err] variable, [err]

i ot o o e 00 e
7ot backl og cel 11 A2 fede 95 e fogel e e a8 e Bpmer

fromthe step 251 to a sieé 252 ere the new cell is added to the queue
for [err] Following t RECHBES IS s 5 step 253 where the variable
I ndi cating the nunber of 36 backl ogged cells. [err] -is increnented.

Fol l owi ng the step 253, control transfers back to the current state 241. |f
it is determined at the step 250 that [err] does not equal one, then

control transfers from t heFelyingthe siep 360-ar Spllowing thecstap 358<f fyisrgreatenthan or

backl ogged cells for '5 [err] is conpared with the second linmit for the
nurmber of backl &y cel lequal & s@)£eortrol transfers 1o a step 362 where VC, is repositioned in the

eligibility queue. As discussed above, the position of VC, in the eligibility queue
is a function of the values of s, and qos,.. Following the step 362, VC, returns to

the eligibility stage 342.

Referring 1o FIG. 12, a flow diagram 370 illustrates the compute steps 162, |
10 206 of FIG. 5 where the values of 7,1, 52, and P, are computed. Processing
begins at a current state 572 which is followed by a step 374 where the value of
E';l is computed. The vaiue of C,1 equals the value that the cfe’dit variables will
have when s, tinies out. That is, 1 equals the future value bf the credit variables
‘ c;1 when VC, is removed from the eligibility queue. Since, as discussed in more
15 detail hereinafter, P, is a function of the credit variables, 1 and ¢2, then
, balcmaﬁng the future values of ¢, and ¢;2 is useful for anticipating the value of P,

when VC, is removed from the eligibility queue and placed in the departure queue.

The value of the priority variable, P, is determined using the following

equation:

20 . Pi=wl'cl + w2%2 + w3l + wé'r2 + wS*]
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[err] If at the test step 255 it is det er m ned t hat [err] is not | ess than
[err] then control transfers fromthe step 255 to a step 256 where the

neWwy arrived cell is discarded. Follow ng the step 256, control transfers
back to the current state 241. If at the test step 255 it is determ ned
that the nW@¥W2422 backlog cells for 10 [err] [err] PcIsssmadan the

limt variable [err] then control transfers fromthe step 255 to a step 258
where [err] is set to one. Following the.step 258 is the step 252 where the

~new cell is added to phigaGuition of tecirédit Vapiable€ thd raleovdriables) nli iR Mirfber 272
the variabl e representing the nunber of backlogged cells for [err] [err] is-

increnmented at té@z?saq%&‘éam Eﬁ'dnﬂﬁ@.@h&ﬁ&éﬁ%@ﬂs&@ﬂitﬁﬁ% 'ffiﬁv;c"gllggé;&ie% back

to current state I'f at the test step |
"t varsabl e [ SPREHEE SAL %, Rithe V. CRicotaingl, & & gokaibi (B lng cfiBalal’] DS
the mevty ar i velpdedp wefleR e BtmE ey Seertihg itn s dghcloR? sty syt
|5 ot or mi Bodt v e dack 5 Tyl bitfy, iEh oottime wi dnaa B misible G 3R 53, o
Lhe Step At esmonding to the burst data at2) are mad [arget tham Wl and w3 (the weights
for the terms mmsponding to the average data rate) | Simﬁirly. if it is desirable to
minimize the backlog for the data, then ;S (the weight corresponding to the |
number of backlogged cells) may be made relatively large. It may be desirable for

10 some applicatibns to assign zero to some of the weights.

_ At the step 374, the value of ¢, is calculated by adding the cdn-em value
of the credit variables c,]1 and the product of r] and s, Note that, if the credit

 variables were updated for each iteration wlnlevq was in the eligibility éueué.
then ¢,1 would equal T.1 when s, equalled zer0, the'th_at cil.”is not updated at the

15 step 374,

Following the step 374 is a test step 376 where 1 is compared t ¢, . If
E'il. is greaterthan Cy_n (the maximum vaive um ¢l is allowed to take on) then
 control transfers from the test stép 376 to a step 378 where the value of C;1 is set
.equall to the value of ¢, . The steps 376, 378 serve to set the value of <.l to the

.2_ 0 maximum of ¢,1 and ¢, ,. Note that for the steps 376, 378, c,! is not updated.

' Following the step 378 or following the step 376 if G is not greater than
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newy arrived cell is discarded. Following the step 262 is a step 263 where
[err] is increnmented. Follownrg-the step 263 i-s—a—test step 264,—where
[err] is conmpared to 5 the limt for [err] [err] If at the step 264
~[err] is less th al to [err] control transfers fromthe step 264
back to the curr(aaﬂ?w 241. OCtherwi se, control transfers to SFE'BE’Q%@,‘”’
where [err] is set to zero. Followi ng the step 265, control transfers back
to the current state 241. Referri ng to FIG 8. a fl.ow di agram 280
illustrates the step XaQ a¢ sRps38(5382) which set the salye (0f 6,2\in |a manser $imilat to setting the
initialized. Flow begins when [err] is in the unscheduled state 282. At a
first test step 284, tvaluewoflcilcdesofibddaboye.and [err] are exanined. The
variable [err] and [err] represent the credits for [erre] If the values of .
both of the credit variables, [err] and [err] are greater than or equal to
one, then control passes fromthe test step 284 to a step 286 where the

val ue of s, is set tO.Zero.l?oﬁadving\qﬁdﬁ_@eﬁmS:tﬁno&ﬁgtheste%ml if[GY is]lnof Blegtef thiin
next state 288. Note that, if [err] is set to zero at the step 286. then

the next state 288 iscthqsq%t&groggfg\?%gf %Fﬁyé}ags ?]w?j:lw velc)l,faﬁl[i@ls (ERh&d. As

occurs because at the £&st s e val ue err| is

checked t0 see 1 [ ef iSOl weldfle R dRilale §95A0fib0P) t e

unschedul ed state 144 directly to the departure state wn in FIG
5 and as described above. 20 If at the test step 284 it is determ ned that
either [err] or [err] is |less than one, then control transfers fromthe

step 284 to a step 290 wheggulGhi bnd Siep 584 5% 16y 386 whkFe the priority for VC, P, is
| calculated in the manner shown on the flow diagram 370. Note that the weights
are specified at the time that VC, is initialized and that the importance of each of
the terms used in the calculations of P,, can be emphasized or deemphasized by
10 setting the value of the weights. The values of one or more of the weights can be
y sét 10 zero, thus causing a term not to be used in the calculation of the priority.
Note that P, is updated, P=P,+w;S5, after each VC, cell admission while VC, is in the
eligibility state, as discussed abové. This allows for a piecewise compd:ation of P,
 that decreases the amount of computation required to compute all of the priorities
15 . for all of the VC’s wiﬂxix; one time slot when the VC's are transferred to the

.depannre queue (the "B” queue).

Referring to FIG. 13, a flow diagram 390 illustrates in detail the step 180 of
FIG. 5 where the priority variable, P, is updated. Nb:e that P, is updated only in
response to the value of s, being updated at the step 174; Otherwise, the value of |
20 P, remains constant while VC, is in the eligibility state. That is, since P, is a

function of ¢,1. ¢2, 1,1, r,2 and 1, and since c,1 and ¢2 are a function of s, then P,
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vari able s

after -an 5W

'is a variable that represents the anount of tine between cell
38 ____transmssions_for cells transmtted at a rate [err] Follow ng the
step 290 is a step 292 where [err] is conputed. The variable Jerr]
represents the anount of additional credit that will be added to [err]

unt of time corresponding to [err] has pewessdmizbge val ue

of [err] is conputed by nultiplying [err] by [err] Follow ng the step 292
is a test step 294 which determnes if the existing value of the credit

variable: [err] oplywhangm wieh aad df 5, cltanpés atthé siep I ativwani FIYose that 10

the variable [err]
[err] is not

I's not updated at this step. If the sumof [err] and

| ess than one, then control transfers fromthe step 294 to the

next state 288. Note that, in this case, the next state will be the

I bilit tate 16 i 48 i t
Cheitep Lk £ PRV S I Lt b Mg B,

the step 294,

296 where the v
t he anpbunt of t

eate [err]

5

i¢

15

20

Fol |

by, Bollauing the step J03/43C Gk J06°4ls. hely aﬁ i rmpadind onc o
it e BS* YyirBE I FE) 127 200 0pmers. bCaBa dee o9
t, is subtracted from s, since, at this stage of the processing, s(t) has already been
added to s, at the step 166 shown in FIG. S, and since C,1 is being predicted when

§; times out.

Following the step 398 are steps 400-402 where c,2 is computed ina

manner similar to the computation of C,1. Following the step 402 or following the

~ step 401 if C2 is not greater than ¢, ,, are the steps 404 405 'where the weights are

fetched and P, is computed in a manner similar to that illustrated in connection

with FIG. 12, described above.

Referring to FIG. 14, a schematic diagram 420 illustrates in detail one

possible hardware implementation for the bandwidth ‘management unit. An input

422 connects the bandwidth management unit 420 to the source of the data cells.
The input 422 is connected to a cell pool 424 which is implemented using memory.
The cell pool 424 stores all of the cells waiting for departure from the bandwidth
management unit; In the embodiment illustrated herein, the size of the cell pbol
424 equals the number of VC'S that the system can accommodate multiplied by the
maximuh allowable backiog per VC. For example. for 2 bandwidth management

unit designed to handle 4,096 VC’s with a maximum backlog length of 30 cells,
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288, discussed above. Referring to FIG 9, a flow diagram 300 illustrates
the reset [err] wvalue step2.0___. 204 shown Ln EILG 5. At a first test
step 302, the burst bit variable for [err] [err] is tested. The burst bit

variable, [err] in s that [err] should transmit in burst node. Burst
mode is used for ﬂ _ | connection where the cells of a virtuBFT/US%/01208
connection 39 should be transmtted as cl ose together -as possible. That

is, the data node sets the virtual connection for burst node for data
traffic that shoul d be the sigesof the cell peolds 4096 x 3Qeellser as possible. For
exanpl e, although an e-nmail message may have a low priority, it may be
advant ageous to transmt the entire e-mail nessage once the first 5

cell -of the e-mail nessage has been sent. If the burst bit for [err][err]

is deternined to be set at ihelisjodPmafhager 4261handles BRSEHS Withiithé bandwidh St ep
302 to a test step 304 where the credit variables, [err] and [err] and the

backl og variabl e. "[ err ingnggenient it ﬂtﬁmt@ﬁhﬁﬁ:r dbderibEPatiove &onvlaédoﬂ%ﬁﬁzh@@&m

t he backlog are all greater than or equal to one at the step 304

control- passes 10 jggga?st‘%m £01304 to a step 306 where [err] is set
to zero. Follow ng step rr enters the next state 308. Note that,

since [err] is set to zero at the step 306, the next

5 ‘A parameter buffer 428 is used to handle all of the variables associated with
each of the VC's and is implemented using memory. The size of the parameter
. buffer 428 is the number of variables per VC multiplied by the maximum number

of VC’s handled by the bandwidth management unit 420.

- A parameter update unit 430 is connected to the parameter buffer 428 and
10 updates the variables for each of the VC's in a manner described above in

connection with the state diagrams of FIG.'s 5-13.

A cell clock 432 computes the value of s(t) which, as described above, is
" used for determining when a VC transitions from the eligibility queue to the
' departure queve. The cell clock 432 also provides the system time, ¢

15 An eligibility Queue 431 is implemented using memory and stores the VC's
that are in the eligibility state. As discussed above in connection with FIG.'s 5-13,
- VC’s in the eligibility queue are sorted in order of the values of s and qos for each

VC.



.state for [err] will be the departure state 192 shown in FIG S. If the
burst _Dbit indicator, [err] is set at the step 302 but [err] does not have

enough bandwi dth credits or the backlog [err] is zero at the step 304, then
control 15 passes fromthe step 304 to a step 310 where [err] is set
equal [err]WON6@812hat the step 310 is also reached if it irciirseserzosed at
the test step 302 that the burst bit indicator, [err] does not equal one
(i.e., [err] is not transmtting in burst m)de) Following the step 310 is

a step 312 where [err}qéumpiﬁmmctommsmdﬂmmfnﬂi@ehEi%imylcéll’EfoE@t ed
in connection with the step 292 of FIG 8. Followng the 2 step 312

is a step 314 whqsg vith thé vales 6 STdrdcH 6f GEVCoS aamae:&mﬁustwmrd 0 hobid" ']

and [err] is less than one. If not, then control passes fromthe step 314

to the next stat on from J%ﬁﬁ%a @ﬁii t

vari abl e gerr]twl e grezlt‘e r%t‘g?" an anount }hft‘:?g%“f&s%g‘i d-
corresponding to C as time
out). IIof notg theél"werri | ?ﬁﬁiFfd se?lm ess&ﬁ#aﬁgéﬂge%hﬁbeﬁ‘f Qi nmes -
out and control a 0] e p314toastep 316 where [err] is
set equal to [erhec%par&rgsm{g%\%ﬁ ‘he step 316, [err] enters the next
state 308. Referring to FIG 10, a flow di agram 320 |IIustrates the steps
for updatl ng

| A departure queue 436 is implemented using memory ind stores the VC's'
that are awaiting departure from the bandwidth management unit 420. As
discussed above in connection with FIG.'s 5-13, the departure queue 436 contains
VC’s that are sbrteﬁ i’n_-order- of quality of service (qos) for each VC and the
10 priority that is computed for each VC. A select sequencer unit 433 selects, for
each VC, which of the two queues 431, 436 to place each VC according to the

algorithm described above and shown in FIG.’s 5-13.

A priority computation unit 438 computes the pribrity for each of the VC’s
'durihg each iteration. Note that, as discussed above in connection with FIG.'s
15 5-13, once a VC has entered the eligibility queus, the priority can be updated by
| simply summing the value of the priority variable and the 'pmduc{ of the weight w

after each cell arrival is admitted.

The device 420 shown in FIG. 14 can be implemented in a straightforward
manner using conventional VLSI architecture. The cell pool 424, eligibility queue
20 431, departure queue 436, and parameter buffer 428 can be implemented as

memories. The cell pool manager 426, the parameter update- unit 430, the select |
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[err] and [err] the credit variables for [err] Updating [err] and [err]
occurs at the step 158 and-thg step 202 shown in FIG 5, discussed above.
Note that the credit variables are set. according to current systemtinme but
that for the step 202 of FIG 10 5 the tine used is the beginning of
the next cell tiMO%MRI% n order to account for the anmpunt of tiPEIUSISHOIIRS
to transmt a cell at the steps preceding the step 202. Processing begins
at -a current state 322 which_.i;s followed by a step:324 where a value for

[err] is conputed. At sbd;mne&reﬁ.‘!&ﬂépn{amyrcpmpstanomnnaﬂﬁjaﬂdythnnommm 484 ua] be
to the product of [err] (one of the rate variables for [err] and the

di fferences 15 limiplenrenteti leing (VIISIrlbgis yos insplerhéntehe functivhality ldesdribe® aBdve in
which the credit variables. cl and [err] were |last updated, [err] Follow ng

the step 324 is a testeofieefoB#RhFIGISSABTITHAL isf odecdf drdinfry GkRPinGhe hAdin [ err]
The variable [err] is the maxi nrumvalue that the credit variable [err] is -

al I owed to equal and gy ﬁﬁfenﬁﬁe%hm&mtrhiﬂigétﬁe’rﬂhnﬁﬂm By%ﬂ%klfe?riate %gﬁ&nstﬁﬂ

test step 326 [err] is greater than [err] Then control tra

326, 326 of fectivel y SEpepesp PP @l iicmighos Sorf A0 s bapde 0 pl MBychpfts
Fol | owing the step 32%09&1&5‘ﬁeéfneBne33tBorhfna¥yeJkEﬂ in' the 2R cofl IRbemeh B vasdwilitn

is a
management unit 420 in a variety of other manners, inéluding entirely as software

on a very fast processor or as a conventional combination of hardware and

software.

10 . Although the invention has been shown and described with respect to
exemplary embodim_em; thereof, it should be understood by those skilled in the art
that various changes, omissions and additions may be made therein and thereto,

without departing from the spirit and the scope of the invention.
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step 330 where a val ue for [err}—isconputed—in a rranner'sim'lar to the
conputation of [err] at the 324. Following the step 330 are steps 332.

337 Whi ch~set [errI_t_Tﬁ_ngmvmg“ﬂulﬂﬂmterr or [err] i " a manner
simlar to the steps 326, 32 Is set equal to. the

maxi num of wWaes&2ds2rend [err] Fol | ow ng t he step. 334. or the pé&fosstnraogl C. 2
IS not greater than [err] is a step 336 where [err] is set equal to [err]

the current systemtine. The variabl e [err] represents the value of the
“systemtine, t,-anrlables ‘[err] and [err] were | ast
updated. Following the steps 336 is a step 338 where the [err] enters the
10 next appropriate state. Referring to FIG 11, a flow di agram 340
illustrates the step 174 of FIG 5 where [err] is updated by [err] The step

174 of FIG 5 i exeplandwithPma@embdidy @l&hafoi‘%ﬁaﬁfay O@hﬂgng’yggmg N

bandwi.dt h managenent unit requests -changing the

a
[err] by changlg&%ng%mﬁlggomﬁgﬁlgww&@mc ax,'%(’j‘gsouProcessi ng begins

with [err] in an e ity state en the rce node provides

[err] with a comand @hﬂﬁﬁéﬂ %W s.fromthe.step 342to
a test step 344 to p e va ?ﬁ%pdﬁm 'ﬁ

associ at ed data_naq u z.er | f ..control transfers fromthe step
344 back to theP ’éP?é?'b‘f“? @9&?&?@ ﬁ?ﬁf no processing occurs. O herw se,
~if [err] does not equal t hen control transfers fromthe test

step 344 Po a step We“%@'ﬁ]“’ $aid jnppc, for storing said cellsiyi bi ity queue.

Note that, as shown in FIG }74 wher e
. . a first queue comammg pampcu ar ones of the virtual connections, wherein a

relative position of a virtual connection in said first queue is determined by an
eligibility value that varies according to an anticipated data rate associated with the
particular virtual connection and according.to_ an amount of nme that the particular
10 virtual connection has been in said first queue: |
~ asecond queue, coupled to said first queue and containing particular other
ones of the virtual connections, wherein a relative position of a virtual connection
in said second queue varies according 10 a predetermined quality of service that is
assigned to each of the virtual connections; and
15 an output, coupled to said second queue and said cell poo, for transmitting
a cell from said cell pool corresponding to a virtual connection at the front of said

~ second queue.
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42 [err] is updated only occurswhernm ferr] is in the eligi biIity state.
Follow ng the step 346 is _a test ‘s Is determned if as is
greater than zero or less than zer% m ﬁHém l& mleater than 0. then
control transfers fromthe step Oca 5 sWhere [err] is added to
[err] Follow ng W9624213 350 is 5 a step 352 where [err] i JPCT/US6N1208
repositioned in the eligibility queue according to the new value of [err]
Note that, as discussed above in connection with FIG 5, the position of :
[err] in the eligibilidy quebandwidth magagementsystem, Aecoding, tosclaim | .cwherein virtual
[err] If at the test step 348 it is determned-that [err] is less than
zero, then control tr aonadeetiensfhavingtequal eligibildy Salues aestdspzdaﬁztandﬁfa'smmheaccordmg
credit variables, [err] and [err] are 10 exam ned. If at the test
step 354 it is det er mi16 e4ld tphetleteaminkd qudliey of seovicd.err] is | ess than one, then
control transfers fromthe step 354 back to the eligi'‘bility state 342 and
no update of [err] is performed. The steps 348, 354 indicate that-the val ue
of [err] is not decreased if either of the credit variables is | ess than

one. If at the step 33 'tAﬁaﬂ%ﬁﬁﬁaﬁﬂénﬁﬂ@iys&ﬂea&hﬂﬂﬁtch%i:inapKﬂferexﬁ%frﬁJal

and [err] are 15 both greater than or equal to one, then control
transfers fromthe st %ﬁ?x &‘,ﬁg redSih shid!
i ncremented by the ano%ﬁn%%ﬁe&rsﬁaaﬁgteg&g twfa’§§or er@ﬂ%ﬁ?ﬂ@oﬂfe Shd sécond queue

according to a priority assigned to each of said virtual connections.

4, A bandwidth management system, according to claim 3, wherein said
priority varies according to one or more anticipated data rates of each of the virtual

connections.

5. A bandwidth mmagement system, according to claim 3, wherein said
priority varies according to one or more credit variables assigned to each of the
virtual connections, said credit variables being indicative of allocated time slots

provided to each of the virtual connections.
6. - A bandwidth management system, according to claim 3, wherein said

priority varies according o a backlog of cells for each virtual connection that are

awaiting transmission.
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reach the step 356, [err]q WWPT%WO so that at the step 356,
the value of [err] is in fact decreased. FoO ing the step 356 is a step

358 Where the val ue of [er-r-]“m,ﬂﬂ' LESk 0 7 s(f). TT the value of
[err] has been decreased at ¥ Il ,! I’t’m n amount that would 43 make
[err] lesswoReiM28Zt) then control trafsfers=tromthe stepP8&B@iseami208st ep 360

where [err] i's set equal to s(t). The steps 358, 360 serve to.set the val ue
of [err] to the greater of either [err]. or s(t). Following the step 360 or

fol l owi ng the gtep FBardwidtk nizhagemett Systent, acdvadingto Slaim 3, whétei!saido S(1) ,

control transfers to a step 362 where [err] is repositioned in the
11161111y quirgapVart MceRAsg gt mdr npuld s oo chon bk Yimal |,
12 a Tow di agPHeEOf e i coRuryarib) ulghed krgen i e vijud" "' 70,00 1 ©
begi ns at & curPUMeugRs il i ariatids teind sl of Jcald he s bl "0
val e of Lo 112 ool iihS Yl ooBhidSe, 2ha Lok bhoadifeY ctud B el el e

connection that are awaiting transmission.

8. A bandwidth managemehi system, according to claim 7, wherein said data
rates, said credit variables, and said backlog are weighted prior to determining said

priority.

9. A bandwidth management system, according to claim 1, wherein said
system is one of: a pacing unit and an enforcement unit, wherein said pacing unit
reﬁeives cells from a data so’uré‘e node and provides cells to a communication_link,
| and wherein an enforcement unit receives data from a communication link and

5 provides data to a data sink node.

10. A bandwidth manigement sysiem, according to claim 1, further comprising:
feans for estabhshing a virtual connection by specifying initial traffic
parameters; and

means for dropping cells that are received at a rate thgt exceeds that

5 specified by said initial traffic parameters.
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have when [err] tinmes out. That is, [err] equals the future value of the

credit variables [err] when | m om.the eligibility queue.
Since, as discussed in.nore 1 "”MHWQC”MG nafter, [err] is a
function of the credit variabl&s. ¢ etr|man r] 'then cal cul ating the
future val ues of MOMR4212nd [err] is useful for anticipating the PEAUSI6IR08

[err] when [err] is renoved fromthe eI|g| bi I|ty queue and placed in the
departure queue. The yalu r| orlt err], js. determ ned
using the following €duat if ﬁ"‘dré‘ﬁ? Eﬁﬁ?‘hﬁ‘%%ﬂé ¥

vari abl es, the rate varj abl es, Paqu tfge nu er of cel L{e\@?ackl ogged in the
queue. The node requdsedetrgmingd guality of seryice pfpgi;p?ss@ Y€Ses the weights,
[err] for the VC. Accordingly, it is possible for the requesting node to
wei ght ‘the terms differently, depending upon the application. For exanple,
5 If the data is relatively bursty, then perhaps [err] and [err] (the
wei ghts for the ternms2cor Aebindwitith anagement sysient, agrording to elpimal b wheskin lvirtugbr
“than [err] and [err] (the weights for the terns corresponding to the
average data rate). Sonnectionsyhaving equaliguality if service vainesianeiardered inhsaidosecéndogueue

for the data, then [err] (the weight corresponding to the nunber of
backl ogged cel | s) mayctueding tea peibrtyi assigned 1o reach ofl saidwintuileofisetionsh! e f or

13. A bandwidt_l; mmagemnt system, according to claim 12, wherein said |

priority varies according io one or more anticipated data rates of each of the virtual

conneciions. one or more credit variables assigned to each of the virtual

connections, said credit variables being indicative of allocated time slots provided
5 . to each of the virtual connections. and to a backlog of cells for each virtual

connection that are awaiting transmission.

4 A bandwidth management sysiem, according to claim 13, wherein said data
rates. said credit variables, and said backlog are weighted prior to determining said

priority.

15. A bandwidth management sysiem, according to claim 1, further comprising:

a burst bit indicator for indicating whether a virtual connection associated
- with a cell that has been received by said input should be placed directly in said

second gueue.
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10 sonme appl i cations to—&s&r—gn—zeee—t—e—sene of the weights. At the step

374, the value of [err] is c addi ng -t he current val ue of the
credit varrabl es [erT] ndt ilmﬁ "mlj llr] and [err] Note that 1t he
credit variables were updated ion while [err] was in the

el igibilitywessee2 then [err] would equal [err] when [ err] pefliusdeoishgZer O.
Note that [err] is not updated at the 15 . step 374. Follow ng the step -
374 is a test step 376 where [err][ is conpared to.[err] If is greater than

[err] (the maxi g val bfndwidih nianhgement systens \aeebriling te tsiine13, wheteinGardal O/

transfers fromthe test step 376 to a step 378 where the value of [err] 1

is set equal to chhfectionsifvitig Jqﬁilrduaﬂtb%f%&ﬁﬁ:% vai8s ard 763 ﬁi-@dibesa‘i@

value of [err] to the 20 rraxrrrumof [err and [er Not e that?ir the

steps 376, 378, a%&f 1}13 R’ﬁ %pgﬁ or follow ng
the step 376 if f[err[ is t greater than 45° “flerrcji, are eps 380- 382,

whi ch set the value of [err] in a nmanner simlar to settrng t he val ue of N
[err] described above. Followi ng the step 382 or following the step 381 if

1] 1500 a1 Rb oo bl Ll S 16 a1 (77
' | priority varies according to one or more an_ti(:iﬁa‘téd data rates of each of the virwal
| connections, one or more credit variables assigned 10 each of the virtual
connections, said credit variables being indicative of allocated time slots provided
S 1 each of the virtual conncctions. and 1o & backlog of cells for each virtual

connection that are awaiting transmission.
18, A bandwiﬂth inanag'emérit system, according to clai_m 17, wherein said data

rates, said credit variables, and said backlog are weighted prior (o determining said

priority.
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5 di scussed above, the wei ghts are used to-calculate the priority,

[err] Following the step 384-is . I’mmﬁ the priority for_[err]
[err] is calculated in the manne mﬂyﬂﬁ E ow di agram 370. Not e t hat
the weights are s‘ggmfled at the tine that® [errpris initialized and that

t he i nportance of the terns used in the cal culations of [PETUS/208

be enphasi zed or deenphasi zed by 10 setting the value of the weights.
The val ues of one or nore of the weights can be set to zero, thus causing a
termnot to be used i St he A-method of managing & plurglity of yirtpal %@nnmonfmmanas
updated [err] after each [err] cell adm ssion while [err] is in the
eligibility state, as commumicationsaietwark. cpmprising(torwepsf: a pi ecewi se
conputation of [err] that decreases the anount of conputation required to
conpute all of the prioritireceivirig dawa cells,owhextin each cdﬂas%omamdt\hﬂmpmcnlm of
slot when the VC's are transferred to the departure queue (the "B" queue).
Referring to FIG 13, tge ¢irox cdnnagtions; 390 il lustrates in detail the step 180
of FIG 5 where the priority variable, [err] is updated. Note that [err] is

updat ed only |n s esponse t grokifig théreseivedicellein 4 cdlEpdvty updated at the step
174. OQtherw se, the value of 2 0 [err] remains constant while [err] is

o a2} e B 5 Qe gl S i gl
then [err] 46 wherein a relative position of a virtual connection in the first queue is determined |
by an eligibility value that varies according to an anticipated data rate associated
. with the particular virtual connection and according to an amount of time that the
10 particular virtual connection has been in thé first queue;
providing a second queue, coupled o the first queue and containing
particular other ones of the virtual connections, wherein a relative position of a
virtual connection in the second queue vanes according to a pt_'edetemined quality
of service that is assigned to each of the virtual connections; and
15 _ transmitting a cell from the cell pool correspbnding to a virtual connectioﬁ

at the front of the second queue.
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only changes when and if_[err] changes at the step 174 shown in FIG 5.
Fl ow begins at a current state 392 which is followed by a step 394 where
_[erTi—Tsaccessed. lemlllmmummllﬁm r'e-sT'E'ps 396-398wihere- '[—err-]—r-s—

conputed in a manner siml rated in . FIG 12. Note, however,
that at theygée21396, 5 Tefr]tis"subtracted from[err] glhis
stage of the processing, s(t) has al ready been added to [erri at e step
166 shown in FIG 5, and since [err] is being predi cted vvhen [err] -tines

out. Fol | ow ng ?@e SI\'%Ret.ﬁ)&Ba@cro?dlﬁé ﬁ,oarig,???qw Rhﬁﬁ% ! gc&rrput ed in a

manner similar T0 the conputation of 402 or

followng the 10 e the

steps 404, 405 where @%@P&é&éﬁ{é@% *eb%@%%@!ﬂ%&ﬁlj’w@%%@%{l n a

manner simlar tothat | lustrate |nc n nwth FIG 12, described

above. Referri ngueU @m&ib&'ﬁ 5?‘%5 Hﬁﬁljf’gfﬁ"!% illustrates in detail
one possi ble hardware inpl nentation for t he -bandw dt h nanagenent unit. An
i nput 15 . 422 connects the bandw dth nanagenent unit 420 to the source
of the data cells. The input 422 is connected to a cell pool 424 which is
i npl enent ed usi & neAdnehody aecopding toclajm @4“@!"6F@§P’é§m8@# stepedfcel s waiting
for departure fromthe bandw dth managenent unit. In the enbodi nent :
il lustrated herein, mruamawvdfconmuwmavm@nuﬂmw@&wnamasMeof VC s

~that the systemcan accommodate nultiplied by the
_ second queue according to a priority assigned to eéach of the virtual connections.

" 22, A method, according to claim 21, furthér including the step of:
varying the priority 'aéé:ording 10 one or more anticipated data rates of each

of the virwal connections.

23, A method, according to claim 21, further including the step of:
 varying the pnonty according o one or more credit variables assigned o
each of the virtual connections, wherein the credit variables are indicative of

allocated time slots provided to each of the virtual connections.
24, A method, according to claim 21, further including the step of:

varying the priority according to a backlog of cells, for each viral

connection, that are awaiting transmission.
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2'0 ~maxi mum al | owabl e backl ogper—Vvc—+or- exanpl e, for a bandw dth
managenent unit desi gned +e—handl, GadiGa6- V& .t h .a- maxi num backl.og | ength
of; 30 cells. 47 the size of tdﬁla’@m}"ﬁw lﬂmg% x .30 cells. A cell

pool manager 426%@ the cel I's Wt g wi dt h managenent unit 42
I n a manner desc ove in connection with the state di agr arRCTHS1208;
5-13. 5 A paraneter buffer 428 is used to handle all of the

vari abl es associated w.th each.of the VC s and.,is. inpl.e ted using nenory.
The size of the paranme#ter M@PME@WS%%@&%M"&%W%%§%QRVC

mul tiplied by the maxi num nunber of VC s handl ed by the bandw dth
management unit 420. A par Xarvingthe, paerity acqording, troonesor ot anticipated dats rates of each
parameter buffer 428 and. 10 - - updates the variables for each of the VC s
in a manner descr i bedofthewirtial coanentions; ene o more credit yariablesdissignesinte eath of e’ s
5-13. A cell clock 432 conputes the value of s(t) which, as described
above, is used for dewvistual eionmectiohs whereiCthercredit variables are dndicdnive of aljodatelitinye
gueue t.o the departure queue. The cell clock 432 also provides the system
tinme. t 5 slots provided to each of the virtual connections, and according to a backlog of

cells, for each virtual connection, that are awaiting u’ansmission._

26.. A method, according to claim 25, further including the step of:
varying the priority according to weights assigned to the data rates, the

credit variables, and the backlog.

27. A method, according toclaim 19, further comprising the steps of
- establi_shing a vinual_ connection by specifying initial traffic patameters; and
dropping cells that are received at a rate that exceeds that specified by the

initial traffic parameters.

28. A method, according to claim 19, further including the step of:

assigning one of four possible values the predetennmed quality of service.
29. A method, according to claim 28, further comprising the step of:

_ ordering virtual connections having equal quality of service values in the

second queue according to a priority assigned to each of the virtual connections.
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15 An eli gi bili enment ed usi ng rrérmry and

stores the VC s that are.in the eligibility state. As discussed above in
connection with FIG s 5-13, 'M“m Buﬂﬁ ‘b'_l—'_ty queue are sorfed in
- order of the values of s and A conparator 434
conpar es tWO¥282 of S(t) fromthe eI I gi bi I ity cell cloclpctdideénibdgs t he
val ue of s for each of the VC s and determ nes when a VC should transition
fromthe eligibility state to the departure state. Note that, as di scussed
above in conned@i onAnmnethod;| &coudig tclaim:29, ]funhmlmludmmmefslepmfi he
eligibility state to 5 t he departure state when [err] s(t). A

departure queue 436virgingnii pridrity accanding ¢ oMo o EiticipaREE dath tres/5t Sach hat
are awaiting departure fromthe bandw dth nanagenent unit 420. As discussed

above in connegf inervittdl BofreCtions, Sneldt- méﬁ%ﬁiﬂpﬁhﬁu&f to'éfeh ofHedi NS VC s
that are sorted in order of quality of servi ce (qos or each VC and the 10
priority that j Eonde@ions, AWheRdst the \Credit'y Bk#ﬂ e S€I ects,
for-each VC, Whl ch of the two queues 431, 6 to pl ace eaca%i according to

the al gorgi t hm gERGbE RRAKE of i v?ﬂi’w"@oﬁﬂ%cﬂn? axﬁ a¥cdrding to a backlog of

cells, for each virtual connection, that are awamng transmission.

31. A method, according to claim 30, further including the step of:
varying the priority according 1o weights assigned 10 the data rates, the
credit variables, and the backlog. ' | '

32. A method, ‘according to claim 19, further comprising the step of:

placing a virtual connection associated with an admitted cell directly on the
second queue in response to a burst indicator for the virtual connection being set.

33. A method, according to claim 32, further comprising the step of:

ordering virtual connections having equal quality of service values in the
second queue accdrding 10 a priority assigned to each of the virtual connections.

59



A priority conputation unit 438 computes-the-priority for each of the VC s
duri ng each iteration. Note that cussed aboye in connection w'th
FIG's 15 - 5-13, once a VC halﬂm Uﬂ‘l gi bility queue, the
prlorlty can be updat ed by si npl ue of the priorit

vari abl e and: the% OISR 5t t he weight [err] af’fer each cell arr PFA{USPED1208
adm tted. The device 420 shown in FIG 14 can be inplemented in a

strai ghtforward manner using conventional VLSI architecture. The cell pool
424, eligibility queuesd? O A meth$d, 1 acodeding touciaimB3: forthes Gncluding the seepaifer
buffer 428 can be inplenented as nenories. The cell pool manager 426, the
paranmet er update unit 430, valengomb pfibrityAccording 4ol eme ey mérAntitipaed Gita ritky of each
conputation unit 438 and the conpar ator 434 can be inplenmented using VLSl

logic to inplenent th ffw%a%hhécno&eaﬁe' biomdreadw:evmame@mgﬁ&a edth 'of the

FIG's 5-13. That is, o_ne of ordinary skill in the art can inplenent the
bandwi dth management ddswmexhhse Sredil QarfhbRs 'aft BdiiveSof allocated time
current custom VLSI deS| gn tec ni ques Note al so that, based on t

descri ption contai ned fﬁmfeﬁbﬁ I

i npl enent the b ﬁdwi dt¥’ Eat}ig]‘l("a*rfr\%l&sne u Hcﬁﬁe’\sg?ésé y O qg%rr‘%ﬁﬁ‘e’? o,f

Including entirely as Sﬁ; tfwat[.aet:hvmtualc:mmecuon. that are awaiting transmission.

35. A method, according to claim 34, further including the step of:
varying the priority according to weights assigned to the data rates, the
credit variables, and the backlog. |



on a very fast processor or as a conventional conbination of hardware and
software._ 10 - Although the invention has been shown and described

with respect to exenplary enbodi nents thereof, it should be understood by
those skilled in the art that various changes, om ssions and additions may
be made t her VA%#3!% hereto. without departing fromthe spiriRCTAPRISPIIES
scope of the invention. so WHAT IS CLAIMED I S: 1. A bandw dt h
nmanagenent system for managing a plurality} virual data connections
within a communications network, conprising: an input for receiving data
cells, wherein each cell is associated with a particular one of the virtual
connections; :5 a cell pool, cog?-% t'g said input, for storing
said cells; a first gqueue contain ' e t he virtual :
connections, wherein a relative posi&%‘hJI I il éggoconnection in said

first queue is determned by an eligiRl y to
an anticipated data=kate asso -—- i on
and according to @W
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10 virtual connection has been in said first queue; a second queue,

coupled to said first _queue and containipg—pariicular- ot her—eres—of—the
vi.rtual connections, wherein a relative position of a virtual connection in
sai d second queue varies according to a predeterm ned qualitx of service
that is assi g‘ﬁga"?ﬁ"each of the virtual connections; and 15 PCT/US601208
out put, coupled to said second queue and said cell pool, for transmtng a
cell fromsaid cell pool correspondi ng to_&/QirtuaI connection at the front
of said second queue. 51 2. A bandw dt h managenment system according
to claim1, wherein virtual connections qgﬁ%sg ual eligibility values are
ordered in said first queue according to . p@det erm ned quality of.
service. 3. A bandw dt h- managenent system accord
virtual connections havi.ng equal quali re oGﬂ red in
sai d second queue according to a prj f Vi rtual
connections. 4. A bandw dt h manggene _ to claim 3,
wherein said priority varies accofdi i , pat ed dat a

|aim 1, wherein
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eonnections. 5. A bandw dt h managenent system according to claim 3,

wherein said_priority varies accordi-rg—te—ere—or—totre Ccredrt—varTrabtes _
assi gned to each of the virtual connections, said credit variabl es being
i'ndi cative of allocated tine slots provided to each of the \dcrhisedoizo8 -
connect i ons. WO.9624213 pandwi dt h management system according to claim 3,
whereéin said priority varies according tosﬂiackl og of cells for each

virtual connection that are awaiting tran sion. 52 7. A bandwi dt h
managenment system according to claim 3, eigssaid priority varies
according to one or nore anticipated dat es*0f each of the virtual

connections, one or_nore credit vari abl es assi gnedééﬁg each of {bfhe virtual
connections, saidldredit variabl¥8 being indicativ f allocatgd tine slots

provi ded to each afNthe wi commbicdins and t € a_bac o sells f
each virtual corfectCibh - 1 ng e SHT sedish )ed gﬁ?%zb oy dtig6
managenent syst e ABNSa AN Ay | Ql A=A, erern sald dat 2= =~ sai ¢
credit variables. and faj ighéed LOT o adTBr mi i ITHRIZE
“YES_~"31 UPDATE sj VALUE
ve; CELL . ALCEPTED 1
ARRIVAL 180 174 .
| N0 ccorgursp
i _ UPDATE s il b Fy
s SETUP 423 WPOATE Py ) Lt
162
(INITIALIZE )
VCi 144 {70
TERMINATES -
% | (_SeTey )
e ST
PARAMETERS: m ‘ UPDATE VC;

b.. Pi. Simn cima lim.
¥ Vi qos (CSET scdj=0 )~186

QUEST | b, Cipe Lime ¥i.
q0S;

)Y s;=s (t) 1
15 W 14 ° 162 N
140‘ - YES REMOVE FROM 166
: - Alsj, qos;)
164
BI(NSERTPT? | MY
q0si, ril, ' 1~
e 190
e | C s
USE FIF0 196 | |
7 @
UPDATE VC; 202
, PARANETE 3 ) /
i Pi. Sim Cime Lim 194 UPDATE
_ : | USE ENB OF SLOT
VC; UPDATE 18 200
AEQUEST : L
DEPARTUFE FEuE T8
STATE ﬁE B (qos3. Py)
192 REACHES
HEAD OF -
B(gosi, Pi)




priority. 9. A bandwi dth managenment system according to claim 1, V\/nere
said systemis one of ' a pacing unit-and-an—enrercenent u
paci ng unit receives cells froma data source node and provi des cells to a
conmmuni cation |ink, and wherein an enforcenment unit receive IZ'SS%YE{’W a
communi cat i o992 nd 5 provides data to a data sink nodé.

bandw dt h managenent system according tooﬂfi m 1, further conpri sing:
means for establishing a virtual connecti y specifying initial traffic
paranmeters; and neans for dropping cells that are received at a rate that
exceeds that 5 specified by said |n|Ft-‘-gg tﬁffi c paraneters. 53 11.
“A bandw dt h managenent system accordi ng’t®*cl a 1, wherein said
predeterm ned quality of service has four gos3gible values. 12. A

bandwi dt h management system according to cTHp Meifjp wherei n g3 t ual
connections having equal quality of service aFues are ordergd in said
second queue according to a priority assignell tq each of S};z vi rt ual

connecti ons. 222

223




13. A bandw dt h managenent system according to claim 12, wherein said
‘priority varies according to one or pre—aht-cipated-dat a
the virtual connections, one or nore credit variables assigned to each of.
t-he virtual connections, said credit variables being indicati @?
al'located tiW@%RE nrovided 5 to each of the virtual Pf‘ﬁﬁ'ﬁg 128hs
and to-a bacldog of cells for each virtual .connection that are awaiting
transm ssi on. 14. A bandwi dt h nanagenenﬁ Qystem according to claim13,
wherein said data rates, said credit variables, and said backlog are
wei'ghted prior to determning said priority. 15.- A .bandw dth managenent
system according to claim1, further conprising: a burst bit indicator for
i ndi cati ng whether a virtual connection associated with a cell that has
been received by said input should be placed directly in said second queue.
54 16. A bandwi dt h managenent systefI@gcofding to claim 15, wherein
virtual connections having equal quality of service values are ordered in
said second queue according to a priority assigned gy each of said virtual

connecti ons. - 248 \
240 - ADD NEW
| N CELL TO END
NEW CELL 242 203 yes) 246
ARRIVAL _
241 FROM VC4 0 \JES YES NEW IS
nj _ CLP=0
NO NO NO
9685 : 244 -
§

2 — YES
;=0 J—{ DAOP NEW CELL )
1N
262 NO

ADD NEW
CELL TO END

DROP NEW CELL
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17. A bandw dt h managenent system according to claim 16, wherein said

priority varies according to one or_npre anticipated data-+ates—ef—each—of
t he~vitTTual connectlons, one or nore credit vari abl es assigned to each of
t‘he virtual connections,-sald credit variables being indicatiy

al | ocated tiwo92428% provided 5 to each of the virtual Pﬁﬁﬁ?@'ﬁ'”@ns
and to a backlog of cells for each virtual, ,connection that are awaiting
transm ssi on. 18. A bandwi dt-h nanagenenﬁ/gystenl according to claim17,
wherein said data rates, said credit variabl es, and sai d backl og are

wei ghted prior to determning said priorﬁ?&% A met hod of managi ng
a plurality of virtual data connectlons I'n a connunlcatlons net wor k,
I‘;ﬁlaﬁt%ﬂcel wherein each cell is

5

conprising the steps pof”
associated with a pa
storing the receiveg
cont ai ni ng parti cul
position of a virtua
eligibility value that
associ at ed
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gueue i s determYed an
Oant i ci pat ed data ra?ay :
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with the particular virtual connection and according to an amount of time

t hat_the 10 particular virtual connection. has been in the first queue;
provi di ng a second queue, coupled to the first queue and contai ni ng

parti cul ar opagr gnes of the virtual connections, wherein a relative
position of a P42 connection in the second queue varies BEE@SHNPS o a
predeterm ned quality of service that is a ﬁigned to each of the virtua
connections; and 15 : transnittinz cell fromthe cell poo
corresponding to a virtual connection at the front of the second queue. 56
20. A nmet hod, according to clgmwqp 19, further conprising the step of:
ordering virtual connectionsghg ' ual eligibility values in the first
gueue according to the pregerd r~oeal ity of service. 21. A met hod,
according to claim19, frther Opri si ng\} he step of: ordering virtual
connections havi ng equaf qualityjfof>M&ervicd values in the second queue
according to a priority assigned{to Tach of} the virtual connections. 22.

A nmet hod, according tojclaim 21 urther ingluding the step of: varying the

priority according to ¢gne or ngre ntigi patkd data rates of each §
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of the virtual connections. 23. A nmet hod, according to claim21, further

i ncludingthe step of~—varying the pLLam¢¢qL4axmu4qupin one or more _credit

vari abl es assigned to each of the virtual connections, wherein the credit
vari abl es are_indica }lve of allocated tine slots prOV|ded to each of the
virtual conneXPPHRE! A nmethod, according to clai m 21, PFLUS6M1208
including the step of: varying the priority according to a baddog.of cells,
for each virtual connection, that are awai 8f8g.transnission. 57 .25. A
met hod, according to cIa|n121 further including the step of: varying the
priority according to one or nore anticipated data rates of each of the
virtual connections, one or nore credit variables assigned to each of the
virtual connections, wherein the.credit fdi@abl $& are indicativg,of
allocated time 5 slots provided to each of jgge virtual co '
and-according t6 a bagklog of cells, for each virual connecti
awai ting transyn : 5.2 :Fﬁ 1 [
i ncluding the § [
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gredit variables, and the backlog. 27.

further comprising the—steps of establishing a-wrtual

specifying initial

28. A net hotf?
assi gni ng one of four
29. A met hod,
ordering virtua

traffic paraneters;
at a rate that exceeds that specified by the initia
ding to claim19, further

possi bl e values the predeterm ned quality of service.
according to claim 28, furaﬂpr conprising the step of:

connections having equal quality.of service values in the

I ncl udi ng -t he

A met hod, according to claim 19,

connecti-on hy

" second queue according to a priority assigned to each of the virtual

connections. 58 30.
the step of:
rates of each of the virtua
assigned to each ¢f the virtual
are indicative oféﬂlocated time S
virtual connectiofs
that & awaiti ngpt=

connecti on,

A met hod,

according to claim 29,

further incl

and dropping cells that are received
traffic _paraneter

§oes1208

S.

udi ng

varying the priority according to one or nore anticipated data

5
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31. A met hod, according to claim30, further including the step of:
varying the priority according to weights assigned to the data_rates, the
credit variables, and the backl og. 32. A nmet hod; according to claim 19,
further conprising the step of: placing a virtual connection associ ated
with an admtted cell directly on the second queue in response to a burst

i ndicator for the virtual connection being set 33. A net hod, according to
claim 32, further conprising the step of: ordering virtual connections
having equal quality of service values in the second queue according to a
priority assigned to each of the virtual connections. 59 34. A et hod,
according to claim33, further including the step of: varying the priority
according to one or nore anticipated data rates of each of the virtual
connections, one or nore credit variables assigned to each of the virtual
connections, wherein the credit variables are indicative of allocated tine

5 slots provided to each of the virtual connections, and according to
a backlog of cells, for each virtual connection. that are awaiting

transm ssion. 35. A method, according to claim34. further including the
step of: -
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