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rel at es twoaemmaese cati on networks and, in particular, to tlag/usoz/essenti on of
deni al of service attacks in a public conmmunication network, for exanple,
the Internet. Still nore particularly, the present invention relates to
net hod, system and apparatus for prevehtli'ng deni al of service attacks in a
comuni cati on network having a shared network infrastructure by separating
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implement a network architecture and protocol that achieve a specified QoS and ensure sufficient
access capacity and network resources are available for communication with other VPN sites
separate from communication with hosts that are not part of the VPN.

In Internet Protocol (IP) networks, a straightfofward approach to achieving QoS and
implémenting admission control comparable to that of connection-oriented network services, |
such as voice or Asynchronous Transfer Mode (ATM), is to emulate the same hop-by-hop

* switching paradigm of signaling resource reservations for the flow of IP packets requiring QoS.
In fact, the IP signaling standard developed by the Internet Engineering Task Force (IETF) for
Integrated Services (Intserv) adopts precisely this approach. As described in IETF, RFC 1633
(June 1994) R. Branden et al., “Integrated Services in the Internet Architecture: an Overview”.
Intserv is a per-flow IP QoS architecture that enables applications to choose among multiple,

controlled levels of delivery service for their data packets. To support this capability, Intserv

permits an application at a transmitter of a packet flow to use the well-known Resource



permts an application at a transmtter of a packet flowto use the

wel | - known Resource WO 02/ 076050 PCT/ US02/ 08637 -2 ReSerVation Protocol
(RSVP) dewpreed7deyo | ETF RFC 2205 [ Sept enmber 1997 - R Br an@em/us02/68637
"Resource ReSerVation Protocol (RSVP) - Version 1 Functional
Specification"] to request a desired Qo§ class at a specific |evel of
capacity fromall network elenents along“he path to a receiver of the
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per f or mance , expensi processor conponent within each boundary or
core | P rwuther IR getivarkdl®e t he ext ensive processing required by such

signaling. RSV%lthough conceptually very simple, the admission control technique illustrated in Figure
1 has a number of drawbacks. Most importantly, Intserv adrhission control utilizing RSVP has
limited scalability because of the processing-intensive signaling RSVP requires in the service
provider’s boundary and core routers. In partiéular, RSVP requires end-to-end signaling to
request appropriate resource allocation at each network element between the transmitter and
receiver, policy queries by ingress node 12b-12d to determine which flows to admit and police
their traffic accordingly, as well as numerous other handshake messages. Consequently, the
processing required by Intserv RSVP signaling is comparable to that of telephone or ATM
signaling and requires a high performance (i.e., expensive) processor component within each
boundary or core IP router to handle the extensive processing required by such signaling. RSVP
signaling is soft state, which means the signaling process is frequently refreshed (by default once

every 30 seconds) since the forwarding path across the IP network may change and therefore



signaling is soft state, which nmeans the signaling process is frequently
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Di ffserv apnditigning sipomeniclyrig the Dtl serg domiageand érgf;ﬁc rwarding within the Diffserv

domain. The marking (i.e., classification) and conditioning operations need be implemented
only at Diffserv hetwork'boundaﬁes. Thus, rather than requiring end-to-end signaling between
the transmitter and receiver to establish a flow having a specified QoS, Diffserv enables an
ingress boundary router to provide the QoS to aggregated flows simply by examining and/or
marking each IP packet’s header.

Although the Diffserv standard addresses Intserv scalability limitation by replacing
Intserv’s processing-intensive signaling with a simple per packet marking operation that can
easily be performed in hardware, implementation of the Diffserv protocol presents a’ different
type of problem. In particular, because Diffserv allows host marking of the service class, a
Diffserv network customer link can experience a Denial of Service (DoS) attack if a number of
hosts send packets to that link with the DS field set to a high priority. It should be noted that a

set of hosts can exceed the subscribed capacity of a Diffserv service class directly by setting the



D ffserv network custoner |ink can experience a Denial of Service (DoS)
attack if a nunber of hosts send packets to that link with the DS field
set to a Wogh/opsority. It should be noted that a set of poodtss2/esss7 exceed
t he subscribed capacity of a Diffserv service class directly by setting the
WD 02/ 076050 PCT/ US02/ 08637 4 DSCP or indirectly by submtting traffic
that is classified by sonme other router or device to a particular DSCP. In
Diffserv, an IP network can only protect its resources by policing at the
ingress routers to. ensure that each' custoner interface does not exceed the
subscri bed capacity for each Diffserv service class. However, this does
not prevent a DoS attack. Figure 2 depycts a DOS attack scenario in an
exenplary IP network 10" that inplenments the conventional Diffserv
protocol. In Figure 2, a nunber of ingress nodes (e.g., ingress boundary
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are susegsgssiugdara roeteniol2a’.aAdthpegr eashdngnessomasios d2hpaioss incomtieg packstsrip.
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communication protocol that, unlike conventional Intserv implementations, is highly scalable
and yét protects against the DoS attacks to which conventional Diffserv and other networks
are susceptible'.

A network architecture in accordance with the present. invention includes a
communication network that supports one or more network-based Virtual Private Networks
(VPNs). The communication network includes a plurality of boundary routers that are connected
by access links to CPE edge routers belonging to the one or more VPNs. To prevent traffic from
outside a customer's VPN (e.g., traffic from other VPNs or the Internet at large) from degrading
the QoS provided fo traffic from within the customer’s .VPN, the present invention gives
precedence to intra-VPN traffic over extra-VPN traffic on each customer’s access link through
access link prioritization or access link capacity allocation, such that extra-VPN traffic cannot
interfere with inter-VPN traffic. Granting precedence to intra-VPN traffic over extra-VPN
traffic in this manner entails special configuration of network elements and protocols, including
partitioning between intra-VPN and extra-VPN {raffic on the physical access link and access

network using layer 2 switching and multiplexing, as well as the configuration of routing



interfere with inter-VPN traffic. Ganting precedence to intra-VPN traffic
over extra-VPN traffic in this manner entails special configuration

of net wor kweloefeqnses and protocol s, including partitioningPogtusersesnt ra- VPN
and extra-VPN. traffic on the physical access link and access network
using layer 2 switching and nmultiplexing, as well as the configuration of
routing WO 02/ 076050 PCT/ US02/ 08637 - 5 protocols to achieve | ogica
traffic separation between intra-VPN traffic and extra-VPN traffic at the
VPN boundary routers and CPE edge routers. By configuring the access

networ ks, the VPN boundary routers and" CPE edge routers, and the routing
protocol s of the edge and boundary regters in this manner, the high-Ievel
service of DoS attack prevention is achieved. Additional objects, features,
and advant ages of the present invention will becone apparent fromthe
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i s therefor eTNshRR aahfed BhlRvERE M ctstiSBT e i chBOPIreabt Btk in !ﬁlegwts&ad%d
depicts an exenplary conmuni cati on network that, in accordance wth a
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solution to the DoS attack proble Fi %ure 5 is a nore detail ed bl ock
di agram of aFigyee dWspistsaronzerjionablptegratedderviesy (Iptservy peiwork thahimplpments o

net wor -rfftiiir LS irsted in Figures 4 and 7; Figure 6Ais a nore
det ai | b ockkz%gi agl_ra of @ QoS-aware boundary router w thout

Figure 2 illustrates a conventional Differentiated Services (Diffserv) network that
implements QoS on aggregated traffic flows utilizing DSCP markings in each packet header and
is therefore vulnerable to a Denial of Service (DoS) attack; '

Figure 3 depicts an exempiary communication network that, in accordance with a
preferred embodiment of the present invention, resists DoS attacks by partitioning allocation

. and/or prioritizeition of access capacity by reference to membership in Virtual Private Networks
(VPNS); '

Figure 4 illustrates an exemplary network architecture that provides a CPE-based VPN
solution to the DoS attacklproblem;

Figure 5 is a more detailed block diagram of a QoS-aware CPE edge router that may be
utilized within the network architectures depicted in Figures 4 and 7;

i Figure 6A is a more detailed block diagram of a QoS-aware boundary router without
VPN function that may be utilized within the network architectures illustrated in Figures 4 and
7; o

Figure 6B is a more detailed block diagram of a QoS-aware boundary router having
VPN function that may be utilized within the network architecture illustrated in Figure 4;

Figure 7 illustrates an exemplary network architecture that provides a network-based VPN



VPN function that maybe utilized within the network architectures
illustrated in Figures 4 and 7; Figure 6B is a nore detail ed bl ock diagram
of a QuS-waarem7desundary router having VPN function that may/use2/otest i zed
within the network architecture illustrated in Figure 4; Figure 7
illustrates an exenplary network architecture that provides a network-based
VPN WO 02/ 076050 PCT/ US02/ 08637 - 6 solution to the DoS attack probl em
and Figure 8 is a nore detailed bl ock diagramof a QS-aware VPN boundary
router that may be utilized within the network architecture depicted in
Figure 7. Wth reference again to the figures and, in particular, with
reference to Figure 3, there is depi<b6ed a high |evel block diagramof an
exenplary network architecture 20 that, in accordance wth the present

i nvention, provides a scal able nethod of providing QoS to selected traffic

whi | e wlﬁgcﬁptbltﬁ@D@S\{ttgémbPﬁi vaje Network (VPN) custoner's access and
trunk network |inks agai nst DC)S attacks. Simlar to the prior art network
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which two are shown in the figure. as identified by the access I'i nks of
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(LANs)._The service, prqvider netvvork pased_ V support. many nor

cust omePeS atiagks: Hianilardo heawier At netwiosk Hlugtrated in I*Figtnw@ BRp atchitechfuliotat i on
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network of the“prior art described above with respect to Figure 2 were
i npl eneﬁrtsemtwbﬂ@eoucgmst@nm@é esdan ERfork sefortowhuak penving castodgr Soveguhed t o
CPE edg{%ur SIPGS respec:f?t vely identified by letters a through d. Each CPE ER provides network service
to a customer’s local area networks (LANs). The service provider network-based VPN may
support many more customers than the two shown in this figure.
In the exemplary communication scenario depicted in Figure 3, hosts within the LANs of
the first VPN customer coupled to CPE edge routers 24b-24d, those within a second VPN
customer’s LANs coupled to CPE edge routers 25a-25d, as well as sites coupled to other
unillustrated CPE edge routers linked to boundary routers 22a-22d, may all transmit packet
flows targeting the LAN coupled to the first VPN customer CPE edge router 24a. If the
conventionai Diffserv network of the prior art described above with respect to Figure 2 were
implemented, the outgoing access link 1 of boundary router 22a coupled to CPE edge router 24a
could be easily overwhelmed by the convergence of these flows, resulting in a DoS. However,
in accordance with the present invention, Diffserv network 21 of Figure 3 prevents a DoS attack
from sites outside the VPN by directing intra-VPN traffic to a first logical port 27 on physical
access link 1 of boundary fouter 22a, while directing traffic from other VPNs or other sites to a

second logical port 28 on‘physical access link 1 of boundary router 22a.



coul d be easily overwhel ned by the convergence of these flows, resulting in
a DoS. However, in accordance with the present invention, D ffserv network
21 of Fi gawpe2®7gsevents a DoS attack from sites outside Paa/vseNMdsy7
directing intra-VPN traffic to a first |logical port 27 on physical access
link 1 of boundary router 22a, while directing traffic fromother VPNs or
other sites to a second |ogical port 28 on physical access link 1 of
boundary router 22a. WO 02/ 076050 PCT/US02/ 08637 - 7 To prevent traffic
fromoutside a custoner's conmmunity of interest (e.g., traffic from other
VPNs or the Internet at |large) fromdegrading the QoS provided to traffic
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hosts in the sane business enterprise), the present invention either
prioritizes intra-VPN traffic over extra-VPN traffic, or allocates access
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Figures 4-8, at least two classes of Inplenentations of the generalized
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the high-level service of DoS attack prew}ention, as detailed below. Conventional Diffserv and

CPE edger router IPsec-based IP VPN implementations, by contrast, do not' segregate traffic
destined for sites within the same VPN (i.e., intra-VPN traffic).and traffic sent from other
regions of the Internet (i.e., extra-VPN traffic).

Referring now to Figures 4-8, at least two classes of implementations of the generalized
network architecture 20 depicted in Figure 3 are possible. In particular, a network in accordance
with the present invention can be realized as a CPE-based VPN implementation, a's'described
below with reference to Figures 4-6, or as.a network-based VPN implementation, as described
below with reference to Figures 7-8. l

Referring first to Figure 4, there is illustrated an exemplary network architecture 30 that
employs a CPE-based VPN to resist DoS attacks. The depicted network architecture includes a
Diffserv-enabled IP VPN network 44, a best effort TP public network 46, and a plurality of
customer Local Area Networks (LANs) 32. Customer LANSs 32 each include one or more hosts

48 that can function as a transmitter and/or receiver of packets communicated over one or both



below with reference to Figures 7-8. Referring first to Figure 4, there is
illustrated an exenplary network architecture 30 that enploys a CPE-based
VPN t o r e&DIR/0B0S att acks. The depi cted network architect iCa/isazbssdes a
Diffserv-enabled IP VPN network 44, a best effort IP public network 46, and
a plurality of custoner Local Area Networks (LANs) 32. Custoner LANs 32
each include one or nore hosts 48 that can function as a transmtter
and/ or receiver of packets communi cated over one or both WO 02/ 076050

PCT/ US02/ 08637 -8 of networks 44 and 46. In the exenplary inplenmentation
illustrated in Figure 4, it is assumed that customer LANs 32a and 32b
belong to the sane community of interest (i.e.,VPN), such as a business
enterprise. Each customer LAN 32 is coupled by a respective CPE edge router
34 and physical access link 35 to a respective access network (e.g., an L2
access BEh ML 448ndAGC 98 etk Ialf§ @ﬁeﬁt@goﬁsﬁﬁs@ﬂg@ 1rf'ﬁgﬁr@4 fit fsSksunfed
access | ogical connection to a ound y - router- ffserv-enabl ed
| P VPN ﬂxatmtdmetLAaNdna aeld@bdelodgicthesame oagnmahltyoﬁntamd:st Gre., VBN, socuaschar y
router R) 42 of best effort IP public network 46. As illustrated in

Fi gure ’%FSBFP*FB?HSﬁg line styles representing intra-VPN and extra- VPN
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These i mpl bl thg%let(\)nposrk & 1tgcan(1:r% 11?ustr%{ea {g%rllg 9 Isjoé attacks gnglnatmg ou? Yd¢ of the

IP VPN are prevented by conﬁguration‘ of boundary routers 40a-40b and 42a-42b to

r

appropriately utilize the two logical connections of access networks 38a and 38b to grant
precedence to intra-VPN traffic. For example, in a first configuration, a higher priority is
.assigned to the L2 access logical connection ‘with Diffserv-enabled IP VPN network 44 than to
the L2 access logical connection with best effort public IP network 46. L2 access networks that
support such prioritization of access links 35 include Ethernet (e.g., utilizing Ethernet priority), -
ATM (e.g., utilizing ATM service categories), and many frame relay (FR) network
. implementations. These implementations can each be provisioned utilizing well-known
techniques. With this configuration, each boundary router 40 of Diffserv enabled IP VPN
network 44 shapes the transmission rate of packets to its logical connection to access network 38
to a value less than that 6f the access link to prevent starvation of the L2 access logical
connection to best effort IP public network 46. Alternatively, in a second configuration,
boundary routers 40a-40b and 42a-42b may be individually configured to shape the traffic
destined for each L2 access network logical connection to a specified rate, where the sum of

these rates is less than or equal to the transmission capacity of the physical access medium



techniques. Wth this configuration, each boundary router 40 of Diffserv
enabled IP VPN network 44 shapes the transm ssion rate of packets to its

| ogi cal cwpreordsn to access network 38 to a val ue | ess Poarusotrete3nf t he
access link to prevent starvation of the L2 access logical connection to
best effort IP public network 46. Alternatively, in a second configuration,
boundary routers 40a-40b and 42a-42b nmay be individually configured to
shape the traffic destined for each L2 access network | ogical connection
to a specified rate, where the sumof these rates is |less than or equal to
the transm ssion capacity of the physical access medi um WO 02/ 076050

PCT/ US02/ 08637 -9 |inking CPE edge rogters 34 and access networks 38. In
either of these alternative configurations, boundary routers 40 and 42
perform scheduling and prioritization based upon packets' DSCP mar ki ngs
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since-the Shapers” are on-separate boun ers

non- wor tetworkset maygasebestefiontgrafic aessuftaed WedriP peflyeneerkAowThe sédogdr e,
5 there is illJustrated a re detailed block diagramof a _(QoS-aware CPE
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ports 60, I ch provi connect or a correspondi ng nu cust oner
LANs 3240 &l 42shapptirefficiin abéogdanee withlthd\secpind tonfi@aration comseticedsstoapacityust onmer

LAN 32 (0l 8 PR 0 108 48 Lo REC YL oA A ek
are on separate boundary routers 40 and 42, only non-work-conserving scheduling is possibie. |
With reference now to Figure 5, there is illustrated a more detailed block diagram of a
QoS-aware CPE edge router 34 that may be utilized within the network architecture depicted in
Figure 4. Asillustrated, CPE edge router 34 includes a number of LAN ports 60, which provide
connections for a corresponding number of customer LANs 32. For example, in Figure 5, LAN
port 60a is connected to a customer LAN 32 includiﬂg a number of hosts 48 respectively
assigned 32-bit IP addresses “a.b.c.d,” “a.b.c.e.,” and “a.b.c.f.” _ .
) Each LAN port is also coupled to 2 forwarding function 62, which forwards packets
between LAN ports 60 and one or more logical ports (LPs) 66 residing on one 6r more Wide
Area Network (WAN) ‘physicail ports 64 (only one of which is illustrated). LPs 66, which each
comprise 5 layer-2 sub-interface, may be implemented, for example, as an Ethernet Virtual LAN
(VLAN), FR Data Link Connection Identifier (DLCI), ATM Virtual Channel Connection
(VCC);,or Point-to-Point Protocol (PPP)/ High-Level Data Link Control (HDLC) running on a
Time Division Multiplexed (TDM) channel. WAN physical port 64 employs a scheduler 68 to

multiplex packets from logical ports 64 onto the transmission medium of an access network 38



Each LAN port is also coupled to a forwarding function 62, which forwards
packets between LAN ports 60 and one or nore |ogical ports (LPs) 66

resi di ng wo oenes00¢ nore Wde Area Network (WAN) physi cal poaruse2/é8631 onl y
one of which is illustrated). LPs 66, which each conprise a |layer-2
sub-interface, may be inplenented, for exanple, as an Ethernet Virtual LAN
(VLAN), FR Data Link Connection ldentifier (DLCl), ATM Virtual Channel
Connection (VCC),,or Point-to-Point Protocol (PPP)/ High-Level Data Link
Control (HDLG running on a Time Division Miltiplexed (TDM channel. WAN
physi cal port 64 enploys a scheduler 68 to nultiplex packets from | ogical
ports 64 onto the transm ssion nedi umi® an access network 38 WO 02/ 076050
PCT/ US02/ 08637 -10- and forwards packets received fromaccess network 38 to
t he respective | ogical port utilizing a formarding function 70. Wen a LAN
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specified utilizing a prefix or range, or null (indicated by “-”). For example, the SAs of hosts 48
of LAN 32 are fully specified utilizing 32-bit IP addresses, DAs of several destiﬁatiop hosts are
specified utilizing 24-bit IP address préﬁxes that identify particular IP networks, and a number of
index values and one policing value are null. In general, the same policer, marker, and/or shaper
values, which for Intserv flows are taken from RSVP RESV messages, may be specified for
different classified packet flows. For example, classifier table 82 specifies that policer P1 and
marker M1 will process packets from any SA marked with DSCP “101” as well as packets
having a SA “a.b.c.e” marked with DSCP “010.” However, classifier table 82 distinguishes
between flows having different classifications by specifying different destination LP values for
traffic having a DA within the VPN (i.e., intra-VPN traffic) and traffic addressed to hosts
elsewhere in the Internet (i.e., extra-VPN traffic). Thus, because IP address prefixes “r.s.t,”
“w.x.y,” and “l;m.n” all belong to the same VPN as network 32, traffic rhatchirig these DAs is
sent via LP-1 66a to other sites within the same VPN over the Diffserv-enabled IP VPN network
44 while all othe; traffic is sent via LP-2 66b to best effort IP public network 46.



marker M w || process packets fromany SA marked with DSCP "101" as wel |
as packets having a SA "a.b.c.e" marked with DSCP "010." However,

cl assi fi ewotoalor@s82 di sti ngui shes between flows havi ng diPCirarsenose3?
classifications by specifying different destination LP values for traffic
having aDA within the VPN (i.e., intra-VPN traffic) and traffic addressed
to hosts elsewhere in the Internet (i.e., extra-VPN traffic). Thus,
because | P address prefixes "r.s.t,"” "wx.y," and "l.mn" all belong to
the sane VPN as network 32, traffic matching these DAs is sent via LP-166a
to other sites within the same VPN over the D ffserv-enabled I P VPN network
44 while all other traffic is sent vialkP-2 66b to best effort IP public
network 46: WO 02/ 076050 PCT/US02/ 08637 -11 The |ogical port 66 and LP
queue to which packets are forwarded can be determined by static
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schedul eaparisy er thegstialds, lsodhi asdl andomtEagly detlelngEIh)am w@ecﬂulaf%ltbentserwm LPrate

r2. Finall s~ hot ed ove edul er 6 WAN Vi ces

e var bt B2 R SR Rt e B R PRt P HEh Ak IR BRE Db BBl

net wor kpgérity, Weighted Round Robin (WRR), Weighted Fair Queuing (WFQ) or Class-Based
Queuing (CBQ). For example, in the illustrated embodiment, scheduler 90 of LP-2 66a

implements WFQ based upon the weight w; associated with each LP queue i and the overall
WEFQ scheduler rate r, fbr logical port 2, thereby shaping traffic to the. rafé r;. Finally, as noted
above, scheduler 68 of physical WAN port 64 services the various logical ports 66 to control the
transmission rate to access network 38. v :
CPE edge router 34 receives packets from access network 38 at WAN physical port 64
and then, utiliziﬁg forwarding function 70, forwards packets to the appropriate logical port 66a
or 66b as indicated by configuration of access network 38 as it maps to the logical ports. At
each logical port 66, packets pass through a classifier 100, which generally employs one or more
indices within the same set of indices discuésed above to access a classifier table 102. In a
typical implementation, the lookup results of classifiers 100 are less complex than those of
classifier 80 because policing and marking are infrequently required. Thus, in the depicted
embodiment, packets are forwarded by forwarding function 62 directly from ‘classiﬁers 100 of

logical ports 66 to the particular queues Q0-Q2-of LAN port 60a Specified in the table lookup



CPE edge router 34 receives packets from access network 38 at WAN physi cal
port 64 and then, utilizing forwarding function 70, forwards packets to
t he appr oppicawegsosogi cal port 66a or 66b as indicated by ®amfisguoesssi on of
access network 38 as it maps to the logical ports. At each |ogical port
66, packets pass through a classifier 100, which generally enploys one or
nore indices within the sane set of indices discussed above to access a
classifier table 102. In a typical inplenentation, the | ookup results of
classifiers 100 are | ess conplex than those of classifier 80 because
policing and marking are infrequently required. Thus, in the depicted
enbodi nent, packets are forwarded by 413 wardi ng function 62 directly from
classifiers 100 of |ogical ports 66 to the particul ar queues Q- Qof LAN
port 60a pecified in the table | ookup WD 02/ 076050 PCT/ US02/ 08637 -12
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Ca) as fserv=enabled Togical port and a sec ogl cal port-(i.e.,
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received at LP-2110b "with DSCP 000, thus identifying the packets as
best - effogtt traffic. Classifier 120 of LP-1 110a, by contrast, utilizes
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rout er r3éfer 42 ffvairds the network core, classifier 124 of LP-2 110b directs all packets to marker MO
in accordance with classifier table 126. Marker MO remarks all packets received at LP-2 110b
with DSCP 000, thus identifying the packets as best-effort traffic. Classifier 120 of LP-1 110a,
' by contrast, utilizes classifier table 122 to map incoming packets, which have already received
DSCP marking at a trusted CPE (e.g., service provider-managed CPE edge router 34), into
queues Q0-Q2 on PHY-1 116a, which queues are each associated with a different level of QoS.
Because the packets have already been multi-field classified, marked and shaped by the trusted '
CPE, boundary router 42 need not remark the packets. If, however, the sending CPE edge router
. were not a trusted CPE, boundary router. 42 would also need to remark and police packets
received at LP-1 110a. ' |
Following classification (and marking in the case of traffic received at LP-2 110b), traffic
is forwarded to an appropriate physical port 116 or logical port 110 by forwarding function 118,
In contrast to edge router 34 of Figure 5, which utilizes classifiers to perform the full forwarding.
'lookup, boundary router 42 employs an alternative design in which forwarding function 118

accesses forwarding table 128 with a packet’s DA to determine the output port, namely, LP-1



gueues QO- @@ on PHY-1 116a, which queues are each associated with a
different level of QS. Because the packets have already been multi-field
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not remark the packets. If, however, the sending CPE edge router were not
a trusted CPE, boundary router. 42 would also need to remark and police
packets received at LP-1 110a. Followi ng classification (and marking in
the case of traffic received at LP-2110b), traffic is forwarded to an
appropri ate physical port 116 or |ogical port 110 by forwardi ng function
118. In contrast to edge router 34 of Figure 5, which utilizes classifiers
to performthe full forwarding. |ookidd boundary router 42 enploys an
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desired QoS since the source CPE has policed and marked the flow with appropriate DSCP

value. Although a best-effort customer is capable of receiving higher quality traffic, preventing
such a —one-way differentiated service would require significant additional complexity in the
classifier and include distribution of QoS information via routing protocols to every edge router
in a service provider network.

~ With reference now to Figure 6B, there is depicted 4 more detailed block diagram of a
QoS-aware VPN boundary router 40, which may be utilized to provide Diffserv-enabled and
DoS-protected VPN service within the network architecture depicted in Figure 4. As shown,
* boundary router 40 includes a plurality of physical ports 226 for connection to core routers of
Diffserv-enabled IP VPN network 44, a plurality of Diffserv-enabled logical ports 224 coupled
to an accéss network 38 by a forwarding function 220 for incoming packets’and a scheduler 222
for outgoing packets, and a forwarding function 228 that forwards packets between logical ports

224 and physical ports 226. - | ‘
Each Diffserv-enabled logical.port 224 implemented on boundary router 40 serves a

respective one of a plurality of VPNs. For example, Diffserv-enabled logical port LP-A 224a



in a service provider network. Wth reference nowto Figure 6B, there is
depicted a nore detailed block diagramof a QoS-aware VPN boundary router
40, whi chwoa/ob@sutili zed to provide Diffserv-enabl ed and PCDaSoposssect ed
VPN service within the network architecture depicted in Figure 4. As shown,
boundary router 40 includes a plurality of physical ports 226 for
connection to core routers of D ffserv-enabled IP VPN network 44, a
plurality of Diffserv-enabled |ogical ports 224 coupled to an access
network 38 by a forwarding function 220 for incom ng packets and a,
schedul er 222 for outgoing packets, and a forwarding function 228 t hat
forwards packets between | ogical portsl4224 and physical ports 226. Each
D ffserv-enabl ed | ogical port 224 inplenmented on boundary router 40 serves
a respective one of a plurality of VPNs. For exanple, Diffserv-enabled
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the topnost MPLS | abel ‘determ Res the destination boundary router whil
the bot distingstshel ditoat logitat martsiin gt tovEng adernedion dor mipiiple VPNs can be associated

with a tunnel in a nested manner. For example, i in the Border Gateway Protocol (BGP)/MPLS
VPNs described in IETF RFC 2547 [March 1999 — E. Rosen et al., “BGP/MPLS VPNs”], the

topmost MPLS label determines the destination boundary router while the bottommost label

determines the destination VPN.

In operation, a classifier 230 on each of Diffserv-enabled logical ports 224 classifies
packets flowing from access network 38 through boundary router 40 to the network core of
Diffserv-enabled IP VPN network 44 in accordance with the packets’ DSCP values by reference
to a respective classifier table 232. As depicted, classifier tables 232a and 232b are accessed
utilizing the DSCP as an index to determine the appropriate one of queues Q0-Q2 on physical
port PHY-1 226a for each packet. Packets received by physiéal ports 226 are similarly classified
by a cléssiﬁer 250 by reference to a classifier table 254 to determine an appropriate one of
queues QO0-Q2 for each packet on one of logi¢al ports 224. After classification (and optional
(re)marking as shown at LP-B 224b), forwarding function 228 switches packets between logical
ports 224 and physical ports 226 by reference to VPN forwarding tables 2343—234n, which are
each associated with a respective VPN, ~Thus; for example, VPN forwarding table 234a provides
forwarding routes for VPN A, and VPN forwarding table 234b provides forwarding routes for



In operation, a classifier 230 on each of Diffserv-enabled |ogical ports
224 classifies packets flowi ng fromaccess network 38 through boundary
rout er 40womh@snet work core of Diffserv-enabled | P VPNPogtisoz/bs6dd in
accordance with the packets' DSCP val ues by reference to a respective
classifier table 232. As depicted, classifier tables 232a and 232b are
accessed wutilizing the DSCP as an index to determ ne the appropriate one
of queues QO-@ on physical port PH Y-1226a for each packet. Packets
recei ved by physical ports 226 are simlarly classified by a classifier
250 by reference to a classifier table 254 to determ ne an appropriate one
of queues QO Q@ for each packet on orEs-of |ogical ports 224. After
classification (and optional (re)marking as shown at LP-B 224b),

forwardi ng function 228 switches packets between | ogical ports 224 and
physi calyppoBt s 226 by reference to VPN forwarding tables 234a-234n, which
are each associated with a respective VPN. Thus, for exanple, VPN
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150 that provides a network-based VPN solution to the DoS attack problem. In Figure 7, like
reference numérals and traffic notations are utilized to idéntify features corresponding to featurés
of network architecture 30 depicted in Figure 4.

" As depicted, network architecture 150 of Figure 7, like network architecture 30 of

Figure 4, includes a Diffserv-enabled IP VPN network 44, a best effort IP public network 46,
and a plurality of customer Local Area Networks (LANs) 32. As above, customer LANs 32a
and 32b belong to the same VPN and each include one or more hosts 48 that can function as a
transmitter and/or receiver of packets. Each customér LAN 32 is coupled by a CPE edge router
34 and a physical access link 153 to a respective access network (e.g., an L2 or L3 access
network) 154. In contrast to access networks 38 of Figure 4, which have separate logical
connections for QoS and best effort traffic, access networks 154 are only connected to boundary
routers 156 of Diffserv-enabled IP VPN network 44, which have separate logical connections to
boundary routers 42 of best effort IP public network 46. Thus, intra~-VPN traffic destined for
network 44 énd extra-VPN traffic destined for network 46 are both routed through boundary

routers- 156, meaning that work-conserving scheduling between the two classes of traffic is



of network architecture 30 depicted in Figure 4. As depicted, network
architecture 150 of Figure 7, like network architecture 30 of Figure 4,

i ncl udes woeff@®er v- enabl ed | P VPN network 44, a best eff@cm/use/pssbt i c
network 46, and a plurality of custonmer Local Area Networks (LANs) 32. As
above, custoner LANs 32a and 32b belong to the sanme VPN and each incl ude
one or nore hosts 48 that can function as a transmtter and/or receiver of
packets. Each customer LAN 32 is coupled by a CPE edge router 34 and a
physi cal access link 153 to a respective access network (e.g., an L2 or L3
access network) 154. In contrast to access networks 38 of Figure 4, which
have separate |ogical connections for160S and best effort traffic, access
net works 154 are only connected to boundary routers 156 of

D ffserv-enabled IP VPN network 44, which have separate |ogical connections
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boundary, r oyt er. 156 by s pain oy Diffsery enabled, | ogical ports 174, one
156 by a pair of Diffserv-enabled logical ports 174, one for intra-VPN traffic and one for extra-
VPN traffic. For example, Diffserv-enabled logical ports LP-A1 174a and LP-A2 174 serve a
single customer site belonging to VPN A, which includes at least two customer sités having the
| 24-bit IP address prefixes “a.b.c.” and “a.b.d.” In the depicted embodiment, LP-A1 174a
pfovides access to QoS traffic communicated across Diffserv-enabled IP VPN network 44 to and
from sites belonging to VPN A, while LP-A2 174b provides access to best effort traffic to and
from best effort IP public network 46. ‘
As further illustrated in Figure 8, each core-facing physical port 176 of boundary router
156 is logically partitioned into a plurality of sub-interfaces implemented as logical tunnels 180.
As will be appreciated by those skilled in the art, a tunnel may be implemented utilizing any of a
variety of techniques, including an IP-over-IP tunnel, a Generic Routing Encapsulation (GRE)
tunnel, an IPsec operated in tunnel mode, a set of stacked Multi-Protocol Label Switching
(MPLS) labels, or a null tunnel. Such tunnels can be distinguished from logical ports in that . '

routing information for multiple VPNs can be associated with a tunnel in a nested manner. For

example, in the Border Gateway Protocol (BGP)/MPLS VPNs described in IETF RFC 2547, the



VPN traffic. For exanple, Diffserv-enabled |ogical ports LP-A 174a and
LP-A2 174 serve a single custoner site belonging to VPN A, which includes
at | east wamom®soner sites having the 24-bit |P addressPpporafSoxess3’a. b.c.”
and "a.b.d." In the depicted enbodi ment, LP-Al 174a provides access to QS
traffic communi cated across Diffserv-enabled IP VPN network 44 to and from
sites belonging to VPN A, while LP-A2 174b provi des access to best effort
traffic to and from best effort IP public network 46. As further
illustrated in Figure 8, each core-facing physical port 176 of boundary
router 156 is logically partitioned into a plurality of sub-interfaces

i mpl emented as |ogical tunnels 180. A will be appreciated by those
skilled in the art, a tunnel maybe inplenmented utilizing any of a variety
of techniques, including an I P-over-IP tunnel, a Generic Routing
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contains entries providing forwarding routes for packets specifying LP-A2 or TNL 2 (i.e., the

)

logical interfaces configured for Internet access) as a source.

Forwarding tables 194 are accessed utilizing the source port and DA as indices. For
example, in the exemplary network configuration represented in forwarding table 194a, intra-
VPN traffic addressed with a DA having a 24-bit IP address prefix of “a.b.d.” traverses TNL-1
180a, while extra-VPN (i.e., Internet) traffic traverses TNL-2 180b (which could be a null
tunnel). Forwarding table 194a further indicates that intra-VPN traffic received via TNL-1 180a
'is directed to LP-A1 174a, and all other traffic arriving from the Internet via tunnel TNL-2 180b
addressed with a DA having a 24-bit IP address preﬁx of “a.b.c.” is sent to LP-A2 174b. Traffic
that terminates to other ports on boundary router 156 (i.e., traffic having a Local DA) is sent to
other ports of boundary router 156 (indicated as LP-x). Inother words, the entries in forwarding
table 194a marked “Local” specify address prefixes other than those assigned to VPNs (e.g.,
a.b.c/24) that are assigned to interfaces on iaoundary router 156.

Following processing by forwarding function 178, packets are each directed to the output

port queue corresponding to their DSCP values. For example, packets marked with the QoS



contains entries providing forwarding routes for packets specifying LP-A2
or TNL-2 (i.e., the 1logical interfaces configured for Internet access) as
a sour ce.wbarinardé ng tabl es 194 are accessed utilizi ng thecyaworesspdrt and
DA as indices. For exanple, in the exenplary network configuration
represented in forwarding table 194a, intra- VPN traffic addressed with a
DA having a 24-bit | P address prefix of "a.b.d." traverses TNL- 1 180a,
while extra-VPN (i.e., Internet) traffic traverses TNL-2 180b (which could
be.a null tunnel). Forwarding table 194a further indicates that intra-VPN
traffic received via TNL-1 180a is directed to LP-Al 174a, and all other
traffic arriving fromthe Internet vid8 unnel TNL-2 180b addressed with a
DA having a 24-bit I P address prefix of "a.b.c.”" is sent to LP-A2 174b.
Traffic that term nates to other ports on boundary router 156 (i.e.,
traffi mlmuksogla&dhmﬁabsol\)mil aregitided (10Q2 Qlabledts parked with the Qo8 atays ss9oitigted 156
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QoS-aware boundary router, as described in IETF RFC 2998 [November 2000 — Y. Bernet et

al.., “A Framework For Integrated Services Operation Over Diffserv Networks™].

The network architecture of the present-invention may be realized in CPE-based and
network-based implementations. The CPE-based implementation permits easy conﬁgﬁration of
the access networks linking the CPE edge routers and service provider boundary routers and
permits QoS to be offered to VPN sites without implementing Diffserv across the entire service
provider network. The network-based configuration advantageously permits work conserving
scheduling that permits extra-VPN traffic to utilize excess access capacity allocated to intra-VPN
';réfﬁc. J

While various embodiments of the present invention have been described above, it should
be understood that they have been presented by way of example only, and not limitation. Thus,
the breadth and scope of the present invention should not be limited by any of the above-
described exemplary embodiments, but should be defined only in accordance with the following
claims and their equivalents. For example, although the)pre'sent invention has been described

“with respect to preferred embodiments in which network-based VPNs are implemented within a



VPN i s possible using Intserv policy control, inplenmented on the CPE edge
router and/or the QoS-aware boundary router, as described in | ETF RFC 2998
[ Novenmberw®@®2076050/. Bernet et al.., "A Framework For | nt @gTatSezioseaT vi ces
Qperation Over Diffserv Networks"]. The network architecture of the
present- invention may be realized in CPE-based and network-based

i npl enentati ons. The CPE-based inplenentation permts easy configuration of
t he access networks linking the CPE edge routers and service provider
boundary routers and permts QS to be offered to VPN sites w thout

i npl enenting Diffserv across the entire service provider network. The

net wor k- based configurati on advantaged@sly pernmits work conserving
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routers utilizing oco require that
t he CPEireflgeo tlmﬂﬂhistrated in Figure 8 and described in the associated text, with only a smgle VPN

table and a single table for Internet routes.




i npl enent nultiple forwardi ng tables and separate instances of the routing
protocol for the VPN and Internet access address spaces. The

i mpl enentwDioR07@50 such a CPE edge router would be sin | aPCraSohese37
illustrated in Figure 8 and described in the associated text, with only a
single VPN table and a single table for Internet routes. WO 02/ 076050

PCT/ US02/ 08637 -20 CLAIMS' VWhat is clainmed is: 1. Avirtual private
network (VPN)-aware CPE edge router, ¢xpprising: at |east one custoner
network port having a connection for a custoner network belonging to a
VPN; at |east one physical port on which at least first and second | ogi cal
ports reside, said physical port hgyi{@gg physical port schedul er that
schedul es transm ssion of packets fromsard first and second | ogical ports
onto a physical access |ink, wherein said physical port scheduler ensures
access aicg .g%\ﬁsi_cal access link by outgoing traffic fromsaid first

| ogi cal 1® B9 5HeS: of (1) access link capacity allocation between
outgoing traffic fromsaid first and second | ogical ports and (2) access
link prioritization of outgoing traffic fromsaid first |ogical port over
out goi ni t r aPfviduélpoivataietiwerkd YN tavgice EPEpdge rouerdcamprisingir di ng f uncti on
that forwards ,to,said first Jogical, port only packets identifi S . :
i rac VPN ¢ SRR SR st et A LR B BA e e e S hethgngo « ne
VPN andif pypsp:ds ot her packets to said second |ogical port. 2. The virtual
private network (VPN)-aware CPE edge router of laim1, wherein: said

cust oner net elolekstpuetphysicalmart ¢mwhishie leaspfitst and sseond legiedd dogs reside, saidh
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outgoing traffic from said second logical port; and
a forwarding function that forwards to said first logical port only packets identified as
intra-VPN traffic to be communicated to a destination host belonging to the VPN and forwards

other packets to said second Iogiéal port.

2. The virtual private network (VPN)-aware CPE edge router of Claim 1, wherein: A

said customer network port‘further includes a plurality of markers that each mark packets
with a respective one of & plurality of service markings that each specify a different one of a
plurality of qualities of service; '

* at least said first logical port includes a plurality of queues each associated with a
respective one of said plurality of qualities of service and a logical port scheduler that schedules
transmission of packets from said plurality of queues; and

said forwarding function places packets in particular ones of said plurality of queues in

accordance with marking of said packets by said plui'ality of markers.

3. 'The virtual private network (VPN)-aware CPE edge router of Claim 2, wherein each of
_said plurality of markers marks packets by setting a Differentiated Services Code Point (DSCP)

in an Internet Protocol header of each marked packet.



3. The virtual private network (VPN)-aware CPE edge router of Claim 2,
wherein each of said plurality of markers marks packets by setting a

Di f f er entwatoed7d¢6¢ vi ces Code Point (DSCP) in an Internet PRTaiSoze863header
of each marked packet. WD 02/ 076050 PCT/ US02/ 08637 -21 4. The virtual
private network (VPN)-aware CPE edge router of Claim1l, wherein: said
custoner network port includes a plurality of queues each associated with a
respective one of said plurality of quglities of service for outgoing
packets destined for said custonmer network and a custonmer network port
schedul er that schedul es transm ssion of packets fromsaid plurality of
queues; and said forwarding function places packets received at said
plurality of logical ports in particular ones of said plurality of queues
in accordance with marking of said packets. 5. The virtual private network
(VPN) - awar e edge router of C wherein said custoper ~netwark port
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header fields with particular ones of said first and second | ogical ports.

9. The virtual private network (VPN)-aware edgg router of CJaim1, wherein
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| 0gi calat st parfilly o avdoutdealddfess sal £parabdesindtdBRM)d@sar e edge router of

Claim 1, wherein said physical WO 02/076050 PCT/ US02/ 08637 -22 :
6. The virtual private network (VPN)-aware edge router of Claim 5, wherein said classifier

classifies at least some packets based at least partially upon'a marking by a transmitter host.

7. The virtuél private network (VPN)-aware edge router of Claim 5, said at least one
customer network port further including at least one policer, wherein said classifier sends

packets to said at least one policer for policing in accordance with classification of said packets.

8. The virtual private network (VPN)-aware edge router of Claim 5, said classifier having
an associated classification table that associates particular values of packet header fields with ’

particular ones of said first and second logical ports.

9. The virtual private network (VPN)-aware edge router of Claim 1, wherein said physical
port scheduler allocates a first portion of access link capacity to outgoing traffic from said first
logical port and a second portion of access link capacity to outgoing traffic from said second

logical port.

10.  The virtual private network (VPN)-aware edge router of Claim 1, wherein said physical



port schedul er grants outgoing traffic fromsaid first |ogical port a

hi gher access link priority than outgoing traffic fromsaid second | ogical
port. 11.wAmetease k access system for use with an | nternetCprusovess? (| P)
network infrastructure that inplenents a network-based Virtual Private
Network (VPN) and a best effort network, said network access system
conprising: a VPN-aware custoner prem ses equi pnent (CPE) edge router, an
access network, supporting at |east a2 rst |ogical connection between the
CPE edge router and network-based VPN and a second | ogical connection

bet ween the CPE edge router and the best effort network; wherein said
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havi ng 'a connection a customer network onging to t t [east
one phy@tgtahgpr@fﬁcibmmmdcﬁhccmdlbgasltpm rst and second | ogi cal ports reside,
sai d physical port having a physical port scheduler that transmts outgoing
packets from said first |logical port via said first |ogical connection and
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fromsaid second | ogical port; and a forwarding functign configured to
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PCT/ USCi2wdQB&Bekt eff&:’ﬁn&ﬂvoﬂfhe net work access system of C aim 11, wherein:

sai d custoner, networ rt further includes plurality of markers that
each mark pa‘ﬁlk"é?’é‘ Sa\ﬂi\’ﬁﬁé?“faé%ﬁg@tng%r%"é IB‘FI“‘ge Splurality of service markings
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at least said first |ogical port |nc Ity of queues eac
associ at ed vheldnging to the VPN;

at least one physical port on which at least first and second logical ports reside,

said physical port having a physical port scheduler that transmits outgoing packets from
said first logical port via said first logical connection and transmits outgoing packets
from said second logical port via said second logical connectioﬁ, wherein said physical

- port scheduler ensures access to said physical access link by outgoing traffic from said
first logical port by one of (1) acéess link capacity allocation between outgoing traffic
from said first and second logical ports and (2) access link prioritization of outgoing
traffic from said first logical port over outgoing traffic from said second logical port; and

" a forwarding function configured to forward to said first logical port only packets
identified as intra-VPN traffic to be cc;mmunicated to a destination host belonging to the

VPN and to forward other packets to said second logical port.



respective one of said plurality of qualities of service and a | ogical port
schedul er that schedules transm ssion of packets fromsaid plurality of
gueues; awo ar@sd or war di ng function places packets in parPCraishanssenes of
said plurality of queues in accordance with marking of said packets by
said plurality of markers. 13. The network access systemof C aim 12,
wherein each of said plurality of markers marks packets by setting a
Differentiated Services Code Point (DF) in an Internet Protocol header of
each marked packet. 14. The network access systemof Caim1l, wherein:
said custoner network port includes a plurality of queues each associ ated
wth a respective one of said plurality of qualities of service for

out goi ng packets destined for said custonmer network and a custonmer network
port schedul er that schedul es transm ssion of packets fromsaid plurality

of queues; and said forwardi funct i | aces packets received at said
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second | ogical ports. 19. The network access systemof Caim 11, wherein
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each marked packet.

14.  The getwork access system of Claim 11, wherein:
said customer network port includes a plurality of queues each associated with a
respective one of said plurality of quélities of service for outgoing packets destined for said
customer network and a customer network port scheduler that schedules transmission of packets
. from éaid plurality of queues; and |
said forwarding function places packets feceived at said plurality of logical ports in

particplar ones of said plurality of queues in accordance with marking of said packets.

15.  The network access system of Claim 11, wherein said customer network port includesa
classifier that classifies at least some packets as intra-VPN traffic based at least partially upon a

source address and a parﬁal destination address.

16. The network access system of Claim 15, wherein said classifier classifies at least some

packets based at least partially upon a marking by a transmitter host.



20. The network access systemof C aim 11, wherein said physical port
schedul er grants outgoing traffic fromsaid first |ogical port a higher
access |iwbopor@sety than outgoing traffic from said secead/usoyossat port.
21. The network access systemof Caim1ll1l, wherein said access network
conprises an L2 access network inplenmented with one of Asynchronous
Transfer Mdde, Ethernet and Frane Relay. 22. The network access system of
Claim 11, and further conprising the {24t ernet protocol (IP) network
infrastructure that inplenents a network-based Virtual Private Network
(VPN) and a best effort network. 23. The network access systemof: Caim
22, whergin pRpd I%tws;wczgsagsi&ﬁ of OS5, biPhBRAb S stoner Reffdzk Bt natiRg
Servi ces domain. WO 02/ 076050 PCT/ US02/ 08637 -25 24. A method of
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on a ph@fg¥cg%§1n%§?qra%%(%r%l@% éassﬁ)cagﬂn%%aé(&%kleishk of an access network; at a
custonmer network port having a connection for a custoner network bel ongi ng

to a VPN, receivi ngiq one or nore packet flows; identifying packets in said
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t he physscemd lopizal patsd forwardi ng packets identified as extra-VPN traffic to
said second, logical port; and protecting access to the access |link by
outgoing traffic fromsaid first |logical port by one of (1) access |link
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20.  The network access system of Claim 11, wherein said physical port scheduler grants
outgoing traffic from said first logical port a higher access link priority than outgoing traffic

from said second logical port.

21.  The network access system of Claim 11, wherein said access network comprises an L2
access network implemented with one of Asynchronous Transfer Mode, Ethernet and Frame

Relay.

22.  Thenetwork access system of Claim 11, and further comprising the Internet protocol (IP)
network infrastructure that implements a network-based Virtual Private Network (VPN) and a
best effort network.

23.  The network access system of Claim 22, wherein said network-based VPN is

implemented in a Differentiated Services domain.



respective one of a plurality of service markings that each specify a
different one of a plurality of qualities of service; said forwardi ng step
i ncl udes wbaeiongspackets in particular ones of a pluralitycafusquesses at
said first logical port in accordance with marking of said packets; and
said nmethod further conprises scheduling transm ssion of packets fromsaid
plurality of queues to achieve said plurality of qualities of service. 26.
The met hod of C aim 25, wherein said 428f ki ng conprises setting a
Differentiated Services Code Point (DSCP) in an Internet Protocol header
of each marked packet. 27. The nethod of C aim 24, wherein: said forwarding
step | ngd udeg (RhRGd SioRARRink ASE AR Ao 3hdndhieihdst loulrd b ARERB AT ¢ S
in particular ones of a pluralrity of queues at sald:custoner network port
t hat eawhl mstodicampdsingt h a WO 02/ 076050  ‘PCT/ US02/ 08637 -26 respective one

of said plurality of ities of .service for t goj n ackets destined for
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conpri sy classifying, at said.,custoner network . port, at |east sone
packet 3’@& feﬁPerH’B\féﬁ ‘?%@FP&%E@%HSJM | east partially upon a source address
and a partiidentd®fis padkeRninastdd @S- orZfhorel Pecl¥etiRe 8 ifdaVeN2&affNth ber t her
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out put paort for a packet. by reference to a classification table that -
associ aﬂ“és particul ar val ues of packet header fields with particul ar ones
of said fir i . : f i
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capaci ty}f)rgsoan%u&gglcge%s link prioritization of outgoing traffic from said first logical port over

outgoing traffic from said second logical port.

25. The method 6f Claim 24, wherein:

said method further comprises marking packets at said customer network port with a
respective one of a plurality of service markings that each specify a different one of a plurality of
qualities of service; '

said forwarding step includes placing packets in particular ones of a plurality of quenes at
said first logical port in accordance with marking of said packets; and ‘

said method further comprises scheduling transmission of packets from said plurality of

queues to achieve said plurality of qualities of service.

26.  The method of Claim 25, wherein said marking compriseé setting a Differentiated

Services Code Point (DSCP) in an Internet Protocol header of each marked packet.

27.  The method of Claim 24, wherein: |
said forwarding step includes placing packets received at said plurality oflogical ports in

particular ones of a plurality of queues at said customer network port that each associated with a



traffic fromsaid first |logical port and a second portion of access |ink
capacity to outgoing traffic fromsaid second |ogical port. 33. The nethod
of C ai m®0O,02ip@s@®i N protecting access to the access |i nkPog/uso2/ogssng
traffic fromsaid first |ogical port conprises granting outgoing, traffic
fromsaid first logical port a higher access link priority than outgoing
traffic fromsaid second | ogical port.
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respective one of said plurality of qualities of service for outgoing packets destined for said
customer network, said placing being performed in accordance with marking of said packets; and
* said method further comprises scheduling transmission of packets from said plurality of

queues to achieve said plurality of qualities of service.

28.  The method of Claim 24, and further comprising classifying, at said customer network
port, at least some packets as intra-VPN traffic based at least partially upon a source address and

a partial destination address.

29, Themethod of Claim 28, and further comprising classifying at least some packets based

at least partially upon a marking by a transmitter host.

30.  The method of Claim 28, policing packets at said customer network port in accordance

. with classification of said packets.

31.  The method of Claim 28, wherein said classifying comprises selecting one of said first
and second logical ports as an output port for a packet by reference to a classification table that -
‘associates particular values of packet header fields with particular ones of said first and second

logical ports.

32, Themethod of Claim 24, wherein protecting access to the access link by oﬁtgoing traffic
from said first logical port comprises allocating a first portion of access link capacity to outgoing
traffic from said first logical port and a second portion of access link capacity to outgoing traffic

from said second logical port.

33.  Themethod of Claim 24, wherein protecting access to the access link by outgoing traffic
from said first logical port comprises granting outgoing traffic from said first logical port a
higher access link priority than outgoing traffic from said second logical port.



