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the Di sclosure The present disclosure relates generally to backup systems
and in particular, to systens and nethods for providing information
backup. 2. Description of the Related Art Backup storage devi ces are used

for backing up i rfaﬁu’ NP VECF éﬁfﬁ BACIBGPi nes or
devi ces. Backup gﬁ age Soew ces alge 0 ?gﬂkﬁ(g gac up various types of

information including, for exanple, files, dat abases, system i nformation

and files, etc. Wien oneBaTKGROUNDAE TEEVDISCLOSHR®E ed anong a plurality
of host devices, problens nmay arise when accessing the storage device to

read or wite to it. An exanple of a local area network (LAN) including
backup storage is shown in Fig. 1A The LAN includes one or nore

wor kst at i onBhégrebdnt dizoR sk chaine tieenefisofRrobiRicnatApplidatian SedaldNbackup
storage device 7 interconnected via a network 9. Each of the workstations
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storage devicé fof exanple, a tape device such a tape library.
I f host devices such as the workstations 5a-5n or servers 6a- 6n are sharing
the 1 WD 03/005158 PCT/ US02/ 21051 same storage device 7, each operating
systemmay attenpt to store data in the same |ocation on the storage
devi cel. Fieldpf the Risglesere data required by one host device mght be
overwitten by data

The present disclosure relates generally to backup systems and in particular, to systems

and methods for providing information backup.

2. Description of the Related Art

Backup storage devices are used for backing up information on servers and other network
machines or devices. Backup storage devices are often used to backup various types of
information including, for example, files, databases, system information and files, etc.

When one backup storage device is shared among a plurality of host devices, problems
may arise when accessing the storage device to read or write to it. An example of a local area
network (LAN) including backup storage is shown in Fig. 1A. The LAN includes one or more
workstations 5a-5n, one or more servers 6a-6n and at least one backup storage device 7
interconnected via a network 9. Each of the workstations 5a-5n and servers 6a-6n my utilize
'differenf operating systems. Backup storage device 7 may be, for example, a tape device such as

a tape library. If host devices such as the workstations 5a-5n or servers 6a-6n are sharing the



froma subsequent wite by another host device. In addition, sonme operating
systens may store special information at specific addresses of the storage
devi ce 7.woommosisper operating systens may require that ayiyedobachzed
storage devices have identifying information stored in one or nore

portions of that sane area of storage. This results in conflicts and

di f fi ceAme geragp dpyiey ¥ dianky opereting systamethagagempeto store datarin thesammplpcgionged to
control access to the storage device 7. However, should the controller

cr ash, thelseorsgeodafe 5 yRtiRicds, dataayquedpgromne hestdeyideasicht bédvbivdrpikten 8y darage
devices may be provided for backing up data on host devices. However,
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al I owi ng backup and recovery for nultiple hosts can be and reésource

consunjng. and. can. utilize. m of t bandw dt hof, t he LAN or w de area
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bandw dth on the LAN or WAN. A SAN is a high speed storage network of
shar edMay seaife thewny agachad sigrpgegexicen hpvesideptifyjing iglymaten soegd igone of 8105 |
hosts on the LAN or WAN, saving val uabl e bandwi dth on the LAN or WAN.

Fi gur epértiodepf ihhissameShbh efstoragenEhis restitie irBAM flicts budl éffieul ks imairo tidingf such
distributed servers 2a-2n, connected to one or nore storage devices such
as baciiped ét@xfa@é.‘ As%oﬁ&oﬂ& mYy Be Bsedtb g&&g&eae_céa@%mreﬁt&ageTﬁt@i&ap kiggweRi ces

4a-4n may include, for exanple, tape libraries eac including a plurality
of sto di picker and one or re read/wite.devices for reading
and w TR TEGeiRel sy e pbare ey G Fey B PRt sPiERet 2a- 2n and the

backup devices 4a-4n nmy be interconnected via a high speed/hi gh_vol une
networ k 3 t WAtltiphgytarpgs dRyices maydeProvidgy tosbagkdng ap peteondess devaess. Hovgveneed

switches and/or bridges. Wth this type of environnent, there are several
ways t managihgmultiple storage devices in an efficient and effective manner allowing backup and

recovery for multiple hosts can be time and resource consuming and can utilize much of the
bandwidth of the LAN or wide area network (WAN).

A storage area network (SAN) may be used to free up bandwidth on the LAN or WAN.
A SAN is a high speed storage network of shared storage devices. A SAN makes all storage
devices available to all hosts on the LAN or WAN, saving valuable bandwidth on the LAN or
WAN.

Figure 1b depicts a SAN environment. The SAN includes a plurality of distributed
servers 2a-2n, connected to one or more storage devices such as backup libraries 4a-4n, via a
highspeed network 3. The backup devices 4a-4n may include, for example, tape libraries each
including a plurality of storage media, a picker and one or more read/write devices for reading
and writing to the storage media. The distributed servers 2a-2n and the backup devices 4a-4n

may be interconnected via a high speed/high volume network 3 that may include various



servers 2a-2n and backup devices 4a-4n can be shared. For exanple, one of
the servers 2a-2n may act as a chief arbitrator granting access of backup
devi ces 4eAmydosisgl | ot her servers. This is often referraiditwsliii
master/slave system In a nmaster/slave system the intelligence lies with
the master and the master has _sol e discretion and decrsron maki ng
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of eacserodrs 2&ended bedsipaieviche4mdh e ke sianal. pfarlekemple, bie ofihe vastm2asdave
systemis that if the master crashes, it my take a lot of time and effort
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efficient use of the backup devices. In nmany backup operations, the backup
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menory, does necessary formatting, and sends it to the appropriate backup
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adm nistrators prefer to perform backup at a tinme when the application |oad
on t heanpéhsrenasies senvenhastiesn dosignated avsidonfigered diydhé eystem pdmirigiraperc King new
operations could be performed without requiring 3 WD 03/005158
PCT/ USmasted W llthen re-inventory the network, and build up information regarding the state of each

device on the network. This can be a time consuming and costly procedure.

Another approach is to partition access of a backup device among the servers, so that
each server is capable of accessing only the drives and slots in the library within its partition.
However, this system may not make the most efficient use of the backup devices.

In many backup operations, the backup application reads the data from the primary
storage device to the server memory, does necessary formatting, and sends it to the appropriate
backup storage devices. These processes involve heavy utilization of CPU, IO channels and the
system memory. It is quite possible that when backup operations are in progress, the servers may
not be able to perform any other application processing. This is one of the reasons why system

administrators prefer to perform backup at a time when the application load on the server is ata

minimum. It would be beneficial if the backup operations could be performed without requiring



heavy utilization of the server system thereby freeing up the server even
during informati on backup. SUMWMARY A system for backing up and restoring
i nfor mat i Qg o3w08BEI Ses at | east one conputer system i ncl yditagsorAf@@i Mati on
to be backed up and restored and a storage device for receiving at | east
part of the information to be backed up and for storing and backing up the
i nf or mBgavytilizationgithe sqreer sysfemy, thegeby é@ﬁ@dm tha geygs e Mpng MOBRARR a user
to input into a job queue, a master job indicating one or nore portions of
t he i nbavkwati on of the at | east one conputer systemto be backed up or
restored, and a job control systemthat splits the naster job into a
plurality of smaller jobs and inputs the plurality of smaller jobs into
the job queue. Wen the user inputs a master job into the job queue, the
user may specify a tinme for the naster job to run. A job engi ne may
periodically scan the job queue for jobs to be run and when it is tine for
t he na%i@ﬁNEOb to run, the systemsplits the master job into the plurality
of sma A?S%s. Each of the plurality of snmaller jobs may correspond to
backup or restore of a single source entity. The nmaster job is a backup or
restore of ®Bhsysiconfor beckicgpnp edreswyisgenfoanation) eompriggsat leastomeeomyuitéry may
be one of a file system and a database of the conplete conputer system The
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The at | east one conputer system nmay conprise a server system Also
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indicating one or more portions of the information of the at least one computer system to be
backed up or restored, and a job control system that splits the master job into a plurality of
smaller jobs and inputs the plurality of smaller jobs into the job queue.

When the user inputs a master job into the job queue, the user may specify a time for the
master job to run. A job engine may periodically scan the job queue for jobs to be run and when
it is time for the master job to run, the system splits the master job into the plurality of smaller
jobs. Each of the plurality of smaller jobs may correspond to backup or restore of a single source
entity. The master job is a backup or restore of the complete computer system and the single
source entity may be one of a file system and a database of the complete computer system. The
storage device may comprise a tape device and may comprise a tape library. The at least one
computer system may comprise a server system.

Also disclosed is a method of backing up and restoring information on a computer

system, comprising nputting into a job queue a master job directing at least one of a backup and



defined tine, scanning the job queue for a nmaster job to be perforned, and
when it is tinme for the master job to be perforned, splitting the master
job into ggswoadsity of smaller jobs and inputting the plag@bdobdidl
smaller jobs 1nto the job queue, scanning the job queue for the snaller

j obs and when one of the plurality of smaller jobs is detected,

det er m restoge fofbeepesfoomad endelcasta nosticavaf thafermatrm et thetcongutsn eystémiahe
plurality of smaller jobs for each storage device that is avail able. The
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indication that the storage device that was used is again avail able, and
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be perforned after the master job is perfornmed, may be perforned after a
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operation to be perforned before the master job is perforned, maybe

¢ q ¢ i ; _ PO
erf o mod. S EERURAhE R BIRdbridel & LQRARIRAES cihph o, phGvifRR BindiOide
execut abl e code for. backin .and. restaring ., nformatipn, ¢ risin ode
For - al PBuR R ardsice AR AR PRSP R DRI et St SRper SHETPhIRD G one

or nore portions of the information to be backed up or restored and code
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repeatedly performed until each of the smaller jobs is completed. The master job may include

instructions for performing at least one operation before or after the master job is performed. An
operation to be performed after the master job is performed, may be performed after a last
smaller job corresponding to the master job is performed. An an operation to be performed
before the master job is performed, may be performed before a first smaller job corresponding to
the master job is performed.

Also disclosed is a computer recording medium including computer executable code for
backing up and restoring information, comprising code for allowing a user to input into a job
queue, a master job indicating one or more portions of the information to be backed up or
restored and code for splitting the master job into a plurality of smaller jobs and inputting the
plurality of smaller jobs into the job queue.

The code for allowing the user to input a master job into the job queue, may allow the



user to specify a tinme for the master job to run. The nedium may further
conprise code for periodically scanning the job queue for jobs to be run

and when {lg dswokisg® for the master job to run, splitting ddeydmaiRy | ob
into the plurality of smaller jobs. Each of the plurality of smaller jobs

may correspond to backup or restore of a single source entity. The master
j ob mayser fespecHyakinys G theagasiergobto mine obhs eediugnpuiusthesgampisesede fore
single source entity may be one of a file system and a database of the
conpl epariciegblytseanniysthe fob duaefprijobs ta ecamndindgviraadi isrtimenfolr tick mgstegob wid er
execut abl e code for backing up and restoring information on a conputer
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and when it is tine for the master job to be perfornmed, splitting the
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smaller jobs into the job queue, code for scanning the job queue for the

snal | ea filofysteanagndvhdataloase of thet doephéte cadnptter systers.nal | er j obs is detected,
determning if a storage device is available and code for starting one of
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The conputer recording medium may further conprise code for, as a snaller

ob i } : e S . .
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providing the indication may be repeatedly performed until each of the
smal | ethejinfosmpgorc omtiieatonthuteFispstemsit e defipesbtimgycada donstenning theyob quens foon
perform ng at | east one operation before or after the master job is
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maybe perfornmed 6
master job into a plurality of smaller jobs and inputting the plurality of smaller jobs into the job
queue, code for scanning the job queue for the smaller jobs and when one of the plurality of
smaller jobs is detected, determining if a storage device is available and code for starting one of
the plurality of smaller jobs for each storage device that is available.

The computer recording medium may further comprise code for, as a smaller job is
completed, providing an indication that the storage device that was used is again available, and
starting another smaller job using the available storage device. The scanming of the job queue for
the smaller jobs, the starting the one of the plurality of smaller jobs and the providing the
mdication may be repeatedly performed until each of the smaller jobs is completed. The master

job may include instructions for performing at least one operation before or after the master job is

performed. An operation to be performed after the master job is performed, may be performed



WO 03/ 005158 PCT/ US02/ 21051 after a last smaller job corresponding to the
master job is perfornmed. An operation to be perforned before the naster
job is pewfpfsnRskss ™y be performed before a first smaller ﬂ&%soz/zlosl
corresponding to the master job is performed. BRI EF DESCRI PTION OF T

DRAW NGS A nore conpl ete appreciation of the present disclosure and many of
t he atafteriddant smalisranb agaespphdingdd thgimastasgob sagrfoymedt diherpration tadesane
beconmes better understood by reference to the follow ng detail ed

descr i parfopmetvbefdretieThakedsrgeb ispeefonned; mabepdriorinbé befoae s fivqramyllagodr aw ngs,
wherein: Figure 1 Ais a block diagramof a LAN environnment; Figure IBis

a bl ockAaHMB B Qnrﬁé@r Vil , Figure 2 is a block diagram
|IIustrat|1r§1(g{an exelmp e o\ﬁﬂ)l Eetwor environnment to which the present
systens and net hods maybe applied; Figure 3 is a block diagramillustrating

an exanpl e of a SAN environnment to which the present systens and net hods
may be applied; Fi ures 4 and 5 are screen displays for allowing a user to

conf i EP@SQ@E KN Gif §HEDBAWINGS| ock diagramillustrating a

configured system Figures 7 - 12 are screen displays allowing a user to
set up j obsAimom doaiplei @appreciationy of thelBFesent dissloswerandimsplyayf the httedagt a user
to backup a renote server; Fi gure 14 is a bl ock diagram showi ng vari ous

engi “%vﬁﬁﬁgeforfegﬁwﬁﬁ'b\é%aﬁl (Tt| Io?cpéfls’at%@@Elneffblé&f< 1RE8 Gy &é}%od'ﬁ gure 15 1is

a flow char escri bing e stream backup accor Ing to an

reference to the following detailed description when considered in connection with the
accompanying drawings, wherein:

Figure 1A is a block diagram of a LAN environment;

Figure 1B is a block diagram of a SAN environment;

Figure 2 is a block diagram illustrating an example of a network environment to which
the present systems and methods may be applied;

Figure 3 is a block diagram illustrating an example of a SAN environment to which the
present systems and methods may be applied;

Figures 4 and 5 are screen displays for allowing a user to configure the system;

Figure 6 is a block diagram illustrating a configured system;

Figures 7 - 12 are screen displays allowing a user to set up jobs in a job queue;

Figure 13 is a screen display allowing a user to backup a remote server;

Figure 14 is a block diagram showing various engines used by the servers of the present
system and method,;

Figure 15 is a flow chart for describing multiple stream backup according to an



WO 03/ 005158 PCT/ US02/ 21051 enbodinent; Figure 16 is a block diagramfor
descri bing a serverless backup; Figures 17 - 19 are flow charts for

descri bi ngo/@ldoSidg aspects of serverless backup; Figure ZQ1Sse328jsa9r am
showi ng files and bl ocks of data for those files; Figures 21 and/22 are

QUs allpw.ng a user to configure libraries; and Figures 23 - 25 are flow
chart s®PBPUIHEEEr i bi ng serverl ess backup operations. DETAI LED DESCRI PTI ON
I n describing preferred enbodi nents of the present disclosure illustrated
in the drakigugs!6 spedpék diagranmiondesgipingsa sarpértepetiadkup; sake of clarity.
However, the present disclosure is not intended to be limted to the

speci fic t eFiaupal 170Y1 Be TRWeEHabS @ tHestribihg vhfodderspates SdeprilebdTodckapch
specific elenent includes all technical equivalents which operate 1nh a

simlar man . t | . being
inplenentedﬁﬁ%wziigégpg regh%§?&§§%99€1g§§p§§€¢$%ﬁﬁén eggaiell as in
various other types aof environnents including, for_exanple, a Storage Area
Net wor k ( SA gué%&lr%ﬂr?grﬁr‘? Cﬁ‘ﬁ—:ﬁégﬁ%wingﬂqsﬁ’éf"r HPTRESSHABY e and sof t war e
environment in which the disclosed enbodinments will be further described.
The syst em Frgtiresdes- Bnare dlownahags forrdeserihing servaidess badiop, opeationsr nor e
servers lla-11n and one or nore backup devices 13a-13n interconnected via
one or nore networks. The workstations 10a-1On and servers l1lla-11n may
user the same or different operating systens. The workstations | 0Oa-10n may

i.ncl udpEaNar gH PREE P conputers, |aptop conputers, mainfranes, etc.
In the enbodi nent shown 1n Fig. 2, the network is a LAN 8

In describing preferred embodiments of the present disclosure illustrated in the
drawings, specific terminology is employed for sake of clarity. However, the present
disclosure is not iﬁtended to be limited to the specific terminology so selected and it is to be
understood that each specific element includes all technical equivalents which operate in a
similar manner.

The present system and method is capable of being implemented in a Local Area Network
(LAN) environment as well as in various other types of environments including, for example, a
Storage Area Network (SAN) environment.

Figure 2 illustrates the hardware and software environment in which the disclosed
embodiments will be further described. The system includes one or more workstations 10a - 10n,
one or more servers 11a-11n and one or more backup devices 13a-13n interconnected via one or
more networks. The workstations 10a-10n and servers 11a-11n may user the same or different
operating systems. The workstations 10a-10n may include one or more desktop computers,

laptop computers, mainframes, etc. In the embodiment shown in Fig. 2, the network is a LAN



WO 03/ 005158 PCT/ US02/ 21051 environment, and the workstations 10a-10n, the
servers lla-11n and the backup systens 13a-13n are interconnected via a

LAN 15. I@a@diosisgn, or as an alternative to the above- des g tAN
environment, a SAN enV| ronrrent may be provided. In the SAN environnent,

t he morkstatlons | Ca- may connected to one or nore of a plurallty
of ser G@YiEonmeRt, and the W%S@tpnwl%l%stb? pasEers dbend &n wnd the hagkyrestanys FBagl3m |
However, in a SAN environnment, servers 12a-12n are connected to one or

nmor e baahuwmxmnmagbvﬂeMEANﬂjl4a - 14n via a network 16, as shown in Fig. 3.
As wi |l be described in nore detail below the servers 12a-12n may be

assi gned t 0718&ddiG6n, B AR aMbtnGlive tothé ansl?vedde%&ﬁuéamm A ¥fhon, ASAN Mary
server and backup storage deV| ces. Network 16 is a high speed network

N I R AN L

comruni catl ng dat a. The h h speed network 16 may be, for exarrple a fibre
channeFmHEeﬁﬁgrtR ong OE MAFeQf aligy of %eﬁverawanleswata}pw @5 seesmbedrborsuyithonl y
one server group will be described herein, a plurality of server groups may
be provisged tohig Be HoANvel e a;ﬂﬁhﬁanydrmmrsem@m 123 K21t dre cOhmmatsiftoiont or mat i on
of all of the servers in that SAN server group. This prevents conflicts if

two semues Backup @fRAgd dbvdek 24t 842 vialLydt®BrkO16, A8 hdtwidin tiBe3 SPwili . Fibre
channel adapters and fibre channel libraries may be connected to the

net wor ﬁ%s]cgbe@ edertﬁ gélB\%dmte%ﬁ%pngﬂeon 1%%2 e(tf e[o%&q’%f glt %g %v?uch

switch crea ing a rrny SONE

called.a,f] hannel arbitrated | oop, Iudes n des connect ed by

fibre Bwé?d?éflstﬁﬁbteg SEFVERat PEERH $o% 204 r’?a@sapkstwgﬁgefa% NPTt 2 highle s
log in to the ring when powered up or when first connected to the ring.
Thi s cBResdsetyorbvkaitmaninciide pispgemtpdtswitiches and bridges forming a part of a fibre

channel network. The SAN forms a high speed, high bandwidth system for communicating data.
The high speed network 16 may be, for example, a fibre channel network, a shared SCSI system
or an SSA type system.

Although only one server group will be described herein, a plurality of server groups may
be provided on the SAN. The primary server controls the flow of information of all of the
servers in that SAN server group. This prevents conflicts if two servers attempt to allocate a
device or media at the same time.

Fibre channel adapters and fibre channel libraries may be connected to the network 16
and are referred to as nodes. Nodes may be connected to switch/hubs, creating a ring. The fibre
channel ring, sometimes also called a fibre channel arbitrated loop, includes nodes connected by
a fibre channel hub, so that each node can talk with each other node. Nodes log in to the ring

when powered up or when first connected to the ring. This causes an event on the ring that all



9 WD 03/005158 PCT/ US02/ 21051 other nodes on the ring receive so that each
is aware of new nodes. Each node on the ring is assigned a unique

wor | d-w devoagsdiness or id by the manufacture, allow ng eachdipgsebshe
identified when it logs onto the ring. Backup devices such as tape

i braries connected to a hub wuse applications that are network-storage
awar e, o8§T pedes opthgripg Fecgivese dhat gachis wverssolornegdes. Faslopeds oniheingrs ot her
applications al so accessing the devices. In the SAN environnment descri bed
her ei n asssgfetl wamequewsdridre/idenadaicess bd ahleyetheinhdnufdvture paledng esthseldesabe ar e
installed on the servers 12a-12n. The systemis then configured to

desi gnadeatifiBEwhEh RS Ys GHIS 11l 1$ig. | IDANKEH dSPb¥Edueh @D thpb AibRA R SBRRARI SRS (O
a group. For exanple, according to an enbodi nent, a display such as that

shown i.n. EL GO i QVi a user. Th i spl.ay includes.a papel . 20
ot ovi aifF ahisaloh SRl RERERL S FateRam oo b P Rac g iy i ta gk
configuration of primary. and distributed servers. A panel 22 on the right
hand sierfgine with gihspprilicatiensdsogacessing thagPWcer ver s havi ng the present
software installed and which have not yet been assigned to any server
group. A usdnthé¢ SAN evireotsnt descypddirsins sofiware spsteme i agotdaacewithdhe ( not
shown) and selecting one of the servers fromthe list on the right hand

si de obrdshiet diNciddurtyard Nbtalled O tBe kertiér8 122 1 MRKEhEEYIH ¥s thuh ETigtfed thhe
primary server may al so be desel ected by noving the curler and sel ecting

th | cki . i b .

. 2N By SRRSO )L U 3 Pt Bl

th I .ed d i.gned t hat [ for, :
e B I SRS AR e B B RSB i b AR 85,

and the Assign Distributed button 28 is clicked. To renove a distributed
ser ver displnincladesynaneh) providsd ondhelefirhand sidesthiclyprevides ¢ tepslvéew efithend t he
Renove Distributed button 30 is clicked. This process is repeated until
t he secysigugationof Bisaniahd disatbuasd stesdrs.ed payiel 22 on the right hand side of the display
shows all available servers having the present software installed and which have not yet been
assigned to any server group. A user first selects the primary server, by moving the curser (not
shown) and selecting one of the servers from the list on the right hand side of the display and
then clicking a Make Primary button 24. The primary server may also be deselected by moving
the curser and selecting the server from the left panel and clicking a Delete Primary button 26.
After the primary server has been selected, the distributed servers are then selected and assigned
to that primary server to form a server group. A distributed server is selected from the right hand
window of the screen and the Assign Distributed button 28 is clicked. To remove a distributed
server from a group, the server name in the left panel is selected and the Remove Distributed

button 30 is clicked. This process is repeated until the server group is configured as desired by

the user.
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the user. 10 WD 03/005158 PCT/ US02/ 21051 The storage devices are then
assigned to the server group. This process is performed on the primary
server. FQio &xasRrke, to assign shared libraries to a servgicQ@yRiosg Device
G oup Configuration dialog is selected fromthe primary server nachine.
This presents a wi ndow such as that shown in Fig. 5, which |ists each of
the server ghosipmgedeviges drefthenrassigneshioghe s@verrgtoup.aVhisipadress istpsriaguedrenli a
devices in the right hand panel 34. Although the present disclosure wll

be desdieipheshrigératyy My ek&hpleCitCRsig sh@be libiabiedtd £5erdér drbep, S DEAGEGIREY 2

devi ces, other types of storage nedia devices may be used as alternatives

R e A e R S i N

34. To_assjgn a.tape Jibrary to roup, a library lListed,in Ayai | abl e
bovi 008 Tl v GnFEE % iistitbee oo of ekl atpubt b g6k bERhbdel dBabdie. ueor
wants to add the library to can then be highlighted in the left hand panel
32 by ﬂmlabk;@ﬁqrag&meﬁgs%@nesmth@ngt;tsha'nd pehelr3de | Aloagh thhpresént disalogungi willl
then be renpoved fromthe right hand panel 34 and pl aced beneath the device

group badesctibed @binlyaynebfgenel todzpe daiiés 3MAE stbidge aiddesdSadespethacigpek 60 t he
group by repeating the above steps. Wen finished, the OK button 38 is

cl i ckeghorsR n%qufce%nd%ks& 18U Ss S1RhAtBIE %‘&oﬁlglra\ﬂg{tiogn%?e fafe HHQWRs.! @i@é_g ng.

The network now 1nc a primary server Istributed servers

and st orage di_ a devices a-16n. Each. serve i nt.ai a j ab, queue of
Fobs- t NRRRRL Y hirehy paTier d8a e s ARBICbH e PoBch s nE et BRBUTpaRely
7. Cicking on the job queue tab 40, displays the job queue in w ndow
por t i oA%430 agsenhine libray 9 8 Brovpes Bbragehsted insthe isilghleaviGeapansldd is n t he
job, the job nunber, the job ID the state of each job and the execution
time folickedoh andlseleatsd.sbovaroup in which the user wants to add the library to can then be

highlighted in the left hand panel 32 by the user. The Assign button 36 is then clicked. The
library will then be removed from the right hand panel 34 and placed beneath the device group in
the left hand panel 32. Additional libraries can be added to the group by repeating the above
steps. When finished, the OK button 38 is clicked.

An example of the thus configured server group is shown in Fig. 6. The network now
includes a primary server 13, distributed servers 15a-15n and storage media devices 16a-16n.

Each server maintains a job queue of jobs that need to be performed. An example of a
job queue is shown in Fig. 7. Clicking on the job queue tab 40, displays the job queue in window
portion 42, as shown. The job queue identifies the server involved in the job, the job number, the
job ID, the state of each job and the execution time for each job, as shown.

When a job is run or scheduled to run, it is submitted to the job queue by the user. The

present system continuously scans the job queue for jobs that are ready to be executed. Jobs can
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When a job is run or scheduled to run, it is submtted to the job queue by
the user. The present system continuously scans the job queue for jobs
that are gwogg gbe executed. Jobs can 11 WO 03/005158 Rfel/{§98{031051 be
controlled by selecting a jOb fromthe job queue and right- Cl/ll%(?kl ng vari ous
control options. For exa t he user can be given the option to change

the | oiF epniplediby sedeqtinen Jgg fiom theApdvququerandiright-chicking Nemqusgoniel entionsioL D

signifies that the job is not scheduled to be executed. READY neans t hat
t he j dioreasmple, txasei e beldieenithe optiamtcadimage theGb’y statlniotH@LDak td RBARY] ob
gueue by using a previously saved script. A script is a job that was saved

to a fifieis chitgn §36h BBld)C‘I?%ED%%gIhﬁé‘s Rh tﬁbﬁ\% s%%%'ﬁ&ﬁ:duﬂ&% b?@iécﬁﬂad opt| on,

and sc edueln ormati on r the job. The jo can ied to add

L T T qﬁ“ﬁ&@ b0 W Bh or

date tlme or status. This also allows a user to resubmt a Done job that
i s stiqueur hy upiag agwe\apele saved scraa fpFipt ishejobihetwarsavesin a fils. dbhe saript | f
the job was not successful when it first ran. The user can al so cancel an
act i vecontding theoriginal j@lvcedestmation, apgisnjwediHcheditle frdormdtonrfextherjely uThe job
interval. A job canbe cancelled and deleted fromthe job queue conpletely.

Del et i@ 1R m&ﬁﬁ&u td addé;R1onb B adiflok® BB Ees {b1a dxi%l@ing‘[i’éﬂ) Ivetrﬁtuywlﬁgt& dBatk @b
queue, and it will not "be rescheduled. If the user hen desires

rel nst gl Ny, F@, b Ha8eqlR L cﬁgtc%atgee%%b b 495 AL iRgous!Y

saved ScCri user Ge per orned
themt the gqueue. A backup_ manp I bs to be_added to the job
queue. thigp S@ﬁﬁ?ﬁﬁﬁ & useHe T%’gfm’b%tﬁo%i(’b%ﬁ%t ig st e}bthe%aﬁ Suengt Feorexample, the
scheduling information for each job. By specifying the source, the user can
speci fyset gy maahto dddys ifitlksdyobovasaok syupceBiul syt if fifshpn: Hehedesst ¢ameatlsoogancelhe
user can specify where they wish to have the source information backed up.
By spedi doyive ol Remshe fshudnieng ahdfegeadiuledin for its next regular interval. A job can be

cancelled and deleted from the job queue completely. Deleting a job will interrupt and remove

the job completely from the job queue, and it will not be rescheduled. If the user then desires to

reinstate the job, the user may recreate the job (if it was not previously saved to a script file).

A user can set up jobs to be performed by adding them to the job queue. A backup

manager allows jobs to be added to the job queue. For example, the user can set the source,

destination and scheduling information for each job. By specifying the source, the user can

specify the items they wish to backup. By specifying the destination, the user can specify where

they wish to have the source information backed up. By specifying the scheduling information,

the user can specify when they wish to perform the backup. The backup manager includes a

backup wizard, which provides the user with various windows for selecting options and

specifying the job queue information. The source, destination and scheduling information can be
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the user can specify when they wish to performthe backup. The backup
manager includes a backup wi zard, which provides the user with various

wi ndows f@io @abeski Ng options and specifying the job queygtwderimii on.
The source, destination and scheduling information can be 12 WO 03/ 005158
PCT/ US02/ 21051 specified by use of the backup w zard For exanple, after

t he bawreifiedpy apciof the backupetizatdhe user is requested to specify the source
or server they wi sh to back up, by entering the Server nane, user nanme and
passwor d. Afdrexabhpk, afissthe baokabiwiairdds startsd,ithé agenid lequestddie spsafy the source
presented with a wi ndow 100 such as that shown in Fig. 8 As shown, the

br ows &gy s@hr%Pﬁéy%ﬁz(% ? by %ﬁe&ﬁéthfers%m%b&@ ﬁé&?g&&ﬁ@ En&ﬁé‘ss%wCAftQPﬁE@' ns,

machi nes, vol ufres shares, directories an ' es” for backup. For

Compot SPe RSN il e %’ﬁe@%‘%@h Vitpat U R TRl ap B8 Syaim

w ndow_106 such as that shown in Fig. 9, requesting the user to _choose the
backuptige®t Apghovwh thy besysecdisplgys amaskiap free dp1 fige Whickihe vyer cait sddedtect i ng
the media for backup, the user clicks Next button 104. The user is then

pr esendaching, himchines batkues (deipts)psimrasc deenorldGinddtdessfoobackiup. Fog eddimplEhios
screen allows the user to custom ze the backup job by choosing the extent

of t hepdeichPheldhite Ri-feri®adithedafekREr MBhI wmﬁramﬁmeﬁ hed Wsa clieRONSRE ect
Ful |  Backup 110 or | ncremental Backtp | ncrenental Backup is

sel eCtfthonBY Thc S5 %Qﬁlén axd Sl 115 G1cHR RS glg‘fi"l"[‘]ﬁ‘eF AR o .

backup) wll screen o al 1o se

to backu W|thV |f|cat|on 114 and/ or npr e S|on1 Aft clickin
Next  REY BHF @9&6&#@%@&68&%@@&&%@ Ene TapdiA for the Hies selefigignen

Fig. 11. This w ndow shows the information that was i nput and asks the

user twedigdprflyackiyg thehser whicksaNextbutton h0br Meiveer is thenmresentedtwith the haskwp can

go back and alter any of the entries by clicking Back button
options screen 108, as shown in Fig 10. This screen allows the user to customize the backup job
by choosing the extent of the files that are to be backed up. For example, the user can select Full
Backup 110 or Incremental Backup 112. If Incremental Backup is selected, only files that are
new (or have changed since the previous backup) will be backed up. This screen also allows the
user to set whether to backup with Verification 114 and/or Compression 116. After clicking
Next button 104, the user can be presented with a window 118 as shown in Fig. 11. This
window shows the information that was input and asks the user to verify the information. If
information is incorrect, the user can go back and alter any of the entries by clicking Back button
103. Ifthe user is satisfied with the information, the user clicks button 104 and is presented with
a window 120 as shown in Fig. 12. Window 120 allows the user to select whether the backup

job is to be Run Now 122 or whether it is be Scheduled 124 to run at a specified date and time.

If Schedule button 124 is selected, the user is presented with a series of options to choose a start
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103. If the user is satisfied with the information, the user clicks button
104 and is presented with a w ndow 120 as shown in Fig. 12. Wndow 120

al l ows thgdisansis® sel ect whether the backup job is to bgRukdayysi22 or
whether it is be Scheduled 124 to run at a specified date and tine. |If
Schedul e button 124 is selected, the user is presented wth a serjes of

opt i ondate/gmehepset methedrepergingavalde Go Feuh.aEy/ ksgompide and dayem Whish thatpeat
nmet hod, repeat interval (e.g., nonth, day, hour, mnute) and days in which
that bakkpjol ©ho bsekdudml @iynded (i f any). The present systemthus

provi des an easy and intuitive way of scheduling backup jobs. The present
system al soThl b sGBhShacHY el APCRY RS iiHiRE ) RIdShe B5QUP 6. NOL

associated wth any Server group t e” backed up froma | oca eér. The

renot e chin houl d ve an appropriate agent on it so that it can be

| dent | TREBFEO Spac dlsi ¥R sapo R ARy B mArindtE Ruofds sorvg SeiEadita  Up can
be retrieved and backed up. The agent on the renote machi ne browses

t ar get @§oeipted vtity Inyserved spaipka fe backed antleomp @ le¢ad sarpern t g iemopuinaednegf | ar ge
data packets to the local server. The |ocal server then prepares the data
t o be stonichhverantaperopemicgapahioch $ tothagd candvidensifieddy thealgeditservey, aat so that

include an access control |ist (ACL) identifying which |ocal servers are
abl e t gchREKEDYackSIPER viaLRIVEd MMDBackB@tp 208 Ragedith tBE ¢QASte GR¥hIR) |1 St
can identify specific wusers and/or |IT addresses which are denied or

al | OY"EQme%eP A% eltlgc{ (ﬁi?ésctt(g)rie% aﬂét ac atgléso ﬁﬁjaqg tt Qeetraﬁgglttedi r}ﬁll&:@ %??e}rll%e JMz3 E)ggﬂets to
provi des a security system whi ch=rel1es on user ‘naving ogon
credentia} on the _node that the agent js deployed gn. The connection from

I
Che | olIIOGH FEFSpr. 1 B9 IRE SREVEHIGE PFRBISR d1e 82 IRy AIoTeA e flgulaiadstorage

established only if the user has login access to that agent node. The
pr esendedgsst em al so provi des an added | evel of security since the user
shoul d

Each agent may also include an access control list (ACL) identifying which local servers

are able to backup or restore data through that agent. The access control list can identify specific
users and/or IT addresses which are denied or allowed to backup/restore data through the agent..

The present system provides a security system which relies on the user having logon
credentials on the node that the agent is deployed on. The connection from the local server to the
machine having the agent (agent node) is established only if the user has login access to that
agent node. The present system also provides an added level of security since the user should
have physical access to the agent node (over and above the login access) in order to successfully
operate on that node.

The ACL defines for a particular agent node the system servers (on the enterprise
network) that can connect to it and access its functionality. The functionality is set on the node

which hosts the agent and requires physical local node access in order to be manipulated. The

14



have physical access to the agent node (over and above the login access) in
order to successfully operate on that node. The ACL defines for a

particul afyAgaintisfode the system servers (on the enterpri %T/@EWSK) t hat
can connect to It and access its functionality. The functionality Is set on

the node which hosts the agent and requires physical |ocal node access in
or der A6Lmdlomsringudenvbthat e to 4ithed ©BADOSNEE 1RO wserhptedst of gryerathapgen t he
user of that node to either set an include list or an exclude |ist of

ser ver geckdidt. Boefadlf @RSACLIcan BY sélab atdrt all RervAéslaceas tbthes®gent.0 grant al |
servers access to the Agent. In order to change the ACL of a particular

AGENt. e iisiicl GRARA GOATT rd orbile AAAE ke BIPWALER oot 2

an Agent admn utill ers can 1 nvo é agent a n-utility an add
or renpve. access reguests via Access ntrol. List D al gg., An l.e of
add! oD PRGBS A Jeiie AB A SR HID . AdSb EteiRp iy hedeny MarbrliBam:
Fig. 13. A backup nmanager screen 130 is presented to the user of the |ocal
ser veradd o1 remioge agorssmsiieests Ve an dpoess (Guirpb List Hiddegbacked up is a server

that is running Wndows NT. The user highlights the "W ndows NT/ W ndows

2000 Syst emAnfexafip sTdddng3Idemdtesdedwen forbudkap vilk Bowrbe explainddebyusetrencs tb hen
presented with the option to "Add Machi ne" or "Add Using Auto- D scovery",

as sh ) iAGK S| I 1 i i h :t he
oo oot S MSELER AR e SEm Tl Uity denad et gk
Di scovery i t hat

s selected, the.,systemw.ll find chines . pn it he petyor k
nave. t FEN BT R 500 ue @Rt L RgRRERE MRakaR o 1 fieb "Aac
Machi ne. as shown, the user is presented with a series of dialog boxes,
al | owi Righlighs thee Wingows Nl Wangeyes 20(heystean” frpm Windsvel 32 &5 v W et chisks g
asking for a user nane and password entitling the user to browse the
r enot eits dhe es¢mntienpeesantdd patif the optiarctopsddMachine” or “Add Using Auto-
Discovery”, as shown. Clicking on Auto-Discovery will find machines that have the appropriate
agents on them. For example, in this example, if Auto Discovery is selected, the system will find
machines on the network that have the Windows NT/Windows 2000 system agents on them.
Selecting the Add Machine as shown, the user is presented with a series of dialog boxes,
allowing the user to enter a host name for the remote server/machine, and asking for a user name
and password entitling the user to browse the remote server/machine and perform backups on it
and allowing the user to set the destination for the backup.
Each server of the present system may include engines for performing various functions
for backup, restore, etc. For example, as shown in Fig. 14, each server may include a Job engine
136, a Tape engine 138 and a Database engine 140. These engines perform the workload for the

present system, processing and monitoring backup and restore operations and updating

information regarding performance in activity logs and databases.
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and allow ng the user to set the destination for the backup. Each server of
the present system may i nclude engines for perform ng various functions

for backugg (sRkRge. etc. For exanple, as shown in Fig. 14-@aGh,aR ver my
i nclude a Job engine 136, a Tape engi ne 138 and a Dat abase engi ne 140.

These engines performthe workload for the present system processing and
moni t or i ng Hacjkbipngined praessses gobs e tatjpb qecwnat tipdesignated datesrandttinges. rBggpdi ng
performance in activity | ogs and databases. 15 WD 03/005158 PCT/ US02/ 21051

The | afoBRACAS thE RIEARAS fdrASb ikt idRad P el @kn bdRIsdeDi o afRopdates and
times. The job engine scans the job queue for a job that is ready to run,

and t n i r. I L j ob
engi na BaRTE B3 der el chilfnf BRIRPEhEhE porl B EorftnrclE TR REMPh YARLRD YHE |
controls the execution time of jobs in.the job queue. |t scans. the job
queue JoP &ggng s copipls dhg FrgepiPLtime of Flysyin Shedeh BT 480 S OPIRELS ar e
reached. Various features of the job engines can be user controlled. By
choosi mgularlydhechinggnbs autheiriesecution dates end sixwesplereachedr Vetisuvisaiusasoidhe be
configured. For exanple, as noted above, the job engine constantly scans

t he j oob@HgmMEs Efrbd @Eﬁcdrﬂﬂlle&hngﬁo@m%alkﬁectabnﬂgﬁraﬁbﬁ mehhiefor eXargplepe i s
scanned every 10 seconds. To change this tine interval, the user can

speci f i i R r 5 : t i i

o donies pERels et Rop bIRE! £bf Albic,o2dca BERE TR IoBARghElBILLAN bl
"DONE"  W.l| remain jn_t ' ueue for t fi specified i.n this field.
By defHGeb dysEReEoT jo f)glag?e@"%gﬁ’f CHSr 4‘5%%‘{]&}1%]55&”5“? keganged eéfglyelt%ed from
t he queue, unless they are recurring jobs. To change this tine, a nunber
bet weeftcondsn Al coganga Hipeme ipfgrval, threussy sanesneqidy 2 Aimeinterval yyanbeniaey 1 vPPY Log

whi ch can be viewed by the user. The Activity Log contains information
about @dcbndy THeaewytbdetine facdinejbbesan diyo tedeatdolled NBhatss, jobs with a final status

of “DONE” will remain in the job queue for the time specified in this field. By default, DONE
jobs are kept for 24 hours before they are deleted from the queue, unless they are recurring jobs.
To change this time, a number between 0 and 999 can be input.

The system may also include an Activity Log which can be viewed by the user. The
Activity Log contains information about all of the system’s activities. By default, notes,
warnings, and errors that occur when running the present system appear in the Activity Log. To
change the types of messages that can be maintained in the Activity Log, the user can specify the
following values: “ None” so that no messages appear; “Errors” so that only errors that occur
while running the present system will appear; “Warnings & Errors” so that warnings and errors
that occur while running the present system will appear; “Notes, Warnings & Errors” (which is
the default value) so that all notes, warnings, and errors that occur while running the present

system will appear; “Debug” so that debug information appears which can be used for
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war ni ngs, and errors that occur when running the present system appear in
the Activity Log. To change the types of nessages that can be maintained

in the Acljio/islodsis@d. the user can specify the follow ng v@hg§a,ieshone” so
that no nessages appear; "Errors" so that only errors that occur while

running the present systemw || appear; "Warnings & Errors" so that
war ni igebleshbosing preposeshat occur while running the present systemwill
appear; "Notes, Warnings & Errors"” (which is the default value) so that

al | notes, TWertapd@ginedn despbiisible fomimmanivatingwitle and oontrudlindthestarsgnt
systemw || appear; "Debug" so that debug information appears which can be

used 1QgicL6 MR tgéé %?é&%&l@g{hgﬁggfcg hotd £5f £14pl e3hOR! HRGaRERARSentiite t ape

engi ne I's respon or communicating wth and confrolling the storage
devi ces., The tape engine sel ects .the devjce needed far a jaob, .That i t he
Lape GlighREoTReTEroLal p comrstedit ey Stratpbaty gy terwhamaion Bt Bd ne
system and activates themwhen a job is started. = Changi ng the

conf i dtheagingthotonfigaratiopef dhayiope engingistnof Ecopmanded:. Nwmgw gdefaulfief aul t
configuration is used, except for troubl eshooting purposes. However, the

pr eserdonfiysheon isptsed stespt\far froutdeshapingemgposesogilowersr, thé peestiteysibth opt i on
is kept at the default ("None"), the wuser does not need to specify

anyt Niggyigbsearidie Wpk@hginklopt6sd. I th “ItRel fphibA Y Képt uedhe@%fa@[cgwwb,ltp@l e:
"None™ (default) in which no information is logged. If the default is kept,

a Tape._ Engine Log w || .not egr i b. S . S to
" oot et ant Redudgeea B AR Rl BoBeiduir gkt ebRR s vehussle 1
the system nonitoring the tape engine and.l oggi ng ﬁgl I nf or i 0
r ecei \Availahle: HGE%‘?%WE")E’{S grhigag wformeation |1%1@%g%f£ {ifge *#s%lé{t %‘giﬁpﬁré f%ﬁj will
appear in the Job Status Manager. |f "Qutput" is specified and "Detail" is
set asEnmmedogbyillaot dppeanis@riobMtatushevadey. Ifisstdo { Petpiliierach niessage sentdwdhe
sent. The user can specify one of the follow ng: "Both
storage devices will be logged, with the system monitoring the tape engine and logging all
information received. If an “Engine Log” option is selected, the Tape Engine Log will appear in
the Job Status Manager. If “Output” is specified and "Detail" is set as noted above, the user can
specify where they want the messages sent. The user can specify one of the following: “Both
Screen and File” in which case the messages are recorded in the Tape Engine Log as well as
being sent to a DOS box (a Tape Engine Message window). If “Screen Only” is specified, the
messages are sent to the Tape Engine Message window only. If “File Only” is specified, the
messages are recorded in the Tape Engine Log only. The user can view the Tape Engine Log in
the Job Status Manager.
All operations performed within the system are recorded by the Database engine. The

Database engine is responsible for maintaining a history of files, directories, drives, and

machines that the system has backed up or copied. The Database engine is also responsible for
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Screen and File" in which case the nessages are recorded in the Tape Engine
Log as well as being sent to a DOS box (a Tape Engi ne Message w ndow). |If

"Screen QRlovsidosisgpeci fied, the nessages are sent to the plapgiERdspe
Message w ndow only. If "File Only" is specified, the nessages are

|t BRI R AeR )OSR RYY DR NEPORDEHU Y HER RS eyl ar o

recorded by the Database engine. The Database engine is responsible for
mai nt aiype-rogsa thei fiabrepulbfand tHecstart and wep Hmies of thedphesThalatabisgereinedlonat t he
system has backed up or copied. The Dat abase engine is al so responsible for
17 WO &3m0l HBisiET 6£450 246l Dhskd byahasyatan, sgch af 1y typt) itaming) thie ddteitjvdss t hat
have been processed by the system such as the job type, logs, the final

resul t ﬁﬁf‘ﬁ)ﬂtnﬁﬁeds, i Jlat?ﬁ%ﬁgfr@soaﬂdi B Ses@font BR ifl %-DJE&sQ@hﬁﬁ@%ﬁqr%ﬁﬁb@icﬁi SO

mai ntains a history o medi a used by the system such as its type, its
nanme, the date.it . wa first . formatted,. the date it expi a

sessi 0 Org}‘?%f)fl .forﬁle]()%%?%gssggd' (Qﬁﬂﬁg%ﬁ}edf’léglefg%ﬁ‘qogtslag%#(ﬁclfu?f% b e fﬁlg% B all
j obs processed. Sone of the job information saved includes what files and
di r ect éirgcteriasdpse besarbaskedcer) capiedcandirastorednigbp that Sregyesenbpystanp has pregessed,
present system has ‘processed, storage devices and the nedia used for the
j obs. Marige dsvidest amdakemediused fptthojobscan be user controlled via a user
interface. For exanple, a "Mninmum Free Di sk Space Required (M Bytes)"

option al | oygaribeddisfike EbifPERidng chilBe ubbrtbAkON Y Btusé inftr fike. SPRCK afuiple,
megabytes) the user wants to reserve for the system database. By default,

- equi r 8o TuR BEE D B RBER A (dffloq WO RGOSR ORI Bl S SR SRAET, .

Dat abase .Pruni ng" option can.be set g that information regardin e
il es EWETHIT EpUH S imace Gt Begaues) teser VB R Eriedos o databe.

By default, 5 MB of disk space is specified. To change the amount of disk space required, the
user can specify a number between 1 and 10. An “Enable Database Pruning” option can be set
so that information regarding the files and directories that were backed up or copied in a session
can be deleted when database pruning is on. By default, this option is selected, in order to free
up space in the database file. However, the user may find it useful to set this option off in order
to maintain the detailed information, for restoring purposes at a later time. However, it should be
noted that not pruning the database can mean that the database may fill up quickly. A “Prune
Database Records Older Than _ Day(s)” option is active only if the Enable Database Pruning
option is on. The user can specify how long the record should be in the database before it is
deleted. By default, the record will be deleted (if enabled) after it has been in the database for 30
days. To change the length of time, the user can specify a number between land 365. A “Run

Database Pruning at " option is active only if the “Enable Database Pruning option” is on. This
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can be del eted when database pruning is on. By default, this option is
selected, in order to free up space in the database file. However, the

user may {ig\Wdokiskiseful to set this option off in order tg-m@Bhfisp the
detailed information, for restoring purposes at a later tine. However, it

should be noted that not pruning the database can_nean thgt t.he dat abase
may f iqptionpllgw did yser i speeiiiwherndie praniag RReratieR 1sdp dsruBndefagbpraymg Gl i on
is active only if the Enabl e Database Pruning option is on. The user can
speci fgnabled) wWilhgecduhet 1200AN.s AdDeadetb Mddia-Remtabd adimse Roedrds ONLLY wden

del eted. By default, the record will be deleted (if enabled) after it has

been i]ﬂ'uh?l » @ﬁﬁ&bﬁﬁg a[)sgrbe Qovidad SWhi tehRegR férhtitd 8nGhdes afmédiaBhe pRgentser
can specitfy a nunbe etween [ and 365. A "Run Database Pruning at _"

option_is actj onl ifthe"ngle t e Pruning 1 on" .. IS
78 o waraos L e e Hour TSR R RARS oY MRl peRbi Al tif R a8, |
pruning operation is to be run. By default, pruning (if nahl ed) w ] |
occur Rawever,gen hptimg-copspring nveeasa-AesrutieglyJae dpgsEn R%IEBtrtgg Q%QILGQQ Misdiz-
Pruni ng" option may al so be provided. Wen the user reformats or erases a
medi a, Relhted pambestt R ecoydst @NLW whendRrusing” vhtion tecprstinieneleting dlzase bepords umtl
pertain to the tape. Performng this extra step, however, can be

ti me- cONAMEiNPeBbrRfRS SA “AaBRItdd A ate Phitengo®K ™ 6tlorballoa the Rer tdRhatedialdidi a-
Rel at ed dat'abase Records ONLY when Pruni ng" option to postpone del eting

t hese 0 til [ I S: y ' ase « icNg now'
opt 1 ort B pase pahy B hoO FE doo ,  the
j ob queue with the specified paraneters. An "En

bl e Renot.e Dat abase’
opt i onRemats Tdtahase” Qpirapeinaplss (ReseLyer ipics W&%Oé%g%baée ap &g derégaisﬁa%?f%less
regardl ess of the renote database type. This database can be used to
submi t ofthe eanmote dajabbsettypa This dhtabasachin he usedonfsiibmitaa fegiraipbip a leagtot e
dat abase is perfornmed here as well. The user enters the Server Name, Login
Nane, fasigner doafigiroesy 6f thOpanat idagbayeds perférymd Iefe ddwell.eMicarseiadnidra siee
Server Name, Login Name, Password and Server Operating System type of the remote database
the user wants to enable.
The present system may also include several other types of managers for managing the
system. A Restore manager restores data that has already been backed up by the present system.
A user can set policies to schedule and manage the restore operations. The Restore manager can
perform a complete or partial restore of data.
A Database manager displays information from the database, such as the jobs processed
by the present system, the media used, and the devices that are being used by the system.
A Job Status manager monitors all pending, completed and active jobs from a Job Status

Manager window. The Job Status manager also reschedules pending or completed jobs, submits

new jobs, deletes jobs and stops active jobs in response to a user request. Log information is
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the user wants to enable. The present system may al so include several other
types of managers for managing the system A Restore manager restores data
that has @lg@aryispeen backed up by the present system A geg@lisesaiysset
policies to schedul e and nanage the restore operations. The Restore manager
can performa conplete or partial restore of data. A Database manager

di spl agrovidad denrach oempletathjobe dat abase, such as the jobs processed by the
present system the nedia used, and the devices that are being used by the
system A JADSH & usanagaadigilaysdnidrebton bbowp eidtogge devipdseinddnadidl Théi ve
jobs froma Job Status Manager w ndow. The Job Status nmanager al so

' escheguliess anaIQs £ODPIELRMsh ARTiveS Bt SsiolGibdd Bd plELA fiRal0DS and
stops active JobS 1 n response to"a user request. Log rnformation is 19 WO
03/005158.PCT/ US02/ 21051. provi ded for.each conpleted joh. A Devices

anage RTGHB S8 o HBPRER e (O OE i GIRAE MSUIEDSRRIE mect & The

Devi ces manager allows a user to change a drive's conpression node, and

per f or m neddaRepotipenagascenstdicsaspetnpeagiatom the dataaasei Ygrions eappHg indpdect i ng
and retensioning. A Report nanager generates reports fromdata in the

dat abaméormdéibh abisutrsepahillspaolividsythedia enfos, adsians, bdekup devibehndemgibih polieiss.

medi a errors, sessions, backup devices and nedia policies. A Media Pool

nmanager NMaNAgeRdiaHodfhRfadtn thaiBiddl &lehids h®altaiflé R%R'a!‘ gRoupingdRdhdiPforeasy
identification of backups, allow ng efficient scheduling of the nmaintenance

d l. i f. dia...Th . desi di [
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for nmedia pools used in _the rotation schenes, including _nedia status and
sessi ofeimsds rhhes Byer can design media rotation schemes to suit the particular archive needs.

Reports detail the media information for media pools used in the rotation schemes, including
media status and session information.

An Alert manager sends messages to people in an organization using various methods of
communication, regarding events that occur during the functioning of the present system.

Each time a backup job is run, the system records information in its database about the
machines, directories and files that have been backed up, and the media that was used. This
allows a user to locate files whenever the user needs to restore them. The database information is
backed up by default whenever a user backs up the systerhs home directory. A user can select to
backup the database files in every backup job regardless of whether the system home directory is
selected for backup.

The present system also offers several utilities that can be used to manage files. For
example, database recovery can be performed, should the data in the database be corrupted for

any reason. A Recover Database utility lets a user restore information from a database backup to
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An Al ert manager sends nessages to people in an organization using various
nmet hods of communi cation, regarding events that occur during the

functioni 4@ Rk Present system Each time a backup job g ideandshe
systemrecords information in its database about the nachines, directories
and files that have been backed up, and the nedia that was used Thi s

al | onshadatslease t avetvadtn gefistirsdatdbene ks, Ahesen sar useahdutilivy nestime ¢hd detabasd he
dat abase information is backed up by default whenever a user backs up the

syst enHed s8R0 SuBE hOHYrings HREdterdA SBleCfbod 8r mBAGkS Brabe Sdat@PaRRAnEdd €s i n
every backup job regardiess of whet her "t he system honme directory is

sl eot AT BARKY o HIS PEAANN, SYRLEM 8l SR b ShRREYEEle MLl fes that

can be use exa ecovery can

per for should the data_in the dat abase b rrupted f n son.
Rec ov &lataBitn AL 6256 theydatabage sesgigR Freg toarq,r% Fite i s vl bsos Gorbagkgh

backup to 20 WO 03/005158 PCT/US02/ 21051 the database, overwiting existing
dat abasmothér opsion Alloawe theowsar twsspetifiy mediaidptipys fomyhe jobe Arvthataptibmsidows fHees
are lost, such as during a disaster like a fire, flood or nmachi ne crash.

Sever alscAd\aneashmaiat 3Bseh FRe DYRTY akPbt £ i RsRYSjobaifoptionck dkbng an
option to specify a date to restore the database. In this case, the

dat D336, 368 810 BLEELES (O Be U RE U b oAt rlld i YO %&J LbgekuP-

Anot her “opt on al e user ila optlons

Anot her optjon allows the wuser to.run co r, batc Ll es

and/ or aft e‘é‘nfq{%e (LA ?%Wovﬂﬁér?d{owdﬂg }”?%Faglé’nc%ﬁ%\]/‘?s&gﬁé 49 SWP gsq?tﬁe user
to determine the |evel of detail to record in the Job Queue Log. A nerge

uti | i tyitayghodatphasei dbis, fundtiomvallewysianiser ieerestore daga Hem; hdislerand serrmrdh@mﬁtw
slots wthin the database. This function allows a user to restore data

f rom eondiviliees €Hdt datataveresideanFohexampics i éatsh dsb Backaip ataseediabusdesthelpdésent
exanple, if a database backup was created using the present

system on a different machine, the user can use the Merge utility to get the media information

into the database in the systems home directory. The Merge utility thus allows a user to take a
media that contains one or more backup sessions and append the information from that media to
an existing database. This is useful if detail information has been pruned from the database.
Advanced merge options include an option to specify media options for the job, an option to run
commands or batch files before and/or after the job, an option to determine the level of detail the
user wants recorded in the Job Queue Log and an option to send messages about events in the
operation.

A Scan function provides information about any media backup sessions. Each source that
is selected to back up is saved on media as an individual session. A user can scan a single
session or an entire media. Results of a scan job can be seen in the Job Queue. This function is

particularly useful if a user is trying to recover a server and needs to find the most recent backup
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systemon a different machine, the user can use the Merge utility to get
the nmedia information into the database in the systens hone directory. The

Merge utiidosdokidg allows a user to take a nedia that co@ingQNR0r nore
backup sessions and append the information fromthat nedia to an existing

dat abase. This is useful if detail information has been pruned fromthe
dat aba¥fdhe daiakass s@ thakitcgn b pesispd  ArisPieRR alsp wisithe Scansfuapiaen K yheyeyant a list
options for the job, an option to run comrands or batch files before
and/ orofghe¢ Giestilee wWeobbacknd opt Adwatced dedreoptions indiedd mveptionftodptafyl medie user
wants recorded in the Job Queue Log and an option to send nessages about

event Sogtibnk A6 thORB! &t bibn 1 sPEATY JoMNCidnerhl BpAYAKSS tHe B &R dsqD séqiPiifes any
medi a backup sessions.” Each source that s selected™to back up is saved on

nmedi a i ndi Vi dual i.oN, user n_scan.a._single i 0 . &N
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function is articularly useful if a user is_trying to recover a server
dhor dotai0

and ne¥dererandior afier the 1ok, 31 Opek N defieraling ths 1evghoh thesiseprnisseerdedin of

t he database so that it can be restored. A user can also use the Scan
f unct i tba Joh QuiesLogad zn dpton to génd imesshgéseabouhententsaindhdopratibnup. Advanced
scan options include an option to specify nedia options for the job, an

option to spesihipirsRABiGLaRfirestBE comsntt OF ahitlid QRsioh €fiRS oh@ M&eHind.i | es
with CRC verification, or to enabl e database recording, an option to run

commangls Iﬁ- {hf f: e T%g &9%1 tifs aft
det er nn1ﬂnstl,l(?ttIé ﬁgafeﬁoe belg?f ocPe gli aI(?Srot egg%gég{rth\%éﬁféué{eébé e(r:I C?lgu t esqg%g (ijeelﬁg Log
and an option to seng1 ssa es.%fo t .events in the.operation, A conpare
Funct | bR v T Eren KR b e ALl o Hesie Bs i Wi GORt g1eas” AGETREL hi ne.
Results of the Conpare job can also be seen in the job queue. A user can
use t h¢ampasappiiensanelade an opftakia specdfnmedit pptivng for the job.caogprtione epecafyl of
the files to nmedia without error. Advanced
whether or not to enable database recording, an option to run commands or batch files before
and/or after the job, an option to determine the level of detail the user wants recorded in the Job
Queue Log and an option to send messages about events in the operation.

A count function counts the number of files and directories on a machine. The results of
the count function can be seen in the job queue. This option can be used after a copy job to
verify that the copy function copied all of the files from one disk to another without error.
Advanced count options include an option to specify whether or not to enable database recording,
an option to run commands or batch files before and/or after the job, an option to determine the
level of detail the user wants recorded in the Job Queue Log, an option to scan files for viruses
before they are counted and an option to send messages about events in the operation.

A purge function allows a user to delete files and directories from a machine. Results can

be seen in the job queue. The purge function allows a user to delete files and directories from a
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conpare options include an option to specify nedia options for the job, an
option to specify whether or not to enabl e database recordi ng, an option
to run coWpRdes@g batch files before and/or after the jglyr/@dRQRs 0N to
determ ne the level of detail the user wants recorded in the Job Queue Log
and an _option, to send nessages gbout events in.the operation,. A count,
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results of the count function can be seen in the job queue. This option
can besugh egjtoafemeive diregpyiey etenable databageyreeording hie opligrytof mpcemmansls pr batchl |

of the files fromone disk to another without error. Advanced count

opt i oniles beforeckenddot afipt therjolh,ansipeion ty detbeiine theolevelaif detailapablord datheliabe
recording, an option to run commands or batch files before and/or after
the | obyeir o@Pinl ' : t ek e user wants
recorg(gd L?antheH%ﬁﬁ&)gﬁ%%ﬂg‘g@&gﬁﬁSPJi)]g\r{?%tle%@g%g%cﬁe agghf or viruses before
they are coynted.and an.option to sen ssages, about. evepts Ln the

operat on. ACBE GEeoRaneEh. B afeSs e PR SRR oS ok afeds s
froma machine. Results can be seen in the job queue. The purge function
al | owsUsT ERIENACORE @ @n # qcebmaphing)io seredHeeand disnstogies 2p apprhgpiaching ghat

PCT/ US02/ 21051 nmachi ne. Advanced purge options include an option to

speci fig geogao e beclald uppbinetia.f Copit bietigns ldetesminte ralatddactionothat dicue dtng es or
enabl e dat abase recording, an option to run commands or batch files before

and/ or afgd {18S copfpkRBion 2RoPBEdnle,laf DL I Pafided o kel vafendBtraly opep filesor d

in the Job Queue Log and an option to send nessages about events in the
operat én%r@e%&%{;eyncﬁ{t}é%t WAoo Wis S pibv fledtd s;?é%ﬁ’%(' WhdiEs o %8{7100&%}%&%%%94‘ to
anot her. 'For "ex e, a uder i can i ' a copy job ona local machineto
store files and djrectories on apother machine that _Js %ojEng t.0 be backed
up to TRERKUNS COMILGADISA STHESSTHITHE Imagseltle spurre echingendhe festigaitthg or
after the copy operation. For exanple, an option is provided to specify
when tmediat An gpen if praysded to copy files and directories from the source machine delete all

files and directories that do not appear on the source machine. An option is also provided to
delete files from the source machine after copying to the destination machine. An option is
available to copy the file-level security information for file access on NTFS volumes. An option
is also provided to run commands or batch files before and/or after the job is run. An option
allows the user to determine the detail they want recorded in the Job Queue Log. Another option
scans files for viruses before they are copied. Another option sends messages about events in the
operation.

The present system allows data to be backed up by running storage operations in parallel
utilizing multiple streaming. That is, the present system can be arranged to create multiple
streams of backup for a backup job, based on the availability of tape devices, automatically or in

response to a user selected option. By distributing the data across parallel streams, this approach
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and file sharing options. An option is also provided to specify whether or
not to enabl e database recording. Another option creates a mrror image of
the sourcgg@aig on the destination nedia. An option i daRehaadto copy
files and directories fromthe source machi ne del ete all fi(es and
directories that do not appear on the source machine. An option is also
provi dgeatlyoreddexs éheetifi reprifer] don tidekus operationsa ddcoeergfaffter a catpstrophid losd Wil
destination nachine. An option is available to copy the file-Ievel
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provided to run commands or batch files before and/or after the job is run.

An opt{))l% allows the user to determne the detail they want recorded in
the Jo %Jeue Log. Another option scans files for viruses before they are
copi ed. Anot her option sends_nessages about events in the operation. The
present sysMé‘gtﬂF&P Placmnigg thpsadlows users k@ thkg gdyantageiallghe pvrilegle tapRdeices ™ i n
parallel utilizing multiple streamng. That is, the present system can be
ar r angid systeroy esaspditting 4 sipkle baskupejabsntofmiléiplelpbs using tva@okuprg afithe kepsed on
the availability of tape devices, automatically or in response to a user
sel ect @s/i@R! A9A resBH, ﬁhh&lgﬂé Bidabiifg trlteeadét the é%@ﬂ%a&élféﬁtﬂcﬁigh bt RaiPared Witk
approach 23 WO 03/005158 PCT/ US02/ 21051 greatly reduces the tine required

for b [Qn e t ' ' so be

{ ast or AR ERIATT mERAHER: B hdinaRhaR LRI RT iiybiom @670 0°
t he back data at once. Miltjple streami ng thus allows users to take
advantﬁ@gg%*= Fm?ﬁﬁnéggWﬁéﬁPELB%%@ﬁH%@ﬁ%¥§%B% the system by splitting a
singl e backup job into nmultiple jobs using two or nore of the tape

devi ces. AsMaliipls gtreamimglwarks for othelaniirgdiremptsalswises.nBacking vp k réraetespurce

t hroughput conpared with sequential nethods. If nore than one drive and
nor e t g thiegenivbiplégeremindeptyds suppatted at the node (computer) level. A user can use all

of the storage media devices, or can specify only a single group of storage media devices (if there
are mixed types of storage media devices in the system). . If a library option is installed on the
system (as will be described below), multiple streaming (when selected) will use all of the
available library devices. If the library option is not installed, the user may put the storage media
devices into separate groups.

The total number of streams (slave jobs) created will depend on a number of storage
media devices available, if it is a changer, otherwise, it will depend on the number of storage
media device groups.

Multiple streaming is performed at the volume level for regular files (two volumes can
run simultaneously on two separate devices), and at the database level for local database servers.
Multiple Streaming is performed at node level for Preferred Shared Folder, remote database

servers and Windows NT/2000 Client Agent.
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avai | abl e, the user can choose to utilize nmultiple streamng. Miltiple
stream ng works for both |ocal and renpte devices. Backing up a renote
source wwPpGOOTIe8 multiple stream ng option is supported RCTIUSE2/2ZIO6E
(conputer) level. A user can use all of the storage nedia devices, or can
specify only a single group of storage nedia devices (if there are m xed
types of st Ohaggtd®dirhde\dseemyijobd fvenmgsimulfancotsly as thebyamber opt i on i s
installed on the system(as will be described below), nultiple stream ng

(when §&)ieGikRnsWhit ard'sE R §y|st@f&1 tgen Avaitphditfeahlils aptiortie\sleeRd, Wherd b

library option’s not Installed, the user may put the storage nedia

devi ces into,separat oups.. The. total, nu af, ] )

cr eat eBAEF 10048 ﬁ@dg’ﬁq eﬁ%ﬁﬁéwﬁgpl e{)?lg\éee{&g%oiag ge icgigm g%%ﬁgrbcieg??if it
is a changer, otherwise, it will depend on the nunber of storage nedia
devi cesigrazaprediagg arp pyalable. Pagnrryjopds Baishest oraGYOIRRS %fmﬂisﬁw g%ﬁé‘ﬁ"‘f%ﬁll
regular files (two volunmes can run sinultaneously on two separate

devi cesntil thad aat né herdpbalb@sm. | evel for | ocal database servers. Miltiple
Streaming is perfornmed at node | evel for Preferred Shared Fol der, renote

dat abase  seyy&r§ilpmt WiRHINS iR Al (e anly Wide RS seletf a MR ddBp S Stbevent
PCT/ US02/ 21051 The system can have as many jobs runni ng simnultaneously as

e L 5 S GRSl B4 PRIt Bl
s ar o RRARTIRFS. Fovig et Yish FHRESeles b CUNIER SRR e
executed wuntil there are no nore jobs to run. Wen utilizing multiple
st r eanmCaggelinge msster jobyinvilieh careebng alt thesslansdpls. pbisl user Wa@ggﬁhe master job
or any one of the slave jobs to cancel the whole multiple streaming job completely. As described
herein, when a job is put into the job queue, operations may be performed before or after the job
is performed. For example, messages may be sent to various personnel, etc. These are referred
to as pre/post operations. The pre/post operations and comments are supported at the master job
level. That is, pre/post operations will not be performed for each slave job. Instead, the pre/post
operations are performed before or after the complete job that spawned the slave jobs is run
Each slave job will have a default job description in the job queue with this pattern: MULTI
STREAM [JOB [MID]] SUBJOB [SID], where MID is the master job id and the SID is the
sequence id. The Multi Stream option will be ignored if the system has only one storage media
device. In order to achieve the optimum performance with multiple steaming jobs, a high-end
server machine with multiple processors and at least 256 MB memory per processor may be

utilized.

Fig. 15 is a flow chart for describing a multistream back up method according to an
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tapes frombeing overwitten. Separate tape devices should be configured in
separate groups for reqgular drives. For tape systens with changers, they
can be cogfd @uoedst o be in the same group. Canceling a mgsgh@isehRiysii Mplies
canceling all the slave jobs. The user can cancel the master job or any
one of the slave jobs to cancel the whole multiple stream ng job
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operations may be performed before or after the job is perforned. For
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wth this pattern: MILTI STREAM[JOB [MD]] SUBJOB [SID], where MD is the
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be ignored if the system has only one storage nedia device. In order to
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processor my,.be tilized Fig. .15 is a fl art. for cribi\ng.a

it Soriea i bR Eort 0B Py Du BB bbb BRI L&) 21051
enbodi ment of the present disclosure. In Step S2, the user creates_a naster
back ujysiesbthen gengisdlpe staaller slage jobs te figiipk qgeua(Stamel Podngieriel 2. thglebng f or
jobs that are ready to run based on their scheduled run dates and tines.

| n St egnghife, contidedsescanning therjob gueredor jobet Wbis cohBnwesivmtihtheatswt daveynb is based
on the scheduled start tines. If it is not tinme for a nmaster job to run

(Mo FABRIEbeSepial, Wb LARUES RECRALE 1 i URUAAILS i 13
the tape engine to determine if a tape device is available to begin backing up to (No loop, Step
S16). This continues until a tape device is determined to be available. Once a tape device is
determined to be available (Yes, Step S16), the smaller slave jobs are started for each job having
an available storage device (Step S18). As each slave job completes, information is returned
back to the tape engine to indicate that the tape device used by the slave job is again available
(Step S20). The job engine then scans the job queue for the next slave job and the process
repeats until all slave jobs have been performed. A determination is made whether all jobs have
been completed. If not completed (No, Step S20), the process again scans the job queue looking
for a slave job to perform (Step S12). If each slave job is complete (Yes, Step S20), the process
ends (Step S22) and the master job is deemed complete. At this time, any post job operations

may be performed.

The present system is also capable of performing serverless backup, which solves many
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In Step S8, the systemsplits the master job into nultiple smaller slave
jobs, with each slave job corresponding to a backup/restore of a single

source enyid dsobiske system database, etc.). The system tﬂ@%ﬁﬁ,@%lthe
smal ler slave jobs to the job queue (Step S10). In Step S12, the job

engi ne continues scanning the job queue for jobs. This continues until the
new sl tEdatignabbackup delated tissuey fow syst@n egmdiigratonsh Servdnessieackyp allew alosérgo
detected, the job engine conmunicates with the tape engine to determne if

a t apepaiftwintackgpsavigi hlallsezdro ilapait fo BRGybR OPULAd aNowk applicalbBPodsciOirs
This continues until a tape device is determned to be avail able. Once a

tape dl%\@oﬁﬁnﬁesto 1 (V?ﬁlgiﬂ%??acgg qul%g%gsb | Qe dfBSis bgélﬁ.\%b{ﬁéﬂig%tg? gﬁéegnegﬁ&l £

sl ave Jjobs are starte ving an aval evi ce
(Step S18). As each.sl ave.j.ob co efes, jnformatjon is retyrned back to
et Uy RsE i e S b ke Tk e SR B RO e | ob | <
again available (Step S20). The job _en%iane then scans the@é ob queue for

t he ne3PPlisatipns tp epntinng t@ heceps ibe detr whityidabsclnptis beiagipespraned.j obs have been
performed. A determination is made whether all jobs have been conpl et ed.

| f not conpbaetvedest backuptie imS2MEentetd hgingrihe arinstagstandad axienddibcdpytrogiigatel,
| ooking for a slave job to perform (Step S12). If each slave job is

comp! ekt u¥Bdres SARRn$EBlmoh %ifl RARRS Bt hERxSARA A dohimRet er ] oD

is deenmed conplete. At this tinme, any post job operations y

per f or med. e present, systemis al so capahbl e.of. perf.or.m server|.ess
backup, i e SHIBE Chighys SE\Ger RG0S ta N Be PO SHRTY R ES B
backup rel ated i ssues for system adm nistrators, Serverless backup allows a

user t¥IVEGEPIpITAYFERk thesdaig backyp tignsierpath, andrghievesdiress diskde épeoptrnsda

al l ows applications on servers to continue to run while the backup is in
pr ogr edisk d8ertnaesfer shithaink e ddta transfereis thdenlp eetivifyathatchapperckat phersemdkndgvel,
gi ving the hi ghest possible backup/restore perfornmance and al |l owi ng
with the actual data transfer happening at the Data Mover level on the SAN. The serverless
backup according to the present disclosure transfers data between disks and tapes using “Data
Movers.” Data Movers are devices that support the extended copy command, eliminating the
need for bringing the data all the way to the server, achieving the shortest data path. This
enhances the backup performance considerably, and yields the highest possible backup/restore
speeds. This allows the applications to continue to access the servers while the backup is in
progress. This functionality eliminates the need for a backup window, and allows systems
administrators to perform a backup at any time.
An example of a system for serverless backup is shown in Fig. 16. As shown, the system
includes Servers 150a-150n, disk array 152 and backup storage media 154 which are all

interconnected on the SAN via a high speed network 160 which may include routers, bridges,

etc. Disk array 152 is capable of storing data from various workstations (not shown).
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applications to continue to access the data while the backup is being
performed. Serverless backup is inplenented using the industry standard
ext ended g@seergand, and supports SAN environments w t lpcdewdosasosi hat
support the extended copy command. By using the extended copy conmmand,
serverl ess backup effectively elimnates the server conpletly fromthe
dat a backupThe §A& BpppEs extendad sepy dnavhielh thsetatai¢anibersent diprstly froma gisktapray
di sk data transfer. Initiating the data transfer is the only activity that
happens52to Hableusaotage nediel 54, withidut hbeingtd pathrowdioa sereqst A5 shappby bitgwad
the Data Mover |evel on the SAN. The serverless backup according to the

pr esent, 1k S, AR Ra hatBISH BE Ba rpaotf El%ia%@r& Ak Aday 9L SravSls Moudih

Movers. " ta Movers are devices at support the extended copy command,

achi eviyoPn L Eaed TR SpcbieRih SoriginEhafcioer e Bandlp ua F ity

consi derably, and yields the highest possible backup/restore speeds. This
al | ownsthenge apprarves fherhackep ssansidered servedessss t he servers while the backup
isin progress. This functionality elimnates the need for a backup

wi ndow, andTh¢ bolwsvsythhteties seraehyiard mvolved o tb aeqpevd dataregatbickibp batkupn\Fdri ne.
An exanpl e of a systemfor serverless backup is shown in Fig. 16. As shown,

the sysiddiple]inelaidas iy cuhiunkafe vdBOriot phridht 8Ynt 33ando Dankipash abage

medi a 154 'which are all” i1nterconnected on the SAN via a high speed network

st or i nicoaeR i SRR Gh7 b bt 1Kol fug il A3 ibosrbBend ™ © ©

PCT/ USQ2/ 21051 The SAN supports "extended copy".in which the data can be
sent df%ta g?’inﬁ baglsoh up wRVey quggtly fiom digk paay Eﬁré) de Bafgag SHERg A ,156\/i“f1Fah%‘f
having to go through a server. As shown by arrow A in Fig. 16, the data
pﬁteh f going eobglciypsenferddiPd).starts at the di sk array 152, travel s through
t One aspect of the serverless backup is based on parsing file-mapping tables of each
volume. Fig. 23 is a flow chart for describing aspects of serverless backup according to an
embodiment of the present disclosure. The system first opens up the NT file system (NTFS) root
directory and structure (Step S70), parses the same for allocation tables of each file (Step S72),
and finds out attributes of each file (Step S74). Upon examination of the attributes of each file,
the system determines whether the file is resident or non resident (Step S76). If the file is
resident (Yes, Step S76), entire attributes are backed up (Step S80). If not resident (No, Step
S76) , the system backs up the file attribute (or attributes), as well as the data blocks that belong
to the file (Step S78), thus mapping the entire volume for all files residing on the volume for
complete data protection. On a system supporting file allocation table (FAT) file systems, the

system can translate the blocks by translating the FAT schema. The resulting scheme is a

Serverless backup using extended copy technology capable of providing file level restores.
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network 160 and arrives at the backup storage nedia 154. Since the data
path does not include the use of a server, the backup is considered

serverl esgo 5iBsRp! Y way that the servers are involved argd9ydi8eRjsye data
regardi ng the backup. For exanple, the servers may comunicate with

various portions of the systemto get netadata about the backup, etc. The
servers masahswenleFigs ad, foo NStES, theaprdsenosiystayh opérs aradimnp (Plep SE3% redsistint he
dat a bei ng backed up noves directly fromdisk array 152 to backup storage

nedi a tHBo otk AGUB tep BB2Nhdt JHOIUE BickParsifét¥ehlosk FB) O S8 dhe @ stéi@hen

serverl ess backup is based on parsing file-mapping tables of each volune.
Fig. I.S: Ckihi . af

acaor AP inds WeVELaEL, lfer R Flc R ABRRGHSID ARSEN Tt B JARRon
opens %& thg#é %ile system (NTFS) root directory and structure (Step S70),
par se fre 83)%r aliocation tables of each file (Step S72), and finds
out attributes of each file (Step S74). Upon exam nation of the attributes
of each fi |The systhm teaystsenrthdevetrthiectssy filnsi t(based oh éhef filegefetence of thwt dirgetorbn
resident (Step S76). If the file is resident (Yes, Step S76), entire

attri e 8stedi Rabatkale teofdSicgmenBibr rodtfdiRetory)edépdading(hahe Sidep ro&#mry, t he
system backs up the file attribute (or attributes), as well as the data

bl oc kﬁ{epﬁ%gg%&&'&e ifled it if blefe fsﬁ%;g@?éz §F it 5%% ik gﬁegpét@g sbbf; R0 sten &@1‘1 ure

for a residing on the vo ata protection.

system suppoyting file allocation bl e .(FAT) .fil e systens, the st em can
t ?lans Ieé't“é‘ﬁfeﬁ e Btlt‘%&‘li% ogg}lettj‘rl%‘tiﬁ?f’%ﬁtp’né)ﬁ? ﬁgn ereéc(),’h ackpR, the omep nﬁ%ﬁﬁ i's
a Serverless backup using extended copy technol ogy capabl e of providing
file lofls atridsiterr A detep@inafion 3y wede whetharTheSbois 2endnt 0%O@ﬁ@91ﬁlﬁ(§‘t6ﬁ$§6)-24,
for NTFS, the present system opens a volune (Step S82), reads in the boot
sect off {hetvame8  k&sidbng €hlse (Yies, SiepsSI8)) theeystem witl blacKupRBE filSteeprdSeginentThe

system t hen
containing the attribute. If it is non resident (No, Step S98), the system will figure out the
LCN/VCN (runlist) and remember the information (Step S100).

1f not a file (No, Step S92), other steps are performed (Step S102). For example, if the
root entry is index-node, the system will look into index allocation attributes. Ifit is a directory,
the system will traverse through the directory. The system will then add all other clusters, which
are not in the list yet, based on a bitmap.

As shown in Fig. 25, for. FAT/FAT32, the system opens the Volume (Step S104), reads in
the boot sector (Step S106) and gets the BPB (Step S108). The system reads in the root directory
(Step S110), and based on each entry in the root, the system may parse it differently. For
example, if it is a sub directory(Step S112), the system will determine the cluster chain of the

directory (Step S114), read in the subdirectory (Step S116) and traverse through it (Step S118).

Ifit is a file (Step S112), the system will determine the cluster chain of the file using a FAT table
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determ nes the sector size, cluster size, file record segnent size,
clusters per Index Allocation Buffer (Step S88). The systemtraverses the
root dir Mofisgst (based on the file reference of root glyeebRigsy the
systemreads the tfile record segnent for root directory), depending on the
index root entry (Step S90) and determines if it is a file (Step S92). If
it is (8tdpidieof Yes, Step S92), the systemw Il examne the attribute of the
file (security, data attribute etc), and backup the corresponding val ue of

the attri btﬁo?gtsﬁapggg ;b@}o@ﬁ,a&gg' fhe ggsg&n%ﬁ&%e Y BRinded Fac'hé TiRsdydRn! tRh

nonr esi dent IS a resident va Yes,” Step S96),
the file

the system cku r rd se nt.ai ni n thea r.i bute.

© o she iR - R aspaphieButing d B Kun petyvi Sﬁa%i:, At e
LCN/VCN(nlnllst) and renmenber the information (Step S 100). If not a file
(No, Svidlyemonjhe wigies! detedp s Serverlseyimerelr (g agpiad da@éaackmrF @%h%ﬁﬁréeﬂw t he
root entry is index-node, the systemw ||l |ook into index allocation
at t ri gk, sinte tita nfoventdnt kaipenyio thé hev digk} edatavinidvet may eosbe dbble tugivetblack
directory. The systemw || then add all other clusters, which are not in

the Ti@t o f:nal %ﬁéeﬂc%}dﬁagg taf@a@ end'Sf SBOMEsh Badiug, th%@gst&ﬁrmgﬂﬂﬁﬁg %psh&e

system ope S Vol une S 104), reads in oot sector (Stép S

(st bp S0 Svil i iR agaa%fﬁﬁzhoéﬁﬁ eSS ?Xf'@er%ty?} BB < i1

differently. For exanple, if it is a sub directory(Step S 112), the system
wi || defemaiipe duies eswse.er chain of the directory (Step S 114), read in
the subdirectory (Step S 116) and traverse through it (Step S 118). If it
is afile (SheheSxhiidle of heystpsflom for pérfatetieg sirveldshbackupss shovahiai Figot7.t he
file using a FAT table 29 WD 03/005158 PCT/ US02/21051 (Step S120)
To accomplish serverless backup, the present system obtains a static view of the disk array 152
or portion of the array (Step S40), maps the blocks of data on the disk set to the files to which
they belong (Step S42) and moves the data directly from disk array 152 to backup storage media
154 (Step S44).
In order to obtain a static view of the data in the disk array, the present system may use a
backup mirror system. An example of a flow for obtaining a static view of the data in the disk
array using a backup mirror system is shown in Fig. 18. First, the mirror is established (Step-
S46). Néxt, any applications writing to the disk array are stopped (Step S48) and the mirror is
then split (Step S50).
Another way to obtain a static copy is to use a snapshot. In this case, as shown in Fig. 19,
the system first stops any applications writing to the disk (Step S52) and then creates the

snapshot (Step S54).

The system now has a static view of the disk array to back up. When the data is being
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For a snapshot, before backup, the systemflushes the volune's cache. The
systemthen freezes the volune (e.g., takes a snapshot) During a backup

anal ysi s §lA8f0s@ssSnapshot driver wll return the originggc 3riR a
Serverl ess/imge, for the actual data backup. For the serverless system

since data novenent happens to the raw di sk, a data nover nmay not be able
t o gi veanbfetded ftonetherdigk aredy Ib2tta thefeavhinplstogdge, madia t b thedataimaydrevednsfsed
backup, the system may ask the snapshot driver to give all the original

dat a ofs tidtks GPdhthia gﬂerééa tt(?«"ﬁ&ng %Hsﬂeﬂé‘d SYB1E. m‘étér’dlr%Pjp by OH@EO everfuaigat i on

during restore. Anot exanpl e of a system flow for ‘perform ng serverless

backu Pﬁl‘é’n ac o r backu gsent
syst e%e%)tglf alns’ %hegygz%ﬂ%ccr%ﬁz%sﬁ to “the dE&ll‘k?q%gy‘%@@}%%Cks gclo{lg Bonngthﬂe arr ay
(Step s the bl ocks of . data on the disk set to the files to whic

t hey r&ﬁgmg%f epshonay inditg 2hplils / sosistaof dafaletsyArp.amddr SEII%BrWSIE'@?ft 0

backup storage nedia 154 (Step $S44). In order to obtain a static view of
t he dadata blockshp, B skl Far Wargn thehamapshes enspli ysitremisayated ¢hase neppkngs willr r or
system An exanple of a flow for obtaining a static view of the data in the

di sk @Haﬁb’cdﬂﬁtaﬂgmﬁlll%%iﬁépsﬁﬂtrn'h%r &Y Sila! ?Eﬂdﬁs SO THE fredbnt ddtentT brchtes thd1e
mrror is established (Step $46). any applications witing to the

di sk at%l%)érﬁ{ g) rg%c%qgﬁ’l%qhé §%’c§ %lo%ﬁ%%so%ﬂ&oh ?orrplferﬁ 'énc!l Pile Eh%\r/-'he]?ﬂh% hsér‘crﬁ S50) .

Anot her atic copy I's use ‘a snaps IS case, as
shown in

di sk (%teeﬁt%@z;stawoﬁ lrbeios FEaEls: %@?ets%ﬁrasg%% 5Bk C%@i«;&s%&%&%" ow
has a static view of the disk array to back up. Wien the data is being 30
WO 03/I6tx6A 38d PSreistrnR 1 384t data blocks being sent from the disk array 152 to the backup

storage media 154 are directly transferred using the extended copy command.

When restoring data from the server-free backup system, the user has the option to restore
the data on the image level for restoring the entire drive or on the file level for recovering
individual files or directories.

An image level restore copies the entire image back from the backup storage media 154
to the disk array 152. File level restore acts just like nonserver-free restores, copying the selected
file(s) from the backup storage media 154 to the disk array 152.

To perform image-level server-free restores, the present system creates a snapshot or split
mirror to which the data is going to be restored. Next, the present system uses the extended copy
command to restore the backed up data directly from the backup storage media 154 to disk 152.

In the above-described embodiments, any applications writing to the drives are stopped

while a snapshot or image of the drive is taken. However, instead of stopping the applications

writing to the drive, the present system is also capable of waiting for a preferred period in which
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transferred fromthe disk array 152 to the backup storage nedia 154, the
data may be transferred as blocks of data as opposed to being transferred

as files. wiy@Gansisealy, in order to eventually restore a fgd@usobBRssyst em
creates a table or map identifying which bl ocks belong to wﬁﬁgﬁ files. For

exanple, as shown in Fig. 20, File A consists of data blocks A B, and C
Fi | e Bodalmssthstssapshot atdtraghl dok sxdplE, thaggktém cih eynchivmiznhp dhiot 162 andiviait
mrror is created, these mappings will renmain constant until another split

M 11 Or fo@lh peABR 8NAtitd Dabii BB 8Ghe ditfe P2 B He NS HRIPLAVISRitE Mictil@PlR or nap
recording the data bl ock associations for File A'and File B. Wen the user

t hen restore Fil . for e | t he esent syst | ooks up
the bl SaleEBORS kR o R\ fforihife i’ W FRER B shitffd S a 2o e o st
being sent fromthe disk array 152 to the backup. storage nedia 154 are

di r ect ﬁ?’gﬁ REFIQASPB PR BeeTUBPgiged H)é‘eélk% nd s spspificd prriedhal aptidtydPisaeprdst a
fromthe server-free backup system the user has the option to restore the
dat a o¢annhiebd forgd, the vgichfamizatios timdsyt efier aspecified dimeoat periah(etghe80f secendsgv el
for recovering individual files or directories. An inmage |level restore

copi esaidd@e Gibid RqhdER 811 BAL KT Qariile pbAcK UPweltPmaasyifad kife dirdber 0P séddadsli sk
array 152. File level restore acts just |ike nonserver-free restores,
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array orm I mage-l evel server-tree restores, the present system

creates a snapshot or split .Lror. to which the data js gqQing tq be

r est or BHCOW@EFIod Capalsp bearr rg?r,ggfl f@%@éﬁ] %Egﬁbéﬁﬁéﬁl 9163@#%%9%@% the

restore the backed up data directly fromthe backup storage nedia 154 to
di sk 18=p shet arimagb of thedirive cab bel penftroutidndntiss wapyappbiphtianstarons farced tmstop o
the drives are stopped while a snapshot or inmage of the drive is taken.

Howev ein, the A8 @8 @1 Bfocsisep HichGndy e pfIrinG®Rf i ons writing to the drive, the
present systemis also capable of waiting for a preferred period in which

31 The present system may also include GUIs for managing one or more tape libraries. A

library is a device containing one or more tape drives with an automated media delivery system,
such as a robotic picker, which allows large amounts of data to be backed up without manual
intervention. A library may include various components including Barcode ID (if the library
supports it). The present system can user the barcode ID to quickly locate individual media by
reading the barcode affixed to the media. The libarary may also include one or more magazines
(or bins), where one or more groups of storage media (such as tape media) are stored. A robotic
picker may be provided that moves the storage media units between the magazine slots and the
drives. The library may include one or more drives in a device that transfers (backs up or
restores) data between the computer or server and the storage media. A library can contain one
or more drives, and from one to several hundred magazines. Smaller libraries are sometimes

referred to as autoloaders, or changers. As used herein, the term "library" is used to refer to

32



WO 03/ 005158 PCT/ US02/ 21051 to take the snapshot or image. For exanple, the
system can synchroni ze the drive 152 and wait for a period of wite

i nactivi twg@/dokssdrive 152. By default, the period of wiggigwagijgsyity the
system | ooks for prior to freezing the drive (e.g., taking the snapshot),
is 3 sr&pnds. However, this period can be user nodified if desired. If the
specif1 AR Y SHE- wri te inactivity (3 seconds) cannot be found, the
synchroni zation tines out after a specified timeout period (e.g., 80
seconds) afdibr#ie chn bezensidsyedsimilar 1d a fingle stoFhge dypexc Hovettey ené ofithefprimary e
inactivity is the nunber of seconds of inactivity what should occur on the
drive tigfersmeed ioeha hilib@ar&$)3ﬂ%l?&de§ﬁf1@ast fivd SEST EDs: A6 forl the BBy REYIF &¢H &N

al so be user nodified if desired. After the drive is deened safe to freeze,

the spARGIGHE Iibf;a??? Qrifls. tﬁb‘?néjlrilgr\éﬁescﬁ% Ege %ﬁgg@;ﬁéﬁ%ﬂ){ Quiteld! St uses

applications are not” forced to stop 1n processes ey may be

per f or m,ng. esent syst al so include GU s fo nagi_ng one _or
o e« a8 Ope 5T FRche Morsabiind B Tl Gk B8y Ehbs o BstmEoB A bR
drives with an automated nedi a delivery system such as a robotic picker,
whi ch &1Une ditfergatiatmbatvesn die driesandditiveryb dc single HECSATPHs D effgetusplit into two
intervention. A library may include various conponents including Barcode ID

(i f thEsl Usirgyylibragppeisteeraltadyatbgespvestpussysitiediviiagl s6ege bhs. bgrcode | D
to quickly locate individual nmedia by reading the barcode affixed to the

medi a. exthgy1d R iordBY né hNFePAG flcedtl L{Fﬁxg%'b diRktoftl NS)
wher e ongepor’ rmrgeeg gr oui)g1 0 gt or age r%e ?Sa (Cgucﬁﬁ%s apeﬁrﬁ%ﬂ a‘% gr e stored.
A robotic ..picker rovided that noyves the. storage .nedia unit
pet ve et i Eos B TS o Eonbin Bl S sispiany e reRatel one or
nore drives_ in a device that transfers (backs up or restores) data between
t he comgdiaethup proyiding larggeppepity eapebidities-nedia. A library can contain one or
nore drives, and fromone to several hundred magazines. Snaller libraries
ar e sonet i nthe preséersysemtio cambruifahpadtng liboties hathgeulsipleAkives,ed wdt & n, t he
term"library" is used to refer to

those with single drives. The present system can also support multiple libraries. The present

system allows a user to track and control an initialization process of the libraries from one

location. For multiple drive libraries, the tape engine uses all of the drives for the initialization

process. The present system also allows for multiple, concurrent, device management functions,

including storage drive cleaning from any specified slot. Support is also provided for various

library device management functions including format slot range, erase slot range (both quick

and long), import/export, inventory slots, mount magazine, dismount magazine, clean library

drive. The present system is capable of using all available drives on a library. If multiple drives

are available, device management functions can be performed concurrently.

The present system can quickly locate individual media by reading the barcode that can

be affixed to the media. After installation is complete and tape engine is started for the first time,
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32 WD 03/ 005158 PCT/ US02/ 21051 |libraries of any size. Alibrary can be
considered simlar to a single storage drive. However, one of the primry

differencgg dsmokfgt a library typically uses at |east two peqRlsohPsysione for
the library 1tseltf and one for each of the library's drives. Sone

libraries may use a single SCSI ID. Wien a library uses only one SCSI ID,
t he | ithe antyre dibdary heinbeldoded/amdt ieverdady Theqiredsrt systenypretides doyice adnfifniration
Nunber (LUN) to differentiate between the drive and library. A single SCSI

| D i s,whi6h efié®€the ssRdduling BF BblavPcledrife, Jbvidthgadhé libfagy Yuppdsts HEY adlre.
advant ages over the user of individual storage units. For exanple, using a
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pr eseriouRN eXAvt that BB roups as Fatc oG S By oihg slors e iagabémaﬁmée, as
well as those with single drives. The present system can al so support

mul t i pletectadde dennes libfEne gpups éfthe libyasy amsalut ofiapes osypan ta the wssk camusedat r ol
an initialization process of the libraries fromone |I|ocation. For nultiple

drive ddvbtapé| 88 thd PRsdrdBstEn ill HeubRSto adldntdy tHeltRpeldd peesoff the pidi@efined group.
initialization process. The present systemalso allows for multiple,

concu r'f}%nﬁsrgseegl?ﬁi/sgegn g@g@%@gﬁg %e{v%'ﬂl%ﬁia%ch allBh gg%&% sBF ARG xﬁE&iF(. ilacani ng

from any I's al'so provi for various i brary
devi ce.mana nt functions jncluding format slot range,..er l ot. range
(bot h BRIFGIANIRG fEye (HerhI6keh ehesuPte CReF B BHeP UL PEPRU et A& P e,
di smount nmmgazine, clean library drive. The present systemis capabl e of
usi ng mhitipds/diivelirarydracomss defeetivie thealefective drivie eapbemgrkedeas offline. ‘B | abl e,
devi ce managenent functions can be perfornmed concurrently. The present
syst enemaBles thi Tde)Edgdgatoaohtifieodpatateragdngtheyrememihgugpr-thefettiveahriles imtie can
library. The present system can search for a media by name or by a slot number depending on
the user’s preference. The present system provides large library support, allowing a changer with
more than 1000 slots to be displayed in a list to the user. Slots can be displayed in four ways:
large icons, small icons, details, and list.
The library can be configured from a Device Configuration menu. First, a tape library is
chosen from a Device Configuration menu. A library setup screen then appears. If the tape
engine is running, a window appears to let the user stop the engine. The tape engine should be
stopped in order to configure a library device. If the library supports device serial numbers, the
drives should already be configured and will appear in a Library Devices list. If the drives have
not been assigned to the Library automatically, they can be assigned manually. This can be done

by first highlighting the drive and the Library, and then clicking an Assign button. Assigning a

drive to a library allows the present system to be aware of the drive's existence within the library.
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be affixed to the nedia. After installation is conplete and tape engine is
started for the first tinme, 33 WD 03/005158 PCT/ US02/21051 the entire

library iwo @wesiseri ed and recorded. The present system prigviges2eByi ce
configuration which allows the scheduling of |ibrary cleaning, providing

the library supports this feature. Libraries can be %rouped Li brary

gr oupslfehiyesgretisimnasapgned meapellngheldvyesdnge oputi(aivg librasies vhould he sepated
except that |ibrary groups are based upon slots. Any of the slots inside a
| i br ar in thanotvect osddreTbeekdngplé,arsnaldy the bibadry igeaifigurdd byt the manbfaturer insaclout
of tapes to span to, the user can insert a new tape, and the present

syst emuya kilat BR BRY BorhRy drilRital e bRt Iﬁfl\}\lﬂﬁf)ﬁ, 91'}(} 2P [1Sragf P HahouP-

The present system can I nvent ory new OWs a User to Insert

e T S T TSR SRR, o 5o et on

defective, the defective drive can be marked as offline., This _ enables the
Tape ERBP ReXtSEtUR SHnAoN dhanprpees atl be useriushlights headibrry gndielickserRreperties dr i ves
inthe library. The present systemcan search for a nedia by nane or by a

sl ot nbmtba@r scdthpenpliopgrties dialdeappseans. Thp Pedmariescdialoghows dmanter ®yspeeify which
provides large library support, allow ng a changer wwth nore than 1000

slots §1et9ﬁd9t&r81@aylﬁ%  tafie éfbf%ént}&&ﬂ?%ﬂdﬁ%deéb&&%s #aRnbe displayed in four
ways: Iarge |cons icons, details, and list. The I|brary can be

configured ration . nenu. First. a.tape, lj
chosen fro mAé? eb(%‘\)ﬁl ﬁP?Cgﬁ‘P&? ?%ei’:prﬁ%% Sys,&erfl o7 ane t?fﬁ’p éA(‘:trt 15 i ?alg% t 8 user
appears. If the tape.  engine is_runnin a wi_ndow appears to | et the user
stop t f BA davesph élth%@h@ﬁ g7 AliBn ol thisyay, delGpRUDTYFs Siemultb i e EbgIe a
l'ibrary device. If the library supports device serial nunbers, the drives
shoul dcal bemdiked as bemfiofflinedscathelt the Ipkesaptzystemi cranacontimmnowpemw esing thest . | f
the drives have not been assigned to the Library automatically, they can
be assigngdingaiddaldfactivd dtiseL Whddethe dfi®e is repaired or replaced, it can then easily be
brought back online, by again performing the library setup procedure described above.
The present system also includes a virtual library feature for addressing a wide spectrum
of storage requirements. The virtual library feature enables physical libraries to be configured
into smaller virtual (logical) libraries, while still sharing the same robotics, import/export slots
and cleaning media. The Virtual Library feature provides the flexibility to configure large
libraries into smaller virtual libraries enabling a user to create different combinations of RAID
level devices and/or stand alone tape libraries.
A Virtual Library configuration utility is used to set up all virtual libraries. This utility
allows the user to define virtual libraries and their parameters, including the number of slots and

drives required for the library. At minimum, a virtual library should have at least one slot and

one drive associated with it.
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by first highlighting the drive and the Library, and then clicking an
Assign button. Assigning a drive to a library allows the present systemto
be aware @fp d3isdgi ve's existence within the library. 34 &0 P8

PCT/ US02/ 21051 If drives are being assigned nmanually, the drives inside
mul ti-drive libraries should be assigned in the correct order. For

exanpl e, ustih¢ liser tirecreatoraavigtual dibcaypfusougrtee fdllpwhiie staps UFiest t the eserisalestsah a
way that the first library drive has the | owest SCSI |D nunber, and the

I ast | Dviee Colfibmatifipmeh A fidH FRElg aSNekt butdAUEPRYice WBfatiohMidogRy not
al ways be the case. The next setup w ndow then appears. The user highlights

the i prar i P i t Q rQpertie i al og
appearé}l.sﬁ?%eef r})egles F‘f%(azlé%%ﬁ"gf}gfg‘[ ag:['f%\a}\%p alt]llfﬁlec(ﬁglé ghre Iﬁ%"&;bblgg’?'f % S%/Fﬁe(rzl Hgthgpot hol ds
the cleaning tape (if present) and if a bar cqde reader is jinstalled. After
conf | g&SP]ﬁ&?% REOWIngthe yser fqgelent dsemandyelablelabanayindeye felilraryAp beni s
stage, the user can mark drives as either online or offline. In this way,
def ect ¢candigirddvie® & vintual lihrbtyi -Afftérseletictly the gharactenstive asscletatl with ithes pegent
offline, so that the present system can continue to operate using the

r enai nplgidaPIbABf 46 dispayed i £ Detali@dld t BFohdton dsSociREBwitAAnAdaftePtA8SCST t
can then easily be brought back online, by again performng the library

set up ¢ i ) nre i 11 ual
T or or URaat D TGP LB o bR RRE A LR R AR ol bl
The virtual library feature enabl.es. sical libraries to.be copfigured
!t SHENAERORR k< Bogcass D 5 Risp et T pies 04t Fa1feL Shesimyeg ¢ B ogrgted
robotics, inport/export slots and cleaning nmedia. The Virtual Library

f eat ur withrtemeldy crdated Vigualditranyy Drives car bg agsigned tg virtuablibrarem anytaydenal | er

virtual libraries enabling a user to create different conbinations of RAID
| evel gdighdugRs and/ or stand alone tape libraries. A Virtual Library
configuration utility is used to set up all virtual libraries. This utility

drives cannot be shared between virtual libraries. In addition, each virtual library should have at
least one drive and one slot assigned to it. The user then selects the number of slots to be
assigned to this virtual library. The newly created virtual library is then displayed in the Virtual
Libraries window. If a particular library still has drives unassigned after this step, the available
resources will be displayed in an “Available Library” window. The entire physical library that is
being worked with may be configured into virtual libraries. All drives and slots for a selected
physical library may be used.

The present system allows the slots in a library to be separated into groups. Grouping
slots allows several types of jobs to be run at the same time. In addition, if several slots are
available in a group, you can let the library span the media in the group for you. By default, the
first time the present system is started, all of the slots in each library that are attached to the

machine are automatically assigned to that library group. For example, if there are two libraries
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allows the user to define virtual libraries and their paraneters, including
the nunber of slots and drives required for the library. At mninum a
virtual |y @logsspoul d have at |east one slot and one dripg/@ssefisat ed
withit. 35 WO 03/ 005158 PCT/ US02/ 21051 The user can create a virtual
l'ibrary using the follow ng steps. First, the user selects a Device

Conf i cattaaliddan tieeindchind, tiksre otill Gk itwg lidrdke xtoupst Adinof the £otsiin ¢hé it liBtakpivildn
dialog is displayed. The user can select Virtual Library and click the

Next bd@zls@i?ned“tos((‘}ﬂi@%d and Q?Gf th@' Fﬂiﬁytﬁg sec%hh?ﬂ%aﬁ‘Q“ﬁﬁ%e YS&Endgo select from

an Avail ab Li br ary w ndow, rary t configured into a virtual

l'i brar t.ed, the charact ri st cs assom ated with.the ent
phy s CHGHDHPY, § Rt iry i iR < Bedbh ST PERSr v sermil oo reGubhEReq
with an adapter card, SCSI = Bus, SCSI ID and LUN is displayed. In addition,
a fi el 2ines esh alps It mbbrasy i viewesdt & amvisiupbsiorage drve, ieneh slof gam he assizpedits OWRr om
a library tree that is displayed, the user can select the drives to be
associgbesl with the newy created virtual library. Drives can be assigned
to a virtual library in any order, although drives cannot be shared

bet ween vi rTl&@ﬁreéén’PEfs’ié&%ﬂox‘vE‘a%gé}'té cONig B GBraYies huak alAWN arne whpedd have at
| east one drive and one slot assigned to it. The uséer then selects the

e oot b Tbt bRty s A eAESn o 4 MRy b ot o R A 5 T2

particul ar I|brarg still 'has drives unassi gned after .this step, the
avai | aBFlem felityas Bewryfevicoafamatpabeuses cam S@W&IP%%VIEWWQR«WW ow.
The entire physical library that is being worked with may be configured

i nt o vietdctitie Hbirly alevies thattheydvisk escanfigusd. dkte dser will beprestntel wighyscrezh

library may be used. The present systemallows the slots in a library to be

separ aqy@H ak tHa® sivatSFig I RUToRBnfigure a device, when a Device Group Configuration
window appears, the user clicks the Device tab 161. On the devices window (Fig. 22) there are
two sub- windows. On the left side window 160 are the groups and on the right side window 162
are the available devices. the user can take the drive from the Groups list and place it into the
Available Devices list. For example, to move the drive from the Group list to the Available
Devices list, the user clicks the device they desire to move and clicks Remove button 164. This
makes the drive available to any library that the user wants to configure it in. The user then
clif:ks the Library tab 166 and the tape drive you moved is then in the previous tab in the
Available Devices list and the changer in the Groups list.

To create a New Group, the user clicks the changer in the list of Groups and clicks New

button 168. A New Group dialog appears. The user then types a name for this group that is

eight characters or less, chooses a starting and ending slot range, and clicks OK. Groups can

also be assigned in a similar manner using Assign button 170.
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slots allows several types of jobs to be run at the sane tine. In addition,
if several slots are available in a group, you can let the library span

the medi awigystdogisgroup for you. By default, the first tirgtheRiRsent
systemis started, all of the slots in each library that are attached to

the machine are automatically assigned to that library group. For exanple,
i f there arEhd pvesdnt bystern @esd BEHAD 10 8ADEl GiBw RIETZUSD 24 SADBEnvimhtreat) énl whicht he
machi ne, there will be two library groups. Al of the slots in the first

| i br argachistdver et 8 SSReM ih S ATRARRingd Btk iafdrm@fiot Be R Bhdistrifitdsscand
library will be assigned to GROUP 1. These library group nanes can be kept,

or theyy %%g\l,%gldéseghgﬂpwqgg 16, 80 thQ déa[ %‘ldntﬁg ta %Cd}ivélo?tthé- (?Fv? eI thi)cémflelis\/ IS

vi ewed as virtual storage drive, eac can*be assi gnhe %%

group. . The present system all.ows ser to configure lihraries, using a GU
The usRRSicERerRiM BRAve 1ts gFCizien ia’ﬂ@ ak%ﬂéﬁ%rsmmgehaag?a stafe)in Ahq deyiceipatiged
starting a Device Manager. After the systemretrieves library device

i nf or Meititon, the user can select a Device view and | ocate and select the

| i brary device that they wish to configure. The user will be presented with

a screen sHglesibbdabovepitNrdspect tdFigl8; onkXefRRid BieNBorisdRYighSied WO BfinAry
Devi ce Group Configuration w ndow appears, the user clicks the Device tab

161. t ' ' ' . . ' : t he
ot stgeRan Tt Rl Skl St Skl 12 W AGMRER, 17
t he avail abl e devices. the user. can take, the dri fromthe Gou list and
ol ace MiIARINg 40 dnvealsryinghe dpHes c0unreied Ovep e SA Ny FRE PREARGEVE S 469 vo
fromthe Goup |list to the Available Devices |list, the user clicks the
devi cerunpeglabatlockingprogssecalled “sanigbrst” e pmelirdanize asaesbda thetviprage dewess t he
drive available to any library that the user wants to configure it in. The
user theweercdifekat kdieerds] Thadistiitaled &ovan d54-hén takpehddewe infunnxivedetafist hen

in the previous tab in the
from the primary server 13 and initialize their internal structures. Once all the servers are up and
running they are independent and intelligent enough to make their own decisions.
Communication between servers is through a peer system layer that is active on all servers in the
SAN.

If one server (e.g., distributed server 15b) wants to back up data and decides to use one
drive and media in backup storage device 16a, then it first requests a global lock from the
“snapshot” process running on the primary server 13. If no other server is holding this lock, this
requesting server gets the lock and can safely go ahead with its operation. Otherwise it has to
wait till it can get the global lock. Once server 15b is able to get the global lock, it checks its
internal tables, to determine if the drive and media have already been locked by any other server

or by itself. If they have not been locked, then server 15b marks that drive and media as locked

and propagates that information to other servers on the SAN through its peer system. It then
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Avai | abl e Devices list and the changer in the Goups list. To create a New
G oup, the user clicks the changer in the list of G oups and clicks New

button 16@.0 A/blems G oup di al og appears. The user then typagmud@awsior this
group that is eight characters or |ess, chooses a starting and ending sl ot

range, and clicks OK. G oups can also be assigned in a simlar manner
usi ng Talsases thepglpoba docdkye thgtmm BB/00GISR WL uEihey2was o Hhevifr ethendriggst em

and nmethod is capable of working in an SAN environment, in which each

ser verantiaddid. SAc aser@et £xdvesmEAY fromh slbaiordriviehmidivideorered, 'ﬁtmpdafes bitRr shiaeed
storage device in the SAN, decides what it wants to do with the nedia and

the t %%u%i Va%tlglfl Iq t ARV GR ugﬁ?gg ekt i ?nen?atl h&YlesS AL CRESHE MM AR m At eegl (01[')

deC|S|on an al so shares any nge or state In the device |n|t|at

esi QRS BREREDp e APy B reienen o S PUB hupB B oHPE b T ARal oo

The primary server 13 is responsible for initializing and inventorying the
devi cdt apstatient Jéanki\aémntrh@lesmhe gihel Jock readythereioliell otBeresvers joumdock féﬂfobal

| ocki ng process called "sanghost” to synchroni ze access to the storage

devi ceahivelat waeifa. d$driar Bitt widkealsens ockl themdfrstaritstowtreihteaaalvatles dinbthédreltake
the device information details fromthe primary server 13 and initialize
their hotrRbRAlcet ructures. Once all the servers are up and running they
are independent and intelligent enough to neke their own deci si ons.

Comuni cat i bet ween servyers IS t.hrough |.a IS active
on al T sor VERETMERECPERLS ofach s, bGEHT By BT RPUHR pAEHT Al fuss B
wants to back up data and decides to use one drive and nmedia in backup

st or ag¥ ?Ié@i’v@éc%‘&e progryied gs the pemapespieatod the fvobal | ock from t he

The present disclosure may be conveniently implemented using one or more
conventional general purpose digital computers and/or servers programmed according to the
teachings of the present specification. Appropriate software coding can readily be prepared by
skilled programmers based on the teachings of the present disclosure. The present disclosure
may also be implemented by the preparation of application specific integrated circuits or by
interconnecting an appropriate network of conventional component circuits.

Numerous additional modifications and variations of the present disclosure are possible
in view of the above-teachings. It is therefore to be understood that within the scope of the
appended claims, the present disclosure may be practiced other than as specifically described

herein.
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"snapshot" process running on the primary server 13. If no other server is
hol ding this lock, this requesting server gets the |lock and can safely go
ahead wi t{{d ration. O herwise it has to wait till i t he

gl obal Iogﬁ*&%£g§§server 15b is able to get the gl obal Iogﬁ?ﬁ@?n% eéks its
internal tables, to determine if the drive and nedi a have al ready been

| ocked by any other server or by itself. If they have not been | ocked,
then server 15b marks that drive and nedia as | ocked and propagates that

i nf or nwhibOR Ad18nR4her servers on the SAN through its peer system It then 38
WO 03/ 005158 PCT/ US02/ 21051 releases the global |ock so that other servers
can do, what gv t nt to do _wl ther drives .and nedia. As a server
anesohediagf§%%F§$%?%$g@H¥1%%]g%%n€$§ggggﬁg§f&P?p%%%%tes ot her servers
about this action so that they can update their internal tables. |n case
the media i& l¢ast %&wapt(t%rrsysqe@rlaﬁlﬁﬁm@éagowﬂgn foneoacked B andresiosghigat ed t o
all other servers. After server 15b is finished wwth its operation, it

wi | | agai n asgiquaes devibe fgiredzaving etleast pad of tleminfarivatieh ko e banked vp wad fort o

unl ock that drive and nedia. Server 15b will also unlock themfromits own

i nter rg@d,riﬁgagimcﬁﬂ@dphﬁ@iﬂmﬁ)g; ade global lock. If the primary server 13
crashes, since all other servers know the state of the devices, any other

server can -

i sol osur o heyIRE bRt b RheRi IR teBPhA obhe dte W inpd B SReue. 2
general purpose digital conputers and/or. servers ogramed according.to
the t‘é‘é@?ﬁJﬁgén%?at’é}%émﬁroéMF PeItions P? @atm%ﬁna%&}b?ﬁtbﬁ Atfeestope SmpIE B‘g%t?ﬂ}
can readily be prepared by skilled programmers based on the teachi ngs of
t he priedweriackiduy ostgsteredThrd present di scl osure may al so be inpl emented by
the preparation of application specific integrated circuits or by

i Nt er conneci jobkcafrobPRicdpthHaatlitstewndskergbb oy @hirbliyalf smaligobnindeinpotsi t s.

" the plurality of smaller jobs into the job queue.

2. The system as recited in claim 1, wherein when the user inputs a master job into
-the job queue, the user specifies a time for the master job to run, and wherein a job engine
periodically scans the job queue for jobs to be run and when it is time for the master job to run,

the system splits the master job into the plurality of smaller jobs.

3. The system as recited in claim 1, wherein each of the plurality of smaller jobs correspond

to backup or restore of a single source entity.

4. The system as recited in claim 3, wherein the master job is a backup or restore of the

complete computer system and the single source entity is one of a file system and a database of

40



Nuner ous additional nodifications and variations of the present disclosure
are possible in view of the above-teachings. It is therefore to be

under st oogd,d B3aksi4kt hin the scope of the appended clains, Ptclwﬂgg sRpt
di scl osure may be practiced other than as specifically descri edﬁ her ei n.

39 WD 03/ 005158 PCT/ US02/ 21051 What is Cainmed is: 1. A systemfor backing
up andh¢ eshsleiergnipnfepsy@érmon, conprising: at | east one conputer system
including information to be backed up and restored; a storage device for
receiving at |least part of the information to be backed up and for storing
and backing up the information; and a controller including a scheduling

systemfor . allowing a user. to.input intg a,ob queue, a .master job

Tndi cat i ng HiteYeosectarn B Tomoeisih Mrihhgs foctsoriniseas Hrs e s ne
conput er system to be backed up or restored, and a job control systemt hat
splits the master job into a plurality of smaller jobs and inputs the
plurality of smaller jobs into the job queue. 2. The systemas recited in
cl ai m6l, Wikessystemhredited it SRAmi ) pihiescim theatspedeviiadconirises b epejlibbargueue, t he
user specifies a time for the master job to run, and wherein a job engine
periodically scans the job queue for jobs to be run and when it is tine for
the master job to run, the systemsplits the master job into the plurality

f I iobs.. 3. Th A ] i-ted | ' ' . h
ol uraitty ofensieriae Fon RS et Bl Sitohut GREER SRR 2 "

source entity. 4. The systemas recited in claim3, wherein the master job
is a BSERUPYSHEMr estore of the

8. The method of backing up and restoring information on a computer system, comprising:
inputting into a job queue a master job directing at least one of a backup and a restore to
be performed on at least a portion of the information on the computer system at a defined time;
scanning the job queue for a master job to be performed, and when it is time for the
master job to be performed, splitting the master job into a plurality of smaller jobs and inputting
the plurality of smaller jobs into the job queue;
scanning the job queue for the smaller jobs and when one of the plurality of smaller jobs
is detected, determining if a storage device is available; and

starting one of the plurality of smaller jobs for each storage device that is available.

9. The method as recited in claim 8, further comprising, as a smaller job is completed,
providing an indication that the storage device that was used is again available, and starting

another smaller job using the available storage device.
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conpl ete conmputer systemand the single source entity is one of a file
system and a database of 40 WD 03/005158 PCT/ US02/ 21051 the conplete

conput er @xpi3R0E1s8. The systemas recited in claiml, whergitgdobei@ior age
device conprises a tape device. 6. The systemas recited in claimb5,

wherein the tape device conprises a tape library. 7. The systemas recited
in cl ai%n 1, Thivmedipd as resitad in eais 9owherewribasiep of peanaingcefithe jobegyene fordheer -
system 8. The nethod of backing up and restoring informati on on a conputer
syst emmatlenjubssthagtep df 8fatirg thg ohe1bdHihe plubligudsematicnjpdt and fhreistah sfgrdvidingt
| east one of a backup and a restore to be perfornmed on at |east a portion
of theapk m&éﬂi%h'a%‘reﬁgaécm gﬁ?%@%éﬂntﬁ%%}%@ 1Bk sﬁigﬁ@xf ibbef dohiBtstegcanni ng the

j ob queue for a master |0 e perfornmed, an enit 1stinme for the
master job to be perfornmed, splitting the nmaster job into a plurality of
smaller jobs and inputting the plurality of smaller jobs into the job
gueue; scanning the job queue for the smaller jobs and when one of the

pl ural iy oFhewpgthod s resiied in elaime Sewhergin the meastr jehigcludesinstrastions ffevi ce i s
avail abl e; and starting one of the plurality of smaller jobs for each

st or ageerfbemingeattlémt onsomeyatidnddefere or Qfterfthe mwsteln psb @perfemmedd in cl ai m 8,
further conprising, as a snaller job is conpleted, providing an indication
that the storage device that was used is again available, and starting

anot her smaller job using the avail abl e storage device. 41 WO 03/005158

PCT/ USPR/ 2 0., The.net hod. recited | i i f
scan nis%gzj 01}’9 ?%glefhgg a& 6%06%8 N a{rﬁ Z 1, \%ﬁér%ﬁl an cqoe?:ltﬁ)n% %e p\é‘ﬁgﬁﬁédjaﬁé??hésﬁﬁ?tep
job is performed, is performed after a last smaller job corresponding to the master job is

performed.

13.  The method as recited in claim 11, wherein an operation to be performed before the
master job is performed, is performed before a first smaller job corresponding to the master job is

performed.

14. A computer recording medium including computer executable code for backing up and
restoring information, comprising:

code for allowing a user to input into a job queue, a master job indicating one or more
portions of the information to be backed up or restored; and

code for splitting the master job into a plurality of smaller jobs and inputting the plurality

of smaller jobs into the job queue.
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smal ler jobs, the step of starting the one of the plurality of smaller jobs
and the step of providing the indication are repeatedly perfornmed until
each of tWe mekiser jobs is conpleted. 11. The net hod as rpggiit®d2igdicl ai m
8, wherein the master job includes instructions for performng at |east
one operation before or after the master job is perfornmed. 12. The net hod
as recled The eampyiprrecordiig mpdiupyasdpeiostip shimd 4 whewin therpode fradlowing
master job is performed, is perforned after a last snaller job

cor r esthemdentg itpoit b meastergoteintg tie jols quees Aldowethe uk&. toFpecified time fasthe ewisteed i n
claim11l, wherein an operation to be perforned before the nmaster job is
perforjede rirs performed before a first smaller job corresponding to the
master job is performed. 14. A conputer recording nedi umincluding
conput er executabl e code for backing up and restoring information,
conprising: code for allowing a user to input into a job queue, a naster

] ob ing'cathgg one or nore portions of the_ information to be backed up or
restor 8; ahte eguRUtELIeCQIdnE mpdYM 35d orHesh i clgimnl 5, Attthes compHsng c9doforsmal | er
jobs and inputting the plurality of smaller jobs into the job queue. 42 WO
03/ 005pE B dRETY 9SORARIDE Job quieue Torjobs trphs B and odrediiniy timexifon thernastegjobda i n
claim 14, wherein the code for allowing the user to input a naster job

i nto the, jhtitkiedenasdrljeivintd iR plaglitt 6F ssgkt jobsa time for the master job
to run. 16. The conputer recording nmediumas recited in claim15, further
conprising code for periodically scanning the job queue for jobs to be run
and when it is tine for the naster job to

17.  The computer recording medium as recited in claim 14, wherein each of the plurality of

smaller jobs correspond to backup or restore of a single source entity.

18.  The computer recording medium as recited in claim 17, wherein the master job is a
backup or restore of a complete computer system and the single source entity is one of a file

system and a database of the complete computer system.

19. The computer recording medium including computer executable code for backing up and
restoring information on a computer system, comprising:

code for inputting into a job queue a master job directing at least one of a backup and a
restore to be performed on at least a portion of the information on the computer system at a
defined time;

code for scanning the job queue for a master job to be performed, and when it is time for

the master job to be performed, splitting the master job into a plurality of smaller jobs and
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run, splitting the master job into the plurality of smaller jobs. 17. The
conputer recording nediumas recited in claim1l4, wherein each of the

pl ural it ywefosceemk! er j obs correspond to backup or restore@iy@sidfagl e
source entity. 18. The conputer recording nmediumas recited in claim17,
wherein the master job is a backup or restore of a conplete conputer

syst emngniting ke glurgiteofouvalise jestintoythe pbopveuef a file system and a dat abase
of the conplete conputer system 19. The conputer recordi ng nmedi um

i ncl udi ng C&E&%ﬁécaﬁﬁﬁ?%@}%ﬁ) ueRSfor tRy srRALK 13 4B M onbRTHIRY plOlity of
information on a conputer system conprising: code for inputting into a job

queue 3 . LEecti at .l e .0f - p.and a restore to be
perforgnlég?%h%tlg ﬁgtg%{s 5’a(f:et;t)é5fr}‘t%in(r)l‘léllo Sq@{?%glﬁn lgérlr?;atvlg@aﬁol%n he conputer system
at a defined tine; code fqr scanning the jo ?ueue for a master job to be

, . ob
performed, Sflf iRheiArting qng of itheplpgghity efifanaligs jabs Higach stoprgesievics thatds
splitting the master job into a plurality of smaller jobs and 43 WO
03/ 005aB8laPleT/ US02/ 21051 inputting the plurality of smaller jobs into the
j ob queue; code for scanning the job queue for the smaller jobs and when
one of the plurality of smaller jobs is detected, determining if a storage
device is avail able; and code for starting one of the plurality of smaller

jobs fop eagl %&@5&&&@@&;#@%&% aitlssreci@eﬁ%'c?a%ew %chggb@gpgaggkgae f;o‘r%rhcgag ing

mediumas recited 1n c her conprising co l'er

job is conpl.eted, providing.an indication that the storage device.that was
oed + SnaioD Sekpahiit. e b icaton i fstngy Fofcy g5 Te vt inatin
avai | abl e storage devi ce. )

available, and starting another smaller job using the available storage device.

21.  The computer recording medium as recited in claim 20, wherein the scanning of
the job queue for the smaller jobs, the starting the one of the plurality of smaller jobs and the

providing the indication are repeatedly performed until each of the smaller jobs is completed.

22.  The computer recording medium as recited in claim 19, wherein the master job includes

instructions for performing at least one operation before or after the master job is performed.
23. The computer recording medium as recited in claim 19, wherein an operation to be

performed after the master job is performed, is performed after a last smaller job corresponding

to the master job is performed.

44



21. The conputer recording nediumas recited in claim20, wherein the
scanning of the job queue for the smaller jobs, the starting the one of the
pluralitywefosnigBisser jobs and the providing the indicati Q& hfReatedly
performed until each of the smaller jobs is conpleted. 22. The conputer
recording nediumas recited in claim19, wherein the master job includes

i nst r ug4.i on¥hé cympeer meonding medilmastrected io phimtli%whieimnaromeratidit orbet he
master job is perforned. 23. The conputer recording nediumas recited in

cl ai m g@forieabefoe AR r@ﬁ%r?@ﬁ RipetPrigd, iPpéfieraiBRatheRsrt 8 firkhendIREjdd job is
performed, is perforned after a last snaller job corresponding to the

naSterC&ﬂQﬁ%ﬁ?ﬁ§$ﬁﬂéﬂﬁgm{§§igﬁéc A&QﬁlSS PCT/ US02/ 21051 24. The conputer

recordi ng as reci aim 19, wherein an operation to be
performed before the master job is perfornmed, is perforned before a first
smal ler job corresponding to the master job is perfornmed. 45
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