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FIG. 3a 

FIG. 3b 

A terminal receives an authentication factor issued by a first 
server terminal 

Generate bound authentication information by using the 
authentication factor and device information of the terminal, 
and return the bound authentication information to the first 

server terminal 

Generate a graphical identifier for an offline first service 
operation according to the authentication factor, the graphical 

identifier carrying authentication information of the first 
service operation 

The terminal receives a display instruction for displaying the 
graphical identifier for offline payment 

The terminal generates the graphical identifier according to 
the authentication factor 

The terminal displays the graphical identifier 

Switch a displaying mode of the graphical identifier when a 
switch instruction for the displaying mode of the graphical 

identifier is received 
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 FIG. 5a 

FIG. 4 

A second server terminal acquires payment 
authentication information carried in a first graphical 

identifier displayed on a terminal 

Generate a payment request by using the payment 
authentication information and service data, and send the 
payment request to the first server terminal, such that the 

first server terminal performs payment authentication 
according to the payment authentication information 

carried in the payment request, and performs payment 
when the payment authentication is successful 

Receive a payment result returned by the first server 
terminal 

A first server terminal receives a payment request sent by a 
second server terminal, the payment request carrying payment 
authentication information and service data, and the payment 
authentication information including an authentication key, 

device account information, and a dynamic password 

Perform payment authentication according to the 
payment authentication information carried in the 

payment request 

The first server terminal performs payment when the 
payment authentication is successful 
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FIG. 5b 

Receive an account identity verification request sent by 
the terminal, the account identity verification request 

carrying account information of a user 

Judge whether the account identity verification request 
passes verification, and send a result of successful 

verification to the terminal if the verification is successful 

Receive a verification request for offline payment 
authorization verification sent by the terminal 

Judge whether verification on the verification request is 
successful, if the verification is successful, generate an 
authentication key of the user, and calculate a dynamic 

time factor of the first server terminal 

Generate an authentication factor by using the 
authentication key, the dynamic time factor, and the 

account information of the user 

Issue the authentication factor to the terminal 

Receive bound authentication information submitted by the 
terminal, the bound authentication information being 
generated by binding the authentication factor and the 

device account information 

Perform authorization verification on the bound authentication 
information, and complete the offline payment authorization 

verification when authorization is successful 
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 FIG. 5c 

Receive an account identity verification request sent by 
the second terminal, the account identity verification 

request carrying account information of a user 

Judge whether the account identity verification request 
passes verification, and send a result of successful 

verification to the second terminal if the verification is 
successful 

Receive a verification request for offline payment 
authorization verification sent by the second 

terminal 

Judge whether verification on the verification 
request is successful, if the verification is successful, 

generate an authentication key of the user, and 
calculate a dynamic time factor of the first server 

terminal 

Generate an authentication factor by using the 
authentication key, the dynamic time factor, and 

account information of the user 

Issue the authentication factor to the second 
terminal 

Receive bound authentication information that is 
returned by the terminal and submitted by the second 
terminal, the bound authentication information being 

generated by binding the authentication factor and 
device account information 

Perform authorization verification on the bound 
authentication information, and complete the offline 

payment authorization verification when 
authorization is successful 
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Account scanning payment flow 
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Second terminal 
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 FIG. 11 
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