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METHOD AND APPARATUS FOR PREVENTING SOUND RECORDING DURING THE
CALL

This application claims the benefit of priority from Chinese Patent Application, No.
201210126892.0, entitled “Method and device for preventing recording during a
conversation” and filed on April 26, 2012, the entire content of which is hereby

incorporated by reference.
FIELD OF THE INVENTION

[0001] The present disclosure relates to a communication field, and more

particularly, to a method and device for preventing recording during a conversation.
BACKGROUND

[0002] In recent years, with rapid development of smartmobile phone technologies,
smartphones may have been widely used and application software based on the
smartphone may have been rapidly developed. At present, there may be a lot of

application software based on the smartphone.

[0003] At present, hackers may develop malware based on the smartphone to
conduct illegal activities. For instance, eavesdropping software may be the malware
developed by the hackers based on the smartphone. The hackers may secretly install the
eavesdropping software on the smartphone, when a user makes a phone with the
smartphone, the eavesdropping software may secretly record the conversation of the
user in the background of the smartphone. The recorded conversation may be used for

illegal activities, which may pose a threat to information security of the user.
SUMMARY

[0004] In order to ensure the information security of the user, examples of the
present disclosure may provide a method and device for prevent recording during a

conversation. The technical scheme may be as follows.

[0005] A method for preventing recording during a conversation includes:
monitoring a mobile terminal device in real time;
obtaining a current state of the mobile terminal device if an application for recording
is installed on the mobile terminal device;
determining that the application is an application illegally used for recording and

preventing the application from recording if the current state of the mobile terminal device
1



10

15

20

25

30

OP70-130419

is a talk state.

[0006] The method for monitoring the mobile terminal device in real time includes:
monitoring a method for recording comprised in a class for recording of an Operating
System (OS) of the mobile terminal device with a monitoring unit; and
determining that the application for recording is installed on the mobile terminal
device if the monitoring unit finds that the application requesting for calling the method

for recording is installed on the mobile terminal device.

[0007] The method for obtaining the current state of the mobile terminal device
includes:

calling an interface for obtaining the talk state from an interface database comprised
in an OS of the mobile terminal device; and

obtaining the current state of the mobile terminal device via the interface for

obtaining the talk state.

[0008] The method for determining that the application is the application illegally
used for recording and preventing the application from recording includes:
determining that the application is the application illegally used for recording; and
preventing the application from calling a method for recording from a class for
recording of an OS of the mobile terminal device;
returning a preset value to the application, so that the application cannot normally

perform recording.

[0009] The method for determining that the application is the application illegally
used for recording includes:

reminding a user; and

determining that the application is the application illegally used for recording if an

instruction for ending the application is received from the user.

[0010] Before monitoring the mobile terminal device in real time, the method further
includes:

setting a monitoring unit in a class for recording of an OS of the mobile terminal
device, so that the monitoring unit monitors a method for recording comprised in the

class for recording in real time.

[0011] A device for preventing recording during a conversation includes:
a monitoring module, to monitor a mobile terminal device in real time;

an obtaining module, to obtain a current state of the mobile terminal device if the
2
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monitoring module finds that an application for recording is installed on the mobile
terminal device;

a preventing module, to determine that the application is an application illegally used
for recording and prevent the application from recording if the current state of the mobile

terminal device obtained by the obtaining module is a talk state.

[0012] The monitoring module includes:

a monitoring unit, to monitor a method for recording comprised in a class for
recording of an Operating System (OS) of the mobile terminal device in real time; and

a first determination unit, to determine that the application for recording is installed
on the mobile terminal device if the monitoring unit finds that the application requesting

for calling the method for recording is installed on the mobile terminal device.

[0013] The obtaining module is further configured to call an interface for obtaining
the talk state from an interface database in an OS of the mobile terminal device and
obtain the current state of the mobile terminal device via the interface for obtaining the

talk state.

[0014] The preventing module includes:

a second determination unit, to determine that the application is the application
illegally used for recording if the current state of the mobile terminal device is the talk
state; and

a preventing unit, to prevent the application determined by the second determination
unit from calling a method for recording from a class for recording of an OS of the mobile
terminal device and return a preset value to the application, so that the application

cannot normally perform recording.

[0015] The second determination unit is further configured to remind a user if the
current state of the mobile terminal device is the talk state and determine that the
application is the application illegally used for recording if an instruction for ending the

application is received from the user.

[0016]1 The device further includes a setting module, to set a monitoring unit in a
class for recording of an OS of the mobile terminal device, so that the monitoring unit

monitors a method for recording comprised in the class for recording in real time.

[0017] According to an example of the present disclosure, the mobile terminal
device may be monitored in real time. If a monitoring result shows that an application for

recording is installed on the mobile terminal device, the current state of the mobile
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terminal device may be obtained. If the current state of the mobile terminal device is the
talk state, it may be determined that the application is an application illegally for recording
and the application may be prevented from recording. Therefore, during a conversation
of the user with the mobile terminal device, the conversation of the user may be
protected from recording performed by the eavesdropping software and information

security of the user may be ensured.
BRIEF DESCRIPTION OF THE DRAWINGS

[0018] Figure 1 is a flow chart illustrating a method for preventing recording during a

conversation in accordance with a first example of the present disclosure;

[0019] Figure 2 is a flow chart illustrating another method for preventing recording

during a conversation in accordance with a second example of the present disclosure;

[0020] Figure 3 is a schematic diagram illustrating structure of a first device for
preventing recording during a conversation in accordance with a third example of the

present disclosure;

[0021] Figure 4 is a schematic diagram illustrating structure of a second device for
preventing recording during a conversation in accordance with the third example of the

present disclosure; and

[0022] Figure 5 is a schematic diagram illustrating structure of a third device for
preventing recording during a conversation in accordance with the third example of the
present disclosure.

DETAILED DESCRIPTION

[0023] In order to make objectives, technical solutions and advantages of the
present invention more apparent, the present invention will be described in detail

hereinafter with reference to accompanying drawings.
[0024] The first example

[0025] Referring to figure 1, an example of the present disclosure may provide a
method for preventing recording during a conversation. The method may include
following blocks.

[0026] In block 101, a mobile terminal device may be monitored in real time.

[0027] In block 102, if it is found that an application for recording is installed on the
mobile terminal device, a current state of the mobile terminal device may be obtained.
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[0028] In block 103, if the current state of the mobile terminal device is a talk state, it
may be determined that the application is an application illegally used for recording and

the application may be prevented from recording.
[0029] The above block 101 may include:

[00301] (11) monitoring a method for recording included in a class for recording of
the Operating System (OS) of the mobile terminal device in real time with a monitoring

unit; and

[0031] (12) determining that an application for recording is installed on the mobile
terminal device if the monitoring unit finds if an application requesting for calling the

method for recording is installed on the mobile terminal device.

[0032] The above block 102 may include calling an interface for obtaining the talk
state from an interface database in the OS of the mobile terminal device and obtaining
the current state of the mobile terminal device via the interface for obtaining the talk

state.
[0033] The above block 103 may include:

[0034] (21) determining that the application may be an application illegally for

recording; and

[0035] (22) preventing the application from calling the method for recording from
the class for recording of the OS of the mobile terminal device and returning a reset
value to the application, so that the application cannot normally perform recording.

[0036] The above block (21) may further include:

[0037] reminding a user to determine that the application may be an application
illegally for recording if an instruction for stopping the application is received from the

user.
[0038] Furthermore, before block 101, the method may further include:

[0039] setting the monitoring unit in the class for recording of the OS of the mobile
terminal device, so that the monitoring unit may monitor the method for recording
included in the class for recording in real time.

[0040] According to an example of the present disclosure, the mobile terminal
device may be monitored in real time. If a monitoring result shows that an application for
recording is installed on the mobile terminal device, the current state of the mobile
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terminal device may be obtained. If the current state of the mobile terminal device is the
talk state, it may be determined that the application is an application illegally for recording
and the application may be prevented from recording. Therefore, during a conversation
of the user with the mobile terminal device, the conversation of the user may be
protected from recording performed by the eavesdropping software and information

security of the user may be ensured.
[0041] The second example

[0042] Referring to figure 2, the second example of the present disclosure provides
a method for preventing recording during a conversation. The method may include

following blocks.

[0043] In block 201, a monitoring unit may be set in a class for recording included in
the OS of the mobile terminal device.

[0044] The OS of the mobile terminal device may include the class for recording, the
class for recording may include a method for recording and the method for recording may
include a method for initializing the recording, a method for starting the recording and /or
a method for ending the recording, etc.

[0045] When the application running on the mobile terminal device starts the
recording, the application may first request for calling the method for recording from the
class for recording included in the OS of the mobile terminal device and then perform the
recording with the called method for recording.

[0046] According to an example of the present disclosure, the monitoring unit may
be set in the class for recording included in the OS of the mobile terminal device and
whether an application for recording is installed on the mobile terminal device may be

monitored with the monitoring unit.

[0047] Common (OS) s of the mobile terminal device may include an Android
system and a Symbian system, etc. This example may be described taking the Android

system for example, which may not limit the protection scope of the present disclosure.

[0048] The class for recording in the Android system may be a MediaPlayer. The
MediaPlayer may include methods for recording, such as functions of Prepare (), Start ()
and Stop (). The Prepare () may be used for initializing the recording, the Start () may be
used for starting the recording and the Stop () may be used for ending the recording. As
for the application running on the mobile terminal device, if an application for recording is
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installed on the mobile terminal device, the application may first request for calling the
Prepare () for initializing the recording from the MediaPlayer included in the Android
system of the mobile terminal device. After the initiation is completed, the application may
request for calling the Start () from the MediaPlayer class in the Android system of the
mobile terminal device to start the recording. At last, when the recording ends, the
application may request for calling the Stop () from the MediaPlayer class included in the

Android system of the mobile terminal device to end the recording.
[0049] The mobile terminal device may be a smartphone.

[0050] In block 202, the mobile terminal device may be monitored in real time with
the monitoring unit. If the monitoring result shows that an application performing the

recording is installed on the mobile terminal device, block 203 may be performed.

[0051] The method for recording included in the class for recording of the OS of the
mobile terminal device may be monitored by the monitoring unit in real time. If the
monitoring unit finds that there is an application requesting for calling the method for
recording included in the class for recording, the monitoring unit may determine that an
application performing the recording is installed on the mobile terminal device.

[0052] If an application for recording is installed on the mobile terminal device, the
application may first request for calling a method for recording from the class for
recording of the OS of the mobile terminal device. Therefore, in this block, if the
monitoring unit finds that there is an application requesting for calling the method for
recording form the class for recording, the monitoring unit may determine that an

application for recording may be installed on the mobile terminal device.

[0053] First, the monitoring unit may be set in the MediaPlayer class included in the
Android system of the mobile terminal device, the Prepare (), Start () and Stop () included

in the MediaPlayer class may be monitored in real time by the monitoring unit.

[0054] As for an application running on the Android system of the mobile terminal
device, if the application needs to perform recording, the application may request for
calling the Prepare (), Start () and Stop () from the MediaPlayer class of the Android

system.

[0055] According to an example, the Prepare (), Start () and Stop () included in the
MediaPlayer class of the Android system may be monitored with the monitoring unit. If
the monitoring unit finds that the Prepare (), Start () and / or Stop () included in the
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MediaPlayer class is called by the application, it may be determined that an application

performing the recording is installed on the mobile terminal device.

[0056] In block 203, the current state of the mobile terminal device may be obtained.
If the current state of the mobile terminal device is the talk state, it may be determined
that the application may be an application illegally used for recording and block 204 may

be performed.

[0057] An interface for obtaining the talk state may be called from an interface
database of the OS of the mobile terminal device, the current state of the mobile terminal
device may be obtained with the interface for obtaining the talk state and the current
state of the mobile terminal device may be determined. If the current state of the mobile
terminal device is the talk state, it may be determined that the application may be the
application illegally for recording and block 204 may be performed.

[0058] An application legally used for recording in the mobile terminal device may
be an application for recording set in the mobile terminal device by a manufacturer of the
mobile terminal device and / or an application for recording downloaded by the user. The
application illegally used for recording in the mobile terminal device may be an
application for recording installed on the mobile terminal device by hackers or a hacker

network without acknowledging the user.

[0059] The application legally used for recording may perform the recording after
the application is started by the user. Generally, the user may not start the application for
recording during the conversation or close the application for recording. The application
illegally used for recording may automatically start up during the conversation of the user
and secretly record the conversation of the user. For instance, the application illegally
used for recording may be the eavesdropping software. The eavesdropping software
may record the conversation of the user when the user talks on the mobile terminal

device, which may pose a threat on the information security of the user.

[0060] For instance, as for the Android system, the interface for obtaining the talk
state included in the interface database of the Android system may be
TelephoneyManager.getCallstate 0. According to an example, the
TelephoneyManager.getCallstate () may be called from the interface database of the
Android system of the mobile terminal device and the current state of the mobile terminal
device may be determined with the called TelephoneyManager.getCallstate (). If the

current state of the mobile terminal device is the talk state, it may be determined that the
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application may be the application illegally used for recording.

[0061] In this block, it may be determined that the application may be application
illegally used for recording after determining the current state of the mobile terminal
device may be the talk state. Whether the application is the application illegally used for
recording also may be determined by reminding the user, receiving an instruction from
the user and determining that the application may be application illegally used for
recording after determining that the instruction may be the instruction for closing the

application.

[0062] For instance, an identifier of the application may be displayed on the
interface of the mobile terminal device to remind the user, prompt content may be
displayed on the interface of the mobile terminal device to remind the user, or prompt
content may be played for the user in voice to remind the user. For instance, the prompt
content may be “the conversation is recorded”. The interface may be a User Interface (Ul)
function interface of the mobile terminal device or a prompt interface set in the mobile

terminal device in advance. The identifier may be a name of the application.

[0063] After the user is reminded, the user may determine whether the application is
the application illegally used for recording. If the application is the application illegally
used for recording, an instruction for closing the application may be submitted; otherwise,

an instruction for continuing to running the application may be submitted.

[0064] In this block, if the current state of the mobile terminal device is a non-talk
state, it may be determined that the application may be that legally for recording. The
method for recording that needs to be called by the application may be called from the
class for recording of the OS of the mobile terminal device. The called method for
recording may be run to obtain a running result and the running result may be sent to the
application. Then, the application may perform the recording according to the running

result.

[0065] In block 204, the application may be prevent from recording, so that the
recording of the conversation may be prevented.

[0066] The application may be prevent from calling the method for recording from
the class for recording of the OS of the mobile terminal device, a preset value may be
sent to the application, so that the application cannot perform the recording and the
application may be prevent from recording during the conversation of the user.
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[0067] If the application needs to perform the recording, the application should call
the method for recording which needs to be called by the application, and run the method
for recording. The running result is obtained after the method for recording is run and a
normal recording operation may be performed according to the running result. According
to an example of the present disclosure, the application may be prevented from calling
the method for recording which needs to be called by the application and the preset
value may be returned to the application. The preset value may not be the running result
obtained by running the method for recording. Therefore, the application can not perform

the normal recording according to the preset value.

[0068] According to an example of the present disclosure, the monitoring unit may
be set in the class for recording included in the OS of the mobile terminal device. The
mobile terminal device may be monitored with the monitoring unit in real time. If the
monitoring unit finds that an application performing the recording is installed in the mobile
terminal device, the current state of the mobile terminal device may be obtained. If the
current state of the mobile terminal device is the talk state, it may be determined that the
application may be application illegally used for recording and the recording operation of
the application should be prohibited. Therefore, it may be avoided that the conversation
of the user may be recorded by malware such as the eavesdropping software and the

information security of the user may be effectively ensured.
[0069] The third example

[0070] Referring to figure 3, an example of the present disclosure provides a device

for preventing recording during a conversation. The device may include:

[0071] a monitoring module 301, configurd to monitor a mobile terminal device in

real time;

[0072] an obtaining module 302, configurd to obtain a current state of the mobile
terminal device if the monitoring unit 301 finds that an application for recording is

installed on the mobile terminal device; and

[0073] a preventing module 303, configurd to determine that the application may be
an application illegally used for recording and prevent the application from recording if

the current state obtained by the obtaining module 302 is a talk state.
[0074] Referring to figure 4, the monitoring module 301 may include:
[0075] a monitoring unit, configurd to monitor a method for recording included in a
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class for recording of an OS of the mobile terminal device in real time; and

[0076] a first determination unit, configurd to determine that an application for
recording is installed on the mobile terminal device if the monitoring unit finds that the
application requesting for calling the method for recording is installed on the mobile

terminal device.

[0077] The OS of the mobile terminal device may include the class for recording, the
class for recording may include the method for recording and the method for recording
may include a method for initializing the recording, a method for starting the recording

and /or a method for ending the recording, etc.

[0078] When the application running on the mobile terminal device starts the
recording, the application may first request for calling the method for recording from the
class for recording included in the OS of the mobile terminal device and then perform a

recording behavior with the called method for recording.

[0079] According to an example of the present disclosure, the monitoring unit may
monitor the method for recording included in the class for recording to monitor whether
there is an application performing the recording.

[0080] The obtaining module 302 may be to call an interface for obtaining the talk
state from an interface database included in the OS of the mobile terminal device and
obtain the current state of the mobile terminal device via the interface for obtaining the
talk state.

[0081] Referring to figure 4, the preventing module 303 may include:

[0082] a second determination unit, configurd to determine that the application may
be the application illegally for recording if the current state of the mobile terminal device
is the talk state; and

[0083] a preventing unit, configurd to prevent the application determined by the
second determination unit from calling the method for recording from the class for
recording of the OS of the mobile terminal device and return a preset value to the
application, so that the application can not normally perform the recording.

[0084] The second determination unit may be further configured to remind the user
if the current state of the mobile terminal device is the talk state and determine that the
application is that illegally for recording if an instruction for ending the application is
received from the user.
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[0085] An application legally used for recording in the mobile terminal device may
be an application for recording set in the mobile terminal device by a manufacturer of the
mobile terminal device and / or an application for recording downloaded by the user. The
application illegally used for recording in the mobile terminal device may be an
application for recording installed on the mobile terminal device by hackers or a hacker

network without acknowledging the user.

[0086]1 The application legally used for recording may perform the recording after
the application is started by the user. Generally, the user may not start the application for
recording during the conversation or close the application for recording. The application
illegally used for recording may automatically start up during the conversation of the user
and secretly record the conversation of the user. For instance, the application illegally
used for recording may be the eavesdropping software. The eavesdropping software
may record the conversation of the user when the user talks on the mobile terminal

device, which may pose a threat on the information security of the user.
[0087] Referring to figure 5, the device may further include:

[0088] a setting module 304, configurd to set a monitoring unit in a class for
recording of an OS of the mobile terminal device, so that the monitoring unit monitors a

method for recording comprised in the class for recording in real time.

[0089] According to an example of the present disclosure, the mobile terminal
device may be monitored in real time. If a monitoring result shows that an application for
recording is installed on the mobile terminal device, the current state of the mobile
terminal device may be obtained. If the current state of the mobile terminal device is the
talk state, it may be determined that the application is an application illegally for recording
and the application may be prevented from recording. Therefore, during a conversation
of the user with the mobile terminal device, the conversation of the user may be
protected from recording performed by the eavesdropping software and information

security of the user may be ensured.

[0090] It should be noted that the device for preventing recording during a
conversation provided by the above examples may be described according to the above
function modules. In practice, the above functions may be implemented by different
function modules. That is, the structure of the device may be divided into different
function modules to implement all or partial of the above functions. Furthermore, the

device for preventing recording provided by the above examples and the method for
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preventing recording provided by the above examples may belong to the same idea. The
implementation process of the device for preventing recording may be shown in the

method examples, which may not be repeated here.

[0091] It may be well known by an ordinary skilled in the art of the present
disclosure that all or partial of the above examples may be implemented with hardware or
implemented by a program instructing relevant hardware. The program may be stored in
a computer readable storage medium. The computer readable storage medium may be a
read only storage, a disk or a Compact Disc (CD), etc.

[0092] What has been described and illustrated herein are examples of the
disclosure along with some variations and are not meant as limitations. Many variations
are possible within the scope of the disclosure, which is intended to be defined by the
following claims -- and their equivalents -- in which all terms are meant in their broadest

reasonable sense unless otherwise indicated.
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WHAT IS CLAIMED IS:

1. A method for preventing recording during a conversation, comprising:

monitoring a mobile terminal device in real time;

obtaining a current state of the mobile terminal device if an application for recording is
installed on the mobile terminal device;

determining that the application is an application illegally used for recording and
preventing the application from recording if the current state of the mobile terminal device
IS a talk state.

2. The method according to claim 1, wherein monitoring the mobile terminal device in
real time comprises:

monitoring a method for recording comprised in a class for recording of an Operating
System (OS) of the mobile terminal device with a monitoring unit; and

determining that the application for recording is installed on the mobile terminal device
if the monitoring unit finds that the application requesting for calling the method for
recording is installed on the mobile terminal device.

3. The method according to claim 1, wherein obtaining the current state of the mobile
terminal device comprises:

calling an interface for obtaining the talk state from an interface database comprised in
an OS of the mobile terminal device; and

obtaining the current state of the mobile terminal device via the interface for obtaining

the talk state.

4. The method according to claim 1, wherein determining that the application is the
application illegally used for recording and preventing the application from recording
comprises:

determining that the application is the application illegally used for recording; and

preventing the application from calling a method for recording from a class for
recording of an OS of the mobile terminal device;

returning a preset value to the application, so that the application cannot normally

perform recording.
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5. The method according to claim 4, wherein determining that the application is the
application illegally used for recording comprises:

reminding a user; and

determining that the application is the application illegally used for recording if an

instruction for ending the application is received from the user.

6. The method according to any of claims 1 to 5, wherein before monitoring the mobile
terminal device in real time, the method further comprises:

setting a monitoring unit in a class for recording of an OS of the mobile terminal
device, so that the monitoring unit monitors a method for recording comprised in the class

for recording in real time.

7. A device for preventing recording during a conversation, comprising:

a monitoring module, to monitor a mobile terminal device in real time;

an obtaining module, to obtain a current state of the mobile terminal device if the
monitoring module finds that an application for recording is installed on the mobile terminal
device;

a preventing module, to determine that the application is an application illegally used
for recording and prevent the application from recording if the current state of the mobile
terminal device obtained by the obtaining module is a talk state.

8. The device according to claim 7, wherein the monitoring module comprises:

a monitoring unit, configurd to monitor a method for recording comprised in a class for
recording of an Operating System (OS) of the mobile terminal device in real time; and

a first determination unit, configurd to determine that the application for recording is
installed on the mobile terminal device if the monitoring unit finds that the application

requesting for calling the method for recording is installed on the mobile terminal device.

9. The device according to claim 7, wherein

the obtaining module is further configured to call an interface for obtaining the talk
state from an interface database comprised in an OS of the mobile terminal device and
obtain the current state of the mobile terminal device via the interface for obtaining the talk

State.

10. The device according to claim 7, wherein the preventing module comprises:
15
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a second determination unit, configurd to determine that the application is the
application illegally used for recording if the current state of the mobile terminal device is
the talk state; and

a preventing unit, configurd to prevent the application determined by the second
determination unit from calling a method for recording from a class for recording of an OS
of the mobile terminal device and return a preset value to the application, so that the

application cannot normally perform recording.

11. The device according to claim 10, wherein

the second determination unit is further configured to remind a user if the current state
of the mobile terminal device is the talk state and determine that the application is the
application illegally used for recording if an instruction for ending the application is

received from the user.

12. The device according to any of claims 7 to 11, further comprising:
a setting module, configurd to set a monitoring unit in a class for recording of an OS of
the mobile terminal device, so that the monitoring unit monitors a method for recording

comprised in the class for recording in real time.
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