BLOCKCHAIN DATA PROTECTION BASED ON ACCOUNT NOTE MODEL WITH
ZERO-KNOWLEDGE PROOF

ABSTRACT

Implementations of the present disclosure include receiving, from a first account, a
digitally signed copy of a plurality of notes, a commitment of a transaction amount of a
transaction between the first account and a second account paid by at least a portion of the
plurality of notes, a commitment of a change from deducting the transaction amount from a
total value of the plurality of notes, and a zero-knowledge proof generated based on one or
more selected random numbers. The first account determines that the total value of the
plurality of notes equals the sum of the transaction amount and the change, validates the
transaction, and updates the first account and the second account based on the plurality of

notes, the transaction amount, and the change.
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