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SYSTEM AND METHOD FOR MOBILE DEVICE BIOMETRIC ADD-ON 

CROSS-REFERENCES TO RELATED APPLICATIONS 

[0001] This application claims priority to and the benefit of U.S. Provisional Patent 

Application Serial No. 62/086,867, filed December 3, 2014, and entitled "System and Method 

for Mobile Device Biometric Add-On", the disclosure of which is incorporated herein in its 

entirety. 

BACKGROUND 

[0002] The present disclosure is related to electronic systems and devices. More 

specifically, the present disclosure is generally directed to systems, device, and methods of 

modifying an optical pathway of a camera of an electronic system or device. 

[0003] Many mobile devices, including some smartphones, tablets, digital cameras, or 

other mobile devices, in addition to other sensors, are equipped with a single front-facing camera 

arranged on the same side as the display or touch screen of the device. In some applications, the 

front-facing cameras can be utilized for user identification, generating biometric information that 

allows the device to be unlocked or operated in a secure fashion. In addition, biometric 

information may also be used to carry out functions that are specific to an identified user. For 

example, devices with front-facing cameras can be utilized for iris recognition. However, many 

biometric devices impose strict guides for operation in order to meet the needs of biometric 

analysis. For instance, present applications for iris recognition require captured images to have a 

clear, straight-on view of the iris. Hence, a subject needs to be stationary, as well as located very 

near and directly in front of the device camera. 

[0004] In general, suitable biometric information may be readily acquired using devices 

fitted with a rear-facing camera, since an operator would be able to view the display and adjust 

the device so that the camera can properly acquire imagery of the subject. However, for those 

devices that do not possess a rear-facing camera, operation can be difficult or awkward, 

particularly for applications in which a subject or scenery other than the device operator is being 

viewed. Hence, many present devices are not suitable or desirable for use in biometric 

applications, such as iris, retinal, or facial recognition. 
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[0005] Devices lacking specific capabilities or features can be upgraded with the addition 

of new hardware. However, full integration of the new hardware often requires complex and 

costly modifications to design and manufacturing processes. After-market add-ons, on the other 

hand, offer an alternative, cost-effective way of reversibly expanding mobile device capabilities 

without directly changing the mobile device hardware. Add-ons act as modifiers to the available 

inputs or outputs, using support applications that can run under the existing device operating 

systems. For example, commercially available add-on products for mobile device cameras 

include telephoto and fish-eye lenses, which are designed to provide enhanced zoom, or wider 

angle imaging, respectively, beyond the capabilities of the as-designed cameras. 

[0006] Given the above, there is a need for modifiers or adaptations that can enhance the 

capabilities of presently limited devices without directly modifying the existing hardware. In 

particular, there is a need for modifiers or adaptations directed to devices for use in biometric 

applications. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] This disclosure is illustrated by way of example and not by way of limitation in 

the accompanying figures. The figures may, alone or in combination, illustrate one or more 

embodiments of the disclosure. Elements illustrated in the figures are not necessarily drawn to 

scale. Reference labels may be repeated among the figures to indicate corresponding or 

analogous elements. 

[0008] FIG. 1A is a schematic illustrating use of a mobile device with a forward-facing 

element; 

[0009] FIG. IB is a schematic illustrating at least one embodiment of the present 

disclosure; 

[0010] FIG. 1C is a schematic illustrating illumination tracing using the embodiment of 

FIG. IB; 

[0011] FIG. 2A is a front view image showing a configuration that includes two prisms 

placed on a front of a mobile device, in accordance with aspects of the present disclosure; 

[0012] FIG. 2B is a side view image of the configuration shown in FIG. 2A; 

[0013] FIG. 2C is a perspective view image of the configuration shown in FIG. 2A; 

[0014] FIG. 2D is another perspective image of the configuration shown in FIG. 2A; 
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[0015] FIG. 2E is an oblique view image showing prisms temporally mounted on a 

mobile device; 

[0016] FIG. 2F is a rear view image of the configuration shown in FIG. 2E, illustrating a 

view of a front camera and a camera illuminator; 

[0017] 

[0018] FIG. 3A is a perspective front view illustrating at least one embodiment of a 

mobile device holder, in accordance with aspects of the present disclosure; 

[0019] FIG. 3B is perspective a rear view of the embodiment shown in FIG. 3A; 

[0020] FIG. 3C is side view of the embodiment shown in FIG. 3A; 

[0021] FIG. 3D is front view of the embodiment shown in FIG. 3A; 

[0022] FIG. 3E is a perspective front view of the embodiment shown in FIG. 3 A; 

[0023] FIG. 4A is a perspective front view illustrating at least one embodiment of a 

mobile device holder, in accordance with aspects of the present disclosure; 

[0024] FIG. 4B is an enlarged view of an optical assembly of the embodiment shown in 

FIG. 4A; 

[0025] FIG. 5 depicts a simplified block diagram of at least one embodiment of an iris 

processor for biometric iris matching, including a pre-processor, as disclosed herein; 

[0026] FIG. 6 depicts a simplified block diagram of at least one embodiment of the pre­

processor of the iris processor of FIG. 5; 

[0027] FIG. 7 is a flowchart setting forth steps of a process in accordance with aspects of 

the present disclosure; 

[0028] FIG. 8 is an illustration depicting use of front-facing and rear-facing device 

components, in accordance with aspects of the present disclosure. 

DETAILED DESCRIPTION OF THE DRAWINGS 

[0029] The present disclosure describes a novel approach for expanding the capabilities 

of currently limited devices. In particular, the functionality of mobile and other devices can be 

enhanced using add-on elements and features, in accordance with embodiments described herein, 

without need for changing their existing hardware. Specifically, in some aspects, the optical 

pathways of components fitted on a mobile or other device can be modified using one or more 

passive optical elements. This allows the range of sensors, illuminators, and other mobile device 
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components to extend in directions beyond the as-designed capabilities, increasing device 

flexibility and applicability. 

[0030] The present approach includes a broad range of applications, including biometric 

enrollment and recognition. Advantageously, the provided approach, in the form of various add­

ons, can be produced at low cost and is installable on standard, mass-produced mobile devices. 

For instance, a handheld mobile device configured to acquire biometric information from a 

subject is beneficial due to the small size, weight and cost of mobile device platforms. In the 

case that such mobile device is equipped with front-facing biometric capabilities, the range of 

applicability would be limited. Hence, a holder with an optical assembly configured to modify 

the optical pathway of the front-facing camera, in accordance with embodiments of the 

disclosure, would extend use of the device to include rear-facing directions. That is, by 

redirecting the front-facing camera and illuminators of the device towards a rear-facing direction, 

imagery and subjects other than the operator can also be imaged. Other benefits and advantages 

may be readily apparent from descriptions below. 

[0031] While the concepts of the present disclosure are susceptible to various 

modifications and alternative forms, specific embodiments thereof are shown by way of example 

in the drawings and are described in detail below. It should be understood that there is no intent 

to limit the concepts of the present disclosure to the particular forms disclosed. On the contrary, 

the intent is to cover all modifications, equivalents, and alternatives consistent with the present 

disclosure and the appended claims. 

[0032] Referring now to FIGs. 1A and IB, simplified illustrations depicting concepts in 

accordance with the present disclosure are shown. In particular, FIG. 1A shows a subject 

oriented toward a general direction of a device 100 (not drawn to scale), and more specifically 

toward a front portion 102 of the device 100. For example, in some implementations, the device 

100 may be a mobile device, such as a smartphone, a tablet, a digital camera, or any other mobile 

device. Optionally, in some implementations, the device 100 may be any device with a camera, 

for example, a computer, monitor, or any other device. As shown, the front portion 102 includes 

a front location 104 on the device 100 where various device components, for sensing or other 

functions, may be located. Example device components can include a camera, a camera 

illuminator, and so forth . As may be appreciated from FIG. 1A, illumination produced at the 

front location 104, for instance, would inherently travel along a front-facing direction 106, as 
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shown in FIG. 1A. Similarly, image capture at the front location 104 using a front-facing 

camera, for instance, would also be achieved by way of light traveling along the front-facing 

direction 106. Thus, it is apparent that the range of the device components fitted on the front 

portion 102 of the device 100 of FIG. 1A would be limited to fields of view along the front-

facing direction 106. 

[0033] In accordance with aspects of the present disclosure, the above-described 

limitation of the device 100 can be overcome by utilizing an optical assembly configured to 

reversibly modify the optical path of the device components fitted on the device 100. As will be 

described, in some implementations, the optical assembly may be reversibly coupled to the 

device 100 using a device holder, or placed proximate to the device 100. In addition, the optical 

assembly may be configured to modify the optical paths of the device components using a 

number of passive optical elements included therein. In this manner, an increased the 

functionality can be achieved for the device 100, for instance, by allowing sensing or 

illumination of a subject not directly in front of the sensing or illumination component of the 

device 100. 

[0034] Specifically referring to FIG. IB, a simple non-limiting configuration for 

enhancing the functionality of the device 100 described with reference to FIG. 1A, is illustrated. 

As shown, a single passive optical element, in the form of an optical prism 110, can be placed 

proximate to or be coupled to the device 100 such that the optical path 112 of a device 

component positioned at the front location 104 can be modified. In particular, the prism 110 

may include a first reflective surface 114 and a second reflective surface 116, with each 

reflective surface providing substantial reflection of light, such that a resultant optical path 112 

of the device component is substantially modified. For example, the optical path 112 of an 

illuminator located at the front location 104 may generally undergo a first directional change of 

approximately 90 degrees at the first reflective surface 114 of the prism 110, followed by a 

second directional change of approximately 90 degrees at the second reflective surface 116, 

resulting in an orientation of the optical path 112 along a rear-facing direction 118, as shown in 

FIG. IB. In this regard, a light ray, or a beam of light, originating from the front location 104 

can be substantially retro-reflected in a direction substantially opposite to the initial direction. 

As a result, an illumination of the subject facing the rear portion 108 of the device 100 may be 

readily achieved without need for rear-facing illumination capabilities. Similarly, imaging of a 
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subject facing the rear-portion 108 of the device 100 may be acquired using a front-facing 

camera positioned at the front location 104. 

[0035] While the specific embodiments herein are discussed in relation to changing the 

path of a device component from a front-facing direction to a rear-facing direction, the present 

specification is intended to cover changing the path of a device component from a first direction 

to a second direction. In this manner, the first and second directions may be at an angle of about 

180 degrees with respect to one another or may be at any other angle with respect to one another. 

The first and second directions may be at any other suitable angle. In illustrative embodiments, 

the first and second directions may be at an angle of between about 30 degrees and about 330 

degrees or between about 45 degrees and about 180 degrees. In some embodiments, the first and 

second directions may be at angle of about 45 degrees. 

[0036] By way of example, a TabPro device equipped with front-facing near infrared 

("NIR") light emitting diode ("LED") emits a diverging beam 120 that propagates along an 

initial, forward-facing direction while diverging with half-angle of approximately 12° half-width 

at half maximum ("HWHM"), as shown in FIG. 1C. Upon encountering the first reflecting 

surface 114, of a glass prism 110 with a refractive index of 1.5, for example, the divergence 

drops to 8°. In addition, about 80% of the light incident on the glass-air interface of the first 

reflecting surface 114 experiences total internal reflection ("TIR"), while the remainder of light 

is not within the TIR angle. The internally reflected light is then reflected by a second glass-air 

interface at the second reflecting surface 116, exiting with the original 12° divergence and 

traveling in a substantially opposite direction compared to the initial direction. 

[0037] As appreciated from descriptions above, the nature of optical path modification of 

various device components, including sensors and other elements, can depend on geometrical 

factors, the characteristics of the sensors or elements themselves, the optical properties of the 

optical assembly, as well as requirements by the particular applications of the device 100. For 

instance, in some aspects, it may be desirable to minimize the size of the optical assembly, either 

to due cost, design, or esthetic considerations. 

[0038] For example, referring again to FIG. 1C, conditions on minimum size for the 

prism 110 used with the device 100 may be obtained by examining the rays of the diverging 

beam 120 produced by the NIR LED illuminator. Specifically, in order for the ray 122 most 
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normally incident upon the first reflecting surface 114 to hit the hypotenuse 124 of the prism 110 

after hitting the second reflecting surface 116, the following condition needs to be satisfied: 

tan0s-^ B 2h 

[0039] where 0g represents the angle between the normal direction of the device 100 and 

the ray 122, a is the distance between the bottom of the prism 110 and the vertical position 126 

of the illuminator, and 2h is the length of the hypotenuse 124. For an LED illuminator with 12° 

divergence in air, for example, the distance a can then be computed to be then at least 14% of the 

length of the hypotenuse 124 according to Eqn. 1. In addition, in order for the retro-reflected 

diverging beam 120 to clear the top 128 of the device 100, the following condition needs to be 

satisfied: 

4h-tan0 +t-tan0 <2h-a-b (2) g a v J 

where 0a represents the refracted angle in air, b is the distance from the top 128 of the device 100 

to a vertical position 126 of the illuminator, and t is the thickness of the device 100. Converting 

Eqn. 1 to an equality and making a substitution into Eqn. 1 gives a minimum length for the 

hypotenuse 124 of the prism 110, namely 

h>b + t tan6- (3) 
2-4tan6g 

[0040] For instance, a TabPro device has dimensions t = 7.3mm and b = 10mm. Hence, 

using Eqn. 3 gives 2h > 16mm, or roughly a prism 110 with hypotenuse 124 of approximately 

20mm in length, where about a 20% margin was added. 

[0041] It may be appreciated that concepts illustrated in the configurations shown in 

FIGs. IB-IE can be suitable for a variety of applications and devices. For example, one 

application can include biometric enrollment and recognition, where biometric information may 

be obtained using images acquired while a subject is facing away from the front-facing camera 

of the device. However, the examples shown are provided for illustrative purposes. Indeed, 

modifications, in dependence of the specific application, may be possible. For instance, rather 

than using a single optical element, such as a prism, an optical assembly may be configured to 

modify the optical pathways using a number of passive optical elements, such as prisms, mirrors, 

and/or other components fashioned using materials and geometrical properties capable of 

modifying optical pathways. In addition, the divergence of the NIR LEDs, for example, could 
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allow some light to escape beneath the critical angle for TIR of a prism. This would reduce the 

signal-to-noise ratio ("SNR") in an iris recognition application. Hence, it is envisioned that 

coating the prism with a Gold or Aluminum layer might help eliminate such loss mechanism, 

although could result in loss due to metallic absorption at 850nm. As such, the prism could be 

designed to eliminate losses by angling the first reflective surface more steeply, for example, 

relative to the incident rays. In addition, light lost through a prism could be compensated by 

increasing exposure time and corresponding pulse width. Additional sources of illumination, 

such as a rear-facing illuminator could also enhance SNR. 

[0042] In an example demonstrating the concepts above, two Edmund Optics 15mm 

prisms (part number 32332, hypotenuse = 21.2mm) and a TabPro were used to generate clear, 

focused, and well lit images of irises, for example, for use in biometric recognition. Referring to 

FIGs. 2A-2F, images of the prisms temporarily placed or mounted on the TabPro are shown. 

This configuration was used to image a rear-facing subject using the front-facing camera of the 

TabPro. In addition, this configuration was used to reverse the direction of the front-facing LED 

to illuminate the subject. A rear-facing image of the TabPro shows retro-reflected LED and 

camera clearly visible (FIG. 2F). 

[0043] Test imagery taken using the TabPro (omitted from the drawings for privacy 

reasons) in this configuration provided good focus and reasonable illumination. To obtain 

enrollment images, the TabPro operator held the tablet approximately 8 inches from the subject 

while centering the subject's eye in the target box. Using the rear-facing mode, the enrolled 

irises were all quickly matched in 4/4 subjects (8 irises). Aiming with flipped and mirror 

reversed imagery necessitated some training, hence it is envisioned that software modifications 

might be utilized to provide more intuitive views of the subjects to the operator. Also, the test 

images showed specular reflections either centered or slightly to the lower right of the pupil. In 

some aspects, robust matching to standard enrollment images might necessitate an 

accommodation to allow for wider or different specular reflection position in flipped and 

reversed eye images. Nonetheless initial attempts showed that eye-finding in the raw image 

followed by image reversal and inversion (accomplished in one step by 180 degree rotation, for 

example) produced matchable images to standard enrollments. 

[0044] Referring to FIGs. 3A-3D, a holder 302 for a mobile device 300, in accordance 

with aspects of the present disclosure, is shown. The holder 302 may be configured to be 
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attached or clipped, for example, to the top the mobile device 300, as shown. In general, the 

holder 302 may include a base 304, and an optical assembly 306 coupled to the base 304, 

wherein the optical assembly 306 is configured for modifying optical paths of various 

components of the mobile device 300, such as a camera and/or camera illuminator. As shown in 

FIGs. 3A-3D, the optical assembly 306 includes two prisms 308 configured to be placed 

proximate to the various components of the device 300, for example, a camera and a camera 

illuminator affixed to a front portion of the mobile device 300, modifying their respective optical 

paths. However, fewer or more, as well as different optical elements may be used in the optical 

assembly 306. In addition, the optical elements may include any suitable materials, including 

glass, plastic, metal, and/or any other suitable materials. 

[0045] The holder 302 may be shaped and dimensioned in any manner, depending upon 

the particular application and mobile device 300 being utilized. In some aspects, the holder 302 

may be fabricated from acrylonitrile butadiene styrene (ABS) plastic using a 3D printing 

technique. However, it may be appreciated that the holder 302 may be manufactured in any 

manner, and using any materials. In addition, it may be preferable that the holder 302 is 

designed to withstand moderate handling due to attaching and detaching it from the mobile 

device 300. In some implementations, the holder 302 may be configured to take advantage of 

proximity sensors fitted on a mobile device 300, as indicated by arrow 310 in FIG. 3E. In this 

manner, a software algorithm, such as an iris recognition algorithm, may be informed regarding 

whether the holder 302 is attached or being used. 

[0046] The embodiment described with reference FIGs. 3A-3E illustrates a simple and 

cost effective approach to expanding the functionality of a mobile device 300. However, the 

features and configuration described are non-limiting, and indeed various modifications can be 

possible. For instance, the mobile device 300, in additional to being equipped with front-facing 

camera or illuminator, may also include a rear-facing camera and illuminator. As such, the 

holder may be adapted to such designs. In fact, in some options, the optical paths of such rear-

facing components may also be modified. For example, a rear-facing illuminator may also be 

redirected to the front of the device, in the manner described, providing additional illumination, 

for example, in a biometric recognition application. In addition, in some implementations, as 

shown in FIG. 8, both the front-facing 802 and rear-facing cameras 804 of a mobile device 800 

may be operated, as well as respective illuminators, to acquire images of the same subject or 
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scenery, sequentially or substantially concurrently. Such dual camera images may be processed 

and combined, for instance, to generate an enhanced image of the subject or scenery. In 

applications, dual camera images may be combined to produce an image of the subject or 

scenery indicative of depth, or providing an illusion of depth. 

[0047] Referring now to FIG. 4A, an illustration depicting another embodiment of holder 

402 for a mobile device 400, in accordance with aspects of the present disclosure, is provided. 

The holder 402 includes a base 404 attachable to the mobile device 400, and an optical assembly 

406 movably coupled to the base 404, held in place, for instance, using heat set screws 408. In 

some aspects, the holder 402 may be utilized to increase the functionality of the mobile device 

400 for use in biometric recognition applications, for instance. 

[0048] In particular, the base 404 can be configured in any manner and include a variety 

of features, in accordance with the features and design of the mobile device 400. Specifically, 

the base 404 may be designed to be attachable to the mobile device 400 while avoiding 

interference with operation of the mobile device. For instance, as shown in FIG. 4A, the base 

404 may be shaped and dimensioned so as to allow a charger to be coupled to the mobile device 

400. Also, the base 404 may shaped and dimensioned, or include openings so as not to obstruct 

visibility or operation of various components on the mobile device 400, such as cameras, 

illuminators, logos, buttons, display, and so forth. In some aspects, the base 404, or alternatively 

the optical assembly 406, may engage, using appropriately designed features, with proximity 

sensors fitted on the mobile device 400, thus informing the mobile device 400 whether the holder 

402 is in use. 

[0049] The optical assembly 406 may include a number of passive optical elements 410 

configured to modify the optical pathways of various device components, such as a camera or 

camera illuminator, and a housing 412 for the optical assembly 406, which may or may not 

enclose the passive optical elements 410 completely. As shown in FIG. 4A, the passive optical 

elements 410 can be in the form of prisms, secured to the optical assembly 414 using set screws, 

for example, or permanently attached, for example, using adhesives. It may be appreciated that 

any passive optical elements may be utilized, including mirrors, and other materials with similar 

optical properties, and as such, the configuration of the optical assembly 406 may vary. 

[0050] FIG. 4B shows how the holder 404 can engage with and operate relative to the 

mobile device 400, which may include a smartphone, tablet, or other device. As shown, a front 
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portion 418 of the mobile device 404 may be fitted with multiple device components, including a 

camera 420, an illuminator 422 and proximity sensors 424. When operating the optical assembly 

406, by rotating or pivoting the optical assembly 406 about an axis 416 relative to the base 404, a 

contact can be made, and maintained using an appropriate locking mechanism, between the 

device components and the passive optical elements 410 configured on the optical assembly 406. 

In some implementations, a substantial contact can be made, such that a negligible amount of 

light scattering takes place at the interface of, or between, the passive optical elements 410 and 

the device components, while also avoiding damage to either component or element. As a result, 

optical pathways of respective device components can be modified. For instance, a view of 

front-facing camera and respective illumination can be directed to the rear of the mobile device 

400, as shown in the implementation of FIG. 4B. In addition, in some designs, the housing 412 

of the optical assembly 406 includes a sensor surface 419, as shown in FIG. 4B, configured for 

affecting signals generated by the proximity sensors 424, informing an engagement of the optical 

assembly 406. An optional sleeve 426 may be utilized to protect the mobile device 400. 

[0051] The above-described holder 404 is not limited to the specific implementation 

detailed with respect to FIGs. 4A and 4B. As such, one of ordinarily skill would readily 

appreciate that various modifications are possible. For example, the optical assembly 406 may 

alternatively, or additionally, include capabilities for modifying or interrupting optical paths of 

various components fitted on the rear portion of the mobile device 400. In this manner, various 

combinations of illumination and imaging may be obtained using a device equipped with 

cameras and illuminators on both sides of the device, for example, as described. 

[0052] As noted above, the add-ons disclosed herein may be utilized for any number of 

functions, for example, for biometric recognition. FIG. 5 depicts a block diagram of an iris 

processor 500 for biometric iris matching for use in conjunction with any of the add-ons 

disclosed herein. The iris processor 500 comprises a pre-processor 502, a coding processor 504 

and a matching processor 506. The iris processor 500 receives images as input, for example, 

input image 501 and outputs a matched iris 508 obtained from a remote or local database, for 

instance. An actual input image 501 and an actual matched iris 508 are omitted from FIG. 5 for 

privacy reasons. Those of ordinary skill in the art would recognize that the database may be 

accessed as a "cloud" service, directly through an internet connection, or the like. The pre­

processor 502, the coding processor 504 and the matching processor 506 may execute on a single 
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device, or on different devices, servers, cloud services or the like, as indicated by the dashed 

outline of the iris processor 500. The iris processor 500 may be modular and each processor may 

be implemented, e.g., on a single device, multiple devices, in the cloud as a service. Any of the 

components, e.g., the pre-processor 502, the coding processor 504, and the matching processor 

506, may be implemented or used independently of one another. 

[0053] According to exemplary embodiments of the present invention, the input image 

501 is an infrared image, and is captured by an infrared capture device (not shown in FIG. 5), 

coupled to the iris processor 500. The infrared capture device may be any type of infrared 

capture device known to those of ordinary skill in the art. In other instances, the input image 501 

is a red, green, blue ("RGB") image, or the like. The input image 501 contains an eye with an at 

least partially visible iris and pupil and the iris processor 500 attempts to match that eye with an 

iris of an eye image in a local or remote database of eye images. According to exemplary 

embodiments, irises are matched based on Hamming distances between two coded iris images. 

[0054] Initially, the input image 501 is processed by the pre-processor 502. The pre­

processor 502 segments and normalizes the iris in the input image 501, where input image 501 

may have variable iris/pupil and iris/sclera contrast, small eyelid openings, and non-frontal iris 

presentations. The result of the pre-processor 502 is a modified iris image with clearly delineated 

iris boundaries and synthesized quasi- frontal presentation. For example, if the iris in the input 

image 501 is rotated towards the left, right, up or down, the pre-processor 502 will synthesize an 

iris on the input image 501 as if it was positioned directly frontally. Similarly, a frontally 

positioned pupil will be synthesized on the skewed or rotated pupil of the input image 501. 

[0055] The coding processor 504 analyzes and encodes iris information from the iris 

image generated by the pre-processor 502 at a range of spatial scales so that structural iris 

information contained in the input image 501 of varying resolution, quality, and state of focus 

can be robustly represented. The information content of the resulting code will vary depending 

on the characteristics of input image 501. The code generated by the coding processor 104 

representing the input image 501 allows spatial interpolation to facilitate iris code alignment by 

the matching processor 506. 

[0056] The output code from the coding processor 504 is coupled to the matching 

processor 506. The matching processor 106 incorporates constrained active alignment of iris 

structure information between stored iris images and captured iris codes generated from the input 
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image 501 to compensate for limitations in iris image normalization by the pre-processor 502. 

The matching processor 506 performs alignment by performing local shifting or warping of the 

code to match the generated code with a stored iris code template based on estimated residual 

distortion of the code generated by the coding processor 504. According to some embodiments, a 

"barrel shift" algorithm is employed to perform the alignment. Accordingly, structural 

correspondences are registered and the matching processor 506 compares the aligned codes to 

determine whether a match exists. If a match is found, the matching processor returns matched 

iris data 508. 

[0057] The matched iris data 508 may be used in many instances, for example, to 

authorize transactions, for example, financial transactions. The pre-processor 502 may be an 

application executing on a mobile device, such as a mobile phone, camera, tablet, or the like. The 

pre-processor 502 on the mobile device may capture an image of a user's eye using the camera 

of the device, perform the pre-processing steps on the mobile device, and then transmit a bundled 

and encrypted request to the coding processor 504, which may be accessed via a cloud service on 

a remote server of, for example, a financial institution. In other embodiments, the application on 

the mobile device may also comprise the coding processor 504 and the iris coding is performed 

on the mobile device. In some embodiments, the pre-processor 502 may be used in conjunction 

with an automated teller machine ("ATM"), where a user is authorized via their iris being 

scanned and processed by the pre-processor 502. The pre- processor 502 may then reside in the 

software of the ATM, or the ATM may supply the image captured by the camera to a server 

where the pre-processor 502 is executed for pre-processing. 

[0058] The coding processor 504 produces an iris code that is transmitted to the matching 

processor 506. The matching processor 506 may be hosted on a server of a financial institution, 

or be a remote third party service available to multiple financial institutions for authenticating the 

user based on their iris image. Once a user is authenticated, financial transactions may be carried 

out between the user and the financial institutions. Similarly, the iris processor 500 may be used 

to authenticate a user in any context, such as signing in to a social network, a messaging service 

or the like. 

[0059] The iris processor 500 may be used to authorize a cellular device user, 

determining whether the device is stolen or not, in conjunction with geo-location data, or the 

like. In this embodiment, upon purchase of a cellular device, the user may "imprint" their 
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identity on the device based on their iris information so that others can be prevented from using 

the device if reported stolen. Authorization can also be extended to the office or personal 

environments, where the iris processor 500 may be used to determine whether an authorized or 

detected user has access to a particular location. For example, in a secure office environment, 

taking photographs may be prohibited for the majority of employees, but overriding this 

prohibition and enabling the camera is available to authorized employees. The employee's 

mobile device will be used to capture an image of the employee, and the iris processor 500 will 

match the iris of the employee to extract an employee profile, which delineates the authorizations 

for this employee. 

[0060] FIG. 6 depicts a block diagram of the pre-processor of the iris processor 500 in 

accordance with exemplary embodiments of the present invention. The pre-processor receives 

the input image 501 and outputs a rectified iris image 620. An actual input image 501 and an 

actual rectified iris image 620 are omitted from FIG. 6 for privacy reasons. The rectified iris 

image 620 corrects for uncontrolled capture scenarios such as ambient illumination conditions, 

varied illumination geometries, reduced eyelid opening area, presentation angle (obliquity), or 

the like. The rectified iris image 620 corrects for various nonconformities. 

[0061] The pre-processor 600 comprises a segmentation module 602 and a correction 

module 604. The segmentation module 602 further comprises a pupil segmentation module 606, 

an iris segmentation module 608 and an edge detection module 609. The segmentation module 

602 corrects an input image for low-contrast pupil and iris boundaries. The image produced by 

the segmentation module 602 is then coupled to the correction module 604 for further correction. 

The correction module 604 comprises a tilt correction module 610 and a corneal correction 

module 612. 

[0062] The segmentation module 602 and the correction module 604 may be used, for 

example, in the medical field, in targeted marketing, customer tracking in a store, or the like. For 

example, pupil and iris insertion may be performed by the pre-processor 602, in the medical field 

as a diagnostic tool for diagnosing diseases that a person might have based on their iris profiles. 

[0063] Turning to FIG. 7, steps of a process 700 in accordance with aspects of the 

present disclosure are provided. In some aspects, using systems and devices described herein, 

the process 700 may be carried out for operating a mobile device to obtain biometric information 

from a subject. The process 700 can begin at process block 702 by orienting a mobile device 
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relative to a subject. In some aspects, the mobile device may be oriented such that a back portion 

of the mobile device faces the subject, and a front portion of the mobile device. Specifically, the 

front portion includes at least a front camera, as well as other components, such as camera 

illuminators, proximity sensors and the like. Alternatively, or additionally, the mobile device 

can also include various device components on the rear portion of the device, such as camera and 

camera illuminator. 

[0064] Then, at process block 704, an optical assembly that is movably coupled to the 

mobile device may be operated. That is, the optical assembly may be positioned in an 

orientation such that optical pathways of components, such as the front camera or front 

illuminator, for instance, are modified to be oriented in the direction of the subject, thus allowing 

imaging or illumination of the subject. As described, illumination and imaging, may also be 

provided by a camera or illuminator fitted on the rear portion of the mobile device. 

[0065] Then, at process block 706, the mobile device may be operated to acquire imaging 

data from the subject, for instance using the front camera. Such, imaging data may then be 

analyzed, in accordance with aspects of the present disclosure, to generate biometric information 

corresponding to the subject, as indicated by process block 708. For example, imaging data of 

the subject may be processed and analyzed using an iris recognition process. In some aspects, 

the generated biometric information may be utilized to identify a subject, thus providing access, 

or modifying functionality of the device, or other system or apparatus, based on the identified 

subject. A report, of any form, may then be generated using the biometric information, as 

indicated by process block 710. For example, the report may include in indication of a 

successful or unsuccessful subject identification. 

ADDITIONAL EXAMPLES 

[0066] Illustrative examples of the technologies disclosed herein are provided below. An 

embodiment of the technologies may include any one or more, and any combination of, the 

examples described below. 

[0067] In an example 1, a method for operating a device to obtain biometric information 

from a subject includes orienting a device relative to a subject with a first portion of the device 

facing the subject, wherein a second portion of the device comprises a camera and the first and 

second portions are different sides of the device, and operating an optical assembly that is 
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movably coupled to the device, the optical assembly being configured to modify an optical 

pathway of at least the camera in a direction of the subject. The method also includes acquiring 

imaging data of the subject using the camera, and analyzing the acquired imaging data to 

generate biometric information corresponding to the subject. The method further includes 

generating a report using the biometric information. 

[0068] An example 2 includes the subject matter of example 1, wherein the method 

further comprises activating an illuminator located on the second portion of the device. 

[0069] An example 3 includes the subject matter of any of examples 1 and 2, wherein the 

illuminator comprises at least one near infrared light source. 

[0070] An example 4 includes the subject matter of any of examples 1, 2, and 3, wherein 

the illuminator is configured to produce a pulsing or strobe illumination operation above 

continuous wave safe eye limits. 

[0071] An example 5 includes the subject matter of any of examples 1, 2, 3, and 4, 

wherein the optical assembly comprises one or more passive optical elements. 

[0072] An example 6 includes the subject matter of any of examples 1, 2, 3, 4, and 5, 

wherein the method further comprises performing a subject identification using the biometric 

information. 

[0073] An example 7 includes the subject matter of any of examples 1, 2, 3, 4, 5, and 6, 

wherein the subject identification includes comparing the acquired imaging data with a 

reference. 

[0074] An example 8 includes the subject matter of any of examples 1, 2, 3, 4, 5, 6, and 

7, wherein the method further comprises determining an access based on the subject 

identification. 

[0075] An example 9 includes the subject matter of any of examples 1, 2, 3, 4, 5, 6, 7, 

and 8, wherein the method further comprises receiving a signal from one or more proximity 

sensors configured on the device identifying a position of the optical assembly relative to the 

device. 

[0076] An example 10 includes the subject matter of any of examples 1, 2, 3, 4, 5, 6, 7, 8, 

and 9, wherein the device is a mobile device. 
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[0077] An example 11 includes the subject matter of any of examples 1, 2, 3, 4, 5, 6, 7, 8, 

9, and 10, wherein the first portion is a back portion of the device and the second portion is a 

front portion of the device and the optical pathway is modified by about 180 degrees. 

[0078] In an example 12, a holder for a mobile device includes a base attachable to the 

mobile device, and an optical assembly movably coupled to the base and configured to pivot 

about an axis relative to the base. The optical assembly one or more passive optical elements 

configured to modify an optical pathway of at least a camera affixed to a front portion of the 

mobile device, and a housing at least partially enclosing the one or more passive optical 

elements. 

[0079] An example 13 includes the subject matter of example 12, wherein the one or 

more passive optical elements includes a prism. 

[0080] An example 14 includes the subject matter of any of examples 12 and 13, wherein 

the base is attachable along a top portion of the mobile device. 

[0081] An example 15 includes the subject matter of any of examples 12, 13, and 14, 

wherein the base is attachable along at least one of a periphery or a peripheral surface of the 

mobile device. 

[0082] An example 16 includes the subject matter of any of examples 12, 13, 14, and 15, 

wherein the optical assembly is configured to bring into contact the one or more passive optical 

elements and the mobile device. 

[0083] An example 17 includes the subject matter of any of examples 12, 13, 14, 15, and 

16, wherein the holder further comprises a locking mechanism for maintaining the contact. 

[0084] An example 18 includes the subject matter of any of examples 12, 13, 14, 15, 16, 

and 17, wherein the housing further includes at least one sensor surface configured for affecting 

signals generated by one or more proximity sensors configured on the mobile device. 

[0085] In an example 19, a method for operating a mobile device having a camera 

includes the steps of orienting a mobile device relative to a subject such that a first portion of the 

mobile device faces the subject, wherein a second portion of the device comprises a camera, the 

first and second portions being on opposite sides of the mobile device, operating an optical 

assembly that is movably coupled to the mobile device, the optical assembly being configured to 

modify an optical pathway of at least the camera in a direction of the subject, and acquiring 

imaging data of the subject using the camera. 
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[0086] An example 20 includes the subject matter of example 19, wherein the method 

further comprises activating an illuminator located on the second portion of the device and the 

illuminator includes at least one near infrared light source. 

GENERAL CONSIDERATIONS 

[0087] In the foregoing description, numerous specific details, examples, and scenarios 

are set forth in order to provide a more thorough understanding of the present disclosure. It will 

be appreciated, however, that embodiments of the disclosure may be practiced without such 

specific details. Further, such examples and scenarios are provided for illustration, and are not 

intended to limit the disclosure in any way. Those of ordinary skill in the art, with the included 

descriptions, should be able to implement appropriate functionality without undue 

experimentation. 

[0088] References in the specification to "an embodiment," etc., indicate that the 

embodiment described may include a particular feature, structure, or characteristic, but every 

embodiment may not necessarily include the particular feature, structure, or characteristic. Such 

phrases are not necessarily referring to the same embodiment. Further, when a particular feature, 

structure, or characteristic is described in connection with an embodiment, it is believed to be 

within the knowledge of one skilled in the art to affect such feature, structure, or characteristic in 

connection with other embodiments whether or not explicitly indicated. 

[0089] Embodiments in accordance with the disclosure may be implemented in 

hardware, firmware, software, or any combination thereof. Embodiments may also be 

implemented as instructions stored using one or more machine-readable media, which may be 

read and executed by one or more processors. A machine-readable medium may include any 

mechanism for storing or transmitting information in a form readable by a machine (e.g., a 

computing device or a "virtual machine" running on one or more computing devices). For 

example, a machine-readable medium may include any suitable form of volatile or non-volatile 

memory. 

[0090] Modules, data structures, blocks, and the like are referred to as such for ease of 

discussion, and are not intended to imply that any specific implementation details are required. 

For example, any of the described modules and/or data structures may be combined or divided 

into sub-modules, sub-processes or other units of computer code or data as may be required by a 
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particular design or implementation. In the drawings, specific arrangements or orderings of 

schematic elements may be shown for ease of description. However, the specific ordering or 

arrangement of such elements is not meant to imply that a particular order or sequence of 

processing, or separation of processes, is required in all embodiments. In general, schematic 

elements used to represent instruction blocks or modules may be implemented using any suitable 

form of machine-readable instruction, and each such instruction may be implemented using any 

suitable programming language, library, application-programming interface (API), and/or other 

software development tools or frameworks. Similarly, schematic elements used to represent data 

or information may be implemented using any suitable electronic arrangement or data structure. 

Further, some connections, relationships or associations between elements may be simplified or 

not shown in the drawings so as not to obscure the disclosure. This disclosure is to be 

considered as exemplary and not restrictive in character, and all changes and modifications that 

come within the spirit of the disclosure are desired to be protected. 
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CLAIMS: 

1. A method for operating a device to obtain biometric information from a subject, the 

method comprising: 

orienting a device relative to a subject with a first portion of the device facing the subject, 

wherein a second portion of the device comprises a camera, the first and second portions being 

different sides of the device; 

operating an optical assembly that is movably coupled to the device, the optical assembly 

being configured to modify an optical pathway of at least the camera in a direction of the subject; 

acquiring imaging data of the subject using the camera; and 

analyzing the acquired imaging data to generate biometric information corresponding to 

the subject. 

2. The method of claim 1, wherein the method further comprises activating an illuminator 

located on the second portion of the device. 

3. The method of claim 2, wherein the illuminator comprises at least one near infrared light 

source. 

4. The method of claim 2, wherein the illuminator is configured to produce a pulsing or 

strobe illumination operation above continuous wave safe eye limits. 

5. The method of claim 1, wherein the optical assembly comprises one or more passive 

optical elements. 

6. The method of claim 1, wherein the method further comprises performing a subject 

identification using the biometric information. 

7. The method of claim 6, wherein the subject identification includes comparing the 

acquired imaging data with a reference. 
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8. The method of claim 6, wherein the method further comprises determining an access 

based on the subject identification. 

9. The method of claim 9, wherein the method further comprises receiving a signal from 

one or more proximity sensors configured on the device identifying a position of the optical 

assembly relative to the device. 

10. The method of claim 1, wherein the device is a mobile device. 

11. The method of claim 1, wherein the first portion is a back portion of the device and the 

second portion is a front portion of the device and the optical pathway is modified by about 180 

degrees. 

12. A holder for a mobile device, the holder comprising: 

a base attachable to the mobile device; and 

an optical assembly movably coupled to the base and configured to pivot about an axis 

relative to the base, the optical assembly comprising: 

one or more passive optical elements configured to modify an optical pathway of 

at least a camera affixed to a portion of the mobile device; 

a housing at least partially enclosing the one or more passive optical elements. 

13. The holder of claim 12, wherein the one or more passive optical elements includes a 

prism. 

14. The holder of claim 12, wherein the base is attachable along a top portion of the mobile 

device. 

15. The holder of claim 12, wherein the base is attachable along at least one of a periphery or 

a peripheral surface of the mobile device. 
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16. The holder of claim 12, wherein the optical assembly is configured to bring into contact 

the one or more passive optical elements and the mobile device. 

17. The holder of claim 16, wherein the holder further comprises a locking mechanism for 

maintaining the contact. 

18. The holder of claim 12, wherein the housing further includes at least one sensor surface 

configured for affecting signals generated by one or more proximity sensors configured on the 

mobile device. 

19. A method for operating a mobile device having a camera, the method comprising: 

orienting a mobile device relative to a subject with a first portion of the mobile device 

facing the subject, wherein a second portion of the device comprises a camera, the first and 

second portions being on opposite sides of the mobile device; 

operating an optical assembly that is movably coupled to the mobile device, the optical 

assembly being configured to modify an optical pathway of at least the camera in a direction of 

the subject; and 

acquiring imaging data of the subject using the camera. 

20. The method of claim 19, wherein the method further comprises activating an illuminator 

located on the second portion of the device and the illuminator includes at least one near infrared 

light source. 
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