117

Rule based Filtering
104

Continuous monitoring and count smoothing

120

T

DNS loT Detector and Enumerator

114

IPFIX data Trained Deep Neural
101 Network
102
R >
Visitation Count
110 |[—» Vectorizer
112
DNS data
11
FIGURE 1

200

T

loT DNS signatures
113

202

Collect IOT IPFIX behaviour

v

Discard all internal traffic

204

v

206

Group traffic by source IP,
destination IP and hour

XX.XX.XX.XX to aa.aa.aa.aa
1 Nov 2021

0100 to 0200

|

208
QOrder IPFIX records +

by time

XX.XX.XX.XX 10 aa.3a.aa.aa
1 Nov 2021

0200 to 0300

m

210
Order IPFIX records +

by time

FIGURE 2




217

/301
XX.XX.XX.XX tO aa.aa.aa.aa Order IPFIX records
1 Nov 2021 by time
0100 to 0200
Extract, aggregate and bin 302
features into a time series
308 310 of data
/ / 304
- g /
V4
Protocol 6 6 6
Octet 80 1igo 80
Reverse Octet 0 0 0
Source Port 410014000 4000
Destination Porty| 80 80 80
Packets 20 hi10 10
Reverse Packets 1| 0 0 0
Time bin --1--‘ -2--‘ 360
FIGURE 3
402 404
/ /
4 R 4 TN
Time Series of 7 Random
Features for 10T 1 circular shifts 415
\\§ J/ \\§ J/
406 408 416
/ \ 4 /
e 7™\ 4 \
Time Series of 7 Random Time-shifted Final data
Features for IOT 2 "| circular shifts data sample sample
\\§ J \\ J \
405 =< 410 412
Ve vam Ve 7< 414 422 424
Time Series of 7 Random / L
Features for 10T 2 "|  circular shifts 1 1
L\ J Y 1 2
0 0

FIGURE 4



Augmented 7-fe
time series

ature

3/7

Deep Neural Network

Trained via bi-
tempered loss

506

4
502 504
Trained via MSE loss
|
508
FIGURE 5
604 606
N X1 X1n /
P X3 Xon
602
/ X3 X3n
XX XX XX. XX X, 0
1 Nov 2021 d1 d2 d3 d2
Do, o4 o
XY . XX.XX.XX w w 3 " 112 /
1 Nov 2021 v Vin
7 _J
0
612 Y2
> V3 Y3n
Y4 y4-n

FIGURE 6




4/7

loT Device A

FIGURE 7




57

802
Training via standard Cross-entropy loss functions

Class_loss (tag class_loss)

1e+23
1e+18
1e+16
1e+14
1e+12
1e+10 |
1e+8 |
1e+6

1et+4 \‘
1
0.01

go4  Trainingvia bi-temperedloss function

bittemploss (tag bittemploss) \

1.4
1.3
1.2
11
1

0.9
0.8
0.7

FIGURE 8

FIGURE 9



6/7

amecnineam, TroTTTToET
aoooooooen
- 00 00 20 G0 B0
semszerchecent g g o 20000000 G0 ooeoeo
amazoreetv 0 80 S0 €500 00 G0 60 60 G0
Appletornepod JHO S0 810 S lasnococososn s aosn
b0 a0 oo o0 0 G0 B0 B0 B0 G0 aosn
feriemviancen) hp @0 80 OOQO A0 anom
AugustDoatelican S0 810 80 S0/EH 8666 @ aoeo
o aoen
coaoen

e dovica

R anennnnnennna.ncuuun @0e00

Joeocoes o0 o000 000000 00 B0 202

WJuunuunououunun Soscsoggaeces

:!neon
:u.o.o'oeoooaonouoononuononee o8 eocnencoEned

200D G0S0 80 saoEnS0

0 aDE0a0 80 @0 E0en
00 G0 30 80 80 GoG0Ene0
00 0D B0 S0 G0

soonanen
2 SOBNOH B0 BS00 0000 G000 &
EOENS0anen 0800000 00808080
a0

G080 80 onononoo

00 0D 80 &0 &D eoeoenen

davica

o000 e0e0 0 LLE-LT LTS ]
Roomea JEi0 cooDRORDRD eocotleneons:
o 80000080 80 80808080
e 20 60 5.0 80 80
0 8060606060 cosn 8050
Securifimong R0 oo0e0e0e0en
Sonas Eo Q00 e0e0 a0 ooon
cooDRoeD D coooeo
Sencsseam o o0 00008020 aoon
wningstome 0 o0 o0 a0 a0 0 eoooS0
Viﬂ.ﬂ o0eDeDenen L1
o000 20 &0 a0 DHBHDHQH @0 o080 a0
o

JILG G 7/ 00 Q&(ﬁ P

FEE

o

matched device 1004

AprieTvidtsGeni
BugustDosetellcam

Bekniemccroage 10 83 80
FOoasoaasad s sRooRace

Fooace LLL (L1 e

LEEEREEEEELEREEEE PR R T CEEEEEE !iﬂ nmauuu nulmuu CEEEEEE PR PR T )
ponaaoaaan [T [TTY) a8 [TTY] (TTTEETS ] [T
gagn RS

pOCaseadeaaddeadsandandasaanian

EOQO S0 A0S0 00400 S0 RS0 0O D RAGO R

GR3EAaA00 RS20 RacaBaRaRARRE
3 aaaaey

e e e L ]
RISEREOL DR EREEO0E

poagace !&H!QM!liﬁliﬂ CEEEEEE LR L H EELEE
poagsan (111}

l..l L] Ll o
LR uunmuu e e L L e e
LLL2 LEL sechRORR LEL L] (SEL R TR

SHSE 00000000 B0 00 RO S BHN0 N
SR AR ESLODE0 ROEDBESDED L0

| asae :
EERERREEREMEEER PR R LR TR R R R R R R CEEEEEEREREEEEEEEE R

Nestitedt 11 0.3 80 asee T Bege T Baee B 50 S5H BEEDAL L OO
NestThermesta 10 B3 30 A2 A B LA LA QIS BB LALAGA S AN OL LR Ll LU LEEEEEE LR R
Vetstacames 10 00 60 0030 ange cooace aege oace
fooaze suee :
NesmdsSh 0 0.0 S0-00/30 80 1020 30003880 80 200 '“l’ﬂ!mll“l'ﬂl.m‘“l'"l.ﬂ'ml.“! deadiacssonotnottatot0atnostRand

PprilgsHuesub 010 B3 S0

PlayStationd
RingDourbel a8 anagsen
Rekaut L1 ] 1] 0 BOL0 B0 BB BS 3000 6
pw DL EE R LR R !Ql‘l“&!l“ CEEEEEEEEE R R R P R R LR

Ll ] LT
SamsungSmartmings-up -0 B8 S0 02 2000 2520 20 2020 MH“-M"H CEEEEEEE R R LRl
possas (LTI EETE (1] (L1
00080 000 00 4G S0 NS 00 40 0040 03 G0 000 BEHA 0 S0 B0

[TT1] LTTT] L1} (T (T
PORASL B I#“l-“l'“ lﬂﬂﬂﬂﬂliﬂ llﬂiml..l l'ﬂ l'HlQ“l'H uunmuu l.ﬂ e L
widasriel 10 00 8003B (T

FEEFEEEN -

L] LR T LT

FOROS0 IS0 [ L1 ] LU (L] LR ] o PSR eSO e CDaD S0
OIRTOH GO B SN 00 000 0 0SS0 080 0L 0SS0 080 00 DS CO BENIAY 00680 60 004081 GO Y

fﬁf,{ﬁfﬁﬁf%ﬁff ﬁ{f‘;’f f«’jﬁ FESE “f@‘*i‘i‘e}@ﬁ

,,g

matched device

FIGURE 10



Operating System
1106
I

Processor 1105

RAM 1123 1110
Memory 1120 \

ROM 1125

Mass Storage 1145

Network Card 1150

Secure Storage 1146

Input / Output 1130

Controller 1101

1215

v —
[ | |

Display 1140 Keyboard 11

w

5 Track-pad 1136

User Interface 1102

FIGURE 11



