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5[ 0001] ElSOEPHENGEI®R20f t he present invention rel ate geneP&IF201¢050509
comuni cation technol ogy and, nore particularly, relate to systens,

BACKCROUND 10° L D031 TG HafDh AN REGH TGk EPRCHlramPt FRRQUELY

t remendous expansi on of wi r @ETECHAUN WNERREEDOVERYOr ks. Conput er net wor ks,
tel evision networks, and tel ephony networks are experiencing an
unpr ecedent ed technol ogi cal expansion, fueled by consuner demand. Wrel ess

and nobi | e networking technol ggigfy reagsed rel ated consumer demands,
whi | e providi ng nore flexibilﬁ?§ an E?ﬁ%@%ﬁécy of information transfer and

15pr oyi dijeap1¢ onvEmbediaents@f tiseprssent mvptioal ekake gdnttally e cexpansiiom of

net wor ks, nobile conputing. devices have been devel oped that take advantage
of feat uteinglpgyprdy npyre RRtishlady 1§ <WBﬁW§mP&TPQ§P %?&f@ﬁﬁﬁﬁW$éﬁgonputing. As

a result .;Jmehki ngQﬁﬂ%ﬂbﬁgﬁ&QQOQ§ches and wirel ess networks are wdely
used by consuners to support nobile conputing use for a wi de range of

conmmuni cations. 20[0003]1In order to inhibit a third party from conprom sing
the privacy of network communi cat ] t | east sone of the data may
be encrypted. Engaging in encryptgggigﬁgéﬁ?ggtiop may require a receiving
entity tgoag a thd @bd&hicoRin@Natifhs FRMEs SloRFRrabbitcrReidd IBE§afsib® of

deci pher received ciphered data. The first set of cipher input paraneters

may need witslibe ard wirleonnctedriy Clomputes aetvdrketelofisionactorkipprd ©igphery i nput
par anmet ers, 25used by _a sendin nt | t i r ure
accuratenﬁgng%%'Fﬁéﬂch gh@igﬁg%g%&gé(g&8§@§ﬁg&§§%%?@ﬁﬁég%n f%%y en the

first andesee®nWiksiss atf mobidbastwioriitld tcpRiclogit ehis carddressed rethted consumer
synchroni zation, a ciphering error. may occur_in that the rece%g%gg entity
may not Kemapdse Whye REviging B10j¢ Bedbpikernd manedixyafdufogaaton s SUMVARY

ST RN S LN LAOR Sl ey sopase s, an

conp m pro s are’t ore provi cl phering error
det ect i oroapdtingdor@syhavd beenhicselopghthet, takesdvadiege apfeatadsudtessd yndirclosput er

D B B e Y PO R P PR 9ER b
Enbodi menfisQk nkR&orks are widely used by consumers to support mobile computing use for a
wide range of communications.

20 [0003] In order to inhibit a third party from compromising the privacy of network
communications data, at least some of the data may be encrypted. Engaging in encrypted
communication may require a receiving entity to use a first set of one or more cipher input
parameters to decipher received ciphered data. The first set of cipher input parameters
may need to be synchronized with a second set of one or more cipher input parameters

25  used by a sending entity to cipher the data so as to ensure accurate deciphering of the
ciphered data by the receiving entity. When the first and second sets of cipher input
parameters are out of synchronization, a ciphering error may occur in that the receiving

entity may not be able to accurately decipher the ciphered data.

30 BRIEF SUMMARY OF SOME EXAMPLES OF THE INVENTION
[0004] Systems, methods, apparatuses, and computer program products are therefore
provided for ciphering error detection and recovery. In this regard, methods, apparatuses,
and computer program products are provided that may provide several advantages to

computing devices, computing device users, and network operators. Embodiments of the
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WO 2011/ 001022PCT/ F12010/ 050509 i nventi on provide a receiving apparatus
configured to determ ne an occurrence of a ciphering error. In this regard,
enbodi nenwe 20f1/dol@2i nventi on provide a receiving appar atrgs/rmné/igseed to
determ ne an occurrence of a ciphering error by conparing a val ue of

deci phered dﬁta tok%n exgected val ue t qgie;fkpe.if t he val ue.of the

deci pher e qdPAPI%'Y &t Ym{v’&PPmméﬁ%‘éfo&% QAUREMIEANOCEYRISF OEB al | ows
for some cgmeARs BBHL Sinhis k&pRrd, RMBBHINRRA L & tRSIQEMIHEr8VidO & GechvenE Srpatatd

ci phering error regardl ess of a service type with which a ciphered protocol
dat a uni tconguaed tpedesaradne Endrsdirprostod asiphenag enoebit ¢amparingtanatuefovi de a
recei vi ng AAPAL AR (RPLIRNAd 18 f ALLIBRE i Anel ANELHAY ELHRLS SGRYeTY
procedur € 86 as  to resyrchrohize a’ Focal 'set of “one' or fore C|p%er i nput
par angt ercguals€cheteapelesd phies. THs ceapirked allo wh &sradmd@hibodinidntLofzBé of one or
nore ci pher input paraneters used by a sending apparatus to cipher the

ci pher ed THENHON Eq ¢RtCIIENG HPREHTERGCHN acapheRiBg cePMcadldlcssehesarise BiPseYitls of
the I nveniian, BpaukdB:dodot e (hitd, ARBALEL USRI IHE SN fuclibh AldheR radio
link control resynchronization with a sending apparatus to resynchronize
one or nmprevidd preecivingpppaparsaoefigursd tdbmbotk areiphaigf ecrtdrecdovesniroandusad ©0
provi de a receiving.apparatus 15 configured to autononously resynchronize
one or ndP & LYK Fogﬁlmﬂf’c%é?’a‘?é%né (0% ng SePIPPHP MBS uﬁeﬂ&aééswéﬂer

al t enpat iv&iwalhefrdadf witR a3t I8e 6F BIBR! cibARYAPR PLARREES usdiBYAchding fir st
exanpl e enbodi nent, a nmethod is provided, which conprises using a first set

of one omrppor@std pheer thagpherphdataptior ® trapsmesiopte thedicphealedodat a in a

recei ved protocol a.unit. In the nmethod of this embodinment, the.ciphered
data vas CIBHETRL %ﬁﬁwﬁtw&_ WRYYRA TS VIBE RIRE Y C%E'ﬁggre_ﬂit% Uty gt

par amet engmk cdhtgol TBIyReKtoRfzatibH FitR AREEHIAE B pak4thd datsynoRBhizE @%ic 6PABAS | NY a

val ue of at |least a portion of the deciphered data to an expected val ue.

The met hetbher inphi Rarampew ferlodaneds ebip ivsatoralse praviderigreasivide @ppaaiiée of a
ci phecin n t I t . i f deci phered
et a s ofeBE N FRoloouR S Ehrob R o8 of BN bBdfik Bl aBoct rent

addi ti onatleytiRScooprproledld dictiative Rglua fex 9 ekl aig digky tpht pakadatet.on procedure
in response to the determnation that a ciphering error occurred so as to
resynchr 00903 at In elist Smplosmbediments 8 medhad igprovidade vhichsomppisesatpiteer s wi t h

at | east efﬁ’ﬂ%%e?éf dnl®r BRFOLH ha%%lgflﬁa{s:in%r&g%itdag%wh?ﬁ iHAGES 843 in LQ%Q%B” anot her

exanpl e odi nent, an appar at e apparatus o this
enbodi memprotocrtpriagmdt. db theeasthodnfthpr adlesisoentathd cgthetedalata woaseciphenat y st or i ng

conpyt.er program code, . wherein the at | east one nor nd. st ored conputer
oy ooPhm A A H § AT e e P M R TR BS or - cause.t he

appar at ugnfRdihenk Bfer BSRpdsch ic&%%at%?gt a %lu@@pat%asmgb@tﬁgh Bhﬁllre deBipHéred

paraneters to deci pher ciphered data in a received protocol data unit. In
t he appardatais apfxpdsies! vatdso diheendthod dicthesi gprhedidend atsa cprprisdsplstraehing/\m

2011/ 001022PCT/ F12010/ 050509 usi ng, a _seco set of ane or Le.Gi pher input
par anot sRCaret 8+ Fahgaeer iRy R e e atR B BOISATEBRE ot o
conf i gur edtationotquubil tb ke &dpete@shluoNEhPhrRERIDIthis feMbbdﬂﬁfen?zﬁidﬁt%dahﬁ apparat us
of this enbodinent to conpare a value of at |east a portion of the

deci pher sEMPES IRigialRg & KipaetiRGIroyEIchEonizpHan arocediEs in msponse iy and st or ed
COMPUL €T 4etermination that a ciphering error occurred so as to resynchronize at least one of the first

set of cipher input parameters with at least one of the second set of cipher input

parameters.

[0006] In another example embodiment, an apparatus is provided. The apparatus of
30  this embodiment comprises at least one processor and at least one memory storing

computer program code, wherein the at least one memory and stored computer program

code are configured to, with the at least one processor, cause the apparatus to at least use a

first set of one or more cipher input parameters to decipher ciphered data in a received

protocol data unit. In the apparatus of this embodiment, the ciphered data was ciphered
-



5program code are configured to, with the at | east one processor,
additionally cause the apparatus of this enbodinent to determ ne an

occurr encwoebi@motizpheri ng error when the val ue of the atchragamto/esopmrti on of
t he deci phered data is not equal to the expected value. The at |east one
menory and. stored co ter program code are configured to, with the, at
least ond 3 oectg el Bans o Be ey MRR4RITTESS s THRRC S Moy ¢

initiate sred AMHitdDrdQameop ek QRfizatl & wAloGe dHk8stioRc PRTLABS Furltiert he
determ nation that a lephel‘l ng error occurred so as to resynchroni ze at
d

| east one&agfe thheprarates ofghis cotbodingané fo ¢ampare panlaeref efrlsashp phrtien of st one of
the second . f...clpher input r 07]11n r anpl e

enbodi ne%g,cégér(e:%(r%%gtwg?n %)erggcfr%g%a%r%b uc%ﬂl’egyﬁbg\%}%]eoéy a&ﬂge%%gr?ﬁﬁ{‘ég{rgppr ogram
produst ipisdrivd@sd@hrelc@asiurod &, SGiRHE et lcdse ataploecssbn haditdommigi damdayi ng 15
conput er -readabl e programinstructions stored therein. The

conput er 2Py AHH PEthL FabPahmeRde dgermpr en paguITERES abR CRhgINg AT Whedthgyr ogr am

i nstructi ) t | 0t hi 3 . i pst i r

or der e, T g i 3G pbRLEuATERR e LG FERARORITS DRGHGRLPRUE Phe o,
pur poses aofeaghoanpleenaandnd kercdraderpureg pragrae cedyart @ohfagirtd toatvathsbermtdedszi ng

t he conputer program product. The ex | e .ordering.in no \ Jdimts the

i npl enen_toaﬁpwﬁ%sgr@@m&u% DEPRI U &P@Pdgpgﬁﬁfgm%m\ﬁ%%s. The first
prognam irdghEmehizabbobdliuie BTEGRLEERIN Sct&aNht RS f GphdimlzReor first set
of one or nore cipher input paraneters to decipher ciphered data in a

r ecei ved opewtadlcsolas dateaynahirenizeTdtdeast piverfghic Hest sctof ciphtsinpuipadinnesers wits

ci phered g in[%a i cond set, o .ot?e.or nor e ﬁeispher i nput paraneters. The
second pr* %Ia%. F QS HIPREYIehY! TR RS BHPMERT™ i s confi gured for conparing a

val ue of c5@00735 | RAgiotiRr Efiﬁnﬁﬂl@em%dihféﬁt,d%h%hﬁrbeg‘ﬂ@lﬁ@rdd‘ﬂctai@ pRXREE! etheval ue.
(0]

The third programinstruction of this enbodinent is configured for

det er m nicAEPHIST DM erdectonclades 4b et oy coputerwiprsiabletstorges medivm hapmgat

| east ca i f [ ! val ue.
the. fur R BB bR Brdifh PSR R el SRR BAY b B R BAAGEL G
initiatimgtactégshed nglude s phahiitgif padgran iptactehdr e\lthougiespbizsaningry he
determ nation that a cjpheri ng error_30occurred so as to resynchroni ze at
| east ondhprogRE mstregtiogg pregrderpd Hwilk l??p%ﬁpr??éﬁt%@% B W4 Es Prexiged one of

t he seco Qgerglgtfop%u dROBF ol P aﬂ@ﬂh@ﬁeﬁgg is BRRBl! AciBReL Qﬁﬁm?ﬁﬂ?{h%

enbodi nent, an apparatus IS provide conprises neans for using a first
set of gmenmutein@ém pfwlu_cti. ﬁmﬁﬁxm?@ﬁﬁ'ﬂm C}hmode?cyilpfr:@ the irirlgpﬁ_nedtadam afin a

receiye rot oco ata unit. e ciphere ta of this enbodinent was

ci phéPed g ECd SOMPYRYS DOETHIOBYES e/ EaoBbPGsupE LEIBRP dBE of one or

nore Ci PREfboliMRiAk iR APRLE TS usiipes ARP: BT Ue &f mbii SpIRFRUL pRBhclek thher
conprises neans for conparing a value of at |east a portion of the

deci pher ddcigharaiphsresdragxipeciced vedapnatocolidata appakiat eiphased dath of tibodi nent

addi U onl by 6OMPLS EPnIER Sinh Asc SEHRE MU A CEEHIT BRGSOl B! BRETT NG
error when tfjie Val'ie 8%1 the>ae %588t %ornti on of “B ?hep%té)m p ered data is
not equalsedoddiphezrempagiveto af thes endhilimppas edrifipuadd fohtemeirpgdi virtofak SO
conprises neans for initiati ng a ci phering resynchroni zati on procedure in
r esp8hse l¢ast ¢ pertige b theidesipherad dpfatto an expasiedivishice e thigk piggrasyngBugiont o

=Y Ot S0 B oyl A SLRLGE OB PTG
above sunimmavalud of the avicaked porioal of thodecphepasias i®hoseymabioi thc axxpesedwalue.
The fourth program instruction of this embodiment is configured for initiating a ciphering
resynchronization procedure in response to the determination that a ciphering error
30 occurred so as to resynchronize at least one of the first set of cipher input parameters with
at least one of the second set of cipher input parameters.
[0008] In another example embodiment, an apparatus is provided that comprises means
for using a first set of one or more cipher input parameters to decipher ciphered data in a

received protocol data unit. The ciphered data of this embodiment was ciphered using a
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exanpl e enbodi nents of the invention so as to provide a basic understandi ng
of sone aspects of the invention. Accordingly, it will be appreciated that
t he abovewdestwiobd exanpl e enbodi nents are nerely exampcesiandomboul d not
be construed to narrow the scope or spirit of the invention in any way. It

ill b that th t
bot ent - SRRASE Hhaie o M5B IR SRS 05 TP B8 CrBATEG ow
addi ti on ffghdr RESBrifGEeanl ohBang BRAUBE o PRICRE B DbNnGT tHd-fe HRAMING(S)

[ 0010] Havi ng t hus descri bed enbodi nents of the invention in general terns,
refer encéO ao eypociedryelveb d haatearatys phdissenelndaentiadditignaliy mﬁpﬂ%n@hn%ﬁ% not
necessari to. s F | ust system
for ci phed r ?/eﬁ[g{ne Browe e]tgrglilzct%log %r}? n\gﬁrgé ggefe‘y{lgna%% lgr f&'gOf he it le%gteéﬁénlﬁﬁ a?{x

enbodp nenlic @efmﬁhb&dpfa&asle bt ¢qubmttheBxpebRa llaluEJ Ghe Bppeﬁfatas stiheratibaeliratmck
diagram of a nobjle terninal. according to an_25 exenplary enbodi nent of the
present AHQSAMPEASS Merns 3PHNEating p |cmh\§1f%feé§n0éqummﬁézrqce%r@dla &SAYNSESO an
exenpl ar g to an
s e R R U L O L
accor di ndirtaetol cgptenpipat yaramtieodwitiont lcagphee ofihe ecdoad sdetfegtheompand recovery
accordin% to an exenpl ary enbodi nent of the invention; 30 [0015] FIG 5

i |1 ustratt@@m¥9-onchart according to an exenpl ary met hod f or ci phering

er r ongdet o) on ?ﬁﬁdk@@@M&ﬁ%g@ﬁﬁﬁ%ﬁ&&ﬂm&%b@%r?&%6&%%&¥m%ﬁﬁ99h§%8ﬁm0f the
|nvent|on and [0016] FIG | ustrates "a flowchart according to an
exenpl ar ;@melhcsmbfodrmqntqo(b‘féh@ Ayeetionoto ajdo purvidsre best: u@cmmdylgalf@omm ng to an

exenplary e nent f the inventi.on.. , WO 201 1 / F120 0/050509
DETAI LEDaSE%%Fﬂ 6)6‘17/1%8?%“ Yrbui b eresate ‘ﬁ%g et RO on w1 |
now be d%mhpllé%msaﬁ@enftmrkmdﬂawkm fe§ indMHol1d 15t BE @8ELruk@ td RBrAE aRMPanyi ng
drawi ngs, in which sone, but not all enbodinents of the invention are
shown. | HERREPT spiiié of HigaRYdngan imgnybwase b odil &8 appreeiaisg st dicfscepeeftthe or ns and
should n i erein;

r at hé? %g@ﬁo%%g%ﬁpﬁg%g & mpe%lg%l ér%(?td Iﬁ%‘??ﬂ? %l?glth% tﬂoﬁse(t}irhéﬁ%hl | satisfy

appl|cabwemhﬁgabdbﬁqhimﬁmﬁnﬁwth&mkﬁmﬂmhﬁm&ﬁeﬁ nunerals refer to like
el enents t hroughout.

BRIEF DESCRIPTION OF THE DRAWING(S)
[0010] Having thus described embodiments of the invention in general terms, reference
20  will now be made to the accompanying drawings, which are not necessarily drawn to scale,
and wherein:
[0011] FIG. 1 illustrates a system for ciphering error detection and recovery according
to an exemplary embodiment of the present invention;
[0012] FIG. 2 is a schematic block diagram of a mobile terminal according to an
25  exemplary embodiment of the present invention;
[0013] FIG. 3 illustrates a flowchart according to an exemplary method for ciphering
error detection and recovery according to an exemplary embodiment of the invention;
[0014] FIG. 4 illustrates a flowchart according to an exemplary method for ciphering
error detection and recovery according to an exemplary embodiment of the invention;
30  [0015] FIG. 5 illustrates a flowchart according to an exemplary method for ciphering
error detection and recovery according to an exemplary embodiment of the invention; and
[0016] FIG. 6 illustrates a flowchart according to an exemplary method for ciphering

error detection and recovery according to an exemplary embodiment of the invention.
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[ 0018] As used herein, the term'circuitry' refers to (a) hardware-only

circuit inplenmentations (e.g., inplenentations in analog circuitry and/or
digital owvoceuitoy)2z (b) 10 conbinati ons of circuits andpPcompel@esoprogr am
product (s) conprising software and/or firmvare instructions stored on one

or nore conputer readable nmenmpri ther to cause an apparatus
to perfornrgne or nore functrﬁﬁgﬁgégifﬁggghﬁgbggﬁ; and (c) circuits?psuch
as, for | e, ,a m croprocessaor(s) or.a portion of a m croprocessor(s),
that reqdl T sot ST BABREER B ot BR PR Lranof FE RSP ETe. o
firmare pegim@ler WaRMYEIS8E 1oVth b&BPanyihBidPavdffd, M vhRA s8e, GitheHALL Y’

applies to all uses of this termherein; including in any clains. As a
further erdepginentse the sychieredrn shavie Indeed, thei invantion ynaydiesuntiodeddud ezanain

i mpl egent at.i on conprising one, or re, processor.s and/ or rti t her eof
and atcorins EbMEPRREPEror TR B BRTE R Rs PR et B reblr

' circui t iyther@thebkS &lboEMENN add HOvido€ ko s thid ﬁﬁcl@@&%milesati@g%@ﬁ&ﬂiwlefgal
integrated circuit or applications 20processor integrated circuit for a

nobi | e phettarearents. ditkg reirencamugiceleieite dike elements thispghout. 5 cel | ul ar

net wor k iGe, . Vi . i Vi ce.

o010) i SHUIEF | B e ESHRK KB bGP RN oI aRATRHAS B P g
error detimpichentatings feeroweilgmacamnsimanalay drcuaéxesmlardigierbodiitrgntb)f the
present inventi.on. used herein, "exenplary" nerely. neans an exanpl e and
bs sdfn 8 g@&ﬂlﬂ%@f&f@u\é&m@%eé%%ﬁ%@%?) QORPTISHEREMEFE 4KP'shoul d

not be copgivanerhstrOctRAL §tﬁ¥¥dtdﬁeon%‘b‘i’%r9 Eoﬁ?ﬁ?}t&f fea@ibld AEmbRYSMEI QB N any way.

It will be appreciated that the scope of e i nvention enconpasses many

pot ent i altogetizodld cast an Appasateld toi penfotro onhosmoid funstiomtdescriad hadesy rhd g
herein. As such mhi%@ FIG, 1 ilIustrate& one e anp%e of a confi@urﬁRion of
a syst em TGV FYsREr; 195 CERIP LBIERTPEHSURA OF BEBVEM YT 3 ARITAPEISS BE L e

conf i gur aéduRRSofAYreddr FRmRGIrd! R Gptiatis? ol diik arFRoiward@diriRnSistlot t he present
invention. [0020]1n at | east sonme enbodi nents, the system 100 includes a

r eceilvi n@happebyaresent gbhis defeariormuad caeuibn’ wnliss & dbwgb afthapisem dewsn. 104 over
a network 10 The net.wor 0, rise L rel.es etwor k., wireline
P otvor e nchiline K MEIRT A ORI ERIR L Gl LS BS R HHGEYy Al 200

enbodi menicluddl @n itpaicktaliof c6RpRsihg 6fc r ®etd ptbaksdte hivtiskptionikithéeof and

nmobi | e network, such as_may be caonfigured to operate in accordance with
Thi rd Gergd asqosmapying seftwpicsnbos fiapyayes gepynoshcs fupple. tha kemn gk’ 2508 nay

conpr i se L hendBheidSheld Q0T LINfpIE SPGB iRRPAIAL LR uit OF a SR afisnseMDOdi ed as
one or nore conputl ng g&%0|ces. %%r exaﬁ%le, gﬁé recei vi appar at us 102
may Be embodssedirmsgratedeskdinfor a mobile phone or a similar integrated circuit in a server, a
cellular network device, other network device, and/or other computing device.
[0019] FIG. 1 illustrates a block diagram of a system 100 for ciphering error detection
and recovery according to an exemplary embodiment of the present invention. As used
herein, “exemplary” merely means an example and as such represents one example
25  embodiment for the invention and should not be construed to narrow the scope or spirit of
the invention in any way. It will be appreciated that the scope of the invention
encompasses many potential embodiments in addition to those illustrated and described
herein. As such, while FIG. 1 illustrates one example of a configuration of a system for
ciphering error detection and recovery, numerous other configurations may also be used to
30  implement embodiments of the present invention.
[0020] In at least some embodiments, the system 100 includes a receiving apparatus

102 in communication with a sending apparatus 104 over a network 108. The network 108

may comprise a wireless network, wireline network, or combination thereof. In one
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conputer, |aptop conputer, nobile term nal, nobile conputer, nobile phone,
nobi | e conmuni cati on devi ce, gane device, digital caneral/cantorder

audi o/ vi dso 2pl1pen22 tel evi sion device, radi o receiver, ecgiriahomsos@o
recorder, positioning device, any conbination thereof, and/or the |ike

configured,tq. recejve data, Qver the network 108 that..10 has en ci phered
ond or 1t EaneRinEEdhyferp ALe LB G bR et RB O S roBilS ARty he
recei Vi NnguaPaaha b cdi?iufto ©peRtcd i @ccbric¥Vith THREGERrdion Marthddh® net wor k
controller (RNC), a nmobility nanagenent entlty'(ggg), or the like

conf i gur &dojees (AeBP pstandagds ély hemgtrserk t108 anayycopeise iedntsgncappar at us 104, an
access po} (e. b I.QR» ..NO val n B r ot her
net wor k g@é’s pg?%¥%m3%%§?g%?%%qp%n%'g%f%gmggﬁgégg?8p g:%gﬁﬂ@%, rk 108,

recei ye cicplbey. dtbrdatmplel orédes/isentharguaiiRana bscrhbeticd awdskiopr net wor k
node configured to perform at | east sone functionalitg-attributed to the
sendi ng &PPREEE-ULtAR20MHBYE;, Mobyls famirhinakits ks, webile phongnaobilg e

[0022] Th%oﬁﬁﬂfﬁiidﬁﬂoﬁ‘g%@};ggﬁnlgjdge'icQPcMgiltehié .r%%aﬁ%OI%QRQQHl‘%gZ@e% m@&geé,m fTor &

conputing devices. For e ' e, the sendi ng apparatus enbodi ed
as a 20 deswsiop deanpubdio redeapt,algitd nalad e¢cordoplyidseiohewrdengk, anyobi | e

conput er, bi |.e phone, bile.co ni cation device, me dev digital
caner a/ caﬁg@m&w} ﬁﬁm?@ﬁg?oa&f lﬁfea%?l,gu&e_aﬁ%mcsﬁvs Ha@é\YF%Zl? _nﬁamr%ﬁﬁ% ver,

di gi gl ngE&mﬁﬁﬁﬁﬁgﬁ&mMﬂQthhﬁﬁﬂ%9tQ?%hﬁﬁgj?ﬁMﬁﬁ@qb4nﬁkhﬁﬂh&hﬁﬁﬁ?ﬁq and/ or
the Iike configured to cipher and/or transmt ciphered data over the

net wor k 108retovingeppaetis DA maxppapaisus ndiO2rk pededngt erdioxatypirk conthalesendi ng

25appar at 04 _npy.. conprise t node (€.0., ~a radi Q netwark

cont ol T RGNy OB SRt By WM "8k e 1o Pigpaforeg i frdShar el

confi gur egnimitel Phekc ﬁ:ﬂﬂﬁgfagparhwﬁﬂﬁm BScOds beint 18g.I LBk \stalign aRPMAL us 102,
an access point (e.g., a base station, node B, evolved node B, and/or other
net wor k &telasd n@éﬂ Bt andéas etheg netaerk acqspordinfe ceftmsd todretide peesiopkhe 08 and
transgit ¢j I .a. 1. Y 1 , et wor k
nodeﬁggnfggﬁggd6gﬁg%%%%%§?%$ﬁ9%§%ﬁgg%?ggg%@f%%%%ﬁ$Bﬁ%Pﬁ?gggngggéygd to the
sendi ng appatcaifigarctiGd padgben b, [c59 BEmE duretioadlit attiithesEofthe sendidpeapphteeus | N an
exenpl ary enbodi nent, the receiving apparatus 102 and/ or sendi ng appar at us
104 are éﬂﬁ@@ﬁéﬁS%@eéoﬁ%ﬁ?ﬂ%ng@ﬁﬁﬁﬁéﬂbe@%&h as that illustrated in FIG 2.

in this ieed. FendidldFhhdhi6s niy GGk anAMg s BnrBRihe: term nal 10
representative of one e I ment of WO 2011/ 001022PCT/ F12010/ 050509

recei vi ngomppan@iascet0 Foaodhgiie, siengbindggappanias U84 hd¢ berndbodeddance with
enbodj.nent 5 of the present invention, It shoul d.be understqod,  however,
Ehat 2Dhe G eorpakRl RaToPsoT s P Al A FSPUE RaPPUE - GRaR EiDBRe T 8 mer el y
i 11 ust r atphotfleRbnPRMidaYiBE d6¥ict, Qafk e DB aRPR] 3hMSrakdmcaRidl, AL d ARG Wayer,
apparatus 104 that may inplenment and/or benefit from 5enbodi nents of the

present it¢lodapion davigpdadip heacefenrdegitad Misigh deaguder positiping dewicki anyt t he scope of
t he present .invent.ion. il e several.- emhodinents of the el ectraonic device
PR HEEI Ry i oS R e P T e g A BT

. C
are illustt be exanpl e,

ot her typesr tat nefwaek 1 O8ioCthe @teBAsy appufusa®2 MBI dnethcebeplioaess soiahigl e
conputers, portable digital assistants (PDAs), pagers, |aptop conputers,
deski£ép coppatued 4 myxePrgrisey peterk pededpigsiagadio ngirk gotlsy RYpes of

e eELy oSBT I SN ERP L ol O PAARE T R o
mul t i pl e to the receiving apparatus 102, an access point (e.g., a base station, node B, evolved node
B, and/or other network access point) configured to provide access to the network 108 and
transmit ciphered data to the receiving apparatus 102 , any other network node configured
30  to perform at least some functionality attributed to the sending apparatus 104 herein, some
combination thereof, or the like.
In an exemplary embodiment, the receiving apparatus 102 and/or sending apparatus 104
are embodied as a mobile terminal, such as that illustrated in FIG. 2. In this regard, FIG. 2

illustrates a block diagram of a mobile terminal 10 representative of one embodiment of a
-6-



antennas 12) in communication with a transmtter 14 and a receiver 16. The
nobile termnal 10 may al so include a processor 20 configured to provide
si gnal s twoand/meei ve signals fromthe transmtter andpPrCeEr@iov®@s50509
respectively The processor 20 nay, for 15exanple, be enbodied as various

means i ncl udln cir nor e roces ors h acconmpanyi ng
T ar o "R R ikt Y and ot e Bl B s [ BRR SIS i RERERE QY
acconpanyhdgrestingidvahtici. 90 ould BE 8RB tood) A6wVer MRAELE RIRHAE BSHAa$ 10 ONE OF
nore nulti-core processors, one or nore controllers, processing circuitry,

one or noMustietsdnd dersinaftar desosbast iharergly dbusgativrofaine ren of rreriingi ng
t t ifi
D o0 2t SO AE 108 TogH e o Pl B AL RPR S iy S {1 ¢

conbi pat icatbotimemeodf thApeeddiim@hyon ald, fieuebre, blousd fictbedalich t&liGit tAe 8Sop2
single processor in sonme enbodi nents the processor 20 conprises a
pl ur al i t P& prwabsxeption. TWaideserigh amEO%laﬁtltS&rﬁ ther desdiopisiayieciae processor

20 may 'n@sﬂq{%d%hg%h'b elleﬂf ?t%ﬂﬁésb%d f3r ﬁ}%% %@%?a&%l% Mot d ds Jent erface

standard an appl |ca ar syste and/or a of 25different
Wi r el i ne etactranic ek eisss, slmhvasrrkomkg ttlephumicsjueshilccomplutcss, tpgrth)blb drgwal dasistanesd to

Wrel ess eli Fi), wreless |ocal access. nefwork t echni ques
Such as (RDASH Brdert vyl i GRbORRGRPH G SaMEgINEEr éélﬁ“flﬁe 3892, 11,
802. 16, etk Ypet B?elkéd‘cﬁilc HRtcatldidal Q&pl&%@ﬁlﬁoﬁh&ﬁ@b?th@%&‘es’eﬂq{l&@ﬁoﬁpeec h

data, user generated data,” user requested data, and/or the like. In this
regard, t[Wb23ﬂrob| Ae slnce’rnntlnﬁamowwebemehldhmhﬁ Htvﬂud@pa@raatemng lwqrhmdhpleor 30nor e
air |nterf sl?z u com‘runlﬁ & ¥ ({ m)dui on tB/EPg access
types, ar%‘B B e F%m NEFEHAFT ‘iﬁ‘P%{P’l A HESPVE AP ey be

capabl e Qémﬁﬁkﬂrlﬁtme?galﬁdhn@ﬁ@@ﬁ@?d&%owb boﬂfagurw@ rbvigé s@ﬁa@foaéﬂdqeceﬁd&)
second generation 2.5G third-generation (3G communication

pr ot oc oI signflsdronp tfgér?@slattte@ and meyiven pespeitaty orheprencsws |2 mayafasr net

2011715016598kl B B OE e EPLL N, AT R o B S B i Ressom or ¢ ne
li ke. Fomﬂmn@ﬂnpanmﬂi@dugnm dignat prodessad(s)diye dremerdpadiessodfs) Girew@tanng i n

accordance with 2G wirel ess comuni cation protocols |S-136 (Ti Di vi si on
Mul tiple aﬁ‘&@%@ymlﬂ%&)ﬁ Siegy dﬁ%@esﬁis@@rﬁrf%@e VORfOPeSUSRATAT E2RIF tl'(CQBM

| S-95 (C%g(?cego}‘é %h?@r Motd éo%t%llé@ ées&%ﬁm%adh%/ o‘?&n&r@@oﬂn?&@m AR for

Sexanpl e, the nobile term nal ma be capab f operating I n accordance
WI t h 2. 5@thfar palcesssngcadements aludong jprograebtiscuiie sethads, féacketplRaoi ASKEer vi ce

d Dat d/ the |ik Furth f
b, TGS Patifis Mttt g RO (10 prsp R bl Gote Gk 6F Hee wi o

3G wirel %§§1bﬁfaﬁHh'EHe?ébtf' Ald i gFQt%l%HQﬂus%%teHrih\P@GS@hs MIB%'e%)rocessor in
Tel econmuni cati ons System (U e Division |tiple 10 Access 2000

( CDI\/A200@9>rne Wedlmﬂnts@bd erqpﬁssos%%mﬂwm&es pIpkurAlity @d Prqopesdign) Theg srgnals

Di vi si on- e rrocréou e rDI VISOSrI ma'}’““hﬁi e %% ess c?Jn%hSCPNA lrd%nd/ or t he
like. The§ Frete prorﬁff, f'or 8 SHHE" gurgl(l.l I%o FAng

and/ or r egi ahealﬂﬁlt@fabé aﬂaﬁdra'rabedn hpplﬁ@lﬁl@rcél&ﬂ@ﬁsy‘ﬂ@ehh aﬁd/gﬂﬁaxﬁ/pﬁmdoed@fml i nk
packet access (HSDPA) protocol, high- sgeed upl i nk packet access (HSUPA)

pr ot 880l Jiteemtoy Irelg or iEelesT R WOBENE tC @ﬂmsmmn@l%lyutb@t Hewifed tonal |y

bl
ot ot ocol o L ERBUURg (e SR el el RS B AT g A
Ter r est r iladtitiRadf Eleé\trmasaldl\]élbmmcs(lﬁghﬂaeﬁ\@EEEﬁ%@r 11, 1862.116 kand/ohdlet tikeorial |y,
for exanpl

i 1 T oURE GBS ROTSHN ) TGIAE PEEE: SEANOR BTG GROUDEIPISRIRaE | he
like as vwalijbr 83 18 8fis Wgﬁl%l, R I EPRMMiEA B be capable of operating with one or
30  more air interface standards, communication protocols, modulation types, access types,
and/or the like. More particularly, the mobile terminal may be capable of operating in
accordance with various first generation (1G), second generation (2G), 2.5G, third-

generation (3G) communication protocols, fourth-generation (4G) communication

protocols, Internet Protocol Multimedia Subsystem (IMS) communication protocols (e.g.,
-7-



20 protocols that nay be developed in the future. [0024] Sone Narrow band
Advanced Mobil e Phone System (NAMPS), as well as Total Access Communi cation
System ( WOSp11/ookzel e termi nal s may al so benefit from erbodinent®sef this
invention, as should dual or higher node phones (e g., digital/analog or

Lo oo 8?85?%3%@@@% R dcoL (YIRD P8 g it By Ratnife, IS o Rleesnl N i e

I nt er Opercquuﬂlé dBopedtinMif a@w(mcé\ev@tﬁ% Wélvmomgﬂl@aﬁin rotbB812M-186 1 s
understood that the processor <gh rise C|rCU|tr¥ for inplementing
c

audi o/ vi d@mﬁaﬁmsll@g Itiple dccem §TEM pli $ystone foriMielilcomrpgrcagivaspl e, t he
Process O n@/%: ﬁ’%’d’el ﬁlVlS?an*/[g t}p?g A&‘fgp @Dg{q%: SRaRL ¢ %q\{(ec %ilso for

mcropro ess f dev an ana COI’]VGI’

di gi t al - teRarapial g nedile srivéfial nﬁﬂdg!e&fap&ﬂl@ofblkeean@ﬁtabwrdmé vﬁthglwd} processi ng
functions of the nobile termnal _may be allocated between these devices

accor di ngvifeess ﬁ@mmm@@b%m%o}ﬁa%%ml iPpples RageeScepyiee €3RRP). FalancadDitonal | y
conpri se ! q@%%mkn (@U@E)C%%r h/Re. ﬁ%he?%f BLET7 'théj@BB‘ﬂéTf%ﬂﬁﬁﬁl‘aﬂ DM 20D,

and/or th Furt he t’he processor may co unctionality to
oper at e omy t@rcapable oﬁo;ﬁdrwarganpmgdm withViOy mne/ss)edxﬁmmm@emm%og

of oper attosRERACTP T [P api ey damd CABESoF Bk L ehgiulie P20 ©

connggt I W dc¥ssP000 "(@ﬂM@M)O@b OWcbie BRI bRid&T Mu'ﬁ%}ile AQcdsQ (W@MK? tTigad
recei ve web content, such as | ocation-based content, accord

pr ot ocol Dlsmmh-%@CWnem&a@@deA@MmmMmel@A@cqse ()TD(SMPMA)W@Tttb«hkeS Th@ansf er
protocol (HTTP). .and/or .the |i be capabl e of
(s ng TS iR b bo eaead Fab ST abBer oo Fltp) T
transmt tanRsh#ee et y@omhc@wnh@rgth FREOESWHINK paAk&radedss PHSDP ?brd’ﬂ@do\l\/or ks.

[ 0026] The nobile term nal ééﬁalso conprise a user interface including,

for ex am:blll@l spgpd éﬁlﬁrﬁqﬂwket@fccw EPA2 protecol,j anger thpeplikeg Theaneplederanipg, a

di spl t t i C

opefé |ona Iyz%%ﬁ%) @i?ﬁﬁ%ﬁ(ﬂ %%@@ Hlﬁ%%&ﬁ#ﬁ?@??é9§§Wg&%&(% 6P%§ggsor 20
may conpipr@ecdlsarchiasleng deam Evo kitibh (MEME\gﬂw@adJﬁmersmﬂmkmal Ridtast sone

functions of qne or elenents of the terface, such as, r exanpl e,
the speak¥icos4\ctyak (h-HIEAMN %?ndméher# d}f%@% fof preangp @ﬁﬁ%@ogée and/ or

the 1iKke.orlfies BERAGRSS! géblggf S’IBE?ét‘H{g iHS8EortidHE WiACRuh-LEMIfioh @ETRilRR9 the

processor 20 may "be confi gured
communication protocols and/or the like as well as similar wireless communication

20  protocols that may be developed in the future.

[0024] Some Narrow-band Advanced Mobile Phone System (NAMPS), as well as
Total Access Communication System (TACS), mobile terminals may also benefit from
embodiments of this invention, as should dual or higher mode phones (e.g., digital/analog
or TDMA/CDMA/analog phones). Additionally, the mobile terminal 10 may be capable of

25  operating according to Wireless Fidelity (Wi-Fi) or Worldwide Interoperability for
Microwave Access (WiMAX) protocols.

[0025] It is understood that the processor 20 may comprise circuitry for implementing
audio/video and logic functions of the mobile terminal 10. For example, the processor 20
may comprise a digital signal processor device, a microprocessor device, an analog-to-

30  digital converter, a digital-to-analog converter, and/or the like. Control and signal
processing functions of the mobile terminal may be allocated between these devices
according to their respective capabilities. The processor may additionally comprise an
internal voice coder (VC) 20a, an internal data modem (DM) 20b, and/or the like. Further,

the processor 20 may comprise functionality to operate one or more software programs,
-8-



15 to control one or nore functions of one or nore elenents of the user

i nterface through conputer programinstructions (e.g., software and/or
firmvar e)wetoriadi@e a nenory accessi bl e to the processorc2fiioeo/gsosoovol atil e
nmenory 40, non-volatile nenory 42, and/or the like). A though not shown,

e e R B Bl e Lo QRS BBl ot
nmechani c@perdfiny h b6 @icc @it PSrograde e / Re@bloRdte. THRCOHB&KkiVItD @kﬁc?rérﬁ thekf ace

may conprise devices al l'owi ng the nobile terminal to receive data, such as
a keypad aloy the mobdhteamnins| h@/tqusn@&ﬂm@rrycel‘e@ yeyemitent, suplbes ey basechd/ or
other in I rens, d y y
conpr i sehtisat HesSfiine b SRRl ST B RPuta iy BGoc R AT BTEFE)

oper abi n@rahéfer protucb B(HEFM &al/or tHé[lB@ 2T7hAsobiowrminal F faay Be chfudlaathising
termnal 10 may al so i nclude one or nore neans for sharing and/or obtaining

data. For Téﬁ%ﬁ%on Fﬁ@r%%?qoéolflmemeﬁ Brotosey (FeRR) @éraasrgﬁap@ 158§ evsbadi o
frequency (& atdR {eYr?ertoF‘Qfﬂ/ePﬁet{;valﬁ.”OQator 64 so data nmay be shared

wi th and/or obtal n rom el ectronic devices in accordance with RF

t echni qug¢8026The Trh)dombbﬂet ermmnahl 0 nmy als0 mpmipsiee mud;mrintsﬂfmetincrladigg, for
transceivers,, K such for eﬁ Oi nf, rar %R?WS@,?I ver 66, a

Bl uet oot FFRPISTIN ¢ EF VA< E 40&&“&?1’1 adi%lFW@ AN Wi r el ess
techngl ogy, Aausirareshdt th@ﬁk@'w%ﬁélp&wig%g&@%rﬁhly cﬂﬁﬁé@%tth@p%gsso@2@“ rel ess
uni ver sal serl al bus (USB) transceiver [of the like. The Bl uetoothTM
t ranscei Vs r%rdml}ﬁ recesaqradl reasocﬁoromrmeammgteaf@cmlmuntgy canfigutadgo lconirgd @iver

Bl uet oot hTM t | di ard d,
Che: o 15 WEORRGRES o8 SaPess Enahs B MeokBoneRid A Sororsia M ke T cai ar
the shortsp éaﬁt@ﬂ% teh DY ehe E’fﬁ&ro?@oﬁé%aﬂieféh@flaﬁlwaﬁdl’bi theMte daha t o and/ or

recei vi ng data from el ectronic devices within proximty of the nobile

t er m nal preageser 39 apg/phpser merﬁ@@@rrgultrwpn@klalﬁg |ﬂ@ prAPst@gﬂinaﬁobe edidighredt he
mobi g t & %dtﬁlaol olfBY: RS @R&Po'ng nd SANSHY dibhdgs 8AGE %E n?t% tH g ta from
el ect roni c devl ces accor Various W el ess net ni ques,

i ncl udi ngoipuel pegrdm d@truttyon(sw ngofme\i\EAhh/beﬁhnwmystomdcdn aaaemEEzE 802. 11
techni ques, |IE I: 802. 16 t echnj ques nd/ or the like H0028] The nobj | e

term nal 2¢¢FSHa TP%S%%QJP}% velsd %%ma%%él@ﬁVB@qul&@ﬁPm@Z’% e (SIM
38, are e '

denti y%%“i%)em% LR T g kot ol Bl KRR

el ement s veebat @duttorcdatddtonbb iobils tdymaral Her exalmpladchmcum o pmvtdaenéélhmlcalhe

nmobi |.e ter.m nal r e other renovabl e. and/ or fixed, neno e
ficdie! g it PR St R W VIR Sl o g RS A

Menory 42pe ﬁ@Bll@%ﬁHﬁla?to QAL ddi£ sTBIRY Yk am dt@ﬁ&lﬂ&i@plﬁ?&ﬂﬁ@hc‘%@@%s Menory
(RAM includin ynam ¢ and/or static RA hi p or of hi p cache
menory, aostiok ?Itdﬁ shavieandiorothas|inpuit devige rrbqurnlmzhmvm mludwgg blecypathebided
and/or 1 vabl e | ne. X &e e, fl.ash
momory, - RSgRBC e Seop R rBhe KR p PR, O SRR TR oo R

magnet i cﬂﬁ@m@bﬂ@{t@ﬁnﬁml optical disc drives and/or rredl a, non-vol ati I e random
access neno and/or the like. Like volatile nmenory 40

non- ¢8| at[ilfrlaﬁ/ menéﬁ thgl el G Actihg arobile derarieal 4P érayiadso nelype PR 9 BOWr age of

means for sharing and/or obtaining data. For example, the mobile terminal may comprise a

short-range radio frequency (RF) transceiver and/or interrogator 64 so data may be shared
with and/or obtained from electronic devices in accordance with RF techniques. The
mobile terminal may comprise other short-range transceivers, such as, for example, an

30 infrared (IR) transceiver 66, a Bluetooth™ (BT) transceiver 68 operating using

Bluetooth™ brand wireless technology developed by the Bluetooth™

Special Interest
Group, a wireless universal serial bus (USB) transceiver 70 and/or the like. The
Bluetooth™ transceiver 68 may be capable of operating according to ultra-low power

Bluetooth™ technology (e.g., Wibree™) radio standards. In this regard, the mobile
9-



data. The nenories may store one or nore software prograns, instructions,
pi eces of 20 information, data, and/or the |ike which may be used by the
nobi | e t ewoi2oalooi@e perform ng functions of the nobil e Pemrmizvad/oso5wr
exanpl e, the nenories may conprise an identifier, such as an international

nobi | e equi identificatipn (I MEl ode,. capabl e of . uniquely. .

ont |ty ERERdO by Rt AT st pbe S8 Rb G RRRAS oW Lo i itting 1\ o
exenpl ar a b afd/BEReiv g JaBCROMicNG traRiR dedctswRRiA A rbAaliydsFIhy/mbbays means,
such as a processor 110, nenory 112, communi cation interface 114, and

deci pher teranealgjuck ps withioy L0 me@rs; & cpamplsr dilthgughaotshpvauthc mabde taspsndher ei n
descri be The f . r I Vi a u . i erein
tmy be. ol aPalE S faRy kil LARERGAROEREI N ek BRI RER (opRAS 07

sui t abl y variegy wireied etoekigatchnaprbiindtdiopaVirdlogiRiddtity CWi-Fi), WidAsr t he
like), a conputer Bro ran1Broduct 30co rising conput er -r eadabl e program
i nstruct iteHEIqUes Yich as S klad %%fecmﬂﬁf%@a?ﬁ@ SPoTeércora4ce 8ROt BF likeadabl e
medi um .(ﬁﬂ@zgé”?”?ﬁé’m%ﬂﬁ@ tekfh1 1%@2%8&5@1?4 x)ﬁellﬂXr 3 S Jsaabbl#gs&faef {aghsigd
processi ng vice (e.g., the processor 110), or sone conbination thereof

[ 0030] Thenqaiubec@3si0 B8 14 fenmevgible fuser ideaitp heduled Relidyliaathiassal artisatitser neans

i ncl udi ng, one or r 1 croprocessors. wWith acconpanyin igital .signal
pr ocesso?wl}y ’&H@rﬂg (OsBu anggr _ ezﬁ&%@ﬁf&%ﬁ%ﬁ@@%@?@%@%@m toa
pr ocegsonishileWhbdaytr. an 28 EBNRAMYE ST, dicGhse tSingnal m#) YfHELIothne or nore

coprocessors, one or nore nulti-core processors, one or nore controllers,
pr ocessi mgmevabbudndror, fixgd enasrorpodbe owbpgateamanal Vo mayuscloddrerlatpe ossssy A

| ts including jnt t ircuit .as, f | Sl C
Cappi 1 cachBit BROPelil by, Sot Etite vl fisele #F RS PuRED) e gace
array), QccsRMc@ORIRIN RRIVINE! BehmidakiardiatigI A MAbARBIpDE dff-EHip Lickked in

FIG 1 as a single processor, in sone enbodinents the processor 110

conpr i sesnanqyanglarithe ble. pecEelgblegnenmeig 431 whighingay bsf crphadded arst/'er may be in

oper ati v i cat. W er I iV flLoured
crer 35, oeafRINCLARLL ANt SAEI, RSy PG S8, GRhLBELLELY: 80ALL oo
desclr i bedichiees(cy., hBhedigkd)flappy Yisklripes angsaicsapm ytcheoftitabdibodiies aad/oa
single computing device or distributed across a plurality of conputing
devi ces Mdﬂaeé‘PP\Yél%ﬂecféﬂg‘?fﬁ Gresss EMEBY NOY R\dhle 25 otiBe @L?-Jﬁjéfi YA ti es of

the r ecmn’fétﬁﬂg@@%ﬁ%%ﬂé&%m@ G567 iRetcne a_%lilé‘]areil ?or%@ﬁ?&%@%{nﬁgé"@?r ein the

recei ving apparatus 102 1s enbodi ed” as a nobile term na processor
110 nmay bhletacithoticswriasmay sorpid cremoresofivecgsegmmaOnstturtians, @xeapdiar y

enbodjnment, the processor 1 i s, .confiqured to execute 15instructions
ororeh T A pratReb R S i ek oF Sy e eSS boite b ke pd deb it
These i ngifddphi 8Ne nYHEB tE&XBEHT B8 QUandpE tIRY PAERSHE miyl SompPEy HAHGRiflcRE
recei ving apparatus 102 to performone or nore of the functionalities of

the receisvéme appratiosal rasbilksqdipsnt identifieation AIMBB code lsapabieetherquely
conf i gur ¢gl B ihE MRS SRl P @ methods, or by a

[0029] Returning now to FIG. 1, in an exemplary embodiment the receiving apparatus

25 102 includes various means, such as a processor 110, memory 112, communication
interface 114, and decipher control circuitry 118 for performing the various functions
herein described. These means of the receiving apparatus 102 as described herein may be
embodied as, for example, circuitry, hardware elements (e.g., a suitably programmed
processor, combinational logic circuit, and/or the like), a computer program product

30  comprising computer-readable program instructions (e.g., software or firmware) stored on
a computer-readable medium (e.g. memory 112) that is executable by a suitably configured
processing device (e.g., the processor 110), or some combination thereof.

[0030] The processor 110 may, for example, be embodied as various means including

one or more microprocessors with accompanying digital signal processor(s), one or more
-10-



conbi nati on thereof, the processor 110 may conprise an entity capabl e of
perform ng 20 operations according to enbodi nents of the present invention
whi | e comwbDgurigi@ecor di ngly. Thus, for exanple, when treTpimesessro 110 is
enbodi ed as an ASIC, FPGA or the like, the processor 110 may conpri se

speci fical l d hardware. fo ndu or nore operations
Gocer | bodabrRt WARbE R R s e R o R E BB b8 0er 110
i s embodipgd oRrmof mEKEEHE BfoceisolNEhd SiChbRNDnirSIKGE RSchBNg BigciitrPdd o#5i N the

menory 112, the instructions may specifically conf i gure the processor 110
to perf omAreseMpytcrpFaicus geer pmssmwl@p@rt&tncmglm@gratmr%s 8k, as,

romory. | A0 RO S et SRR SarcPL SRR RS Ty 112 °

may Cﬁﬁpﬁ)k@gﬁ'alﬁnﬁblﬂg’atd etryay@forrsemecbm&naﬂfdnetmmr yscdo‘lramggy atleoughiiBestiaeddat i | e
menory, non- 30 volatile nmenory, or sone conbjnation thereof. In this
regard, thEGehtyrasingle p}%‘ssebﬁw@r% empedimeRisihe Brocesspial 9 @inygkises andom
access m ]ﬁﬁ\g] nmenory

ﬁ{gém ?FJ\}EIS’S&'[I ﬁépél sc're d&%ﬁ i {ﬁa E.IE)T&H , aﬁ&@tﬁ%{u cal
d| sc, CI rvuth etalcly ottendndmag te tollstiocly comﬂi@rrmata p}:mfomrons omeocofudctiadtalians

thereof | n .enbodi.nents wher he .recei vin aratus 102 is enhodi ed as
- 11- Ogﬁffﬁ%‘f@é?ﬁ@ﬁtﬁié@ic?‘é@ r%b?h% Dlgity ﬂgprowsor@ﬁ@ mory 112
may qgmrehﬁ;%dfeﬂ%n‘é%@%lé c&nﬁ‘[ﬁﬂﬁrdévfcg o AfHutddNRrden p‘ﬁﬁhl@tﬁz'df foMpiH Yy 42. The

menmory 112 may be co gured to store information, data, applications,
i nstruct |d@v11ses allettmecly cmﬁlgﬁimd terpatfbmgnet biernomcfemnomghtaqspérﬂ@ﬁtmelimg to carry

out various functlions i orda

resont  AROHER S A58k o dRRRER S I Bl e B SR e GRES a2 1Y Rervory
112 is cepfbogiet @ atntobleftériindl NP Uthe pedcdsdo Nl 1 PHAGSS ShibedRY ab BEcdnpeessor 110.
Additionally or alternatively, Iin at |east sone enbodi nents, the nenory 112
i s confi duedsssor 805irbareewu@%rambﬁélmq%tthm@cmw bhoaig genfigyres) torcrecuie ocessor
110. ;The r r
dynamg-c Iﬂs‘?@?{% SljS ét%e i g%flgrrgéfl ?& ?éo%cér%ﬁﬂ%% tﬂ% §£0C §S§%%ﬁo?ﬂggss§d by
t he deci pﬂmmﬁ&ﬁspwhémbxacuredLblytthg/prbﬂ:&saurllmglapheuscoher =eciofgp@piangiloy its
functionalities. [0032] Thg ni cati 002 interface 114 may_be enhodj ed as
any devi ¢@PEOTHEAROTIRYE I g Tmctoma s yhe Wa?lmgra@paratuédﬁ%a% gesepbislyr am
product qapgy | ﬁzf Qﬂ:hcgﬂptﬂ&eéon?@%%a%g%a&[v&%% éf@df&@atré &%%Hoﬁ?%r%g%r ed on a
conput er readabl e medi um thée nmenory 112) execut e

processi rgmiieratioe teecod, the pmees,:sood:h(sm@y cdﬂlpl)lse amrenatmcnpbbln@f pmﬁomﬁngler eof

t hat ,js confi.gured to recewaﬁzim /(ﬁ:tgtransmt data fromt entity of the

an
syst éth 108°TeEOR oA P CaPQ BREPHY "RTPHPRIYLC $OH 8! at | east one
enbodi ”E%Eeorﬁlﬂglycoﬂmﬂ%ﬁéidnﬂﬂe vtarthep®cdstdr | ® @enmbBail aPaK hisét | pp@abodi ed
as or otherwi sé controlled by the processor 110. In this regard, the
conmuni c&r ﬂ@nhhenth@rpff@@ésq 140 may comprise spemfienilyc eerifmred handwire fpr ocessor 110,

such as vi ay conmuni cati on erfa 14 ma cl ude, .for
exarrpl e, 8 ua%[]l{l% Rll'l]%. OI‘ 1’110{6 oapﬁratlo{l% g?scrll(;ie r ee(l:‘ lln\/e(\Aﬁte %lvélg Sy anoﬂlcr exany

hsce| ver an(ﬁl%
when the processor 110 is embodied as an executor of instructions, such as may be stored

25  in the memory 112, the instructions may specifically configure the processor 110 to
perform one or more algorithms and operations described herein.
[0031] The memory 112 may include, for example, volatile and/or non-volatile
memory. Although illustrated in FIG. 1 as a single memory, the memory 112 may
comprise a plurality of memories. The memory 112 may comprise volatile memory, non-

30  volatile memory, or some combination thereof. In this regard, the memory 112 may
comprise, for example, a hard disk, random access memory, cache memory, flash memory,
a compact disc read only memory (CD-ROM), digital versatile disc read only memory
(DVD-ROM), an optical disc, circuitry configured to store information, or some

combination thereof. In embodiments wherein the receiving apparatus 102 is embodied as
11-



supporting hardware or software for enabling conmunications with one or
nore entities of the system 100. The conmunication interface 114 may be
confi gur eslot201v@e@ve and/ or transmt data using any preceseioid/bsasooray be
used for conmmunications between entities of the system 100. The

icatign interface 114 di tional Iy be in. igation 25with th
remory 112"t B B p ey ot e Raisy (e e B IF adOuBE™ [ dosa)

The deci pRENOERINE fMeMofl 4L UTRY tehdS MBYmBELE uRd t3StoY@nfQHmtioR A%, Such
as circuitry, hardware, a conputer program product conprising conputer

r eadabl e appleegtians, inrpsuetiens orbe ko fagngning thorgeetvng appadtisl 182 de giruneyte. g. |
the nenory . C . S| | i t.-he processor
110y or St Thadi B FEM BllaT Y BAFER BT B R sl RS ARECG o s
or ot ber Wos exaeplt rialat Rastiyme Renbpd@edss aie dioryl IN2dsbadigiesdtts bukfer @bt t he
deci pher control circuitry 118 is_enbodied separately fromthe processor
110, t he da@dPprercssBEtydhe piocesspt FiP- 1Additienpllyor pleragivalniie at lFeh se h t he
pr ocessor . i r 4G W Il be
confi gur eeggogj gn%%llr&? (t)ﬁr%%ﬁ%r?&?ele}gﬁ QE%IH{ 5 étﬁi ntg;é %Oté%gﬁoljggagn g‘? %g&r a if%lsﬁgﬁeﬁl[}%gﬁt rol
(RLO) entthd procgsaakEt). A&k anenidty 11a3CGidké QFdOR2 BETH Bi2f0i0/00 52609 denver gence
protocol (PDCP). entity, and/or the |like. The decipher control circuitry 118
may furt HERABIE PTEg il Es Pl OFRA4HEMBY g%@@d&ﬁﬁéoﬁéswe%% dgaiphgy
comypi CRLLEH dirch®lyf A8 LAY theSabubs @ pWiErm@nP S fuldcPO34iRef erring now to the
sendi ng apparatus 104, in an exengl ary enbodi nent the 5sendi ng appar at us
104 i ncl d0eR2]var Thusommuamnsatioguoteriasc Al4dmay be smbodigdas anyndsvice 02 neans
comuni cat ibOﬁ. idnt e.rfatce 12(? 1ranadCO'(I:}iép?herr 1rcont r(%I citg&,i tsr.X 1026 ftor
per f or mi g PRSP SULY - TR 1 ErfsCRUNET Proi Rl CHRRAn MRSt ¢ he
sendi ng amablétyﬂ@gra;alln@ﬁmd@@scﬁd’)@@dn hebRiplterBiadifc eanmhh fds. athe nidforpxanpl e,
circuitry, hardware el enents (e.g., a suitably programed processor,
conbi nat ildAkdnd exgpetcd by @@rqqessarﬁjéqwcet(ﬁ@-,|thQ<1e1)>,cesaorcldr%lﬂrércombmjﬂam 10
pr odygt I8l ter- | i cli ftware
o it E g gt P B R LR b BB P Ty PR AR b0 30 L 121
execut abl1e0yick as Hoit édahiple; antnding ethapitac BRISi Ingt astiode cfdodiment,hike pr ocessor
120), or sone conbination thereof [0035] The processor. 120 may, for exanpl e,
be embodiBBHEIGREPT S THrEdE 1§ ﬁéw&m‘aa TR 1%%Se0rrﬂﬂ%f‘ﬁ'8b‘f368’éf§%11ﬁd§3yw th
acconpanyy ngoddgi Alo, $h a@techfCARIDHrhRicatBROI 218 ntRPELRESSON (S)
wi t hout an acconpanying digital signal processor, one or nore cCOprocessors,
one or nepmEnMuidationeith the poessor 510, sush aarviabes. Chrtaooinhernstiopngtedssi ng
Ci rcghtry, one .or, nor.e cog)'%rt ers, vari Qus ot her Er ocessi%% el emsa/ts

BEPECT IRt %at i on

i ncl ali nd ! MAGPAPLT o FRIPIS 28 AR @ TEBYMIERh TPV
speci fi ¢ sipiRERAhSEwalIc gt UbkkaRfoF &fablifd EGhRuRicQIRRIBDLR Gah& e 3hfidd)of OF
some conbi nation thereof. Accordingly, although illustrated 20 in FIG 1 as

a singl e thy veess 0. The coompurdedsiodiineriecs t1Hanar brexwdigrred20 resghvsrand@s a
0t R RB al L B SO TRt R o
one or mekEsysteRct (00 M don@Bunication interface 114 may additionally be in communication
25  with the memory 112 and/or decipher control circuitry 118, such as via a bus.
[0033] The decipher control circuitry 118 may be embodied as various means, such as
circuitry, hardware, a computer program product comprising computer readable program
instructions stored on a computer readable medium (e.g., the memory 112) and executed
by a processing device (e.g., the processor 110), or some combination thereof and, in one
30  embodiment, is embodied as or otherwise controlled by the processor 110. In
embodiments wherein the decipher control circuitry 118 is embodied separately from the
processor 110, the decipher control circuitry 118 may be in communication with the
processor 110. The decipher control circuitry 118 may comprise and/or be configured to

perform at least some functionality of a radio link control (RLC) entity, packet data
-12-



of the sending apparatus 104 as descri bed herein. The plurality of
processors may be enbodied on a single conputing device or distributed
across a wbuonaldoioe2of conputing 25devi ces col |l ectivel y eonfrimue/esdsdoo
performone or nore functionalities of the sending apparatus 104 as

described herein. In e Lgents wherei.n the sending apparat.us. 104 i s
embod ed ‘88 SEBLPIBORLFE Al iy PHer PRt a3t tespherapRRer bt B 2 or
conpri se i euRhQARSH @bmARmidatlo AW itBORERE BloYe SMAG GHMRR 112 BEcAhRGMSHMn 120 is
configured'to execute instructions stored in the nmenory 122 or otherw se
accessi bligtetfecet HE, preb@esiior bus20. These 30 instructions, when executed by
the proc ro12 cau he sendin rat us 0 .0 ne or
nor e of ﬁﬁ@ﬂ# unc ?fgﬁﬁé I%Olwetzoet(l)l% S?“t%@“%%ﬁ 81%%%&@%1)%% i} é%lfiiy 8@8%&? {rﬂl t%gd

herei B. Asnditi€ bppavdied herinclaads Guioasdmaynd) sucthui agrodes s flldanemost Irads, or by
a conbi nation thereof, the processor 120 nay_conErise an entity capabl e of
per f or m KEMEPEIEEIPHHECHRCE JR2di HY dRNcE cAER sERYIEY d£0 forepepiopaBgthe HFENsi on

while co rﬁ{nilec%\{}ﬁ ger'eﬂi%fescr}%gd.z %éée(}ﬁ%%% %Pﬁ'l-g/ sgﬁ?% 8519«159[59 ?O@ngd%rsgj&)ﬂég\l Réreig NUS,

for exanp n the processor 1 is enb as an AS or the
i ke, thengyrmoestsaicdl@Ofomeyarsplopaitcagrys padwarcaéhynts 6ng.i gsuiedlyhar dwar e f or
conducting one or, nore operations qescribed herein.. ternativel(é;r as
anot her 100 BERRS R GOpRYB Y0NS ST AR BEING AKa S EATORISE RIHHrB

i nstnpct ipffict SHERHAR SBpRE -RARILRA BbAnt RS ITRERS ye.%l?%ftvxta?@oﬂ st ate) i ons
may specifically configure the processor 120 to performone or nore
al gor i t hstorethen @ pempiteoresdads medivet(che maimory [ 0DB1B3(Tik exevstableybylRsuitehly

i ncl ude, fog ex | e,.volatile and/ or non- atile menpry. t hopigh

11 ust r acR s ERReSyinglegicy (eI @hes BT 1AL Sl Bl ESRER e
pl ural it yoe¥s] menPhd gScesttiel 20l iR ot dkafiplTBEBMbESicdBY v uS MRAA Bdluathed
single 10 conputing device or distributed across a plurality of conputing

devi ces. OTREr MOFOMYCIANPCIFHRFS Bathmerarapanying digisal sigmal Rrocesser(s) oPnetarineorfenor y,
or s i 8 . : r ri se,
For S e A CLombiByd Sl §9RRR bR R o e BB SR o .
a conpactondbsmore@ditBedry proesmbys, 6 eRaMe, codirglldral pro@ssag tiraiidy,smefoead only
menory (DVD-ROM), an optical disc, circuitry onfigured(&%rto s&g&g
i nf or mat NEHS COMPYETve VEMMSIOHSE PERITCISHIE denenthing IHERTACHEED Bu » sendi ng
appar atu j i Lileg jnak. 10 ot 122 ma

pp Forll4nipk, gﬂt&%@t?%ﬁ@r ya ’ dﬂ%E%l/h% 1ﬁt@%ﬂﬂeﬁ%ﬁrc&1§ ol PG AT ﬁé{@& y y

conprise the volatile ne or the non-vol atile nory 42. The

menory 122ograymiablequatyf drguy),et some sombmation thenmfi Angordazly, akiippighdltstated,

instructi.o or the |ike for .enablin .he sendi ng a atus 104 to carr
out or T GBETG. s 4 SREC PHOCSOh R AnES I HITERB I Bt CHRITHER S of the

present igRuEIRy 0¥ ProcERbrse XY GalitybfProdc§R%¢ maP B SR VIRB hnurikioFENDr Y
122 is configured to buffer i nput data for processing by the processor 120.

Addi t i onatitheagh othier erdvary bekgllectimelzconiegwed warasfosmsad ormers funchenatitinpbry 122
is configured to store pr aminstruycti.ons, for execuiion by the processor
120, The Shiiory 8 30hayUs Tot & 0GR The Phuieihpsrcseiomad dena/ or

dynam ¢ ichfbati¥8 oh ansinglhesmpidt igadvidbion tdtrifaitddarrd¥RY phealsly @fedmpiddor used by
the cipher control circuitry 126 during the course of performng its

f unced onaleyiceseepllepordy porHiguissrimpaiient pemoi mewrfragionaducspiyhpendtBodi ed as
any devi %sp?ﬂﬁtug?@ﬁ' as described herein. In embodiments wherein the sending apparatus 104 is

embodied as a mobile terminal 10, the processor 120 may be embodied as or comprise the
processor 20. In an exemplary embodiment, the processor 120 is configured to execute
instructions stored in the memory 122 or otherwise accessible to the processor 120. These
30  instructions, when executed by the processor 120, may cause the sending apparatus 104 to
perform one or more of the functionalities of the sending apparatus 104 as described
herein. As such, whether configured by hardware or software methods, or by a
combination thereof, the processor 120 may comprise an entity capable of performing

operations according to embodiments of the present invention while configured
-13-



enbodied in circuitry, hardware, a conputer program product conprising
conput er readable programinstructions stored on a conputer readable nedi um
(e.g., theomermyo230122) and executed by a processi ng decir@reoi@o®sq9 t he
processor 120), or a conbination thereof that is configured to receive

and/or transmt.data fromto.an entjty of the system.100, s or
xanp! e, A rgoEby T Bp RS WED thi Frodpssp RN ShESRE GRS ThaA
comuni ¢k kiRNideMhR i d%Ssot 440 hiny @bnipfids §pcbichilRtnfig@rdaati-@dard $oror ot herwi se
controll ed by the processor 128. In this regard, the communi cation

i nt er f acsondutingynper mare-opgratiopiaouydisren2 POFIRIYEY040B08G0 cxasmritni cat i on
With the eﬁ‘%ﬁef)ﬁr%ées%&opo%y%&b@cﬁ Y haPeddSror IP%S%@JHEHE'S% 1 Ollad BE Shfgce 124
may i ncl ude, exanple, ~an antennd, ca transmiter, "a recelver: >a

t ranssei iethecanehhofy 190pghe fidstigtidiamiedpecidicalboédnfigue: the prozeabt 1 20to

conmmuni cations with one or nore entities of the system 100. The

comuni c&ETTBHN PR¢ &F Macerlaoithng pndapgahigns dgseled 8eiclcei ve and/or 5 transnit
data usi y i i Ons en

et 1 1 05 TR P B b e P i AT Y e

addi t i onahdnyorke Allthoegintiustrazed indfiGul tak atshglamammoyy, 1R2memalfyolr22ahgher cont r ol
circuitry 126, such as yia a bus 038] The ci pher contro ircuitry 126
may be erfBBANE a@r%}fPﬁ@gmﬁﬁa%sTh%ﬁEWEQSOﬁ?% gy %?raﬁ%fﬁ%e[ o2 gigkksut er
Prognam RoRJHGhe SARRY drifELREIPYb& A ﬁlﬁﬁﬂ%béfecoﬁ{ﬁﬁ%gﬁbéigesl e iGhé g2 st or ed
on a conputer readable nedium (e.g., the nenory 122) and executed by a

pr ocessi mepydevipcise felatle metherypnaeeslgole mamry, ersogwrendaordtiondhdrent. thher eof
and, in (r%lpe enb %m&nt iﬂéﬁemmdi ed.as.or_ot erV\f'lsg control |l ed b%/ t he
processor 1 5 Ry BN ket BNHEPE Sy R e et c i ofen PPET Ty 126 is
enbodi ed ns@Ray adaehy mchiofy, flash PrAeS 3o mbdth difdiRad bﬂg%erﬁ&?t(CDLROM)SZ uitry
126 may be in comrunication with the 15processor 120. The ci pher _control

ci rcui t r yigipbversatile disp reasdonbnmemerbd CBR OMur apntisalgbss sirenity cpeizgredome
functikonal i . . i i Like .cl pher
cont rlgl ?(IL %ttgﬁei 1? Irpofgl ?E@"%ﬁ?%%%ﬁ%ﬁ% ?l%}eggymmm %ﬁgdgﬁ%lﬁp%ih? #?ﬁlotrlllg-ggr%u%rpe of
t he menorypdr2ds 004 tosmbadicdalsiaanobilttembiagiel 0] &k, matiedy 128 rvdyacoanpdiss thef 0039] | t

wi |l be appreciated that in sone enbodi nents, the receiving apparatus 102
i's ZQcoanP%E}?f‘e’%}e@Bryp‘gH@t/%%? nes¥latils SRENY HPhd he dRERITyAar May Bf the
sendi ng ppARALYR 0K iRSrASRAT HAShIRRERIRS, ihiinkhbss, bEgRNfke bNGabREEIYI NY
apparatus 1 may conprise ci pher ntrol circuitry 126 that may be

enbodi ed sasling agtaensd Gletocany oot vaub funichenpinacesdarce Wit exSimpldrar | y, in
sone .enbodi nents, t sendi ng apparatus 104 is configured to perform at
eastOsonabarieas o SrOMAIRE T Rdpael i ooy deBedtheser | bed
herein. Infenhdiy22% QBFLGred b BuFaNHh R AarPBAPRLHSinkQfy HRYroees¥BF 1e deci pher

control circuitry 118 that nay be
Additionally or alternatively, in at least some embodiments, the memory 122 is configured

to store program instructions for execution by the processor 120. The memory 122 may
store information in the form of static and/or dynamic information. This stored
25  information may be stored and/or used by the cipher control circuitry 126 during the course
of performing its functionalities.
[0037] The communication interface 124 may be embodied as any device or means
embodied in circuitry, hardware, a computer program product comprising computer
readable program instructions stored on a computer readable medium (e.g., the memory
30  122) and executed by a processing device (e.g., the processor 120), or a combination
thereof that is configured to receive and/or transmit data from/to an entity of the system
100, such as, for example, a receiving apparatus 102. In at least one embodiment, the
communication interface 124 is at least partially embodied as or otherwise controlled by

the processor 120. In this regard, the communication interface 124 may be in
-14-



enbodi ed as or otherwi se controlled by the processor 120. Accordingly,
enbodi nents of the invention may facilitate ciphering error detection and
recovery wonrobailo2a net work uplink and a network downl i pkT/Hif@ee503dve ci pher
control circuitry 126 is configured in sonme enbodinents to ci pher 30data in

a protocol data ﬁnitﬁ%ﬁ%that 1@ to,be trapsmited to t.hag. recteifvi ng
appar at u§ TG THE" Py OEBHBT | Do SUGh FVE PRI TP 0P ThE 1 %e.  The
PDU may qoampidySclade, ¥oraskipw, af apeniiderahiite PV i, 4 hatscéibe angeei Vi ng
apparatus 102 is not required to acknow edge recei pt of a UM PDU.

Al t er nat isvenoyting hardppig aragftwaieder eabhng eQrrmynicaldys dvitoens qraMe POUiesipdh t hat

5011/ 0010 Some RS ThG bRyl SR R HER IR s colffepiod tprs5eieandi8E ) ray be

assocpat egnwhit da@nigingfang py@oédd that efay Rrised for eypasin@hiticoybuaeadntioivs of
exchanged between the receiving apparatus 102 and the sendi ng apparatus 104
or ot her thevpe B rThareniainigition tergrfacen4gBax additianats be ghepmneusicatity gher

| ayer co [ j i L: j S r ot PDU( s)

transm tteﬂ tgﬁ{t e ?g%%?@?ﬁn%ﬁ%é\ggfﬁtg@u@%%gwgb%&gfgﬁbﬁ%&St he service type
may conprid638]ci r tha tipsaicootieldti(c@B)y Moiney coembodiabds anotis misas, sitchcisover

H gh Speed Packl%{; Access (HSPA). |In angther exarrgl e, the s&r\{i ce type may
conpri se VEHEY: Rfdyareng eempyter rsgr&ewm?% CRPrIENE SAMPHGT €afIhI BIOSHM ot her

real 1bi menQREMbRStorddEn & IcBRBLIF RAIIE nRlifuetidd Yihd 4R 108 manki@ied to
ci pher the data using a set of one or nore cipher input paraneters. The set

of 10 onéyarprawssngdpties (d.gqpht ppeessoel Zhsommynecombrinagion thaseofewdniploss one or

dent Uy moEBG g BT e oAty oB ol D et er 1o

be ci phergbhdinintd WBerbinkBe ciphe CkDIlcifeulta) L% iTeinbedrwkéfueatdndion thee def i ned
based at least in part on a Hyper Frame Nunber (HFN) and a sequence nunber
(e.g., amr®esosddddheepheraoatol mcgitigN2. manee HERNMFaYIIRESPHI S8 a fiel d
initiali t . C : [ us 104
and 1 ceriiisoamad: S b TSy R U A T I S SRR RRERS R

conpr i se parfeenuebase somaifaictivnadityidesh RhCanBBPhERdaitit g nddoahcldke Mheenment ed
by 1 at each transnission_of a PDU. The cipher control circuitry 126 nmay
use the §é’c%eb?01k§ﬁ REFUIETR b2 Max father OF 40 empupsaiion wih ga¢ of weieRf iy codec,

such as, rﬁé?ﬁof’i@%lr ComAdARLNEinMiabE 1 PR &ié&"ﬁhT.CodeC: ~AMR- W deband
(AMR-WM), and/or the i ke. [0041] The cipher control circuitry 126 may be

preconfi g3 t oltiwil badppracieicghieat @dsorex pmbodohent) the redervimg Riparahe K2 is
trangpitted.to the receiver apparatus.102. The ected val ue conpri se
2 vaille shobeiedth hrormel FesoMEgLh At airo! T BROHHeRauRS OF a5 g

current | Ycg@fedBekeas 18MiRrddaf], thd Re@vinglaPpRafiPE2 RlaleonPAK 8phQidigtolval ue.

For exanple, a 25 padding field nmay conprise one or nore bits having a
val ue expéetity 189 thaenaydweimbiodipdaas pa ptictisisg oontroblgd bathe praedsseteld0i n t he PDU
to provide for octet alignment of data wthin e P | n, another exanpl e,
2°1 Bgt n TS he Smb e, R abRif sl 1O Elent BIRHOFh o ot o

uni t i ncligdesbndofithe fillkibhatit@of the tdckbdfilapphaitus0D2vRideeridee hercldPAh thifhus,
t he expected value may indicate the PDU size or other value expected by the

r ecei2¥i ngeod. dipeandingsppaatus |1A4 gy capprine Aecphiprperirol cHeuipl) 1 B died sy gy

compt 52 b Ly PR R G4 LR P R g

PDCP Dat ahdikkriton ol Reilizne tpheritpeertdridedection and recovery for both a network
uplink and a network downlink.
[0040] The cipher control circuitry 126 is configured in some embodiments to cipher

30  data in a protocol data unit (PDU) that is to be transmitted to the receiving apparatus 102.

The PDU may comprise an RLC PDU, PDCP PDU, or the like. The PDU may comprise
an unacknowledged mode (UM) PDU such that the receiving apparatus 102 is not required
to acknowledge receipt of a UM PDU. Alternatively, the PDU may comprise an

acknowledged mode (AM) PDU such that the receiving apparatus 102 is required to
-15-



[0042] I n sone enbodi nents, the 'expected value' is predefined based on the
configuration of the system 100. Additionally or alternatively, the cipher
control owvouitgoyo2216- WO 2011/ 001022PCT/ F12010/ 050509 p¢2G1andoaemi pher
control circuitry 118 may be configured to independently deternm ne an

t ed d t t f
oy ch aaf oI TRERTE A araRoRaCbar R RS bk R B B T

sendi ng 3pRAAY/S ols%nﬁﬁmg}anolaex&wge@t&dmeﬁltﬁ@re@&vtﬂgeapmuuﬂemd%a thel N
anot her exanple, the cipher control circuitry 126 5 may be configured to

define aﬁe@r@@@mmtml%eoraﬁl@rpiﬁmr aéertth%n@wpéfci(b?d T}@I sqeVieadty pheoTReIdssh ¢i ng
apparatu .0 bearer
sglto up, dér%%gélaﬁé%gor}%?ﬁ%g froni g a?att héﬁ%j %alh&%h‘?PDPg%i%?&%%gég PDU

i ncl udi nghd ﬂ’eeelvmlgtappameqt)edmyemh@ld a&aﬂewlmtyp@nﬁpabu@rla@arauﬂ soiiehet ed,
t he communi cation interface 124 may transmt the PDU to the receiving 10

appar at udC §b‘2010%m@um@atrwr%nr ek HighSnasd Pé@‘fﬁ%ﬁﬁ?ﬁé&ﬂ@ﬁ »nler f ace 114.
The deci Qﬂ%erc&%{?é e §e %b&pﬁ%%@é‘&@&‘ Ihﬂem%P Q\ff‘d nts of the
invention to use set o on or re cipher 1 nput par ter mai'nt ai ned by
t he deci pireamingntmvade, i otherirtalytindd @rtioe. dled @hlesr contpdﬂemedlt@al% may lse r ecei ved
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radi gobeghebr hidehtiphetinpuk %M’e’t&@m@y coﬂnﬁfl% %@xa@ﬁ%me M@re(&’ ad., a data

paraneter to be deci phered), or he deci pher control circuitry
118 may Isevheting kepu(@e), COWNE-G, rHaEfsléERcﬁf: gc lré;m@bearmdtntrﬁla)r bR (¢, deci pher

he dat o ROOTPATAITORTA R0 el PRuRe o waBlTeD, St M TheCPLEr o e

ci phered (d%l@e ml ﬂ@oﬁ@ﬂ&cdtﬁl’tﬁrbe@@ﬂﬁéd%asgd 5tQbast rypakiéh b SIypOHra@dMNantcd SONE
enbodi nents of the invention to conpare a value of at least a portion of

t he deci fHENe @ndiasequenca Hentsx s+ el RIE] sgaucnag naaber (RE&dSNhovidie HiN maypect ed
val u r i ured,
sel egé Qgﬁﬁ)ﬁ% ?ﬁelhﬁglrtlg@%éﬁiﬁ ?grmﬁ% %XCEA@% bte{r\];&’ eﬁ egrgrﬁhglﬁggpg%gtt%ﬁé%gcr pher
contr ol cand edticiving alpbaralmslen dikink @add beaiemntp uiprarRIr(elsmrlky sorgpradeiang
received by the term nal 25102, d tedrm ned bé t he deci pher control

ci rcui t r yeAUEBCHAYBRET dRcly érlaP’rP%E?% e p¥hmay %m?r%enr%rﬁév Wt hhi ch a

recei ved (B isSoASFRPDR Efhe (9’?'%1‘%611’&61%11]0{11%2 lég%ﬁéﬁsgltﬁ@ﬁ OP(IDI R&lihqR of the

deci phered data nay conpri se e portion ( Y and/ or the
| i ke) of pahencRBbId ciphdritihddthesiex pecteidc saklies, ifer dxanmteeAdaM[mMUhele ue of

t he I a portj . the ci phered tg i, not equal to the expected
val ugb tﬁg Q@ﬁ%ﬁ@gnﬂl%qtb ?%‘Wlf@gﬁ‘éa@dﬁ@onfi gured in sone

enbodi m9r[l)(§341t] 0 d%@él?bé}%oﬁt@ol%ﬁéuftfyel%%%f b dp@ecraﬁ%méaqo ehdle a élﬁhér&l S
regard if the set of ciphering inputs use ecrﬁ)her contr ol

ci rcui t r yexpegted galgecinphi@PUtthge ct;tanfsrmétr:@t@m ¢¢netyr¢r 2epdrating HO2: Hﬁleg‘eipemd
ci pheri anal put scous%osl b hefcr o ‘ﬁn 1rgitrgen lrérttrr ]]63\ aFpelr t he
data, thetat Teast A Bo Srﬁ) ii gdlgci’p ere ata <h ?

expect ed cMabmty defined as an R field (e. g., in a PDCP PDU), and/or other Value. For exarnple a

25  padding field may comprise one or more bits having a value expected by the receiving
apparatus 102 that are included in the PDU to provide for octet alignment of data within
the PDU. In another example, a length indicator may indicate the last octet of each RLC
service data unit included in the PDU (e.g., ‘1111101° for CS voice over HSPA). Thus,
the expected value may indicate the PDU size or other value expected by the receiving

30  apparatus 102. In yet another example, the PDU header may comprise a value indicating a
PDCP type with which the PDCP PDU is associated (e.g., ‘010° PDCP AMR Data PDU
for CS voice over HSPA, ‘000’ PDCP Data PDU for VolP, and/or the like).

[0042] In some embodiments, the ‘expected value’ is predefined based on the

configuration of the system 100. Additionally or alternatively, the cipher control circuitry
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configured in sone enbodinents to initiate a ciphering resynchroni zation
pr ocedur ewororigmpense to the determ nation that a ci phercmgimne/esos@ccurred
so as to resynchronize at Ieast one of the set of cipher input parameters

used by r control ry, 118 .to i pher ciphered.data in a
5 ecei ved Jpa ieaREr epREy Tefigh T Einshe'oRgeten s iRty et T oy
one of a cgfdet@f valildBEd htBAE npﬁdirﬁm%réi)nﬁﬁﬁgca@ﬁbntsgﬁn&ltﬁp@formﬂdﬂta is
circuitry 126 to cipher data in a PDU transmtted to the receivin

appar at usbemgzxehatnﬁ@? betweenithsaeceafing ppnvsatus Hlandpanding eppasatys 1@41(%14 an
regard, re nchr i i t

par amet er s efdhva 1%ne (%flet ?Bynllée%ggrs ﬁeans0 @ic%n}éamé tﬁ% C@%&h Ontrﬁng'ﬂctultr a?%:et ers

My conMpmsehe Jodfigersd ipleinctdnecxpbeteteedlph@id mronide the eipeetd tilye dol@e
aut ononousl y .updati ng one or nore cipher input paraneters of the first set,
the deci rs?f@rw%mna&tu&:l(}?c@rtn.gw CPW%@P&OMSWB rﬁ)@a%?r(efgn arigg Friée beasgut

par amet er, gtilg d&rfﬁ% ¢ $ds ﬁﬁﬁmﬁ%ﬁ’q W&tﬁé ga! i ng exchanged with the sending

appar at us e deci pher control circurtry 118 and ci pher control

ci rcui try0a43$ of Ohctﬁea Bthnsladﬂgmme eppacgieosd bfthestabingshpargtuen@®2 or nor e
synchroni z d ci pher ara rg for the fi s# and second sets in a
setup ph& @16 CP%‘H‘? L}§4é1?‘ﬁ¥/tfﬁns@été{5‘f P@S Rfercegitgnd

procegur %gar@t%‘é”l 03, Wilge ﬁ%ym&%c&%tﬁﬂhe Chinfittnidador fBerdied 164 piigE contr ol
circuitry 126 of a different sendi ng apparatus 104 establi shi ng one or nore

synchr onidzeighi ommoh quguitrypuittlsis torrfiguines rrm spBIe eaﬂmdmm theinyentipratogse ap

Cocuri ty STl ormaRaT Broai Pasn St oo o GOHE sHEboTRaRPLIRRESLS pher

control &b bedptch ¥iphdBdidataGRRfrE@iNAPDO. THE tdtAF BndofinBRE PG input
resynchroni zati on procedure by initiating an RLC resynchroni zation

pr oc edur @a(a@legers M CRINGYip% feisexamipl s AR A Mpreod éduiphering &ay 6pe). 4IQWYTreé, UM or

lor the like
fo 1ar) AR R B p A S e R RN R L TRk SNAPRERATR(CE b Y ot ™
of ci pherdatam@wtmq:artarnietdeclphetrsd)c esthndike 0Mhe getiptnicbitrdl kécsiegdnd negtbeof

ci pher input paranmeters s regard, the rec IVI ng apparatus 102 and a
sendi ng &B‘b}é@’e{?‘h? usg 4h ﬁhﬁ'fogﬁag?jénﬁlﬁ Péra%?@quS BUHSEEARY CORRE

deci pher u%éH‘lBFglf_@ﬂe cgdhePéBrIt{oYc&éllﬁt M8 & @ rtﬁ@&ﬁtﬂ" C' rcuitry 126 my

initiate an est abl |shrren or other RLC resynchroni zati on procedure
as part 40044he cafibr thpdatiphgcosedwirusy tligdtas ibapldeed {hheipherdtdagl, thei rcui try

118 d cji pher control circuitr 26 nitialize at.l|east one 30
synchPon EBRTIRER! BT s R gome SRt ySh 1o TRPRICOSN,  and! or
the |i ke)comb@x@”aﬂaﬁ@dﬂa‘t %@t'a!p/orﬁén &f tth@rdee?lfahéf@d Yata kdthS QRFecbRUIdTEAY S, the

deci pher control circuit ry 118 is confi gure to initiate an autononopus
ci pher i nglesceeibphebaoniheaxpestedorabeetiweeted by therdosiphegeantrol einanitded] ey beont r ol

circuitr )f)relc]o'gﬁglﬁgd bs%legt%gfb [ 88hetr%0151t%$lec%cuﬁlw 1]2% and determined by the decipher

control circuitry 118 based at least in part upon network signaling received by the terminal

25 102, determined by the decipher control circuitry 118 based at least in part upon a service
type with which a received PDU is associated, and/or the like. The at least a portion of the
deciphered data may comprise the portion (e.g., header, field, and/or the like) of the PDU
in which the expected value is located. When the value of the at least a portion of the
deciphered data is not equal to the expected value, the decipher control circuitry 118 is

30  configured in some embodiments to determine an occurrence of a ciphering error. In this
regard, if the set of ciphering inputs used by the decipher control circuitry 118 to decipher
the data are synchronized with the set of ciphering inputs used by the cipher control
circuitry 126 to cipher the data, the at least a portion of the deciphered data should equal

the expected value.
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contrgl ¢j i fi i ] ts to
el it a hhSitopl¥ethPs O BRSE (Lo BB RE A IRES: Slur @ B BB 0 o
whi ch poipadcetiing),dadiop tirrdeciphér cintrol ¢icduiitty Y18Lafdl dipher bented rirc@itiy dd61ob a
initiate an 25RLC resynchronj zation as descri bed above (i]o- 'hni,ti,al i z? at
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si gnal i ngedoafiguratibn amd/othecweiyonaty cappaandtmecelOk). or t he deci pher control

circyjtr be preconfi gured, to, nake the predefi.ned nber .of. fail ed
St oot S fogel, " sofrina e IR Set Rn ey el e Bal 1A SR e erinkiglin.
enbodi ment§phetifg rd§h RORLatfoRPro@ldufd ByciitlaliMg 44 R 1ICSreB@HchFodiatioH bRt Re

initiate a ciphering resynchronizati on procedure in response to each
det er mi nd¢-gonan RhAt reeestibpblanéni grasedwre vdeo wpereting ut M et Ak mpde, eoi¥lilgur ed to

01t R hBIEL LG ESYISLON ZEUhR, REOSEHUTEC AL Rl RPN REST ded nurber

rrng err ave oc¢tcu
cipher input parameter such that the first set of cipher input parameters is resynchronized

25  with the second set of cipher input parameters. In this regard, the receiving apparatus 102
and a sending apparatus 104 may engage in a cell update procedure and the decipher
control circuitry 118 and cipher control circuitry 126 may initiate an RLC re-establishment
or other RLC resynchronization procedure as part of the cell update procedure so that the
decipher control circuitry 118 and cipher control circuitry 126 may initialize at least one

30  synchronized cipher input parameter (¢.g., COUNT-C value, UM RLC SN, and/or the
like).

[0047] Additionally or alternatively, in some embodiments, the decipher control
circuitry 118 is configured to initiate an autonomous ciphering resynchronization

procedure. In this regard, the decipher control circuitry 118 may be configured to select a
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t han zer owobthe/@e2pher control circuitry 118 nay be pr ecurFidoguesesosof or t he
predefined nunber. In another exanple, the deci pher control circuitry 118

may be configu to determine.th redef j.ne unber .hased at |l east in part
5 upon Tt OioeEbley Bt R okt e Brcl B gl ebogicaen el e "
predef i neghe M¥PBroLABY aREHativSvAIRS m&yR OEGE Y RbmPRR urperehnfc@vaiicloFam ng
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t hat the deci&her control circuitry 118 is to _detect prior to initiating a

ci pher i n&QERY rfe Hr ot thamoshprebaile tiveyalugi Jivedeeiphsrcantrel; ciguityr 8126 may
t hen gen i |.j .S§S. ei vi ng
appar at g a00 By R s A e R AR 2y T RS TSP e pgisa

det er m ned cipphedeputpachnietob és dediphet Jatatno dicreetti g diil domwhikk adgdiephgerreont r ol
circuitry 118 is cqnfigured.to initiate a ci in esynchroni zati on

pr ocedur °GtEror40 Arepiddadn ﬁ&%ﬁ@ﬂu@ﬁlyesﬁé%ﬁﬁﬂﬁfée Wb ﬁé?qt 5P have
occun ed.mdshproBesit RREhaGRNAIR! fof b thitkt mputldBai®¥r(DEs ARAOHIM SHcHnigtd er a
counter val ue based at least in part upon a nunber of consecutive ciphering

errors t haluesavtberoddenst @douiooof thet decphpicd ga@nvidegualrtbeeeeoted avalsic p hiethe ng
error and,jnitiate a cipher.in resynchroni zati on ocedur e based at
Conor o letia BifoforhRAGGHRTE fuf STRTRAR BRG] FIREHRBEREL 56 and
t he predehil RedndYEDOF ciph@ infitPaRIntstert BR sABGIOPHBIchfRMel @hd Bicldediphty 118 nay
be configured to increnent or decrenent the counter val ue when the deci pher

control EPRiEelicineyitrylld 8dedyebnsondiguisd toagain pdert @ rogst arabiblsatpimgtied yave and
i . 2 90eT San t vl
cquals: a TSRS E b RGP AaN RE RLRFECEMAR PR SR EBBY Bint L 00,

(e.g., | fThereciph@dontgl dircaittyall 8i mayt batondgurddas rapehitbe pfoc2Srad)sclettikes o

(e.qg., if decrenenting froman initial counter value of the predefined
nunber) . mast RHOI%PMB éit%FBbtﬂ%f‘c ORPBYOT MBTReriRer A PAPRECETERY theflegipger

decr emenich, fgotdieyHUN K Has X@t%lif&néﬁs‘?y &@?Yéh?cﬁﬁz &l G REARLEST Rl allpw the

deci pher control circuitry 8 Is contigured to adjust a counter value in
sone enbadiofenthsr ofput perametesntitloat. ledst phdparameteeofthangoad isetidficgtheBpual ues

and reshol d val ar royi de rely as exanples and the deci pher

e U S I AT A PR e RS R i R

thr eshol doN@bHESto 1ePOA Ble o &RTBF RIROH]; ABRYsE pfobEbId @REMAGYe FPBAE & mbfer CUI LTy
118 is configured to enable ciphering error detection and check for an

occur r enchef inguichastraetemgingt therdeeinhgr aghiral arseitor 1 fdras nddinredshiscdr e net .
g 8&1?68?@%@%@%@%@%@0 %}ercp ?ll mcoistrﬁ:rgf-)a%brlé/ al%‘e]fgatlr{%)forboene_ozr%_lore \é\igher input
values, at which point the decipher control circuitry 118 may be configured to initiate an
25  RLC resynchronization as described above to initialize at least one cipher input parameter
with a sending apparatus 104. The predefined number of failed attempts at autonomous
resynchronization may, for example, be signaled to the receiving apparatus 102 through
network signaling (e.g., from the sending apparatus 104) or the decipher control circuitry
118 may be preconfigured to make the predefined number of failed attempts prior to
30  initiating an RLC resynchronization.
[0048] In some embodiments, the decipher control circuitry 118 is not configured to
initiate a ciphering resynchronization procedure in response to each determination that a
ciphering error occurred, but rather is configured to initiate a ciphering resynchronization

procedure after a predefined number of consecutive ciphering errors have occurred (e.g.,
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wi th whi ¢RUE rieEEPvetrepner HsPaseddldpedrcapounoryrd, /giditiangly pates a
f1owchar by gaalelide HQidik: EXAMIRE itrygtlgggagf (eofBSE HGBhERL uflet ect i on

and recovery accordi ng an exenpl a I ment e Invention. In
15t hi s r pgaketnedh@nbS bakddus taast ie pagppoatiraresvetl matwark yighelipemtsaged by t he

deci pher control circuitry 118. T t hod may include the deciph control
ci rcui t ryrapyBiticbyithg %efﬁlﬁﬁ Y01 T TeaaY. Bhgh Potpatrof ﬁmﬂtﬁbﬁ%m er

of apir ?ﬁaiﬁﬁatcoﬁﬁg@t@ﬁ tQ@HetBRRife & pRRLIind AHALR AT REREEI R o WiHriAe 8£5diRg
apparatus 104, at operation 300. Operation 310 nmay conprise the decipher

control ¢he dacinthey cam® 1 aéuiigy t h&isftp dstectsmtor ¢d ingtighingra diplpuingpar amet ers to
deci pher 20 q%ghe&ed data in ﬁhre eiveq QDU..Thq gecbqper con%rol circuitry
118 may CREAUBHAAIA ROGHI R BI° AP SGUTOlSTSEHYiIgh THY PHLeFEM Pher ed dat a
to an expetidr sitahlids madsa@PRE dhhMisdeio B BERIVINNappRRIEN2AQMRE | S€ t he

deci pher control circuitry 118 determ ning an occurrence of a ciphering

error whépMpR@icaEpy iteyfaceHa4 dhat defirgs the daseriing prdefied aeaibphelned data i s

| . . i i1 e 118
L N e

n procedure in response to the
det er m naiphering adsyayhesratdtion psek@dulc@Podd bteGefided dunitt bat@scautivt eiptberng
according to an exenplary nmethod for cipherjing error detection and recovery
accor di n§"eE ve esasdahy dseipbticrtie! Gicuttyel LS snes W%gPFPdttﬂ Pderegard, FIG

4 illust | ; ' trol
T ust rghas, @a?_lgé @ésb@%leéslf'ﬁ{ ypa([:fgelfppotﬁ?arﬁﬁﬁ &B%&s@%&ﬁ@?ﬁ?{ﬁgggﬁérﬁ% ro

circuitry 118. e nethod ma rise the decip circurtry 118
i nitiali dangoauBod vpbrudctainiamglaeasturcmee of phipherinppartor pad anvitern cgfheang i r st

set one or, nore.cipher, i nput raneters with a ndi .appar.at us 104, at
oper a0 oRCHBErowsg B o ey FOBmp B WG TR EHEH UGRIPBP Vet ¢ ry
118 det enrpd funttr JalRE 8HE fﬂe'}ﬁ_@he’ﬁ%@ fimBér. FRR SRAMIE MBe G.éd_%‘ﬂ%’r BRIyt hat
must occur prior to initiating a ciphering resynchronization procedure, at

oper at i ol 13 oy bEreenfigeies teemcrsorent ot desieneant theycoun@r melye whke therfiscipher
determ naCtOIilt?Ori c?rfcui_tr%lll_l 8 d\é\%rr%gn]ég' /ar(l) gé&%%ﬁcce-r éfF alcziglzll‘e(%{n%%%%g agmd initiate a ciphering
resynchronization procedure when the counter value equals a threshold values, such as, for
25  example, the predefined number (e.g., if incrementing from an initial counter value of
zero) or zero (e.g., if decrementing from an initial counter value of the predefined number).
It will be appreciated, however, that incrementing and decrementing the counter value are
provided merely as examples of how the decipher control circuitry 118 is configured to
adjust a counter value in some embodiments of the invention. Further, the example initial
30 wvalues and threshold values are provided merely as examples and the decipher control
circuitry 118 may be configured to use other initial values and threshold values.
[0049] In some embodiments the decipher control circuitry 118 is configured to enable

ciphering error detection and check for an occurrence of a ciphering error only when one

or more conditions are met. For example, the decipher control circuitry 118 may be
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420, at operation 430. [005Z]FIG 5 illustrates a flowhart according to an
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exenpl ary i t . of | i L egard, . Fl il lustrates
oper at o8 TIRREY REGpR antioF ahaE elne b Be i Bo hE PR Csirhelhary 126

Oper api orirbGifrymayg beamipibiisea h&teoel fpedling@nbbltlg aidroe disabingldphdrivigtdr@k i zi ng a
val ue of at | east one cipher input paraneter qof a second set of one or nore
ci pher i MSGEtigIRIos fanERission tayibe ecsly hrpraraiteld2my thasendig spraratusdditvi ng

appar at usrplQee, oG oBhiiShaf 9&51‘&9&%12&63@%& Yo Ra D&f %‘gf%dé'ﬁ?edtdﬁﬂlb%%?”d set

of ci pher 1 nput paraneters to cip ta 151n a r transmssion to
t he r eceicensegutayppaplating ctoR, thattho penigter oonthd @irc@perldg nost &&6ctimye opt i onal |y

conprise the cipher control circuitr ngagi ng in ci pher.i.n

F esynchr QRFUE BT ( BB GRANE FesyPRaRvHIR) PipGatR k! &h a

ci phepi ”glt%ﬁﬁ’&ely,sthéi8&&[9{‘3?@019}’0&{}&1&?%8Yﬂa@r%e%ﬁﬁ@%&'%o crfaBRY @hiPig 520 may
be perfornmed in enbodi nents wherein the deCipher control circuitry 118 is
conf i gur etot deteetionitasesl adcaR @ ROrwoy ashivagsi type Wwoh whidosateval PBU S| ust r at es
a flowhart according to an exenplary nethod for ciphering error detection
and recoVdfy'“dCcording to an exenpl ary enbodi ment of the invention. In this

regard, b63016 i FIGIStilladtRscsePRIvAEHaRNScdriml (BN chenperf ashBd fd?)éiﬁh@ﬁn%i pher
control circuitry 126. Operation 600 may conprise the cipher contro

ci r cui t r prrepdetpetion; aaireqovgryaicosy ding to an gkergplaryeshodynentif prrainveriont In

par anet er, . ngl. . Or i i r er 0 be used
For 08 par® heuf B10S RSl PR R SO ph AP R ARG oBub”

circui tryirt@ifryrmag. The metlidseayt mahgaiissdeeiphof cantrobtivauitky $18Qimatidlinthgressage
configuring ciphering error. detection toﬁj he recei ving apparatus 102. The
net wor k §F‘E’ﬁé)lf rhiGayeas shacHaputdammsteefiadEst st ol JRordip Mpﬁ@r @P¥hering

q . ; i O i \ .
error e@g&%@ﬁﬁé Qi a"k%ncm%%ﬁﬁét‘dé 64, APBIHr A 53 0b %)qe'rﬁﬁ%%@%&%nﬂlﬁ-{]sb ning a

predefin r of cons ve clphering errors that the r g
appar at ushd@iphsr tantaétecnirné 1 hrasieg dedustretdofpeiplonr it paiatieters wwgleaipbepher i ng

YO ot 2o oL Broce S andhen SR RASTLSS, DUTHEr o L] e, 2t s
(F::’ Ir gLi E (r) J'aljﬂ_l'gtgfﬁ% lﬁﬁ'é[l ﬁ?&ﬁ%ﬂ%ﬂtﬁ@&é&@feﬁmﬂ Fed f00fh RHOAEINUIEe, afl BSeridp. cont r ol
Operation 330 may comprise the decipher control circuitry 118 determining an occurrence
of a ciphering error when the value of the at least a portion of the deciphered data is not
equal to the expected value. The decipher control circuitry 118 may then initiate a
25  ciphering resynchronization procedure in response to the determination, at operation 340.
[0051] FIG. 4 illustrates a flowchart according to an exemplary method for ciphering
error detection and recovery according to an exemplary embodiment of the invention. In
this regard, FIG. 4 illustrates operations that may be performed by the decipher control
circuitry 118. The method may comprise the decipher control circuitry 118 initializing a
30  wvalue of at least one cipher input parameter of a first set of one or more cipher input
parameters with a sending apparatus 104, at operation 400. Operation 410 may comprise
the decipher control circuitry 118 determining a predefined number of consecutive
ciphering errors that must occur prior to initiating a ciphering resynchronization procedure,

at operation 410. The decipher control circuitry 118 may make the determination of
21-



-22- WD 2011/001022PCT/ F12010/ 050509 use the second set of cipher input
paraneters to cipher data in a PDU for transm ssion to the receiving

appar at uswdQai1/@io2eper ati on 620. COperation 630 nay opti eoalFR1@epM se t he
ci pher control circuitry engaging in a ciphering resynchronization

d i t.h i Vi t 102 .wh [ ' .g.,
Dt edet | nBeLMbA D B Shetde PUECETLHHER Ygrane BrEyRet hefecridney i e
recei vi _ngﬁgams b4 and/EPLERicO IR cRE reRivearrmRd id Rs&ihesli opahsonher ei n
t he deci pher control circuitry 118 is configured to initiate an RLC

r esynchr dap zeyi compriso ds4icriptier, copirgl eircaitry blicdierminipg ap osgutaang ohet hod, and

conput er t ing t. |.ary I f .t he

ivent o g A LaBEERLT iheliBe SERRUB-SRRORI B Bhelbne

f 1 owchar tréceivad PDIUNYLT ivaddciphsr @ntilol ciedtstry N1 8 ey tlcdvikifiarctSeipigaingbe

i npl enented by various neans, such as hardware and/ or a conputer program
product ¢eWpsireniEyiIEogiduFRindcheRriodhe dEemiptioNREPPEREOR 490G ORSAG er
readable4gbpgran1instructions stored thereon. For exanple, one or nore of

t he procedures described herein nay be enbodi ed by conputer program

i nstruct i[@f2] of Bl SnHutteatespr by dmrtpicostdoig.to bn eddnplhtysmetbgd fad,citheeng onput er

program prodyct (s i ch enbody the procedures described herein. nmay be
stored by"8h S TRROYEY CERIFITE B S PIRB KSR S 1B X199 1R endi ng

appan gt Ushil Oébar TG £i1H8H NG oratRME YRk ma9beHeBFmEPHPHE icHheAH e and
executed by a processor in the conputing device (e.dg. the processor 110
and/ or procetyd26.1Qpgratipn 580 mayentpdiserthetenhet bentod npartiey 196 oytridming a

pr ocedur Sehaet 8 R i S Do & ne) BRI e GO R eT elh P ehpflra T ey
of conputpanenceY tCBSusedSoriplering daRRViECh adceidingldhpastih 020 MAL tihePr 0gr am
product may be | oaded onto a con'ﬁuter or ot her programmabl e apparatus to

produce &onwelitgeitrysidémayhien virethe seaond set o cofieaippl avBetcisie FDEFNg 4 he
| nst pyct 'i@g§d¢£o? %ﬁﬁéﬁﬁ#gﬁtoo{ﬂlie;rgc%%\ﬁhlgg?ﬁ}ﬁ%[tusof 02041 er#{o@%ﬁlﬁ.%%eaﬁpﬁ%@r atus

creates neans I nmpl enen 1 ONS "Specl OWchar t

bl ock(s) ny sitiepdls) conkpiist hiey ciphdreonstpidceitrynQggiagmps oghaingmay conpri se one
or nore conputer-readabl e nenoﬂies on which the conputer. program .
i nst r uct TBWECHAYZHONRIBFEHIS ith thafseciYing appraatyp 1A Iach & AMEERE $Edab] e

MenDr i €s jeaRdiHy ekl re@ei@&%ﬁa@ﬁ&’t&wg{ d?'eﬂl%n BQ@Q{a?/ngﬁa%HSrrﬁ‘Wﬁrﬂ%ﬁirﬁ&ti unction

in a particular ”manner, he conpute gram product conprises an
30arti cl evlefemmréreufcapher @ntvol ateuitnpl Himerbsfigured foundtatcomm BpEci fied in the
romEBart blqgkéséqor step(s). The conputer programinstructions of one or
mor e “Conpu? 8 BMEYUm products may al so be | oaded onto a conputer or other

pr ogr ammapds3| ap PRI IGURudtitGAUBEY Ghaft@ict§8ingfto an exemplary method for ciphering

error detection and recovery according to an exemplary embodiment of the invention. In
this regard, FIG. 6 illustrates operations that may be performed by the cipher control
circuitry 126. Operation 600 may comprise the cipher control circuitry 126 initializing a

25  wvalue of at least one cipher input parameter of a second set of one or more cipher input
parameters to be used for ciphering data with a receiving apparatus 102. The cipher
control circuitry 126 may then cause transmission of a network signaling message
configuring ciphering error detection to the receiving apparatus 102. The network
signaling message may comprise instructions enabling ciphering error detection by the

30 receiving apparatus 102, instructions defining a predefined number of consecutive
ciphering errors that the receiving apparatus 102 is to determine have occurred prior to
initiating a ciphering resynchronization procedure, and/or a predefined number of failed
attempts at autonomous resynchronization the receiving apparatus 102 is to make prior to

initiating an RLC resynchronization procedure. The cipher control circuitry 126 may then
22-



operational steps to be perfornmed on the conputer or other programrmabl e
apparatus to produce a conputer-inplenented process such that the

i nstruct iwoowocizzexecute on the -23- WO 2011/ 001022PE¢rFiiddd 5080509
conput er or other programuabl e apparatus provide steps for inplenmenting the

functions specified in the flowhart bl ock(s r.st . .

[ 0055 Ac st BEarar 61 sty imnd) B anGer RS TR ddhatt PBLESS rensistna i ons o
means f orhPREEOmBIapParkhE 10Dk 'o?;érﬁﬂoﬁ B0t OIS ANEE 0CARPb RS BN SoMbrigt tges for
perform ng the 5specified functions. It wll also be understood that one or
nmor e bl oskdicheondtod pscuay ereRgfgonerraphicring fieby sdupiipztangnecagfrehyvisle s or st eps
in the fl Ll e Ci r - ed
corput er *SySt TR R P EPPRUR B TF o ProoBHh SRRy L KR Sagfe

conbi pat icghsring cspeyisaleteptedpgIRe Roaeidingr @ pamnesc Opetitien 600 agiyaR ferfothet (S) .

[ 0056] The above described functions may be carried out in nmany ways. For
exanpl e, M OMAAdMERistEISTEN fhedesinhek C%larprw%@t%w sLoRfigyred meinftipte i BRS
descri bed %g%gm%yonbe enpl oyed to carry out enbodi ments of the invention.
I n one en% Iment, a suitably configured processor may provide all or a
portion ¢0034he eFKmeBitsaroflotvhkartsrofarnstystom, methodnatdhmpeidspdogremtprodict or a

portion of the elenents of the invention may be confi gured and. operat e
under corfFBINERO S TS bﬂg%@tw? e HrGRY .n-Tﬁ@VI@Eﬁﬁﬂéjf‘éﬁtowf ﬁ@} &hpr oduct
15 fap PRIJRIITsRY o MRENAHS, Al EABREHIRNG S Ks D fhel NRALHO Mdyie! udes a

conput er -readabl e storage nedi um such as the non-volatile storage medi um

and conpumplemeated iyl varipnogeans sustas hardwaohand/eructomysitar psegramreduct onput er

i nstructions,. .enbodied in the con%ga%lsr- r(ﬁadaﬁl e storage nedi ym %0057] As
such, t h&ATPEYRR OBrBLBCHeT U HHECIHDEAR TS A2 HPE 9 BT Se AT BESH ages 20
t 0 conputihghghcHes sERsd tHeRIBRAU tFoP Bx e &, Gfic U BloSe offAE pRRLIMEK dQREBE IRr&in

Enbodi nents of the invention provide a receiving apparatus configured to

det er m nénayrbegetadicdrivecostpuser dirpgiamiipgrustipwsrof a Gempyies pregiamdrodigbodi nent s
of t i ny: j r Qv i.Vi r fi ] nm ne an
oo on BT AR Sl S5 AR RERAALHRORETC AL S AT ST e o
an expectectivmbhy dc braiehesnd sgrendrt nidnery dbviecsalf athecidag npheited 10kt a is 25

equal to the expected, val u%‘ This conparison allows for some enbodi nments of
the i nverdEiORS tpagtrelidh mebtpt SETYER 5 PIST EPPAEMEE VIS B cresytiddess of

a Servi cg gyRe it ﬁl@%hﬁp‘i[ig% S'éx%be(ireggg Ry RbA& Y lq@taﬁdMP%)EocEs%o@FﬁBP it ed.

Enbodi nent's of the i1nve pr ov a recel ving apparatus 102 confi gured
t o det er some carbodinouts, rrRc@nplutea podgrire Mgy cirrsa@onipnissigtthatinmsevirtegremn a

cycl i,¢ redunpdanc .cFe&E (§CRC) for rotected data ma gai | . 30 [0058]
Erbodl mert RO L KT RUSRE B PHRrFEHEr TrE0T o MBS B BEMeTls
confi gur @yik& M fllalif & @hiueihy A8viedsT Ns WRCRVApYecRhQE 8 SR hTBnatck O
resynchroni ze a local 'set of oné or nore cipher input paranmeters used to
deci pher pregranpeetivst phebedbaded antpiatdempuiestor ofheo progammalrie appapsies to nput
paraneters used by, a sendi,ng..apparatus to cipher. the ciphere ata prior to
{ amam seresie R il SEER R PER M sl PG MeRTMOEBIIRR 0l e o
recei vi ngvhiglffexecute on the computer or other programmable apparatus creates means for
25  implementing the functions specified in the flowchart block(s) or step(s). Further, the
computer program product may comprise one or more computer-readable memories on
which the computer program instructions may be stored such that the one or more
computer-readable memories can direct a computer or other programmable apparatus to
function in a particular manner, such that the computer program product comprises an
30  article of manufacture which implements the function specified in the flowchart block(s) or
step(s). The computer program instructions of one or more computer program products
may also be loaded onto a computer or other programmable apparatus to cause a series of

operational steps to be performed on the computer or other programmable apparatus to

produce a computer-implemented process such that the instructions which execute on the
23-



WD 2011/ 001022PCT/ F12010/ 050509 apparatus configured to initiate a radio

| ink control resynchronization with a sending apparatus to resynchroni ze
one or nowe 20ilpher22i nput paraneters. Enbodi nents of thepcmrenti/aos@ so
provi de a receiving apparatus configured to autononDust resynchronize one

or nore cipher i ar anet b el ecti n pr ob rnati ve
Vel e ooy pEEHeRRE AN iR P U fePs PETERBRERN Feduiden

i nvent i oRp&iRM idlitROf6 RELRELIBEI) tisepad)i Ng confi guration of ciphering error
det ection and/ or cipheri ngherror recovery procedures elimnate

i nt er- opdPQENI| i tz9£0¢0§émely aks oredjeps ©f the ag SHRROSY mrr&gnetp)@apémans _
confi gur g, gﬁe?fo%% egrtH% O@eﬁ{%d‘icﬁé{fo gnl(fc?co()r}clblgat?on@%?s e{a‘sgfo 8e Bmﬁﬂg/ Qr initiate
a ci pheri n error roce ure I'S conmuni ver V\Di’k not

confi gur efedifiedstuppioms. a \cﬂ]pdlw bei@dbﬁbedddqhatrcae@v éfoye blroolesacﬁhsr@s of €359] Many
nodi fi cat]l ons and ot her enbodinents of the inventions set forth herein wll

come to moMEhes deogkmafians eiplecks oastert B thnrlenchae swyi brvBIRISeMECdIdf t ai n
having th é?aqfib%ié gﬁrdi»v*é{f‘e & E elpi ﬁ{&t\ﬁﬁcﬁ gerg&ﬁl Ok &?ﬁé&i ugﬁr’:o%' ptions

and the a soci at'e raw ngs. Ist e unde stoo at the
enbodi ment stepd, ot hembmvmnsr o sperid pruqioséLﬁardwlae: dnidrootrpa tar prdgnem ppetuic(s)c

enbodi e @@56? SCJE ragﬁc':nﬂ (51 modi fi cat ons .and at her enbodi.nents are

i nt ended P f”cnﬁEO%SclB@é OFUTREOYPP EHGE IV B P af HEC*2 MY Cover ,
al t hqggh ah?@uﬁé%[ee&@éﬂﬂ%td@éﬁzﬁﬂg%dt%@&l Gnfe fRtiaSSRSER @G bIVAMLgs descri be
exenpl ary enbodi nents in the context of certain exenplary conbi nations of

el ement s eamw.i@d t ufn’cxt pwresnboidimenoef] tl:ie becatpr d@ioaﬁembpdmendiafmﬂdm

conbi nat i ons enment s _and/ o 46 i ”Ié ‘h et vi ded b I ternative
enbodi neft? %W%BE?P@S&%IEW PRY' 9 lrﬂrtai’Pe %S bf P“ﬁB Sé’ﬁg%e dedte In

thi s regansthef @hbsask! &l ofld Héreibe BF tHeQMdhdHA 6ORS iEn@dEMBALS ¢ %d b
functions than those expl icitly described above are al so contenpl ate

may be séndpperats underseonobdl & ¢panpigareamdredyes. The eoropujer rypa@eny pr@dircér ms

and not foiegFlehne SIRbATH g RyAr Bl oo IS AToB N GeSRI8t wnr
'S CLAI Msidrdda: mddidmnmichad tieatoprvodatilg storage mediunisind@opliter- $¢adakle podgrane Or

nore ci pher 1 nput paraneters to deci pher ci phere a in 5a received

prot ocol A% BOTHANY SUGRASRETCHEY Per ORIk ikrugae s, 9@@ @P%Wetheaomgrtﬁ@ a second
set of ong ki Gheher 1 nput paraneters; conparing a value of at least a
portion O% Fierggie%%ephered'data to an expected val ue; determning, wth

deci pher [6@F7r ol As ismahuﬂten,ysonmmimdimetﬂmoétheﬁn\antii)qnpmrvideg;ee&“ralmdvu\ihtegest he

I f th r n.of. th her h
\éipggpg d té coemglgtlng c%}ccg c%?nph‘lugg dgwcct uS%l‘Sng?(l IE) & idop%?a[tgrsl %m%%%iln?ecilts of to the

the invention provide a receiving apparatus configured to determine an occurrence of a
ciphering error. In this regard, embodiments of the invention provide a receiving apparatus
configured to determine an occurrence of a ciphering error by comparing a value of
deciphered data to an expected value to determine if the value of the deciphered data is

25  equal to the expected value. This comparison allows for some embodiments of the
invention to determine an occurrence of a ciphering error regardless of a service type with
which a ciphered protocol data unit is associated. Embodiments of the invention provide a
receiving apparatus 102 configured to determine an occurrence of a ciphering error in
situations wherein a cyclic redundancy check (CRC) for CRC protected data may fail.

30  [0058] Embodiments of the invention further provide a receiving apparatus configured
to initiate a ciphering error recovery procedure so as to resynchronize a local set of one or
more cipher input parameters used to decipher received ciphered data with a set of one or
more cipher input parameters used by a sending apparatus to cipher the ciphered data prior

to transmission to the terminal. Some embodiments of the invention provide a receiving
24-



10val ue; and initiating a ciphering resynchroni zation procedure in
response to the determnation that a ciphering error occurred so as to
resynchr omp2e11ai1d2east one of the first set of cipher i pputFipasessioers wth
at | east one of the second set of cipher input paranmeters. 152. The net hod

of Aaiml, furth conmpr.ising: .. ... adjusting,a counter val ue based at
Ceast i n 2Bt s Rdalalr adiodink erbareraRaRriglier Mid eAdrnave
occur r ed aphabtud & teRNRhFdMz iR e dpher inPutRESIMEY. PhDLAEXntSstthe Uni ts;
and wherein initiating the ciphering resynchronization procedure conprises
i nitiatingyeationalsy prraidorgrerasipganponius sonlagiret Boadmomopplanctynehropat er

val ue hag, gopﬁ%geeéiqugqnéu?l Q}a'm%Pe%{‘hfs%&ﬁ 3 r%s‘%g%ﬂa&%datnﬁ%ﬁﬁ% vallOREGE N the
pr edef i ned® Ruber onprises a na Al huRper greater an zero.

The net hoshsodneWiptidinbut parbinber. Eopdinsdntgpfded R BhtionNGotidRgroeaaivorked 25
nunber based at |east in part upon one or. nore of a message transmtted by
a sendi ng'Zappg eanfiguption OE EPPFIERE ¢rysaletietion HkY QUFIRIKEINE CHOBESP V@Rt a unit s
are as.soglblr@cieﬁgres ﬁliminate iﬂter%@@raﬂfﬁ??ﬂglegftha Bedur \»ﬂ@fﬁleeeibﬁ ta?g%‘_aﬂlg a

ci phering resynchroni zation procedure conprrses initiating 1o link
control resfynobd tndczamicmanps@orducefhei@Biing tirat arléoratitiheastiplenmgeipher

i nput paraneter such that the. first set of cipher fj ngﬁ‘:é;{ paraneters is

r esynchr &HHCYEY RIPFTUEHE CQREBRIFAERE 0% adiehuk nohpRRfigyEddRatnaLt @ ¢ppering

20114901Q2ePLEH TS PIR0R0509 5. The method of Claim1l, wherein
initiating a ciphering resynchronization procedure conprises initiating an

aut ononmo 8039 pheMang modsyaatibmsoamidzahérembod meatueiche oyvpntiaisngt forth herein

sel ecting .a nost probable alternative val.ue.for. the. at | east one of the
Frrst serBeoBEp Rpe Rriute Rl el o Qi b ind GioR pef T bef BE 08 oo
probabl e pahdRrof@id tE&h%ﬂés%@es%@te@ﬁ@!h@*f&fegéihg dedcpipas@chndah@adsbcihldg recei ved
protocol data unit. 6. The nethod of Claim1l, wherein the at |east a

portion @rawings. dEkergfes dds tsazeamﬁ@tsmérth@ége gnkodmenty pé thefingenyigs dromptf i el d,
8'?@@ h%é’h&%&‘i%th%rsp@ciﬁé 9\{[18%9{1169@%?30%@&&&1 @6 hodifications fnd Sigr ML N0 Of
alm 1, the P a I ses ahn

ereirn ot oco a unit conpr
embodiments are intended to be included within the scope of the appended claims.

3.

Moreover, although the foregoing descriptions and the associated drawings describe
exemplary embodiments in the context of certain exemplary combinations of elements
and/or functions, it should be appreciated that different combinations of elements and/or
20  functions may be provided by alternative embodiments without departing from the scope
of the appended claims. In this regard, for example, different combinations of elements
and/or functions than those explicitly described above are also contemplated as may be set
forth in some of the appended claims. Although specific terms are employed herein, they

are used in a generic and descriptive sense only and not for purposes of limitation.
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unacknow edged node radio link control |ayer protocol data unit, an
acknowl edged node radio link control |ayer protocol data unit, an
unacknow woged/mmite packet data 15convergence protocol pcotromedodsdoa unit,
or an acknow edged node packet data convergence protocol protocol data

unit. WH %, ﬁ@ 3@us conprising at |east one processor and at | east
one nenor'y éto ( ﬁb er program code, wherein the at | east one nenory
and stored conputer 20program code are configured to, with the at |east one

processor, cause the apparatus to at |east: use a first set of one or
nmore ci pher irdput pamgtedepsiprisingeci pher ci phered data in a received

protocol data Wikt ST S LGl BORLEH, (7 BB G) RUGHIEE LR sfcond

i
set of one or e Ci I nput pardnete ar e east a

portien afrecédivecddrceiopblielaeturdiaivhcicin tid ciphpadtidach wa dipticred using sledcendrsdidfan
occurrence of a ciphering error when the value of the at |east a portion of
the deci PRHePEBORAEIRNG INBPIBHIFESt 0 t he expected val ue; and

initiate a ci %ﬁghﬂ?ﬁg £9§1ﬁ98f'£t%ﬁs?§g8&'8n%¥% Wpfedcd d%&%@%'% %g?edt\!}tﬁie;

determ nation that & ciphering error occurre 0 as to resynchroni ze at
| east one of tdaerhinigg, wathtdeofpher qrmén]l Gfduitpyltan pacanetebfa viphériat ert@ast one

of the second set of_cipher input p ters. .9, The apparat us of
O ai m 8, i8R Vityar it B G PO G 9ot el nebslL L DpPUBERMh code
are qgonfigmpeeshd o, with the at | east one processor, further cause the

apparatus to: WO 2011/001022PCT/ F12010/ 050509 adj ust a counter val ue
based at | eastinitiatingg ¢iphgrorg rasymghtvarzatén pronsdisetn seepaisp tvethe dgteamimatien t hat

have occurred.when deci pheri ci phered dat a recei ¥ed pr.ot ocol. .dat a

it s ol ritrRe RS GeEAS SR IEH PR Rk et SRE R B YRS e e code
are conf iigit parabidteriMyvith ablch@ oat of BRSEcAIBPF G SES Mput padSetctIe apparatus to
initiate the ciphering resynchronization procedure by initiating a

ci phering resynchroni zati on procedure when the counter value has a
predgfi ned rebatioﬁ%gﬂ%d@hST rﬁg?fﬁﬂﬁngHHﬁ%ﬁi-“herei” t he predefined
nunber conpri sés a natural nunber greater anczero.
adjusting a counter value based at least in part upon a number of consecutive
ciphering errors that have occurred when deciphering ciphered data in received protocol
data units; and wherein
initiating the ciphering resynchronization procedure comprises initiating a
20  ciphering resynchronization procedure when the counter value has a predefined

relationship with a predefined number, wherein the predefined number comprises a natural

number greater than zero.

3. The method of Claim 2, further comprising determining the predefined
25  number based at least in part upon one or more of a message transmitted by a sending

apparatus or a service type with which the protocol data units are associated.

4. The method of Claim 1, wherein initiating a ciphering resynchronization
procedure comprises initiating a radio link control resynchronization procedure to
30 initialize at least one cipher input parameter such that the first set of cipher input

parameters is resynchronized with the second set of cipher input parameters.
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1010. The apparatus of Claim9, wherein the at |east one nenory and stored
conput er program code are configured to, with the at | east one processor
further owogeitdoezapparatus to determ ne the predefi nedprourmnotmms@d at

| east in part upon one or nore of a nessage transmtted by a sending
apparatus or service t it h ich the protocol data units.are

roboc ated. 18- STy hRE i T Eetehiiglidk REBhelR RN REALER cas:
one NMENDhyoRBtkeToRpeisesGRitiRHhEhn Qﬁt@ﬂ&ﬁmm@@ﬁﬁg RessACHrbAIARM frceditd h the at
| east one processor, cause the apparatus to initiate a ciphering

resynchr GAMPHBIBN procedure by initiating a radio link control

resynchroni zat L,Qn. pr.o i tiali n Fpher inp
par aneter s uchc o0 R PR Ry MBS VEfts b b AT B B Ty SRR
r esynshr eiphzethpwi pdrarhfterss@apbnd set of ci pher input paraneters. 12.

The apparatus of Claim8, wherein the at |east one nenory and stored
conput er pr ograedliielested meRprepabledlicmativg v#ug edostrheptis cinbgeedsiabdassor

cause th?h@é@&?&f@%ﬂﬁof&ﬂéﬂﬁﬂiate a ci phering resynchroni zati on procedure
by initiating an ‘autononous ci phering resynchronization procedure, wherein

t he aut ononous ci phering resynchroni zati on procedure conpri ses:

sel ecting a ngst probable alternative valuye for the at |east one of the
first set of & ph_er‘%le Apsibofel _ir\éfﬁer w&ﬁ%&}s%ﬁ@ PPRIONLY |ﬂ_z$ccﬁeé>ephﬁf?§tda_ta
probapl e c@hﬁ)ﬁﬁé@%{nb‘b?nib% Y€a fiéhd@%cﬁélﬁ'eef IchiR idiPRer 66 PRkidol Bath Rt he&RE ved
protocol data unit. WD 2011/ 001022PCT/ F12010/ 050509 13. The apparat us of

Claim8, wherein the at | east a portion of the deciphered data conprises
one or nore of, a paddi ng, fj .a.length jndicator. or.a protocol data unit
neader . 814, THe apgdraraeods Coinf i SRHabERTRREAys G BoRbERER i

conpri sesnadkndRasikp®Wodd affio MBI EortRllila el prokocoPadt Qhit | adYRkndWled@Eqhodtat a
unit, an acknow edged node radio link control |ayer protocol data unit, an

unacknowiredig dak serfeol sk eroteral date gpisergenekngyledasd snodsmeelt dhtadat a unit, or
an aggno%g\qqu cgggo%%@g%%coqgﬁtg \}dﬁfe ”&.ea{ngat%gﬁ&wl% etd°r§6’&e [RLQER data unit.
. ratus O , rat us

10 157 The app ai m etein e app onprises or is
enbodi ed convergence protocol protocol data unit.

8. An apparatus comprising at least one processor and at least one memory
storing computer program code, wherein the at least one memory and stored computer
20  program code are configured to, with the at least one processor, cause the apparatus to at
least:
use a first set of one or more cipher input parameters to decipher ciphered data in a
received protocol data unit, wherein the ciphered data was ciphered using a second set of
one or more cipher input parameters;
25 compare a value of at least a portion of the deciphered data to an expected value;
determine an occurrence of a ciphering error when the value of the at least a portion
of the deciphered data is not equal to the expected value; and
initiate a ciphering resynchronization procedure in response to the determination
that a ciphering error occurred so as to resynchronize at least one of the first set of cipher

30  input parameters with at least one of the second set of cipher input parameters.

9. The apparatus of Claim 8, wherein the at least one memory and stored
computer program code are configured to, with the at least one processor, further cause the

apparatus to:
27-



on a nobil e phone, the nobile phone conprising user interface circuitry and
user interface software stored on one or nore of the at |east one nenory;
wher ei n twe 20si@01020t erface circuitry and user i nterf ace PeufFivas/asosroe
configured to: 15facilitate user control of at |east some functions of the

nobi | e phone through use of displ ay;. an cause. at | east .a portion
of & user i nt dPREECHTE y8 Juiee i RS wpen arufRESESbseetie: aPufiey o
faci |1t atgroksht HQBbEQIredfwiRth de€iphrigOiBhdretngdth ansc@icd fotd¥Bbddt£uiione.
2016. A conputer program product conprising at |east one conputer-readable
storage medwhsidivi ng conput er - r eadabl e program i nstructions stored
therein, the -re e proar | .on i 3 ng: .oa
progran1instr3@ |g%%£g%]%%%Béﬁmﬁﬁggﬁgg%gggéé#ﬁé%£§§¥ﬁ%gR%W§g%%dﬁ%ﬁgﬂéipher
i nput 5 panken@tessoncoprdesi@heduse thphgpadtudad Mitidie theroisiRiig desphcHrogiedtiohat a
unit, wherein the ciphered 25data was ci phered using a second set of one or
nore ci pRECCHWS Y ipiipEpgt gipgering resynchronizagpn RIQCRAYTE YN She CORter Juked for

conpari ng,a égﬁ{dgﬁnéaf re?dhogﬁlgf %ogf‘%@%ﬁﬂea Muffoet, %egé?l? Iﬂ%ﬁ)?é(%%}p%@hﬁ;g%& an

expected va m I nstruction con erm ni ng an
occur r encempfisa aciaphrer numgpee praater Whwareetdhe val ue of the at | east a portion of
t he deci phered data is not equal to the expected 30 val ue; and a

programinstruction configured for initiating a ciphering resynchronization

procegure in n@sSpPoR$ ahfarhiis ofl€lehy, RakicANthERRlcad dnk PRERIPUn SR occurred
so as to resynchroni ze at |east one of the first set of cipher input

par anmet ercompiitch prigrdne gede avacowfigurérbtoswesh ek & deaspdnechrperssori hpther gasathet er s.
WO 2011/ 001022PCT/ F12010/,0505 7. The conputer program pragduct of
O ai m 160U ERGT SRR U o olnst Bup Rt Lot Bt ghe R GO R Tphr
adj ust i ngnaspRUALSHitkalbye LAGRE apparkt@ast a sdﬂvﬂaagkpe witHhRBidh 8hdwoiRs] dka
consecutive ciphering errors that have occurred when deci phering 5ci phered

data in ratepigagsosidtdcol data units; and wherein t he program
instﬁ ction configured for initiating the ciphering resynchronization
procedure conprises instructions configured for initiating a ciphering
resynchroni zatlilon gheappurb@s wh€hilse whotsd e av Rhstenbasentorpred sbidded
relationship to a predefined n nb%{, wherei n the predefined nquer
conpri seSORPHISE DFogFam 6 ¢ gprdigussd tonwHh she ¢ leappone processor, cause the

apparatus to initiate a ciphering resynchronization procedure by initiating a radio link
control resynchronization procedure to initialize at least one cipher input parameter such
20  that the first set of cipher input parameters is resynchronized with the second set of cipher

input parameters.

12.  The apparatus of Claim 8, wherein the at least one memory and stored
computer program code are configured to, with the at least one processor, cause the
25  apparatus to initiate a ciphering resynchronization procedure by initiating an autonomous
ciphering resynchronization procedure, wherein the autonomous ciphering
resynchronization procedure comprises:
selecting a most probable alternative value for the at least one of the first set of
cipher input parameters; and
30 using the selected most probable alternative value to decipher the ciphered data in

the received protocol data unit.
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18. The conputer program product of Caim1l7, further conprising a program
i nstruction configured for determ ning the predefined nunber based at | east
in part wwonroom@i@ez nore of a nessage transmtted by a semdingo/esppar at us or
a service type with which the protocol data units are associated. 15

19. The conputer pr.ogram prod .of, Claim 16, rein.the.prqgr.am

Fnstruct o’ odnt i ouTBaPPBS Al Flaidis e Beet 1Y el e BhASR b
procedur aaQFRIprS&Sorcttnidte bF @RaddRnTiblauUs Reofhahdicitbt, odhiph@odbl dadiwitl 1 nk
control resynchronization procedure to initralize at |east one cipher input
par anet etheadggh that the first set of cipher input 20 paraneters is
resynchroni zed with the second set of cipher input paraneters. 20.
The conputer program product of Claim 16, wherein the programinstruction
confi gured fori4i ni tlhatabpga@s of Cherni ) Gheesyhe piaoca duiaamitpoapedty s conpri ses

I nstructions configured for injitiating an autononous ci pherin
r esynchr GRAROVGHLE BIOde tAdio Il epnital &qygiprotocol datg wpigap; ar‘ibm&”lﬁg%ﬁd Bedpabl e

o o o ALl S T sk eyt TR
deci pher cbﬁeergémh praccod atcodoh dathenit pereinvaekingrlodgelohodbataaketndata. 30
convergence protocol protocol data unit.
10
15.  The apparatus of Claim 8, wherein the apparatus comprises or is embodied
on a mobile phone, the mobile phone comprising user interface circuitry and user interface
software stored on one or more of the at least one memory; wherein the user interface
circuitry and user interface software are configured to:
15 facilitate user control of at least some functions of the mobile phone through use of
a display; and
cause at least a portion of a user interface of the mobile phone to be displayed on

the display to facilitate user control of at least some functions of the mobile phone.

20 16. A computer program product comprising at least one computer-readable
storage medium having computer-readable program instructions stored therein, the
computer-readable program instructions comprising:

a program instruction configured for using a first set of one or more cipher input
parameters to decipher ciphered data in a received protocol data unit, wherein the ciphered

25  data was ciphered using a second set of one or more cipher input parameters;

a program instruction configured for comparing a value of at least a portion of the
deciphered data to an expected value;

a program instruction configured for determining an occurrence of a ciphering error
when the value of the at least a portion of the deciphered data is not equal to the expected

30  value; and

a program instruction configured for initiating a ciphering resynchronization
procedure in response to the determination that a ciphering error occurred so as to
resynchronize at least one of the first set of cipher input parameters with at least one of the

second set of cipher input parameters.
220
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17.  The computer program product of Claim 16, further comprising:

a program instruction configured for adjusting a counter value based at least in part
upon a number of consecutive ciphering errors that have occurred when deciphering
ciphered data in received protocol data units; and wherein

the program instruction configured for initiating the ciphering resynchronization
procedure comprises instructions configured for initiating a ciphering resynchronization
procedure when the counter value has a predefined relationship to a predefined number,

wherein the predefined number comprises a natural number greater than zero.

18.  The computer program product of Claim 17, further comprising a program
instruction configured for determining the predefined number based at least in part upon
one or more of a message transmitted by a sending apparatus or a service type with which

the protocol data units are associated.

19. The computer program product of Claim 16, wherein the program
instruction configured for initiating a ciphering resynchronization procedure comprises
instructions configured for initiating a radio link control resynchronization procedure to
initialize at least one cipher input parameter such that the first set of cipher input

parameters is resynchronized with the second set of cipher input parameters.

20.  The computer program product of Claim 16, wherein the program
instruction configured for initiating a ciphering resynchronization procedure comprises
instructions configured for initiating an autonomous ciphering resynchronization procedure
comprising:

selecting a most probable alternative value for the at least one of the first set of
cipher input parameters; and

using the selected most probable alternative value to decipher the ciphered data in

the received protocol data unit.
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