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-1 -TITLE OF THE INVENTION PORTABLE ELECTRONIC DEVICE
AND CONTROL METHOD OF PORTABLE ELECTRONIC DEVICE
BACKGROUND OF THE INVENTION This invention relates to a
portable electronic device such as an IC card or IC tag contained in an IC
chip in which individual information or transaction information is stored, for
example, and a control method of the portable electronic device.
10Conventionally, contact and non-contact IC cards have serial interfaces

of a half-duplex communicatiairsystem asexterpat Gempunication
interfaces. Some of the above IC cards have a function called as a logical

chanmglRIPABBHCEG a0 Teving_theHum ctibnrofithe ASiayicalidiannel, ar
physical% single interface can be simulatively used as plural

commiutiidadtiorfinterFaces By me3ky bF plural channels (logical channels).
For example, an applicatg%{b@@{%ﬁtggalﬁggvﬁ‘mm Hsed to
Othereo

specify a channel 1 and an application can be used to specify

a channel 2.1n {his Gasenthecextewph device €an copypdpicateavith andgi ¢
card in a time-sharing fashion by use of the applications A and B. That is,

the agislications Acind:B can 3¢ operatecbas FEhéy gompmiriidatevitinthen IC
IC 25card in one-to-one correspondence. In the IC card having the logical

chanifeHihctdn"as GEscribttV At fotddrS TR dile o 1 aldedada Tahon
bern@%%%%“@%&on is stored, for example, and a control

method of the portable electronic device.
Conventiocnally, contact and non-contact IC cards
have serial interfaces of a half-duplex communication
system as external communication interfaces. Some of
the above IC cards have a function called as a logical
channel. 1In the IC card having the function of the
logical channel, a physically single interface can be
simulatively used as plural communication interfaces by
means of plural channels (logical channels). For
example, an application A of an external device can be
used to specify a channel 1 and an application B
thereof can be used to specify a channel 2. In this
case, the external device can communicate with an IC
card in a time-sharing fashion by use of the
applications A and B. That is, the applications A and
B can be operated as if they communicate with the IC
card in one-to-one correspondence. In the IC card
having the logical channel function as described above,

folders or files to be accessed can be managed and
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- 2 - controlled independently for each specified channel. In
instructions (commands) supplied from the external device to the IC card,
for example, a plurality of instructions such as a random number
5generation instruction and external authentication instruction that are
required to be executed in a preset order aje contained. This is to prevent
occurrence of dishonest access. The above instructions are not correctly
executed if the preset execution 10order is not maintained. However, in

the conventionaklC cargdsgastauctionexesution erderds DoFManagead fofe 1 .
each logical channel. Therefore, when instructions are received from the

external device viapluraFthamsels cBthe oeder of wecdivedlinstravtions:
may not be set toﬁ%a]é)reset order in the conventional IC card even if the

order of inStiittion GroGps Féteivist vis thé Fékpective RRERRAIS is Eorrect.
For example, 1 £ 5 agsumed that instictions X and Y are insinicliops lg.

20be successively executed. In this case, If an instruction Z Is received via

the channet 24dtvnediately afieri the iasttuciionsXx isireceivedasa theat ion

channel 1, the conventional IC card determines that the instructions

shouldbe-gxetuted ir- tietordeP of R A2 125As BTebalt, G# Hia Esrivehtional

IC Ca%‘)dfégeeri? %(,;:C egsr are contained. This is to prevent
occurrence of dishonest access. The above instructions
are not correctly executed if the preset execution
order 1s not maintained.

However, in the conventional IC cards, the
insfruction execution order is not managed for each
logical channel. Therefore, when instructions are
received from the external device via plural channels,
the order of received instructions may not be set to
the preset order in the conventional IC card even if
the order of instruction groups received via the
respective channels 1s correct. For example, 1t is
assumed that instructions X and Y are instructions to
be successively executed. 1In this case, if an
instruction Z is received via the channel 2 immediately
after the instruction X is received via the channel 1,
the conventional IC card determines that the
instructions should be executed in the order of X, Z.
As a result, in the conventional IC card, there occurs

a problem that the instructions X, Y cannot be

correctly executed even 1f the instructions X, Y
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a problem that the instructions X, Y cannot be correctly executed even if
the instructions X, Y -3 received via the channel 1 are set in the preset
order. BRIEF SUMMARY OF THE INVENTION An object of this invention
is to provide a portable electronic device and a control method of the
Sportable electronic device that is highly cgnvenient while maintaining a
high security performance. According to one aspect of the present
invention, there is provided a portable electronic device which has a
controkelemment to perform vafions Processes i d@response toecematantsier .
supplied from an external device and includes a storage portion which
stores history informatioh-indicathitf AT ration Felatihg & edmmand
executed fo eac% loegi%al c%arclplel, a determcining p,ortiQCn which d%ermines
validity of the"15¢ommand based %njhriléft%Py in ormja?ion%f%ﬁ(aéfi]caf =

chanpgl.specified.hy. the-commandssteredin dhe starage portipnwhen e the

command is supplied from the external device, a processing portion which

performastapliocesiectronic device that is highly convenient
while maintaining a high security performance.

According to one aspect of the present invention,
there is provided a portable electronic device which
has a control element to perform various processes in
response to commands supplied from an external device
and includes a storage portion which stores history
information indicating information relating to a
command executed for each logical channel, a
determining portion which determines wvalidity of the
command based on history information of a logical
channel specified by the command stored in the storage
portion when the command is supplied from the external
device, a processing portion which performs a process
corresponding to the command when the determining
portion determines that the command is valid, and a
holding portion which holds information relating to the
command executed by the processing portion in the
storage portion as history information of the logical
channel.
Accerding to another aspect of the present

invention, there is provided a control method of a

portable electronic device which is a method used for
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corresponding to the command when the determining 20portion
determines that the command is valid, and a holding portion which holds
information relating to the command executed by the processing portion in
the storage portion as history information of the logical channel.
25Accordinc to another aspect of the presgnt invention, there is provided
a control method of a portable electronic device which is a method used
for the portable electronic device having a control element which

performs vasipUsprecesses i sesponse 4@ semmandssuppiiedfram adlement
external device and includes determining validity of a command based on

histomwtSinforpration ofia. logical chanmelspesified by thegommanddn a
storage portion in which historg information indicating information relatin
¢l

to a CoTfimand exBLaRY f6F each Togical %ﬁaﬁﬁéﬁ&s@m%memcgwes
command is, syppligd from the external device, %8%@%@&@ £ Bogessy

corresponding to the command when it is determined by termining
that the cormmandis vatida anddiodding infermationsiedatingitodthey the
executed command in the storage portion as history information of the
logical@haandl. 15Addirionakobjepksrandadviantaddscof thédwsition will
be set fc%rth in the description which follows, and in part will be obvious

from tHE GE5EptioR, dF mAa§ DelRarndd By Practics of fhefinveticn The
objects,and advantages of the,invention may;be realized and 200btained 4

by means of the instrumentalities and
when the command is supplied from the external device,
performing a process corresponding to the command when
it is determined by the determining that the command is
valid, and holding information relating to the executed
command in the storage portion as history information
of the logical channel.

Additional objects and advantages of the invention
will be set forth in the description which follows, and
in part will be obvious from the description, or may be
learned by practice of the invention. The objects and
advahtages of the invention may be realized and
obtained by means of the instrumentalities and
combinations particularly pointed out hereinafter.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illustrate embodiments of the invention, and together
with the general description given above and the

detailed description of the embodiments given below,
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combinations particularly pointed out hereinafter. BRIEF DESCRIPTION
OF THE SEVERAL VIEWS OF THE DRAWING The accompanying
drawings, which are incorporated in and constitute a part of the
specification, 25illustrate embodiments of the invention, and together with
the general description given above and the detailed description of the
embodiments given below, serve to explain the principles of the invention.
FIG. 1 is a block diagram schematically showing an example of the

configuratien of ap,lg1card and-anIG cardjprocessing device-having 4, .
communication function 5with the IC card. FIG. 2 is a block diagram
schematicallyIshowing anseXampl& of tresceniigsirationeafithe 1ICcasthowing an
shown in FIG. 1. FIG. 3 is a flowchart for illustrating a first
100p8&rtiBh-dkafiplé b the s eamic 2 L 1pfs Fis fidwekart forand an IC

illustrating, a second operation example_of the IC card, DETAILED ,
DESCAIBTION OF THEINVENTION ThElG will no b testribed ah " 1

embadimenteithis-1%ipyention with reference to the accompanying
drawings. FIG. 1 is a block diagram showing an example of the
configuratioy’ 6fan 2C card: . bused ad agyortables eleetronicadelice showing an
A e D e AT AL M y=Ign cpptallng e o im
card §x@mple o onfig o

FIG. 1.

FIG. 3 is a flowchart for illustrating a first
operation example of the IC card.

FIG. 4 is a flowchart for illustrating a second
operation example of the IC card.

DETAILED DESCRIPTION OF THE INVENTION

There will now be described an embodiment of this
invention with reference to the accompanying drawings.

FIG. 1 is a block diagram showing an example of
the configuration of an IC card 1 used as a portable
electronic device according to this embodiment and an
IC card system containing the IC card 1.

The IC card 1 is set into an operable state
(activated) in response to electric power supplied from
ah IC card processing device 2 used as an external
device. The IC card 1 set into the operable state
performs various processes in response to various
.commands supplied from the IC card processing device 2.

That 1is, the IC card processing device 2 supplies power

to operate the IC card 1 and supplies commands that
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20The IC card 1 is set into an operable state (activated) in response to
electric power supplied from an IC card processing device 2 used as an
external device. The IC card 1 set into the operable state performs various
processes in response to various 25 commands supplied from the IC card
processing device 2. That is, the IC card p%oceg,sing device 2 supplies
power to operate the IC card | and supplies commands that - 6 - request
the IC card 1 to perform various processes. The command supplied from

the 1G-cargkprocessing device? to the IGGard Hfequestsa ProgessSesses .
corresponding to the application or operation condition. 5Further, the IC

card T nraychemaron-comtadtportablerlectroniccdevdced(nonecorractri§ device
card) that performs radio communication in a non-contact state with

respett tthee dard6CessinG aBGes 2 By RS Bf af Ahtéioradisd to

Comm&ﬂécg Vlcg‘%@?‘ﬂ 8 t%‘?c 18%')%9}%%%%}{ b@o%&%r%tﬁ?ﬁkpo”ab'e

electronic contact IC card) that is set in physical contact with the

IC card processing geyicenztorperfermicammupication. kurhen theals:

card 1 may he a composite IC card (dual interface IC card) having a
15commupidationsflactioreofithedonicontactdCcard amdta IC card) that
communication function of the contact IC card. In the present

embo@ﬁﬁ_gﬁﬁ %i_sca]éﬁ%ﬁ)_e e AR Horedatictie Card i 0SE358Gh State
example,ig mainly explaipeds, Lhe pon-contact IC. card and gontact1C card

are different 20only in the communicating system with respect to the IC

card proeessing dewicerk dihesefore; dhe esthedimentexplained belowhisor the

similarly applied to the contact IC card.
like or may be a contact portable electronic device
(contact IC card) that is set in physical contact with
the IC card processing device 2 to perform
communication. Further, the IC card 1 may be a
composite IC éard (dual interface IC card) having a
communication function of the non-contact IC card and a
communication function of the contact IC card. In the
present embodiment, a case wherein the non-contact IC
card is used as an example is mainly explained. The
non-contact IC card and contact IC card are different
only in the communicating system with respect to the IC
card processing device 2. Therefore, the embodiment
explained below 1s similarly applied to the contact IC
card.

Next, an example of the configuration of the IC

card 1 is explained.

As shown in FIG. 1, the IC card 1 includes a CPU

10, program memory 11, working memory 12, data memory
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Next, an example of the configuration of the IC 25card 1 is explained.

As shown in FIG. 1, the IC card 1 includes a CPU 10, program memory
11, working memory 12, data memory -7- 13, communication control
portion 15, power source portion 16 and interface 17. Further, the IC
card 1 is configured by a card-like main bogly Ic. The card-like main body
in 5configuring the IC card 1 has one IC chip (or plural IC chips) la and
antenna 17 embedded therein. The IC chip la is configured by the CPU

10, programdsngmery-a i warking memoryska; data memasyddr source
communication control portion 15, power source portion 16 and the like.
The ICwhip faisformed in-a reodule forhY while it is connected to the
antenna used as the interface 17. A module Ib having the IC chip la

connected td tHe nterface™f7 s erfiBeéded infthe Yafd-Fke il Body fard-
that farms.the IG card L, For example, EIG, 2)is @ 15diagram showing an

example of the configuration of the whole portion of the non-contact IC
card. dbemon:-eartactiCecard shown in H&s 2has a carghlike main badyral 1c
Ic. As shown by dotted lines in FIG. 2, in the main body Ic, a module Ib
havingohesiC élip 3ofplardl 2ore chipsyrdadd anftenparsiis emBéddeds chip

The CPU 10 controls the whole partion of the IC card 1. The CPU 10 i
operatéd bis&d %ﬁojaggé?ﬁ\%)l%}/o %ﬁn ShY coRtroFats SEPed i fieY 1,

program.memory. ke data memoty 13, Lhe CPY 10 pariarms aprogess

25 corresponding to a command supplied from the IC card processing

device 2riiyrexequtingithe cohtrobprogramaseddo gomtraldhe basind the

operation. Further, the CPU -8-
like. The IC chip la is formed in a module form while
it 1s connected to the antenna used as the interface
17. A module 1b having the IC chip la connected to the
interface 17 is embedded in the card-like main body 1lc
that forms the IC card 1. For example, FIG. 2 is a
diagram showing an example of the configuration of the
whole portion of the non-contact IC card. The non-
contact IC card shown in FIG. 2 has a card-like main
body lc. As shown by dotted lines in FIG. 2, in the
main body 1c, a module 1lb having one IC chip (or plural
IC chips) la and antenna 17 is embedded.

The CPU 10 controls the whole portion of the IC
card 1. The CPU 10 is operated based on a control
program and control data stored in the program memory’
11 or data memory 13. The CPU 10 performs a process
corresponding to a command supplied from the IC card

processing device 2 by executing the control program

used to control the basic operation. Further, the CPU
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10 performs a process corresponding to the application by executing the
processing program installed according to the application of the IC card 1
or the like. For example, if a command that requests data to be 5written
into the data memory 13 from the IC card processing device 2, the CPU
10 performs a process of writing data into téwe data memory 13. Further, if
a command that requests data stored in the data memory 13 to be read
out is supplied from the IC card processing 10device 2, the CPU 10

performs gdareeesssotregding-eut data fronpthedata memeny=13.dR1:ication
addition, the CPU 10 has a function of determining the validity of a

comnfahctteelel executed dased ondtistony inforgiation of eagh legicalccording
channel as will be described later. 15The program memory 11 is

configuted 'ty & FBadGRY Hemsly (RSMEAnTRe Brogram hemoty 1%, a
control program. that gentrols the baasggo%earggont%r%% C%%t&rﬁ]iledsag% A€ ta to be

previously stored. That'is, in the program memory a control program

and centrek-datai20correspondiog tathe specificationpf the:IG carghkare
previously stored- For example, the CPU 10 performs a process
correspsIehng iowd command supplieel fFotd thé exteribpavcordingrtothes of

control rogram tored jn the program memory 11. Further, in the program
memdh 31‘1,%irﬁ%ﬁaﬁgﬁfﬁa[%ggeaﬁé?t%eg‘[ﬂfbﬁteléfa mMethoR drealin @

thed%%ﬂ%ﬁ%@“%ﬂéfs§Eﬂ%%§@§dgg@91g@@?éﬁogﬁnkH@nggyéjmemory 13

information indicating a preset 9 - execution order of various commands

for a spedified-progessiis steredifsiorelexamplenidhgabeved processing
information, information indicating that a random number generation
insnuémﬁiﬁ%n@onﬁﬁﬂnﬁ@ﬁgéﬁb@méﬁorms a process of reading out

data from the data memory 13. In addition, the CPU 10
has a function of determining the validity of a command
to be executed based on history information of each
logical channel as will be described later.

The program memory 11 is configured by a read only
memory (ROM). In the program memory 11, a control
program that controls the basic operation and control
data are previously stored. That is, in the program
memory 11, a control program and control data
corresponding to the specification of the IC card 1 are
previously stored. For example, the CPU 10 performs a
process corresponding to a command supplied from the
exterior according to the control program stored in the
program memory 11. Further, in the program memory 11,
information that specifies the attribute of a memory
area in the data memory 13 is stored. 1In addition, in

the program memory 11, information indicating a preset



10

15

20

25

command) and external authentication instruction (external authentication
command) should be executed in a preset execution order in the
authentication process is stored in the program memory 11. In this case,
the information indicating the preset execution order of 10the commands
may be stored in the data memory 13. he working memory 12 is
configured by a nonvolatile memory (RAM: random access memory). The
working memory 12 functions as a buffer memory that temporarily stores

data. &or example,dn the-werking 1dmemery 2. data tohe transmitted 0 4

received in the communication process with respect to the IC card
processingedevices (externatideviée) 2 issteayporarily stofed Heurthersythe
working memory 12 can be utilized as a memory that temporarily stores

variodS Whtd'84tabitehis 6P bikeD It iwerkingd 2 L8 Idgical THAARE!

manalgg%e&t | gtand histor¥ manageme ttabé]e 12b are provided. .
In this examplé%}%'[%lsélgss&ragdjfﬁast tﬁg?r(])cg%a cEgﬁRe Or%narqéléne%rr%efntgtggfseratlon

12a andriistory; 2amanagement table: £ 2b that ake reset eash time the/C
card 1 is activated are provided in the working memory 12. The logical

channetmaragementtabletliZzasr. o1 0ccisterydrhanagerhenbrabe<d2imted in
may be provided in the data memory 13, If the logical channel

managefrett Tabl& 125 B Ristory ffanHyeritnt ?éb%‘i%h‘?@ﬁ?&ﬁdéb‘ frcess
the data mempry 13, information jtems stoped in the !09'%%' C@ﬁ‘ﬁgelcase, the

management table 12a and history management table 12b are kept stored
even ifiiie powet saurcedodhe 16 gatthd iptrned ofxecution order of
the commands may be stored in the data memory 13.

The working memory 12 is configured by a
nonvolatile memory (RAM: random access memory) . The
working memory 12 functions as a buffer memory that
temporarily stores data. For example, in the working
memory 12, data to be transmitted or recelved in the
communication process with respect to the IC card
processing device (external device) 2 is temporarily
stored. Further, the working memory 12 can be utilized
as a memory that temporarily stores various write data
items or the like.

In the working memory 12, a logical channel
management table 12a and history management table 12b
are provided. In this example, it 1is assumed that the:
logical channel management table 12a and history
management table 12b that are reset each time the IC
card 1 is activated are provided in the working memory

12. The logical channel management table 12a or
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In the logical channel management table 12a, information indicating the
current state and security 10state of each logical channel is stored. That
is, a current folder or current file of each logical channel is determined by
referring to information stored in the logical channel management table
12a. Further, the security state of each Iogi&al channel is determined by
15referring to the logical channel management table 12a. In the
history management table 12b, history information is stored for each

logicakchanpel.[heshisteey infermation of each Jogicalchannglbis in the
information relating to a command executed for each logical channel.
Howelerpas e igtary infoimatidre ofleadrbagicalamanhehitnsgement
necessary to hold an instruction code of the command to be referredto
Wheﬁéﬁgﬁstlﬁé Seebdin§ Tormand KE8kEtutdd Fof examphe: 9 theovided

configyrafipn issmage o cheok pnly the 280rderof a sommandhathas, , ¢y,
been Just executed and a co mand to be next executed, an instruction

code 0f dhe gommnanchexecuied i-ar inmegiately preceding sycle és-v
stored as history information. Further, if the configuration is made to check

the executivrmeslt britHe oAdEr of accommand exeegtedieanif the power
immediately preceding cycle and a command two_or more cycles before

5the 8B6V¢ Gomtantt t é} e?é?‘(_ﬁij[io% r%éuffélﬁﬁ(?%s%éﬁon codes of plural
commands gre held afﬁﬁ@@img?{g}ﬁ@ﬂ 106 daig memary (aanvolatile

memory) 13 is a nonvolatile memory into which data can be written. For
information indicating the current state and security

state of each logical channel is stored. That is, a
current folder or current file of each logical channel
is determined by referring to information stored in the
logical channel management table 12a. Further, the
security state of each logical channél is determined by
referring to the logical channel management table 12a.
In the history management table 12b, history
information is stored for each logical channel. The
history information of each logical channel is
information relating to a command executed for each
logical channel. However, as the history information
of each logical channel, it 1is necessary to hold an
instruction code of the command to be referred to when
at least the succeeding ¢ommand is executed. For
example, if the configuration is made to check only the
order of a command that has been just executed and a
command to be next executed, an instruction code of the

command executed in an immediately preceding cycle is
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10example, the data memory 13 is configured by an =PROM, flash
memory or the like. In the data memory 13, various information items
corresponding to application purposes of the IC card 1 are stored. Further,
in the data memory 13, a data table to store various setting 15information
items is provided. The application (for_example,processing program,
operation data or the like) corresponding to the application purpose of the
IC card is stored in the data memory 13. Further, if the IC card 1 is used

for 20acplukality. of application purpeses: adqiurality of apphcationst he
corresponding to the respective application purposes are stored in the

data menforyu3: Therapplicatiore cdrvesponding-tocthesapplication perposé or
of the IC card is stored in each file such as a 25program file and data file

for eachappiicaion pufp oS BEt e dTiEhe hifa MerR8ry T3 SHch £ il
structyre js.hased Q,n%é%(e)/ IEC{816:4, for-example. El}atrrlg’rjg 21 pertore

data memory 137of the IC card 1, various applications and various
operation dajaitemsoeammbel stared. exclherearamusication centiol
portion 15 controls data communication with respect to the external device
(for examplal eié O cafd processing devicecPvia fsinterfadecl? When
recei\{]in%gata from the external device, the communication control portion
15 demodiiates traneiigsian data as radio waves received 10via the

interface 17@3@ S&'Q{Qge%g}ﬁoqe}m?g%lﬁ%atile memory) 13 is a

nonvolatile memory into which data can be written. For
example, the data memory 13 is configured by an EEPROM,
flash memory or the like. In the data memory 13,
various information items corresponding to application
purposes of the IC card 1 are stored..  Further, in the
data memory 13, a'data table to store various setting
information items is provided.

The application (for example, processing programn,
operation data or the like) corresponding to the
application purpose of the IC card is stored in the
data memory 13. Further, if the IC card 1 is used for
a plurality of application purposes, a plurality of
applications corresponding to the respective
application purposes are stored in the data memory 13.
The application corresponding to the application
purpose of the IC card is stored in each file such as a
program file and data file for each application purpose
defined on the data memory 13. Such a file structure

is based on ISO/IEC7816-4, for example. That is, in
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signal to the CPU 10. Further, when transmitting data to the external
device, the communication control portion 15 modulates data supplied
from the CPU 10 and generates the modulated data as radio waves via
the 15 antenna used as the interface 17. In the case of the contact IC
card, the interface 17 may be configured By, a terminal that is physically
set in contact with the contact portion of the external device. The power
source portion 16 generates power source 20voltage and clock pulses

used te.epaeate viadfus portinsof the |G carh  hased paradigwvaves
received via the interface 17. The power source portion 16 , supplies the
powe? BBUFceoltaige attbclvek palses Generatedrbasetoniragivswaes be
received via the antenna 2517 to the respective portions. When the CPU

10 is Stretin response to supply of the power source voltage from the

power source,portion 16,.it PEHoImS 8,713 5 Progess;of fesefting the 15 gata

processing state of the IC card 1. In the case of the contact IC card, the

respectivenpoitionsiare aperatedds response toliae pewer saurcedoliage (for
and clock pulses directly supplied 5from the external device via the
interfa¢@ TP LRext: fife IS cariproREssing device isiexplained/ia the

interface 17. When receiving data from the external
device, the communication control portion 15
demodulates transmission data as radio waves received
via the interface 17 and supplies the demodulated
signal to the CPU 10. Further, when transmitting data
to the external device, the communication control
portion 15 modulates data supplied from the CPU 10 and
generates the modulated data as radio waves via the
antenna used as the interface 17. 1In the case of the
contact IC card, the interface 17 may be configured by
a terminal that is physically set in contact with the
contact portion of the external device.

The power source portion 16 generates power source
voltage and clock pulses used to operate various
portions of the IC card 1 based on radio waves recelived
via the interface 17. The power source portion 16
supplies the power source voltage and clock pulses
generated based on radioc waves received via the antenna
17 to the respective portions. When the CPU 10 1is
started in response to supply of the power source

voltage from the power source portion 16, it performs a
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As shown in FIG. 1, the IC card processing device 2 has a control device
21 and card reader/writer 22. 10The control device 21 is configured by a
personal computer (PC), for example. The control device 21 is configured
by an operation processing portion such as a CPU, various memories of a
hard disk drive such as a RAM, ROM or npgvolatile memory, various
interfaces such 15as a communication interface and the like. In the control
device 21, various processes are performed by causing the operation

processigepertion te exeecttervarions contiokprograms stored wrthehe 1C
memory. Further, the control device 21 inputs or outputs data 20with
respeet tithie carivebbler/wiites 22fthahpedormsaddta Eont=hichtiohl\Fith

the IC card 1. For exam;%le, the control device efé p,reviouslg stores con;trgl
prografms&ottesponding toVatios protesses Using theeRearg 1. t° e

Furthgg@@; coptrol25device 21 peHarms yaroys, processes using thes|G o1 i eq

card 1 by executing the above control programs. For example, in the
various-processes usingribe IGccardd, il +the contrekdeviee 21 .
supplies preset commands in a preset procedure. The control device 21
performs vaH6us proce8sés hased o Fesoses finfstihatisn 4ndi€ating
process r%sults \é{ith respect to the

plained.

As shown in FIG. 1, the IC card processing device
2 has a control device 21 and card reader/writer 22.
The control device 21 is configured by a personal
computer (PC), for example. The control device 21 1is
configured by an operation processing portion such as a
CPU, various memories of a hard disk drive such as a
RAM, ROM or nonvolatile memory, various interfaces such
as a communication interface and the like. In the
control device 21, various processes are performed by
causing the operation processing portion to execute
various control programs stored in the memory.

Further, the control device 21 inputs or outputs data
with respect to the card reader/writer 22 that performs
data communication with the IC card 1.

For example, the control device 21 previously
stores control programs corresponding to various
processes using the IC card 1. Further, the control
device 21 performs various processes using the IC card
1 by executing the above control programs. For

example, in the various processes using the IC card 1,
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5commands) from the IC card with respect to the above commands.

The card reader/writer 22 functions as a communicating portion that
performs data communication with the IC card 1. The card reader/writer
22 is used 10to perform data communication based on a communication
system corresponding to the communication system of the IC card 1. That
is, the control device 21 performs data communication with the IC card 1
via the card reader/writer 22. 15When the IC card 1 is a non-contact IC

card,ithe care readeriwiter-22 isicenfigired by gRaddenngsmmands in a

communication control portion (modulation/demodulation circuit or the
like) ane tee liker theat perform date commiuridationbyaadiblwitle tHeo KDLs
card 1. When data 20is transmitted to the non-contact IC card 1, the card

read AARHTRT 220 8GRI RS Tr & EimdsioR dats BappiRd florh e et
devicg 21 and £@@£S'S‘il85@es thus.modulated signal.as radio waves, from

the antenna. Further, when data is received from the non-contact IC
25cartbihnihesard reageriwien 22 dempdidates acsignal astadiongavesove
received via the antenna by use of the communication control portion and
supphesaémadulated _ data as received data to the control device 21.

Also, the Car?ﬁ? ader/wrlter 2 tre}nsmlts a g O{e%elves the above data and,

at the same? e, %laansmﬁt%a 8IO Wa\}eseﬁs neC C])_V(\?QI’SSOUI’CG voltage

and clogkpyises to aepesatethe ] Geard LEomdhg antenna. communication

with the IC card 1. The card reader/writer 22 is used
to perform data communication based on a communication
system corresponding to the communication system of the
IC card 1. That is, the control device 21 performs
data communication with the IC card 1 via the card
reader/writer 22.

When the IC card 1 is a non-contact IC card, the
card reader/writer 22 is configured by an antenna,
communication control portion (modulation/demodulation
circuit or the like) and the like that perform data
communication by radio with the IC card 1. When data
is transmitted to the non-contact IC card 1, the card
reader/writer 22 modulates transmission data supplied
from the control device 21 and transmits the thus
modulated signal as radio waves from the antenna.
Further, when data is received from the non-contact IC
card 1, the card reader/writer 22 demodulates a signal
as radio waves received via the antenna by use of the

communication control portion and supplies demodulated



10

15

20

25

When the IC card 1 is a contact IC card, the card reader/writer 22 is
configured by a contact portion, communication control portion and the
like that are physically set in contact with the IC card 1 to perform 10data
communication. When data is transmitted or received with respect to the
contact IC card, the contact portion of the,card reader/writer 22 is
physically set into contact with the contact portion provided on the IC card
1 side to perform various data 15communications. Further, in the card

readerAwtites 22 the-pewer spuree veltageand sloek pulsesiare stipplied1so,
to the IC card 1 via the contact portion that is physically set into contact
with thied Coeard 1t dexe o first bperationtexantole bbtheniC cardeli2gis the

explained. In the history management table 12b, information relating to
comARdE S Eded T the TesbEcti8 TogibArthanhaR 1§ Storad AL 1O Waves

history nformation.Infhe first.operation,example, thesinstruction.cade.of o,
25the executed command and the execution résult of the command are
stored@shistory inforntatiot for eachrlogicahehanmnetinthe history
management table 12b. 16 - As described above, history information for

each logical'émannélis idfermation indicatingthé exeéution reaff anghe card
instruction code of the ¢ r?mland to bfe.lreferr%d to when at least the

succereed’jllnge(r: Whfand isexettted, - -9V EC Py a contact portion,
communication control portion and the like that are
physically set in contact with the IC card 1 to perform
data communication. When data is transmitted or
received with respect to the contact IC card, the
contact portion of the card reader/writer 22 is
physically set into contact with the contact portion
provided on the IC card 1 side to perform various data
communications. Further, in the card reader/writer 22,
the power source voltage and clock pulses are supplied
to the IC card 1 via the contact portion that is
physically set into contact with the IC card 1.

Next, a first operation example of the IC card 1
is explained.

In the history management table 12b, information
relating to commands executed for the respective
logical channels is stored as history information. In
the first operation example, the instruction code of
the executed command and the execution result of the

command are stored as history information for each

logical channel in the history management table 12b.



For example, as the history information for each logical channel, the
execution result and instruction code of the command executed in an
immediately preceding may be stored for each logical channel. As 10the
history information for each logical channel, the execution results and
instruction codes of commands executed affer the IC card 1 is reset may
be stored for each logical channel. As the history information for each
logical channel, up to a preset number the 15execution results and
instruciion €codesiof coannangs executed/before thespresenteomeand is
supplied may be stored for each logical channel. The IC card 1 of the first

operativnexampleadetermihes Whetherao ot alregéived o e@recution

20instruction to be executed.),is set in a preset execution order for each
Iogicéjlec%‘é%%eFﬁérelfgﬁrﬁwrgutottﬁ%rhiscfc?r?/gln%jr@mg i6n f&%?ﬁ%eg?hege

validity.qfthe Jgceived command)avhen a coninand supplied from 1he 1G s

card processing device 2 is executed. For example, 25if the relation
betwesretherredeived command and the command executed in an
immediately preceding czcle is checked, the IC card 1 reads out the
execution re8GE SERTERE inStfuckiBf cBAE bf ik dorhRTaMitexR utefineach
the immediately preceding cycle in the logical channel of the received :

t
commaid based 5h The Ristary nformaton of the Iogical chanel and "~ "

confirms thag the-instrustion sede gbthecammand exeeutedin tha
immediately preceding cycle should be executed immediately before the

commaretreteivedin the preset exdcution eleh ahddhe execltionresult As

of the command executed in the immediately preceding cycle indicates
the history information for éach logical channel, the
execution results and instruction codes of commands
executed after the IC card 1 is reset may be stored for
each logical channel. As the history information for
each logical channel,.up to a preset number the
execution results and instruction codes of commands
executed before the present command is supplied may be
stored for each logical channel.

The IC card 1 of the first operation example
determines whether or not a received command (an
instruction to be executed) is set in a preset
execution order for each logical channel by referring
to the history information (determines the validity of
the received command).when a command supplied from the
IC card processing device 2 1s executed. For example,
if thevrelation between the received command and the

command executed in an immediately preceding cycle 1is

checked, the IC card 1 reads out the execution result
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10normal termination. FIG. 3 is a flowchart for illustrating the first
operation example of the IC card 1. First, the IC card 1 receives a
command transmitted from the IC card processing device 2 via 15the
interface 17 and communication control portion 15 (YES in the step S11).
When receiving a command from the |C card processing device 2, the
CPU 10 of the IC card 1 determines the instruction code and logical
channel of the command (sep 512). If the logical 20channel of the

receivegcommandds determined, dhe GRU d0seads ouLRISIONAd in the

information of the logical channel (step S13). After reading out the history
informationdéfathe logicaleshamhel they CPYU 10 determines (cohfichg)nnel of
whether or not the execution order of the 25received command is a preset,

executioh oraerbIsEd GRTHE RIStéH THTorMation of thelbgies! dridhneration
read out (step 314); In,this determining, step, the CRY Jc%a-é%e

determines whether the order of the instruction code of the immediately
preceding-cammand thatbas Beem sorreeisteiminaied tnethehisterne
information of the logical channel (or instruction codes of plural commands
that havedéen tcotreclly terpsinate daiprtocthelimmetlidtelyspreceding
cycle),andetcp.e instruction_code of the received command is the preset

io
execution Brdar &r oﬁ?@\ﬁ?&eit? GetsrMitEY thaf fiiee@dutioh Srferiofeset
10theé§%@¥@§!&9ma%qisa%@ C&{@Cégg@dgit@%s&e@sult of the command

executed in the immediately preceding cycle indicates
normal termination.

FIG. 3 1s a flowchart for illustrating the first
operation example of the IC card 1.

First, the IC card 1 receives a command
trénsmitted from the IC card processing device 2 via
the interface 17 and communication control portion 15
(YES in the step S11). When receiving a command from
the IC card processing device 2, the CPU 10 of the IC
card 1 determines the instruction code and logical
channel of the command {sep S12). If the logical
channel of the received command i1s determined, the CPU
10 reads out history information of the logical channel
(step S13). After reading out the history information
of the logical channel, the CPU 10 determines
(confirms) whether or not the execution order of the
received command is a preset execution order based on
the history information of the logical channel read out

(step S14). 1In this determining step, the CPU 10



10

15

20

25

514), the CPU 10 performs an error process without performing a process
corresponding to the command (step 513)In this case, for example, the

CPU 10 performs a process of interrupting the operation of the CPU 10 as
13an error process. When a command whose execution order is not

correct is received, the IC card 1 interruptsgthe operation. As a result, the

IC card 1 can prevent occurrence of dishonest access. Further, as the

error process, it may transmit a response to the effect that 20the process
canndathe petfosnedibecause thesexecitionofderrof the receivedi on code of
command is not correct to the IC card processing device 2. When it is
deterfiifed Thaihe exéqutivieareier BE tHeorEraved EbRTm&aRd isEstTect

(YES in the stglp S14), 45the CdPU, 10_g§rf0{{£§ gu rrocesgfcoorrgﬂeasgj?nrclilngf fhe

to theCPercre?\féc é/orﬁrer%rﬁ nv%ﬁa reqfélrrlng%o rré/ntlstate or secarlty

state pf the logical channel gtoreda the 19 nlogicakbehannel yra1

management table 12a step g For example, if the received command
is a commmand forttadlatior o abthenticatiors ¢chd CPteIth perordsap to the
process of collation or authentication corresponding to 5the command and

updafe¥itheisdearity StarrsitheJogiza ' Shanmerofthe commams stbred firde
:2;1%_9?6%'ﬁQa?@%'e@%%%g%”é%%tatﬁg'eilsz%ﬁ%c%%ié‘gé% the 8X8RUINN order
or not.

When it is determined that the execution order of
the received command is not correct (NO in the step
S14), the CPU 10 performs an error process without
performing a process corresponding to the command (step
S15). In this case, for example, the CPU 10 performs a
process of interrupting the operation of the CPU 10 as
an error process. When a command whose execution order
is not correct is received, the IC card 1 interrupts
the operation. As a result, the IC card 1 can prevent
occurrence of dishonest access. Further, as the error
process, 1t may transmit a response to the effect that
the process cannot be performed because the execution
order of the received command is not correct to the IC
card processing device 2.

When it is determined that the execution order of
the received command i1s correct (YES in the step $14),
the CPU 10 performs a process corresponding to the

received command while referring to the current state

or security state of the logical channel stored in the
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Further, if the received command is a command that 10requests access
(for reading, writing, rewriting) to a file, the CPU 10 accesses a current
folder or current file of the logical channel of the command stored in the
logical channel management table 12a based on information indicating the
current folder or current 15file of the Iggicallgchar_mel specified by the
command. If the received command is a command for referring to the
security state, the CPU 10 refers to the security state of logical channel of

the comwand steredhindherlagisgbehanpel management table, 123 and
20performs a process corresponding to the instruction code of the
command. FoFuethemuflthe received commeanckid accomarandithabup=ammand

es the current state of a folder or file, the CPU 10 updates the current

state 0 thé fotder'ortite BF 25theNBHiEAFcHzHMRY of the coffimafd kforé@ s a
ek N R T L e S
the the command and updates the security state of the
logical channel of the command stored in the logical
channel management table 12a according to the execution
result.
Further, if the received command is a command that
requests access (for reading, writing, rewriting) to a
file, the CPU 10 accesses a current folder or current
file of the logical channel of the command stored in
the logical channel management table 12a based on
information indicating the current folder or current
file of the logical channel specified by the command.
If the received command is a command for referring
to the security state, the CPU 10 refers to the
security state of logical channel of the command stored
in the logical channel management tabie 12a and
performs a process corresponding to the instruction
code of the command.
Further, if the received command is a command that
updates the current state of a folder or file, the CPU
10 updates the current state of the folder or file of
the logical channel of the command stored in the

logical channel management table 12a.

When the process corresponding to the received
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instruction code and execution result of the command as history
information of the logical channel (step 517). That is, the CPU 10 stores
the instruction code of the 5command and information (execution result)
indicating that the process corresponding to the instruction code of the
command is correctly or erroneously terminated as the history information
of the logical channel relating to the received command in the history
management table 12b. Further, when the process corresponding to

the recsivecheommanskis cosrestly terminated (YESdJndhe stepndl8), the

CPU 10 transmits response data indicating that the process is correctly
terminatedras- I3 respotseanith respectitodhe tommandg fo thedCasdrgiand as
processing device 2 that is a transmission source of the commandséstep

319).Whefl e broceSE Lot 8 pBhding To ¥ réceived @imand & 2 S17) -
erronggusly fermipgled-INO 4n the. siep S18), he LRU JOHaNSMIS e of the

response data 20indicating that the process is erroneously terminated as

a responseawith espect to the cammang:tedhe 16 card: pracessingdleviceing
2 that is a transmission source of the command (step 320). By performing

the abdve pitdressrinthe $CTard 3 5ot tHefirst epéfation exanipld the code

executifon rgsult anrglgaigstrlicstion co}gle ch the <g(;(:ei\éed gexgglsjaed) gorpﬂrﬁ%ngte q
are sfored 48 h?sc%ory ianiormatfécﬁrfore é:ac)f?/loglca -1 Gvarine! inthe

history managementyable; 12b, Further,when executingia command e 1
supplied from the IC card processing device 2, the IC card 1 determines

the validity tof the received ecemmanddaccording o whether ar not they
execution order of the received command is a preset execution order in
the |0§Rcat EREITIEL bedBdn HiStory information of each logical channel
specified by &er%%mman

er, ﬁhen the process corresponding to the

received command is correctly terminated (YES in the
step S18), the CPU 10 transmits response data
indicating that the process is correctly terminated as
a response with respect to the command to the IC card
processing device 2 that is a transmission source of
the command (step S19). When the process corresponding
to the received command is erroneously terminated (NO
in the step S18), the CPU 10 transmits response data
indicating that the process is erroneously terminated
as a response with respect to the command to the IC
card processing device 2 that is a transmission source
of the command (step S20).

By performing the above process, in the IC card 1
of the first operation example, the execution result
and instruction code of the received (executed) command

are stored as history information for each logical
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the history in

Thus, in the IC card 1 of the first operation 10example, the execution
order of the commands can be checked for the respective logical
channels. Further, in the IC card 1, the process can be prevented from
being performed in an incorrect order while access is admitted at desired.

timing for each logical channel. 15Next, as cond operation example of
the IC card 1 is explained. In the second operation exaMple,

information relating to commands executed for respective logical channels

is storerhas Ristory infarmation Jlpthe 20sgeand, eperation example, Bdrther,
instruction code of a command (a command whose execution result

indicates coreetterminatmny thatds:corsegityltesmingtednfor each (bgicatd
channel is stored as history information in the history management table

12b. RS YeSEHBed 28880V afrintiictibh ¢otfeof'a E5thAERE™E Hete

referred to when atleast the following command,is_executed is stored.as
oy iofmaton oo ol - SH A S e Ry echer

management table 12k cutkenexample, ag the bistary dnformationdeind is a

each logical channel, an instruction code of a command that is executed

in an immediatelygireteding @ndds 5correttly termirtated aiayrbeestoretbed on

for each logical channel. As the history information for each logical

chanriel SihSfréictior 8508s-ofCorfimafias that e Sxeciaiter iR F1ed

card Jo'ﬂ;s, reset and is gorrectly terminated may be stored for each logical
channeél. As

Thus, in the IC card 1 of the first operation
example, the execution order of the commands can be
checked for the respective logical channels. Further,
in the IC card 1, the process can be prevented from
being performed in an incorrect order while access is
admitted at desired timinglfor each logical channel.

Next, a second operation example of the IC card 1
is explained.

In the second operation example, information
relating to commands executed for respective logical
channels is stored as history information. In the
second operation example, an instruction code of a
command {a command whose execution result indicates
correct termination) that is correctly terminated for
each logical channel is stored as history information
in the history management table 12b. As described
above, an instruction code of a command to be referred
to when at least the folldwing command 1s executed is

stored as the history information of each logical
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10the history information for each logical channel, up to a preset number
instruction codes of commands that have been executed before the
present command is supplied and is correctly terminated may be stored
for each logical channel. 15The IC card 1 in the second operation
example refers to the above history information when it executes a
command Supplied from an IC card processing device 2. Then, the IC
card 1 determines whether or not a received command (an instruction to
be executed)120is sehin apresetexecutionordearfor eack lagieal channel.
For example, when the relation between the received command and the
command eXeeuted dmehecimraediekety piededing éycleigeHetked fthe |€ach
card 1 reads out an instruction code of a command (gmt IS 25executed

an imhiGciately GrEUSHTY cytle T eBGA naFteTof the JecaNBATS that
command from, the history, infarmation.efthe 'g@l'%ec@%aelaéae&s- 23 -

reading out the history information, the IC card 1 determines that the
instruction codeofthecommant executed itan émmediately preceding-al
cycle should be executed immediately before the command received in

the 3pFesetexecutioh drder.n1smey4is adewcharTorfifdstiaimgy thegical

second operation.example of the IC card 1. In this case, since the
e R R

processes of the steps are
substantially the same asihe 19procesges of the,steps SU1S13, Sdotecrly

S16 and 519
terminated may be stored for each logical channel. As
the history information for each logical channel, up to
a preset number instruction codes of commands that have
been executed before the present command is supplied
and is correctly terminated may be stored for each
logical'channel.

The IC card 1 in the second operation example
refers to the above history information when it
executes a command supplied from an IC card processing
device 2. Then, the IC card 1 determines whether or
not a received command (an instruction to be executed)
is set in a preset execution order for each logical
channel. For example, when the relation between the
received command and the command executed in the
immediately preceding cycle is checked, the IC card 1
reads out an instruction code of a command that is
executed in an immediately preceding cycle in the
logical channel of the received command from the

history information of the logical channel. After
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to 520 shown in FIG. 3, the detail explanation thereof is omitted. When
receiving a command from the IC card processing device 2 (YES in the
step S31), the CPU 10 of the IC card 1 determines an instruction code
and logical channel of the command (step 332) and reads out history
information of the logical channel (step 33%%, _When reading out the
history information of the logical channel, the CPU 10 determines whether
or not 20the order of the instruction code of the immediately preceding

commandithat iscarrectly termipated inthe histery information ef the,. 4
logical channel (or the instruction codes of plural commands that are
correctytierminated tipda thenimmediately precedingieycle) and:25thenand
instruction code of the received command is a preset execution order

(step 532F WWAREN itlls eterHifed tat the BXSCHiORFdEST 280 ¢he d be

received commandis ngt goriedt (NOinthe step 534 e CPUIO oy 11 e
performs an error process without performing a process corresponding to

the corpmand. (step $35)Indhiscase, for example, the CPU 10 performs
a process of interrupting the operation as an error process. When a

command whadse eXecugion ordemwisinot tolrect is téceaived the dC chrd Fecond
interrupts the operation. As a result, the IC card 1 can prevent occurrence

of disABRESt BecBsSFHNET, &< the SdiCLG prutess, it fay transnfies e
respopse 1 thc%%fft%%%%ts@g rg%esgq%angggdgtg pesformed @%‘?‘C“a%r‘?‘é‘eto S36

execution order of the received command Is not correct to the
processing devicec2.34hen ids determined that the-axecitign arden-ofe

15the received command is correct (YES in the step S37),
processes of the steps S11 to 813, S15 to S16 and S19
to 820 shown in FIG. 3, the detail explanation thereof
is omitted.

When receiving a command from the IC card
processing device 2 (YES in the step $31), the CPU 10
of the IC card 1 determines an instruction code and
logical channel of the command (step S32) and reads out
history information of the logical channel (step S33).

When reading out the history information of the
logical channel, the CPU 10 determines whether or not
the order of the instruction code of the immediately
preceding command that is correctly terminated in the
history information of the logical channel (or the
instruction codes of plural commands that are correctly
terminated up to the immediately preceding cycle) and
the instruction code of the received command is a

preset execution order (step $534).

When it i1s determined that the execution order of
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the CPU 10 stores the instruction code of the command as the history
information of the logical channel in the history management table 12b
(step 538). That is, the CPU 10 stores the instruction code of the
command 20that is correctly terminated as the history information of the
logical channel of the command in the_history management table 12b.
Further, if a process corresponding to the received command is correctly
terminated (YES in the step 537), the CPU 10 transmits 25 response data

indicating that the/Rr@cesmisserirectly terminated-as-a (ggponse with step
respect to the command to the IC card processing device 2 that is a
transiission 125 C8duree of thef commaind (sStepoS39roceWhenitheout
process corresponding to the received command is erroneously

termiR&RHNG It $865375 thie EFU A0 ratsthitsteShionseditgne (step
indicatingthat e Sprpcess is erraneously lerminated as agesRonseit, s 4

respect to the command to the IC card processing device 2 that is a
transpissien souwrce iof the eamimang withoutstaring information relating

to the command in the history management table 12b (step S40). As
deschBEt alscve, il ffen G cadanthevseednd Dperationcexapmsle fthes not
instruction codes of the commands that are correctly terminated are

stored &8 History hfciiTation For the Yespectiliogical CHarmetdinths e
history managerpent table,12b. Further.\when dSexgcuting a.command .

supplied from the IC card processing device 2, the IC card 1 of the second
operationexasmple defermires thesvalidity of the . received cpmimsanthe error
according to whether or not the execution order of the received command

is a pREset 20exediitidhPordeF frF iSgital@ianmeFBased diRistoryect that

the process cannot be performed because the execution
order of the received command is not correct to the IC
card processing device 2.

When it is determined that the execution order of
the received command is correct (YES in the step S37),
the CPU 10 stores the instruction code of the command
as the history information of the logical channel in
the history management table 12b (step S38). That is,
the CPU 10 stores the instruction code of the command
that is correctly terminated as the history information
of the logical channel of the command in the history
management table 12b. Further, i1f a process
corresponding to the received command is correctly
terminated (YES in the step $37), the CPU 10 transmits
response data indicating that the process is correctly
terminated as a response with respect to the command to

the IC card processing device 2 that is a transmission
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information of a logical channel specified by the received command. Thus,
the IC card 1 of the second operation example can check the execution
order of the commands 25for the respective logical channels. Further, the
IC card 1 can prevent the process from being performed in an incorrect
order while access is admitted at desired iéning_ for each logical channel.
In the second operation example, the above process can be performed by
storing only the instruction codes of the commands that are correctly

termingfed da the-Shistory managementdablesk2b. That s, in the second
operation example, the history management table 12b can be configured

by use of lesghrmemdry capacityss cAsdespribed above; thedC carcklved
according to the present embodiment can hold a current state or security
10stateTBtEHEhISgieArcHER s The Ry Bareet sred'thelekeelifiors FesultS37)

and insfiction cpde.of {he gommand that [s.conectly ferpinated as . 1
history information for each logical channel in the history managemen

table d2b-When; executing dhe sommand,15supplied from Ek@s?)%g with
e

processing device 2, the IC card 1 determines whether or not t
executirrerder obthehreceivedaoinrmand issa preset executioresrdénin device
the logical channel based on the history information for each logical

chanriel Spetified By the ¥otimand 20 TR Bard dcerdingtrtte without
‘Neseg£89¥%§mﬁg@%rmation relating to the command in the

history management table 12b (step S40).

As described above, in the IC card 1 of the second
operation example, the instruction codes of the
commands that are correctly terminated are stored as
history information for the respective logical channels
in the history management table 12b. Further, when
executing a command supplied from the IC card
processing device 2, the IC card 1 of the second
operation example determines the validity of the
received command according to whether or not the
execution order of the received command is a preset
execution order in the logical channel based on history
information of a logical channel specified by the
received command.

Thus, the IC card 1 of the second operation’
example can check the execution order of the commands
for the respective logical channels. Further, the IC
card 1 can prevent the process from being performed in

an incorrect order while access 1is admitted at desired
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can check the execution order of the commands for respective logical
channels. Further, the IC card 1 can prevent the process from being
performed in an incorrect order while access is admitted at desired
25timing for each logical channel. Additional advantages and
modifications will readily occur to those skilled in the art. Therefore, - 27 -
the invention in its broader aspects is not limited to the specific details and
representative embodiments shown and described herein. Accordingly,

varioys modifications geay be made witheutdeparting from the Sspirit or
scope of the general inventive concept as defined by the appended claims
and their equivalents. sMG8Id Pp28 a WHATISCLAMEDIS: BlAve process

portable electronic device comprising: .  a logical channel management

portidiWhich stsreS rfernatian fidicating £ process Statd of B4gHof ™ <odes
logm%&fhgﬂge§bmmands that are correctly terminated in the

history management table 12b. That is, in the second
operation example, the history management table 12b can
be configured by use of less memory capacity.

As described above, the IC card 1 according to the
present embodiment can hold a current state or security
state for each logical channel. The IC card 1 stores
the execution result and instruction code of the
command that is correctly terminated as history
information for each logical channel in the history
management table 12b. When exécuting the command
supplied from the IC card processing device 2, the IC
card 1 determines whether or not the execution order of
the received command is a preset execution order in the
logical channel based on the history information for
each logical channel specified by the command.

The IC card 1 according to the present embodiment
can check the execution order of the commands for
respective logical channels. Further, the IC card 1
can prevent the process from being performed in an
incorrect order while access 1s admitted at desired
timing for each logical channel.

Additional advantages and modifications will

readily occur to those skilled in the art. Therefore,



a storage portion which stores history information indicating information
relating to a command executed for each logical channel, a determining
portion which determines validity of a 10 command based on history
information of a logical channel specified by the command stored in the
storage portion when the command is_sugp}ied from the external device,

a processing portion which performs a process corresponding to the
command when the determining portion determines that the command is
valid,rand a heldirg partion whishiheldsinformationing: tasthecommanded to
executed by the processing portion in the storage portion as history
informatiorspktheflogicdkedhainhei.2202. Theportabletlectropividediceent s
according to claim 1, wherein the holding portion stores an execution

resultARY st 6 Rfertifiatiorihforatioh O Aichbmand e%e&dtedJor
each IL%?S]@ eic %PE‘SHE 'ét?\e‘i \it%ég%g%“%%%Qi?%oréﬁéﬁigg%%‘g‘ho é?%ng the

The portable electronic ce according to claim 1, wherein t

portiofsteres istraetianeidentificationdntormation ot a commanchwaich iss
correctly terminated for each logical channel in the storage portion as
history<iformation. MESkePRe29ed ¢l The gorthblérelettronic devicents .
according to claim 1, wherein the holding portion stores an execution

result and instruction identification information of a command to be

referred to by a
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5following command for each logical channel in the storage portion. S.
The portable electronic device according to claim 1, wherein the

determining portion determines validity of the command supplied from an MCSLLP

external 10device according to whether an execution order of the
command and commands executed in logical channel is a preset
execution order based on history information of the logical channel of the

command supplied from an gxternaldevige; stered;in.the storage portion.
156. The portable electronic device according to claim 1, wherein the

determihing Portiel trR¥terifes valifityioT tHe cormnardnsupplieddrom an
externagﬁd%i&? dgalﬁor(gqj1 ?e‘%hﬁ@% I execu '%n5 glridoeﬁ Ofﬁhec om OarnéjlS
ed in e

and a command execut the preceding in t ogical channel is a
presetrexacition orderdsasadoors histarydrformatidare obthedagicabchanngl cal

ofﬂthe coEnnjand supplied from an external device stored in the storage
Eorﬁgrrf.e S . The portable electronic device according to 25claim 1,

further eomprisingea moduledraving He abeveportions.and aMmaiRkedyon
containing the module. 8. A control method used for a portable MCSLLP -
Q?gicating information relating to a command executed for
each logical channel,

a determining portion which determines validity of a
command based on history information of a logical channel
specified by the command stored in the storage portion when
the command is supplied from the external device,

a processing portion which performs a process
corresponding to the command when the determining portion
determines that the command is valid, and

a holding portion which holds information relating to
the command executed by the processing portion in the
storage portion as history information of the logical
channel.

2. The portable electronic device according to
claim 1, wherein the holding portion stores an execution
result and instruction identification information of a
command executed for each logical channel in the storage
portion as history information.

3. The portable electronic device according to
claim 1, wherein the holding portion stores instruction
identification information of a command which is correctly
terminated for each logical channel in the storage portion

as history information.



electronic device having a control element which performs various
processes according to commands supplied from an external device,
comprising: determining validity of a command based on history
information of a logical channel specified by the command in a storage
portion in which history information inc_i_icar%'rl{g information relating to a
command executed for each logical channel is stored when the command

is supplied from the external device, 10performing a process

corresponding to thecommand when thevalidity. ot the command isy; 1, o
determined by the determining, and holding information relati.ng to
the executed commanckinthe istonage Ppofios @s thistarysinformation 150f

the logical channel.
execution result and instruction identification

MCSLLP

information of a command to be referred to by a
following command for each logical channel in the
storage portion.

5. The portable electronic device according to
claim 1, wherein the determining portion determines
validity of the command supplied from an external
device according to whether an execution order of the
command and commands executed in the logical channel is
a preset execution order based on history information
of the logical channel of the command supplied from an
external device stored in the storage portion.

6. The portable electronic device according to
claim 1, wherein the determining portion determines
validity of the command supplied from an external
device according to whether an execution order of the
command and a command executed in the preceding in the
logical channel is a preset execution order based on
history information of the logical channel of the
command supplied from an external device stored in the
storage portion.

7. The portable electronic device according to
claim 1, further comprising a module having the above
portions, and a main body containing the module.

8. A control method used for a portable
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electronic device having a control element which
performs various processes according to commands
supplied from an external device, comprising:

determining validity of a command based on history
information of a logical channel specified by the
command in a storage portion in which history
information indicating information relating to a
command executed for each logical channel is stored
when the command is supplied from the external device,

performing a process corresponding to the command
when the wvalidity of the command is determined by the
determining, and

holding information relating to the executed

command in the storage portion as history information

of the logical channel.



