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relates to the-field of net atlons More specifically, the
pfesent invention relates to a $éd#ted access to restricted information

over the networks. BACKGROUND 10 The piracy and illegal copying of
software and other digital nedia has becone extrenely pervasive and

currently results in billions of dollars in lost revenue for nedia and
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devi ces such as CD witers, Whl ch aid in various aspects of digital piracy.
. Each technol ogi cal breakt hrough seemngly results in a new and better way
toillegally c\o[-_pé intellectual ﬁrty bel onging to another. Exanples of
digitaP piracy WQEPTHEHNVEN\TA of proprietary software to sell to
others, the installing of a si ngle pro rietary software package on sever al
di fferent systes pmsacthlgeati@@wamt@ft priiept plenetmprk spnwarRricationsheMore
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pur chased jtfaema0bh WeELthd 8e®@TRSal e piracy typically occurs at a reseller
| evel . For instance, a reseller may duplicate and distribute multiple

copies of a 25 software program a digital audio file or a digital video

file to differgpphcpuSkOUNGS. These counterfeit versions are sonetines

passed on to unsuspecting custoners. Hardware distributors have been known

to preload diff W i@éﬁﬁ@d IHyesuch
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become extremely-pervasive and currently results in billions of dollars in lost

revenue for.media and software owners worldwide. This problem is compounded
by the advent of faster and more technologically advanced computers, the
development of inexpen'sive mass storage media (i.e. CDs, DVDs), as well as

15 -copying devices such as CD writers, which aid in‘various aspects of digital piracy.

‘Each technological breakthrough seemingly results in a new and better way
to illegally copy inteliectual property belonging to another. Examples of digital
piracy include: the copying of propriet_éry software to seli to others, the installing of -
a single proprietary software package on several different systems, placing a copy

20 -of proprietary software on the Internet, or even downloading copyrighted images

from the Internet.

While digital piracy is fairly common among many end users who have
lawfully purchased the software, large-scale piracy' typically occurs at a reseller
level. For instance, a reseller may duplicate and distribute multiple copies of a

25 software program, a digital audio file or a digital video file to different customers.
These counterfeit versions are sometimes passed on to unsuspecting customers.
Hardware distributors have been known to preload different systems using a single

software package. In such instances, customers are either not provided with
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" disscs ( [& sinply supplied with pirated copies f
'NunerougDﬁ%qg(g) ?Z)) conbat the ranpant problem of digital Cﬂf’ﬁéﬁ@"ﬁ’é{‘v’é been
devised. One of the nmethods is the used of trialware to restrict usage of a
5:sof tware product. Trialware may be inplenented by either programing an
expiration date or a usage counter into a software program Such a schene
limts tdgyinslemehualssdiskettes apdémtunimpactaiger (CRs) @rardwsiawpiosurplied wilimber
of trial tines es e tively, after which the protected application cart
no Iongerp'lfﬁeﬂéﬁﬁ@?eg CG8EPS are then forced to either purchase the full
version of the product or to quit 1o using it altogether. Hardware keys
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nunber of éﬁ %PECECW%@(% %éér&n@@ék%%@gﬁgi&&ﬁy@ﬁ%%fﬁé tltﬁ%est nunber
of seat | ne@p@a&sselpumfcétasmh thb@rstettemaapphomtubh ceot noworigestperiaiinshed.| ed on

anot her system wi thout the requisit Anot h

anti-pir a@?eftse%'ﬁ’ﬁ?‘aﬂéof%edtt@ ¢! |pt“é§ﬁ?@ tg‘m%ﬁ V&fglan ngeaPWdeuFE E{m‘é'fl on
key t t '§1 é dg ?y the software conpany before.the softvvare can

i nsta ﬁl adi t1'ona Iy, the registration keys are given only with the

ori gi na' sof tyg ﬁc‘RNBPeC éﬁ&ﬂggwg%é‘fearﬁfﬁﬁé&ﬁ&!ﬁgcé't |§‘&Bhﬁﬁb

Unfortunately, ere is vent t he regqi )S&t ration
key from iigsd & btd’\@nﬁ m%ﬁdfmsmof&eaﬂw% ridridware keysteeasievicesdbal areon, many
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hackers. soﬁware such that it only operates when an appropriate hardware key is attached
~ prevents illegal use of the software. As the number of hardware keys distributed |
to end users correspond to the number of seat licenses purchased, the software

will not work when installed on another system without the requisite hardware key.

20 - Another common anti-piracy technique is to require the entry of a certain
registration key thatis supplied by the software company before the software can
be installed. Traditionally, the registration keys are given only with the original
software package, although some are issued electronically; Unfortunately, there is
nothing to prevent the holder of the registration key from installing the software on

25 multiple systems. In addition, many of the electronic registration keys are based
on the user’s personal information (i.e. such as the user's name), therefore, some
backers have developed programs to calculate registration keys for random

names.

Unfortunately, as with the use of the registration key, all of the above anti-

30 piracy systems (and many others) are easily circumvented by hackers. A common
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2 9-JAN 2007 nethod of conmbating these anti-piracy techniques is_to

" di;sassenbl e the coding of the Application Programm ng Interface (ZA I‘jA"{ &ar
‘assenbly | anguage and, thereafter, deconpile the assenbly |anguage into
progranmm ng | anguage. Wth the know edge gained fromthe programflow, the
hacker can easily re-wite the 5 programor set certain conditions within
the programitself, such that it bypasses all the anti-piracy
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According to a third aspect of the invention, there is provided a device as
defined i nalitkg ant-piragy anthestigation @lgosithmar t h aspect of the inventi on,

there is provid Wel=JiFIE i |, ab& Chi erred
features of the(ﬁiqjP\li\%(\a,\;r:tgtlt ﬂ@%qg%%ggq% i'fnltea |t rﬁﬂ%ﬂagﬂa‘?ﬁgﬁﬂ?ﬁat‘a heérgi:%lgénﬁ{ant
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understood nmore fully fromthe detajled escription.given bel ow apd from
'he - accomp@naies ditafpgtet1 A5 desrabigdf HeurEn S-BHac SR BAL whi o
howevery sBawlbe iﬁtgzgrbfédt\ﬁmexisﬂnd;inﬁﬂés $tBRageddevices? 9 JAN 2007 WO

2004/ 015579 PCT/ SG2003/ 000033 invention to the specific. enbodi nents, but

are for explanation and under st andi ng
SUMMARY OF THE INVENTION

According to one aspect of the present invention, there is provided a
15 method as defined in claim 1 of the appended claims.
According to a second aspect of the invention, there is provided a
method as defined in claim 11.
According to a third aspect of the invention, there is provided a device as
defined in claim 23. | |
20 According to a fourth aspect of the invention, there is provided a method
as defined in claim 28.
Some of the preferred features of the invention are defined in the defined

in the dependent claims.

25 BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be understood more fully from the detailed
description given below and from the accompanying drawings of various
embodiments of the invention, which, however, should not be taken to limit the

30



onl y. Figure 1 illustrates a schenmatic of an authentication systepgth 2007
"verify a password froma host in accordance with one enbodi ne

‘present SWHIYAHIBA? Figure 2 illustrates a schematic of &T@ﬁj‘f’?ﬁé‘ﬁ’f"i’%atl on

systemto verify a password froma host in accordance with a further

enbodi ment of the present invention. Figure 3 illustrates a schematic of
-an authentication systemto verify a )o password froma host in accordance
wi t h anot frerendiobdai the speoffictamabediswrms, butmrerden explaratiur and Undepigigndings a
schemati c oﬁ an aut hentication systemto verify a password froma host in
accordanc®™¥-th yet another enbodi nent of the present invention. 15 Fi gure
5 illustrates a _nmethod for authenticatin sswor d froq1a host

alclcor dance wi t TigHEe drhésiraten e W%‘%fg@éﬁ& ERYEREGHRYS ﬁf‘b@r\éergy 3
|11 St rat 8562 A TR bl ifalItBHhEE WINS RIbNELAMAI Gthb hbéaRy Tile

manager ccordance wth a er e nt of the pre I nvention;

Fi gures7 iimyardionat es a schematic of an authentication systemfor receiving
20 data froma web server in accordance with another enbodi nent of. the
present i nventFigare Biijusteat8s ial doieintitioasf an aemwmt:kamﬁ'yganatd @iy 8 _
accordance with one enbodinent of the invention ure 9 _is a block

di agr am i Inagswosd friegn a NeRKED a@@ﬂréanP%M@&F%}%@W@%m%OBH@ R1A568t nent  of
t he present,, %rﬂ}b%ntlon Figure 10 is a flow chart illustrating a method of
provi di ng data access control over a network in accordance with one

enbodi ment of the pr n ve / 79 |
PCT/ SG2003/ oooo%@”ﬁ? édﬁ%étiafeg g &t"ﬁ?‘g%\)cd‘?f %f A Sémgﬁ%” v P%ﬁ@‘%%%gg of an
enbodi;gentpa8kwidi€@ from a host in accordance with another embodiment of the present

invention.

Figure 4 illustrates a schematic of an authentication system to verify a
password from a host in accordance with yet another embodiment of the present

. invention.

15 Figure 5 illustrates a method for authenticating a password from a host in

- accordance with one embodiment of the present invention.

Figure 6 illustrates a schematic of a computer system using an anti-piracy

file manager in accordance with a further embodiment of the present invention;

ngure 7 illustrates a schematic of an authentication system for receiving
20 data from a web server in accordance with another embodiment of the present

invention.

Figure 8 illustrates a network configuration in accordance with one

embodiment of the invention.

Figure 9 is a block diagram illustrating a SAKE device in accordance with

25  one embodiment of the present invention.

Figure 10 is a flow chart illustrating a method of providing data access
control over a network in accordance with one embodiment of the present

invention.
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aut henti cati on net hod of the present invention. DETAILED DESCRI PTI ON An
" apparat us_and nmet hod for providing data access control over |nterh@tJAN28F e
‘di scussed ¥ q h‘mf‘/ﬁe"f’bl | owi ng description, for purposes of PEXFCAMRIYHS |
numerous specific details are set forth to provide a thorough

under st andi ng of the present invention. It wll be apparent, however, to
one skilled in the art that these specific details may not be required to
practice the pFéagterruH i erfiiodiagram shibeing naiteus etepswldn-émbeainjerd of e ui t s
and devi ces ar k dia mformto avoid obscuring the present
i nvent i on24ie %ga %BB@&’%%P@%%EBW@E‘@H? invention may contain

transi stor ci rcur ts that_are readily manufacturable using well-known art,
such as for exaH EHEES H¥entary met al - oxi de seni conduct or)

t echnol ogy, or ot her sem conduct or 15 manufacturing processes I n addition,
the present indenapparatigand matppefemrediding datacterassmantioherarrnteynet
processes _for,. making digital devices. Figure _1 illustrates an

aut hent i c8t9 SWCE%&?%m 10 to verify a password 12 froma host 14 in

nbodi nt of the

accordance th t t Aut hent
system 10 i \rlrmcl uaﬁtee@(ﬁprw%g SEIRIPE. [ F&rrgcs)se% P{e gﬂilaffglwﬁfogg IP@@%’ uni t
18 and a Hbf‘ame%cretsre@tdrﬂt Rgﬁrodt&&mﬁ@r&t@ﬁldrerers’tgnumgcmﬁbqﬁeéémﬂﬁéntrtaﬂ

first storage unit unit and a second storage unit
M cr ocont Holilldre ammarest grasfemeabioyorspsiplled in herart that4hese spegifiadessils enal

Cnvent onfORERIBA TS Rigrte b8 PRt SEREO R0 TrSt e BReBh R E kapua,

Fur t hgg nogReuiePhRd Hiel lessdrerst@évriini Blodibdigearageando asbr @gungth@2 nay be
one of ‘a nunber of nmss storage devices, including hard drives, floppy

di sks, or PresiidmientiPnash menory devices, such as the ThunbDrive

manuf actured by Trek 2000. In addition, the two storage units may be
utilized in -5 IQis@nﬁ&M@OdIhameaﬁeWBMimsmnOIEIDIBB:BD@i@Lﬁhysi cal

structur etha?t Jrgrrrenagl P u?a&g?asolgbgrrn% eel?ﬁr\{ov(\:/% artT%%cﬁ%sssforste%_r%gl% CMOS

" (“complementary metal-oxide semiconductor) technology, or other semiconductor

15 manufacturing processes. In addition, the present invention may be implemented

with other manufacturing processes for making digital devices.

Figure 1 illustrates an authentication system 10 to verify a password 12
from a host 14 in accordance .with one embodiment'of the present invention.
Authentication system 10 includes a first storage unit16, a read-only memory

20 (ROM) unit 18 and a microcontroller 20. Microcontroller 20 is coupled to host 14,
first storage unit 16, ROM unit 18 and a second storage unit 22. Microcontrolier
20 is preferably coupled to host 14 through a Universal Serial Bus (USB)

controller.

In other embodiments of the present invention, ROM unit 18 may be formed
25 as part of microcontrolier 20. Furthermore, both first storage unit 16 and second
storage unit 22 may be one of a number of mass storage devices, including hard
drives, floppy disks, or removable flash memory devices, such as the ThumbDrive

manufactured by Trek 2000. In addition, the two storage units may be utilized in



~ device nay also be placed with mcrocontroller 20 to forma sin i
First storage unit, 16 stores an authentication sequence 24, whi glhze?g‘%]@@qg?
to verify'PAYREIT? 12, An authentication al gorithm 26 t PERPEAYI Ve
password.12 5 with authentication sequence 24 is progranmred onto ROM twt
18. In addition, ROMunit 18 preferably conprises a shutdown algorithm 28
Because these algorithms and other data are hard coded, the contents of .
ROM uni todd lpc@@iﬁet sthectucketmofoirl 2dingle massrearagoinyisecéNiMesHBlO8W d 12,

m crocontrol l er 20 | oads and executes auth i catl I b
\s/te(rnlr;y p%\ﬂ%gganglsw b PlasE é’?’\'ﬁ? BB?WOSRnFBﬁ%r u{eon@téh%]l?ﬁggé@ htmozgefzgnd
ge uni 2 s permitted only if pa rd, 12 i ified. P
??c/ be enter eleb’ySTfé)r@@%FmBﬂ 5a5t§%/ﬁst %ggﬁ%\r‘l\ﬁ'é}?’ﬁ%‘ élﬁagﬁﬁlcge{jb%;‘ﬁﬂﬁgseg%%%ﬁg?t érz
eivin uer MG ' Ler. ithBEER | SISt
al gorit hg‘?@fé/ asssﬁvaqréol?ogléﬁ aglﬁféﬁt lnbﬁrﬂl !Eg cog?%ﬁq@gpgﬂ%’wmi | i (rjlg12and 15
changi ngyjitheaRé hitedtdrpsagreamme r2sisqaogrammessintekQ wvihb8. b edelolhe copy

protection provided by th ' ' '
i | od ROVt 56 prefatoly sbasres o Hagoud Hopinlhes. Bp-RRielfee P Slers.

a s muggg&@g@%%ﬁ%@ﬂa@é‘ 2P REREQFethe eBRtePtHIEf REM wnitt 8 carnmatdwm

. . orized user. In addi tion, password 12
aut hent i gatbeipilsequeicee@4 Upmy r2oeivingrpasswordf1a rﬁﬁcwﬁrpéeéza E&ﬁﬂ% 234 i on

process by using a user's fingeppri,nts, J.Li i i

aut hent i @éﬁp@ﬁe%@tﬁ%mﬁ‘i&g‘s%@g&{% lzﬁa@ vgln? OB%%S%@?;Qamﬂtﬁ%g@ﬁg “sof t war e
runnllﬁg %?8U8F|Ee%ﬂ ROk JsapaabAa kit eragel uhity? 8yicheittdccanly dhpadsyardttzhis 26
and there re not known to an end user. As described above, authentication
al gorit hivefifieds preferably 25 inplenmented on hardware or firmare (such as
ROMunit 18) so that it is tanper resistant; that is, authenticati

al gorithm 26 wadsvieerdel2 heay lexentared Yy 6$¢c 3 S@%Wa%w@%@“&@wi%fgﬁr

extract datafrom and; t her ef or e, ext Ly diffigul :
o Gor t hifis e TRrapaP NG o ver o S Resa bl 28 el s BRReniciar Ao

attacks_ by sttt bads o cblied @htd ROMYAET8 idopairgesi dscanfipiing andect 30

- passwords”¥s received by mcrocontroller 20. An authenti i -
9 JAN5200shanging the software program resident on host 14 does noqtt;r(e:gct;t% fhe ggp%/[ em -6 2 _

protection provided by the present invention. It will be apparent to one skilled in
the art that password 12 may be a private string of characters, a sequence of
communication protocols or some other security protocol known only to an
authorized user. In addition, password 12 and authenticatioh sequence 24 may

20 form part of a biometric authentication prooeSs by using a user's fingerprints, iris,

face, or voice as authentication means. -

Password 12 may also be programmed into the software running on host 14
and recognizable only by authentication algorithm 26 and therefore not known to
an end ljser. As described above, authentication algorithm 26 is preferably

25  implemented on.-hardware or firmware (such as ROM unit 18) so that it is tamper
resistant; that is, authentication algolrithm 26 will be either extremely difficult to

reverse engineer or extract data from, and therefore extremely difficult o bypass.

Shutdown algorithm 28 is preferably implemented as a deterrent against
brute force attacks by shutting down the entire system if a series of incorrect

30 passwords is received by microcontroller 20. An authentication system



WO 2004/ 015579 PCT/ SG2003/ 000033 progranmmer may define the naxinug1n§gaqﬁm
“of. incorrect_passwords allowed before the system shuts down. Shu 30

“al gorithm ”ﬁé@“&?%o be programmed to not accept anynor&THE2ENHA3BNtri es
or a specified amount of tine. By using shutdown algorithm28, trial and
error nmethods used by brute force application 5 prograns to identify
password 12 woul d becone an extrenely tedi ous process for hackers. The

al gor i t hmpogtaiinee hefyodefirketrer mpeineiin il mbackidnsofre o assvordatatiewpti ng to
identify password 12. Second stora etunit 22 i s used to store prograns

and/ or fi IBedorefhiectysigre shuégdewad dawpradgR A8 modit alsg heppraghammed
Exanpl ' i . .
ot il Ler Tt ERpep ST ity ARG 80 GoRbRERRoSHECY o P FAEL °

files, andghuidwenalddrites. 28\tdalcoanherrol hesth@ds abédvwy boee®scd appketiond
storage unit 22 from ho.?t 14 only if the correct a(gassword 12 has been
recei véd WOHEPDEDIKENGN BRSRrdA 4 welghbesene e dEmalVitafQus RIBERSREir as

separate epiddbiesThe bl bAd tﬂéreg&éieager@@@g@;%@%@ggﬁhn the art

that mcrocontroller first storage uni unit 1 second
st or age urdtten2@inmip identiyrgmessadrdi2a nunber of ways. For exanpl e,
m crocontroller 20, first storage unit 16, ROMunit 18 and second storage

unit 22 may be Sequirenstotage onit 223 ngke t6 smreprdyeings aatiop fildd) waich are
alternative enbodi ment, mcrocontroller 20 and ROM unit_ 18 may be -

i mpl ement £8996°6 frA e athar hpst %%H%lf‘éﬁ-eEf(?BWQSn‘éf %fcé‘rféléé ingide. The

prese i i reAy L Lty i :

easi | ;%beré\(ffl%!ta E@ejﬁaceﬂ(ge hgﬁgﬁhﬁlgu%ﬂé%guser Efsrl%ﬁé%%p%%n%‘ﬁﬁésl glﬁ—%dr) gigéxslégﬁltea,qr%gr?oone
hand, t hdilasemaigerfikg,itpkiefiled, ax hergnafilesw Micfdemémdt|ev 20 ddios/staccssaid act ur e

different part of the, entjcatjon system On the other _hand,

fabr | car1 ACORE SHoEgENT 2o AT BiSt YE08R bR R gsS 6 A2 tgheeshi p)
may be | esgcExBANY MR rabshiRsIRY e better performance. In addition, if ROM
unit 18 and mcrocontroller 20 are |ocated on the sane chip, it may be
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illustrates an aut tication s VEeri assword rom a host
54 i n 1accaviderddow pérsanfskilleden teedaddheak nicrotoninellgpr2ts dingt Storeget irdh16, 30

Qﬁghgnt | ca&bwugxﬁge&m geccoon srtE)?aegse gnii iZQSr;["lay?Egrc%%%ngé{En 26n’um ero vblzwst. °8
For example, microcontroller 20, first storage unit 16, ROM unit 18 and second
storage unit 22 may be implemen{ed on a single semiconductor chip. In an
alternative embodiment, microcontroller 20 and ROM unit 18 may be implemented

20 on-a chip that is separate from the storage units.

The present invention therefore has great flexibility of design that may -
easily be altered depending on a user’s requirements. For example, on one hand,
the use of multiple chips may allow different vendors to manufacture different parts
of the authentication system. On the other hand, fabricating the present invention

25 onto fewer hips (or a single chip) may be less expensive and provide better
performance. In addition, if ROM unit 18 and microcontroller 20 are located on the

same chip, it may be more difficult to separate the ROM to read the data stored.

Figure 2 illustrates an authentication system 50 to verify a password 52
from a host 54 in accordance with a further embodiment of the present invention.

30 Authentication system 50 comprises a first storage unit 56, a ROM unit 58 and a
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" M.crocontroller 60 is coupled to host 54, first storage unit 56, FomAMIP7
'58 and anV¥heWd@#s82. Encoder 62 is further coupled to a R340 Bage
unit 64. First storage unit 5 stores an authentication sequence 66, which
IS used to verify password 52. An authentication algorithm®68 to
authenticate 5 password 52 is programmed onto ROM unit58. ROM unit 58
pr ef er abl yicrclontetieat0 s Mitmentallgo0 ihooTtled Wp dwst 84 glinst aiprpas snd b6, 52,

m crocontroller 60 | oads and executes uthentjcation aJgorithm68 to
Ver Ty pabQabriEss A TR Cat FOROSEE I 6T CORBlEda 4 3o &HEbnG
st orage U'%!/c%ragé dritt €T A bL Q808 Ynit b R8I dulnitieaes bEhﬁchel@B,S{QHitoﬁovm

al gorithm referably shuts down the entire systemif a series of wong
passwor ds is gse@teiverty massward dcb it alithentiéationAalgatittine 8 toaautbentinase em

programmer determ.pes the nmaxinqum n rof.ql ec assword attenpts

B owed, BESIEE B2 %S skl rrorER ORI [ d 1Bt KOV A SPav aee A ThbgHEs &
first 15 dectoyRiedigdritemcropted respectively by encoder 62. Many different
encryption schenes may be used by encoder 62, including International Data

Encryption Al gorid F@Ee(i\lli%ﬁg%???_ﬁ@é%’@%ﬁﬁo@r%mﬁ%@sfﬁ?ﬁ%xé‘dﬁ%é’pfi on.

Triple Data Encryption encryption, and Pretty Good
Privacy (R@GRentBatioaraigymthim§s theedhnpasaveordfb2awie cotikrdtoatiagseqnencdss. a
hacker wil] not be abl o 20 sense .of the contents en if. he manages
Lo’ r ead 1t HocB8tasecon] sideprgMuit Rovsmifics Pl BREEPEPTLEEROYEIE (el ng. a
probe) Aféﬁftd@@ﬁ%@éﬂthﬁ??b%?e@%g/ Hut86Wh GRE @ftirds (ReATIRE ddiiel of

illustrated) may be used to (_jecrép the contents of ‘second storage unit
64. Al t er vaoingepasswaids dmtecedtast byl mierosestaltersb®r Ageauingntigdionsy's

or of or abl PremErypecact hae Bt AnoBLhT FRALEE! RAT AR ARG oy

aut hent i cafljipyagsequence 66. This may be acconplished w thout requiring an
additional encoder if first storage unit 56 is |located thin second storage

uni t 64. Data to be read from or written onto second storage unit 64 is first
15 - decryptéd or encrypted respectively by encoder 62. Many different encryption
- schemes may be used by encoder 62, including International Data Encryption

Algorithm (IDEA), Data Encryption Standard (DES) encryption. Triple Data
Encryption Standard (3-DES) encryption, and Pretty Good Privacy (PGP). By
encrypti'ng the contents of a second storage unit 64, a hacker will not be able to

20 make sense of the contents even if he manages to read the contents bypassing
microcontroller 60 (for'example, by using a probe)/ After password 52 has been
authenticated, a decoder (not illustrated) may be used to decrypt the contents of

second storage unit 64.

Alternatively, the data stored in second storage unit 64 may be protected by

25 hash coding. In addition, authentication sequence 66 is preferably encrypted or
hashed as well prevent hackers from unraveling authentication sequence 66. This

may be accomplished without requiring an additional encoder if first storage unit

56 is located thin second storage unit 64.

Figure 3 illustrates a schematic of an. authentication system 100 to verify a

30 password 102 from a host 104 in accordance with another embodiment of the



"Figure 3 illustrates a schematic of an. authentication system 100 to ver}'&y
"a. 30 password 102 froma host 104 in accordance w th anot her enbdd néNt 200
‘the -8 2 QOAMHHE? WO 2004/ 015579 PCT/ SG2003/ 000033 pr fSERCHH AP on.
Aut henti cation system 100 conprises a ROMunit 106 and a mcrocontroller
108. Mcrocontroller 108 is coupled to host 104, ROMunit 106 and an
encoder 110. Encoder 110.is further coupled to a storage unit 112. An

aut hent i gaesent iavgotion.hAutenticetiansreiem ta8 sopuyissraRE0? ung 196RIAANMed

to 5 ROMunit .106. t henti.cati . i : 102
s hard Bt S el RenVIcean sl 40P TS P 2. et R cobuBRIPEE! v
conpri ses;Renshyddovm Bhesdét 1o Llidrthéscagsieditbedstomgy ent ous. @mbodi nent s,
upon receiving password 102, mcrocontroller 108 | oads and executes

aut hent i catthenticatipor 2lghrinm 4 1ddovethegnticateppaswawst H04nst Proglrmeed @HPi on

et Trce AT TR e S RO S e

entire sysscimnitd aatrestticeSombigontionrect. RS waitdD6i preferabiyvaintjses a

m crocontrol |l er 108. By hard codi ng aut hentication sequence 116 directly
i nto aut hentifewniBeciteMul §Bri t hm 114, possibly in nultiple places,

modi fication of authentication sequence 116 becones substantially nore
difficult. In ApdesctibedimpryicuhemaodmerNts aupde FRGIENY PISEWREEHRS, not

only is reconpil.at ryv {Jf ' : il : Hut al so
suffici enw'%ﬁg%rﬁtg@lfﬁgidﬁgggé g%ﬁé ei()gr%f'{é%eér}%g?f‘gwg @gaﬂﬂlhﬁggﬁ'?g@}/gﬁ ure that
t he changgagdvdrdnoith satiedtipatal seyfieidelt 6. Sechsatosasageuniked is t 20
difficult for a hacker to re-program authenti cafi on system 10f0. Fi %%ﬁ 4

i || ust r at ReMaitted @heiswead 107 1§ysrites-1 50U W A|9oyithRSS P Praissably Uskfa
host 154 jn [ e, : i 1 ion.
Aut hent i c{éjt?rgﬁcog)ys g‘% ﬁwgﬁﬁ@sgﬁﬁggﬁggf?e%m Bk Cl%\{ét 156 and a
m cr ocont imidroeonttSier M rocontrol ler 158 is coupled to host 154, ROMunite
156 25 and an encoder 160. Encoder 160 is further coupled to a storage unit

162. Data to B¢ Hfa@ddiymuhehtietiornéaqusineeans dinddtlylif® asthbnticdtiosiecr ypt ed
o entl:sr yp;l%%rithm 114, possibly in multiple places, modification of authentication sequence
116 becomes substantially more difficult. In order to change a hard code
authentication sequence, not only is recompilation necessary (if using a compiled
language), but also sufficient understanding of the implementation' is required to
ensure that the change will not cause program failure. Such a measure makes it

20  difficult for a hacker to re-program authentication system 100.

Figure 4 illustrates an authlentication system 150 to verify password 152
from a host 154 in accordance with another embodiment of the present invention.
Authentication system 150 comprises a read-only memory (ROM) unit 156 and a
microcontroller 158. Microcontroller 158 is coupled to host 154, ROM unite 156

25 and an encoder 160. Encoder 160 is further coupled to a storage unit 162. Data
to be read from written onto storage unit 162 is first decrypted or encrypted
respectiv.ely by encoder 160. Alternatively, hash coding may be employed to

protect the data stored in storage unit 162.

Storage unit 162 is made up of two types of data storage areas: a public

30  storage area 164 and a private storage area 166. An authentication sequence



| j;res—p'éctively by encoder 160. Alternatively, hash coding may be erpgoyed “
_pr.ot ect th .glat % g_tored in storage unit 162. Storage unit {62 isnpn%de u?)mgf
t wo t%/pestb‘? Y4{"45¥Por age areas: a public 30 storage ar €& A2 4HEP0433
private storage area 166. An authentication sequence -9 2 9 JAN 2007 WO
2004/ 015579 PCT/ SG2003/ 000033 168, which is used to verify password 152, is
stored in private storage area 166. An authentjcation al gorithm ig& to1
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1000 f oryg gygw, iVl fﬁg@rc@ggd@rregaw D00eotH0Esaretdersared tarme aparating systelm abl e
to mcrocontroller” 158 and cart only be access % by an horized user or
sof t war e (O )ogpcinas Yoindaue on&@ﬁéééﬁﬂ@%@éﬂféﬁifﬁﬁ @cﬂ}g(lﬁrtei%gé? PEESFFESY may
I nstruct Rost 5%93(%)%%#56@@“1 gcﬁ'fégo@f ORRE SWEh frc@kstarfitod Bbitbfecbivithiage ar ea

sic
164. Ho ) 2 0 access private storage area 166, the
user @y theysedltairesssngoam 608 will berasicessibly topamsweerd TIEP AremhiscNavén t hen

sent to mcrocontroller 158 for ~authentication. Upo |\ SEYRY '

152, mi cragamutdic| EprapssaieRecy SIS AR @gegg;gﬁlyoﬁi)c Iagig?%ﬁ\él%%g%to ve?i fy
passw&igd fog% X‘”Ptrib?feuét%?é‘gﬁé ‘éﬁ%d SRcS BRENGEssdbBre ANIgBSSavailapld teat e st or age

ar ea 6 permtted onfy 1t password 152 is verified. Shutdown al gorithm
172 shut siegohtellent 58 end ywsttanly beacsessed byfan aytberized HspRssRIMR®) s

received by mcrocontroller 158. Figure 5 illustrates a nmethod 200 f
aut hent i cREQAgT™ password from a host O for

15 Under non-secure operating conditions, any user may instruct host 154 to
read data from or write data onto public storage area 164. However, if a user
wishes to access private storage area 166, the user or the software program must
first enter password 152, which is then sent to microcontroller 158 for
authentication. Upon receiving paésword 152, microcontroller 158 executes

20  authentication algorithm 170 to verify password 152 with authentication sequence
168. Access to private storage area 166 is permitted only if password 152 is
verified. Shutdown algorithm 172 shuts down the entire system if a series of

incorrect passwords is received by microcontroller 158.

. Figure 5 illustrates a method 200 for authenticating a password from a host
»5  in accordance with one embodiment of the present inve.ntion. An authentication
sequence is first provided in a block 202 and preferably stored in a first storage
unit. Also provided, in another block 204, is an authentication algorithm, which is
stored in a ROM unit. After receiving a prompt from the host, a password is

entered in by a user or by a software program. The password is then received in a

-10-



25 in accordance w th one enbodi nent of the present invention.
" authentication sequence is first provided in a block 202 and prefzegr ajﬁf"ym?
‘stored i nYORYHEESEYorage wunit. Al so provided, in anot hdICTHGOK/@0MB3 i s an
aut hentication algorithm which is stored in a ROMunit. After receiving a
peonpt. fromthe host, a password is entered in by a user or by a-software
program The password is then received in a -10 2 9 JAN 2007 WO

2004/ 01558 RQUESE? 03IHEEKIRD b tek SRTuks an authentioatisroblgeritimad vexscut es
an authentication algorithmto verify the password with the authentication

sequence e BasRkPs Bith Breakthengcalien tsﬁﬁuﬁ%%%cﬁ depisiopehlpelk €88i n deci si on
bl ock 208, access to a private area, such as second storage unit in the
above- descr i bedf ibetpmgismend &5 vwﬂad tﬁed%Cl@éﬂrthCtl@%DS rAceebs @Q:Q mwate Fres, user

is then able to readfromor otothe ora t which is
pr ef er abl ;7 ‘é'ﬁ@?fﬁ%’&d Sf“?ralgﬁ t&ﬁ vE %%Stcr@% C{%é mierq | on bl ock
208, the Eéﬁhltt@d in Bloderied masér Ithéh%b%e@Q@ddS‘td?ﬁQﬁerﬁiBldntow met hod
200 will end in bl ock 212. Alternatively, if the passvvord is incorrect,

t he user 9orﬁfésgira@ﬁ gt whichnalPrefesableiceyRiad e i thadassyerd [FaRehisrdied
However, {0,8y8 o%lbgk%bgfﬁ]ea\psé'rv?ln%tew a];:c %rt'h%%g%fopp ?rrag‘éq}nlt

passwords IS recelv m crocon ur e tes a
schemat i c anfl raemmmm@@wnsgm ana Dhdckuat :thaerrﬁmt/ely pitneappsfivbel nsanagwthSZ

in accordance with urt her enbo nt of the present inventi
At pi ragiﬁ flﬁ%wiaegawew@c#tsor@gﬁggaaew@Heaﬁtq gt RASPWRIR h ERWEYSHT on 15
engi ng, 25 St Ofs Erte?tr%%?y St Abif aaéléﬂlesobfflﬁédrré@']% Wof@szlsarf[éééﬁ/% gyequest s

froma nu war'e prograns 258 that request eren
aut hent i cé#te oncrosohtrotier.f rom anti - pi racy authentication engi ne 254. Access
to storage unit 256 is guarded by an authentication system260. In this

exenpl ary syst utéw ifibstoitdds bidopentdtictdfea porapetet siysieemPbomsld amantior
aut henti cati on y different types of 20 software prograns at the sane
time thr o@g"ﬁcﬁﬁ*iﬁ n@na@@y’ 2pP|irg aﬁﬁﬂr&é@nﬁez@@ a Tyrithgirembodimars Of fieRregent

e S e e o L R
Aut hent i cehigote 2§54 e 860rage uoil2béd Ami-piramsmadeger #b2 ahsivers requests
from a number of software programs 258 that request different authentication
schemes from anti-piracy authentication engine 254. Access to storage unit 256 is
guarded by an authentication system 260. In this éxemplary system, the flexibility
of the present invention allows for authentication of many different types of

20  software programs at the same time through anti-piracy file manager 252. .

Figure 7 illustrates a schematic of an authentication system 300 for
receiving data from a web séwer 302 in accordance with another embodiment of
the present invention. Authentication system 300 is coupled to a host 304, which is
connected to Web server 302, typically by using either a dial-up or a broadband

25 connection. Host 304 is coupled to authentication system 300, preferably, via a
USB connector. Examples of host 304 include a personal computer (PC), a
personal dlgltal assistant (PDA), a Wireless Application Protocol-enabled (WAP-

enabled) mobile phone, and a tablet.

To retrieve data from web server 302, a password received by host 304 is

30 verified by authentication system 300. The password is typically entered by a user

11-



_'conn'éct ed to web server 302, typically by using either a dial-up or a
“bgoadband 25 connection. Host 304 is coupled to authentication syi@eMN\%@@?
pref er abl WO WOYESTUSB connect or. Exanpl es of host 304 i M&Tf03/pPe43donal

- conputer (PC), a personal digital assistant (PDA), a Wreless Application

Prot ocol - enabl ed (WAP- enabl ed) nobile phone, and a tablet. To retrieve
data fromweb server 302, a password received by host 304 is 30 verified

by aut henti i T e+ S S UBAPIHEAL

1 o b e e e R R P b et o = e

host , I i f gby@eemafs_ayvarsd)dtbe cenfigured tbyaccept apimetrios passhendi sesh @ha system

may al so be configured.t bi. i.

T oo, o Gt Pl “Rind B R B PERVET e By

aut hent i BndY 8reRlieS4AARMSoS J0rae Sy RUGRDIRMerdDR. fOpoRCCESS O
02. Upon

web sewer 2. ( receiving the request, web server 302 grants access
to a web pegiihgtiepquest, veslr seer 38Rramseaciess tHw/Wek NagetiryingHia of a

music file or gn onlipe ok or_a. sof r d

aut hent i Q%Q%Hgﬂag%rﬁﬁﬁrﬂ%i?%wg%m heatoﬁnﬁsasél er’r(?m 30%%@8ﬁ|§}%8§%}88rd? an
unaut hor i ggelyseesrogtdrh. Micheeahé @utivetticatiomatdritam imhautgenticaiion system
verification schenge in authentication system 300 and, hence, w il be unable

to 10 acd@8ss haw ehded, an wrsytBeizad usewvilinet hecriHerlo SEEMVERher ohandee

present ipvention,. th S I -:eeme- i t Qi : icawed
fromthe 'Wt\é‘?r_ﬁgf?'omgpgg&fﬂgéeﬂ%éﬁ% reé%@%mg’r@ O{%gd,ggétrgze, ?Icl)lpﬁv\%gﬁgg're\e/tér
302. Uponak@ss thenthth e welsigenter 3g2b server 302 sends the password enbedded
in the quested data to authentication system 300 for 15 verification. I|f

the verificati gnahstherestsodfient stiRemieseat inoansys tempBewatd Bvembedded 304
to access the data, upon where it may be displ ag/ed' or executed. In

pr ef er r ediretisoditasatbe netréevest fsomrth miksinele est serdd cegyRddor tﬁégﬁlﬁt i on

of the data is carrij ut _in_aut hent.i i an in host 304
or storag w;e,tp %W%%@CQPPBH eg%ﬁ{n@m@\%;d%aﬁégt ﬁzér&gbnggglz %gﬁle éﬂ% t he
i nvent i onpuikloRPe@BPBABEATN e Ghostedsidth teduinenticatiomsystenofie forsi der at i on
of the specification and practice of the invention. -
15  verification. If the verification is successiul, authentication system 300 allows host

304 to access the data, upon where it may be displayed or executed. in a

preferred embodiment, the data from web server 302 is encrypted. Decryption of

the data is carried out in authentication system 300 before in host 304 or storage

in authentication system 300.

20 Other embodiments of the invention will be apparent to those skilled in the
‘art from consideration of the specification and practice of the invention.
Furthe_rmdre, certain terminology has been used for the purposes of descriptive
clarity, and not to limit the present invention. The embodiments and preferred
features described above should be considered exemplary, with the invention

25  being defined by the appended claims.

Overview of Storage Anti-piracy Key Encryption device (_“SAKE")

According to one aspect of the present invention, a method of SAKE is
provided in which SAKE is coupled to a host or client system and SAKE obtains
user's biometric identityinférmation through its biometric sensor. User's biometric

30 identity information, such as fingerprints, is verified according to the biometric
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_Furthernore, certain terminology has been used for the purposes of 29 JAN 2007
~descriptive clarity, and not to limt the present invention. The

enbodi nent0 2Hd/Opét erred features descri bed above shoulPdTH® 20 BbEer ed
exenplary, with the invention 25 being defined by the appended cl ai ns.
Overvi ew of Storage Anti-piracy Key Encryption device ("SAKE') According to
one aspect of the present invention, a method of SAKE is provided in which

SAKE is cesppréed @to@edﬂl%bnQrﬁteerhaleﬁémmshﬁmoa@A@KEaﬁbugnmﬁanzuﬁéﬁ S
bionmetric identity information through its bionmetric sensor. User's

bi onet ri cirgormaéen inojuding @u@é@ ﬂx@h assoeiptegswithige uper ist r§trlavgd\ieqm fthed

ety scooo Bt pAETNAR B sk Su e RN RAu N oBANT ilbvese g

Various i ifbirabiigaprauider off onerabi 88niice Pushioer plﬂﬂ’b&nak@)toﬁfﬁﬁ_@@i etadrivi t h
the user is retrieved fromthe internal nenory unit of SAKE and the

ini tiafizatroRsiREsheRthiiorohdnghest aedern Hﬁoanﬁf'B’r”Pﬁaih%'ﬁ't@ﬂ'é@ﬁQibr or
I nt t |
et OGRS BRI BB o v

t hrough t on veri I On or mati on,

net wor k corformatiart provider. edthabl $AKEbHainsssionSaKEN dimon tHeinfornfatiomat i on
provider. Wen SAKE obtains information fromthe information  proyvider, the
i nf or mat i BFPYI4e s VE@@B%@W%@W&B@@ $1o5ed Mm@ A8l MR REAKE- one
enbodi ment, SAKE is a storage and anti-piracy device that includes 10
onboard bi onet 7 @n@@mW@'m%nSeéﬁa@.a ﬁtpyag%ﬂﬁéalﬁ@sm[ﬁﬂw@rv%t ebistudessi ty

capabi} i t'oﬂBo Bn'an‘?e% SBrif I: abilit! d Aabéshf @ gnd large
nenory cap aCI ar e O er a van es O or exanpl e E my have
t he nmenor yapatplanest ywueh ane S g@h}écﬁersandlghaeme@rd@tedmfammdatgbto one

gi gabit per second. A nore det a| | ed di scgg ion of SAKE wi || be discussed
later. 19'8MgireRAGY|a§HtReeadvatiagenp é@?%@@ﬁ'%@ﬁ*ﬁﬁw”’&d’d&ﬁ\@ance

with one i i cl udes
mul 11 ple SREETEgcadky ot @F%%W”ﬁ%?ﬁﬁﬁ%%@a% e on
provi der s gigadmitt mnseqmmde«ancwea:rmiaimd tiSPassidhef Bdd<t wsbed&cusm@fHeas pect,
i ncl udes personal conputer ("PC') 804, |aptop 805, personal digital

assi stiant (" PDARigusnd ilidteates a network configuration 800 in accordance with one
embodiment of the invention. Network configuration 800 includes multiple SAKEs
802, host systems, Internet 810, and various information providers, content
providers and/or ISPs. The host systems, in one aspect, includes peréonal
computer ("PC") 804, laptop 805, personal digital assistant (‘PDA") and other
20  digital processing systems, such as ser_ver_s, mini-computers, mainframe
computers, point of sale machines, workstations, et cetera. Internet 810, in
- another embodiment, may be a.n Intranet, wide area-network ("WAN") and/or local
area network ("LAN"). Information providers include online transaction 820,
Internet sides 830, sales of services 840, personal rﬁedical information 850, e-
25 learning materials 860, library 865, publisher 870, music 875 and TV games and
movies 880. Itis apparent to one of ordinary skilled in the art that other functional

blocks may be added to network configuration 800.

The content provider of online transaction 820 includes various online sale
transactions, which includes online sales of merchandises, software, information

30 and network services over the Internet. In one embodiment, SAKE 802 provides a

13-



. 20 digital processing systens, such as servers, mini-conputers, maprif JAREN?
corrputers (g)m nt of sale machines, workstations, et cetera. |Internet 810,
' anot h&¥O 2@ ent, may be an Intranet, wide area netREHRGTHIAWI
and/ or local area network ("LAN'). Information providers include online
transaction 820, Internet sides 830, sales of services 840, personal
nmedi cal information 850, e 25 learning materials 860, |ibrary 865,

publ i shergB(Ped MesisecBIS, ahidh TW e scests, pushaind8ad dbivnlsadihear ent to
one of ordinary skilled in the art that other functional bloc k?Hém)é
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the information provider. An advantage of usin is to prevent

unaut hor i gethe resipated webpitay BT oveemRQdIEEN. ngﬁ}ﬁﬁ&qzﬁfovﬂ?é 2 BARiERIted
\%?X'hd?; qgéqegsnttgé'ggt(@e%?rée Bg ! Wgﬁotf% FePiSodifRhl ISAKRE Wpro@ld%stéas

ershl ps access thé information posted
on the regfetihed 8fcystiolidd estridutionns iefubmdtion meceiakBy S¥KIpr dvi asardage
controlled access to restricted Internet sjtes. I n another enbodi nent,
SAKE 802 ofesind&AKE Indhis@sefis EHRIFVENT BABHINONZER GCLBTF-of i nf or mat i on
recei ved by SAKE. An advantage of using SAKE in this case is to prevent
unaut hori zed adbesmntant mbwdeom‘ Servipeobraein @fe Eueatdasiuges varigugealine

aspect, includes, v rlou anlin d urces
and/ or updFHES thp pB‘??’é BrHBe? rﬁgguy@%%gg&%@gggge? EHB%B%F er%?

provi di NYSR&EY BES rafidesra MRETRASEplovidihg safvéicesand/ar epgradesrto zédnisndhor
regi stered for the services. An advantage of usij n% SAKE in_this g\&?:ﬁl@' s to

prevent . uasuabtharized m/@yrag@te@efw&eéev&% An W@aeﬁrﬂféﬁﬂngpﬁ r of
rgg!t(r:?l:te t‘ﬁ&g‘ggf%tn eove& ?R%ﬁthor&gatp '}89@9@'3 nidor mati on, such as a

one e |ment AKE 802 provides a

secured method % ISHEREY Sroviter o?rﬂl"f‘ed|Er§lddaci3|85'0f‘fr%ﬁ@ra.b[%bt%(?ﬁtaﬁr{%ernedlcal
information, such as a restricted hospital web site. In one embodiment, SAKE 802
provides a secured method to retrieve personal medical information over the
Internet from the content provider for medical data 850. An advantage of using
SAKE in this.case-is to prevent unauthorized party to access persenal medical

20 data.

The content provider of e-learning 860, in one aspect, includes Various
online ed.ucational materials that are ei'th.er posted on the web page or
downloaded from the web site. In one embodiment, SAKE 802 provides a secured

_ method to download varidus educational and/or learning materials to from the
25 content provider to various clients who aré authorized and/or registered to receive
the ed.ucational materials. An advantage of using SAKE in this case is to prevent

‘unauthorized party to download the educational materials from the content

provider of e-learning 860.

The content provider of library 865 and publisher 870, in one aspect,

30 includes various online books and articles that either can be checked out or
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_ Inter net fromthe content provider for nedical data 850. An advant a2ge 8 2007
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f f SAKE t t
orevent somaRiatRser Sy R0 e (R By 3RS RarhS: Bl Eoigh bBs Bacehe ° 1 °

novi es posieaflsiggs.t he web sites. In operation, when, for exanple, a user
desires to purchase a software from a website a SAKE first authenticates

denti Ty of t bk Rle: sor T s Ph e PURIBEE R ol
access re@uesbsitthd S&Kkr flnsyauﬁtﬁéélcalqsdmeatslenomhledg'ea}emvodﬁe biometric
identification process. After the identity of the user is verified, SAKE notifies the
15 website with an access request and security codes. Upoh acknowledgement of
access request and security codes, the website, which could act through an ISP,
establishes a network communication with SAKE over the Internet 810. An
encrypted public key is subsequently forwarded from SAKE to the website to
confirm the true identity. of user. Once the user identity is confirmed by the
20  website, it sends the requested softWare to SAKE via SAKE’e hoét system. -Upon
receiving the software, it is directly stored in the flash memory\ of SAKE with limited

or no trace in the host system.

An advantage of using SAKE, function as an anti-piracy device, is to
preveht unauthorized copying of information over the Internet. Another advantage
25 of using SAKE is to store the downloaded contents directly into SAKE only,
thereby there is no traces on the host system after SAKE is disconnected from the
host syetem. Another advantage is to employ personal and biometric.information
to authenticate users before the users are given access to quality contents over a

network, such as Internet or Intranet.



- ‘access request and security codes, the website, which could act tRrough 2807

| SP, establishes a network conmuni cati on with SAKE over the Internet. 810. .
"An  encr yYOWOHIIF19%c key is subsequently forwarded from BEKECZHtAY3hebsit e
to confirmthe true identity of user. Once the user identity-is confirmed
by the 20 website, it sends the requested software to SAKE via SAKE s host
system Upon receiving the software, it is directly-stored in the flash

mermory of SAKE mighife biigidt 9k @ladint inagt%tir@ 4 RO 900SH BeeBid AR AdABLATe
of using SAKE, function as an anti.-piracy device, is to prevent

unaut hor i £8tbedpenhgf Bife presenhitvestiooy §AKR&00rineludes a rmitnotsentrabu@iht age

25 of usin KEL 0.Stor aded .cont.en irectly jnto SAKE
onl'y, tner UG TRPE AbrRhR ol 24 D EBRGE  BEPLEE]T 1§ bl igutplrtcensr

di sconnectoed. fiiow obve fuiostinslysiee priyeet e O GIIVBRE e enémohPIeNPlagpdrer sonal
and biometric information to authenticate users before the users are given

access’t o Pieel ynit 9o e rayRlieVdpcryptina tingrdds, ashingsalgariamet 0.dpiomeatianet .

ai agram 1 PPACCTRT RY ANGARERSER RISt I, TR Hirtadb et % RetsdefarbOtr ¢ e

present i ivtentalonemBAKE09ORmper prdesunit 806 en@9ptiodetiyiption Univedy), 901,
flash menory 922, USB caonnector (plug) 916 and bionetric sensor 920. MCU
901 f urt hé@SNNQ agedthan §18e boseptrigyerificalien A%? apdbe s agolollendirara i proof
unit 906, q i Bid ani 15 A ret . bjonetric
ver fication B0 S CLS Lo ror o BR AP R el TR s,
902, 1bnt emnitalin B 09041 ist appzerenpioomie ohortdirg(§ skiledriy phé art/tdacothpt i on
unit 908, , hashing algorithm 910, bi ric verification 912 and USB
control | etfu@cl%ﬁ)”ét' glo‘*gﬁ‘?}ﬁg?@djld@ﬁ’ 9 %él %di e. Various buses 930-938 are
used to couple various 10 units in SAKE 900. It is apparent to one of
ordi nary skil | 0OPasIHEOR ts eqvmledinbyses 9B ar comonicating intkoranpdien t o
SAKE 900. Pr. r i - A i.cating
ot or mat; o ey Pan barRrt FanRBE 082 dlites MiBBRERsifcs
mi cropr Oﬁ@ﬁ@@éssorm@ﬁ@mbceml@ valt, or digkaiprogessihg unitrisudh gistRéntimeeessi ng
unit sye P%S\A/ea%%ml,lmlr%am and the like. Processor 902 controls the data flow of SAKE
900 through executing instructions. In one embodiment, processor 902 executes
navigation software, which may be stored in internal memory 904, for controlling

the data flow.

Internal memory 904, in one embodiment, is a flash memory designed to
20  store authentication data, such as public keys, private keys, biometric templates,
et cetera. It should be noted that public keys, private keys, and biometric
templateé are loaded into internal memory 904 during the setup or initialization of
SAKE 900. Internal memory 904 is coupled to processor 902 through dedicated
bus 932 for fast data store and fetch. In another embodiment, Internal memory
25 904 is coupled to processor 902 through system bus 930. Biometric templates
include fingerprint and/or iris templates. In another embodiment, internal memory
904 stores the navigation software, which is responsible to contro! data flow
between ISP and SAKE. The navigation software is also responsible to retrieve

~data from flash memory 922 and then display the data.

-16-



15 Povver PCTM Al phaTM and the |ike. Processor 902 controls the daég f%r\?gﬁggf
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for controlling the data flow. Internal nmenory 904, in one enbodinent, is
a-flash nenory designed to 20 store authentication data, such as publ i C
keys, private keys, biometric tenplates, et cetera. It should be noted
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menory 9(%4 stores the navll% tion software which is responsible to control
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bi onetric .sensor_,920 detects hionetric information or patterns froma
user. For f893%%%empf?gg?ﬁltr?’ﬂtm@é’?@dpeﬁ@%ggﬁcYn'%PFqC@S%rngQﬁ apdt ect s

fingerpri @hthd?ﬂicb%é’ﬁeftBn@Pﬂéth@lrﬁér‘?ﬁaﬁ’éﬂpjugﬁré'dé"\fe%”%%éﬁn dgh{é?r%'ﬂ%? , Once

theflngeﬂ_prlnt of he user 1 s obtaine rwar
fi ngerpri Ahegersbiof the BUteatichtion isdoiwarde torprooéss@D dt shodlidnd he@li ng

. the user. of the bionetri |nf rmatiqn, .bionetric

verificati %JER% bf&g‘fg’cf‘é?{%?léﬁe%%ﬁ ng't‘ wdtialggtion 9§ SAKErger pri nt
tenpl ates, frominter ry 904 via processor 902 and authenticates
thgp bi ometric i % {}Phﬁf?ﬂ%ﬁy ?%@@%Sgﬂaﬂh@s BPemadry eBtaompeatas 916t o The

I C i TR e A LR i e G
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USB port of host system. USB connector 916 is designed to support entire weight

of SAKE while it is plugged in a USB port. ltis further noted that when SAKE is

plugged in a USB port of the host system, only a portion of SAKE is inserted into

the host system.

20 - Hashing algorithm 910 is coupled to system bus 930 to perform a hash’
function. Hashing algorithm 910 is, in one embodiment, a standard hashing
algorithm, such as secure hash standard (SHS) and is designed to hash public

keys before they are being sent to their destination over the Internet.

- Flash memory 922 is coupled to MCU 901 via bus 934 and is configured to
25 store large amounts of data. For example, flash memory 822 can store up to one
gigabyte. In one embodiment, flash memory 922 has capacity of mass storage
and data downloaded from the ISP can be directly stored in flash memory 922. To
secure data from hacking,'data is encrypted before it is stored in flash memory
922. Encryption/decryption unit 908 is coupled to system bus 930 and coupled to

30 flash memory 922 via bus 934. In one embodiment, Encryption/decryption unit



- between SAKE 900 and the host system not shown in Figure 9. USB ngﬁcgﬂ'@;,r
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15 USB connector, MCU, flash memory and biometric sensor. The USB connector is
used to directly connect to a USB port of digital processing system, which acts as

a host system of SAKE. The process proceeds to block 1004.

At block 1004, biometric 'sensor detects user's biometric information énd
forwards the déte_cted biometric information to biometric verification unit. The
- 20 verification unit authenticates the detected biometric infdrmation against biometric
template stored in the internal memory. When the user's identity is authenticated,
which means the biometric information such as fingerprint matches with the

biometric template, the process moves to block 1006.

At block 1006, the process retrieves initialization information from the
25 internal memory. In one embodiment, the initialization information includes a
security code and a public key. The security code, which may vary between ISPs,
is used to establish an initial communication between SAKE and the ISP. The

process proceeds to block 1008.

At block 1008, the process forwards the security code to an associated ISP

30  and request to establish communication. Once the communication is formed, the

18-



~control over a network in accordance with one enbodi ment of the p5§s§P
i nvention. At block 1002, the process couples a control device to 'é;izp%
" processi nYQIWHERS™ n one aspect, the control device is &CTHGO0JPBH
includes a is USB connector, MCU, flash menory and bionetric sensor. The
USB connector is wused to directly connect to a USB port of digital
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detected bionetric information against bionetric tenplate stored in the
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establish an initial communication between SAKE and t e ' process
proceeds tRPHOEKDIPOE01At bl ock 1008, the process forwards the security
code to an associated ISP So and request to establish communication. Once
t he comuni cat iAdrblock 101 4Eitie frbeess toBeRtte dridvy2@Ai7datdVih 200A4€H hfefRory of

PCT/ SG200 0 public key is foprwar othe ISP to confirmthat the

true usergpg&goﬁrﬁ]ﬁn?r@ﬁ’???ﬁaqc}/ﬁststﬁ tgﬁé‘elxgsgckhe process noves -to bl ock 1010.
At bl ock 1010, a conmuni cation between SAKE and the ISP is established and
| SP i 201 eady t &igEFE & s afow diagsgmediowing yappus siepsrefasembolioent afdhe. 5

At bl ock 1012 BAKENTRSRIISS hEMES AT ARRMALC0 AUER ARigaePY Of

digital book or a novie. en the requeste ormation s éncrypted, the
process movEsditnenb| aoked@&hdiestst atd dolwnldibts, rettietgd ooeient HtoeSAKHe

enerypted (@2 adkignaa lo B UEMROM & content server usiig the authentieation ¢ X!
ock. g content server using the authentication
' process as described below with reference to Figure 11. As describéd above, the
15 restricted content can be any of a wide variety of information, such as cobyrigh’ted
materials (e.g., newspapers, books, magazines, music, movies, software, games,
etc.), confidential records (e.g., medical, financial), proprietary business |
information (e.g.,. peréonnel_files, technical designs, client contacts, etc.), contents
that require payment or age verification before access is granted, and any other

20 information requiring access control.

In step 1105, to initiate the authentication process, a user accesses a login
web page of a content provider utilizing an embodiment of the authentication
method of the present invention. Typically, the user navigates the Web using
common internet browser software (e.g., Microsoft Internet Explorer) instalied on a

25 client computer connected to the Internet. To access the designated login page,
the user enters the web page address (e.g., URL address) of the login pége or
click on a hyperlink or bookmark pointing to that address. Depending on thé
particular application, the client computer can be a desktop computer, a laptop
computer, a personal digital assistant (PDA), a point-of-sale (POS) terminal, a

30  television, a gaming console, a networked kiosk, or any other network-enabled
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 10 Fi gure 11 is a flow di agram show ng various steps of an enbodi Q‘t qj
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.the authentication nethod of the present invention. In a currentl’y :
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into a SAKE device assigned to that user froma content server using the

aut hentication process as described below with reference to Figure 11. As
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sensor, the thumbprint is captured for verification by the SAKE de.vice, as

described in step 1120 immediately below. While fingerprintihg is described

herein as an identity authentication téchnique, it is appreciated'that other

biometric-based techniques, such as iris—sban, can also be used in accordance

20  with the present invention.

In step 1120, the Qaptured biometric information is verified against stored
biometric template(s) of one or more authorized user(s). In one embodiment,
when the SAKE device is assigned to an authorized user, the fingerprint of that
authorized user is captured and stored into the SAKE device as a fingerprint

template. In an embodiment where multiple authorized users are supported, a

N
(9}

separate template is created and stored for each authorized user. Thereafter,
when a person wants to access restricted contents on a server for which the SAKE
device is assigned, that person’s fingerprint can be verified by a fingerprint
verification engine in the SAKE device against the stored fingerprint template(s) of

30 the authorized user(s).
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15 SAKE device is programmed to generate a device authentication reply is
‘characteristics of and is recognizable by the particular content server. Therefore,
the reply enables the server to verify that the SAKE device is properly assigned to
the user for accessing restricted content on the server. In accordance with a
preferred embodiment, the device authentication reply includes multiple

20 authentication sequences, with each sequence being transmitted to the server
separately. For example, after transmitting a first authentication sequence, the
SAKE device can wait for a confirmation sequence from the server before
transmitting the next sequence itself. Any number of sequences can be used in
the authentication handshake, allowing for flexibility in customization. Ina

25 preferred embodiment, diﬁereht content servers have different authentication
handshakes with their corresponding SAKE devices, so that a given SAKE device
assigned for a particular content server will be of no use in accessing restricted

content on another content server.

In step 1140, the SAKE device receives a key request from the content

30 server. Ina preferred embodiment, the content server transmits a key request to
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gi ven SAKE device assigned for a ar of no

use i n acdewdeagsudasts iftt ednteobsermet irothimsasdien onakeidodi®eve the pabié ep

1140, the SAKE de¥]i e receives a ke|¥, rea?uesg] fromthe content 30 server. In
ﬁ@rﬂ BRshiggr

a pref er r diFVeSH 5 SING AeCCHIR gPritmaREferably S@ﬁdri@m”@bﬁf— 21
2 9 JAN 20§id- R OL5 §g%§/ i 1en .t he
aut henti cati I(giné%ﬁ)[aeznds haék%' gé?&? Frbgyé' a ogg tgﬁgg;?@gghﬁéégﬁﬂ%ﬁ%ﬁﬁgﬁgdl n

ot her wor dbat apeordingetocibetprasentdnventidashakep vesdficatibrt bart betpreeforeedast f or
restrigt eqhgod?)'h?é“t Q& RALES: bfyr 8 @e%ifly%%' atdtﬁgrtlt?/ (Sékl‘:) cgjnegtlaﬁglf of the content

server.

a

In step 1150, the SAKE device rec_eives'the restricted content from the
content server as requested. In one embodiment, the restricted content is
received by the SAKE device as one or more data streams. In other words, the

20 contentis transmitted from the content server to the SAKE device by streanﬁing.

It should be appreciated that according to a preferred embodiment
described above, the content server only sends the restricted content to the SAKE
device after a successful biometric authentication of the user's identity, a

- successful authentication handshakejbefWé_eh the content server and the SAKE
25 dlevice, and a .successful verification of the user's identity using a unique key such
as a public key. The tri-level authentication process of the present invention as
- described provided very strong security protection against unauthorized access of

restricted content stored on the content server.

In step 1155, the SAKE device encrypts the content received from the

30 content server In a preferred embodiment, the encryption is performed using a



properly assigned for that purpose, the server sends a key requesf 9 QAK607
' SAKE 5 device. In step 1145, the SAKE device transnits a first key
‘represent Y YW1 Fhe wuser's identity to the content serR@EFSGMIY@sEense to
the key request described in step 1140 above. This first key enables the
server to confirmthe user's identity. In a preferred enbodi ment, the
first key is a public key (e.g., as used under. the 10 Public Key

Infrastr uc?e&ﬂc@d kery rlélpre)semémvemf theeligersdenhiifyy thhshekembbalden: i ééHont%
parties, Sk ontent server in this case. In one enbodi nen

public '§ ah%rs\ﬁaga A B WEhi ng al gorithm preferably stored
in a non- voI at|Ie sol |d state nmenory, before transm ssion to the content
server. It is dppierildfdihe ﬁéf('—:a@@wrlﬁﬁmjes cbhe kacpméseobniemt énité Aamdéiye key

t tself or by a
Vertifoing e SR EoR@ i SECl B i STe P ATaERE fecatpe it int g 1150,
t he SAKE c&mrmdedéoren\aetsi ddmot@@tdedry;@t@dqmmmtthé rs@?bn@ﬁe}/gé’gjt ??Qa%&k%ﬁ)r as

t ed. the restricted conten _
rsiﬂléefie\en cdeeS&QBS‘Eé%B?/eﬁBISE%H .sin @aﬂ@mbCrdlmenerthMypteheoafem<ir_nt ent is

transm tt%(ﬂorferdqmat5@1_98[%?@%%@%%@%81'%5& SAKE device by stream ng. It

shoul d be appreciated t preferred enbodi nent ﬂesg'ra\:(léed
t stricted content to the

Gevi ce after a SocuERE SBRINTERE tob e BekiceunclyfSe anmenos sent  ty.

a successrbtthgalattal’mntbn @aﬂe@ﬂentgl‘@@tbét@#abﬂta"&@ﬁpér%@w‘eodﬁtg%r ggyver and.the

SAKE 25 deyi ce, a successful verification of the user's |8ent|ty usi ng

a uni glie 'e?/ms%ﬁtera@’ea”ﬁﬁtﬂt}@k’é&herplﬁ@te@’rﬁhel sfordd mfdrheattdncagaiost pr ocess of
the presemsmbBYRY! TPRsBtIGSR! h%%ﬁtopéﬁgoggrdg\éﬁwaftr?%rgrg?é, riLy

protection agal nst unauthori zed acces ta%@or ed on the

d
content séegeency anettemp]ajtﬁﬁret htes SplSedietét GRaLESHMRINShA udsecel ve
fromthe .30 conlient e v In_a preferred enbodi nent, (ﬂg encrygzil on is

per f or med WAV ALETNGE aﬂmf@mrncmngmmmpssatgr@mmmﬁmm

second keWH'@Pé%mbétdé(ﬁcéjopér%?eé’ﬁ%n Sattbgﬁ‘)%o t¥in L AR gl ggcerrs%ntto thghe

secon(ilq stored data. Thus, according to this embodiment, when the detectors detects that
one or more of the operation parameters fall beyond their normal operating ranges
as specified, the SAKE device erases or otherwise destroy the encrypted data
stored therein, and optionally the first key, the second key and the biometric
template. This data self-destruction feature prowdes a last line of defense agalnst

20 unauthorized access of the restricted content stored in the SAKE device.

Importantly, content received from the content server goes directly to the

o SAKE device and is not stored on the cllent computer in any form The internet

"'browser serves as a condult of data transfer between the content server and the
SAKE devrce The data transfer is transparent to the user and the content is -

25 neither displayed to the user in the browser, nor is the content allowed to be stored
on the client computer using the browser interface. In a preferred embodiment,
data is transferred by streaming, which provides additional protection against
hacking, as portions of a data stream cannot be meaningfully reassembled in case
of malicious interception. In one embodiment, encrypted content received from

30  the serveris decrypted by the browser (using standard decryption protocols such

)
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_ key is a private key assigned to the user. In step 1160, the SAKE VJAﬁezm-,
siores the encrypted content in its nmenory. The stored content i ecured
“agai nst unN¥Q2HYMIYEY access because it is in 5 encrypted FERSGWAdIWAIINOL be
decrypted wi thout the second key (e.g., private key) described above in
step 1155. In one enbodi nent, the encrypted content is stored in a

non-vol atile solid-state nmenory. In a preferred enbodi nent, the SAKE devi ce

i ncl udes eneDBE, AES RDFH ankPIHAI FGLREID the ﬁ%’%‘ﬁ«%&%@ﬁ?g?gﬂb éﬁredt% d a

t enper ature det ect or ﬁ. .g., 10 thernoneter, ot ect
‘the st or edafEcHAERG 0N ﬁgéthﬁtembadmmtn@e él'dtesyﬁedeioenérﬁtns p@@@@(ﬁ ek it ke

f .
bt cci at Aehar Sovisan ik PG redbRRR RN spalRapn iy Enenuptiome.

frequency Tardfeatridtedponsdrilie sftfred Rt e SAREN iR device
operates in an attenpt to gain unauthorized accgslset%,@t]ﬁﬁpi%os O?éf%@d dat a.

Thus, dccé&PANAEPE sepliraied i aapihaisioragermedismiconteaed tdéeclienttdoatputene or

nmore of the t t he nor nal erating ranges
as specifi ed'%%%F1 rgﬁ@@géﬁtﬁeﬁé aé é"llyo?ﬁtvyt’ ngtm Qethaé@@Féyd%rﬁEYéﬁtcr ypt ed
data st oretharieaeidthraogh one bistabin ddctbr bab \}éﬁﬁcaﬁ&?eﬁgﬁ@”d key and the
bionetric - tenplate. This data self-destruction feature provides a | ast

1ine of defense®mgaiHistoBnt! f S ntent
stored in the SAKE dewoce " Fﬁ%?@ﬂ%%eaggﬁﬁéﬁﬁ%ggy{?gdg rag't}rﬁjrf% cotit ent

server go@@”cﬁat“éé‘t?P?Sf’t tp theecorgpribyle\suceessidlly passing shebeanetnict he cl i ent

conput,gr r serves as .a conduit of data _
t ransf gr gg'ﬁ%ﬁ'ﬁgﬁé@] @gﬁ?%?&@%%i?e %ﬁggg ﬁgv'c’gﬁR@%&é\(ﬂtdEe Sﬁq{@d &Qﬂﬁ?’t’fraé\%f er
is tr anspatreamlmg)ltttbeh@%@pr@miaté%pﬂ@é‘ﬁcﬁﬂ?rdg?a@ﬁoﬂﬁtddé%rsur@ fth'ﬂ

user in the browser, nor is the content allowed to be sto |ent
conput er TYHG T Bromdeils ﬁtdﬁqfké@téd ang strearopeto ednediaaqdaym'rfor data i's

LQ?E?LST r ﬁa’%‘ér Fl Lreeely t%"% ?%ME nﬁﬁt"ﬂt@"“a' fm?tabt%s%?& i‘c‘éiitxed "
streamlng of the data is under the control of the SAKE device so that unauthorized
access is prevented. In another embodiment, the encrypted content is streamed
for processing by the appropriate application program without being decrypted. In
this embodiment, a customized application program capable of processing the

20 encrypted content is provided.

In the foregoing specification the invention has been described with
_reference to specific exemplary embodiments thereof. 1t will, however, be evident
thét_varioué modifications and changes may- be made thereto without departing

~from the broader scope of the invention. The specification and drawings are,

25  accordingly, to be regarded in an illustrative rather than restrictive sense.



~ WD 2004/ 01-5579 PCT/ SG2003/ 000033 as DES, AES, 3-DS) and then encrypted by
~tdhe SAKE device using a private key before storing. In another ervpg)der,'(pm?
the encrypted content is passed as is to the SAKE device, which can
performed additional decryption and/or re-encryption. The restricted
content i led wthin the SAKE device in encrypted formand 5 cannot be
replicat egl—'ztrlyﬂ;neot her storage nedi um connected to the client conputer.
Moreover, retrieval of the data is only allowed when the user's identity is

aut henti cated {hr,0 i ri t or _and veriflication engine. Once
the content isﬁs&ﬁﬁﬁéﬁqﬁq%fgggbﬁ (faﬁ%%gg\ 8%’3(038"35!{‘% %tm zed user can
gai n acceganémitidaeiraand emoteliiformatien psevided JvaransinigmidtioniedwBik fota 10
aut henti cation, . thereby causing the SAKE device to decrypt the stored

content alegal digitalbpRORESSIPG SyStEREhaype Govsertrtedapei hatmemog ERRIsIRGT

processi ng. Fo MUSLGi~L aalvg| I ! /pt ed and
strearrsz,d to a {?33‘763’%]3{‘ ?ec?mft?fa%?lg%tt)%m&roﬁgl %ﬁgg%ﬁ%@g{a%l?%sg&lgéxdecrypt ed
and t hen run f(probtéieingAkierddentficatidn byexeneting asiséeauthenéidatiar vi ewi ng by

a viewer/word processi rég program straight 15 fromthe SAKE devi ce. Thus,
the content remai nsP{9FtRe SAKE device and the streaning of the data is

under the cont (Qlre®ievinigin®BaliEatifVint@niiohfRdm WRst Meharg dinitaFerss | s
prevented. In another enbodi ment, the encrypted content is streamed for

processi ng by the appntsprdexice when thewusers ideptjitydmamthendigataski ng decr ypt ed.

In this enbod; LA CMST O : i -' : rocessi ng
the 20 encrypt b e BB ATREaSAINARRIRE Y Bl mARROR e FicBL Bon he
invention has been ttesiafdriedion ridtworlethes&itt thet digitalgrotessingy eygtea;y

enbodi nents thereof. It will, however, be evident that various

modi fi cations ARHESRENIYUET REPABURIALOR ebwedn ihe srntfol devicerandyant rom t he

br oad f theel j i | £ ' | o 25
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in an ustrative ra an res
sense. -24 29 JAN ga@ivedCLAI M5 1. A nethod for providing data access

Contr ol Over | QLR O ARSI L oA A S TR Sl PRt on provi der

(g) storing the information in a second memory unit of the control device.

2. The method of claim 1, wherein the coupling the control device to the
digital processing system further includes coupling a Universal Serial Bus
20 (“USB") protocol connector of the device to a USB receptacle of the digital

processing system to facilitate communication.

3. The method of claim 2, wherein the method further includes connecting
the digital processing system to at least one of the Internet, an Intranet, a wide
25  area network ("WAN”) and a local area network (“LAN").

4. The method of claim 3, wherein the obtaining user identification by
executing the user authentication process further includes:
activating a fingerprint detector to detect the user's fingerprint;

30 obtaining the user’s fingerprint from the fingerprint detector;

25



~local digital processing systemhaving a user interface, the net

al gt : . e JAN 2007
~conprising: 5 (a) coupling a control device to the local digital ces g
system (b) obtaining user identification by executing a user

aut hentication process; (c) retrieving initialization information froma

aut hent 1 cat od. Frbe iy Sasr AP AR Wi FRoiS MARRl e cBFRY debiveic

informatigmdprovider via the information network through the digital
processing system (e) establishing a comuni cation between the control
devi ce and an PWINEPHERUINNS URArgdNaRFRIINtAM rerpanseite doR iaaerpsint figer i dentity
is received; 15 (f) obtaining information fromthe information provider;
and (g) storing the information in a second nmenory unit of the control
devices 2. Thé. finehudthod afl daim 4, whersirethe otbtainimg psémigentificationtbyol devi ce

to the digital ocessing system further includes coupling a Universal
Seri al By%’?%‘%ng&é%'“)se[)fUﬁWﬁFa%%ﬂ@&Fﬁ?f%h§rﬂggﬂa§?'ce. to a USB receptacle
of the digital acti/a¥iBgHH g detsdteMd Getbacthkl dseirg ig@mmuni cation. 3. The

met hod of claim 2, erein the nmethod further includes connecting the

di gi tal procesebiayisg theusers s framdhe disedeiectoRe I nternet, an Intranet, a

wi de 25 area n r. " V\ANE. I r k (" ‘). 4. The
nmet hod of cl ai fﬁt@?\”\ﬁ\ﬂ(eap\é\ﬁ\%rﬁh@&%gﬁgifﬁl&ﬁéeﬁgﬁuﬁ@é‘r{l\ﬁef?é:'ghérgﬁlnr??' aBRecut i ng
the uger aut heattheaticatingtheassss sfitis irhesponse telttss irigdilé.vati ng a fingerprint

detector to detect the user's fingerprint; 30 obtaining the user's
fingerprint fromthe fingerprint detector; -25 2 9 JAN 2007 retrieving a

fingerprint figeheQRbiHoR c§fi<f|§1'Fn ﬁfﬁwﬁéaewmetpr%ioﬁﬁgetrreoiﬂweaﬂgawi ce; and

aut henticating the user's tingerprint 1n response to t Ingerprint file.
5 5. The imfarhwtionftodhaiimformatidre peovidertfartbért iackideg: user identification by
executing the user .aut henti.({atié)n PLOcEs f.H{thher inck.udes: L
retrieving a security code associated with the information provider;
15 sending the security code to the information provider;
retrieving a public key associated with the information provider; and
hashing the public key before the public key is sent to the information

provider.

20 7. The method of claim 3, wherein the obtaining information from the
information provider further includes:
sending an on-line transaction request to the information provider; and

receiving the information in response to the on-line transaction request.

25 8. The method of claim 3, wherein the obtaining information from the
information provider further includes:
sending a request for accessing a restricted Internet site to the information
provider; and
receiving the information in response to the request after the request is

30  verified.

26-



_ actlvatlng an iris detector to detect the user's iris; obtaining the
user's iris fromthe iris detector; retrieving an iris file from?tsile‘fﬂrz%q7

"menory unit of the control device; and 10 authenticating the user's iris

in response to the iris file. 6. The nmethod of claim1, wherein the
roviding the jni rayi der

Furt her incl udgsTthl arﬂalﬁg)a %rbl%'h{;ég\&ﬁlgﬁ%r?ého%gbgg@% &’"?1& tﬁorﬁl\ﬁtﬁg

|nformatlmlfomnaiwmbwdelﬁﬂﬂm“rdnclgdéﬂe security code to the information

provider; retrievin publ j associated with the informatjon provider;

and hashing t#&$08 ekigst Bere icq PURAIBAPS (X e informationRrovier: and
| nformation  prashies thePrdmalieh ARESShses todhairdest HeF Sidirddioplt ai ni ng

information fromthe  information provider furt endi ng an
on-lirne tvenfeacti on request to the infornmation provider; and receiving the
information in response to the on-line transaction request. 25 8. The

nmet hod of claim 3, wherein the obtaining information fromthe information

provider furthep mhelHegvd sy, farth@ﬂé@mbnémg raﬁﬁnﬁgmdw;[a%oh%ﬁfﬁﬁa%ed
Internet site to the information provider; and receivVin he i nformation

in respontedisplayrie infgraationsiosed imiersageadimemongoniy ef threi eantrol ggvizeg JAN
2007 9. The nethod of claim 3, wherein the obtaining information fromthe
i nformation provider further includes: sending a request for service or

upgrades to theli & metredd offanti-pivaciefor providingeoetrolled dissemingtwmat i on in
response tgﬁthe rnCthESt after the request is 5 verified. 10. The net hod of
claimi, MRT FRHINsERIGP IR EROThs Fioga @i remate fnfarPation prayidasita t he

i nfor mat i BRAFHEY: %‘gs{é?nthlé eé:ggéy_ oy H{Eheﬁ{oéf%ﬁngﬁ Ghgo! device. 10 11

A nmet hod of anti-piracy providing control ation of
coupling a storage and anti-piracy device to the host system;

obtaining a user’s fingerprint from a fingerprint sensor;
15 verifying the user’s identity according to fingerprint data stored in a first
memory unit of the device;
retrieving a public key associated with the user from the first memory unit
of the device;
providing the public key to the information provider via a computer network
20 through the host system;
establishing a communication between the device and the information
provider when a message of verified public key is received;
obtaining information from the information provider; and

storing the information in a second memory unit of the device.

25
12. The method of claim 11, wherein coupling the device to the host
system further includes coupling a Universal Serial Bus (“USB") protocol
connector of the device to a USB receptacle of the host system to facilitate
communication.
30

27.



i nformation through conputer networks froma renote information provider %o
a local host system having a user interface, the method conprisi2§: JAN 200i

" coupling a storage and anti-piracy device to the host system obtaining a
user's fingerprint froma fingerprint sensor; 15 verifying the user's

irdentity accordin Wnae i.nf 0 ' ' : ry unit of

t he devi ce; re??'i g@%ﬁ‘g‘gg‘%gu‘grcﬁédnkg%é@%%h} %‘?’grﬂb%o?’hf[’hhé} ngfdégr omthe first
menory unédnneztinghe ad éatst enef dive tHtamet,hen itizinet, keidd arelahsetivafior mat i on
provider via a conputer network 20 through the host system establishing a
comuni ca@WBé’t’\&n‘PQaﬁér%O‘?wr%&Wé information provider when a
nmessage of verified public key is received; obtaining information fromthe
information provider; and storing the information in a second nenory unit
of the devi ce. 142Fhénethiod ofeldiod! bfwhéraimihglprovidergeihe mudliplkeygotthe devi ce

to the h t further, includ | i [ | Serial B
) b et U L GRS BB SR8 g BHE ooy
system t ojncR@lekst tate conmmunication. 30 -27 2 9 JAN 200? 13. The net hod of

claim 12, wherein the nmethod further includes connecting to at |east one of
the Internet, $endingagaauritacodelty thedaformeation proyideiamny and a | ocal area

networ k (" LAN' . h i ]@zi . in the providing the
public key to %%Serﬁnéﬂ?%wr@fﬁéy %%88% H‘E(%Sy/tﬁné: e'@g%hguter net wor ks t hrough
the hgst system further includes: sending a security code to the
i nformation provider; and hashin? the public key before the public key is
sent. 10 16. The method of claim T1, wherein retrieving the public key further

includes:

retrieving a public key that is additionally associated with the information
provider; and
15 hashing the public key before the hashed public key is sent to the

information provider.

16. The method of claim 11, wherein the obtaining information from the
information provider further includes:
20 sending an on-line transaction request to the information provider; and

receiving the information in response to the on-line transaction request.

17. The method of claim 11, wherein the obtaining information from the
information provider further includes:
25 sending a request for accessing a restricted Internet site to the information
provider; and
receiving the information in response to the request after the request is

verified.

30 18. The method of claim 11, wherein the obtaining information from the

information provider further includes:

28



15. The nmethod of claim 11, wherein retrieving the public key fuaigequ2m7
kncludes: retrieving a public key that is additionally associated wth the
“information provider; and 15 hashing the public key before the hashed
public key is sent to the information provider. 16. The method of claim

11, wherein th inj I 4 fr LN gl . VI der,
further 1 nol udseing AigsfekEoCeTacbiR? upopales b bR Brityt R
i nformation prmdeildng tenmhformeatinvinrgspdrese tofthe magjuest adfter ties parigst 10 t he
on-line transaction request. 17. The nethod of claim1l, wherein the

obt ai ni ngV¢f&tnation fromthe information provider further includes: 25
sendi ng a request for accessing a restricted Internet site to the
information provider; and receiving the information in response to the
request after 18e Tiheguethtod of claier 11, wblereB0theSstofihg theeinfiordnatfonciha m 11,

wherein the obtaining infqrmtion fr t.he informatio rqvider further
ncl udes: SSASTETAN usthet e gRYcRJUANe RGeS sPCoBtpAdaS BoREIRRES 1o t he
i nf or mat i e¥pehewitdlarprivas ke e eefork e IMiSrmhatd BBt ihthé SEEHHIP Mnoriyhe
request after the request is verified. 5 19. The nmethod of claim 11,

wher ei n t Wait of e @ryViede information in a second nenory unit of the device
further includes encrypting the information in response to a private key
before the information is stored in the second nenory unit of the device .
10 2030 The met pod Toke rakthioth dflclaifrut 1 arthepomnpesing: retrieving the
information fromthe second nenory unit of the device; decrypting the

i nformation; afRiNeYRgitheg infakmatan %ﬂmstBPtS@&P@dW'HP@pll”apoﬂﬁ‘é WS mat i on.

decrypting the information; and

running navigation software to display the information.

15 21. The method of claim 11, further comprising:
loading tamper proof code into an execution sequence when one of a
voltage, a frequency and a temperature detecting device detects tampering; and

executing the tamper proof code.

20 22. A storage and anti-piracy device arranged and operable to carry out

the method of any one claims 1 to 21.

23. A storage and anti-piracy device for providing controlled
dissemination of information through computer networks comprising:
25 a processor;
an internal memory unit, coupled to the processor, configured to store
identification data;
a fingerprint sensor coupled to the processor and capable of reading a
user’s fingerprint;
30 a fingerprint verification unit, coupled to the fingerprint sensor, configured

to authenticate the user’s identity according to authentication data;

29,



15 21. The nethod of claim 11, further conprising: |oading tanper proof
gode into an execution sequence when one of a voltage, a frequen@yy aad 2807
"tenperature detecting device detects tanpering; and executing the tanper
proof code. 20 22. A storage and anti-piracy device arranged and operabl e

to carry out gifp%gﬂﬁgt‘éigo%n?wit %Splf%q{) e br OC%SE&" aﬁ@’pp@ﬁ@!{f% ?ﬁﬁ@gﬁgt i on

anti-piracy dev rovidirng controlled i'ssent na

t hrough capabtie kep&naodess o informatiagi providedl oy acesdts infermatiingdrodiderenor y
unit, coupled tq the processor, configged to store jdentification data; a

fingerprint seﬁ_%'@?h P@ﬁ‘_”i‘ibc?ll‘@?ﬁrt% BEICCaRRS f@éﬁﬁ’_éilné lgrae anaHnts &f
user s 11 aaafiRélfing fforthdibRFboREEE by HRE ifbARELGH pHider, cOuP! ed To the
fingerprint sensor,” configured to authenticate the user's identity
accordi ng to aandhentication data; -29 2 9 JAN 2007 a hashing al gorithm

unit coupled to the processpr an nfigured to hash,a public k for
access 1o | nf of MEVERISESE As LS BanBrast relhAdis tie Bidestei™ 2 11 ash
Menory unjfadingted 166althast BYNERSIEAind 8luset HtbAScd ArddrinbHREBoR vithdat a
including information provided by the information provider; 5 and a

y
uni ver sal thednfaimayios providsr threugin the locachnsgtisyaterd and ¢igpa sosysder f or

wth et MEERSReTR: SIS TS MR it o8 Bt BB ue Bhe RIS "
conputer néomer Kk when the host system and information provider are

connected to that 10 network. 24. The device of claim 23, further
conprising an encryption and decryption unit coupled to the processor and

configured to C ty ik f t4 InVe6h Af o mat i on
provider inr egg'oﬁ?sﬁg dt 0 the %{alﬁr\‘i/gt@,efuﬁt@?F ?@ﬁ?ﬁ'ﬁ@?ﬁfﬁ?&&?ﬁ'd&@%ﬁ?i on is stored
in the fldetryptomupiteoupled to the processor and configured to encrypt the

information received from the information provider in response to the private key

15 before the information is stored in the flash memory unit.

25. The anti-piracy device of claim 23, further comprising an encryption
and decryption unit coupled to the processor and configured to decrypt the
information stored in the flash memory unit before the information is sent over the

20 network.

26. The anti-piracy device of claim 23, further comprising a tamper proof
unit coupled to the processor and configured to destroy data stored in the internal
and flash memory units when one of voltage, frequency and temperature

25  detecting devices detects tampering condition.

27. The device of claim 23, further comprising:
a fingerprint verification unit coupled to the processor and operable to
authenticate user identity; and
30 a USB controller coupled to the processor and configured to control

communication between the device and the host system.

30-



. 25. The anti-piracy device of claim?23, further conprising an encryption
~and decryption unit coupled to the processor and configured to deCfgpgAN a7
information stored in the flash menory unit before the information Is sent
over the 20 network. 26. The anti-piracy device of claim23, further
conprising a tanper proof unit coupled to the processor and configured to
destroy data stored in the internal and flash nenory units when one of

vol t age, freque8cy methddfopacatssing 2éstdeteddhfonpatien byesusat esidamétiager i ng
condition. 27. The device of claim23, further conprising: a fingerprint
verificat FIRPUSING BB SHRS % 0 t he processor and operable to authenticate

user identity; c@uyirngloa 60H§§e“é¥8ﬁarg%'d&ﬁcé%k@ﬂni&&&élfor%&?g?é%c nd

configured to co comuni cat’i on bet ween evi ce and the host
system -d&Ent canpuienh200g a \&&r interfacéaaid oliertmoayitegcomptunicatively

i nformation user  .said thod comprising the steps of: cqupling a
por t bl e Sunee o daemos BNeRE s olat Rair ik S8R PridRseriercatplng
conput er haidted nfafBatibmiid peRableaiteraglel RIVCCIRARKG arbiSRSREdSREIore! ¥
coupled to a renpte content server over a network, Said content server
storing dispesedtharepprodheaingaapabie@®f yeritying esertidentiy agevist@ Hargidng a

bi onetri Cbﬂ%e"fﬁé?éamg%it)?Bf)gﬁ%umber[zgﬂmst%?'d bei ng capabl e of verifying user

i dentity agains ed” 'birometric tenplate of an authorized user; 10
capt urg ng bi oneaptucing hiemetici informition of aueqtiesterasing suitd Biophatret ri c
detector; provided said portable storage device authenticates said

request erdetecifentity, transmitting a first notification fromsaid portable

storage devi ceplq iy Qaiggpwrert]ta%i& sts?égnfeeaévi&é a[xﬁfe‘?ﬁi&é%@isﬂaidj?é/ Seter's

aut henti cati on request om sald content server an reiponse t hereto
t ransni t t idegtity, trensmittingtafrat netification froph gaidrpoTtaddé diqurage dbliee tetsaidage
devi ce tocosn iegt gé)r%re;nt server, said device authentication reply for

15 receiving a device authentication request from said content server and in
response thereto transmitting a device authentication reply from said portable
storage device to said content server, said device authentication reply for
completing an authentication handshake between said content server and said
portable storage device;

20 receiving a key request from said content server and in response thereto
transmitting a first key representative of said requester from said portable storage
device to said content server, said first key for allowing said content server to
confirm said requester’s identity;

receiving said restricted information from said content server;

25 encrypting said restricted information using a second key representative of

said requester’s identity; and

storing said restricted information into said portable storage device in
encrypted form, wherein said stored encrypted information cannot be decrypted
without using said second key.
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. conpl eting an aut henticati on handshake between said content server and said
~portabl e storage device; 20 receiving a key request from said conte@t JAN 2007
server and in response thereto transmtting a first key representative of
said requester fromsaid portable storage device to said content server,

said Tirst keyodOirpdlhailodth Salcfled MERI 5 difthel GmbASRL IS SfHor

requester's identity; receiving said restri’c
cont ent seraserg at2Basnoniey pf saigd fisstikbyr esidrdecbad kepf saidaiiomstricstentplatesecond
key representative o saiddggﬁuester's identity; and storing said

restrict e@Nd ARG HAIGOANGHPISAEAE Upondaleding ahlaget Qna/PRATIAN PEFRINGIRI ed

form wheggj } : L }
W thout e BRI BRI EAEY RO g8 B PG AR5l o e ine
recited iopaltiompagametartineludeswpltags, itgquieecy apg terhperatigieng at | east one of

said first key, said second key, said bionetric tenplate and said stored
encrypted data upon detecting at |east one operation paraneter falling

beyond a predeg@r mheeafeourd reeped i UI‘é]nf?S!Q‘@nhWrﬁ%)ﬁsiﬁQitﬁ’e atep @St one 5
operation paraneter includes voltage, frequency and tenpéerature. 30. The

net hod ashagting eaid firstkey hefose trepMifEing same tosiaid conlensseyesf  hashi ng sai d

first key before transmtting sane to said content server. 10 31. The

met hod as recited in Caim30, wherein a secure hashing algorithmresides

in a mon-vol at 81 e Thelmethedadsereitet iry Claims30, dvipsreired secslediadiing devi ce, sai d

secure hashin al‘gorithm bei n uzed I"(? hash said first key. 32. The nethod
& &89

as reci teﬂgpﬁ ¢ smjgsg;n aRepaYat F?s‘:? MREPONSIng pertablessionage t hat
uni quel y 4&lapd i ddig Sesdiechdpamealgeritin bbmg{(&'s&?f& h&sh sald -fir&h%gmat hod as

recited in Caim28, wherein Ssard secondkey 1s a private kéy of said
requester. 20 34. The nmethod as recited in Caim28, wherein said bionetric

tenplate Corméﬁ.sﬁefrhg ods rr(]atcit'ecrj] fir? E)ﬁreﬁrtn' f& V\c/lr];er%%' éjaigl lflltrsqckre'yzls? % puuso ic

15 key that uniquely identifies said requester to third parties.

33. The method as recited in Claim 28, wherein said second key is a

private key of said requester.

20 34. The method as recited in Claim 28, wherein said biometric template

comprises fingerprint information of said authorized user.

35. The method as recited in Claim 28, wherein said communication port
of said client computer is a USB port and said portable storage device comprises

25 a USB plug.

36. The method as recited in Claim 28, wherein said stored encrypted
information resides in a non-volatile solid-state memory in said portable storage
device.
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. 35.. The nethod as recited in Caim28, wherein said comunication port of
~said client conputer is a USB port and said portable storage deviz8 JAN 2007
conprises 25 a USB plug. 36. The nmethod as recited in C aim 28, wherein
said stored encrypted information resides in a non-volatile solid-state

menory in sai %p_o%glql&@tgﬂjo%g@%&ﬁgwmmggw off galg e2007 37. The

nethod as recited in I'm erein sard device authentication reply
conpr i sesauthentiphtonaephectipasesmuitade anttenticatiors sequattesftiramsnsited port abl e
storage dgvice.to sa'bbjel cont ent ser The nethod as recited in Caim

erver.. 5 38.
28, wher eifAMsSAI¢ PPEEPIS SIPERES deVceda $H Coingenttrsgﬁ‘é%tted from sai d content

server to said portable storage device by streamng. 39. The nethod as
recited in Claim28, wherein said restricted information 10 conprises
copyrisght ed nmad®r iThegnethod arheecited liro Elaim 2&ovherdin saidirestnictzgl, infdmenadion sai d

et hod s AT BEH 2R af R Ga S e drriotH Pl B B i on

conpri sesstpgalnget ary business information. 42. The nethod as recited in
Claim 28, further conprising the step of conpleting an el ectronic paynent
transaction before said restricted information is 20 received fromsaid

content Sservergg- Jfe method as recited in Claim 28, wherein said restricted information

10 comprises copyrighted materials.

40. The method as recited in Claim 28, wherein said restricted information

comprises confidential medical records.

15 41. The method as recited in Claim 28, wherein said restricted information

comprises proprietary business information.
42. The method as recited in Claim 28, further comprising the step of

completing an electronic payment transaction before said restricted information is

20 received from said content server.
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