29 June 2005 WD 03/007213 PCT/ US02/ 17850 METHOD AND APPARATUS MANAG NG
THE TRANSFER OF RI GHTS COPYRI GHT NOTI CE [0001] A portion of theddjsse [
of this patent docunent contains nmaterial, which is subject to copyright
protection. The copyright owner has no Obj ection to the facsimle
reproduction by anyone of the patent docunent or the patent disclosure, as
it appear sWORPHa3Pat ent and Trademark OFfice patent PGLESOHI8Yecords, but
ot herwi se reserves all copyright rights whatsoever. BACKGROUND [0002] One
of the nost inportant issues inpeding the wi despread distribution of
digital works (i.e. doiENTHOD ANDIARRARATUSMANAGINGTorns readabl e by
conputers), via electroni CTHEERSNSEBER QGRIGHT®rnet in particular, is the
current lack of ability to enforce the intellectual property rights of
content owners during the distribution and use of digital works. Efforts
to resolve this probl em haveCOR¥RIGHT METICENt el | ect ual Pr operty Rights
Managenent " "I PRM'), "Digital Property Rights I\/anagerrent (" DPRM") ,

“Intel | ect ir ope Sﬂloﬁ@?%%"ﬂ%@fosuk" bfPM[s) afefft %&vﬁ'l orY A nt" ("RM)

and "El ect oni Managenment referred to as
"Digital Rurr@tersaldedg@rsgmect(tmmgynghtepr@tmtlonT @pan@t@vmahb@r of issues to

be, cons! dergobBufh & ha BP0 ahAR, BY abisRlremoahBRat | cati on

aut hori zat i on, "accoun nancral cl eari ri ght S
speci fi cat |donumentghrt ¢hev gatent disciosure, rasgiit appearst oy éimentm docunent

protection-d S r LS S 5, 5,634,012,
D e h0s TR SOe bREMCRE" G366 Bt oRRLERE SreRemed A0L: D

i ncor por at edpyr@htenght@whaisbmeence di scl ose DRM systens addressing these
i ssues. 1

BACKGROUND

[0002] One of the most important issues impeding the widespread
distribution of digital works (i.e. documents or other content in forms
readable by computers), via electronic means, and the Internet in
particular, is the current lack of ability fo enforce the intellectual property
rights of content owners during the distribution and use of digital works.
Efforts to resolve this problem have been termed “Intellectual Property
Rights Management” (“IPRM"), “Digital Property Rights Management’
("DPRM"), *Intellectual Property Management” (IPM’), “Righis
Management” (“RM"), and “Electronic Copyright Management” ("ECM"),
collectively referred to as "Digital Rights Management (DRM)" herein.
There are a number of issues to be considered in effecting a DRM
System. For-example, authentication, authorization, accounting, payment
and financial clearing, rights specification, rights verification, rights
enforcement, and document protection issues should be addressed. U.S.
patents 5,530,235, 5,634,012, 5,715,403, 5,638,443, and 5,629,980, the
disclosures of which are incorporated herein by reference, disclose DRM

systems addressing these issues.



29 June 2005 WO 03/007213 PCT[US02/17850 [0003] Two basic DRM schenes have
been enpl oyed, secure containers and trusted systens. A "securgg9CAiHaI2TRI5
(or sinply an encrypted docunent) offers a way to keep docunent contents
encrypted wuntil a set of authorization conditions are net and sone
copyright terns are honored (e.g., paynent for use). After the various
condi ti onsWARHN}Erns are verified with the docunent FCELSPE850t he docunent
is released to the user in clear form Conmercial products such as
CRYPTOLOPESTM and DIA BOXESTM fall into this category. Cearly, the secure
cont ai ner [Oﬂﬂﬁ] oat\hopbasai:dlﬁilvh sbemes ohaveo heeot en'mlaygd,t tlsecwrecunent during

del i ver Qe I nsec ann b t.. 0 d chanismto
preventy Igeﬁ ?‘Pﬁ@t a"%s glaf Sﬁ‘?’ﬁ%t a'gnl%'"gﬁ‘? ‘%’%"‘V@gr Yéfo F[I:md t hen using
and redi senéripted m{gcmmemtmoﬂerelaa\hrapto kdepcdotarent comtents encnypteldl ect ual
roperty. [0Q04] .In t Struste sten gac t he tire systemis
IroesBonsiybI hntﬁcﬂ L%rf’g\?é’ﬂw'ﬁaﬂqlﬂ’n%?ﬂaﬁtisﬁl ?@dmﬁggﬁéﬁﬂnﬁlcgf’mggﬁ%@ﬁ of yt he !
docunent . B hehidigd de.l, Yriya@nt 8 tuee). USdial ltiye eatiaisl condionodindi ng new
Senean® S e BRI L SR polBL U BRI RS, Pl
ErUSEeg Sy fHeaiger Recle@r foirhi @bnirerbial pmu@dtgducﬁfﬁe bfzvmﬁh Lﬁumwamer- pgoof
rusted sys G echnol ogi.es, curren

mar ket trgﬁﬁﬁ%@&@&éﬁ%u ‘gﬁéﬁ‘i %@gﬂ'ﬁh éLG@ ﬂr}g%“t‘a@‘ﬂfﬁ COlt M as PC s and

wor kst at i Oﬁﬂnréléérﬂﬂ‘obﬁ@&\@eécﬂutbﬁ t@%ﬁé&lrbhﬁe%bumﬂhﬂ durlpg ddiigergoni nant
systems used to access digital works. @ﬁ this sense, existing conputing

envi r onmen@\Er dRasurgschannels o bigt dogs st RfOVIdE W due Bt?”b\lot?fe}’ﬁﬂ;ul ar operating
systens ( eiogiimalld DSEHSSHM obtaHing e @dst dddurienfBRd tiRdtdgdihg'@and appl i cati ons,

such as browsers, are not trusted systens and cannot be " nade trusted
wi t hout si tlistribwiing itin dolption ofgontrat gwnare intellestual eepety. course, alteration
of the architecture defeats a primary purpose of the Web, i.e. flexibility

and conpat IO%IOJ-HI tyIn the *“trusted system® approach, the entire system is
responsible for preventing unauthorized use and distribution of the
document. Building a trusted system usuélly entails introducing new
hardware such as a secure procéssor, secure storage and secure
rendering devices. This also requires that all software applications that
run on trusted systems be certified to be trusted. While building tamper-
proof trusted sysiems is a real challenge to existing technologies, current
- market trends suggest that open and untrusted systems, such as PC’s and
workstations using browsers to access the Web, will be the dominant
systems used to access digital works. In this sense, existing computing
environments such as PC's and workstations equipped with popular
operating systems (e.g., Windows™, Linux™, and UNIX) and rendering
applications, such as browsers, are not trusted systems and cannot be
made trusted without significantly aitering their architectures. Of course,
alteration of the architecture defeats a primary purpose of the Web, i.e.

flexibility and compatibility.

[0005] As an example, U.S. patent 5,634,012, the disclosure of which is
incorporated herein by reference, discloses a system for controlling the



[ 0005] As an exanple, U S. patent 5,634,012, the disclosure of which is
incorporated herein by reference, discloses a systemfor controQPiméthog
29 June 2005 WO 03/007213 PCT/ US02/ 17850 distribution of digita

docunents. Each rendering device has a repository associated therewith. A
predeterm ned set of usage transaction steps define a protocol used by the
reposi t ori W8 03721&nf or ci ng usage rights. Usage ri ght PCASSIABSBne or nore
manners of use of the associated docunent content and persist with the
docunent content. The usage rights can permt various nmanners of use such
as, Vi ew ndistiblition ofsdigitahdecumelits.t Ebdfutenderingadelidehiead a keposiidspge rights can

be contingent on paynoent or, other .copnditipns. Further. rty may grant
usage ri gh?gsqc@%@t ﬁ’éfesw' haf‘ Brregetegm ?fg§8tt °€PS%%9a§8"%CB‘Pﬂ gteﬁgssessed by the
party. [ 00@éfneDRNIrstpstiensedhby ehé aepdsiibridsefbr dirfdreinguisage rightsdi gi t al cont ent

b itting th t t trol f. th tent. Ho ,
cnown busi NS [gfis) GEInG, ons ¢k s, MENGTT | 6, U5e o 1O FRIRRGT i i tal cont ent

and ot her Hb&ifent tealeHE and [Perdist! withy thef dgvarieneSontet, Ghanage a content
creator may sell content. to a publisher o then auﬁ hori zes a di stri butor

to distri BORLE CRHPREN: Varigus, Maghers oh kSesIHsP &6 YRVINGHREIG HER O | s content to

end- user sdishBifidhe and tREIHRY) dUéﬁ%’ Sghtedardes comstingentSbrapaymént fowr t her
distribute the content. In such a business no hts can be

0] el, usage ri
gi ven to e8RAr copditipgs.; Furihesqr pailycBaY Gram USRES Fohts fe.0f ﬁrstqh%t stribution

chai n. Hovxgg@;gsetbmaggﬁ?ﬁ@%sgggsap@ytm‘ﬁgﬂﬁontroI over downstream parties
unl ess they are privy 0 any transaction with the downstream parties in

some way. For exanple, once the publisher noted above provides content to
t he di strjopo6jor .DRIMEesyBteMs RARY fackianalt distebetionyofcdigital @ontengby s granted to

downstream parties, such as the first or s equent users unless the
publ  sher  PETHHTE B SAREYE PRI ORI esih FPaiSRet: SveMh s I oss of
control cogfiwmaslisitieb$ mobielsSyietreting! SistibithgC e Lising idgitaf cortemt r i buti on chai ns
and other items involve a plurality of parties. For example, a content
creator may sell content to a publisher who then authorizes a distributor to

distribute content to an on-line storefront who then sells content to end-
users. Further, the end users may desire to share or further distribute the
content. In such a business model, usage rights can be given to each
party in accordance with their role in the distribution chain. However, the
parties do not have control over downstream parties unless they are privy
to any fransaction with the downstream parties in some way. For
example, once the publisher noted above provides content to the
distributor, the publisher cannot readily control rights granted fo
downstream parties, such as the first or subsequent users unless the
publisher remains a party to the downstream transaction. This loss of
control combined with the ever increasing complexity of distribution chains
results in a situation, which hinders the distribution of digital content and
other items. Further, the publisher may want to prohibit the distributor
and/or the storefront from viewing or printing content while aliowing an end
. user receiving a license from the storefront to view and print. Accordingly,
the concept of simply granting rights to others that are a subset of



results in a situation, which hinders the distribution of digital content
and other itens. Further, the publisher may want to prohibit t

distributor and/or the storefront fromviewi ng or printing con?gn'{u'?/\%i%cjeos
allowing an end wuser receiving a |license fromthe storefront to view and
print. Accordingly, the concept of sinply granting rights to others that
are a subsWPOoH#72I3 29 June 2005 WD 03/007213 PCT/ USOZCIT8®O§56ssessed
rights is not adequate for nmulti-party, i.e. multi-tier, distribution

nodel s. SUMVARY OF THE | NVENTI ON [ 0007] A first aspect of the invention is

a et hod f gosédsans tighis ingotrddghicte ferdagmtipdrty, 0.ebmuitbiipcdietribation th itens from
a rights SE‘E@ ;igr to a rights consuner. The nethod conprises obtaining a
set of rig €¥ssociated with an item said set of rights including
nmeta-rights specifying derivable rights that can be derived therefrom by

the rights consuner, and ,p‘nd?_,l' —fm':r the rights consunmer is
entitled to derive the d§|‘>’mﬁe rig M\?éé'\ﬁ)‘@ghlfied by the neta-rights, and
at |l east one of deriving the derivable rights, and generating a license

i ncl udi ng [07der Aviset aspetitaf tha inkientionds aimgthad foofransferrindgighignat ed as a

principal i Lhgh ) it t AV derivabl e
rights speglh?étgg téyb%t %%o(é@@umﬁﬂte@s @@&k@ﬂs ssglgg% tésapté@ ®of the
i nvent i on icensuniérc efivse metiwdccomaidesvcbtairing aiged of aigtitsaaksotieteédt o be used
within a s em f£or I ng. t.he. f rJ itemfroma
rights sup%’lﬁf'e"’}n &e&n,aswg%&i}q'{ghﬁsﬂél@iﬂ@]uﬁega-ﬁététgﬁs g%@‘gtrrg‘ﬁ@% a set of
ri ghts i ncrightsnthatredaa- be gtérived ptherdfprmdydéra vigbise congyimes, andat can be
derived therefromb he [ S _consuner, .. i nci i gnating at | east
one right S%g@ﬁgwwgr\%{ﬁ&r@rit@ hEPeYEE P&"&@?%@W%ed%&ﬁ’%@% e rights, and
a nechani swyfiter speiciied diyntheaemtsglits, thd dttieasti one @f aderidingcihewi th the set of
;: gm Z [Oggr?\JabiAe ll;lgrﬂzltsr d::madS e%%}atiﬁé ath%gnslenlxcﬂ] ir|1§(1) R‘tel dsen%eénraléh (s)(\jnrit or deriving

the rights consumer designated as a principal if the rights consumer is

entitled to derive the derivable rights specified by the meta-rights.

[0008] A second aspect of the invention is a license associated with an
item and adapted to be used within a system for managing the transfer of
rights to the item from a rights supplier to a rights consumer. The license
comprises a set of rights including meta-rights specifying derivable rights
that can be derived therefrom by the rights consumer, a principal
designating at least one rights consumer who is authorized o derive the
derivable rights, and a mechanism for providing access to the item in
accordance with the set of rights.

[0009] A third aspect of the invention is a method for deriving rights
adapted to be associated with items from meta-rights. The method
comprises obtaining a set of rights associated with an item, said set of
rights including meta-rights specifying derivable rights that can be derived
therefrom by the rights consumer, and generating a license associated
with said item and including the derived rights.

BRIEF DESCRIPTION OF THE DRAWING



adapted to be associated with itens fromneta-rights. The nethod conprises
obtaining a set of rights associated with an item said set of 24 iié 2005
i ncluding nmeta-rights specifying derivable rights that can be derived '
therefrom by the rights consunmer, and generating a |license associated wth
said itemand including the derived rights. BRI EF DESCRI PTI ON OF THE

DRAW NG 4wQg3/@@He 2005 WO 03/007213 PCT/ US02/ 17850 [POULSJ2/1T8¥e i nventi on
wi |l be described through a preferred enbodi nent and the attached draw ng
in which: [0011] Fig. 1 is a schematic illustration of a rights nmanagenent

system i n@ergr dane evhtion villBe BeRhiBEd BroRMaOshefel enfbodidnt Fig. 2 is a

bl ock di agram of an_exanple . distribution chain show ng the derivation of
rights frodNfdiegtacyed drawingdashichi . 3 is a schematic illustration of a
| icense in accordance with the preferred enbodinment; [0014] Fig. 4 is an

exarrp:je of {@01I1E]ceE@e1®<@§@®&@dc%§ﬂ‘atbﬁ Wh‘g%&ﬁlhagéhgnhﬂ@sﬂeﬁngg?geki 3
accordance wt e preferred enbodi nent; [0015] Fig. 5is a oc i agram
of the |icéh%%°°§{§1”\9‘éﬁ”f§;het9{ egy@?gﬂp@‘ﬁwenhg_ 1: [0016] Fig. 6 is a block
diagram of a rights |abel in accordance with the preferred enbodi ment; and
[0017] Fig[o0A2fs Bidf £ dwa bibek diagrtimi df@nexemplidudistribationtchaimsf er ri ng and

deriving rights in accotdance wi.th the preferred enbodi nent. DETAILED
DESCRI PTI Cﬂg‘f“lﬁ'ﬁgg]e rmnﬁgggtﬁ]frg%mﬁt@q@p "i zed to specify and enforce

usage rights for specific content, services, or other itens. Fig. |
il lustratef0dBM Bygs$em ddetratic illestrative ofis icknise ircanenedentewithvi t h t he

preferred i t ystem 10 includes a user activation conponent,
in the f Orm%qgfeﬁgg embomght?‘

[0014] Fig. 4 is an example of a license expressed with an XML based
rights language in accordance with the preferred embodiment;

[0015] Fig. 5is a block diagram of the license server of the system of
Fig. 1;

[0016] Fig. 6 is a block diagram of a rights label in accordance with the

preferred embodiment; and

[0017] Fig. 7 is a flow chart of the procedure for transferring and

deriving rights in accordance with the preferred embodiment.

DETAILED DESCRIPTION

[0018] A DRM system can be utilized to specify and enforce usage
rights for specific content, services, or other items. Fig. 1 illustrates DRM
System 10 that can be used in connection with the preferred embodiment.
DRM System 10 includes a user activation component, in the form of
activation server 20, that issues public and private key pairs to content
users in a protected fashion, as is well known. During an activation
process, some information is exchanged between activation server 20 and
client environment 30, a computer or other device associated with a
- content recipient, and client component 60 is downloaded and installed in



activation server 20, that issues public and private key pairs to content
users in a protected fashion, as is well known. During an aCt'VQg.gﬁnedZOO5
process, sone information is exchanged between activation server

client environnent 30, a conputer or other device associated with a

content recipient, and client conponent 60 is downl oaded and installed in

5 29 June WOO50073® 03/ 007213 PCT/ US02/ 17850 client enwararsmisse30. C i ent
conponent 60 preferably is tanmper resistant and contains the set of public
and private keys issued by activation server 20 as well as other

conponents ch@ﬂ@hw&ﬁmﬁm 300 Dlieteninpoaerd SOgryfefably is It@'npterréﬁgamo ntent 42.
[0019] Right pciagted with cont nd S eC|f|es usage

|
Doty ond Bl coftai e sstat PURE 200 A KeVs FRUp LY 2P S M ect cd by a

content reQDmMLREl abictifROMBOnRaraS, éi@hrmr@;ge@mmeﬁmﬂéc;epsarpﬁo«eys and
| ssues |icens qjieées for tgrot ected content. These |licenses enbody the actual

‘granting of®NeHRECPREMAZ t 0 an end user. For exanple, rights |abel 40 rmay
i nclude usage rights permtting a recipient to view content for a fee of

five dol | afeo1@pd Rights &abdl HOi i8tassotibiedt wittorcoatehed204nd epediidsl ars. Li cense

52 can be issued for t

ew r t when the flv | ar f has been pai d,
For Cexanp! 4548 PaHt 2eBABsHbN CobuRinde soatdSnn HE R b deisthd ¢ ghes t hot
nge been sgda%cd:dﬁtaﬂ rédflplﬁhicelﬁs?]ﬁ%eé{!&minaﬁa@s the gnbrgsﬁwrak@s ri48h_ts :agel
in accordance w the preferre i me t el i ncl udes
D a1 r T oRed Wiet iconses dab ROHIRA R, LLhese TeentsceBony enai (i ona. 4db.
and Contenbcﬁﬂﬁ@hﬁﬂ:@%ﬂ&@géﬂghts t@@ﬁt@ﬂtus‘éBerf betipl®) Tightclab@n i ncl ude any
mechani sm for calli ref erenci ng, locati n i nkl%& ‘E"Lﬁ10t herw se

speci f yi ng emﬁyémiudﬁZUS@gﬁashfatpeamﬁmﬁfe@MeaF dew egrd ffot ect ed)

content cap g Mlﬁpﬁe‘irﬁdv;éwtahd %ﬂﬁ%’f&m fd}raﬁ%rcﬁttérpﬂbllé@| LisdHseon 72 installed
on conputer 70 associ ated cont ent_ publisher, a content distributor,

a content 82can be issHed fqgétpe v:gw rlghfwvhen the five dollar fee has been paid,
for example. Cllent component 60 interprets and enforces the rights that

have been specified in license 52.

[0020] Fig. 6 illustrates rights label 40 in accordance with the preferred
embodiment.  Rights label 40 includes plural rights offers 44 each
including usage rights 44a, conditions 44b, and content specification 44c.
Content specification 44c can include any mechanism for calling,
referencing, locating, linking or otherwise specifying content 42 associated
with offer 44. Clear (unprotected) content can be prepared with document
preparation application 72 installed on computer 70 associated with a
content publisher, a content distributor, a conient service provider, or any
other party. Preparation of conient consists of specifying the rights and
conditions under which content 42 can be used, associating rights label 40
with content 42 and protecting content 42 with some crypto aigorithm. A
rights language such as XrtML™ can be used to specify the rights and
conditions. However, the rights can be specified in any manner. Also, the
rights can be in the form of a pre-defined specification or template that is
merely associated with the content. Accordingly, the process of specifying
rights refers to any process for associating rights with content. Rights
label 40 associated with content 42 and the encryption key used to encrypt



ot her party. Preparation of content consists of specifying the rights and
condi tions under which content 42 can be used, associating righbg 41%20@5
with content 42 and protecting content 42 with some crypto algorit

rights | anguage such as Xr MLTM can be used to specify the rights and
conditions. However, the rights can be specified in any manner. Al so, the
ri ghts canwb&oizighe f orm of a pre-defined specifi cat iPCH/USH/1TEHP| at e t hat
is mnerely associated with the content. Accordingly, the process of
specifying rights refers to any process for associating rights with

cont ent. Ritghtentehtadarbe4fnamitied taliccdsevsemerciint AndisdBsethoh detadl encr ypti on key

can ot artel figfis e tHA TS Lpdicychly Wi shech( LT P 380ai 1 Dol ow

ri ghts 44a andmatacigbid ewhisiagernii ghdérsighistto bb depheei. fy a manner of use, and
meta-rights, which permt other rights to be derived. [0021] In sone case,

| cense .SZJb%E,Ud‘ﬁ?l%ﬁlgdcéé q%e'r‘&atszrggaw%ﬁmrﬁ@@gngghgﬁ n']d%toorder to exercise

a specifie &Y 26n e payrrent of a fee,
subni ssi on safisfiedris @nder tdakercisera specifiet iright. Fereixamplena comdtioned bef ore

permtting e e of a nner Use. Lt be "access
condi ti ons' %’eti’ ﬁg?ai?«ﬁ!ﬂ'f@“t gﬁé&%’% S&hWﬁSPPoﬁﬁ%ggﬂf ‘g%%l ?f %}H %ﬁ%art I cul ar group
of users, seyirsedtesired befanmipeemﬂtlrtgyexemse ma'rrbemnmér af lmeak club. In

arti person or

ot her vvord:g t.he COI’ldIItI n.is that & ﬁ

member opdiioRs eANFISY PR LAFCETs SRAlions, c%ﬂﬁ"ip q 8f SS&BH IWBst as separate
ent ijties Omaﬁapglb&o@mlaﬂﬂ'grbﬁiﬁaﬂhsérﬁ,bsﬁysstudﬁrﬁs%gsa unsre@ﬁyrorghts and |
condi ti ons can be t oget her content . or otherw se associate
wi th cont eMemEe§ ﬂfrs%g‘ﬁ‘ cligk @&Weféﬂﬁ\éﬁﬁ% ﬂ”lf’4 atbti"eét'ﬁ?/”%?her mechani sm
A rights I@aamgﬁp&@@morﬁﬁen%ﬁrdvla?f%ﬂp‘aatmumguﬁ@dm@waﬁmcbudmdm rights and

condi ti ons. However, the ghts can be specified in any nmanner. Also, the
rights can CBR eXisf Wpﬁ@ﬁwmﬁ'ﬁs Sr?ﬁ”ehed@ln?br'f%? specification or tenplate that

is merely associated with
[0022] Labels, offers, usage rights, and conditions can be stored

together with content 42 or otherwise associated with content 42 through
content specification 44c or any other mechanism. A rights language such
as XrtML™ can be used to specify the rights and conditions. However, the
rights can be specified in any manner. Also, the rights can be in the form
of a pre-defined specification or template that is merely associated with

content 42.

[0023] A typical workflow for DRM system 10 is described below. A
recipient operating within client environment 30 is activated for receiving
content 42 by activation server 20. This results in a public-private key pair
(and possibly some user/machine specific information) being downloaded
to client environment 30 in the form of client software component 60 in a
known manner. This activation process can be accomplished at any time
prior to the issuing of a license.

[0024] When a recipient wishes to obtain specific content 42, the
recipient makes a request for content 42. For example, a2 user, as a
recipient, might browse a Web site running on Web server 80, using a




content 42. [0023] A typical workflow for DRM system 10 is described bel ow.
A recipient operating within client environnent 30 is activat eﬂgfﬁ,fne 2005
receiving content 42 by activation server 20. This results in.
public-private key pair (and possibly sonme user/ machi ne speC|f|c

i nformati on) being downl oaded to client environment 30 in the form of
client sofwaa¥@rpsmnponent 60 in a known manner. Thi s PEFIUSZATSS®N pPr ocess
can be acconplished at any time prior to the issuing of a |license. [0024]
When a recipient wishes to obtain specific content 42, the recipient nakes
a request bmwseoinsteldd m%herﬁ@lhvmmdt 80, andusguest esntent 42e Dudingnt , m ght

b b sit Ve ing a, 7.29 June 2005 WD
031 007213 B Eesss) PoiseP By aRat A gerieriof o PefEniGRPBlinent 30, and

request ]goﬁtf@ltraré%ctidlllq’atsﬂgthef-ﬁadl@bﬁcdnten?@ﬂhérh%nmr)nﬁ@ﬂclgest hL oughI a f
series o steps po C ing, a fee transaction s.in the sale o
content) ofCllsFHRa El"%ﬁ?fgég?% e thg aRpropriatg é@?‘?‘ ?é‘?ﬂ'@(mt i on). Wen
the apprOpbteaécﬂusﬁ@@@u&h ap shebslicblidhedf a ok @ihdoHfdatien that tsduss the col | ection
of a fee and verification th at the user has been activated, are satisfied,

Web ser ver hapbeginediveied, ?r@ef'r?é@f%deﬁ’\’/"é’rse%q PRIliRFS HCRNSEUIEESE ormuni cat i ons

channel , syghrafyhda sé@m@ebmuﬁmmgmﬂ,s cREGNYI SsueR Glsa] ShdmA¥ElisiHigSPL) . Li cense
server 50 then generates i cense 52 for content 42 and Web server 80

causes bot Beguie SeekeiekavenPl)i Licrase sspver B8 thah gRikrAtenlicedse b2 cense 52
i ncl udes t /e campHt Oadrédﬂt\ﬁeﬁ'sg%ﬁsoééﬁféés%th 118 3BRtehi AR FoeRbl6or Meta-rights,

and can be down fromlicense server 50 or an associ ated devi ce.
Cont ent  42toche dewnlgadash obigeser $dincludespiin appropriaie digkisasaeh @ th a vendor,

di stri but Oﬁsaggrr\i,a@ﬁ%‘%ﬁ% F‘rrﬁéfa-néﬁ)tgzgﬁd Chh & d6RHIB troRPlideRss! 1 ent

envi r onnent roc to 1nterpret license 52 and all ow use of
content 42sdeardd) @ran B@OQ@WGWQGQI‘E@HI‘M%Q&M?Q fdowdoadeddramed in |icense

52. The i niornk&tAtdsQ0iABY with a vendor, distributor, or other party.

[0025] Client component 60 in client environment 30 wili then proceed
to interpret license 52 and allow use of content 42 based on the usage
rights and conditions specified in license 52. The interpretation and
enforcement of usage rights are well known generally and described in the
patents referenced above, for example. The steps described above may
take place sequentially or approximately simultaneously or in various

orders.

- [0026] DRM system 10 addresses security aspects of content 42. In
particular, DRM system 10 may authenticate license 52 that has been
issued by license server 50. One way to accomplish such authentication
is for application 60 to determine if license 52 can be trusted. In other
words, application 60 has the capability to verify and validate the
cryptographic signature, or other. identifying characteristic of license 52.
Of course, the example above is merely one way to effect a DRM system.
For example, license 52 and content 42 can be distributed from different
entities. Clearinghouse 90 can be used to process payment transactions
and verify payment prior to issuing a license.



enforcenment of usage rights are well known generally and described in the
patents referenced above, for exanple. The steps descri bed abov Eﬂ@gs
pl ace sequentially or approximately sinultaneously or in varlous or ers.

[ 0026] DRM system 10 addresses security aspects of content 42. In
particular, DRM system 10 may authenticate |license 52 that has been issued
by |icensevge¥¥#i3 50. One way to acconplish such aut he@eriug&tlash is for
application 60 to determine if license 52 can be trusted. In other words,
application 60 has the capability to verify and validate the cryptographic

tSIh gnat ur eI [mgpt heg nofed%lbvé wypiealqdm@{nagé ﬁ!bdé!tblf& @i&trnbum@rldigl@ZF of coulr se,
e exanpl e abaove is nerely one way to effec or exanpl e,
li cense 520@Hentsideniurabpestigs, BWW%We%PBH’SP?EDRN{ri’?j@F%ﬁFd entities.

C ear i nghoysds. 9 E=eRbf Medaspshidd caH Qﬁ%sa I%@Mﬁﬂé'ﬁg;réﬁtmg td g and verify
paynment prior to issuing a |license, 29 June 2005 03/ 007213

PCT/ US02/ 19@@9"]?00@7’1"9%5‘%0%d*hﬁbg'\?@bu"ﬂ%|°@§T‘“€5us|-H&sprﬁ%ﬂg s for

di stributi aﬁbsﬁnﬂlbﬁ@émew&@n&ndmﬂpbmptaldfr@la?@acr chisSSucks ghh@s owners,
publishers, distributors, and users. Each Rese parties can act as a

suppl i er gHeagei fighty Agdtrelated aysterm gisalesec Bukss- r@%tﬁﬁ‘tﬁrﬁﬁ%gf@i stribution
channel . TH@3p0es coleed 4agMpPATRIY RY! 51899255 K AGmeRREARE S of usage

rights, such as the ;&%e r| hts and rel ated systens disclosed in U.S.
patents 5, ea@epigof "metagightsy'1 2! eéawssmth% nﬂht§ #et enedhas 60, 235, to

| ncor por at g J g rﬁgﬁl&%{e mod',%g%ﬁ@oeee gh{ﬁmﬁ%@a&lv@rﬁtﬁer@f ithe rights that

one has to” genérate pose of herwi se derive
ot her: ri ghMsta-righs earr bth@ugba@f be usa@mggmts d¢ ussgeisights (or gles to usage

rights (or, gfagghts&lwaflg%ﬁ%)\mll EQ& eggl'éﬁle%ség bh tpé’%gﬁgﬁ gar based on the

description can 1 nclude derivable rights to
of fer ri ghbalow.gr ant

[0028] Meta-rights can include derivable rights to offer rights, grant
rights, negotiate rights, obtain rights, fransfer rights, delegate rights,
expose rights, archive rights, compile rights, track rights, surrender rights,
exchange rights, and revoke rights to/from others. Meta-rights can include
the rights to modify any of the conditions associated with other rights. For
example, a meta-right may be the right to extend or reduce the scope of a
particular right. A meta-right may also be the right to extend or reduce the
validation period of a right. Meta-rights can be hierarchical and can be
structured as objects within objects. For example, a distributor may have
a meta-right permiiting the distributor fo grant a meta-right to a retailer
which permits the retailer to grant users rights to view content. Just as
rights can have conditions, meta-rights can also have conditions. Meta-
rights can also be associated with other meta-rights.

[0029] The concept of meta-rights can be particularly useful because
distribution models may include entities that are not creators or owners of
digital content, but are in the business of manipulating the rights
associated with the content. For example, as noted above, in a multi-tier
- content distribution model, intermediate entities (e.g., distributors) typically
will not create or use the content but will be given the right to issue rights



rights, negotiate rights, obtain rights, transfer rights, delegate rights,
expose rights, archive rights, conpile rights, track rights, supge 2005
rights, exchange rights, and revoke rights to/fromothers. Meta-rights can
include the rights to nodify any of the conditions associated w th other
rights. For exanple, a neta-right nmay be the right to extend or reduce the
scope of awog¥Priidul ar right. A neta-right may al so b&CTwéirgt to extend
or reduce the validation period of a right. Meta-rights can be

hi erarchi cal and can be structured as objects within objects. For exanple,

a distri bUthKthE%ntEﬁMﬁey @tstﬁ@@ta Iri Gthér s thd HiBEiblide ofiesélldr ik or to grant a
nmeta-right to a retaile whi permtsther tailer toaar%?t users rights

to view cofeefito 09@5‘!“%@5 ?t@qﬂlétsl:@dsm%n tithe,sgke R ights can al so

have condi ttho 5 gﬁénan g Ub&HY SgHisBr Alebridifls &5 RS RdagMdubplirirher
meta-rights. The concept of nmeta-rights can be particularly useful

because dla@ﬂrmmartynreﬁwey QY eXgEqisige set fghtads trﬂﬁf"eﬁrfé 4fot creators or
owners of «di bl Ife?élxb]emmll Batbr@l dfedr thal: Qﬁ&?bﬁ&‘ afsse f5upprat gul ating the

rights associated wth the content. For e e, as noted above, in a
mul ti-tier a consumat denesting st thein rekeiosship W\ﬁhéhﬁ‘rﬁﬁlﬁa@lﬁ paryiin fhes (e. g.

di stri butor y & ut vaI be

gl ven ¢he G Bh BN Not thor A1 G naingt 3 . (oGP Sl

PCT/ 1JS02/ &ngsioes net neaessedliconsune byg. Whestheiassaciated gogemter wor ds, t he

di strlbutor or reseller will need to obtain rights (neta- rlghts) to issue

rights. oddb? fgge ?fscﬁbr%éhéa}{y [lllﬁéﬁ%té%a%YeﬁHnQﬂé'GQaUW@tléﬁ ghts or
nmeta-ri ght IS're SPQ I er party receiving and/ or

exerc.s.ngdwd:wtmngwdglaoﬁ P@rbb;ah% @ul&lghesw@mmmtm{@n Y 1t will becone
cl ear thal (R RR"HY f&a%amguea GBI P22 distriButé e BB to fEaRdG! N9 on thel !

relatlonshlpvm party di stribution chain. Note that
a consuner slichoas wteier 230 aed rein@fcﬂwﬁﬂs confantdo usars, dodsamuserecessarily

R L
with distributor 220 and  distribuior 220 could negotiate business
relationships with retailer 230. Also, retailer 230 may desire usage rights
that are beyond usage rights granted to distributor 220. However, keep in
mind that, in a distribution chain that utilizes a DRM system to contro! use
and distribution of content or other items, content can trave! from publisher
210 to user 240 through any digiial communication channel, such a
network or transfer of physicai media. When user 240 wishes to use
content, a license is obtained, in the manner described above for example.
Accordingly, the negotiated relationships can become difficult, if not

impossible, to manage.

[0031] In model 200 of Fig. 2, retailer 230 will only grant rights to user
240 that have been predetermined and authorized by the distributor 220,
publisher 210 and potentially other parties upstream of the transaction,
such as the content creator or owner. The tights are predetermined
through, and derived from, meta-rights granted to retailer 230 by distributor
220. Of course, there can be any number of parties in the distribution
chain. For example, distributor 220 may sell directly to the public in which

10



di stribution nodel 200. Publisher 210 publishes content for distribution,

by distributor 220 for exanple. Distributor 220 distributes cosge
retailers, such as retailer 230 and retailer 230 sells content2?0‘!‘[{'}}%(2005
such as user 240. In nodel 200, publisher 210 coul d negoti ate busi ness
relationships wth distributor 220 and distributor 220 could negotiate
busi ness Weloxei7aashi ps with retail er 230. Al so, retallCFUSRASMAY desire
usage rights that are beyond usage rights granted to distributor 220.
However, keep in mnd that, in a distribution chain that utilizes a DRM
system t0| casd fsvénegls__so iseurest rﬁbédsé&ybu&lh@rtggfg rﬁ%ﬂb@@ﬂdMnaﬂ)gbmesi Items, cont ent
can trave rom i s t hrough any digita

comuni cat FBﬁe@ﬂﬁéﬁ?r@&Q(?ﬁ“ém"ﬁ?B% eBFS?rlsansfer of physical nedia. Wen
user 240 wishes to use content, a license is obtained, in the manner
descri bed fio32g f ormedeli2p0 pubhsl@@tg}mts ttgﬂ?stnbﬁﬂerZ@g@geahht& 218l at i onshi ps can

becone diffi 0SS a del 200 of
Fig. 2, rePﬁTW’E'Pngﬁ"WqPF %%Qtea{i'a'ﬂs fP?%H[@PSt gﬁbsi\&) é'@t '?2}4 t have been
pr tedet erlmI pesitaigiriauton 220 &ﬁgfahtytotr@@u@hmrth@uhage Al 214’ p(dbmuesher 210 and
potentia

ot her rt upst. eam of t, t act| h as the content
cr eat or }/"BM?a‘ #ﬁéltﬂg' ‘étepﬂré’aﬁﬁ'@ e"?t 8&% ﬁﬁ derived from
met abr I ght 21%‘%&?&& reefl&i isﬂrto2gﬁﬁntg;sedlzao rthé)lﬁghtrto 182Qontdht.cour seI t here
can be any_nunber o arties in the ribytion a For, exanpl e,
di st ri but oFops¥aArRRle. e@hﬁh%?ﬂ@dvﬂw%m h@weﬂﬁl m&wﬁa@% HE 29 June 2005
VO 03/ 007243t LHdHt\9%6 Zantsth@ réﬁﬁé?%@tp@fmﬁre?a'ﬂ@rﬂmta@ram@ﬁm@ry Al 'so, there

may be additional parties. r’rP e user 240 can distribute to other
Users. [Ootﬁqns?ﬁaﬁ%(k‘éﬁgez@@‘ltﬁam |t§$iteﬁea¢|%1%§% G35 HARkiPiHUSL 20 usage rights

212 per m bhy e djily A pAft-dHoocONh alther ABRITRdGNRE0 Hbd. Meta ri ghts
214 permt distributor ant to retailer 230 the usage right 214

(derived @raidnpsta-ighihlosetziern @Pﬂ@ﬂyimﬂb&?f@f 2@ dssues el | content and
met a- 1i ght §guts 214 to the distributor that will govern what type, and how many |,

rights distributor 220 can grant fo retailer 230. Note that these entities
could be divisions, uniis or persons that are part of a larger enterprise,

which also has other roles. For example, an enterprise might create,
distribute, and sell content and carry out those activities using different
personnel or different business units within the enterprise. The principles
of meta-rights can be applied to an enterprise to determine content usage
within that enterprise. Also, retailer 230 could grant meta-rights 218 to
user 240 permitting user 240 to share rights or grant usage rights to
achieve a super-distribution model. It can be seen that meta-rights of a
party are derived from meta-rights granted by an upstream party in the

distribution chain.

[0033] For example, a person’s medical records can be in digital form
managed by a first hospital as publisher 230. In this scenario, the person,
as’ supplier, granis usage rights to the hospital, as consumer; to access
and update the medical records. Should that person require treatment at a
second hospital and desires to transfer their records to the second
hospital, the person can grant to the first hospital the right to transfer the
access rights to the new hospital through meta-rights. [n other words, the

11



216 which permt retailer 230 to grant user 240 the right to use content

For exanpl e, publisher 210 nmay specify, through neta-rights 21 005
nmeta-right 216 granted to retailer 230 permits retailer 230 to gra r%
500 |Ilicenses and usage rights 216" that retailer 230 can grant to a user
can only be "view' and "print-once". In other words, distributor 220 has

granted newaosoghss to retailer 230. Simlarly, publi PoEUSRaEBSI ssues net a-
rights 214 to the distributor that will govern what type, and how nany |,
rights distributor 220 can grant to retailer 230. Note that these entities

coul d be dpyissh %§,spe&nléoemefa W§Qrﬁtﬁgféﬁ@d tﬂéﬂn&alright%fto&hé difger enterprise,
whi ch al so has ot her an _enterpris 5} %ht create,
di stribute! 0%’#"?6' sdhe r@@ﬂf'ﬁhﬁs l%ﬁ"i’d"t(,ia? rﬁFtJl?lSp'HJgégr%@t" i%i8s@usi ng different

personnel gindflbf, ft@'ﬂ@"&eé&Hé'H&@é@l U 4 SoMduirdir! 1h hRo@E ekanpisea The principles
of neta- I‘Ig ts can C&] @mto an entergallse to determ ne content usage
es

wi thin t hapereen'e1gst W!i'ean enbea)) bain digital &y endymaRededeadri ght s 218 to
user 240 P é@guﬁl%ﬁér 244 ithépéfrs@n Wi%%%%ﬂ!oﬂré‘ﬂ'ﬁrdlb%ﬁg%“ ghts to

achi eve a super - tribution node can be seen that neta-rights of a

party are wmew/téamilr oﬁ%ﬁ%¢@w@twl@ﬂ5@t@@\ﬁﬁ§ﬂ peEitiR@rty in the
di stri but| Imﬁﬁnﬁ'to&a{gﬁ%%ke qh%qm fhird®aR§! rson's rrpdl cal records can be

in digital orm man I rst hospital as publisher 230. In this

scenari o, theéﬁerson as supplier, grants usage rights to the hospital, as
consuner, . ceflsa highdlevg)d: ?é’fQQ‘?és ﬁé&ﬂ@&?‘"g 889 €a8CistigoMER-t hat per son

require ”ﬁgﬁt] Fétthétsgﬁ'ne a%%PMQBQ@ﬁﬂst MHowdhEr, deshifieenéepétivagsf er their

records to e secon hospi t person can grant to:the first hospital
the right ysagerrights end tmela-rightsears ﬁhegﬁﬁtdt frem p¥erpising Hbe gightd t hr ough

meta-r i ght\?]gglgréggﬁ%g{# }Q@ésgé: Qeactléﬂs 19 &H@ﬁ%?&@aﬁ Ké Qi) 213

PCT[ US02/ 1 C|f|e meta-rights and granted the nmeta-rights
to the fi rmagehﬂgl;blqaalbe fmh\eewrag,aprmtu@mtos cppying digital sonfenstWhespi tal to grant

rights, m@ta-nghts are exercised, new rights are created from the meta-rights or
existing rights are disposed as the result of exercising the meta-rights.
The recipient of the new rights may be the same principal (same person,
entity, or machine, etc), who exercises the meta-rights. Altematively, the
recipient of meta-rights can be a new principal. The principals who receive
the derived rights may be authenticated and authorized before
receiving/storing the derived rights. . Thus, the mechanism for exercising
and enforcing a meta-right can be the same as that for a usage right. For
example, the mechanism disclosed in U.S. Patent 5,634,012 can be used.

[0035] Meta-rights can be expressed by use of a grammar or rights
language including data structures, symbols, elements, or sets of rules.
For exampie, the XrML™ rights language can be used. As illustrated in
Fig. 3, the structure of license 52 can cbnsist of one or more grants 300
and one or more digital signatures 310. Each grant 300 includes specific
granted meta-rights 302 such as rights to offer usage rights, grant usage
rights, obtain usage rights, transfer usage rights, exchange usage rights,
transport usage rights, surrender usage rights, revoke usage rights, reuse
usage rights, or management meta-rights such as the rights to backup

12



supplier, to the second hospital, as a consumer. |In another exanple,

person's last will and testanent can be in digital formand nma e r?é(@
|l aw firmas publisher 210. If the person wishes to allow a third par 0
review the will. The person can grant neta-rights to the law firm

permtting the law firmto grant access rights to this third party. [0034]
At a hi gh wewgo7zithe process of enforcing and exerci si mgTM8€2a78501 ghts are

the sane as for usage rights. However, the difference between usage rights
and neta-rights are the result fromexercising the rights. Wen exercising

usage ri ghtightsaestoRights) réuveenghis, asisdue righty, op¥edrolvehe tigagforri ghts can be
for view ng, prlntlng or ﬁg%@% ?“ ital content. When neta-rights are
exerci sed, OEMga REPCH*Om t he meta-rights or existing rights
are di sposed as the result of exercising the neta-rights. The recipient of

t he new ri ¢o36] maGrane 30 ears ake spemﬂy(bhp@k o pEngieals 804 to velmirht y, or machine,
' t he, CI pi ent of

etc), who exerci th ta-rights rnative

net ;-right ecﬁ?ﬁ%%aanﬁge\i\ﬁ%ﬁ? rﬂf?p%f?“teq'he Pi W@Fﬁa%@vﬁ?& f"g ?ve the derived
rights rrayc@ﬁnt@ug IBeBt argiaétatd mb@utmrllala@lub@ear@ts,rmsyen@/ storing the
derived ri hts t he chani for exercjsi and r{férm ng a

net a- ri ght Eeéﬂs%eo ﬁ@%ﬂ@e smge "fg oy geci ﬂg‘nta”yFBéa xanpl e, th
nmechani sm %rﬁmoﬂ%@alamdtét&e Fﬁkfaﬁl&% 3@863mé>&eeg¢wobmec52 i£ 0035]

Met a-ri ghts can be expressed, by use of a, granmar or t | anguage
i ncl udi ng @RAUERd Py fBE ises of %bﬁgnafewee%é&t Qr aBPfh%ﬂ@er%ﬁ Hioh es. - For

exanpl e, t hgcréndad. Mg@ﬂéﬂu% BW%ﬁQﬁchab@ryb@%onﬁﬁn' bl kgt fopt ed in Fig 3,

the structure of |icense 52 can consi st of "one or nore grants 300 and one
or nore di ahatkgr mecharismfespraviding @geqss & epiterddd in AdNOWBENEPYei fic granted

meta-ri ght $he39@u<§th'r‘éhoia§|gfté19§|§|§atﬁr8 :§’If0f ﬁ&luHé@% SighBiute itgEiRthe USAGE i ghts,

obtai n usage rights, transfer usag ge , exchange usage rights,
¥ in

transport UeHigd of hewithe caslgris émmtedssib@ tnmation reasied ta¥eide rights, reuse

gﬁﬁgengghﬁg,cogéamg&gmﬁlfﬁbﬁ rights such as the rights to backup 12 29

[0037] State variables frack potentially dynamic states conditions.
State variables are variables having values that represent status of rights,
or other dynamic conditions. State variables can be fracked, by
clearinghouse 90 or another device, based on identification mechanisms in
license 52. Furiher, the value of state variables can be used in a
condition. For examiple, a usage right can be the right to print content 42
for and a condition can be that the usage right can be exercised three
times. Each time the usage right is exercised, the value of the state
variable is incremented. In this example, when the value of the state
 variable is three, the condition is no longer satisfied and content 42 cannot
be prinfed. Another example of a staie variable is time. A condition of
license 52 may require that content 42 is printed within thirty days. A state
variable can be used to track the expiration of thirty days. Further, the
state of a right can be tracked as a collection of state variables. The
collection of the change is the state of a usage right represents the usage

history of that right.
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WO 03/007213 PCT/ US02/ 17850 rights, restore rights, recover rights, reissue
rights, or escrow the rights for managenent of neta-rights an h

[ 0036] Grant 300 can al so specify one or nore principals 304 t?%ﬁgmé@eos
specified nmeta-rights are granted. Al so grants 300 can include conditions

306 and state variables 308. Like usage rights, access and exercise of the
grant ed newaosgoghss are controlled by any rel ated cordiritse@nsss@06 and state
vari abl es 308. The integrity of license 52 is ensured by the use of

digital signature 310, or another identification mechanism Signature 310

can incl udqo@.sqryp%;uaisgm ekdihiple f HiBdhse 082 _eAdtRiciSh Xmmanime for providi ng
access to content in a known manner.  The structure of digital signature

310 i ncl udd¥ewidsE osniie distrihiara metaight to issug Gdisgee Aghl (ereP@¥de | s conput ed,

the key i ”fté’rtﬁ@bbrﬁ&t”ﬁ?éd%dbédk)‘f@%h%)éndtdéér cogm Midmichs Hgtit, thident i ficati on.
[0037] State variables track poten 1y dynam c states condltlons State

vari abl es &listribuiring Esuatei "fﬁ@t %P'@Béﬁ’lethﬁ’al( V\Hfélﬂr@%—hﬁ @L%&“Lﬁﬂ of rights, or
ot her dynarE'uBe@qﬂ@bhb%@amoﬁél%ﬁdlﬂé}{s'tﬁ%i'tﬁédlﬁﬁlﬁufa?g{ag%b% u cleari nghouse

90 or anot her” device ased on 1dentification ne nisns in |icense 52.
Further, t ke vearues long asdhe diskibutasipeys $hie the nieder ¢ach tinwfgi ti on. For

exanpl e, a HsanR: LAt LABBL TR didlibr { A KL ™ SplaRbd?s for and a

condi tion _ e usage ri g t can e exercl se ree tines. Each
ti me the ugpublished ghd thus wellknewsed, the value of the state variable is
incremented. In this exanple, when the value of the state variable is

three, the 'tF n5| uéia%tésof?ﬁeﬁnrﬁé?g'n%fdu% @F‘ﬁheﬁ@é‘témer‘!ﬁ gannot  be

pri nted. Aoth a stat ariable is time. A condition of
|i cense 52 ammar@qwlﬂethehaﬁf%@dt%nhodwrﬁs Ligenge deferpretal moduler ty days. A

Further .t BO2 VAIGERR & HERrcletobi@ih SitPaly By s TR Blnclale &Y o St ate
vari abl es. qUérg ang@lrlaéd‘"leidsrindlne titemse lsusiyes h@ta—fﬁleh@tiﬁﬂe condiiongsage ri ght
represents 35§,esfd?ea9§riadl]éss t3%,y pﬂﬁciﬁlgaéozlf iagmdr digital signature 310.

License manager module 503 manages all license repositories for storing

licenses 52, and also provides functions to create licenses 52 for derived

rights, verify licenses, store licenses, retrieve licenses and transfer

licenses. State of rights module 504 manages the state and history of

rights and meta-rights. The current value and history of the state variables

together with the conditions controls the permission fo exercise given

meta-rights for a given authenticated principal. Condition validator 506

verifies conditions associated with the meta-rights. Together with the state

variables, conditions associated with meta-rights define variables whose

values may change over the lifetime of the meta-rights. Values of state

variables used in conditions can affect the meta-rights at the fime and

during the time the rights are exercised.

[0040] Authorization module 508 authorizes the request to exercise
meta-rights and to store the newly created rights or derived rights as the
result of exercising the meta-rights. Authorization module 508 accesses
both state of rights manager module 504 and condition validator module
506. Authorization module 508 interacts with license manager module 503
- and the list of state variables and conditions and then passes the state
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13 29 June 2005 WD 03/007213 PCT/ US02/ 17850 [0038] Fig. 4 is an exanple of
| icense 52 encoded in XrM.T"'. The provider grants the dlstrlbggo qB
right to issue a usage right (i.e., play) to the content (i.e.] ooE?j 0
any end user. Wth this neta right, the distributor may issue the right to
play the book within the U S. region and subject to sone additional

condi ti onswOlst711he di stributor may i npose upon the WPE®USN2AZSI ong as t he
di stributor pays $1 to the provider each tine the distributor issues a
license for an end user. The XrM.TM specification is published and thus

wel | knownyaffdfkdd State oﬁnghﬂs%bﬁéﬁeﬁﬁndd&% B0 NEmidy coriitionelist b | i cense server
50 in accordance wth t preferred embodi nent. License interpreter nodul e

502 val i daﬁ@%dft&?ﬂd’al“i’ﬂt‘érrrﬁ?@t'%5q)q ©eadBoNzaliohd al so provides the functions to
query any or all fields in the Iicense such as neta-rights 302, conditions

306, stat e[OOE{I‘I] abh 66qu8 foreXernding 8 rétd-righinid/ Ruissed ¥ tnta-igigsat ure 310.
Li cense nana% nodul e 503 pmanages all_|icense r QSI@ngeS for storing

|i censes SManggRy mpdle K18y fesy %gﬁt@%r?%‘eé?@a Viee haRdeEN s for derived

rights, v eémwntlchfeanma-ngh@r maha%enm@me retor rediRslsi GRNi@msand transfer
Ilcenses State of rights nodul e 504 manages the state and history of

rights andMFBRGE TTRiHE 50FHR velify et licpasa, T Hxeraifing 8?95/“?51“9§ fe state
vari abl es n’k%ﬁﬁ]ﬂﬁru\%ﬁs@ théffageP RdLLIE 303 veAMis b SiditBPsiRiifes§i on to exercise

given neta-ri for a given authenticated principal. Condition validator
506 ver.ftf@drcwﬁcﬁndumgemfé%ﬁ@wd e heMéh?rﬁ'eaerr'ﬁgHﬁ@d amdget her with the

state  var katigel sRAH VBNTAP AR IBRG. bidycTMld 504 Rt ne var | abl es
ues

whose val ange over the lifetine e nmeta-rights. Val ues of

state var |V&bfllQ§istm@@dn(%t&ﬂgbtﬁdﬂaﬂacﬂfsm@@ie 819. e@theﬂ‘Mléen%'%té(BH%jihts at the tinme
and during pqﬂl me the rights are exercised. [0040] Authorization nodul e
508 aut hor| zes e request to exercise neta-rights and to store the newy

created rights or derived rights as the
042] Authorization module 508 instructs license manager 503 to fetch

state variable 308 and conditions 306 of license 52. Authorization
manager 508 then determines which state variables are required to
enforce to enforce license 52. Stafe of rights manager 504 then supplies
the current value of each required state variable to authorization module
508. Authorization module 508 then passes conditions 306 and the
required state variables to condition validator 506. If all conditions 306 are
satisfied, authorization module 508 returns. “authorized” to meta-rights

manager module 510.

[0043] Meta-rights manager module 510 verifies license 52 and meta-
rights 302 therein, to authorize the request to exercise meta-rights 302, to
derive new rights from meta-rights 302, and to update the state of rights
and the current value of the conditions. Rights manager module 512, on
the other hand, manages the new rights created or the derived rights as
the result of exercising the meta-rights. Righis manager module 512 uses
authorization module 508 to verify that recipient of the newly created rights
or derived rights is intended principal 304. [f the recipient are authorized
then the rights manager module 512 directs license manager 504 to store

15



result of exercising the neta-rights. Authorization nodul e 508 accesses
both state of rights manager nodul e 504 and condition validator gqﬂﬂg% 005
506. Authorization nodule 508 interacts with |icense manager g
and the list of state variables and conditions and then passes the state
14 29 June 2005 WO 031007213 PCTI US02/ 17850 variables to state of rights
manager nowol®B04 and condition list to condition vacrdaearssaodul e 506
for authorization. [0041] A request for exercising a neta-right is passed
to meta-rights manager nodul e 510. Assuming that the requesting device has

been aut het h&ﬂ%&ﬁeatéﬂ?tr@ht@uﬂm %ﬁ&n@geéssﬁmtuhawﬁllﬂaermambs the license
manager nodul e 5 i cense for exech%? ng the requested

4 to verify
met a- ri ght Shis§ gigehsaedin areat ?r‘ﬁﬁﬁ@m%o‘%@’ﬁhﬁf?rﬁf‘?%? digital signature of

the license and the key of the signer. If the key of the signer is trusted

and the d[(mzmi $Ih@alﬁh¢lfzetld:r5pmeéésflisﬂdt linftied té thecsegremmagpsnodul e 504

returns veri d’ he rret er modul e 510, Ot h t
verified" 9pser %‘fﬁp Tr(ﬁﬁﬁ]p eA@t%@tqniﬁ?‘f er%%ﬂi?@"?ﬁé e ug[\g IS?ceﬂge

Xﬁﬂﬁger 503uﬂ1@n£aﬂbﬁhnocﬁ%%§@8vt@f béa tB@&t@c@dehﬁiﬁdmﬁ ifioRs ilé’é?ﬁeg}‘ | i cense 52.
ut hori zati on nanager t ermi ch state vari es are
required t B12nagra0¢ ”Pbtoe‘f?ﬂh?ag'énlq? P%glg‘ﬁ%ylaéngpclpp ?g%manager 504

t hen suppl x88id Behsos%tblé ajﬁpro&@éwgub}éct&a@vérmawlaub@@estmmevaﬂheabl eto

aut hori zation nodul e . Aut horjzation nodul e 505? t hen passes conditions

306 and t h¥ariqugdupdulas rﬁeﬁtf@t vasideain the ligense sebvef obFelRie idguWees: so06. 11 all
Cond' tions TR fnciiufes Gt bi%ﬁ@&ed Qﬁfbﬂg}{ hé@Wa@aﬁi!?QMb@ftv@ﬂ& if &Inyr ns

"aut hori zed to meta-ri manag nodul e 510. [0043] Meta-rights nanager
nmodul e 510P%9ifh6§3§3f$m@éﬂ§@ﬂ be camBinag casegregaiedinZ0yY MABLRIi n, to aut horize
the request to exercise neta-rights 302, to derive new rlghts from

neta-ri ght {od6P. GR& 4 PediRgbiotexchdssh Qﬁé!a—ﬂ@htéirﬁbtb‘éen authorized,
the metaright can be exercised. Meta-rights manager module 510
informs state of rights module 504 that it has staried exercising the
requested meta-rights, State of rights module 504 then records the usage
history and changes its current vaiue of the state variables. Meta-rights
manager module 510 exercises the requested meta-rights in a manner
similar to known procedures for usage rights. If new rights are derived,
then meta-rights manager module 510 invokes license manager module
504 fo create new rights as the result of exercising the target meta-rights.
Each new right is then sent to the corresponding rights manager module
512 of the consumer and stored in a repository associated with the
consumer. Righis manager module 512 of the consumer will authenticate
and authorize the consumer before receiving and storing the newly
created right. New rights can be derived from meta-rights in accordance
with a set of rules or other logic. For example, cne rule can dictate that a
consumed right to offer a license for use will result in the consumer having
the right to offer a usage right and grant a license fo that usage right to

another consumer.

[0046] Fig. 7 illustrates the workflow for transferring meta-righté and
deriving new rights from the meta-rights in accordance with the preferred
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and the current value of the conditions. Ri ghts manager nodule 512, on the

other hand, nenages the new rights created or the derived right Qaﬁ.mé%OS
result of exercising the meta-rights. Rights manager nodule 51

aut hori zation nodule 508 to verify that recipient of the newWy creat ed
rights or derived rights is intended principal 304. If the recipient are
aut hori zedwovh®mis he ri ghts manager nodul e 512 direct Crivsensst nranager 504
to store 15 29 June 2005 WD 03/007213 PCT/ US02/ 17850 the newly created
rights in a repository associated with the consunmer. This is discussed in

gr eat er detanibodnﬁérﬁV\MVBiebs foRf thE GO Ridb Qf FEig) - 7 relatb QO 4H sdpifieplt hori zat i:on
or

process is n | ed to the sequence or _steps descri bed above.

exanpl e, 53%3( '?f{nﬁii)ﬁtieﬂs p8 e sightpife of Fig- 41 e toa{h‘ﬁféﬂnﬁﬁ@ﬁ 8h nodul e 508 to
request t her|g$1tsatlﬂ sﬁa@fmlzt pmmi)ai BOUTHA licBRNSEY is %ﬁﬂ%ﬂﬁéat&pﬁ Pkidin O
verification of t ghature. In such a case it would be possible

to proceed rQ"t‘fB]eécp‘ thergngfg$,|th i &lgtarmined dithe paity Réercisingdnete-dighbus modul es

need not r espRARs e dPpRoPHbRARSRsSH Ao, O he nodul es can
be effected throu hdﬁarddware and/ or soo ﬁ\g\%ﬁiéﬁ%ﬁgl @ﬁéﬂ;ﬁﬁﬁ nze " the system and

can be contii®BEPcedure defriiRptes i Stap A9 n‘ﬁmﬁewlncm[abmthmwé mer equest to
exerci se a pidledures @B¥ahchBa® Q@ﬁ'?oé‘g{\{ﬂﬁ’i&l{lj@%% "grl#orms lée% ndcan be

exercised. Meta-ri glts manager ri ghts nodul e
504 that i trapgrgited i the gorsusmeriin thegformm ef |I%B@@%hwgw$rwedlrghtss State of

i nt s Ay eSohdiof TBRPLASA o SRAor0s S koD iy RS 1S curren:

val ue of the state varia 0 exercises the
request ed h@@erlﬁgﬁtﬁ@niﬂﬂﬂtad i néer vmrdslians tdetekm(md ifrtbe qeimtyes f or usage

rights. | .a-right n r nodul e 510
I nvokes Ilcgﬁggrnpraagag%@ea ﬁ ﬁla%Sd‘ﬁﬁ S’E‘%P%ﬁ"ée'ﬁ'& H%gﬁﬂ‘ sq‘g@ ®the result of
exer ci si ngptingipal dg g@ttauﬁlmraed|1@btmocecﬁm:termmmeslili$tep $10.héfihgent to the
cor respondjpg. Sﬁél%“%&%@@‘%ﬁgﬁ dliRs aavanct & D8p ABSH ARG Stored in a

r eposi tory ASSBCI A
derived right is stored. The procedure then retumns to step 708 for each

additional right in the license and terminates in step 714 when all rights
have been processed.

[0047] The preferred embodiments is not limited to situations where
resellers, distributors or other “middlemen” are used. For example, the
preferred embodiment can be applied within enterprises or other
organizations, which create and/or distribute digital content or other items
to confrol use of the content within the entefprise or other organization.
Meta-rights can also be issued to end-users, when the grant of a right
relates to another right. For example, the right to buy or sell securities as
it is In the case of trading options and futures. Meta-rights can be
assigned or associated with goods services, resources, or other jtems.

[0048] The invention can be implemented through any type of devices,
such as computers and computer systems. The preferred embodiment is
implemented in a client server environment. However, the invention can
be implemented on a single computer or other device. Over a network
using dumb terminals, thin clients, or the like, or through any configuration
of devices. The various modules of the preferred embodiment have been
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consuner. Rights manager nodul e 512 of the consuner wll aut henti cate and
authorize the consumer before receiving and storing the newy -ﬁ}rﬁ@2005
right. New rights can be derived fromnmeta-rights in accordance a set
of rules or other logic. For exanple, one rule can dictate that a consuned
right to offer a license for use will result in the consuner having the

ri ght to oWP&¥AERIsage right and grant a license to tREE/USRAFHSOri ght to
anot her consuner. [0046] Fig. 7 illustrates the workflow for transferring
meta-rights and deriving newrights fromthe neta-rights in accordance

Wi mt:) hdt he plse@egated and Gle8&ribbdnigy mﬁondfwahﬁtwomwavml wmﬁz%o | f
enbodi nent steps on t t side relate t tesupplero
rights andﬂéﬂa %Eg%ﬂccq{gppb {n gma@agper#gaug; ‘}Bé‘f"%?rs"’l ‘he consuner of
rights. Inssme702rheplvam3pamd&% 9f\d|¢dhﬁm&ent520f S:h@u;brbﬁmbdcat ed in a
known manner t er wor et egm ned | art exer ci si ng

net a- ri ght e"‘@@ﬁ‘”ﬁ’& qv,qesea@rﬁgeolgp yaqrigsqain %S‘Ehﬁt'%egtg'es1 MHE principal is

not aut hor cg@ehunichiih dhaASES Baehs 854U wied B8 mvant&merFo?@ﬂambrb thee principal is
aut hori zed, the |Jorocedures advances to ste neta right 302 is

exer ci sed Hﬁ%f"e"t?a‘ﬂ@‘?ﬁ'%W‘Efkt‘i?”t%uﬁ?gns@ﬁ%rdaf)%cﬁmgeﬁ'@PﬁéeHPd PYcense 52 having

derived ri ﬂ'l?:\rﬁx lhéljié hﬁJCHBéHWQrCDeDVDOHe%oﬂbM or fheSm@PbE%ehhe principal of
this new |Ii cense is authenticated. In other words is determined if the

party exeHeyiegsng D@H’ée%ié’laf‘v'@@fu‘i"FsglPﬁr@ﬂ?é@l“%te@pM’beﬁ?ﬁ?'@ thigense to do so.
If the pripmiPPDAISaridQhe ik, hori zed, the procedure termnates in step 710.
If the principal is authorlzed the procedures advances to step 712 in

which the _derjved ri is stored. The roce ure then rfeturns to step 708
for each 947t olng 'Y%WP" ag haeen cerrshbed, f%'lghi FatRIEeMdst ep 714 when

all right semBadimeRe € HOWARLS 98fbus] HAiLatibhe Rirefher hdeewiRslitnents is not
limited to situations where resell ers, distributors or other "m ddl enen"
are used. feparingafipmehe tsgape of the invention as defined by the appended

claims and legal equivalents.
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preferred enbodi nent can be applied within enterprises or other

organi zati ons, which create and/or distribute digital content 0

itens to control use of the content within the enterprise or %%e‘}rd}?é 2005
organi zation. Meta-rights can also be issued to end-users, when the grant
of aright relates to another right. For exanple, the right to buy or sell
securitieswassioortizi s in the case of tradi ng options ardTiUNd2ursss.

Met a-rights can be assigned or associated with goods services, resources,

or other itens. [0048] The invention can be inplenented through any type

of devi cesywha$cdhijedconput ers and conputer systenms. The preferred

enbodi nent is inplenented in a client server environnent. However, the

i nvention gan e i.nmplenent ed.on, a,single conputer or 1er _device. Over a
network using @UWH‘%J‘PW%F%‘:‘"QW %(f]q%éqqttgf%e&ss?q{%tegi 'h,’ 8P t hrough any
confi gur at 8 a AFhtsQpE&Io a Hahts\hb@tsr, 5ald wetiodadorprigingr ef erred embodi ment
have been 17 29 June 2005 03/ 007213 PCT/ US02/ 17850 segregated and

descri bed by function for clarity. L ver, the varjous, functions can be
acconpl i shed irfﬁ?ﬁ}'“%rﬁ%r&f@#ﬁ ﬂ°ﬁ@‘\?’%w§5€"dﬁa}’5ﬁ{d %egfotf\%é . The vari ous
nmodul es anghclam@on’ii-sghté dpeifyingeiderivatit righteottiatresdn bavderbegarate utility
and can exi,st as &%kﬁﬁ{s entities., Various comunication channels can be

used with teEefoaR EOPSUNSnA?L  the Internet or other network can be
used. Al so, data can be transferred by noving nedia, such as a CD, DVD,

menory stick ordetdrmidingehethet Weerightsleoshaueser iDentitbasstocderiviertbbude, per sonal
conputers, workstations, thin_clients, PDA s and the d}k [ 0049] The

i nvention Ag&a %erllgth&%Wiﬁﬁg&)ytth? #rightsy A tr%ﬁéjl Oé-%b%cadeﬁg‘ﬂg. However ,
various nothefdesighibio fighis amanbeendrdiingva tibense inclethay thendprivedrightie scope of the
' nvention \%ﬁh %fr%g%%dco?lgurtngre de%%gpe%ea%agrkn%{pg]sif %rédriglh?sgc%nsgrﬂgl! i\s/al ents. 18

entitled to derive the derivable rights specified by the meta-rights.

2. A method recited in claim 1, further comprising, transmitting the set
of rights, in the form of a license to the item, from the rights supplier to the

rights consumer.

3. A method as recited in claim 1, wherein the derived rights are rights

 disposal rights.
4. A method as recited in claim 1, wherein the items are content.

5. A method as recited in claim 1, wherein the derived rights include

usage rights.
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29 June 2005 WO 03/007213 PCT/US02/17850 What is clainmed: 1. A nethod for
transferring rights adapted to be associated with itens fron1 5
supplier to a rights consuner, said nethod conprising: obtalnlng a seg q
rights associated with an item said set of rights including neta-rights
speci fying derivable rights that can be derived therefromby the rights
consuner; woadmetigr m ni ng whet her the rights consuner pceusntiigsé ed to derive
the derivable rights specified by the neta-rights, and at | east one of
deriving the derivable rights, and generating a license including the

derived rights Ahdifbd 8¢ rdchelliclgfin 3 WIREreMamb YR @ArgHis oidenci pal [Tt he

ri ghts consuner derive the derivable rights specified by

t he meta- rh‘gﬁhﬂ"Qtha th;‘ﬁt the tightsr eeriauaer | may | angfet | tof grether righispri si ng,
transmttip éJPrfe 6fa9f8& e.in the formof a license to the item from
the rights supplier to rg ts consuner. 3. A nethod as recited in
claim1, wherein the derlved rights are rights disposal rights. 4. A
method as recited in claim1, wherein the itenms are content. 5. A nmethod as
recited in claim1, wherein the derived rights include wusage rights. 19 29

June 2005 7VWO O8hhodlas BT IRQR I /8 YWhebsin hd®n8oHeaR 4 efitéetd in claim 1,

wherein the derived rights include neta-rights that the rights consuner
may t r ansf @istrbgtofinot her ri ghts consuner in the formof a license. 7. A
met hod as recited in claim4, wherein the consuner is a content
distributor. 8. A nmethod as recited in claim4, wherein the consuner is a
cont ent

8. A method as recited in claim 4, wherein the consumer is a content

retailer,

9. A method as recited in claim 4, wherein the consumer is a content

publisher.

10. A license associated with an item and adapted to be used within a
system for managing the transfer of rights to the item from a rights supplier

to a rights consumer, said license comprising:

a set of rights including meta-rights specifying derivable rights that

can be derived therefrom by the rights consumer;

a principal designating at least one rights consumer who is

authorized to derive the derivable rights; and

a mechanism for providing access to the item in accordance with
the set of rights.
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retailer. 9. A nmethod as recited in claim4, wherein the consuner is a
content publisher. 10. A license associated with an item and aﬁgg}u&ﬁe?@
used within a system for managing the transfer of rights to the itemfrom
a rights supplier to a rights consuner, said |icense conprising: a set of
rights including neta-rights specifying derivable rights that can be
derived t ¥P83¥@H3 by the rights consuner, a principal PEEYFGAASH ng at | east
one rights consuner who is authorized to derive the derivable rights; and
a mechani smfor providing access to the itemin accordance with the set of
rights. 20129 Janiee?®05s radiedIn AEIRLE0, RETEriBGRE LAa0ed tightslarki cense as
recited in .cﬂ_&[ai({.n 10 'V\threi n the derived rights are rights disposal
rights. 1279MSIGSPERILORE recited in claim 10, wherein the items are
content. 13. A license as recited in claim210, wherein the derived rights
include wusage rights. 14. A license as recited in claim10, wherein the
derived rights include neta-rights that the rights consuner may transfer

to anot her 151 ONA fiesBRRSIRL iLdierd QHBIAl 18 itbinG SRS Gomedit, A 1T cense as

recited in claim € cONsuner IS a conten distributor. 16. A
license as recited in claim 12, wherein the consunmer is a content

retailer. 17. Alicense as recited in claim12, wherein the consuner is a
content publisher. 18. A license as recited in claim10, further

conpri singqa di QlikéHse as recited in claim 10, wherein the derived rights include

usage rights.

14. A license as recited in claim 10, wherein the derived rights include
meta-rights that the rights consumer may fransfer to another rights

consumer in the form of a license.

15. A license as recited in claim 12, wherein the consumer is a content

distributor.

16.  Alicense as recited in claim 12, wherein the consumer is a content

retailer.

17.  Alicense as recited in claim 12, wherein the consumer is a content

publisher.

18. A license as recited in claim 10, further comprising a digital
signature corresponding fo a party issuing the license.
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si gnature corresponding to a party issuing the Iicense. 21 29 June 2005 WO
03/ 007213 PCT/ 11S02/ 17850 19. A license as recited in claim 10, 2@1{{ HEQOOS
conprising at |east one condition that nust be satisfied to exércise

| east on of said meta-rights. 20. Alicense as recited in claim19,

further conprising at |least one state variable related to said at |east
one condi tWaf3002213 A net hod for deriving rights adapt @TUs2BESASSOCI at ed
with items fromneta-rights, said nethod conprising: obtaining a set of
rights associated with an item said set of rights including neta-rights
speci fyi ng1der | A dibbeser &g Pdctted hah!a@amw&ummriWMrisin@@tééaSDmby the rights

consuner; and rating a license associat th sak d.i.tem and incl udi ng
the deri vé‘f‘a"'qjﬁ%ﬁﬂﬁ@t mﬁ%eﬁatﬁ?gfﬁgcﬂe’%c’?eeﬁtl I?aesg azridﬁtﬁher ein the
derived rights are rights disposal rights. 23. A rret hod as recited in

claim 21, wherein the itens are content. 24. A nethod as recited in claim
21, wherein the derived rights include wusage rights. 22

20. A license as recited in claim 19, further comprising at least one
state variable related to sald at least one condition.

21. A method for deriving rights adapted to be associated with items
from meta-rights, said method comprising:

obfaining a set of rights associated with an item, said set of rights
including meta-rights specifying derivable rights that can be derived
_therefrom by the rights consumer; and

generating a license associated with said item and including the

derived rights.

22, A method as recited in claim 21, wherein the derived rights are

rights disposal rights.
23. A method as recited in claim 21, wherein the items are content.

24. A method as recited in claim 21, wherein the derived rights include

usage rights.

22




