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; @3eUNUL6TNWML1 _ a SELF- CONFI GURI NG SUPERVI SORY CONTROL AND DATA
ACQUI SI TI ON ( SGADA) SYSTEM FOR DI STRI BUTED CONTROL Field of the Invention
The present invention relates generally to the bidirectional i T
of data and control signals fromindustrial equipnent to‘cOntﬂ nﬂ% wmmmmﬂ
nmonitoring devices than are either locally or renotely |ocate

the industrial equipment, and nore parficularly to automating the'¥FP8nsfer
and mani pul ation of data to the control and moni tori ng devi ces

occurrence of changes . in the data associated with the |ndustr|wmmﬁWWImmHmm.
2 ‘Background of the Invention Current generation industrial equi pngnt )

often connected to a networ KMETHODANI> APPARAFESECR ed wi th nnnltorlﬁg and
control functions. In a typical appllcatlon S a conputer running SCADA
(Super vi sor ySEDRQ®
i ndi vi dual or |nterconnecte '
over .a data network. G itoring a nunber
of different pieces of : et system the
SCADA software is pr ogr ammed mnth t he netmork address of each piece of
equi pnent, and al so 1o the mapping of specific information in the equi pnent
to data registers within the equi pnent. By polling each piece of equipnent
and requesting the contents of thﬁ @ zglgg r%glsters, t he SCADA sof tware
can display the status of the entt istributed control system
splits the control functions into smaller distributed 15 el enents | ocated
nearer to the device being controlled. This often sinplifies the control.
task and provides fault tolerance since a failure of one controller does

not cripple the ®he presersyisteation tdbdtes geanerallgly thedidifectibnilkR8neRiHisalon DYSt €M i s
distributed, it is often required that there be a central nonitoring

system Pr eggihndeepd] §ﬁgﬁ§l§ R nihahsth¥IRlgh fHnleht E): Xt y d Fgﬁré' %‘ﬁg&@ﬁ{@a@% sW th

~the functionality of all” of the elenents’int

" a new controller,

i nt er connec sul t hough one m ght be abI e
to add a ne%lvhg 8%\%%%rn§)ga%g 05?%1?&‘3@'&??2%‘@5[‘??‘?' Bfo g’ﬁé‘? i ABHPOsYL Andigging i n |

rfe SCADA system nust be updated to reflect that change,
and for anymBW Ragticularly torautomating dhe irepsfeaand mapipulationi ofidetadotimeamioh of the
pi eces of equi prent in the local industrial equipnment network, the SCADA

must typic aandyn@utqrmgmlvicys upqr thg vecunetlcd of chanyestih ehobite ssaaém@u Rt ge for

| t he equi pnent.

industrial equipment.



*5 -Summary of the Invention In a Supervisory Control and Data Acquisition
System for nonitoring and controlling pieces or elenents of industrial

equi prent, neans are provided for self configuring the SCADA system The
sel f configuring means includes nmeans for to permtting individual devices
or elenents in the associ ated machi ne boquary to broadcast their presence
I f newy added, and provide a description“f their respective functionality
and interaction or interconnection with other elements in the network, and
subsequent|ly to broadcast any changes thereto to the SCADA system or be

i ndi vidually polled by the SCADA system for changes in the el enents,

respectively. 15 Brief Descri pti% F%;!F ?# gﬁ Various embodi ments of
theppresentyi nvention are descri Acifrouifol et vigiion ence to the draw ngs,
in which like items are indicated by the same reference designation, 2o
wher ei n: 4 Figure 1 is a block schematic diagram showing a sinplified
view of various machine el enents or industrial equipment connected to an
Et her net networ k; FREHY geperaton industrial sqhipment ¢s dftery camestedviona) natweek aopl e
of various pieces of s sem conductor processing equi pnment connected to one

anot her and tpowde Bsthessveiatedetitiomiohitbringiarel cdnirsl AnbiABK 55 RYTE hsplihAg, am
showi ng the pieces or elenents of sem conductor equi pnent as connected in

U % 2 A SN SO S O BRE I e
communicates with individual or interconnected pieces or elements of industrial
equipment over a data network. Quite often, the SCADA software is monitoring a
number of different pieces of industrial equipment. To set up this system, the SCADA
software is programmed with the network address of each piece of equipment, and also
10 the mapping of specific information in the equipment to data registers within the

equipment. By polling each piece of equipment and requesting the contents of the

desired registers, the SCADA software can display the status of the entire system.

A distributed control system splits the control functions into smaller distributed

15 elements located nearer to the device being controlled. This often simplifies the control
task and provides fault tolerance since a failure of one controller does not cripple the
entire system. Unfortunately, even if the control system is distributed, it is often required

that there be a central monitoring system. Present SCADA systems must typically be
manually programmed with the functionality of all of the elements in the system and the

20  interconnection of those elements. As a result, althouéh one might be able to add a new
element to a distributed control system simply by plugging in a new controller, the

SCADA system must be updated to reflect that change, and for any changes in the



"machi ne device or elenment on a network through use of device broadcasti ng,
for one enbodi nent of the invention; 15 Figure 5 shows a flowhart for the
aut o-di scovery and configuration of a nachine device in a network through
use of server polling; Figure 6 shows a flowchart for providing the
automatic configuration of a 20 Supervi sory Control and Data Acquisition
Syst em ( SCADA) ; s Figure 7 shows an exanple of a SCADA Display of a
"Distribution Screen” showing the Internet connection of devices related to
an H202 chem cal typing and flow, Figure 8 shows an exanple of a SCADA
Display for a "Valve Box Screen"” s showi ng the connections or plunbing for

an i ndi vi dual configumatiof’ef tid HkrSorthebtforPoX BX @H&k@of)%ﬁu@rgﬁg}l[?ﬁtﬂg%@ehﬁ}éd ridl

"Tool Status Screen" showing the status for an in Igure

10 is an exa ! shaow .n eneral device cqnfiguration
for a valve %IR o%né%B%@%§MH‘@%X%%H?%%W@¥ IQPapgFagme itﬁﬁ}?oéfv ¢
shows an exanpl e of_ a- S,CA[%A i splay for an individual valve; and 1 s Figure
12 shows a sciefenfjggtiogionthaeguipigat: showi ng the status of a piece of

equi pnent. Detailed Description of the Invention 20 It is the intent of
this invention to provide a nmechanismso that a distributed

5 Summary of the Invention

In a Supervisory Control and Data Acquisition System for monitoring and
controlling pieces or elements of industrial equipment, means are provided for self-
configuring the SCADA system. The self-configuring means includes means for

10  permitting individual devices or elements in the associated machine boundary to
broadcast their presence if newly added, and provide a description of their respective
functionality and interaction or interconnection with other elements in the network, and
subsequently to broadcast any changes thereto to the SCADA system, or be individually

polled by the SCADA system for changes in the elements, respectively.

15

Brief Description of the Drawings

Various embodiments of the present invention are described below with reference

to the drawings, in which like items are indicated by the same reference designation,

20  wherein:
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controller can alert a SCADA systemof its presence, and provide both a
description of its own functionality and its interaction or interconnection
with other elenents in 6 the system The SCADA system can then
automatically use this descriptive information to dynamcally build a
system | evel representation of the system or update the representation in
real tine in response to detected changes.4 5 For the purpose of descri bing
the invention, an exanple of a chem cal distribution systemsuch as one
built by BOC Edwards Chem cal Managenent Division will be used. A chem cal
di stribution typically consists of a nunber of chem cal dispenser units or

nodul es (CDM, valwe,Ro t h se.the chem cals, .[Each.t ool

m ght use a nunberp’lg}utécﬁgsrsna %g# § sgﬁ%ﬁ%{éc (gi'élgr éghﬁo“\')&% Ia(flr%ﬁ}lé%ﬁlggt Hvargus
plurality of val,ve tioxes, on%vl 0, for each chem cal. Each valve box is also
typical |y corfRaYFIEoNE REMApsiriakeqyiprasnt sarpested do emithernes netavorkis or y
controller is typically used to provide all control functions for the
distribution of nmultiple chemcals within a facility. In a distributed
control system intelligence provided by a progranmable |ogic controller,

for exanple, is irBpgeed iphdtett seher@aicitii %,shyﬁin‘éeanl%ﬂémﬁfé%f?%({)ﬁlsg@e&égga

pi ece of equipnment in the systemto be 15 nonitored and con

devi ce i s spr QghA¢oIR e int.e ' rinterconnecti on_wth the
ot her connec ;%lé d dev ?((::tgg P F%%%llﬁ galgﬂ%gétv§°§%%§[8&; rt8 S8R tarngfhc{: 3}}& &8 I qne}iﬁgeglet

el i m nat ed. Th?\%i r11(lti al setup for a new device or piece of equi pnent added
to the i ndust’ra?™20 equi pnent network requires entering the nanme and

physi cal |ocation of the device and its interconnection to other devices in
the systeminto the local controller. For exanple, when adding a new tool
to the system the tool is named and the connection to each val ve box
suppl yi ng a cheni digures3 énteblock iseHematibedibgth@r wifl ttﬁ@@&%e%rtemnén@sog'fs
chem cal controller. The IP (Internet Protocol) address can be entere

manual |y or igkm ; ' 1] nt .ol Protocol CP)
server. Wen th??ggﬁogﬁg%ﬁ a%%%@F%ﬁ%siﬁﬁ tﬁg?&{lﬁ(’%%{f& reae?%ér?gge
to the S ODAO?%%]B rnthtﬁt '%t_ needs to be 5 entered into the SCADA dat abase.
The SCADA syst e E’?ﬁmi &7 %ake the appropriate requests over a data network
to the controller of the tool or piece of equipnent to obtain the required
information. In a like fashion, the tool controller also contacts the
controller of every other device that it directly interacts with and
notifies the devi dégwé 4 fsea fowochar showingnthe THepsi Ryeirer forn el Ndc6 ey i t hen
update their databases to reflect the addition 10 of the new tool. Note

that the conimdhimerdebRe orR&MAPbN S RS R0y %%@B}‘Wcé‘tﬁo%dpat%pﬂ &r b9e

control the operation of the tool or a separdte operation controf’ler may be
used. To nai 113 i i t.y of the system each device conmuni cates on
a regul ar ba%@bg\nmﬁﬁﬁgli@tegﬁegglxﬁ’evi ces in the network that it interacts
with. If a controller can no 15 | onger contact a connected device, a user
can be ndtified either t hrough SCADA or by a direct nessage fromthe device
(e.g. e-mail message). The SCADA systemis progranmed to automatically

bui l'd a system | eVegurel§ slypvesa fiywchattdoyrtht huwtg-diseevdri hed coific@tibh 61 Mlabhigé t he
controllers. Since each 20 controller reports both its physical |ocation
and its | ogi devicefith BweickoughiRE 6PRMAG HoARg; the SCADA sof tware can build

both a physical map of the devices on the nethork as well as piping and
el ectrical connections. Note that there may be

Figure 6 shows a flowchart for providing the automatic configuration of a

20 Supervisory Control and Data Acquisition System (SCADA);



rel enments in the systemthat have no controller, and these would not be
automatically represented on the systemdiagram As indicated, this

i nvention provides a nmechanismfor devices such as 5 controllers associ at ed
wi th industrial equipnment or tools, for exanple, to alert a SCADA system of
their presence. Device Broadcasting or Server Polling can be used to notify
t he SCADA system of a new tool or piece off equi pment on the network. Wen
broadcasting or polling, the device controller for each device describes
their respective tool's or equipnent's functionality and interaction with
other tools or 10 equi pnent. The SCADA systemthen uses this information to
dynamcally build g I I [ vi e6es.and. associ.at ed .
equi pnrent, and t heipirgﬁii%ﬁ? éﬂ%ﬁ%@?{‘?ﬁ?}g}’f|a¥§%. eé"‘e?‘%?aye‘?ﬁﬁ ?Hbué’f’ﬂ Segread or
renoved, the temw || autopatically update its records and

di spl ay, so ess%sg@ﬁ% %%%?WW@“%@%O Vﬂ‘?ﬁf‘?léteg E&‘?Hzﬁb@i@@mﬁl tyging and fiokgur e
1 shows a prior art exanple of how various industrial equipnent of a

sem conduct or processing system can be connected on an Ethernet network (a
| ocal area network for data communi cation). The SCADA system 4 is connected

to the Local Area Figtmeos khawsAh) e2amplaiof QUSCADAUBISHA fof QUIVBIRN Box Igalendi Ng
a FabSense 6, 20 Punp 8. Load Lock 10, and PLC 12 (programmabl e fogl C

control | ers) ahewaHWMEe iShst q;gm [ ramd i t he SCADA system 4
relative to each of thge)ﬁg:%%ess(gi I nlhgg r#‘éﬁmgg(ﬁﬁglp‘tr’f@mbo%ti onally, a Thin
Client Wb Browser HM 16 (Hunan Machi ne Interface) could also be | ocated
near the equi pnment to display the SCADA system 4 information or other

equi pnent or devices information, or to configure the equi pnment and

associ at ed devi ces18{§dS am gxamplg efie SRADA Display (1@ "\TiobhStasis Soreen showdag be
used in place of the thin client web browser HM 16. Typically, in the
prior art eadhe ghiwsdorain individmaktobl;may have a dedi cated controller, but only
for controlling that piece of equipnment, and perhaps identifying the

equi pnent to ot her devices or pieces of equipnent. Figure 2 gives an
exanpl e of how sem conductor process equi pnment m ght be 10 pl unbed toget her
and connggted to & . sho i n Elgure. 2, Process Tool 16 is .
connect eggt o Pu np%i@ﬁg\rll\gf &%@égppgqgﬁjéri@‘gbﬁbﬁWéa&ébowﬂﬁé Eigepgral device
Distribution Mgdule.20.is connected both to Process Tool 16 and a Val ve
Mani f ol d Box C9BUSURRONRK 6 yalye manifold masthatintludesomplotieofeatves; o t he

Chem cal Distribution Module 20 and a Filter Station 24. Each of these
machi ne el enents send a signal to a 15 Router or Switch 26 that describes
its functionality and interaction with other elenents. Note that the router
or switch 26 is n@igwreqUsk&ek ikdxal i rts. of, a
net wor k The Rout er/gslflrvi tch 26 ther?k@tlaén%ﬂgi ?ﬁﬂ%ﬁ%ﬁf@gﬁﬂ@@%ﬁa@ﬁ& 4,
which builds a Display 28 of the aforesaid machine el epents as they are
interconnected at a tinme T1l. The Display 28 can be a piping and 20

i nstrunentation diagra P& D) or an el ectrical diagramor other diagram
Unl i ke tﬁé prior ?f%q‘,fe ?%gl?ﬂ%ﬁ o IHest Ofﬁ Webeagn shawing the statos ofiepieceobr

pi ece of equi pnent includes a snmart controller or controllers that not only
operates its®guyB®eNMated 10 equi pnent, and identifies it to the outside
worl d over the network 2, but also is programred to provide as previously

i ndi cated, the interconnection of the equi pnent with other devices or

pi eces of equiprment in the industrial equipnent network. s Often new
machi ne el enents are added t égi}fﬁ QH O POGSSSes. I n one enbodi nent of
the invention, Figure 3 iIIug%rag%s—ﬁ%mﬁiéhréﬁyﬁhuggﬁgﬂguring SCADA system
updates its Display 28 after the addition of new nachine el enents to the
equi pnent or factory network, including a second Val ve Manifold Box 30 and
second Filter Station 32 plunbed in series to the Chem cal D spenser Modul e
20. The ) secondIt¥sithgdntentofithisdnBakion 6 prosideid heshafidsat sothaidPdisti®ufdds O
electrically connected to the Router/Switch 26, which forwards their

i nformation tanttoller SHAMt 8 BEIAIDA 4ystéth oith bPRerc2, ﬁd&@g%%tﬁy ﬁéﬁ%{é}g{é%:ﬁ Qen

updates both its records and Display 28, each in € new e

h - . Sh |
connect od {00y e TAR D ae B s} tadh R fecbfksfe, o ofbet efemieies I



'15 Devi ce Broadcasting enables a nmachine el ement to be "auto-discovered" by

the SCADA system 4. Figure 4 shows a flowchart that describes this process.
Simlarly, Server Polling can be used for auto-discovery of an el enent by

t he SCADA system 4. Figure 5 shows a flowchart that describes

aut o-di scovery using the Server 20 Polling. n Wth further reference to
the flowchart of Figure 4, auto-discovery of a device installed in the

net wor k usi ng devi ce broadcasting begins with Step 34 when the device or
machi ne el enent (new or nodified in configuration) is connected to the
network, such as a LAN 2 as shown in Figures 2 and 3, or to a WAN (w de

area s net wortky syden. THSTIADA &jdah oB A aBAnEABRRFLE i Bech D 35, L he

devi ce requests an Internet Protocol (IP) address ‘using a m ¢ Host

Control Prot R r uses a.previously .determ ned | P address,
for exanple, q%ﬂgtnn%s noo)t d’ﬁ’%\{(&gg b?l Hgf‘éy %?mfg@?a@ﬁsgg%{x%ﬂf hes%tensts an

aut o- di scover%g?%%ocol St e& 36. A server, such as one associated with
SCADA 4 then S TERFRICHIRUOIL IR Teidae infespansetodetesterdeahangesquest as shown
in Step 37. The associ ated server requests an Extensible Markup Language
(XM.) or other description of the device in Step 38, and uses this
description to configure the necessary nonitoring in Step 39, whereafter

devi ce noui t ori ng Redietsurpdie Sf @Rcribing e ifvh or?;éigg?%ﬁg}ebhﬁﬁgﬁ%dﬁﬁﬁgo een

updated relative to the aforesaid new or nodi evi ce connecte he
network. 1s &0 Bl &' | i oadcasting for auto-di.scovery of
t he associ at ?ZS devi ce, %g%g&;l%ﬁ)ﬁ%df agczlasgélbeémfééé?na gtn?}}tﬁylawgmﬁﬁ»@mq ned
relative to the,flo art, of Figure S. More specifically, with further
reference to icglj’ﬁ]inéegg B‘%&P‘\%@P tﬁgF"err@nF@tS%ta nymbey of chemicalalispeosdrngits be new
or nodified device to the network in Step 42. Next, in 20 Step 43, the
devi ce requedtadulgs (COMYybsdoxes andstoslsathatrse tmucheynicts, eE#5hne6] hihedsy £,
and can do so by using DHCP, for exanple. Note that Steps 42 and 43 are

number of chemicals and as a result would be connected to a plurality of valve boxes, one

10 for each chemical. Each valve box is also typically connected to other valve boxes and/or

a CDM. A supervisory controller is typically used to provide all control functions for the

distribution of multiple chemicals within a facility. In a distributed control system,

intelligence provided by a programmable logic controller, for example, is instead placed

at each tool, valve box and CDM, or other piece of equipment in the system to be

15 monitored and controlled. Each device is programmed to handle its interaction or

interconnection with the other connected devices, and the supervisory or central

controller is eliminated.

The initial setup for a new device or piece of equipment added to the industrial
20 equipment network requires entering the name and physical location of the device and
its interconnection to other devices in the system into the local controller. For example,

when adding a new tool to the system, the tool is named and the connection to each valve



‘substantially the same as Steps 34 and 35 for using device broadcasting.
Next, the 12 associ ated server associated with the system such as SCADA
4, for exanple, to ensure it is updated relative to the devices or nachi ne
el enents connected to the network, broadcasts a discovery request to these
devices by polling them periodically, such as every "n" seconds (n =1, 2,
3, 4, . . .). A device or machi ne el enent 50 polled 5 then responds to the
server discovery request in Step 45, whereafter in Step 46, the associ ated
server requests an XML or other description of the new or nodified device
via Step 46, in this exanple, In Step 47, the server then uses the received
XM. descri pti L : i I lon.hn_ St 7..,fal |l aned by
i At ng mon bt p ARG PAlEE Y REEN b0y denedfs
As indicated, .t | O sogi ated seryer sends a broadcast nessage every n
seconds to a1l ?\l}%eiﬁ?&gﬁr{g’é‘?rgﬁt r8¥Q°ﬂQ ‘WB{%F&Q baenigred manealynoris war de
responds to the polling, permtting the server to update its |ist of known
devi ces. | n adfieipebiomaRynsmie Hesﬁifg)@mb}?retopoll (DECR)isewvet. | When thi tep] clemmiesit t o
respond with their XM descriptions, whereafter the SCADA system 4 adds new

devi ces or piengsllef geguindirenit stidst mesRE tOFNYCADH syt 18R aNEESIsth el S
configuration for devices or equi pnment previously on t%e l'ist which have

been nodi fs edent@b@irty thel SCADA datd r 1,0 dlor.interaction w.th

ot her devices or equi prresrg. %‘?altéoﬂ\%%faﬁ ?o&ﬂﬁmgsgﬁ}é&em%@%@ﬁﬁ%ﬁppﬁ@
SCADA system it h. autq 20 discovery is sho in Figure 6. As shown, the
devi ce can sur%?n'%tSEsi Fof ﬁﬁtf‘ F’S’P“'Q{ﬂg?‘] ‘S‘E Fo’i‘tFﬂilseS%ﬁt%’Qﬁ Bispyofmquipmeng tnohtain f or
control to other elenents on the network. 13 Wth further reference to
the fl owchar tthefeapirgdinformatign. I xlikerfaghiert, itha toolgnBeikpAlse wohtacts the dontrbliee
initial Step 52, a controller, for exanple, is |oaded with generic software

represent at i v evbryt dthercdevis thar it divecthsineeadd Rithdad inefiedatdevid® oPitEPnER: @
personal conputer (PC) in this exanple is used to configure the device,

that is s itsoamdttibr! TRS i ol i 1 y I cesyconne dto
t he network. The device limgrﬁlng% Hg\gﬁeﬁgtg? g}%n;ﬂg&e?%{gfe{}?ggag%éé %rr%{lencgﬂ?ta??lilfm
equi pnent,,net I t L fon tional tasks are required (Steps 61
t hr ough 612) , ogﬁﬂeééleé}s%f)g Iﬁﬁtlg ?@%@%CSF‘&ﬂ@%ifﬁi{g‘E?F@ 5 shgrpical wetemanaalsahersed ast
an aut o-di scover rotocol, Note that the new device can nmake first contact
with the smﬁ%cg%tgfﬁéh? gpesgticneR! theytaol enasapprats opsrativer controbermalcbestsedy it s
presence using an auto-di scovery protocol as previously described for the
flomchart of Figure 4, or by waiting for a polling request fromthe SCADA
system 4 server as previously described for the flowhart of Figure 5. The

devi.ce then waits Tmaken &gm@rgri%;bfftg@g%t&i Mg&ﬁ’?‘;&q’“gﬁ‘"ﬁ%ﬁpi (ﬁga g%ﬁ%ﬁl f a

reply is received, then in Step 5 t he "associ ated serv

system 4 requygst Svi I pLlon . t vice 15 and detai.ls describing its
i nteraction vq\)n% ?&%ﬁgf&géﬁ?ﬁ%giu&r)lhjter{{e}aﬁ‘gr?\}h&m m%@?(‘g? Wi '%%ﬁ"@?ﬁfe{ N8 8@r ver
associ at gg wi,th the SCADA s st(ﬁmé} updates its device database and user
interfacd® anth85EEPHECt 3 FAPRERSHevigse 2 4E%T caB beRotified erleer though SEADIA shbyn, a
new device or a device nodified in its interconnection can optionally
contact ot herm digel wessagofiomdahe device (et ermaihnreksage)s shown in Step 61, which
the device interacts with 20 directly as required by the associ ated control

system design. In the event that other devices connected to the factory or
i ndustrial equipnent network only have to be alerted of the new device at a

time when the devifge JEASA eSS H?Agra[rﬁx%lég % alItc?rrnaﬁcally build a system level
diagram by integrating the information from all of the controllers. Since each
20 controller reports both its physical location and its logical and physical
interconnections, the SCADA software can build both a physical map of the devices

on the network as well as piping and electrical connections. Note that there may be



*14 service fromone of these other devices, then Steps 61 through 64 need
not be pursued until such a service request is nmade. Note further that in
Step 56, if the device indicates while waiting for a server reply that
there is a networking fault, or there is no response fromthe server after
a tinmeout period, Step 60 is then entered.g Simlarly, in Step 62, if while
waiting for a reply fromother devices the new or nodified device indicates
that there is a networking fault, or no reply after a tineout period, then
Step 64 is entered. Exanples of SCADA screen displays or screen shots are
shown in Figures 7 1 o through 11. Mre specifically, in Figure 7 entitled

"Di stri but | oreiSnemein thid0erh thilhal ShSESHINEE LhPHhedl vyvdﬁl\gi 58 Be aﬂﬁﬁ%ﬁs‘%@g H202

chemcal flowis shown. In this exanple, the disp or a el
view, in whi Walo IRVY Q are not |abeled. In, Figure 8, a valve
box screen sf\%%&%ﬁgdg%%{ﬁes %g%ndgg%%ﬁan i ndi vi dual val ve 15 box in an

associ ated industrial processing system The display shows how the val ve
box permits chemicals to flow froma source at the bottom of the screen to
any one or conbination_ of the six outlet connections shown at the top of
the screen. The | abeingicatrinthihimventimmprovidesemecimnidat fopdsviass ¢sRdsi n t he
system 20 In the display of Figure 9, entitled "Tools Status Screen:

Tool |, " tlfe stoatroHerk@ssociatdd witttlindustvial equffBhert 3r RIORMbr ekﬁnf,fé%/{% aqg&@?pl e, the
or

tool happens to be at the end of an industrial processing system
recei ving cerg@ApACKRIELE : r . e.. 1S ho hat the tool is
currently denandi ng Hzozééatﬁ%frﬁ&%‘%ﬁe%&(@gﬁ%ﬁﬁwg&ﬁéﬁgeﬁa lngl‘}B‘bB?u?FQi ves

upstream are Qpe h use of .a green color for the boxes | abel ed
"Stick 1 VBO)E??’”HQ'nthe 3%#\93& systerp ks Flgwr{mléfpeﬂce eheqyipimpaiomsthe hietwiorls
description assune that the val ve box synbols are green, although they are
shown ot her wi WBen brogdeastingiof pajling thedayinesofitrolldrdforiéash ldavica i@ ribaomeirt hat

the chem cal supply for the aforesaid two chemcals is "READY." Lastly, the

bot t om por t i gespettitenios]’slosgiuipyméahBiEndionINyhd HierasloP Rt bihet Rl &d to the
chem cal demands. An exanple will now be given of a device gescrl ption file

t f t.em. | t |1 other. devi
That di racr yhigfichl PROSCADA sl \on S BT AR Richdo Sufinicalbeld fpe &
device wll k term n by the actual, application. In the preferred
em\glodi rr\évI nt t%ﬁastgaggésé?ﬁyﬁ??%%‘){?"é°eﬁ SP‘ﬁﬁ%%P‘éate Em'agmxiw a@fbﬂwrdmetrgnaeq&lomﬁ

syntax avail able for networked devices. This file wll be sent inits
entirety to PHECHekeminment axaided oy temmvedithe SCAR L system willauwadaticsily i | e may
not be 15 sent to each directly connected device, but rather parsed to send
to the conneaupdate ite véooedsamdydidphas so a6t MPSthe FICRMIA sydtomtid &efronnect ed
device. In the exanple bel ow, which does not use XM."in order to nmake the
description @bﬂ@g@{ng,"a val ve mani fold box is described which contains four
val ves (only one is shown). The valve box is connected downstreamto a
tool, fopsexanple, and this tool mght only receive those 20 portions of
the file that directly apply to it. 16 The device description file is
organi zed -as a hierarchy, A valve box is a device that contains valve
components and al g‘Wﬁéﬁb‘b‘ﬁ%ﬁP@?‘”%@W‘P 9Ehaw MerousIndustridl equigment df4
conponents. Val ves can be opened or closed as indicated by the ACTI ON

bl ocks. The semigendustortpaecessing pystan birebedcmnsetsd o ah FiheRRPRGRIER (Aall EAK t 0
indicate faults. When a SCADA system asks the device for the status of the

alarms, it naghhehRsiRifMEdHDEARIRRI Dﬁ?ﬁ S76)) his i [&4N0
alarms, "NO ALARM'. This file descri 625 t g devi 82&?%401%@“%8%@5%&3 or to a
central noni | r DA).. lt.does. not ,define how nessages are to
be passed ba%Eédé%egorq K&rﬁﬂi@(}?ar}) FHouy Ftﬁl@ﬂ%umer{tﬁgc ﬁigaﬂFabS%nse 6,

i mpl ement atign. O .In distributed systems where the sanme device may be used
several t§ neSump. LeadbackH).@nd PLE Talprogrammebleilpgie contraltenf argcomedtaditoes
with little effort. The screens of Figures 10 and 11 show a device

conf i gur at i otragsmiyirdemaationsatie SCADA Stlenid relatberto bAchESTRE afof&afaper at i ng
paranmeters of the device. A utility programwould then create a 15

?3: cr : Et i ?Eefﬂdhaﬁasecﬁmﬂehtb@ﬁ%aw 2 IR CHibnt W EO BESWsel BV Fo SritRAD" Y-



! ' ion utility software is contained in the device itself, and the
ggg;: gﬂﬁ:tion screeng presented as Wb pages FO all ow a ufsgar to ;:?n\rllmg;:';] ﬁo
S oD et ary Sof tuare_on t he omuter i tael fo 1 n addition to ereating t he

[ software on the conputer i . ( _
ggeﬁggeggggri ption file, the same 20 inforgmation is used to co_nf [ g:‘JirFet |h§
operational programfor the device. An exanpl e of th(E descri Zt :\lanVE e ot
as foll ows: m BEG N DEVI CE TYPE = VALVE BOX MODEL = VALVE A 12 i
DESCRI PTI ON = Val ve Mani fold Box LOCATI ON ROOM = 8 LOCATI ON GR T\_(PE
ALARMS = DOOR OPEN, LEAK NO ALARM = NO ALARM 10 BEG N COVPONENT

OPEN
VALVE MODEL Maviiise fuvkace) aoMld/EstiBe JockleWnBarths o BEGL i
VALVE RESULT = OPEN END ACTI ON BEG N ACTI ON 20 ?\JA’!%E c@@&%@%&

ECT| ON =
CLOSED END AGThtel i@ dha@olyBONE oY Pher ok ) h
VIVB206/ VALVE@?HF 3/ OUT END COVPONERH g“@lﬂ %ﬁﬁf‘%m ethg 1g

NAME = QUT equipment and associated devices. Note that a general purpose PC with web browser

can be used in place of the thin client web browser EIMI 16. Typically, in the prior art
5 each piece of equipment may have a dedicated controller, but only for controlling that

piece of equipment, and perhaps identifying the equipment to other devices or pieces

of equipment.

Figure 2 gives an example of how sémiconductor process equipment might be

10 . plumbed together and connected to a network. As shown in Figure 2, Process Tool 16
is connected to Pump 18 and Chemical Dispenser Module 20. The Chemical
Distribution Module 20 is connected both to Process Tool 16 and a Valve Manifold |
Box 22. The Valve Manifold Box 22 is connected both to the Chemical Distribution
Module 20 and a Filter Station 24. BEach of these machine elements send a signal to a

15 Router or Switch 26 that describes its functionality and interaction with other
elements. Note that the router or switch 26 is not required but is typically used to
segment parts of a network The Router/Switch 26 then sends the si gnals to the
SCADA system 4, which builds a Display 28 of the aforesaid machine elements as
they are interconnected at a time T1. The Display 28 can be a piping and

20  instrumentation diagram (P&ID) or an electrical diagram or other diagram. Unlike the
prior art, in one embodiment of the invention, each device or piece of equipment

includes a smart controller or controllers that not only operates its associated



" CONNECTI ON = TOOL18/ I NLET HF END COVPONENT END COVPONENT BEG N COMPONENT
TYPE = VALVE MODEL = TF75 NAME = VALVE HF 2 FLU D = HF 10 BEG N COVPONENT
TYPE = ALARM MODEL = DOOR15 NAME = DOOR OPEN BEA N STATE 15 VALUE = TRUE
ALARM LEVEL = 4 DESCRI PTI ON = Access door is open END STATE BEG N STATE 20
VALUE = FALSE ALARM LEVEL = 0 DESCRI PTI ON = Access door is closed END STATE
END COVPONENT 25 19 In the case of thd%valve manifold box exanpl e of
Figure 8, the valve box nust conmunicate with both upstream and downstream
devices as well as respond to requests fromthe supervisory conputer. This
control programwould be witten in a | anguage appropriate for the device

and stored in Vi Cel g ‘ Ly, Were ther e many such
devices in a %@l{)ﬂﬁggﬁ’ %‘ﬁ@%érgg%g{@?é%@ﬁge é’%‘?é’l‘ﬁr 'ﬁlﬁéle@%mﬁizgé‘ﬂtﬂqodﬂ utility
can create a dat abase, j nsi dﬁ the val ve box controller that would be used by
the main progP SRR RPrevids ag Brevioysly dndienser, the istereanneetion.cf the edyppment
instruct it as to howit is connected to other devices. The program

contai ns the YehRBWr deviegsar aidconofyuiendrién thetinhstial eqhipmehhyeetiwo/gr am what
devices are connected 1o and how to interact with those external devices.
In Figure 10, a general configuration screen is shown for the valve

mani fol d box, whereas in Figure 11 a configuration screen is shown for an

i ndi vi duals val ve. @ C ul d. i nel ude four val ve
screens since in th?gﬁg%?rﬁpa%g&t%tﬁle&gegﬁv%?g@&ﬁiggS%'BWPE& OLRIBFesSRst vELNe| f an
ei ght valve box is nonitored, there would be eight valve screens to fill

in, and so fo??)ﬁquu?ﬁlilts‘)fitﬂ%e pventign, FW Hlushkpeehew thesslfeconfigyingi8CADA
utility. An actual system would include additional networking paraneters as
wel | as nore SYSIERY ynsigtes lits Dispdan28 eftarribe addittorbefivef nackineisliemgns e fiegur at i on
screens is that there can be nultiple layers of screens. One |ayer mght 20

define | ower dgeiprhens et factug newobk, ascliding b Qeddan W bvd Iﬁnaﬁﬁolﬂl _)Er@ m}#l}g:ﬁo

) . : ¢ d
ti meout period to signal a communications failure, at su I%o use

in networ ki NG Itéd Ratidd 155 ‘;)(lj s inlsgﬁéé?sl to ¥ EfdlRicHT lgljgf)en%gr &%ﬁﬂfe%r eﬂ_lebef ore

t he device was shipped a en t

10  second Valve Manifold Box 30 and Filter Station 32 are also electrically connected to

the Router/Switch 26, which forwards their information to the SCADA system 4. At
a time T2, the SCADA system 4 then updates both its records and Display 28, each
include the new elements. Note that other equipment or factory networks (not shown)
may also be connected to the LAN 2 to communicate with one another.
15

Device Broadcasting enables a machine element to be "auto-discovered" by
the SCADA system 4. Figure 4 shows a flowchart that describes this process.
Similarly, Server Polling can be used for auto-discovery of an element by the SCADA

system 4. Figure 5 shows a flowchart that describes auto-discovery using the Server

20  Polling.



*20 screens shown configured on site. The software that runs at each device

depends on both the functions of the device and its interaction with other
conponents in the system Flowharts showing the operation will vary
wi dely. Every device operates to evaluate all of its inputs and then set
its outputs. Sone devices wll use a conbilrllati on of a fixed programand a
dat abase descri bing the configuration of that device while others may need
a unique programfor their operation. 10 , The software in the SCADA system
4 must performa nunber of tasks. One task is to receive file descriptions
fromeach distri buéggt controller in the systemand construct a database of
all points that ne further refurbricat6 the AYWUHAR, Zg}lf Sk qkleate raphi cal
RHE A T T

representation of the systemusing its 15 kno ( % ypes

of devi ces cointil : he description files that it
receives. This al f%glsm?ﬁg%géihgg?ﬁ\?\g?%a ‘@S%%é DYtk ReepRdaphandhe vi ew

shown in the shots of valve box (Figure 8), distribution (Figure 7),
and tool (Fi g%%fec(%é? .mz\ﬂﬁfqeeﬁ?%@tw @S?élﬁé mCQWOhyiSMMMW%Qﬂ@e of
the way a device type will be represented and nonitored, this is not

absol ut el y ndb¥Qiy suchzag a|GAN 2is siewh ieFizard2 @ndB) 6RtDWA I PHRIS

description, including graphical representations of itself, ‘nanes and

descri pti éns msfwerk), fof extahsplé. naBEShARE PSRN, ! idh.cQnnections
that it can nake to other devi ces,a*ti%en t he SCA%%Q: o:{gt’e\g\%eﬁe)evmeﬂqufétﬁaﬁr ovi de

supervi sory flnfeeict Prsiodd] (1P) AQ4rackViak edge of ¢ device. This is
simlar to the concept og p))l ug gsn ﬂ%e%i?gﬁa%ﬁ%sﬁ%@“&g%@t%DW?}ﬁm even
here the PC ve advance know of the class of device. Athird task
is to moni bort g‘%‘%ﬂ“ rﬁg@lﬂ}és@yﬁﬁtepn@eggé g@W%Soanlexmpbh@tgs noitimiadd thereto,
representatiﬂns to be updated in real-tinme and to signal operators to alarm
and ot her cordftf¥ise ?heﬂﬂoﬁﬂca&thm@utoa:ﬁstcsvh'glppotb@olimqf@@sg sUSRE, sGdH ;Scd,\%gcy.
The SCADA sof t war e@can be configured to nake use of the device's own Wb to
pages if thepssarietedwith SEADA Fhheh dtebtdddoikad gl fRL.Lhe SCADA
software to have know edge of its inner worKki ngga%h@g% CQUTY eSSt an

show a siopl as HosakinEta9s AT ' of the device, .and if the user
clicks on that bl ocl1<1, %e chﬁ%sgggﬂtg g\g%ﬂélgg\ﬁeﬂﬁles S eRsibls Makyp bangyagas er

software to g age.retrieved fromthe device itself. This is
particul arly ? he} g? ﬁf){h:éfd%/s\ﬁgp@%rg?@ée deviee iy¥ten 38 sndjusewthis destriptionatbes t he
need for the SCADA software to track all the internal states of every
connect ed defATEEYY We Qeerspaty mopitoring in Step 36, whtreaftsrldepice eickiboting begifd st ed
in the tenperature or tenperatures of an internal conponent in one of the
devi ces, forSieRrdfpliehis ampleat SOADA ¢akebien el Bolade: 62 LSO that
devi ce. For exanple, in Figure 12 a screen i mage of Wb page s owsdthe
status of a miveoemodifRdd@iePidB Bbnn pfically, tenperatures in
different sections or portions gfg%tdggﬁgeq%?‘g%ht are shown. The SCADA
sof t war e;5) ust passes this information through to the end user 22 and does
not need to add it to its own data logs. O course, any data that needs to
be continually tracked could be stored in the SCADA data | ogs. One

advant age of usi rfg° PhEEFTIYEHP dayise bragdeasting fwriants dissovenypbdf the aysosRfbaS S UNE

device, Server Polling can be used, as previously mentioned relative to the ﬂowchaft

of Figure 5. More specifically, with further reference to Figure 5, Server Polling is set
up by first connecting the new or modified device to the network in Step 42. Next, in
20 Step 43, the device requests an IP address, or uses a previously determined IP address,

and can do so by using DHCP, for example. Note that Steps 42 and 43 are

substantially the same as Steps 34 and 35 for using device broadcasting. Next, the



'nearly all of the tasks traditionally done by the SCADA system 4. For
exanpl e, each valve manifold box can log its own operation in its own
internal nenory and format it for display in a Wb page. The SCADA system 4
just allows the user access to the Wb page on the device: This has a
nunber of advantages including making the_system nore nodul ar, reducing
network traffic and allow ng the operatioﬁ%l history to to be exam ned on a
device that is renoved fromthe system Not every control system | ends
itself to distributed control. There are applications in which decisions
must be made based on the status of several sensors. In such applications,

an intellige I ired, 1 sel f configuring
SCADA syst e o st iélﬁ' %‘“%%i%%%{@hiﬁw{ et 8%"]%%3%@6 4 T FBRBIS i SCADA
software every tine an.el nt is ad&ied to or renoved fromthe network.
Fur t her nor e, %reg‘g‘ﬁélpﬂ?%‘gf HIveHR thedayices of mrachine elsmams conneciwate that
different sites, which reduces the requirenment for specialized 20

progr anmi ng. DNeEveRkgbreadastsa diseovem raquestto thest devicelay pollibgltHedSpetiodicany,ay by
integrating information fromnultiple elenments on the network can greatly

i ncrease t he sebli acéveng Yn"aecordsqiied, Rhg £0SYS Aodev?ée%rrtrﬁdéﬂin‘é%le?ﬂ&t gghwe i ni ng
i

a sem conduct or 23 plant, for exanple. However, the presen nve nis
not |inmted {ReSREDJHIADH J ications, .and can. be applied for use
i n numerous ot her giis(ﬁlgust frhltegﬁrv% %ﬁ%qs\%p)%egﬁe hghé%%\f‘?n‘ﬁléefs & g@ﬁt“é’ e the
present inventiaon, have been sho and descri bed above, they are not neant
Mo Vs :  are .
to be IimtiAg BT TARetS 2 a{ther qther despriptéiarvefithe sew ar inmdified device
alternatives to_these enbodi nents, which alternatives are nmeant to be
covered by t &2 8i§p APt inghis exawple. dh Stepet7a fpesariedtheh alsesthe received XML
description to configure a monitoring operation in Step 47, followed by initiating
monitoring of the polled device or machine element in Step 48. As indicated, the
10 ass'ociated server sends a broadcast message every n seconds to all devices connected
to the network. As shown, each device responds to the polling, permitting the server
to update its list of known devices. In addition, any new devices are polled directly
with a request to respond with their XML descriptions, whereafter the SCADA system
4 adds new devices or pieces of equipment to the monitoring list, and changes the
15 configuration for devices or equipment previously on the list which have been

modified relative to their interconnection and/or interaction with other devices or

equipment.

A flowchart for the entire self-configuring SCADA system 4 with auto-
20  discovery is shown in Figure 6. As shown, the device can submit information to just

the SCADA system 4 or if required for control to other elements on the network.



‘24 Wat is CGaimed Is: 1. In an industrial equipnment network for
interconnecting a plurality of devices, apparatus for permtting an
associ ated SCADA systemto be self configuring, conprises: a plurality of
control l ers dedicated to each one of said plurality of devices,
respectively, for providing each mﬁth<ponarol and data functions for
interacting with other of the devices in tthe equi prent network, and ot her
systens, and programmi ng each controller to provide the |ntercpnne9t|on of
its associated device with other ones of said plurality of devices; a _
conput er network; to neans connected between said conputer network and said

plurality of contr@itefiSthef RIDEHLILY %J@&ﬁ%ﬁnto{f??@;%% ?@%ﬁ%ﬁ[ﬁn@%&]dcggf (rjol

signal s between individual ones of said p g_ra Tne Yor perm il
ter net Lven times:. . ayt o-di scovery means Mt _

ggirrguSCADA sﬁ?g’g‘{‘g%ﬁ%? H’ ‘é‘éﬁ?eum@%gm#% gspatroles o exaanple.iiy boaded withi ces i n

sai d industrial e,quiR‘rér,ent network, and to be updated relative to changes in

the confi gur aBYSHCEPIIWaCIeprasntative af thepldsp fierthe assocated dovicat Nexipviegs or
equi pnent therein, including discovering new or changed devices via

Wherein ol d plural ity of oontrol lers armple sk io A gRp et o e
| ogi ¢ conty ol #teEortfBHEd, for interaction with other devices connected to the network. The device
is then connected to the factory or industrial equipment network via Step 54. Ifno
optional tasks are required (Steps 61 through 64), Step 55 is pursued for having the
associated device broadcast an auto-discovery protocol. Note that the new device can
make first contact with the SCADA system 4 server (not shown) by either
10  broadcasting its presence using an auto-discovery protocol as previously described for
the flowchart of Figure 4, or by waiting for a polling request from the SCADA system
4 server as préviously described for the flowchart of Figure 5. The device then waits
for the server to reply as indicated in Step 56, and if a reply is received, then in Step
57, the associated server for the SCADA system 4 requests a description of the device
15 and details describing its interaction with other devices in the network. Next, in Step
58, the server associated with the SCADA system 4 updates its device database and
user interface, and begins monitoring the device in Step 59. As further shown, a new
device or a device modified in its interconnection can optionally contact other devices
connected to the network, as shown in Step 61, which the device interacts with
20  directly as required by the associated control system design. In the event that other

devices connected to the factory or industrial equipment network only have to be

alerted of the new device at a time when the device makes an actual request for



'3. The apparatus of Claim1l, wherein said transfer nmeans is selected from
the group consisting of a router, and switch. 4. The apparatus of Caim1l,
wherein said conputer network consists of a |ocal area network (LAl ~. 5.
The apparatus of Caim1l, wherein said auto-di scovery neans includes:
broadcast neans for operating a controller of a given device, that has
either changed its configuration or is neWtto said industrial equi pnent
network, to broadcast to over said conputer network an auto-discovery
protocol; and server neans included in said SCADA system responsive to an
aut o-di scovery protocol fromsaid given device, for interrogating said

control |l er of ! bV, | sg . sufficient da to, permt said
SCADA syst em oot TormeStR, A Hese BieP ABAGE e 8o 1 el Euredleh be eprouitha
wi thin the industrial %giui ment .network. 6, The apparatus of Claim 1,

wherei n sai d S U 43¢ 8?%%%&%‘“?%%@*@@“&%%@ ftsars, ifith¢ deddet i n sai d

SCADA system.and connected to said conputer network, for in a first node of
oper ation perlfl%ﬁt@&?’ﬂhﬂ? peLtngfgr » seyerieplyshataidre i 4 st otiiing faa6, adltherfis f@i d
plurality of devices in said industrial equipnment network for any

respective clrasppase fromche bérges aflel @ fiin0dt hedRal 'Stfe'B‘B@tié 3n 2hte ..ng%ﬁ?ﬁlgfinsai d
t o I'ndi vidua

plurality of devices, and in a second node o eration

i nt errogatsi ngst : b idplurality of devic r .new data
Lo permt "sau SN EE VIR BEE ity Ao e Pists e Pn o mefihed foiee 7. A
met hod for p 1t Super vi soy ntrol and Data Acquisition system
(SCADA) to aﬁ{‘@ﬁéﬁ @’gf rea?agp%ﬂr%g%&m, OF BB FORdY: aftesr timeput pexiod dhénoStep and
changes therreéféq, between a plurality of pieces of industrial equipnent
and/or a plu IIFFVGB’FI- devi ces that may be connected to one another and to a
data network, said nethod conprising: establishing a network over which a
plurality of said plurality of pieces of industrial, equipnent and/or

devi ces can sel ectively comrunicate with one another and with a SCADA

Z )cﬁ |t ;e)me ntC onnect i NExdhipl &ToTYC AL $ciRbn SRpHAyPbH Rl Kol ard éh%(\:wensin%figlilrgsd ystrial
10  through 11. More specifically, in Figure 7 entitled "Distribution Screen: H202," the
interconnection of devices related to H,0; chemical flow is shown. In this example,

the display is for a high level view, in which individual components are not labeled.

In Figure 8, a valve box screen shows the connections of an individual valve

15 boxinan associated industrial processing system. The display shows how the valve
box permits chemicals to flow from a source at the bottom of the screen to any one or

combination of the six outlet connections shown at the top of the screen. The labels

show the names of the connections as used in the system.

20 In the display of Figure 9, entitled "Tools Status Screen: Tooll," the status for
that individual tool is shown. In this example, the tool happeﬁs to be at the end of an

industrial processing system for receiving certain chemicals. The screen example



1l o and/or devices each to either a common controller, or each to
i ndi vidual dedicated controllers, respectively, or each to a plurality of
controllers, or sonme conbination thereof; and programr ng each controller
for controlling and identifying its associ ated piece of industrial
equi pnent and or device, and for sending data representative of the 15
i nt erconnection and interaction thereof with other ones of said plurality
of pieces of 27 industrial equi prent and/or devices, both to the latter
equi pnent and/ or devices, and to said SCADA system over said data network.
8. The method of A aim?7, further including the steps of assigning a unique
i | P address t | j i i ndustrj al, equj prent
" and/or devicgﬁﬁﬁﬁgwﬁyﬁgﬁpl?gg&gngg%uPﬂé§H%¥%2%@3@%2?@%&5 aYﬁgoﬁBQ t
br oadcasti ng Qpégrt e dat.a network an aut o-di scovery protocol including the
associ ated | P ABaras®s HPYHeELYS opr durosgh wsenfsrsean eolorfey thedboxpelabeled i s
added to the network, or thereafter when a change is nmade to its
i nt er connect 'Sk ANBOXidrandt"Stick JMBOX2.HeNote fforsthe gumlosesadfithi descriptieses of
equi pnment, and/or devices; acknow edging via a server of said SCADA system

~ the receipt aissume that thelv@lvdibdRRY@bYIsAEAESE, althshShEY fleRBow R ofRk-FisS & Ver a
description of the associated piece of equipnent or device, to permt said

SCADA systsemth®dfadiihg B¢ Fogdi®9 Rk idﬁgiay also shows that the chemical supply for the

aforesaid two chemicals is "READY." Lastly, the bottom portion of this display

shows a number of set points related to the chemical demands.

An example will now be given of a device description file sent from a valve

10 box to the SCADA system and also to all other devices that directly interact with the
valve box. The syntax used to describe a device will be determined by the actual
application. In the preferred embodiment this description is formatted using XML to
provide a common syntax available for networked devices. This file will be sent in its
entirety to the associated SCADA system when requested. The entire file rriay not be

15 sent to each directly connected device, but rather parséd to send to the connected
device only those sections relevant to the connected device. In the example below,
which does not use XML in order to make the description clearer, a valve manifold

| box is described which contains four valves (only one is shown). The valve box is
connected downstream to a tool, for example, and this tool might only receive those

20  portions of the file that directly apply to it.



‘operating said SCADA systemto automatically nonitor either by polling or
recei ving broadcasts fromsaid piece of equipment or device; and 15
programm ng sai d SCADA systemto automatically update and include the
associ ated piece of equipnent or device in a diagramidentifying and
showi ng each, and their interaction with other ones of said plurality of
pi eces of equi pnrent and/or devi ces. 28 96 The met hod of C aim8, wherein
an extensible mark-up | anguage (XM.) is used for describing or providing
information for each one of said plurality of pieces of industrial
equi pnent or devices, respectively. 10. The nmethod of Caim?7, further

[ [ elall ' f said
I ncl udi ng the ste . uni gue .| P addr.ess to each one of
plurality of pi ecFe)Zh"g e‘?ﬁ%‘%ﬁ‘?}%ﬂzﬁ&ﬁ ﬁéﬂ%i%%ﬁdla}fma%v! de¥alysbex ’tes:"i‘e: ;1 i
‘ request as they.are conpected to the network; programmng a serv _
| SCXDA system ‘f%l éﬁ?tc?&P@m ‘Sﬂ?‘ﬁﬁﬂanP@&P’éfs pRd;plarm compengpits deash ohlverndntainsi al
j equi pnent and/ or devices; operating a controller of each polled device or

pi ece of i ndustet pad oetigticompnnents Valvpoom tempane sratosed s riisesiiby thom sai d
server by providing a description thereof; and 10 operating said server to

use the descrAOTION blevkeoTht Guf biR Bhd Bd Silsible Lk G55AC TOGR_BBENGa°"
pi ece of industrial equipnent, whereafter device or &qulpnen
5 LEAK to indicate faults. When a SCADA system asks the device for the status of the
‘ alarms, it might receive the message “DOOR_OPEN?” or if there were no alarms,
“NO_ALARM?”. This file describes the device to other devices or to a central
| monitoring computer (SCADA). It does not define how messages are to be passed
back and forth. This can be determined by the actual implementation.
10 |
In distributed systems where the same device may be used several times, it is
convenient to make it possible to configure devices with little effort. The screens of
Figures 10 and 11 show a device configuration program or means which allow a user
‘ to enter the operating parameters of the device. A utility pro gram would then create a
1 15 description file as shown below and load it onto the device’s memory. Ideally, the
| configuration utility software is contained in the device itself, and the configuration
screens presented as Web pages to allow a user to connect a computer with Web
browser software to the device, and configure it with no proprietary software on the
computer itself. In addition to creating the device description file, the same
- 20 information is used to configure the operational program for the device. An example

of the description file is as follows:



‘nmonitoring begins. 11. The nethod of C aim 10, wherein an extensible
mar k- up | anguage (XM.) is used by an associated controller to describe each
pol | ed device or piece of industrial equipnent. 12. The nethod of Claim?7,
further including the steps of: 29 configuring each dedicated controller
for having its associ ated device or piece of industrial equipnent
i nterconnect and interact with sel ected otther ones of said plurality of
pi eces of industrial equipnment and/ or devices; operating each controller
for connecting its associ ated device or piece of equipnent to said network;
operating each controller and a server in said SCADA system for providing
aut o-di scovery by BEmN atvmiE of each device and/or piece of equipnent;
operating each controller to respond to a request fromsaid server to
provide 1 o both a descFfit FofRIOE_B¥e associ ated devi ce and/ or piece of
equi pnent, and its intey ignw&kgh ot her devi ces and/or pieces of
equi pnent; operating sald server, Th response to the description and
interaction of said plurals tyvwaz26evi ces and/ or pieces of equipnent, to
initially establish and thereafter update a database and a user interface
of said SCADA system aPRFCREPBIONT atVatye Seindfslar Bex to0 begin nonitoring the
associ ated device. 13. ﬂﬁﬁnﬁ@ﬁ@@QMQIBCIai”‘121 wherein an extensible
mar k- up | anguage (XM.) 1Is -

LOCATION_GRID = 12,18

ALARMS = DOOR_OPEN, LEAK
NO_ALARM = NO_ALARM
10 BEGIN COMPONENT
TYPE = VALVE
MODEL = TF75
NAME = VALVE_HF 1
FLUID = HF
15 BEGIN ACTION
NAME = OPEN VALVE
RESULT = OPEN
END ACTION
BEGIN ACTION
20 NAME = CLOSE_VALVE
RESULT = CLOSED
END ACTION
BEGIN COMPONENT

INLET

TYPE
25 NAME = IN
CONNECTION = VMB206/VALVE_HF_3/0UT
END COMPONENT
BEGIN COMPONENT

TYPE = OUTLET



‘used to describe each device and/or piece of equi pment, and their
respective interaction. 14. The nethod of Caim12, further including in
said step of operating each controller and a server in said SCADA system
for providing auto-discovery, the steps of 30 neasuring the tine for said
server to respond to a controller of a device or piece of equipnment
awaiting a reply; and indicating a networR8fault, and interrupting further
SCADA system processing for the associ ated device or piece of equipnent, if
no reply is received within a predeterm ned period of tine. 15. The nethod
of Aaim7, further including the steps of configuring each dedicated
controller for having its associ aiifek deygee or piece of industrial
equi pnent interconnect and interact with sel ected other ones of said
plurality of pieces of industrial CegECER@NME TomAesdevi kes; operating each
controller for connecting it iated device or piece of equipnent to
sai d network; operating eachﬁ%%ﬁﬁgﬁpﬁgF to request a reply froma
respective controll er ofneashrsghected one of other of said plurality of
devi ces and/ or pieces of equipnent; operating each controller to wait for a
reply; and 10 oper ati ngBESTNeERMPONEN®) control ler in response to a reply from
anot her controller

TYPE = VALVE
MODEL = TF7§
NAME = VALVE_HF 2
FLUID = HF

10 BEGIN COMPONENT
TYPE = ALARM
MODEL = DOOR15
NAME = DOOR_OPEN
BEGIN STATE

15 VALUE = TRUE

ALARM_LEVEL = 4

DESCRIPTION Access door is open
END STATE
BEGIN STATE
20 VALUE = FALSE
ALARM LEVEL = 0
DESCRIPTION = Access door is cloged
END STATE
END COMPONENT

25



' T ovi latter with data for updating a database of its associated
égvngvg?epfgge of equipment with identification and interconnection data
associated with the device or piece of equipnent of the requesting
controller. 16. The nethod of Caiml1l S, wherein said step of operating
each controller to wait for a reply further includes the steps of 31
measuring the tinme from naking a request fl3r reply to the receipt of a
reply; and s indicating a network fault and interrupting further pr$ﬁe53|ng
if noreply is received within a predetermnined period of tine. 17. e

met hod of Caim12, further including the steps of: operating each

controller to requgske @asre%qlt% &Jlfé?g%l?ﬁﬁ%gﬁtﬁ%f%?gr o l thg%@ggﬁ%gﬁlls’? cted

one of other of said plurali evices a

rati ng eac e wait for a reply; and operating a requesting
83& foller i n&r@@%ﬁ%s ng‘ %0%9 LR§team and dosetieam devieesis veall asgegponditale t he

device or piece
latter with data for updating a database of its associated

of equi prent RATSSS Hmithe suparvisony eoniputat. cFlioooenrt peopratatvoudd 5ORHaERh i t h
the device or piece of equipnent of the requesting controller. 18 The

hod of O deangubge apgrepriata ferethel deviepar stéree &@&bragvi%@ﬁ BnteBRt hRhlofy tO
?gfquce)st contact froma respective controller of each one OP sal lurality

f
of devi ces an@here thég afSmfhy &RHIRVRE in o %ltcgﬁec{hemlcall ppo%gssgnr]gesygge%p the

configuration utility can create a database inside the valve box controller that would
be used by the main program running on a controller dedicated to the valve box to
instruct it as to how it is connected to other devices. The program contains the

method of operation while the database tells the program what devices are connected

10 and how to interact with those external devices.

In Figure 10, a general configuration screen is shown for the valve manifold

box, whereas in Figure 11 a configuration screen is shown for an individual valve. A
complete set of screens would include four valve screens since in this example the

15  valve box contains four valves. If an eight valve box is monitored, there would be
eight valve screens to fill in, and so forth. This is a simplified example of the
configuration utility. An actual system would include additional networking
parameters as well as more detailed alarm conditions. One benefit of using
configuration screens is that there can be multiple layers of screens. One layer might

20  define lower level settings such as how to handle false alarms, what timeout period to
signal a communications failure, what sub-net mask to use in networking, etc. These

lower level screens might be configured before the device was shipped and then the



"measuring the time frommaking a request for reply to the receipt of a
reply; and indicating a network fault and interrupting further processing
if noreply is received within a predeterm ned period of tine. 32 19. The
met hod of Claim 12, wherein said step of operating each controller and a
server in said SCADA system for providing_auto-discovery by the latter of
each device and/or piece of equipnent, fuf? her includes the st eps of
assigning a unique | P address to each one of said plurality of pieces of

i ndustrial equi pnent and/ or devices upon their request as they are
connected to the network; ‘broadcasting onto the data network an

aut o- di scovergrdh9 k&R cd idi‘xgsittehe associ ated | P address from each piece
of equi pment or device wherm it I's added to the network, or thereafter when
a change is nade to its interconnections and interaction 10 with other of
said plurality of pieces of equipnent, and/or devices; acknow edging via a
server of said SCADA systemthe recei pt of an auto di scovery request;
requesting via sai Hiswftware thatinws af gach davioé degeadass bothahe thinpiieseoffie

equi pnent or device, to permt said SCADA systemto configure nonitoring;

15 operati ng dezicd aBdAOAteMsti@IWItA odiék OFBbbiteatd v tHD§ste. Fl@%hﬂjtses%%w%g
equi pnent or device; and .
: 5 the operation will vary widely. Every device operates to evaluate all of its inputs and

“then set its outputs. Some devices will use a combination of a fixed program and a

database describing the configuration of that device while others may need a unique

program for their operation.

10 . The software in the SCADA system 4 must perform a number of tasks. One
task is to receive file descriptions from each distributed controller in the system and

construct a database of all points that need to be monitored.

Another task is to create a graphical representation of the system using its
15 knowledge of the individual types of devices contained in the system and the
description files that it receives. This allows the SCADA software to construct the
graphical view shown in the screen shots of valve box (Figure 8), distribution (Figure
7), and tool (Figure 9). While the SCADA system 4 typically has knowledge of the
way a device type will be represented and monitored, this is not absolutely necessary.
20 If each device sends a much more complete description, including graphical
representations of itself, names and descriptions of all of its inputs and outputs, and

the type of connections that it can make to other devices, then the SCADA software



"programm ng said SCADA systemto automatically update and include the

i ated piece of equipnent or device in a diagramidentifying and
gﬁiafhgteacﬁ, and the?r Pnteraction with other ones of said plurality of
pi eces of equi pment and/ or 20 devi ces. 33 20. The method of Caim12,
wherein said step of operating each contr gler and a server in said SCADA
system for providing auto-discovery by thé latter of each device and/or
pi ece of equipnent, further includes the steps o assigning a unique IP
address to each one of said plurality of pieces of industrial EQUIannF
and/ or devices upon their request as they are connected to the network;

progr ami ng- acaaghyke bﬁbéﬂkﬁyﬁﬁ(ﬂa%n§%§th;§%‘a@9m%%rﬁl8%ie§%% %@gﬁéﬁgga@hﬁa

; i*prrent
di scovery request poll to said plurality of pieces o _ ! f
and/ or devices,.: ratin contraller aqf, ch polled device or piece o
i ndustri al eﬁi’?’blﬁ”étr#ﬁ?s °§E‘g%‘fl’&“$ adplay g%‘aé? %Péﬂﬁ%%@s,faﬂtbwmwn@fﬁm by
providing a dlgécri %t i on thereof; and oEeratl ng said server to use the f
description t'd- EEWiayeAdvanemkeayledes ofithe blessofsisvicat ed device or pi ege pn
i ndustrial equi pnment, whereafter device or equipnment 15 nonitoring begins.
. AYF. AYF. A. As. A" . AL. AF

5 A third task is to monitor each device in the system to allow the graphical

representations to be updated in real-time and to signal operators to alarm and other

conditions. All of these tasks help to increase user efficiency.

The SCADA software can be configured to make use of the device’s own Web
10  pages if they are available. This can alleviate the need for the SCADA software to
have knowledge of its inner workings. The SCADA software can show a simple
block diagram representation of the device, and if the user clicks on that block, the
SCADA software will use associated Web. browser software to display the Web page
retrieved from the device itself, This is particularly helpful if the device is complex
15 since it eliminates the need for the SCADA software to track all the internal states of
every connected device. If a human operator or an external program is interested in
the temperature or temperatures of an internal component in one of the devices, for
example, they need only request the Web page resident on that device. For example,
in Figure 12 a'screen image of Web page shows the status of a piece of equipment,
20 more specifically, temperatures in different sections or portions of the equipment are

shown. The SCADA software just passes this information through to the end user
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Not every control system lends itself to distributed control. There are
applications in which decisions must be made based on the status of several sensors.
In such applications, an intelligent central controller is required.
15
The self-configuring SCADA system 4 with auto-discovery eliminates the
need to reprogram SCADA software every time an element is added to or removed
from the network. Furthermore, the same program can be used for the SCADA
software at different sites, which reduces the requirement for specialized
20 programming. Having a SCADA system 4 that automatically builds a display by
integrating information from multiple elements on the network can greatly increase

the efficiency and reduce the costs of starting up and maintaining a semiconductor



’ %9& ()-43310%9& ()-10%& ()- s 10%& ()- 3 10%& ()- F 10%9& ()_.+ w
18%:3/! ?0512)%;&' ()-%) 1(()2’@&' (?- S 10%& ()-&" 10%;&: (-3 10%@&' (0)- 102/@&. (0)-
; =bC 10Y 10%&' ()-3 s10%&' ()- 10g 10g 10gY410%g& ()-2 10%& ()-3/10%& () -
=' OxdEbC 10 10%&' ()- 10%&' ()-3ss10%& ()- F"109%&' ()- .
109%&' ()-F10%&' ()-31dEbC 10+10%& ()- y) 10%& .()_ & - \10%0& .()_$
109%&' ()-F"10%&' ()-G.G 10%& ()-(rbC 10F 10 (')'-33 .10/& (); .10 10
10s410%&' () -3@10%& ()-F-10%&' ()-3S(KJEbC 10&"109%&' ()-Z109& () -

plant, for example. However, the present invention is not limited to semiconductor

plant applications, and can be applied for use in numerous other industrial plants.

Although various embodiments of the present invention have been shown and
5  described above, they are not meant to be limiting. Those of skill in the art may
recognize various alternatives to these embodiments, which alternatives are meant to

be covered by the spirit and scope of the appended claims.
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What is Claimed Is_:

1. In an industrial equipment network for interconnecting a plurality of devices,
apparatus for permitting an associated SCADA system to be self-configuring,
comprises:
a plurality of controllers dedicated to each one of said plurality of devices,
5  respectively, for providing each with control and data functions for interacting with
; other of the devices in the equipment network, and other systems, and programming
each controller to provide the interconnection of its associated device with other ones
of said plurality of devices;
a computer network;
| 10 means connected between said computer network and said plurality of
controllers, respectively, for transferring data and/or control signals between
individual ones of said plurality of controllers and said computer network at given
times; and
auto-discovery means for permitting said SCADA system to both self-
15 configure itself relative to devices in said industrial equipment network, and to be
updated relative to changes in the configuration of said industrial equipment, and
associated devices or equipment therein, including discovering new or changed

devices via communication over said computer network.
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2. The apparatus of Claim 1, wherein said plurality of controllers are each

provided by a programmable logic controller (PLC).

i 3. The apparatus of Claim 1, wherein said transfer means is selected from the

group consisting of a router, and switch.

5 4 The apparatus of Claim 1, wherein said computer network consists of a local
area network (LAN).
5. The apparatus of Claim 1, wherein said auto-discovery means includes:

broadcast means for operating a controller of a given device, that has either
changed ité configuration or is new to said industrial equipment network, to broadcast
10  over said computer network an auto-discovery protocol; and
server means included in said SCADA system responsive to an auto-discovery
protocol from said given device, for interrogating said controller of said given device
to access sufficient data to permit said SCADA system to update its configuration for

the given device itself and within the industrial equipment network.

6. The apparatus of Claim 1, wherein said auto-discovery means includes:

server means included in said SCADA system and connected to said computer

network, for in a first mode of operation periodically polling respective controllers of
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all of said plurality of devices in said industrial equipment network for any respective
changes in configuration and identification of new ones of said plurality of devices,
and in a second mode of operation individually interrogating each responding one of |

said plurality of devices for new data to permit said SCADA system to update its

configuration information.

7. A method for permitting a Supervisory Control and Data Acquisition system
(SCADA) to automatically diagram the interconnection and interaction, and changes
thereto, between a plurality of pieces of industrial equipment and/or a plurality of
devices that may be connected to one another and to a data network, said method
comprising:

establishing a network over which a plurality of said plurality of pieces of
industrial equipment and/or devices can selectively communicate with one another
and with a SCADA system; -

connecting different ones of said plurality of pieces of industrial equipment
and/or devices each to either a common controller, or each to individual dedicated
controllers, respectively, or each to a plurality of controllers, or some combination
thereof; and

programming each controller for controlling and identifying its associated
piece of industrial equipment and or device, and for sending data representative of the

interconnection and interaction thereof with other ones of said plurality of pieces of
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industrial equipment and/or devices, both to the latter equipment and/or devices, and

to said SCADA system over said data network.

8. The method of Claim 7, further including the steps of:

assigning a unique IP address to each one of said plurality of pieces of
industrial equipment and/or devices upon their request as they are connected to the
network;

5 broadcasting onto the data network an auto-discovery protocol including the
associated IP address from each piece of equipment or device when it is added to the
network, or thereafter when a change is made to its interconnections and interaction
with other of said plurélity of pieces of equipment, and/or devices;

acknowledging via a server of said SCADA system the receipt of an auto-
10  discovery request;
transferring to said server a description of the associated piece of equipment or
device, to permit said SCADA system to configure monitoring;
operating said SCADA system to automatically monitor either by polling or
receiving broadcasts from said piece of equipment or device; and
15 programming said SCADA system to automatically update and include the
associated piece of equipment or device in a diagram identifying and showing each,
and their interaction with other ones of said plurality of pieces of equipment and/or

devices.
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9. The method of Claim 8, wherein an extensible mark-up language (XML) is
used for describing or providing information for each one of said plurality of pieces of

industrial equipment or devices, respectively. _‘ ‘ \

10.  The method of Claim 7, further including the steps of:

assigning a unique IP address to each one of said plurality of pieces of
industrial equipment and/or devices upon their request as they are connected to the
network;

programming a server in said SCADA system to periodically poll said
plurality of pieces of industrial equipment and/or devices;

operating a controller of each polled device or piece of industrial equipment to
respond to a discovery request from said server by providing a description thereof;
and

operating said server to use the description to configure monitoring of the
associated device or piece of industrial equipment, whereafter device or equipment
monitoring begins.
11.  The method of Claim 10, wherein an extensible mark-up language (XML) is
used by an associated c;)ntroller to describe each polled device or piece of industrial

equipment.

12. The method of Claim 7, further including the steps of:



109 ()-1f3 "10%-& ()-310%& ()-{deffffffhrS1I!f 100& ()-F 109%& ()-

109 ()- 10 10 10!'6 9Y+"109%& ()-!19Y+"10%& ()-hijpkiljlkllIw [M!'!f 109%&
10 10 10!'1 L'"10%& ()-'@ ) .

L' "109%& ()-!SL' "10%& ()-!(L!10%& ()-gl | ol MOnnpt p}[<ML! ! "109%& ()-z!,
"10%& ()-z!1"109%&' ()-z!310%& ()-F |

109& (Qle%&' ()-tpgjrkrlrnrprrsrSal! 109&2])-3F 10%& () - 310%& () - 10. 10
101 L+m'109& ()-M NL+m' 109& () - MsRst, ut uuvdEr S4!'1 10" &10%&' () - 3$10%& () -
"glo%& ()-910%& ()-33 10%& ()- S10%& ()-FvvXvvv; wdEr S4!110s4

109 ()-3@10%& ()-3010%& ()- -110%& ()-

)= y+
et e R
of industrial equipment interconnect and interact with selected other ones of said
plurality of pieces of industrial equipment and/or devices;
5 operating each controller for connecting its associated device or piece of

equipment to said network;

operating each controller and a server in said SCADA system for providing
auto-discovery by the latter of each device and/or piece of equipment;

operating each controller to respond to a request from said server to provide

10 both a description of the associated device and/or piece of equipment, and its

interaction with other devices and/or pieces of equipment;

operating said server, in response to the description and interaction of said
plurality of devices and/or pieces of equipment, to initially establish and thereafter
update a database and a user interface of said SCADA system; and

15 operating said server to begin monitoring the associated device.

13. The method of Claim 12, wherein an extensible mark-up language (XML) is
used to describe each device and/or piece of equipment, and their respective

interaction.

14, The method of Claim 12, further including in said step of operating each
controller and a server in said SCADA system for providing auto-discovery, the steps

of:
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for the associated device or piece of equipment, if no reply is received within a

predetermined period of time.

15.  The method of Claim 7, further including the steps of:
configuring each dedicated controller for having its associated device or piece
of industrial equipment interconnect and interact with selected other ones of said
plurality of pieces of industrial equipment and/or devices;
5 operating each controller for connecting its associated device or piece of
equipment to said network;
operating each controller to request a reply from a respective controller of each
selected one of other of said plurality of devices and/or pieces of equipment;
operating each controller to wait for a reply; and
10 operating a requesting controller in response to a reply from another controller
to provide the latter with data for updating a database of its a;ssociated device or piece
of equipment with identification and interconnection data associated with the device

or piece of equipment of the requesting controller.

16.  The method of Claim 15, wherein said step of operating each controller to wait

for a reply further includes the steps of:



' 10 10610%&' () - YAL0%& () - 3210%& () - 3S"dEbC!

10z  10%& () -yGl0%& ()-G10%& () -G 10%& () GlO%;&I () 10%3.& O-Y;
3dEbC! 10z' 10%& ()-F$ml0%& ()-"310%& ()-Ff 10%& ()- F&10%& () -

10%9& ()-33<GE: /! 109 . o
109%@8)%1:1&' ()-F@310%& ()-/10%& ()-4-10 ?&' ()-4d +310%& ()I-,)rr&O‘%g& .()' Z+
gxY:/! 10gFZ 10%& ()-10%& ()-310%& () - 0%;&' (O)- 1 z10%& ()-410%¢& () -
10g™: dE: /! 10g F10%& ()- L (1§)‘Vg&'0((y) &4() 3 4 dE /1

Z10%9& ()-310%& ()-3910%& ()-310%& () - e . ) .
1090%10%&' ()--10%& ()-3+10%& ()-F9' -10%& ()- $Z210%& ()-3"m0%& ()-3

WC 10gF 109&' () - )
10%g& (? F4" 10%9& ( n%?%@x ALY %ng ﬁ]"Q’gm]anl%Jaq‘g%gésgor §eply to the receipt of a reply;

10gy109& () - ﬁgw () 43@ 0% ()- 10% ()-310% ()-Fs" 10% ()- rLgdEbC
10g' 109& () - 3%T09%& ()- "Y

5 indicating a network fault and interrupting further processing if no reply is

received within a predetermined period of time.

17. The method of Claim 12, further including the steps of:
operating each controller to request a reply from a respective controller of each
selected one of other of said plurality of devices and/or pieces of equipment;
operéting each controller to wait for a reply; and
5 operating a requesting controller in response to a reply from another controller
to provide the latter with data for updating a database of its associated device or piece
of equipment with identification and interconnection data associated with the device

or piece of equipment of the requesting controller.

18.  The method of Claim 17, wherein said step of ‘operating each controller to
request contact from a respective controller of each one of said plurality of devices
and/or pieces of equipment, further includes the steps of:

measuring the time from making a request for reply to the receipt of a reply;

indicating a network fault and interrupting further processing if no reply is

received within a predetermined period of time.
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server in said SCADA system for providing auto-discovery by the latter of each
device and/or piece of equipment, further includes the steps of:
| assigning a unique IP address to each one of said plurality of pieces of
5  industrial equipment and/or devices upon their request as they are connected to the

net\york;

broadcasting onto the data network an auto-discovery protocol including the
associated IP address from each piece of equipment or device when it is added to the
network, or thereafter when a change is made to its interconnections and interaction

10 with other of said plurality of pieces of equipment, and/or devices;

acknowledging via a server of said SCADA system the receipt of an auto-
discovery request; |

requesting via said server a description of the associated piece of equipment or
device, to permit said SCADA system to configure monitoring;

15 operating said SCADA system to automatically monitor said piece of

equipment or device; and

programming said SCADA system to automatically update and include the
associated piece of equipment or device in a diagram identifying and showing each,
and their interaction with other ones of said plurality of pieces of equipment and/or

20  devices.
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server in said SCADA system for providing auto-discovery by the latter of each
device and/or piece of equipment, further includes the steps of:

assigning a unique IP address to each one of said plurality of pieces of

5  industrial equipment and/or devices upon their request as they are connected to the

network;

programming a server in said SCADA system to periodically broadcast a
discovery request poll to said plurality of pieces of industrial equipment and/or
devices;

10 operating a controller of each polled device or piece of industrial equipment to
respond to a discovery request from said server by providing a description thereof:
and

operating said server to use the description to conﬁgure monitoring of the

associated device or piece of industrial equipment, whereafter device or equipment

15  monitoring begins.



