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"METHOD FOR ADAPTI NG M GRATI NG PROCESSES TO HOST MACHI NES This invention
relates to a nmethod for adapting a nmigrating process as it rb3d€£T52003 om one
machi ne twoaak4yer machine with.potentially differing hardware
configurations. Recent years have seen a number of devel opnEnt/SGP#{00018
conputing science regardi ng how el enents within a. software application are
treated and. handled. In this context tthe nost basic el ements
within a software application are data and program nodul es. Trmﬂum%\mmw
procedural progranm ng M%@W@%MW(EMM@AENG t0 the soO t%{‘&,
application, so a program i,§ Et gr am nodul es. e uses
t he program nodul es by e ; m t he data on which
they should operate'. More recently there has been a nove 'towards an-

obj ect-oriented paradigm .In this paradigm prograns are structured around
obj ects; wit hTaicinvenfiet relatepitesantthodyfamdapting ¢ rigrating precyssrdscit beb g

del ed byt fwa i cation...Each obi i t _dat
T T S R
progranms). AnRebi@Cleid Rad QBN indiBEAGS dWdidbANAL her cgn?jﬁgﬁr%?ﬁ’cié%%?i ng

it a nmessage _to invoke one of its exposed program nodules ' IS
par adi gnTdgaphag fiopeeltementonithl a sofiwdrépapplizetioroareotreated nhé matledala, thiand

hel ps to_structure | ex applications, designed_ and 20 i nplenented by a |
t eam of 5?‘8&?*&%&%50"%‘ cei %{Hgﬁté t%?’e éﬂur@o]"’é@ltf} BFP@WP%I?M riYhAEngata adpe
found | npld3rém GRS Q3. Tribitionsl rebames Ll aRling BRI ML 6 MEYOAISL S
(essentiall'y objects) 'consisting of data and progr nodul’es” can*be ‘sent
bet ween thectofvese applidations apjogeam Grstenteed paeddngrogren Rsénles Gne uses.

signifi Cﬁget advance iq s%f_,t war.e. 6{5 engj.neerigg, Lhe data and nodul es -t hat
const i t ubl BREFABHPRATIES Py SPHEIY supR 1BAAdRgnthe detd pp wiHakdherasaorler
writing Bp&dfeans t hat must evolve during execution; eg progranms that need
to pick up, drop, or substitute sel ected nodul es. There have been several
attenpts at -oWewosrenilytthers Has bieeras mone téparde xmobjeet-otiankd gaadigmdd this US
Pat ents 494 c} 1; 5175828é 53%@450 an(asog)?59751 .add{)e s techni qtues for,
re: i nki RAFOI T BRTRTISAIC SEFEHe8 a0 4cka Vet A3a D CBISCHIFRERSE RIS 30 BT Ng
runt i e, jAkRowNHErRSeE kceWd e abeficaasR! £ y y
un- rrgggl ng of dynam’gél i nked%éﬁ% es ?r#ghctaﬁ)gaé gériggﬁgtgfé@g% diés own WO
001 36507 d2taXs@tea)CWhit0are pidesGhath0bO t@eprbeesia (otieo whlectshadmradtdny)aryn and
FreeLibrary calls. Wth this prijor art,, K however, the prototype or
. speci 11 cRPIeGHINGE PG IRAEC RS GRS SDISCEDY PRI A oneRaaedd ARYORSHRS: 9led
into appkisCaldoQtd MO8 asH Bn ' ' t T ' &, godul e
of anot her %%% ect H#gg{ whi c%@%i(tgggg?)f i’g}gtgi%agaclﬂghnot P %gm%g% r%%#%lll e tine.
5 Anot hepratpasrancovdrnigtepfialidatdy andautipsi torstuchire centptex! apyidatidyjseddsigneideartded
par agi gns 'i}s‘F tg’ﬁtd gr ogr ans fco_nsi st _only of data_and, program nodu es, but.
not the tPRIFSIEC PhAIFHRO! SROFTATCE STl FERME 08 AR AbE CEPHERE G ENYIRRTER bn
duri ng 1 4B igeefoubll & UBK%0Bl03d! fhisclistiold LeRlitiRherdt fURRIAO
to migrate it to another machine. Generally it Is onfy possi bl e to transfer
the savededientialllyi lobjests) cromsisting dofagqih i areit progsam/Amodulesrgansbaydeat IWerezampl e
of this progl em while a word processing docunent file or a spreadsheet
file may MM Yansferred from one machine to another, it is not possible to
do sc while thenlik!tfe bbieetbfieiied %ahRighg rMALEAR £RiMANANERKE L BBl 2
saved version. Transient Information-s [Ffost. |1 n tthe case of a wor
processi rgginetrng,fthe detecaml repdules thaneastitith adctash)ectuneotaddi Thagirafiigmtis on
cannot be ysed, by the receiving nmachine on the file it has just received 15

because thE 1P3dERAEHRr WItling Programs thal rush eyal Ve RNpg FYXECHHORHE RIQEERTRS el At

present, g at i ) f j ] as
G111 eyt BloiR) U or WAKBLEReEtd ey, TR RMChER R hRRARaEy
Sprite andefondag. thiwidimitdtidnl tF@s evumiie bwdriakdesgriveds iRpSBoPateftst A834%HNI ng
program (Or _core _‘QUnp%, and_bii resum ng execution on the recjpient machine
from t he JAapdhor339¢%pP ant FRAY &1 lyaddsess Aechaiqpeatfoors-limking o exsbingirg pejected
know.edge . e i L8N : . | &3: he  GQRPO of..t he
runni"ﬁg psro g‘g(;\ragérjn?n%ﬁ’ggss 89 ?ﬂﬁfféﬁ?ﬁdﬁ%@g @g“f“g@g%dp%c?&t°§ } h\gl%ﬁ‘év\ﬂ' ?g%%%&t‘f"ﬁg
envi r onmedkpliciComppineaid Mn-nidppind ef BinachiPliakdNbrared idtb kel addeesdnghce vhain a
di fferent conputing environnent fromthe original one, such as en t he
machi nes have different devices |like displays, hard disks and sound cards.
Even in cases where it does, it 25 would not-run-with the sanmm’mﬁmm,""m,'ul“m
ef ficiency, for exanple because the nachi nes have .
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'different amounts of main nemory. This question of incompatibility between
different machines is a major problemin conputing networks. %Ebedﬁn%@ of a
process that are adapted to one machine nay sinply not apply 10 of 3 r
whi ch requO/36503i f f erent configuration and the problemis POESGH/@0iE he
major difficulties in devel oping a ful I% nobi | e conputing environnment. Wth
current techni ques the hardware conponefits of the environnent nust be fully
conpatible .for WO 001 36507 3 2 3 OCT 2003 PCT/ SG&9/ 00018 processes .to

be transf nh and even jf different hardware conponents are
in theor yperr é%%ﬁ?%ﬁwd%aﬁﬁw regletbrany callpdWitbrthisqaricatarto heweasr, sifei | |

cause di fgro@tidel @Sspekifichiid b ' f old owi,.ng ter will be used
with the ﬁfol I'o%?;i ngsPref.ealrfi ﬁ%ﬁo?éﬁ{r‘cg%hi adsg%elh%llﬁtﬁe ﬂxﬁwngir@@ng%tcwle@e

mani pul atiatp aplieatiany prograny. Ghissmtansahaabobiati GAnSH ind3keta RIRW BFAIIRAL S(S) |
C

and current execut.i state. . Execution state":. the values and contents of
transiento%%ﬁ?z%%ﬁ%@ﬂﬁf@ﬁmg@tf%s@@hmakﬁommtﬁt'smars, frames; counters, .
| 0ok-yp tabl espgditHed d@rikbkifro j the .present.jnvention there is
provi ded a nethod for m grg‘ﬁ‘ﬁg"?’g{%@rﬁﬁ‘"ﬁﬁé" Fﬁ?@?gdPPJGHR'%FIQ’ﬁtﬁ‘fC%Pth@ngto a

second hdstthawwhmgedms sansispoolyess dits end dsrogain®: mddLIaD AT 1 & BQr §1.60de
and/ or exegouti on states sgegi fic to the first host, and wherern sal d
process rBRANGUQN Mat caphirg R ephiEs st ebdaeatitbhodurng curttime Thigt mskapaci fi ¢

to said REAR ok il rrangenment a process can adapt from
t heselnvi ?gﬁ%egﬁtt&g?&%@yﬁ‘ irst §ﬁ8$s__[rta{ﬁoa%tdﬁ8 %Wg?%? 6%915‘1‘?98’6\5 "taﬁl@ng-e@mal%ogt by

| 0sing syis peinpopsiblefto transfeothestvedndata fle' 6 Rlsted Qgé]xtebagéjé% ??té {%’?{ ’siq?ﬁl%aby

acquiring syste pecific information relating to

fir stloen%éa%ﬂgn& @’FS PF@I?'HV%'L\{I? énwerdeprogessings doalinsanarfids otat spreqdhest Meogr am
code and/[R4y BX ' t el fi.C the.first host prior to mgration
to the secoyng ﬁl%g%‘%ﬁ%anﬁaaﬁpﬁfg#?g% egr%égleﬁ'elﬁfs, n‘?:}rﬂot%?‘g]ls’:do oGP avhilmthg Tile
const r uctis cgrrémlyrteing sokadsinngitRAutapwiriifaktd 8R3aoReed kil iBLOgram
code and.eie Ultéllt?”lg st at ?s of the pr pcesfsg1 Thig coﬁésrﬁ)ﬁ'c?&hngf/mgg%rg{a%gé by a
const r uctt® ‘b;g'r 8 Fa5h af astiepeprasesaing files iforexsmpladthivmenie tiat @aesundad

records QR0 Fid i+ +haNd/0r  progr.am code_and/ or execution

states of the procggs. ihteﬂeg’ggﬁjgl%?areﬁﬁvl WB&?‘E%OBﬁ]ileyﬁ At Bas jwsbipcaivedode
and dfecbetarne ttedtasichaliridol) infbirhatior is sbepirhat t'dPAssed to the construct
operation. The construct may be 25 provided with an authorizing signature.

o P .
After it is foArtn%rﬁ,senﬁthéu"@oH’éS@W%-;;h@‘.y?-bﬁmeffectted deamd alitsiée they ptoprade asecond

host, OF yhiliriB®B 1E SERuLRS effrd ik £1 N %ﬁin?t e menory,stara ans_and from
there to the second ﬁ@sphﬂﬁgﬂr&r@%&t'@ . W%H‘% R %ﬁ@ﬁﬁ% YeERasent to
t he secoﬂbnldostSpclausiﬁﬁWOﬂcr@CﬁRﬁu_gl ésdapgh&%fkﬁbenﬁlﬁﬁﬁ’}ﬁom gotr hate &BHB)’ i ses
t he dat a, gliaogr am,code and execution 30 states in the construct. ’
o and by Yesuming execution on the recipient machine from the snapshot. Unfortunately the
20 migration utilities have no knowledge of the usage requirements and semantics of the
components of the running program, and so there is no way to adapt it to the new
computing environment. Consequently, the migrated program most likely cannot run in a
different computing environment from the original one, such as when the machines have
different devices like displays, hard disks and sound cards. Even in cases where it does, it
25 would not run with the same level of efficiency, for example because the machines have
different amounts of main memory.
This question of incompatibility between different machines is a major problem in
computing networks. Elements of a process that are adapted to one machine may simply
not apply to another which requires a different configuration and the problem is one of

30 the major difficulties in developing a fully mobile computing environment. With current

techniques the hardware components of the environment must be fully compatible for



"WD'00/3G507 2. 3 0 C T 20D3 PCT/ S&9I 00018 In this enbodiment a third
process may be created containing system specific data, and/or progr code
and/ or execution states relating to the second host, and the 36@8%@ ocess
may then aweionBésare this third process. In another enbodi nenpctREINEOEESS
may di scard data, and/or program code and/or execution states specific to
the first host after mgration to the seond host, but before receiving
data, and/or program code and/or execution states specific to said second
host.- In this enpol?c:eijrrentf rior to gi@gration a ,construct is forned
compri si ngrOgEYE o VW‘HF AW e HETh Rl sver idedifife ramh hetdaitaes cahporeats are

rocess. j : constryct operation that suspends
D aari Vil eg Robinible tte e WL WREBY aft Pt ns B8 Sl rie BBl b ocle

and/ or execut i bnthét speeification the o OWRRSerA&IE BOSEIUGA TR/ FoRS WBE OMlefifily i ¢
an aut hori zi ngﬁiiggggﬁur e, After .formation the construct may be Sent =

directly to th SEH¥L aRbiertyhaswas damanipulatediditeetiyredi ary nmenory

stora nmeans e 3 t he second host en required. After

t he cgﬁstruct ?{'?agée%t'rht%Jn?ﬁgatgﬁgfr%?%§§9gr§”§@8g‘ﬁlﬂ&§FB@E%@EQ@XE?%%‘%@S on

the second hostExmnpion state’: tthe vaied, andr S8HtTs GPASaRNG Pa?x‘r&ér@@u%{xaatsetﬁ in

‘'the construct. The seﬁond process may t-heln Eerform a tate operation f hat
QoK

suspends al | atnIeSs PhicgERIs.dframese cawntorsdlopkaiptableandd dhedi@r ds syst em

specific data,. > tRHOO e _and/or executjqn stat relating to the
f!or st host. Thé@%g{ﬁc}%@%é%é%&ﬁ&fn@%ﬁﬁqrgés HHV@CBQ@?‘ Bﬁ?gﬁr@’f&f%tﬁtgga and

execut i onccathpiting pratdss fonw fibit Robt t8tasebbiad hédt SviR@egedid e@-o{:%@ tdﬁs%afﬂﬂtd%{a?

operat i on. Cfén this enbodinment a third process is creat e sécond host

cont athi ndpdégrregraaheadeand/og sresutiondtates speoificamtivnfisst host/ ard wheelt saph
t at i t dt d . th
A SRR S T R S N (N

process nkgstdi scard data; and/ or program code and/or execution states
specific to the first host after mgration to the 25 second host and after
recei vi ng dat abY Sand e hivyranseasaba aratesy camedapt from the atvimmpatiofthe t o t he

compri si e uipd ¢ HesaS Rt e koBha by e rrem Sraredrbmeien
process. retuingon dterfist hashyandbyf g aRTh bsys@npgj&fﬂcqﬁror&ﬁ%ma%é Rathe Suspends
all active threads of the process ang records data, 30 and/or Jrogram code

and/ or ex¥eoRd stst ates of the process. The construct may be provided with
an aut hori zin ' . a.ocT Zoog3 WO 00l 3650 CT/ SG99/ 00018 5
After formati glrrfét ﬁ%ﬂé@ﬁ@?%ﬁé‘k Oﬁggf/‘ lB‘éerg‘é’HttgﬁP’F"éﬁsl Sqaég%qgéa BHEFOBEER | or
may by sesidewhd/onBxédition SREHsAHYCIRE IDHE ﬁ&%@&@dﬂ?%@%&QQH&%&%%&!g to

the second hosit when required. After the consfruct Is sent to the secon
host a s%ﬂe%%ééwqd@%tem@domgrﬁ@mmﬂuudsfomdmo’rrqir‘rsfglg he dat a,

L0931 CORFCaN SAE 0010 Bl 8. T RIRINE o b NS SoRE R ™
construct may be formed by a construct operation that suspends all active threads of the
process and records application specific data, and/or program code and/or execution
states of the process. The construct may comprise only data, program.code and execution
states falling within lists that are passed to the construct operation. The construct may be

25 - provided with an authorizing signature. |
After it is formed, the construct may either be sent directly to the second host, or
it may be sent to an intermediate memory storage means and from there to the second
host when required. When the construct has been sent to the second host, a second
process is run on the second host that comprises the data, program code and execution

30  states in the construct.



~+data; and/or program code and/or execution state relating to the second
host .and the second process may then assimlate this third pro S@T 200
Following this assimlation, the second process nay performa Titat'e 3
oper ati on WR00338pends all active threads of the |0 second pcosessoend
di scards system specific data, and/or prpgram code and/or execution states
relating to the first host. The second process may conprise only data,
program code and execution states falling within lists that are passed to

the nmutate openatthi@Rmbobirfdd: 8RR ] t t he i,nvention the data, and/or
progr am code and/ or execut i on g?ﬁ?%@%ﬁ@%ﬁ%&&iaw CPRAINInESYSem sRspificel at e t o

i brary mdatel ead/anpiogran npdst dmildrextcution stRed el g (ST sgéo&d%s{jitaﬁétthehw !
I on st ates

and correspondi n Iey t he ﬁ%{/a,. a.gaij/or, Pnogram code and/ or execC

recei ved BYM é’fg‘i oo BYY el assigmitate thinthisdpragess.nodul es and/ or i nput/ out put
device drivers jpfanbipg - : 111 al sa pe understood that the term
"host " shoul d be read. %ﬁggﬁﬁlﬁg@e@é%c%ﬁwﬁlaéwc?@r‘ﬁf%ﬁn ehpragianycdpanddoment

rangi ng f exenusiosistenésespeeicioite thefirsBlist kfteimidrat; n rk. Some
enmbodi nent s pof, ta,i?tﬁi nvention will now be dleggcioi%gé ﬁe?%@%?%térbgﬁkgﬁ)f% t he

acconpanyf3§Har&iragdId enprograahcodeiagdior esecatign siatealspanifie tadai CsedBs€ ho@f an
operating envin : i ste 25 Fig.2 schematically
illustrat escya 6?%2?@?@“@ggpgttoa'ﬁ%r%go@r%%gnéﬁgat‘ﬁg%m‘ﬁﬁﬁmﬁé“?}ég flatered on a
process, EndjoBpiogranicbomamtiardxetithdisdtaias i ' [uct

| P S s SO

operation, Fig.4 is a flowchart illustratin
Fig.5 is BYPRICORSEYAOPerafiph that sispards Abaative breadspefitia provess 3Ad Fcgtdsedata, shows

th ' t | i 30
compr | oosHLP o Rara sBar AR ABEEA AT o e P Thr Repsipetiont bo. al so

known as provill2do@itB@h@uthGrizing3igdatira U03 PCT/ SG99/ 00018 the virtual machine,
executes the appi ication 30 by carryi ng out the instructions in the program
modul es 20, whitdEeripgRationdhe eonstracinen b sertdirbet]ycloahe estond hesteoraga bpn |

nis
effected lling: ofl3r dwar e of the underlying machine 70. ?’he
status of t tgp‘{g(l{eg‘ttﬁr}'r{c%%fa g‘ﬁé‘{}’}%iﬂoﬁﬁeﬁ"‘?aﬁé agd then rpan thesg torthe sesand st

oper at i ngwhys requikd. Afienthaicoasthet issehi¥® PR hLER sgpontdgzgéépf% }SZ%g%}% ution

stat.e 40. Sych a npdel is general to any .conputing sys be
not ed'her@t copehost sempnsing vesndatapregrant eodt modrexdvation staies & iven t hat al |

e TSR A ALl SR T SO IBAT
col | ecti vadtiveahreatieopthe sesond Poddss hitbdiaPrts SatdnPShedlhic data, and/or program
‘code and/or execution states relating to the first host. The second process may comprise
only data, program code and execution states falling within lists that are passed to the
20 mutate operation. In this embodiment a third process is created in the second host
containing system specific data, and/or program code and/or execution states relating to
the second host, and the second process may then assimilate the third process.

In a third embodiment of the invention the process may discard data, and/or
program code and/or execution states specific to the first host after migration to the

25 second host and after receiving data, and/or program code and/or execution states specific
to the second host.

In this embodiment prior to migration a construct is formed comprising data,
and/or program code and/or execution states of the process. The construct may be formed
by a construct operation that suspends all active threads of the process and records data,

30 and/or program code and/or ekecution states of the process. The construct may be

provided with an authorizing signature.



.'1-0 The process 50 can have one or nore threads of execution at the sane
time. Each thread executes the code of a single program m)dula,rﬁag9 ?n?q iven
time. Associated with the thread is a current context frane, H i % udes
t he fol | owmgo/assaponents: A set of registers 15 A program g ensderogehi ch
contains the address of the next instruction to be executed Local
vari ables of the nodule . |Input and outiput paraneters of the nodul e
Tenporary results of the nodule 20 In any nodule A the thread could
encounter an i‘r{;&{er lfICti on ttB i nvoke anof her npdule B. In response, the
progr am count ef*'I°h Ol PR RRDSITHE FBAY Be serd dirqetty octhe seromd hosteor manbext

frame is @nelsath ihQimebRry Heaafy 8L tnbdns 30l LEASEA MEX FEREIDG TRAY! € B.

Upon conpleting nodul e B,” the new contex rane | k) ng
that, thewhen equirrdvafiesthegontimicpisesehnioshé seuoRd hafth JeBSMED QX BCYtien Of

the original, nodule A at 25 the.ipnstruction indicated by the program
counter, §° g‘.e,se?m%éf?ﬁé’flﬁﬁﬁ uilen%é%iipé@%‘lavl ¢pde and enecutiod statesiimthecat i on.

- Si nce snodayn8iretcoul d i nvoke anot her nodul e, which in turn could invoke sone
ot her nodul e and so on, the nunber of franes belonging to a thread may grow

and reduce wi t A thidyirecdss way dieicoruse bt R GERI R HoBNEont ARG temlspEci U T €Nt
frame of & thrgg)d at ag_% gcievegjti me i s always the one thaf was created
| ast: For9a'#iadd®s Prograghcoderadiop Axesktion stattislasnado the segondinast andpthe al | y

stored i ngedosd | ; j hed and popped.fr.om the top.
The context fr g‘?eégwor?‘%ﬁ?\#rafégwger@nﬁi tg gd %%V\%' ggﬂgg/%t?ufp%?mgla% th?)OS

PCT/ SG99/200ddBprocessemay perfost ahtutatabgeration shaabespehdadll addve tiBiRAFsHeM t hi n
the process 50 constitute its execution state 40 in Fig.1l. The data 10 and

pr ogr 9m nBaeRERrosessAnd diseardssyaispnepesaific datg, endlor pigeard abde amdéa eixscution
ref er abl yatk {4 e this_ is not. essential. The
Foc ati onssx%t1Et yﬁ@ cFat ;{H%ﬁ?%qlgﬁd?g? B%C:aggrg’?%cg &1 R84 SBmppEe g@%ﬁﬁﬁai programycode

synbol t cdridesxeBatidn states Yalling tivid b thag bxeasasidiao T Ruthe Spedffgam or a
pr ogram r_mdﬁl eIl its starti rt](ﬂ1 l.ocatjon in the address space, Its size, and
possi bl y ot HBP &E@@FFBWF@. eiBYeigndke date) ang/or psogrgmecosly mhd/br exablition each

process i ! i i S o] tables .one for data .al one
nd the orperUpEag by o bR Yol R, b it B CE ek B HE YR o
synmbols t abriveraof the firstthdsty aad poetgioneihgBibe date Bid/6f ploBfnPE&RaRk/dr nvent i on,
the data and pr ogr am code of a process are stored in a heap and a program

area respeCEIRY Sfatgh Becseddydhe araspssanpy relete toHbeads meidules and/beinputémepst. | n
addi tion &etwcee&gﬁ;é%t '%ptiga%@érﬁ ki the process conprises a stack for each '
o

t hread, each stac ing-contéxt frames, in turn each frame containing

the regi st eitwill dsabe vadératvlodshaniek feaAPRLAT ¥hé 188 Bk téadBro@ilPrOGeaThIREM €,
as well ?é 15 .addresses for further npdul e invocations and returns. Before

descri bi IgTAPLERBBUFIRB FRVISPIRER rRngien e singleanachins of any Kinswenvay, form i s
firstynecagssakykt 0 i ntroduce sone definitions

Some embodiments of the invention will now be described with reference to the
accompanying drawings, in which:-
Fig.l is a general schematic model of an operating environment of a computing
system,
25 Fig.2 schematically illustrates a process life-cycle and operations that may be
performed on a process,
Fig.3 is a flow-chart illustrating the Hibernaculum Construct operation,
Fig.4 is a flow-chart illustrating the Assimilate operation, and
Fig.5 is a flow-chart illustrating the Mutate operation.
30 Figure 1 shows the general model of a computing system. An application program

30 comprises data 10 and program modules 20. The operating' system 60, also known as



‘of 'data types and functions that are used in the enbodi ment and which will
be referred to further below In addition to conventional dati t é}ﬁsm%uch
as integers and pointer, four new data 20 types Data, Mdul e, ét and

Hi ber nacul WP20B6M&f i ned in the present invention: Data: A vardwudt®/dig his
data type holds a set of data references. Menbers are added to and renoved
fromthe set by neans of the follow ng functions; Int AddDatum(Data d,
String datananme) inserts the data item datanane in the 25 heap of the

process a Dar,i d, .String datanane) renoves
the data i ea?'ng tg{nag?ryélef Fgér%055%3591é°3 g‘n\%ﬂ YapATEYiBg OPH%SC Watractionsdnibeds a
set of repesgamemotolep0gWhBHRGEH! &% el\@,ggt&r r d d L& ved from
the set wth the follow ng functi onsus 219165 l% %gfl %‘30@? %567 _'

PCT/ S&09/ 6tfeated dy| mntmumg/mdhmd(vmdmﬂ medundsﬂmmgmmbemam §tReeIdrsht he
program name,,i n the pro of the process as a nenber of
. Int n??%éé‘ngD %ﬁ&ﬁﬁ g“dth @Fﬁaﬁggffﬁ’o’%aﬁéh@ erFFALES TENpHO gnaintairsdioke 5
modul eﬂan&efdpyrbélnor&@(ﬂsnn&s!@éduﬁ@h@ta&hd his data type holds a list of
ranges of execution frames fromthe stack of the threads. The Iist may

contain franme Sawhegnodedis gnnetal pd enyt turepding sysrery &1 shald by @64 &R thatge NOr e .
t han one arl abl es e.are mani pul ated by the 10 fol | owi ng
functi onswﬁ‘]rgg[{?t xﬁtll—?réﬁ%?(té th? ?%ig%'é‘ﬂ’ that @&dﬁ@n@fom@ntpgrﬁam@ g do ghmew
range for applécatibh @adny finRagdnans. t r

execut i ona%’l?lar?el Thi rslyf unct i o;@hgg?%gagﬂf{tgcwﬁé]d% qu FO% ac{né’i’? Tﬂ/ﬂ%ﬁgd
range in é%eqxgonﬁtateeﬂ%é@pwam {ISttiveky ab, thd proeest id'ﬂif&hdlﬁﬂ&ku@rﬂgﬁ t he

open- g(pded rang[iem;le S E‘g\ Ion s to the thread threadnanme. This function
has no effect ifr tHh@ elsﬁ rp;oqr rpoferthisads ofexpeution eghn sameltither Eagha in

d. 20 | nt iPepRengafest T, fromd the ran
bel ongi ngtto t he ?f}e?égﬁk?ﬁ%fa%ﬂgﬁg ptr{)j% rnacu% Egll;gpgva}:lltlzi%ei &SSPEIFASY

type is ug‘@dhte@dhs)aduaersimpewﬁatnp,rwhmhmch&ﬁsﬁ& follbivilecaxpndhied in m)re
detail below a process nay be suspended and stored in a hibernacul um pri or
to being transferred from one operating environnment to anot her operating
envi ronmegt ‘Q@Q{&Tre%}gbérpe subj ect to evolutionary operations: Hi bernaculum
Construct (Stack s, dule m Data d): This operation creates a new 30

pr octei;is we t hA tpnegrememuhteo wisitiat entains €@y aiirdsa bf reafrdt MatracthRan baRged fibed as
' npu e Local variables of the module .

 Input and output parameters of the module

e Temporary results of the module

20 In any module A, the thread could encounter an instruction to invoke another
module B. In response, the program counter in the current frame is incremented, then a
new context frame is created for the thread before it switches to executing module B.
Upon completing module B, the new context frame is discarded. Following that, the
thread reverts to the previous frame, and resumes execution of the original module A at
25 the instruction indicated by the program counter, i.e., the instruction immediately after
the module invocation. Since module B could invoke another module, which in tumn
could invoke some other module and so on, the number of frames belonging to a thread
may grow and reduce with module invocations and completions. However, the current
frame of a thread at any given time is always the one that was created last: For this
30  reason, the context frames of a thread are typically stored in a stack with new frames

being pushed on and popped from the top. The context frames of a thread form its



‘paraneters. The process is i mediately suspended and then returned in a

hi ber.nacul um ., WD 00/ 36507 9 2. 3 OCT 2003 PCT/ S&9/ 0001&5%‘%

hi ber nacul um nay be signed by the originating process as indi¢ B} its
aut henti ci W0 00/A6§8073 i s a flow chart show ng the hibernacul unpepREYHS/LG s
operation. A hibernacul um may be sent bx;t ween operating environnents by the
followng 5 send and receive functions: Int Send(H bernacul umh, Target t)
transmts the process contained within h to the specified target. 10

Hi ber nac bve( e receiyves, fromthe specified source a

hi ber nacuu%)ﬁrgnh?g{r:\? {aa:{%i %gugl%psftg e fg?ﬁﬁgﬁiﬁlbré?%aé‘ﬁﬁh&nn%wwssséﬂj eqristituge titse

f ol I ow negexevadiaf staeaddvinfRigiet i on: 15 Int Assim | ate(H bernacul um h,

Overri deFl ags f% activates the threads of the process stored within h . and
runs them as thPede3 \iandiprogramantdules 24 ae shared anpacalll theead8ViKOMEQbes

Where th ' L et ween t.he data, and/ or program nodul es of the
hi ber nacﬁF @ﬁ%fgrﬁgl_\f ﬁ@g‘%%g‘f*‘s‘?ﬁ%%ﬁ%iw § 1s Rofh gssepealy L e ldcatios ofitbe idan
“whichsto &5 P rarhi b I | i he steps of the
assi rribl atlgI ope?atciron.rg%%ﬂ?ﬁmﬁ/u&t%\tme ?zrgg ﬁhg)%l{O?tst%qig‘g‘%‘a %ﬂg”’rﬁ%eitﬁ{gle

nflag, Defisestheinamedifiaaigiumora pragsam evdales bib siattingSloddtion RMRY kA Page and
S (0]

| f thread has an . entry in n?’y t he

data heap.,of. the callli I OCESS. : ) :

range of lésxé%ﬁt?%cﬁp??séﬂgsd??ﬁégﬁmﬁﬁsb stead ofehipving psipgle sgmbolifatldyeeantiner
frames arngochss eadydelte i gt j.n t hreads wi thout an
entry in 1530255 ar g_dl e@ﬁﬁﬁ%fjﬂgﬁ@ag.ﬁ tﬁ’gl&zﬁ‘?ﬂ ?%%I,s’ g?%gc?ra%t?‘rﬁ F@é‘dltggtoélberi n m
and dat a for pragram sneduldsrondy, ar thekrptesocoudd satainthodgReil ke st he flag

st at yg. Fig.54s a floe\[/c\{;c ar.t iIIL%strati ng,the steps of the nutate
operation. Fi gll.nf Prefisd e ipentet dhags gRieptomdhe date 2od ppegrami ads afay
act on a gPpeeesardtozddi b By I n_application 210 or a
hi ber nacuar)llbjm 220) . EI'h_e Ipnﬁ%\lggési)s 230pr€g%g%g§- ?pzaegﬁ%[lg aggé%?é}?atr?ftg-‘ @éeﬂ?‘ﬁti on
| 10 to crthigads aithibdhaprdcess Im addiionGb¢ 386QTiod Gtdde o3 tEEbréddes comprises a

PCT/ S&9/ 00 hi her,nacul um ma sent to a stream by a Send opgr ation
120, or t’sgaccgijtgéﬁaa} g}ﬁaél?&?rpbsatﬁ%i%gﬁgmﬁzé@&e\%éf’@ﬁ@ﬁami tym ¢ath frahe cootaimings of ,
a hi benachd yeaismis, N6cASRkEblatad n.assimlate operation
140,. and a process may be caugeg t@p%ﬁa?%sggg%z {/éf%tr@noﬂ8a1% i h i%0.25The
procdds 2ddressp fof further seodals mvbeativnbprd tettumst Bafbird destaibif APemBbERNht

of the invention in more detail, however, it is first necessary to introduce some definitions

of data types and functions that are used in the embodiment and which will be referred to

further below.

In addition to conventional data types such as integers and pointer, four new data

20  types Data, Module, Stack and Hibernaculum are defined in the present invention:

Data: A variable of this data type holds a set of data references. Members are added to

and removed from the set by means of the following functions;

Int AddDatum(Data d, String dataname) inserts the data item dataname in the

25 heap of the process as a member of d.

Int DelDatum(data d, String dataname) removes the data item dataname from d.

Module: A variable of this data type holds a set of references to program modules.

Members are added to and removed from the set with the following functions;



* Anexenpl ary enbodi ment of the invention will now be described in which it
Is assuned that an executing process p 1 is required to n‘igra&‘%[ h{f%@
first host machine t | to a second host machine t2. To begin he
process p WQMI807t he fol | owi ng function: 10 H bemacul um h = PCT/SG99/00018
Construct(Stack s, Module m Data d) where s contains all the execution
stacks in the process; mcontains all t e application specific nodules in
the process (ie mexcludes those nodul es that are systemspecific to 15 the

first. host machin contains all the application specific data (ie d
excl udes dat a {}%a&%&\@g%&leﬁ%gp@cﬂm treodiienanne)s insects t thevgrbpae) .mddils
function creat ﬁgd@{egﬁ,)g% H‘{lﬁg‘fﬁosgrﬁ)& a&?gﬁ@gg}'{é@&ggﬁg;% he data, program code

and execution states e ori gi na birr@fépeci fic to the
application and not to the systemof the first host machine. Process p2 is

i mredi ately su eturned within a hibernaculumh. 20 The ori ginal
process pl t heﬁ’?ﬁas’g"d{%&gh’{oﬁ@t Aodtringtm@breland)ermmantesnthb, progsin h2dduMi ch
transmgts the xl%&%ﬁa?%@ﬁ- goptained within hibernaculumh as a streamto the -
new 25 host machine t2. S\t ‘he new host nmachine t2 a new process p3 is

created containing initial systemspecific data and program code rel ating

to the ne osf t2. This pew process p3 then immediately executes the -
functi on:ggég"le\B’éFlﬁQ‘&ﬂfdmshda&a Repgehalds eidist of IrngesViE &04cB650 Tramied FOET tRO0

PCT/ SGO9/ ' ives fromthe first host machine t1 th
i ber nacul b B FoRE e, Y D SR Fprteanesh ForpiTabe coiepds evever no

appl i cat itbread praci Have relateathafrdi@r ARk OYasaKe N, 8t 1afeaq O5ESs. P3
then calls the function: 5 Int A?glgm | at g{ H?ggﬁﬁggylpgn?rg)ﬁélgﬁgé{gg\?% iﬁet he

t hrealfs JPLPWIEIRRRLANS: p2 stored in h and to run themas new threads within
t he environment of the calling process p3. The original thread in p3 then
termnates, resulting in a process that has all the application specific

portions of prlat@penPlamelStacktl! Thiead thRAJRYAEERSREGH R .i-a%@%fg}e placed
gl

[
to suit the reﬂqui rements of the second host nachine ttff.&‘?he or1l
process pl terfieAditBEeadname, neeginmtingiwith tthel ¢bread Isecliradr exet b np fra@e s Thiy

di scards first ik, denf OoF mati on prior to m.gration. However, the
di scar di ng nayfuﬂéetﬁ)g‘o}?lag%gfe%fee(r& lﬁlﬂbertbﬁagr??rteﬁ&ibast }EANEEABAd host. This is
descrlsbed in the foll ow ng enbodi nent.
Int CloseFrame(Stack d, Thread threadname) ends the open-ended range in d that
belongs to the thread threadname. This function has no effect if the thread does

not currently have an open-ended range in d.

20 Int PopRange(Stack d, Thread threadname) removes from d the range belonging
to the thread threadname.

Hibemaculum: A variable of this data typé is used to hold a suspended process.

25 As will be explained in more detail below a process may be suspended and stored
in a hibemaculum prior to being transferred from one operating environment to another

operating environment and/or may be subject to evolutionary operations:

Hibemaculum Construct(Stack s, Module m, Data d): This operation creates a new
30 process with the execution state, program table and data heap specified as input

parameters. The process is immediately suspended and then returned in a hibemaculum.



Td'bégi n the process pl calls the follow ng function: Hi bernaculumh =
Construct(Stack s, Module m Data d) 30 where s contains all ti]e execution
st acks in%g gg %ess,- m contains all nodules in the process (% cﬂcﬁdﬂm@
both system SEEertic and application specific modul es), and BCHSRI%0AE al |
data in the process (including both system specific and application
specific data). Thus the entire process™p 1 is-contained wthin the

hi ber nacul um as a new process p2 that is identical to p | . Process p2 is

i medi at efpe %Wﬁit{%ﬁﬂn r - i,thi n_hbernacul um h. 35 The original
process ST then calls fﬂ‘gyf g%g{lgrge;é: Wynplesé’ﬁétq?flﬂérﬁlé’étﬂsuﬁﬁ Hndipgtéan tog)itsmhi ch
transm t suthenatipitpdRig$ ip2 fORCRiM €itbwink fhéhbRg b h.as a streamto
the 30 new host machine t2 where the'%rocelss SQUIsag{{EﬁxgﬁL(.’;@pgr 'Phated. The
process p2 then calls the function: 2 3 OCT 2003 WO 00I 36507

PCT/ S&9/ 00018 1%‘5 t dck int sflag) Modqule m int nflag, Data
d, int dflag) %]iélr)%rﬂéc conta]zgﬁgg?eaﬁelm f’hté’ve&ﬁe%ﬁfqt@ﬂ gHvaREents Whthepfoboese m
cont aisns sahd ahdescapplfusaidm@n 5 specific nodules in the process, and d

contains all the application specific data in the process, and where the
flags are set to retain the contents of s, mand d. In this way all

executio , . 3| L. application specific nodules and data are
r et ai nedqflﬁts?hgﬁ-grb %@g‘é‘ghiﬁ’zg’ Qjﬁfgeél tb TRDSEISnide iRFQas S scanpaindds Mithim Ht toe tisyst em

of the figpstifiB@sdrgetr € di scarded. Process p2 is then stored within a
hi ber naculum h in the second host using the construct 10 operation. At the
new host nmachine t2 a new process p3 is created containing initial system

speci fii K . ode relatin 0 tg_(ee .new host t2. This process
p3 t hen clgil%{mgla?ﬂgnfu eg%‘i%gﬁoui%e F%fecﬁé‘éq%nhpﬁlt HEBsSifintc 60wree ) hibermactluwat e
t he t hr eadatadding Aerideggess p2 stored in h and to run them as new threads

within the environnent of the calling process p3, The original thread in p3
then termnates, resulting in a process that has all the application

specific porti ut with.th 0 stem specjfic portions replaced
to suit the re‘ggl??eg&n%cm%ng?ayt%eesgé?éfﬂj%‘?fgﬁo‘ﬁﬁ&ﬁvﬁ@togml ¢dan: al so be
understood that in a variation of this second enbodi nent the nutate and

assi'mi | ate functions nmay be reversed. That is to say, follow ng the
. trandfer I8} Aspiseitase(Hiberpacidnmi kaOvewideF]agsr fnackioates tthe tthreh@S bf tRe pRIceE£LSS

p2 may assl.ok | . pr,ocess p3 ontaining the t2 systemspecific data and
code) be]‘%gérgatﬁgﬁﬁ’uotlﬁta@%oﬁﬁ?sa&ﬁgﬁ Py heeadst ¥ithth o scelling tomecess’s sqparating

speci fi c edaironmegt. O0Eee tHdteSs hlcowhild: bREvERER. (Rl addi& n@ok%gfﬁ%égﬁgggﬁeo

et hod by means of which a process can mgrate fromo
anot her HuBtmapdwmnand ihe | opatating) covirommentiaht dvertie Ruest QRFCIFe GUhIcRIMRNT S

d confi ' h d.hast machine, Such a nethod all
or ocossedtrisriss FEAT # PO SRR e e FRstons Rbe rtnoRaporsion.

substantially 3o facilitating the creation of a nobile conputing
envi ronment . WD 00136507 ' 13 2 3 OCT 2003 PCT/ SG9/00018
- Int Mutate(Stack s, int sflag, Module m, int mflag, Data d, int dflag) modifies the

execution state, program table and data heap of the calling process. If a thread has an
entry in s, only the range of execution frames specified by this entry is preserved, the

other frames are discarded. Execution stacks belonging to threads without an entry in s

A8 ]
L]

are left untouched. In addition, program modules listed in m and data items listad in d are
kept or discarded depending on the flag status. Fig.5 is a flow-chart illustrating the steps

of the mutate operation.

Fig.2 illustrates very schematically how these operations may act on a process
30 230 (which may be loaded from an application 210 or a hibemaculum 220). The process

230 may be subject to a Construct operation 110 to create a hibernaculum, a



+ To i npl enent the process mgration system of “the present invention in a

" Java.environnment, a package called snapshot is i ntroduced. This package
contains the.follow ng classes; each of which defines a data <% Tu283 t hat
is used i nW®RWIESYr at i on and adaptation operations: 5 publicpct@&99/00018

H ber nacul um { 10 public class State { } public class Mdule { 15 ... }
public class Data { 20 } public class I\/é%h! ne { } 25 In addition, the .
package contai ns a Snapshot class that defines the migration and adaptation

ti el napshot 30 private static native void
?ES? St E?ng%bu vesH‘?fn ﬁagts‘?%csg?ﬁg a\R%eé%‘l %Va?sgeﬁdlqpefaé@nsltZZQr wggwtw( ﬁror?g ssxt-e@mT
2003 PCT/ ENES operati aty ' i : um struc ate s,
Modul e m 5&%?5@(1) , gppqt;dl?lig(l:§®sglze?%d}ﬁéadtt%/ggyihwr%%ghi%aé’nﬁ%ﬁﬁsﬂ'ﬁ{)ﬁ? In the _
Qut put St r BEAREEY bY plbAPImélaist dperatmmi 149, nber PraCess L RBE RiaM el BPMhStd §am i) ;

ublic stafic.natl | im l.ate(H bernaculumh, int f); public static
Ir[:ative inﬁJl %Fa?ée(ré?%q ggg'ﬁﬁpr%%é?b NBRHIPE CRYrSE rlsarbe ég%.leﬁ)atcatrddxtxomal |
df I ag)s 10opératibhss class is not to be instantiated private Snapshot() { }

IS The nethods in the Snapshot class can be invoked from application code.

For exanpl e: tAn ¢xemplay ¢rabraiimbnt of3hepileatio ol nowche Sesclbecdn WhicAUL b9 {

' | u S been created else { // failed to create hibernacul um
I} | hi'ber nagulum fe an executing proccss}pl s r.equ{ired to migrate from a first host machine tl

to a second host machine t2.
To begin with the process p! calls the following function:

10

Hibemnaculum h = Construct(Stack s, Module m, Data d)

where s contains all the execution stacks in the process, m contains all the application
specific modules in the process (i.e m excludes those modules that are system specific to
" 15 the first host machine), and d contains all the application specific data (ie d excludes data
that are system specific to the first host machine). This function creates a new process p2
that contains only the data, program code and execution states of the original process pl
~ that are specific to the applicafion and not to the system of the first host machine. Process

p2 is immediately suspended and returned within a hibernaculum h.

20 The original process pl then calls the function:
Int Send(hibernaculum h, Host t2)

which transmits the process p2 contained within hibernaculum h as a stream to the new

host machine t2.

o
W

At the new host machine t2 a new process p3 is created containing initial system
specific data and program code relating to the new host t2. This new process p3 then

immediately executes the function:

30 Hibernaculum h = Receive(Host t1)



25 cat ch(snapShot . Snapshot Exception e) { Il Failed to create hibernacul um}
The m gration and adaptation operations are inplenented as natjve codes
that are 30 added to the Java virtual machine itself, using thé€3)8&% 2003ti ve
| nterface WOMIORSS0Fo do that, a Java-to-native table is firstpdekcpemosors WO
001 36507 ' 15 #define KSH "Ljava/ snapshgt/ Hi ber nacul um " #defi ne KSS
"Lj aval/ snapshot/ State; " #define KSM "Lj \va/ snapshot/ Modul e; " 5 #defi ne KSD
"Ljaval/ snapshot/Data;" static JN NativeMethod snapshot Snapshot native
met hods[ ], x: ‘e [ " 0 ", .( . KSSKSWKSD')"KSH, (void*)I npl
Snapshot gghcstr%a%ges{ﬁﬂrgéinqaffﬁ%t l'{oséma%hlgkgﬁ jhésbﬁiﬂﬁl%&‘émt}pmmmm 3 process
(voi d*) I np2 whivhaisbletesSenl§l theagplic REGEINLE oidol Lo/ 1 nput Streany ) " KSH,
(voi d*) | % Snapshot Recgi ve Th‘c‘ A55|p}éhaﬁgtdé&,’ p@?%?pﬁ%{?’ﬁ%ﬁ“‘?m“m ks,

(voi d*) | npl _SnBpeshss piathen silsthe fgnctioMut ate' * 30 " (" KSSKSM ' I' " KSD'I) 1"
(voi d*) I npl _Snapshot Mutate 2. 3 OCT 2003 PCT/ S&9/00018 2 3 OCT 2003 WO
00/ 36507 PCT/ S99/ 00018 16 After that, the native inplenentations are

regi stsered vi alﬁt@%sfrﬁﬂldt@(‘MiB&nEé{{P&}-\mW 5 JNI EXPORT void JNI CALL Java
snapshot Snapshot registerNatives | Env *env, jclass cls) {

(*env)->Regi sterNatives( env, cls) 1 o snapshot Snapshot native ‘rret hods,
si zeof (s nt%pascrt‘x%te%?ea Bﬁeha%ts o??}g,el ﬁlrgcggtpt)_]%?osre):d i/n hslanzdet%frg\r]xl}lllqé\lrgtals \r/;?\'ﬁi:gggs) w'ith)ir;
the environment of the calling process p3. The original thread in p3 then terminates,
resulting in a process that has all the application specific portions of process p1, but with
10 the system specific portions replaced to suit the requirements of the second host machine
t2.
The original process pl terminates.
In the embodiment described above the process pl discards first host specific
information prior to migration. However, the discarding may be done after migration to
15 the second host. This is described in the following embodiment.

To begin the process pl calls the following function:
Hibernaculum h = Construct(Stack s, Module m, Data d)

20 where s contains all the execution stacks in the process, m contains all modules in the
process (including both system specific and application specific modules), and d contains
all data in the process (including both system specific and application specific data). Thus
the entire process pl is contained within the hibemaculum as a new process p2 that is

identical to p1. Process p2 is immediately suspended and returned within hbernaculum h.

~
L

The original process pl then calls the function:
Int Send(hibermaculum h, Host t2)

which transmits the process p2 contained within the hibernaculum h as a stream to the
30 new host machine t2 where the process p2 is then re-activated. The process p2 then calls

the function:



') 15'Besi des the above native codes, several functions are added to the
" Java virtual machine inplenentation, each of which realizes on?é}o@?f I'Z)ﬁ]!-l
m grati on and adaptati on operations: void* |npl~Snapshot ConstFuct(..) { 20
Il foll ow MOASKTt in Figure 3 void* Inpl Snapshot_Send(..)p¢T/8G9d/d00send
gi ven hi bernaculumto specified target vehd* Inpl Snapshot Receive(..) i 30
/'l receive a hibernaculumfroma specified source WO 00136507 17 void
| mpl Snapshot Assimilate(..) // follow flowhart in Figure 4 5 ...
voi d*1 npl _Snapshot Mutate(,.}{ //follow flowchart in Figure 5 10 ... 15 20
2~ 2 3 0 CT 2003 PCT/ S&9/ 00018 30 2 3 OCT 2003 CLAIMS is 1. A nethod for
migrating a conpBtMupiHPiekssint stap Mdduist, hnsiflig Dutsaciandniwst . wherein
sai d process discards execution states specific to the first host, and
wherein 5 said process receives execution states specific to said second

host. 2. AwhthodoaRim!adl e tbyefutindd : i i rocess, di scards .
e>c<)2cut i on gt at es gpetlzi fic to sald nﬁté@sl\% lm}g% %6(?(}6?)% rgop ?ﬁPsa?]llé pRplicatign

second hostpeailic modalesdn ihel paasess, andellcomtains aillmhd afidicaiish E’;Séc?f'fc 884 in the

) med conpri sipng application specific execution

m gration LS. f _
States of gl?c E%Straégg‘}shge theoﬂags are set to retain the contents of s, m and d. In this way all

execution states, and all application specific modules and data are retained in the process |
p2, but all data and modules specihc to the system of the first host are discarded. Process
p2 is then stored within a hibernaculum h in the second host using the construct
10 operation.
At the new host machine t2 a new process p3 is created containing initial system

specific data and program code relating to the new host t2. This process p3 then calls the
function:

15 Int Assimilate(Hibernaculum h)

to activate the threads of the process p2 stored in h and to run them as new threads within

the environment of the calling process p3. The original thread in p3 then terminates,

resulting in a process that has all the application specific portions of pl, but with the
20  system specific portions replaced to suit the requireménts of the second host machine t2.

It will also be understood that in a variation of this second embodiment the mutate
and assimilate functions may be reversed. That is to say, following the transfer of process
p2 (identical to pl) from host tl to host t2, process p2 may assimilate process p3
(containing the t2 system specific data and code) before the mutate operation is used to

25 discard the t1 system specific data and code.

Thus it will be seen that there is provided 2 method by means of which a process
can migrate from one host machine to another host machine and in doing so can adapt to
the system requirements and configurations of the second host machine. Such a method
allows processes to be readily transferred between host machines thus substantially

30 facilitating the creation of a mobile computing environment.



*4-"Anethod as claimed in claim3 wherein said construct is formed by a
construct operation that suspends all active threads of said pégcgéf d
records aRg{)i ﬁ%l on 15 specific execution states of said proceSs. % 2
met hod as CPARES" in claim 4 wherein said construct conpri seBCHRESP00018

executiron states falling within lists that are passed to said construct

operation. 20 6. A nethod as clained in any of clains 3 to 5 wherein said
construct is provided with an authorizing signature. 7. A nethod as cl ai ned

in any of claingo3 RenMiey sroFess &hid ¥ i |y id

second host on a cgirlr%uni cati%ﬁ rrea%i‘uﬁm@i‘ég%%t'égxt%ft&??%%g)@h&%ﬁ@p 12\%2%?%0d as

cl ai med i newiisonatent,| apaskags cabled soapshet in istaddhicedriEliis patkaos cseainstie an

i ntermedi ary, menpry st orage.neans nd subsequently to said second host. 9.

A net hod aiﬁﬂ“ﬁi‘%ﬁ%sﬁeﬁﬂéﬁ Ogﬁbqhaqer@esiatdém@t%&%ﬂ?tés yeddnthepnigeaten and run

on said 5 g bohpetatlogt conprises the execution states in said

construct. 10. A nethod as claimed in claim9 wherein in said second host a

third pfocess is created containing systemspecific execution states

relating to .sai s%:.%nd_h st, and wherein said second process assimlates
said t hi r dPRYEHRS HIPgMIGUNR {yet hod as clained in claim1 wherein said
process discards, execution states specific to said first host after
mgration to said second host, but before receiving execution states
specific to said second host. 15 12. A nethod as claimed in claim11
wherein prior to mgration a construct is formed conprising execution
states of said process. 13. A nethod as clained in claim12 wherein said
constrygt bablfcHARE RN (& construct operation that suspends all active

t hreads of “sald process and records execution

}

public class Module {

15
}
public class Data {
20 )}
public class Machine {
}
25
In addition, the package contains a Snapshot class that defines the migration and
adaptation operations:
public class Snapshot {
30 private static native void registerNatives();

static {



‘20 states of said process. 14. A nethod as clainmed in any of clains 12 to
13 wherein said construct is provided with an authorizi ng si gnad 8CT 2§0315.
A nmethod as clainmed in any of clains 12 to 14 wherein said construct is
sent di recWQ0¥3658%i d second host on a conmunication medi um PCT/SGIS/00GTY
2003 20° 16. A nethod as clainmed in any oft4clains 12 to 14 wherein said
construct is sent to an internediary nenory storage neans, and subsequently
to said second host. 5 17. A nmethod as clainmed in any of clains 15 to 16
wherei n a second procregistarNagvesff, ed on sai d second host that conprises the
execution states, in said construct. 18. A nethod as clained in claim17
wherein said second process perfornms a nutate operation that suspends all
“active threads of said second process and discards system 10 specific
execution states relating to said first host. 19. A nethod as clainmed in

cl ai m 18 wher ei rpublit dtaticoative Hiteeemalt0 CoREERK S ¥, M3EAN Qﬁh@?gt €s
falling. within |i %ﬁs that are passed to said nutate operation. 20. A

met hod as cl ai ne}OHA SEGINA YoinhAerd(ibsmacidun hsQutpuStrmast oy t hird process
is created cont ajpi; : i fic executi,on ates.relating to said
second host, angleIB lgrgtg’?%%télglmdﬁgogg%aﬁ&ﬁlﬁgg%@?@%ﬁ‘f?%@é said third
process. 21. A mebliodtasis nalied imedskifniRke(HBenaMIRIehNins Al d process discards
execution states ‘é? S{z\emfl,c to said first host after ‘mgration to said
second host, andP'Rff &2tF BalYs/ink Y wae et sning sfage Madweinf i mftags Bath gérond
host. 22. A nethgg §S clainmed in claim?21 wherein prior to mgration a
construct is formeg conprising execution states of said process. 25

10
// This class is not to be instantiated
private Snapshot() {
}
}
15 ,
The methods in the Snapshot class can be invoked from application code. For
example:
try {
20 - if (snapshot.Snapshot.Construct(s, m, d) !=null) {
/ hibernaculum has been created
} else {
// failed to create hibernaculum
}
25 catch(snapShot.SnapshotException €) {

/! Failed. to create hibernaculum

The migration and adaptation operations are implemented as native codes that are
30  added to the Java virtual machine itself, using the Java Native Interface (JNI). To do that,

a Java-to-native table is first defined:



«~-3 OCf ~uu3 , 21 23. A nethod as clained in claim22 wherein said
construct is formed by a construct operation that suspends all aétd 0&T 2003

t hreads of said process and records execution states of said process. 5 24.
A nethod a¥vQ0MI6kH in any of clains 22 to 23 wherein said chOESGAL0001S
provided with an authorizing signature. 2f A nethod as clained in any of
clains 22 to 24 wherein said construct is sent directly to said second host
on a communi cation nedium 10 26. A nethod as clainmed in any of clains 22
to 24 wherein said construct is sent to an internediary nmenory storage
means, and subsequent|ly to said second host. 27. A nethod as clainmed in any
of clains 28lefine KSHMbjavafsnapsberditdrmacolnes? is created on 15 said second

host that ¢ ri Lhe executi states in said construct. 28. A nethod as
clained in %Pﬁi@s vﬁé‘?’%ﬁwpgli’fn&?t@ second host a third process is created
cont ai ni ng ®EFHEMSVCEidvalsnByoMaiiSt ates relating to said second host,
and wherein said second process assim|ates said third process. 20 29. A
met hod &s didefimedSD “Ljaxatm@BhotiBatej’n sai d second process perforns a nutate
operation that suspends all active threads of said second process and

di scards system specific execution states relating to said first host. 25
30. A neth TNEING I i in,.sai ecend ,process conpri ses
only execut%?aot?stét élgggﬁﬁdﬁg%ﬂo&%r?%&ngp2%"%6@%&@{3&ed to said nutate
oper ati on. 2 3{OCT 2003 22

“Construct”,
10 “(“KSSKSMKSD")"KSH,
(void*)Impl_Snapshot_Construct
|3
{
“Send”,
15 “(“KSH"Ljava/io/OutputStream;)I”,
(void*)Imp!_Snapshot_Send
b
) {
“Receive”,
20 “@j ava/io/InputStréa.m;)”KSH,
(void*)Impl_Snapshot_Receive
|3
{
“Assimilate”,
25 “(“KSH"DI”,
(void*)Impl_Snapshot_Assimilate
1§
{
“Mutate”
30 “(“KSSKSM T"KSD"DI"

(void*)Imp!_Snapshot_Mutate



*31. A nethod as clained in any precedi ng clai mwherein the execution states

di scarded by said process relates) to library nodul es and/or i npui/ O@@péﬁoﬂ

device driyvers of said first host. 32. A nethod as clainmed in any Sr edrtig

cl ai m wher ¥OP98A¥7execut i on states received by said process PEI/SE8{/&018 o

|'i brary® nodul es and/or input/output devig€e drivers of said second host.
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}

void* Impl_Snapshot_Send(..) {

25 // send given hibernaculum to specified target

void* Impl_Snapshot_Receive(..) {

30 I/ receive a hibernaculum from a specified source
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void*Impl_Snapshot_Mutate(,.){
/lfollow flowchart in Figure 5
10

15

20

25
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+" 10%1&' () - (k@e%&f@) %ﬁmm&gmrgﬁ% frgmom/rst fost to a second host,
$109%& ()-!$10%& ()-!$109%}& ()-!Y 109& ()- 10m 10nE| FFFAGGGIE?7K! 10m Y (
% 0%& () - Ys$@henan §3id pricesmdisqaydsl exRulidn StaB@D ¢l GlOMR firyt-HoeDhkib wherkin) a?1 7K
10! 1Y6 %40%&' ()-!6Y6 9%40%& ()-2"10%& ()- YsO
%0%& () - 3- 188i@'pfJoe¥siet 8ivds Exechilidd 3thbelBPEIAI Ka B &K second host.
10! S"10%& ()-9! y#10%&' ()- 109 ()- 109%&' ()-!~0l 10%& ()-F 10
10KMKKKKS$L: LLaBB7K 10! F10%&' () -Z109&' ()- S$10%& ()-Y "109%& ()-  $109%& ()-!0
$109RRE () - L" NOANOOYPQ{ \ : B7K 10! (63%4.0%& ()-1"109&' ()-y) Y40%& ()-!1y)
%10%&'
" e mpthos 1O AR PRSI et $ihene () -

O ! 0
10 B& ()- 10 @em& to sa1d tl rst host prior to migration to said second host.

10 3. A method as claimed in claim 2 wherein prior to migration a construct is formed

comprising application specific execution states of said process.

4. A method as claimed in claim 3 wherein said construct is formed by a construct
operation that suspends all active threads of said process and records application

15 specific execution states of said process.

5. A method as claimed in claim 4 wherein said construct comprises only execution

states falling within lists that are passed to said construct operation.

20 6. A method as claimed in any of claims 3 to 5 wherein said construct is provided

with an authorizing signature.

7. A method as claimed in any of claims 3 to 6 wherein said construct is sent directly
to said second host on a communication medium.

25
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?éigﬁ/ﬂ; { ?;1 Hlﬁéﬁﬁﬁ é%%&%%@lo%%%1gs :@%@&e@%nna&sle&ﬁd process is run on said

%& () - | XY7SH=KI 1T 109&B&B& () -M f* 10%& ()-!1f*
leS/a& 0 @'h?ehcr&ﬂd )ést tgat comprlsegl &x% execution sta@s in said constructg )

10. A method as claimed in claim 9 wherein in said second host a third process is
created containing system specific execution states relating to said second host, and

wherein said second process assimilates said third process.

10
11. A method as claimed in claim 1 wherein said process discards execution states
specific to said first host after migration to said second host, but before receiving
execution states specific to said second host.
15 12. A method as claimed in claim 11 wherein prior to migration a construct is formed
comprising execution states of said process.
13. A method as claimed in claim 12 wherein said construct is formed by a construct
operation that suspends all active threads of said process and records execution
20 states of said process.
14. A method as claimed in any of claims 12 to 13 wherein said construct is provided
with an authorizing signature.
25 15. A method as claimed in any of claims 12 to 14 wherein said construct is sent directly

to said second host on a communication medium.
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18. A method as claimed in claim 17 wherein said second process performs a mutate
operation that suspends all active threads of said second process and discards system

10 specific execution states relating to said first host.

19. A method as claimed in claim 18 wherein said second process comprises only

execution states falling within lists that are passed to said mutate operation.

15 20. A method as claimed in claim 19 wherein in said second host a third process is
created containing system specific execution states relating to said second host, and

wherein said second process assimilates said third process.

21. A method as claimed in claim 1 wherein said process discards execution states
20 specific to said first host after migration to said second host, and after receiving

execution states specific to said second host.

22. A method as claimed in claim 21 wherein prior to migration a construct is formed
comprising execution states of said process.

25
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5 24, A method as claimed in any of claims 22 to 23 wherein said construct is provided

with an authorizing signature.

25. A method as claimed in any of claims 22 to 24 wherein said construct is sent directly

to said second host on a communication medium.

10

26. A method as claimed in any of claims 22 to 24 wherein said construct is sent to an
intermediary memory storage means, and subsequently to said second host.

27. A method as claimed in any of claims 25 to 26 wherein a second process is created on

15 said second host that comprises the execution states in said construct.

28. A method as claimed in claim 27 wherein in said second host a third process is created
containing system specific execution states relating to said second host, and wherein
said second process assimilates said third process.

20

29. A method as claimed in claim 28 wherein said second process performs a mutate
operation that suspends all active threads of said second process and discards system
specific execution states relating to said first host.

25 30. A method as claimed in claim 29 wherein said second process comprises only

execution states falling within lists that are passed to said mutate operation.
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" #$UR () *+, said prozessgelagYs) to library modules and/or input/output device drivers of said first
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32. A method as claimed in any preceding claim wherein the execution states received by
said process relate(s) to library modules and/or input/output device drivers of said

second host,



