1 SYSTEM AND METHOD FOR SECURE RECORD PROTOCOL USI NG SHARED KNOW.EDGE OF
MOBI LE USER CREDENTIALS 5 [0001] The present disclosure relates generally
to secure record protocols, and in particular to secure record protocols
for conmunications between a client and a server. [0002] Secure

conmmuni cations are inportant when sendi ngi many types of 10 information
between a client and server. For exanple,” financial information, health

i nformation, electronic nail, anbng others need to be protected, both by
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communi cations. One 15 exanpl e i nvoOCREDENTIAISS of client and server
certificates. However, as will be appreciated by those skilled in the art,
it is difficult for a domain owner such as carrier or enterprise to manage
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[0003] Various solutions exist to provide such secure communications. One

15 example involves the use of client and server certificates. However, as will be
appreciated by those skilled in the art, it is difficult for a domain owner such as
carrier or enterprise to manage client certificates on a client device, especially
when the client device is a mobile device. Further, the installation of these client

certificates on a mobile device involves challenging logistics.

20
[0004] Alternative solutions include the use of a shared secret where the shared
secret or part of it flows over the air between a client and server prior to the
establishment of the secured channel. As will be appreciated, this over the air
transfer of shared secrets could resuit in data integrity being compromised.

25

GENERAL
[0005] The present system and method may provide a lightweight security model
for the establishment of a secure, authenticated record protocol between a device
client and a generic mobile server. The method may be based on shared

30 knowledge of mobile user credentials such as a user password or any other

secure parameters provided off-line at device or mobile user registration.

[0006] The system may involve a client key generator (CKG) that uses predefined
security algorithms to generate public and private keys from an input token in a
35 single key pair encryption methodology, or to generate device client public and



30 know edge of nobile user credentials such as a user password or any
other secure paraneters provided off-line at device or nobile user

regi stration. [0006] The system may involve a client key generator (CKG
that uses predefined security algorithns to generate public and private
keys froman input token in a 35 single2key pair encryption nethodol ogy,
or to generate device client public and 2 private keys and a server public
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gener at e acpyibhmengnd private key fromthe input token in a single key
pair solution and a server public key, a server private key and a device
client public key fromthe input token 10 in an dual key pair solution. It

hould b ' -
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{0008] The present disclosure therefore may provide a method for secure record
15 protocol in a system with a server and a client, comprising the steps of: utilizing a
mobile user credential as an input to a key generator, said mobile user credential
being known to both said server and said client; generating one or two public key-
private key pairs based on said mobile user credential input; and sending a
message signed with a private key.
20
[0009] The present disclosure may further provide a system for secure record
protocol using a mobite user credential, comprising: a client, said client having: a
communications subsystem; a processor adapted to communicate with said
communications subsystem; a memory adapted to store an input created from
25 said mobile user credential; a client key generator, said client key generator being
provided with the input and adapted to generate one or two public key-private key
pairs; and an signing/verification module, said signing/verification module
adapted to sign a message with a private key generated by said client key
generator; and a server, said server having: a communications subsystem
30 adapted to communicate with said client communications subsystem; a processor
adapted to communicate with said communications subsystem; a memory
adapted to store an input created from said mobile user credential; a server key

generator, said server key generator being provided with the input and adapted to



comuni cati ons subsystenm a nenory adapted to store an input created from
25 said nobile user credential; a client key generator, said client key
generator being provided with the input and adapted to generate one or two
public key-private key pairs; and an signing/verification nodule, said
signing/verification nodule adapted to 8ign a nessage with a private key
generated by said client key generator; and a server, said server having:

a comuni cgkhafiie DHBDFTIVBPublic kAHPrRAtd Rey PANSINARPAR sYrifly/e&ifitatibhent
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signing/verification nodul e adapted to sign a nessage with a private key
gener at®d Pairs forpnisieptiealdepulgener at or, wherein said client key generator
and said server key generator are adapted to produce identical private
key-public key 5 pairs for an identical input. BRI EF DESCRI PTI ON OF THE
DR%AW NGS [ BRIEF DESCRIPTHDN OF JHE DRAWINGS be better understood wth
reference to the drawings in which: 10 Figure i's a,blaock di agr.am of an
exenpl ary 040 dheRIRpoIY CHS@?Wé”'Hae b?ﬂsﬁra‘ r%}PPal‘f‘"m‘ﬁ??r?Pﬁ@?‘gﬂ@ i ent key
generator apdyiRas S Whicrkey generator; Figure 2 is a block diagramof an
exenpl ary devi cg show ng a dual key pair solution utilizing a client key
gener at®@r and aFigureet iskaplapkdiagtaon pf Bh gxemnpatydeayvictashowiog adsingleatayof
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client and ser ¥iguie? id & BIGK didgidn? Of 8h exehffialyalBviceehdwitldizeddalikeya bl ock
di agram of an exenpl ary nobil e devi ce.
pair solution utilizing a client key generator and a server key generator;
Figure 3 is a dataflow diagram of sample data flows between a client and
15  server for the activation of a session;
Figure 4 is a dataflow diagram of sample data flows between a client and
server for the activation of a session; and

Figure 5 is a block diagram of an exemplary mobile device.

20 DESCRIPTION OF PREFERRED EMBODIMENTS
[0011] Reference is made to Figure 1. Figure 1 illustrates a block diagram of a
simplified server and client adapted to be used in a single key pair encryption
scheme. The system includes a server 110 and a client 150. Sever 110 includes
a communications subsystem 112 adapted to communicate over a network with a

25 client 150, and in particular with a communications subsystem 152 on client 150.
As will be appreciated by those skilled in the art, the network over which
communication occurs can be any network, included wired or wireless network. In
one example, communications subsystem 152 is adapted to communicate
through a wireless network such as a cellular network or a wireless local area

30 network (WLAN) with a base station or an access point, which then connects
through a series of system components such as a packet data serving node,
through the internet to server 110. Other examples of communications would be



20 DESCRI PTI ON OF PREFERRED EMBODI MENTS [0011] Reference is nade to Figure
1. Figure 1 illustrates a block diagramof a sinplified server and client
adapted to be used in a single key pair encryption schene. The system

i ncludes a server 110 and a client 150. Sever 110 includes a

communi cati ons subsystem 112 adapted to dommuni cate over a network with a
25 client 150, and in particular with a comuni cati ons subsystem 152 on
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net wor k over ich conmmuni cation occurs can be any network, included wred
or wirel esmited wnaky panticutaremedemficomroaninativrsat i ons subsyst em 152 is
adapted to communi cate through a wireless network such as a cellular
network or a wireless |ocal area 30 network (W.AN) with a base station or

an access Ry4di Sewureihotmﬂﬁe@mwrtfésSa Prdve%g@hm agapes fconmplaivatowRRnent s
such as a packet data serving nod hrough the internet to server 110.

Q her @am@@mmm@ns@@bswﬁgmm% be 4 known to those skilled in the
art and the present application is not neant to be limted to any
particul'ar node of comrunications. [0012] Server 110 further includes a

processor 3peedicRdol 914 BB IObRAILMITALES with 4 hentenyng6 (hat isousedstelstyst em
112. [0013] Processor 114 al so conmmunicates with a nenory 116 that is used

to store VafgurapplisativesenddatanMenes, 1\erNld 'Q@Bd%@ﬂyé‘)”ﬂ@f MEMRAXy form
of nmenory ﬁ’éd f'odc&rﬂ G@h'ir@ gt%?nsséﬁa AGjcaRd devices. 10 [0014] Processor 114
further conﬁgm cate Ri g ?

gning/verification nodule 120. In the system
of Figwwe 1, signi ng/verl fi cat | on nodule 120 is a single key pair
si-gni ng/ verification nodul
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verify an incom ng ssage. The ser ey generator (SKG 125 i1s
pair signing/verification module

15 [0015] A server key generator 125 is adapted to provide signing/verification
module 120 with the signing/verification key necessary to either sign an outgoing
message or verify an incoming message. The server key generator (SKG) 125 is
further adapted to communicate with memory 116 in order to receive an input
token from memory 116.

20
[0016] The input token for SKG 125 comprises a mobile user credential that is
known to both the server and the client. This could include credentials such as a
user password or a secure code provided offline at device registration. Other
examples of mobile user credentials would be known to those in the art.

25
[0017] SKG 125 utilizes input token from memory 116 to create both a public and
a private key in a preferred embodiment. The private key is used for decrypting
incoming messages and the public key is used for encrypting outgoing messages
in the preferred embodiment.

30
[0018] SKG 125 further preferably includes domain owner parameters built into it.
A wireless domain owner such as the carrier or the enterprise sets these domain

owner parameters prior to deployment of SKG. SKG 125 combines the domain



further adapted to conmunicate with nmenory 116 in order to receive an input
token fromnenory 116. 20 [0016] The i nput token for SKG 125 conprises a
nobi |l e user credential that is known to both the server and the client.
This could include credentials such as a user password or a secure code
provi ded offline at device registration. 5 her exanples of nobile user
credentials would be known to those in the art. 25 [0017] SKG 125 utili zes
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¥
preferred enbodi nent. The private key 1s used for decryptihg incom ng

nmessages ageénetade thebpuldiddsy 130 anddhe privatedtgypt3hg out goi ng nmessages in
the preferred enbodi nent. 30 [0018] SKG 125 further preferably includes
dormai n owner paraneters built intoit. A wireless domain ower such as the

carrier Or[ddaglswnb@omﬂiﬁ@ucﬁ%ﬁinbh?weﬁ% domai SIS AERTRES iREieBkes O
depl oynent of SKG SKG 125 conbines the domain 5 owner paraneters 127 with

the input eokepy apddnpevesrseeuftdhgera aee diffesertevaysoof RixiRg theset he public

key 130 an | e. - ' ' . t oken and
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are differpatareiess asingl for efaiipds eDSAqDigit] Signat(reeAlgdritim) keyeraDBAn of
paranmeters fromthe domain owner paraneters using, . for exanple, DSA

(Digital Skenaeoe@tisngoeshanigmicandoe foungon the wikinreia wWebsiedtiili sm can be
found on t#& L Ki ' ' sunder "Digital-Signature-Al gorithni. 10
[ 0020] As @g@%fﬁbsgﬁatﬁremgﬁt ﬁcl e above, (p, 9, g9, y) is a public key and
(x) isi@ private key where:
| [0020] As described in the article above, (p, q, g, ¥) is a public key and (x) is a
private key where:

p is order of a cyclic group Zp*
q is order of a cyclic subgroup Zg* of Zp* (q divides p)
15 g is a generator of cyclic subgroup Zg*
y is an element in Zq* such that g* =.
[0021] As will be appreciated, p, q, and g define algorithm parameters, and y is
what defines public key.
20 |
[0022] Normally, p, g, and g are public. However, in the above, p, q, and g can be
a secret algorithm parameters set derived from domain owner credentials. Then x
(private key) will be derived from subscriber password, and y will be calculated as
y = g*. Note that p, q, and g should be the same on both sides.
25
[0023] In another example, a 2-phase process could be used within the CKG and
SKG, where at the first phase the process applies a transformation to the input
token using a key derived from domain owner parameters. Again, this key can be
setup in CKGs securely prior to their deployment onto devices. Using this
30 approach at the 1st phase the process generates a new input key (with better
entropy) and will feed this key to key pair generation in the second phase.

[0024] As will be appreciated by those in the art, other possible scenarios exist.



p is order of a cyclic group Zp* q is order of a cyclic subgroup Zg* of Zp*
(q divides p) 15 g Is a generator of cyclic subgroup Zg* y is an el enent
in Zg* such that g" =vy. [0021] As will be appreciated, p, g, and g define
al gorithm paranmeters, and y is what defines public key. 20 [0022]

Normally, p, g, and g are public. Howeveé, in the above, p, g, and g can be
a secret algorithmparaneters set derived from domai n owner credentials.
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[0027] In operation, an input token stored in memory 156 is input fo the CKG 165.

Preferably the domain owner parameters 167 are combined with the input token
15 from memory 156 and client key generator 165 creates a key based on these two

parameters. This could be done, as with the above, in a number of ways.

[0028] Also, one or both of SKG 125 and signing/verification module 120 could be
20 part of processor 114. In the alternative, these components can be separate from

processor 114 on server 110.

[0029] Similarly, CKG 165 could form part of processor 154 and
signing/verification module 160 could also form part of processor 154. In the
25  alternative, one or both the SKG 165 and signing/verification module 160 could be

separate components on client device 150.

[0030] To provide better protection to the embodiment of Figure 1, a dual key pair
system could be used. Reference is now made to Figure 2. Figure 2 illustrates

30 an exemplary client/server system with a server 210 and a client 250.



a preferred enbodi ment, a public key 170 and a private key 172 are
generated. 10 Public key 170 should be identical to public key 130 and
private key 172 should be identical to private key 132. [0027] In
operation, an input token stored in nenory 156 is input to the CKG 165.
Preferably the domai n owner paraneters 167 are conbined with the input
token 15 from nenory 156 and client key generator 165 creates a key based

on these t Bt hof Fagliee Pescloae21@madds 4 bemamigations a
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signing/verification nodule 160 could also formpart of processor 154. In
the 25 alternative, one or both the SKG 165 and si gni n%/verification nmodul e
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[0031] As with the system of Figure 1, Serv'e[?aééo I ncl ugﬁg a &ommni cations
subsyst em Fppit gkenHhatcomppses aisharefFiadeia dremopy 218 ceuld b apy i ent

250 and i H]aé ' [ Wth a conmuni cati on subsystem 252 on client 250. 5
[ 0032] Serf/ber ftllbg’ti'ltf)?’3('her I ncl udes a processor 214 adapted to send and
recei vA) communi cations over comruni cati ons subsystem 212 and furt her

conmmuni cat es {th a nenor 16 apd .a _signing/verificati,Qr.mdul e 220..
Verory 5161008} W the sy Feaken2: Harnalymsteken il 280 i B asrtretri, g
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used to sign outgoing messages and a server public key is used to verify

messages received from the client. As described below, the client public key

15 could also be used for encryption, and the server private key used for verification.

[0034] A server key generator 225 is adapted to receive the input token from
memory 216. Preferably, SKG 225 further includes algorithm parameters 227
which combine with the input token from memory 216 to the input for the server

20 key generator 225.

[0035] SKG 225 produces a server public key 230, a server private key 232, a
client public key 234 and a client private key (not shown). It is expected that the
SKG 225 does not provide the ability to output the device client private key.

25
[0036] Similarly, client device 250 includes a communications subsystem 252 as
described above. Further, client 250 includes a processor 254 adapted to send
and receive communications over communications subsystem 252 and is adapted
to communicate with memory 256. An asymmetric signing/verification module

30 260 communicates with the processor and communications subsystem 252 and

further receives keys from a client key generator (CKG) 265.



signing/verification nodule. In other words, on server 210, the client
private key is used to sign outgoing nessages and a server public key is
used to verify nessages received fromthe client. As described below, the
client public key 15 could also be used for encryption, and the server
private key used for verification. [0038] A server key generator 225 is
adapted to receive the input token from nenory 216. Preferably, SKG 225

further mﬁbyﬂge@ g s %HEFG.QI ére%%ﬁtiaIV’fftbrﬁ hné@s@’g* 256 Wil fin bherefarud

token fro e I nput for the server generator 225.
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comuni cati ons subsystem 252 and is adapted to comrunicate with nenory
256. An asymmetric signing/verification nodule 30 260 conmuni cates with the

processor WOQSPWH%BW@% Sfepn tHareiose émohist actientfkeytdererater @66dbatwses d rom
a client key generator G 265. 8 [0037] .CKG, 265 r@éel ves. a
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further a server c key 274

ubl i
fromthe i Whﬂn idektical ingutthkerbharccused, tthe CKG 265 and @%@K@eﬁf %shoydner at or
225 that uses H
sat[sfy the to Iown'(r]g conditions:
15 a) The server public key generated by CKG 265 should be identical to the
server public key generated by SKG 225 and match the server private key
232 generated by SKG 225; and
b) The device client public key 234 generated by SKG 225 should be
identical to client public key 270 generated by CKG 265 and match the

20 client private key 272 generated by CKG 265.

[0039] The input parameters for algorithms used in SKG 225 and CKG 265 are
confidential and managed by the domain owner. In a wireless domain, this could
be the carrier or the enterprise. The SKG 225 and CKG 265 modules should offer
25  adomain owner the ability to set up domain owner credentials prior to the
deployment of these modules on servers 210 and devices 250. These domain
owner credentials are a protected secret of the domain owner and provide
additional security if client credentials are jeopardized. In one embodiment these
parameters could be auto-generated using the domain owner private key.
30
[0040] Reference is now made to Figure 3. Figure 3 shows a dataflow diagram
in accordance with a preferred method. A client 310 communicates with a server

320. Client 310, upon version negotiation sends an activation message at step



security algorithmto generate a server public and private key 230 and 232
respectively, as well as a device client public key 234 based on the input
token. Wen identical input tokens are used, the CKG 265 and the SKG 225
should satisfy the follow ng conditions: 15 a) The server public key
generated by CKG 265 should be identical9to the server public key
generated by SKG 225 and nmatch the server private key 232 generated by SKG

225; and b ' ' [iGink ey mobfle UBBE icRintiey. DX nBKEe 23BIdsthwul d be
i dent i cal ?%Egﬁag“ﬁf“’%ﬁ%ﬂ”?%%%@ %\hg‘gger at edeby CKG 2?5 and match the 20

client pripevidddewith fize getivatngdessadekKG 265. [ 0039] The i nput paraneters
for algorithnms used in SKG 225 and CKG 265 are confidential and nanaged by
the domain owner. In a wireless donain, this could be the carrier or the

ent er pri sepooBipIiFaemating fldiGa’deniBaolcesicinatdad sdricca cRéntaadtivatiom owner
the ability to set up domain owner credentials prior to the de Iso%érrent of

these rﬁ)dijrrwsagesires r 342200 seeeivr aichaliengd thatiea ingsife & NOBGR &} Sep
acai 1 onal 388 1R et 310 ABIE feflact 2007, BsDingh 328 n plrich e

enbodi ment mdnﬂémsepﬂfm%ﬁ RI¢ptiopalid haehed thgheeromicedrams istep 34& domai n owner

f
private key. 30 [0040] Reference is now nade to Figure 3. Figure 3 shows a
dat afl ow diagram in accordance with a preferred nethod. A client 310

conmuni cat g, 4 'én?er%@ﬂvr%ﬁrie\%%ghe%él,ﬁlg Hgéﬂdeﬁl\ﬁ/’tg"frdfﬁ k9% AHbs3888%n 846 @Rdsends

an activat on%ssage at ste t he act t1on nmessage providing a
nobi | el@iseusésitng sérver Reygenerataru(SK® 25 framiFigure?) to geérerata & sarvedn

message. [0041] In an alternative fl ow, client 310 could |nstea nd a

client actPU¥RiEqNd B&M@%@a'r fs &%‘f%ﬁ?ﬁ%wﬁﬂ@éi‘%ye“%”%hm W@ﬁ&% "'%ﬁ’gg may

I nclude a g%ﬁoméﬁﬁﬂwplﬁ%ker{hepﬁbhaw, tRd thpMr ebibr! e 'SIB 225 0tPbe enge

response 3 In ich the o )
: created using the password hashed with a secure hash functionwith a nonce if 2

client provided nonce in the activation message. In a further alternative, any

15 password transformation using parameters shared by the client and server could

be performed.

[0043] The server can then send an activation confirmation response message
signed with the server private key in step 352.

20
[0044] In step 354, the client key generator generates a server public key and a
client private public key pair using mobile user password as the input token.
Optionally, the input token for the CKG could be created using the password
hashed with a secure hash function with a nonce if a nonce was sent in the

25  activation message, or any password transformation using parameters shared by

both the client and the server.

[0045] The client 310 next verifies the message in step 356 with the server public
key and optionally decrypts it with the client private key.
30
[0046] Subsequent messages between the client and the server use parts of their
- private/public keys for the record protocol to sign and encrypt messages.



nobil e user identity is optionally hashed with the nonce from step 344.

[ 0042] Server 320 retrieves the nobile user identity fromthe nessage in
346 and 10 uses the server key generator (SKG 225 fromFigure 2) to
generate a server private and public key pair as well as a client public
key using the nobile users password as l&n i nput token. Optionally, the

I nput token for SKG 225 could be created using the password hashed with a

secure hasiboﬁﬁ;%ihoé'mdra s"ﬂnﬁfén&ﬁnﬂaﬁoﬁ thel dieht agivaicAefesetRe32Dirlchiries

activation I'n"a further alternative, any 15 password
transforrrameamobée ngepidentifieraand eptmrailytgm@m@ client and server could be
performed. [0043] The server can then send an activation confirmation
response nessage signed with the server private key in step 352. 20 [0044]

In step 35hoabih &bbgﬂ h@é’sgﬁeﬁszt)(yetﬁwmtsaﬁom tR6ISKE basblion tkey and a
client private public key pair usin e user password as the |§$_
ng the

t oken. 5 Opmiobilelusgr ldemﬂehp&s InMﬁgf&hOVﬁh@GG@V@biﬂt'&e\!ﬁs thednekie ¥

password hashed w vvas
Cant i n t neassiaa Ayt RS Rel bt loterbriteno Rt bfarbtitEfc |

par anet er Ské)hBéﬁl@nﬂychehﬁpbblidﬂleeyﬂbslﬁgth@mblilheuwrpaeswofd)ﬁééh it tokemznt 310
next verifies the nessage in step 356 wth the ;&rve ublic @lﬁ%@

opt i onal | yOpsiengliy. she !WMW‘P“Q%@"@!K@@PUH?‘%QW@" st paesMgrd auent
nmessages b

private/ puﬁtﬁgﬁgé@ge‘?%th?%eﬁg@g&@% d?%b é@é Hf@eg?éﬁr\légﬁﬁ ngér%lﬁ ef Orrrléglrs]%ges
10 [ Of3t7] aM¥ phsewont gassfophatiere usmgtparametdre atiarmhby@othl thet ¢i@mt apddbge 322
includes the nobile user identifier and optionally a nonce. [0048] In step
324, the s8BWEF- 320 gets the keys fromthe SKG based on the 5 nobile user
identifier. As indicated above, the server retrieves the nobile user

[0049] The server 320 then sends a client activation message 328 that is signed
with the server’s private key and could also be encrypted with the client’s public
15 key if needed. The message in step 328 preferably includes the session identifier

as well as any other parameters required by client 310.

[0050] Client 310 uses the client key generator to generate a server public key
and a client public/private key pair using the mobile user password as an input
20 token. Optionally, the input token for the CKG could be created using passwords
hashed with the nonce if a nonce was sent in the activation message or any
password transformation using secret parameters shared by the client and the

server. This is performed in step 330.

25  [0051] In step 332 the client verifies the digital signature of the message with the
server public key and optionally decrypts it with the client private key.

[0052] For any subsequent message, the client and server use their pairs of
private/public keys for the record protocol to sign and encrypt messages.

30
[0053] Reference is now made to Figure 4. Figure 4 shows an alternative data

flow diagram.



password and uses the server key generator to generate a server
private/public key pair and client/public key using the nobile user
password as an i nput token. Optionally, the input token for SKG could be
created using a password hashed w th the nonce if the client provided a
nonce in the activation nessage, or usirld 10 any password transfornmation
using paranmeters shared by both the client and the server. [0049] The

server 3201goBg CHEmdst (ﬁc@rhhﬁnﬁca'tés Wit e8rvera209 As3tbr! icFigute 4| gavislis Wi th
the server’'s private key and could al so be encrypted with the client's

public 15flewy are passibliedor Thmmmysatinnsi Clkand #1878 adirst Bewisrsates @ aligatst he

0050] i aiieyef medal FP 432 i PEen R EFIAMO g AR Beeriolf ) L1

key and aagd bpiibndliyd hehesl vate key pair using the nobile user passvvord as
an input 20 token. Optionally, the input token for the CKG could be

creat ed usi ng passwords hashed with the nonce if a nonce was sent in the

st Yo oM SE RSB gt B55RR0d A0l BTl RBcHAN, st gL

shared by { server I n st
[0051] | n sémprdddevdwetng meblle veer passvdrdeardi wsdsoh se'r\@mkeyrmnefatohm message

ith th bl k h
or i vat eekeég%%&%‘é Pt/ bUE Bed pal Anc eIt PEHE key Usid sheimalib der s
their pair é’rﬁg@g%l@ gggﬁoﬁar iﬁl@.dpa@mn%pfrf@skd@bmﬂ% and

encrypt ne sages nce 'S now nade to Figure 4. Fi gure 4
shows B atteaterhtusing adpasswdrddhwastiedgrithra nonce [ifthe4jlient pravideti® nooesrimi cat es

wi.th a seryer seen in Figure 4,  var flo are po for
conmuni cat f‘%é“’éi'%me%f@e 1k 4 |a}r§’tpqs1$5”(ﬁr%?@Q?W%Pl"@mgog&%ﬁ%tﬁfat i on
nessage at gpi@B HWBothithe cliBRSAUEtHesérvei.ng a nobi l e user identifier and
optionally a nonce.
[0056] The server then generates a unique session identifier and creates a new
15 shared secret based on a predefined combination of the mobile user password,

nonce from the activation message if any, and optionally the generated session

ID. This is performed in step 428.

[0057] Server 420 then sends a message in step 430 indicating activation
20 confirmation and includes the generated session 1D signed with the server private

key.

[0058] The client in step 432 uses the client key generator to generate a server
public key using the mobile user password and input token. Further, the client key
25 generator could be used to generate a client public/private key pair. Again,
optionally, the input token for the CKG could be created using a password hashed
with a nonce if a nonce was sent in the activation message or any password
transformation using parameters shared by the client and the server. If the
message is encrypted, the client should use the CKG to generate a client private

30 key to decrypt the message.



5 [0055] In step 424, the server 420 receives the client activation nessage
and the server retrieves the nobile user password and uses a server key
generator to generate the private/public key pair and the client public
key using the nobile user password as an input token. Optionally, the

i nput token for the SKG could be 10 credfed using a password hashed with a
nonce if the client provided a nonce in the activation nessage, or with
any pass r i i in 1434 Wiyh i ServBepablicent and
t he servgﬂpaf%bggfbﬁﬁggééﬁggyé?ﬂ%%ﬂggﬁg?ﬁﬁgz 5§Eﬁique_sessjon idgntifier
and cr eat deeya Tieewcliart aptienally decrypts thesvassagewilh dae clieniPriveibkemtdnsn of

t he nobil e user ssword nonce fromthe activation nessage if any, and
optionalIfeﬁﬁﬁmﬁgﬁgﬁﬁPﬁﬁhé ssion ID. This is perforned in step 428. [0057]
Server 420 then sends a nmessage in step 430 indicating activation 20

confirmation and includes the generated session ID signed with the server
privaté ki@peo] lmostep 4BBethg client creates eshered searet idantical ortheig@Veéner at or
to generateg a_server lic - ' lnput
token - Fur TP SEHEaAREH it BrotSles bepelfion or 8 AR UBF badiWioid)P)

cli ent pubhdsdedfrbivahe detivatisn mesAggenf anp) arehtild gendrbted semsiort liken for the
CKG coul d be created using a password hashed wth a nonce if a nonce was

sent in the activation nessage or any password transformation using

par amet er SIO?Eﬁ gﬂe l&ﬁ?ﬁt &ld BRG f’d‘ﬂgﬁ%&é tﬁgs‘ég\ger Ublit'kRy dFRF& eént! private

encrypted, ent shoul d use 't nerate a'client private

key t aodecpytiic kdyepaiebasegrbon e sh@fisb$ecrabe process then verifies the
nmessage in step 434 with the server public key. The client optionally
decrypts the nessage with the client private key, and retrieves the

session | -oo%zﬁﬂé%n}é? iS58 456 usbd hebhmBlinfornatios ta geherats asgienet
identical to the server's

public key and a server public private key pair based on the shared secret.

15 [0063] Next the client and the server use their pairs of public keys and private

keys for the record protocol to sign and encrypt messages.

[0064] As will be appreciated by those skilled in the art, the benefit of the above
approach is that the password-derived keys never travel over the air. The

20 problem with keys traveling over the air is trusting the keys. Since keys are
generated independently by each party, they will be trusted, so no certificates are

required for public key verification.

[0065] As will further be appreciated by those skilled in the art, the above could be
25 deployed on any client device. However, in one embodiment the above is
deployed on wireless data devices. An enterprise or carrier can manage the CKG
modules by provisioning the modules on to every device that is sold. The solution
is therefore lightweight because it is easy to deploy. Further, because the
modules are added to the device, nothing else needs to be done and the adding

30 of the module can be done during device provisioning.



shared secret based on the predefined conbi nati on of the nobile user
password, nonce fromthe activation nessage, if any, and the generated
session ID. [0061] The client uses a CKG to generate a server public key
and a client private 10 public key pair based on the shared secret. [0062]
The server in step 438 uses the sanme infldrmation to generate a client
public key and a server public private key pair based on the shared secret.

15 [0063] e@ﬂé@ Wi retdréRde BNFiduresTPaN@ 4, U il beidppredisteddy thiebbiskillkdys and
private keys tor the record protocol to sign and encrypt nessages. .[ 0064]

As wil | benaheret iasirglekeytpaiseoud bel used as aneptien for & simplitied;hode! iR he

above apprpoach is at the password-derived keys never travel over the
air. The 24 ﬁ&?‘&ﬂf%%p%?gh‘?mﬁ\}%f’?%‘g- over the air is trusting the keys.

Since keys are generated independently by each party, they will be
trusted, so no certificates are required for public key verifjication.

[ 0065] 5As [40BT] The above Bethasmrevidas der ngn-reRitdiatiqn P@fé“dr%fﬂfacf LMQK(?, t he
above could he 25 .deplo | hGe. '

enbodi nent'n?qqgmfgg@}@ni ésecﬂﬁgpfgg}%‘?%ﬁt%ﬁ%eqrg@gt&ataé’ evi\{\fg]re%‘?w%legﬁtpgp gri se
or carriergipad th’@ﬁa&eséth?f &ffrer obdornain bd pombirssdwith ghe passwaold eotber t o
every device that is sold. The solution is therefore |ightweight because
it is easychedentiltoycreaigrthaAUblig/pENaeKeNRA$pdul es are added to the

devi ce, nothing el se needs to be done and the adding 30 of the nodul e can

be done during device provisioning. 13 [0066] Wth reference to Figures 3
and 4,1(8s [g0b8] Beferpncets adwdnage tdBigureld.| FigureiSishows amoorexdeipilRi e key

pair could be used as an optiop for .a sinplified del in. i . i.ngl e
key pair sklRskeiagragseigan SQ‘F’@BE’W "‘\%'ea%n‘g‘ée h?&tcﬁgg’epﬁ'%#'&e%&f%‘}ugn%ﬂp
non-r epudi gid G sEANTERIAS5 BYstEKE TheRppBRILSLF Pigwieds!Is ot mddet telkgor i t hm
paranmeters are known only to one party since they are set by carrier or

domai n andlimiirig, aed isvrdant balyassnexample of the typerad gevicedhat ean peasedt he
public/private key pairs.

15 [0069] Figure 5 is a block diagram illustrating a mobile device apt to be used with
preferred embodiments of the apparatus and method of the present application.
Mobile device 500 is preferably a two-way wireless communication device having
at least voice and data communication capabilities. Mobile device 500 preferably
has the capability to communicate with other computer systems on the Internet.

20 Depending on the exact functionality provided, the wireless device may be
referred to as a data messaging device, a two-way pager, a wireless e-mail
device, a celiular telephone with data messaging capabilities, a wireless Internet

appliance, or a data communication device, as examples.

25  [0070] Where mobile device 500 is enabled for two-way communication, it will
incorporate a communication subsystem 511, including both a receiver 512 and a
transmitter 514, as well as associated components such as one or more,
preferably embedded or internal, antenna elements 516 and 518, local oscillators
(LOs) 513, and a processing module such as a digital signal processor (DSP)

30 520. As will be apparent to those skilled in the field of communications, the
particular design of the communication subsystem 511 will be dependent upon the

communication network in which the device is intended to operate.



10 [0068] Reference is now made to Figure 5. Figure 5 shows a nore detailed
bl ock di agram of an exenplary mobile device that can be used in association
with the present method and system The apparatus of Figure 5 is not meant
to be limting, and is nmeant only as an exanple of the type of device that
can be used. 15 [0069] Figure 5 is a blddk diagramillustrating a nobile
device apt to be used with preferred enbodi nents of the apparatus and
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511 wifg bigfeapgiodent upon the communication network in which the device
is intended to operate. 14 [0071] Network access requirenents will also
vary dependi ng upon the type of network 519. In some CDVA networks, for

exanpl e, i - ; . : :
B[%E)Wn%g?'rga nggl\?@?gﬂeg;&l%t%td} FETHIRST prdtRUufds HaRS béén nobi | e

devi ce 500:. e - y require a renovabl e user identity
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15 base stations communicating with the mobile device. For example, in a hybrid
CDMA 1x EVDO system, a CDMA base station and an EVDO base station
communicate with the mobile device and the mobile device is connected to both
simultaneously. The EVDO and CDMA 1x base stations use different paging slots
to communicate with the mobile device.

20
[0073] Signals received by antenna 516 through communication network 519 are

input to receiver 512, which may perform such common receiver functions as
signal amplification, frequency down conversion, filtering, channel selection and
the like, and in the example system shown in Figure 5, analog to digital (A/D)

25  conversion. A/D conversion of a received signal aliows more complex
communication functions such as demodulation and decoding to be performed in
the DSP 520. In a similar manner, signals to be transmitted are processed,
including modulation and encoding for example, by DSP 520 and input to
transmitter 514 for digital to analog conversion, frequency up conversion, filtering,

30 amplification and transmission over the communication network 519 via antenna
518. DSP 520 not only processes communication signals, but also provides for

receiver and transmitter control. For example, the gains applied to



card can be inserted and ejected |like a diskette or PCMCI A card. The
SIMRU M card can have approxi mately 64K of nmenory and hol d many key
configuration 551, and other information 553 such as identification, and
subscriber related 10 information. [0072] Wen required network

regi stration or activation procedures hdwe been conpleted, nobile device
500 may send and recei ve communi cation signals over the network 519. As
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15  [0075] Some of the subsystems shown in Figure 5§ perform communication-
related functions, whereas other subsystems may provide “resident” or on-device
functions. Notably, some sUbsystems, such as keyboard 532 and display 522, for
example, may be used for both communication-related functions, such as entering
a text message for transmission over a communication network, and device-

20 resident functions such as a calculator or task list.

[0076] Operating system software used by the microprocessor 538 is preferably
stored in a persistent store such as flash memory 524, which may instead be a
read-only memory (ROM) or similar storage element (not shown). Those skilled in
25  the art will appreciate that the operating system, specific device applications, or
parts thereof, may be temporarily loaded into a volatile memory such as RAM

526. Received communication signals may also be stored in RAM 526.

[0077] As shown, flash memory 524 can be segregated into different areas for

30 both computer programs 558 and program data storage 550, 552, 554 and 556.
These different storage types indicate that each program can allocate a portion of
flash memory 524 for their own data storage requirements. Microprocessor 538,

in addition to its operating system functions, preferably enables execution of



[0074] Mbbile device 500 preferably includes a m croprocessor 538 which
controls 5 the overall operation of the device. Conmunication functions,
including at |east data and voice conmuni cations, are perforned through
comuni cati on subsystem 511. M croprocessor 538 also interacts with
further device subsystens such as the dbsplay 522, flash nenory 524,
random access nenory (RAM 526, auxiliary input/output (1/0O subsystens

528, seri alotRpdrk cat‘iHlfs&'itheh‘hoﬁpé@Ie!@ﬁ:)éb%gﬁ&ﬂeﬂerrﬁiﬁuﬁaésoﬁslﬁpﬁtﬂﬁeﬁker
534, m crophone 536, other comrunication subsystem 540 such as a
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15 associated with a host computer system. Further applications may also be loaded
onto the mobile device 500 through the network 519, an auxiliary I/O subsystem
528, serial port 530, short-range communications subsystem 540 or any other
suitable subsystem 542, and installed by a user in the RAM 526 or preferably a
non-volatile store (not shown) for execution by the microprocessor 538. Such
20 flexibility in application installation increases the functionality of the device and
may provide enhanced on-device functions, communication-related functions, or
both. For example, secure communication applications may enable electronic
commerce functions and other such financial transactions to be performed using
the mobile device 500.
25
[0079] In a data communication mode, a received signal such as a text message
or web page download will be processed by the communication subsystem 511
and input to the microprocessor 538, which preferably further processes the
received signal for output to the display 522, or alternatively to an auxiliary /O

30 device 528.

[0080] A client key generator 560, which could be equivalent to CKG 165 and
CKG 265 keys to the microprocessor 538.



software applications on the nobile device. A predeterm ned set of
applications that control basic operations, including at |east data and
voi ce conmunication applications for exanple, will normally be installed
on nobi | e device 500 during nmanufacturing. Qther applications could be
instal | ed subsequently or dynam cally. 15 [0078] A preferred software
application nmay be a personal information manager (PIM application having
the ability to organize and nanage data itens relating to the user of the
nobi | e device such as, but not limted to, e-mail, cal endar Ure?éents Voi ce

mai |'s, appi08thAnser ohmebilasievioesdR0 May:alsa cPPosaciat: ‘tﬁﬁ}ses A §M&llor es

10, 401 ¢ B R S LR RS 529, Wi R aﬁ&fm?‘%ﬂ“”send
223056;:@' ;/@1 flﬁhagle&bak@?bodﬂdaoﬁtb%pmomel-tyene keynlaadmh cbnmnctmn aw#brthbmmay

I men e ata itens are sea nert h d
updat ed, VP22 end passbI:aR auxliafol R device ﬁf@ Sﬁ'ﬁb %’Bﬂ?q%@ dt—.evm%nc ;tg ée and
correspon UnisdtioAQdipg
system FS‘IQ erﬁmaeg’ |car$‘fo(s){hg{u?r]amg %t@éﬁfﬁgd @tﬁgn%égntﬁ]he rmlglﬁl e dgw ce 500
t hrough thg1network 519, an auxiliary 1/0O subsystem 528, serial port 530,

short-range conmuni cations subsystem 540 or any other suitable subsystem
542, and installed by a user in the RAM 526 or preferably a non-volatile

store (not E/O?)ﬁﬂj"@br {iGite %ﬁﬁﬁ&hl@ﬁtl&‘)/s therdll EpEraties o aubilefovicel5e0 RO

flexibility in application installation iIncreases the functionality of the
devi cei(ndsinmitay, qmaprc mteewm@sumwou%pwablmoumﬁ%ﬂ|S@§t3|<%rn5%| at ed

functions, or h For exa r isq@t i ons ma
enabl e el e@RY (?fﬂ S%WHBS”E (‘f‘{quﬁé ﬁ&%g% )é%%%lpﬁgﬁélsg transac%/l ons
to be perf Altéﬁ%twé'vaaze bEUdIBINO Sulblg)étartis SEGsh %a[@b@r}nebeage tietoading

communi cation node, a received signal such as a text_nes or web page

downl oad wsUbsyséerpr meysaiee bejmplamentesan Bebile deyiass3Ag. LE YRI8€ Phput to
the m cropL0gesshadtioutil fdrePAis) SbabbIEAEd PRMaRRFSGRFtH Kpeaker 534,

15 display 522 may also be used to provide an indication of the identity of a calling

party, the duration of a voice call, or other voice call related information for

example.

{0083] Serial port 530 in Figure 5, would normally be implemented in a personal
20 digital assistant (PDA)-type mobile device for which synchronization with a user's
desktop computer (not shown) may be desirable, but is an optional device
component. Such a port 530 would enable a user to set preferences through an
external device or software application and would extend the capabilities of mobile
device 500 by providing for information or software downloads to mobile device
25 500 other than through a wireless communication network. The alternate
download path may for example be used to load an encryption key onto the
device through a direct and thus reliable and trusted connection to thereby enable
secure device communication. As will be appreciated by those skilled in the art,
serial port 530 can further be used to connect the mobile device to a computer to

30 actas a modem.

[0084] Other communications subsystems 540, such as a short-range
communications subsystem, is a further optional component which may provide



received signal for output to the display 522, or alternatively to an
auxiliary 1/O 30 device 528. [0080] A client key generator 560, which
coul d be equivalent to CKG 165 and CKG 265 keys to the m croprocessor 538.
17 [0081] A user of nobile device 500 may al so conpose data itens such as
emai | nessages for exanple, using the W&yboard 532, which is preferably a
conpl ete al phanuneric keyboard or tel ephone-type keypad, in conjunction
with the %?Ebﬁﬁn%léé’t?orﬁﬁé‘m%é?ﬁhbbﬂe ABVREE00 ad/ differriteystanSaBdelives,
conposed itens may then be transmtted over a communicati on network

t hrough t hwhichmmaed neitrienessarily st similapdevices08oT examplgyithe sHbRYEPMNA40 ons,

R e

transm ssi gpetsitht BsmaaifERicimdruRt 16 [Srooieco e codtmunidatiosr with sinilarlyi ce or
audio 1/ 0O subsystens, such as a voice nessage recording subsystem nmay

al so bé|lﬁmaM@ﬂﬁwﬁﬂﬁﬁa@®ﬂBéw§§V|ce 500. Al though voice or audio signal
output is preferably acconplished primarily through the speaker 534, 15

di splay 522 nay al so be used to provide an indication of the identity of a
cal ling ppobs} Theenbodinents ¢ésaribedi meitedre, examplesef strocicees; systems ait ed

information for exanple. [0083] Serial port 530 i E ure.b, h{

normal |y b@eiﬂmfilﬂSel'r\*ik\ﬂ'f'@G"?ﬂ‘\e'%ISr%’ﬂ?éf’ﬁﬁl"‘j"‘Sdod-’ll%j""'famS &st Pg?%l?ﬂ'%m‘ﬁjt Ype

Tobi L devhidafbn! i lwran MeathBi Ak dbiS e dildiEmkhamregsker (not
shown) may ges!'t ab o t| device conponent. Such a port

530 word d endloke embxiiments haMngradtémaweeaiemlenta@nat hkereﬁtOQrﬂQépod‘éW the or

software ap Ilcatl and, woul d t.end t.he.capabi s of devi ce

500 by pr 09‘0 gﬂ‘q WPBF’W(E%W? ap 'Pﬂ%ﬁfb%m 4 §9 SP%%"*'% devi ce 25

500 ot her %J@ Ui hish Eﬁﬂlﬁﬂ'ltfsq{mluﬂ% BharstARtveE KsystemsDrimsthods

downl oad p%QﬂH ® for gxéﬁ% be used to | oad an encry t¥on key onto the
that do not differ from the techniques of this application as described herein, and
further includes other structures, systems or methods with insubstantial

15 differences from the techniques of this application as described herein.



device through a direct and thus reliable and trusted connection to thereby
enabl e secure device comunication. As will be appreciated by those
skilled in the art, serial port 530 can further be used to connect the
nobi | e device to a conputer to 30 act ag a nodem [0084] Q her

comuni cati ons subsystens 540, such as a short-range conmunications
subsyst erglaims@ further optional conponent which may provide 18 for
conmruni cat i on between nobil e device 500 and different systens or devices,
whi ch neeld notA metaskiar pequrp seeqreipretpceldly pEystenrwith evaaryerd 1197 03 iB¥ipgt em
540 may 4 ' . ' ' ' I aaqnent s
or a BI&%%%gth cgﬁﬁ%ﬁl12§fg%y%%gt$gm?g%%?%$?ggﬁE%PS@ghh ﬁ?@g?fon W th
si m | ar | keyBeortdibred 65y2G9neompidsinig theceteps pH085] The enbodi nents descri bed
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witten dé¢3seRP)amhsaidylietalevicetdeygznekitorn (@65] 263)heaid ntoltile usek eretiéntkald use

enmbodi nents havi n | ternative el ts that.]ikew,se ¢ e nd to the
o oo s Hsing RioviBiorbats 5B8 davvariit S0Ml b Sish 1S a8\ied aRE 3B8E S e ot 't he
techni ques of iflizingddd b6kl REY §dniraion ¢126] @25pidGenevhte WHelbrafo phibid REE Of

nmet hods that do not differ fromthe techniques of this application as
descr i bedrivatediqy, paiispased onraid medjle yeer gedential npybt ures, systens or

met hggds with i t s -l ' AL
appl iqgat I on asﬂﬁggé%?gedgahteﬁl% ﬁ%}é@é’%ﬁ?ﬁ&’féﬂ?éd}q%gtﬁ ﬁ%ﬁ@gﬁégg{%&r Euarlgcor d
pr ot ocol Kep-paiveieskeypaistiasgd sersaig mobile usen@pdential imput;@ander ver key

generator (125 ) gg clii ' - ' i : Vi ce

ey gener at or YPAED = ABRse oo W bhR%r sridbrivaiheyB e e BRbc Y

user credemseatr asfram thapatvet @ thei diestdevice, key generator (125;225) and

said client device k%¥ 8en?rat.or g165' 2?5), sai.ad nobi | e user credenti al
wherein satd client device key generator’and said server key genérator are

15 adapted to provide identical private key-public key pairs for an identical input.
2. The method of claim 1, wherein the mobile user credential is a password.

3. The method of claim 1 or claim 2, wherein the input is a password hashed, using

20  a secure hash function, with a nonce.

4, The method of any one of claims 1 to 3, wherein the input is a password

transformation using a parameter shared by the client device and the server.

25 5. The method of any one of claims 1 to 4, wherein said server key generator (125;
225) and said client device key generator (165; 265) generate only one public key-

private key pair.

6. The method of any one of claims 1 fo 4, wherein said server key generator (125;
30 225) and said client device key generator (165; 265) generate a client device public key-
private key pair and a server public-key private key pair.

7. The method of claim 6, wherein said server key generator (125; 225) and said
client device key generator (165; 265) hide the client device private key or the server

35  private key.



bei ng known to both said server (110; 210) and said client device (150;
250); utilizing said server key generator (125; 225) to generate one or two
public key- private key pairs based on said nobile user credential input;
10 utilizing said client device key generator (165;265) to generate one or
two public key-private key pairs based20n said nobile user credenti al

i nput; and sending a nessage signed with one of said private keys fromthe
client device to the server or fromthe server to the client device,
wherein said client device key generator and said server key generator are
15 adapt ed8t o pranuEhodeﬁany@heprﬁol@lms ktoy 7 psreie theysepdindsstep furher

i denti cal ut The net h I ein the nobil e user
credenti al eﬂfg’vatsriﬁemﬁﬁ?g%*ﬂ' RHe 5{1%16 Ilcvl%%gfsm 1 or claim2, wherein the
input is a password hashed, using 20 a secure hash function, vvith a nonce.

4. The nethod of any one of clains 1 to 3, wherein the . input is Eassword
transf dr maQJ on ke n@,ethc@@if angee ofilaims bio Bh‘é'h@TQ"%Hf"‘%l’é@l‘%‘“&ﬁﬁnf‘

server. 25 5. The d _of ver
key gener a‘f'?ﬁj Saqen%ég? ‘Q’H%Hé??@?@f% OQ{Q%IQ\E}%"%E{ \ﬂce ner’?ts(lf)5 Sféf%gét%%%)
gener at e opkytieAHUBNBIprivaleey pairy & saldeyererating §tepTh®emq1ehrﬁuxﬂmﬁ @ngaidne of
claims 1 to 4, wherein said server key generator (125; 30 225) and said :

client devS@l'ée'ekéVle%T@r ator (165; 265) generate a client device public key-
private key pair and a server public-key private key pair. 7. The nethod of
claim6, wherein said server key generator (125; 225) and said client

devi cejkey1generhé @n‘iethéﬂizf a&@&a)nemfotaamm b Dewhechin isais whillzing stepdyrther t he
server 35 private key c{3 |}'he met hod of. ar}y one of clains 1 to 7

wher ei n t hiCOERMUAIRS %F%?ﬁ“?%l‘ griitier tere@lt andRMhessage with one of said
public keys. 5 9. The nethod of any one of claims | to 8, wherein utilizing
identical inputs, said generating step, when perforned on said client

devi ce (1501. 25The ngethedaif ey one of claims 1 to 10, wherein said generating step

further comprises parameters provided by a domain owner.

15
12.  The method of claim 11, wherein the parameters provided by the domain

owner are auto-generated using a private key of the domain owner.

13. The method of any one of claims 1 to 12, wherein said client device is a

20 wireless device.

14. A system for secure record protocol using a mobile user credential,
comprising:
a client device (150; 250), said client device having:
25 a communications subsystem (152;252) ;
| a processor (154; 254) adapted to communicate with said
communications subsystem (152; 252);
a memory (156; 256) adapted to store an input created from said
mobile user credential;
30 a client device key generator (165; 265), said client device key
generator being provided with the input and adapted to generate one or two public

key-private key pairs; and



I dentical public-private key pairs to said generating step, when perforned
on said server (110;210). 10 10. The nethod of any one of clains 1 to 9,
wherein said utilizing step further incorporates a session identifier to
create an input. 11. The nethod of any gpe of clainms | to 10, wherein said
generating step further conprises paraneters provided by a domai n owner

15 12. The nethod of sighingMerflcatioh h&dule {180, 260) 2884 SighirdRyifig8sbrP Ynddufe

domain owner are auto-generated using a private key of the domain owner.
13. The rAstaptrf Brsighg mrfsage withanesof sajbprivate tipys ganerater dysaidelientideyier i s
a 20 wr (§65: . system for secure record protocol using a
nobi | e us%| eg??lg%gﬁi(ig\?’,%%oarﬁgri sing: a client device (150; 250), said
client device herver(110281Q), saichseniets daviogs subsystem (152; 252) ; a

Clbeystem (152, 253) *ERRRary SEEVUBLER 2, 2o adehot SR ERBRE oot e

from sai ds;idm[ta’rﬂt ée‘dsecomn&dmmk frations suB@saeml(iﬂjtzmﬁ\siaﬁgﬁ@d gﬁBﬁ&i@sﬂﬁeirﬁdGSa
265), ' i ent .devi e ener ator bei ng .provi wiith t j nput an
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adapted to si g{n a nessage with one of said private keys generated by said
client dSWPEEIERSS sghgnd®or (165; 265); and a server (110; 210), said

servep having: 5 a LORRESS M 12543 BBdninhanicatkAlit a5 el O
conmuni cate with
communications subsystem;
a memory (116; 216) adapted to store an input created from said mobile
user credential;
a server key generator (125; 225), said server key generator being
15  provided with the input and adapted to generate one or two public key-private key pairs;
and
a signing/verification module (120; 220), said signing/verification module
adapted to sign a message with one of said private keys generated by said server key
generator,
20  wherein said client device key generator and said server key generator are adapted to

produce identical private key-public key pairs for an identical input.

15.  The system of claim 14, wherein the mobile user credential comprises a
password

25
16.  The system of claim 14 or claim 15, wherein the input at the server and the input

at the client device comprises a password hashed with a nonce.

17.  The system of any one of claims 14 to 16, wherein the input at the server and the
30  input at the client device comprises a password transformation using a parameter

shared by the client device and the server.

18.  The system of any one of claims 14 to 16, wherein the client device key
generator (165; 265) and server key generator (125; 225) are adapted to generate an

35 identical single public key-private key pair.



said client device conmmunications subsystem (152; 252), said signed
nmessages being sent fromsaid client device to said server or fromsaid
server to said client device wutilizing said conmunications subsystem of
said client device and said comruni cati ons subsystem of said server; 10 a
processor (114;214) adapted to conmunicate with said server comunications
subsystem a nenory (116; 216) adapted tgp store an input created fromsaid
nobil e wuser credential; a server key generator (125; 225), said server key

ener at or in i i hi{g)p& - t Qs : ne or
tg wo publi cq%gyg&}ﬁvﬁ{syt%;ggg%;df% a s?%ﬁ?n‘gﬁ%ﬁ'?ﬁec@teﬁgﬁs{r’r’géﬁﬁg (120;
220), sai dgengratog{\6&; 26brand sarvandeleenadztpt 05, @25) gre adappied 4g genketdie one

of said private keys ner at ed sai d, server ke nerator,, 20 wherein
o 0l oS R ble K aivate KR eI AT e oo RLlOERE PaY e ey aap! e
to produce identical private key-public key pairs for an identical input.

15. The system of claim 14, wherein the nobile user credential conprises a
passwor @ 22016. ThessysiameictimclSiwherainosaid chémb deivicankey gemerator (16put  at

t he server the .input at.the client device conprise S rd,hashed
W th a non8d) aines thER8her oy GR babfodie: fe Bane atord  Dared B e
i nput at tkeicdienttedid grivate By.i nput at the client device conprises a
password transformation using a paraneter shared by the client device and

the server. 18. The system of any one of clains 14 to 16, wherein the

client devisge k , [ r (125; 225)
are adapt egqto gi‘ﬁe a@ﬁgﬁgwéﬁgggﬁﬁg Pzgﬂjn%(ﬁ(é\}h%ﬂ 'Fﬁﬁe%g%prl vcgfte key
pai r. 2@ signing/verification module further encrypts the message with one of said public

keys.

22. The system of any one of claims 14 to 21 wherein the server
signhing/verification module further encrypts the message with one of said public

15 keys.

23.  The system of any one of claims 14 to 22, wherein said input comprises a

session identifier.

20 24. The system of any one of claims 14 to 23, wherein client device key
generator (165; 265) and said server key generator (125; 225) are adapted to

utilize parameters provided by a domain owner in combination with the input.

25.  The system of claim 24, wherein the parameters provided by the domain

25 owner are auto-generated using a private key of the domain owner.

26. The system of any one of claims 14 to 25, wherein said client device is a

wireless device.

30 27. A computer readable medium storing program code for use by a processor
of a computing device or system to cause said computing device or system to
perform the method of any one of claims 1 to 13.



19. The system of any one of clains 14 to 17, wherein the client device key
generator (165; 265) and server key generator (125; 225) are adapted to
generate both a client public key-private key pair and a server public-key
private key pair. 5 20. The system of claim 19, wherein said client device
key generator (165; 265) hides the server private key and said server key
generator (125; 225) hides said client ggevice private key. 21. The system
of any one of clains 14 to 20 wherein the client device 10

oubli 0 kogs: 23 netsTIel Bnl el o ARE Plcrod IRWRRISTRRANG B ORAC, 07! ©

server si gevives\eeiatbptid wrcomeuhizateinithehegeorgypt s the message with one
of said public 15 keys. 23. The system of any one of clains 14 to 22,
wherein said input conprises a session identifier. 20 24. The system of
any one of clainms 14 to 23, wherein client device key generator (165; 265)
and said server key generator (125; 225) are adapted to wutilize paraneters
provi ded by a donmain owner in conmbination with the input. 25. The system
of claim 24, wherein the paraneters provided by the domain 25 owner are

aut o-generated using a private key of the domain owner. 26. The system of
any one of clainms 14 to 25, wherein said client device is a wreless
device. 30 27. A conputer readabl e nmedi um storing program code for use by a
processor of a conputing device or systemto cause said conmputing device
or systemto performthe nethod of any one of clains 1 to 13. 23 28. The
system of any one of clains 14 to 26 in which a plurality of client

devi ces are adapted to conmunicate with the server.



