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BLINDING TECHNIQUES FOR POST-QUANTUM PUBLIC KEYS

BACKGROUND
[0001] This disclosure relates generally to post-quantum cryptography and in particular to

blinding techniques for post-quantum public keys.

[0002] Cryptographic protocols and techniques are used for data security and authentication in
a variety of contexts. Certain cryptographic techniques, including many encryption and digital
signature algorithms, rely on the assumption that an algorithmic solution to the underlying
mathematical problem would require too much computer processing time to be useful in practice.
“Too much” time is typically characterized by time complexity, which expresses the scaling
behavior of the amount of time to solve the problem with size of the input (e.g., a cryptographic
key having a particular number of bits). In one characterization, a “difficult” problem is one that
requires exponential time to solve while an “easy” problem may be solved in polynomial time.
Thus, for a given input size n, an exponential-time solution may take years while a polynomial-
time solution may take less than a second, or less than an hour. Many of today’s commonly used
cryptographic techniques, including public key encryption, are based on the Discrete Logarithm

problem, which is an exponential-time problems for existing binary algorithms.

[0003] Quantum computers, which are different from existing binary computers, are currently
being developed and are expected to become increasingly accessible. Quantum computers
operate on quantum bits (“qubits”), which can exist in superposed states, not just in the binary (0
and 1) states of the bits in classical computers. By exploiting the quantum properties of
superposition and entanglement, quantum computers can implement algorithms that cannot be
implemented in a binary computer. Such quantum algorithms may be able to solve certain
problems faster than binary algorithms. For example, Shor’s algorithm, formulated in 1994
(Shor, Peter W, “Algorithms for quantum computation: Discrete logarithms and factoring,”
Foundations of Computer Science 1994 Proc. 35th Annual Symposium, IEEE 1994) is a
quantum algorithm for factoring integers, which can be used to solve the Discrete Logarithm

problem for public-key cryptography in polynomial time, as compared to classical algorithms
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that can solve the problem only in exponential or sub-exponential time. As such, quantum
computers can break the assumptions of cryptographic security that hold for binary computers

executing binary algorithms. Different cryptographic techniques may therefore be desirable.

SUMMARY
[0004] Embodiments disclosed herein relate to blinding techniques that can be used to
obfuscate or otherwise modify a quantum-secure public key (and the corresponding private, or
secret, key). In some embodiments, a quantum-secure public/private key pair can be
implemented using lattice-based techniques. Blinding of a public key can include selecting a
blinding parameter, which can be a vector or matrix, and applying the blinding parameter to the
public key. A corresponding modification can be applied to the private, or secret, key such that
data encrypted using the blinded public key can be decrypted using the blinded private, or secret,
key. A variety of specific blinding techniques can be used; in some instances, the blinding
technique can depend on the type of public/private key pair. When a device needs to send a
public key in the clear, e.g., in the course of establishing a secure communication session, the
device can generate a blinded public key from its static (or persistent) public key and send the
blinded key instead of the static public key. If the static public key is needed, it can be sent in

encrypted form after the secure communication session is established.

[0005] Some embodiments relate to a method performed by a first electronic device. The
method can comprise obtaining a static key pair comprising a static secret key and a static public
key, where the static key pair conforms to a lattice-based key encapsulation mechanism. The
method can further comprise selecting a blinding parameter, where the blinding parameter
includes at least one vector or matrix selected by random sampling from a distribution associated
with the lattice-based key encapsulation mechanism. The method can further comprise
computing a blinded public key using the static public key and the blinding parameter and
computing a blinded secret key using the static secret key and the blinding parameter. The
method can further comprise sending the blinded public key to a second electronic device,
receiving an encrypted message from the second electronic device, and decrypting the encrypted

message using the blinded secret key.
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[0006] Some embodiments relate to an electronic device that can comprise a storage system, a
network interface, and a processor coupled to the storage system and the network interface. The
storage system can be configured to store a static key pair comprising a static secret key and a
static public key, where the static key pair conforms to a lattice-based key encapsulation
mechanism. The network interface can be configured to communicate with another electronic
device. The processor can be coupled to the storage system and the network interface. The
processor can be configured to: select a blinding parameter, where the blinding parameter
includes at least one vector or matrix selected by random sampling from a distribution associated
with the lattice-based key encapsulation mechanism; compute a blinded public key using the
static public key and the blinding parameter; compute a blinded secret key using the static secret
key and the blinding parameter; send the blinded public key to the other electronic device;
receive a first encrypted message from the other electronic device; and decrypt the first

encrypted message using the blinded secret key.

[0007] Some embodiments relate to a computer-readable storage medium having stored therein
program instructions that, when executed by a processor of a first electronic device, cause the
processor to perform a method that can include: retrieving, from a storage system, a static key
pair comprising a static secret key and a static public key, wherein the static key pair conforms to
a lattice-based key encapsulation mechanism; selecting a blinding parameter, wherein the
blinding parameter includes at least one vector or matrix selected by random sampling from a
distribution associated with the lattice-based key encapsulation mechanism; computing a blinded
public key using the static public key and the blinding parameter; computing a blinded secret key
using the static secret key and the blinding parameter; sending the blinded public key to a second
electronic device; receiving an encrypted message from the second electronic device; and

decrypting the encrypted message using the blinded secret key.

[0008] The following detailed description, together with the accompanying drawings, will

provide a better understanding of the nature and advantages of the claimed invention.

BRIEF DESCRIPTION OF THE DRAWINGS
[0009] FIG. 1 shows a flow diagram of a lattice-based key encapsulation mechanism (KEM)

that provides quantum-secure public key encryption between two entities
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[0010] FIG. 2 shows a flow diagram of a process for one-way authentication between two

entities using lattice-based keys.

[0011] FIG. 3 shows a flow diagram of a process for two-way authentication between two

entities using lattice-based keys.

[0012] FIG. 4 shows a flow diagram of a process for blinding a lattice-based public/private key

pair of Type A according to some embodiments.

[0013] FIG. 5 shows a flow diagram of a process for blinding a lattice-based public/private key

pair of Type B according to some embodiments.

[0014] FIG. 6 shows a flow diagram of a process for blinding a lattice-based public/private key

pair of either Type A or Type B according to some embodiments.

[0015] FIG. 7 is a flow diagram of a process for communicating between entities according to

some embodiments.

[0016] FIG. 8 shows a flow diagram of a process for one-way authentication between two

entities using lattice-based keys according to some embodiments.

[0017] FIG. 9 shows a flow diagram of a process for two-way authentication between two

entities using lattice-based keys according to some embodiments.

[0018] FIG. 10 shows a simplified block diagram of a general-purpose computer system

configured to execute various processes according to some embodiments.

TERMS
[0019] The following terms may be used herein.

[0020] A “server computer” may include a powerful computer or cluster of computers. For
example, the server computer can be a large mainframe, a minicomputer cluster, or a group of
servers functioning as a unit. In one example, the server computer may be a database server
coupled to a Web server. The server computer may comprise one or more computational
apparatuses and may use any of a variety of computing structures, arrangements, and

compilations for servicing the requests from one or more client computers.
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[0021] A “client” or “client computer” may include a computer system or other electronic

device that communicates with a server computer to make requests of the server computer and to
receive responses. For example, the client can be a laptop or desktop computer, a mobile phone,
a tablet computer, a smart speaker, a smart-home management device, or any other user-operable

electronic device.

[0022] A “memory” may include suitable device or devices that can store electronic data. A
suitable memory may comprise a non-transitory computer readable medium that stores
instructions that can be executed by a processor to implement a desired method. Examples of
memories may comprise one or more memory chips, disk drives, etc. Such memories may

operate using any suitable electrical, optical, and/or magnetic mode of operation.

[0023] A “processor” may include any suitable data computation device or devices. A
processor may comprise one or more microprocessors working together to accomplish a desired
function. The processor may include a CPU that comprises at least one high-speed data
processor adequate to execute program components for executing user and/or system-generated
requests. The CPU may be a microprocessor such as AMD's Athlon, Duron and/or Opteron; IBM
and/or Motorola's PowerPC; IBM's and Sony's Cell processor; Intel's Celeron, Itanium, Pentium,

Xeon, and/or XScale; and/or the like processor(s).

[0024] A “communication device” may include any electronic device that may provide
communication capabilities including communication over a mobile phone (wireless) network,
wireless data network (e.g., 3G, 4G, or similar networks), Wi-Fi, Wi-Max, or any other
communication medium that may provide access to a network such as the Internet or a private
network. Examples of communication devices include mobile phones (e.g., cellular phones),
PDAGs, tablet computers, net books, laptop computers, personal music players, hand-held
specialized readers, wearable devices (e.g., watches), vehicles (e.g., cars), etc. A communication
device may comprise any suitable hardware and software for performing such functions, and
may also include multiple devices or components (e.g., when a device has remote access to a
network by tethering to another device—i.e., using the other device as a relay—both devices

taken together may be considered a single communication device).

[0025] The terms “post-quantum” and “quantum-secure” are used herein to characterize

cryptographic keys and encryption schemes that are designed to be difficult or impractical for
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both quantum and binary computers to solve, meaning that there is currently no known quantum
or binary algorithm that can be used to solve the underlying cryptographic problem in a

reasonable amount of time (e.g., polynomial time or faster).

[0026] An “encryption key” may include any data value or other information suitable to
cryptographically encrypt data. A “decryption key” may include any data value or other
information suitable to decrypt encrypted data. In some cases, the same key used to encrypt data
may also be usable to decrypt the data. Such a key is referred to as a “symmetric encryption

29

key.

[0027] The term “public/private key pair” (also referred to as a “key pair”’) may include a pair
of linked cryptographic keys generated by or provided to an entity (e.g., a computer,
communication device, or other electronic device) that “owns” the key pair. A public/private
key pair may be used with an asymmetric encryption algorithm so that data encrypted using the
“public” key of the pair can be decrypted using the “private,” or “secret,” key of the pair (and
vice versa). The public key of a key pair may be provided to other entities and used for public
functions such as encrypting a message to be sent to the owner of the key pair or for verifying a
digital signature that was purportedly generated by the owner of the key pair. The public key is
typically authorized or verifiable by a body known as a Certification Authority (CA), which
stores the public key in a database and distributes it to any entity that requests it. The private, or
secret, key is typically stored in a secure storage medium and known only to the owner of the
key pair. It should be understood that some cryptographic systems may provide key recovery

mechanisms for recovering lost secret keys and avoiding data loss.

[0028] An “ephemeral key pair” may include a public key (an “ephemeral public key”) and a
secret key (an “ephemeral secret key” or “ephemeral private key”) generated for use in a single
transaction or other communication session, after which the ephemeral key pair is typically
deleted. Any appropriate cryptographic technique for generating key pairs can be used to

generate an ephemeral key pair.

[0029] A “static key pair”, also referred to as a “persistent key pair,” may include a public key
(a “static public key” or “persistent public key”) and a secret key (a “static secret key” or
“persistent secret key”) that are maintained by an entity over a period of time and may be reused

across different transactions or other communication sessions with different entities. Typically,
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though not necessarily, a static secret key may be stored securely, e.g., in a hardware security
module (HSM) or secure element (SE) that may require a password or other form of
authorization (beyond mere possession of the device that stores the static secret key) to enable
access to the static secret key. A static public key may be bound to an identity through the use of

a digital certificate.

[0030] A “blinded key,” such as a “blinded public key” or “blinded secret key,” may include a
static key that has been obfuscated or otherwise modified from its original value by combination
with another data element, referred to herein as a “blinding parameter,” which may be a vector
element, a matrix element, or a combination of a vector element and a matrix element. Examples

of blinding parameters for post-quantum public and secret keys are described below.

[0031] A “digital signature” may refer to the result of applying an algorithm based on a
public/private key pair (typically a static key pair), which allows a signing entity (or “prover”) to
manifest, and a verifying entity (or “verifier”) to verify, the authenticity and integrity of a
message or document. The prover acts by applying the private key to encrypt the message, and
the verifier acts by applying the public key to decrypt the encrypted message. On the assumption
that only the prover has the private key, the verifier’s ability to decrypt the message can be
treated as authentication of the signer’s identity and of the integrity of the message or document.
A certificate or other data that includes a digital signature of a signing entity is said to be

“signed” by the signing entity.

[0032] A “certificate” or “digital certificate” may include an electronic document or data file
that uses a digital signature to bind a static public key with other data associated with an identity.
The certificate may include various data fields, such as a legal name of the identity, a serial
number of the certificate, a range of valid dates for the certificate (e.g., issue and expiration
dates), certificate-related permissions, etc. A certificate may also contain a hash of the data in

the certificate including the data fields. A certificate is typically signed by a certificate authority.

[0033] A “certificate authority” (CA) may include one or more server computers operatively
coupled to issue certificates to entities. The CA may prove its identity using a CA certificate,
which includes the CA’s public key. The CA certificate may be signed by another CA’s private
key or by the same CA’s private key (a “self-signed” certificate). The CA may maintain a

database of all certificates issued by the CA and may also maintain a list of revoked certificates.
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In a typical process, the CA receives an unsigned certificate from an entity whose identity is
known to the CA. The unsigned certificate includes a public key of the entity, one or more data
fields, and a hash of the data in the certificate. The CA signs the certificate with a private key
corresponding to the public key included in the CA certificate. The CA may then store the
signed certificate in a database and issue the signed certificate to the entity. In some cases, a CA
may, upon request, provide a copy of a signed certificate from its database to an entity that

requests it.

[0034] A “shared secret” may include any data value or other information known only to
authorized parties in a secure communication. A shared secret can be generated in any suitable
manner, from any suitable data. In current practice, a Diffie-Hellman-based algorithm such as
Elliptic-Curve Diffie-Hellman (ECDH) may be used. ECDH, however, is regarded as not being
quantum-secure. Some examples described below relate to establishing a shared secret in a

quantum-secure manner.

[0035] A “session key” may include any key that is generated during a communication session
to encrypt and/or decrypt data communicated between participants in the communication session.
A session key can be generated, for example, from a shared secret known to both parties to the
secure communication session. For example, a session key may be derived using a key
derivation function and the shared secret. In some instances, the session key is a symmetric
encryption key, although this is not required and a session key may include an encryption key

and a corresponding decryption key.

[0036] A “nonce” (or “cryptographic nonce”) may include any number, string, bit sequence, or
other data value intended to be used in association with a single communication session. In
some cases, a nonce may be randomly or pseudo-randomly generated. Typically, a nonce is of
sufficient length (or size) as to provide an insignificant likelihood of independently generating

the same nonce value multiple times.

DETAILED DESCRIPTION
[0037] The following description of exemplary embodiments of the invention is presented for
the purpose of illustration and description. It is not intended to be exhaustive or to limit the

invention to the precise form described, and persons skilled in the art will appreciate that many
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modifications and variations are possible. The embodiments have been chosen and described in
order to best explain the principles of the invention and its practical applications to thereby
enable others skilled in the art to best utilize the invention in various embodiments and with

various modifications as are suited to the particular use contemplated.

[0038] Certain embodiments described herein relate to techniques that can be applied to post-
quantum, or quantum-secure, public/private key pairs to “blind” the keys in a manner that can
provide further security enhancements. Such key pairs may be used similarly to conventional
public/private key pairs, e.g., in authentication operations that use zero-knowledge proofs to
demonstrate to a “verifier” that the party being authenticated (a “prover”) has possession of a
secret (the private, or secret, key) without revealing the secret. In some embodiments, a lattice-
based key encapsulation mechanism (KEM) is used to provide post-quantum public key
encryption, and a brief description of a lattice-based KEM is provided to establish context. After
establishing this context, embodiments related to blinding of lattice-based public keys will be

described.

Quantum-Secure Transactions Using Lattice-Based Key Pairs

[0039] One option for generating quantum-secure digital signatures is to use lattice-based one
way functions, which rely on the “learning with errors” problem, for the digital signatures.
Unlike the discrete logarithm problem, the learning with errors problem is hard to solve (e.g., it
is impractical to solve because it requires exponential time) for quantum computers. The
learning with errors assumption asserts that the lattice-based one way function is hard to invert
given a uniformly sampled matrix A € Zg*™ and a distribution y, where the lattice function
fay("X") is equal to the matrix A multiplied by a secret vector X~ (e.g., the secret value/key) plus

an error vector e sampled from the distribution y:
V=fa(X)=%xA+7€:e «y" (1)

[0040] In this example, a public vector y (e.g., the “image”) corresponding to the secret
vector X (e.g., the “preimage”) is determined by applying the lattice function fay () to the secret
vector x . The lattice technique can be used to perform a zero knowledge proof. In the lattice-

based example, the prover can prove to the verifier that it possess the secret vector x using a
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commitment '@ based on a random value vector 7, selected by the verifier, where 7~ « Z7.

Here, the verifier has possession of the public vector 7y’ corresponding to the secret vector x .

[0041] The prover determines a commitment @ based on the matrix A, the random value

vector 7, and the error vector e :
a =TrA+e:e «y™m (2)
Then the prover sends the commitment @’ to the verifier.

[0042] 1Inresponse to receiving the commitment ‘@, the verifier determines a random or
pseudo random value for a commitment ¢ and sends the commitment c¢ to the prover. In
response to receiving the commitment c, the prover determines a response z based on the secret

vector x , the commitment ¢, and the random vector 7
Z =xc+T (3)

[0043] The prover sends the response z to the verifier. In response to receiving the response
"z, the verifier can determine whether the matrix A multiplied by the response Z is
approximately equal the public vector "y’ plus the commitment @’ in order to determine whether

the prover possesses the secret vector x -

TA~YCc+ T @)

[0044] The determination by the verifier uses approximation (=) instead of equality (=)

because the public vector "y’ is based on the error vector € since ¥ = fu,( X ).

[0045] Lattice-based cryptography is further described in Regev, Oded. “On lattices, learning
with errors, random linear codes, and cryptography.” Journal of the ACM (JACM) 56.6 (2009):

34, which is hereby incorporated by reference in its entirety.

[0046] In various implementations, lattice-based cryptography incorporates public/private key
pairs of two distinct types, referred to herein as “Type A” and “Type B” key pairs. Ina
public/private key pair of Type A, the private, or secret, key (sk) can be defined as a vector S €

Ly, and the corresponding public key (pk) can be defined as:
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pk = A3+ 8 (5)

for a uniformly sampled matrix A € Z*™ and a small noise vector € € Zg. In a public/private

key pair of Type B, the private, or secret, key sk can be defined as a small matrix R € Zg*™, and
the corresponding public key pk can be defined as:
pk = RA (6)

for a uniformly sampled matrix A € Zg*™.

[0047] FIG. 1 shows a flow diagram of a lattice-based key encapsulation mechanism (KEM)
process 100 that provides quantum-secure public key encryption between two entities (“Entity 17
and “Entity 2”). Entity 1 and Entity 2 can be, for example, two computer systems or other
electronic devices that exchange encrypted messages. At block 102, Entity 1 obtains (e.g., by
generating or retrieving from secure storage) a secret key defined as a vector § € Z?. At block
104, Entity 1 obtains (e.g., by generating or retrieving from secure or other storage) a parameter

matrix A € Zg™™

and noise vector € € Z?. At block 106, Entity 1 can generate a public key
pk = As + €. In some cases, generation of a static key pair can be performed once, with the key
pair and the parameter matrix being stored for later reuse in subsequent executions of process

100. Atblock 108, Entity 1 can send parameter matrix A and public key pk to Entity 2.

[0048] At block 110, Entity 2 can receive 4 and pk from Entity 1. At block 112, Entity 2 can
choose a random value vector 7, where 7 « Z7. At block 114, Entity 2 can generate a
message m, which can be, for example, a random nonce. At block 116, Entity 2 can generate an
encrypted message, denoted as Enc(pk,; m), by using A as a key to encrypt a message created
by computing 7(AS + €) + m. It should be noted that the quantity (AS + €) was provided as
public key pk by Entity 1 and that Entity 2 does not know either § or €. At block 118, Entity 2
can send the encrypted message Enc(pk,; m) to Entity 1.

[0049] At block 120, Entity 1 can receive the encrypted message Enc(pk,; m) from Entity 2.
At block 122, Entity 1 can compute the (approximate) decrypted message according to:

m ~ 7(4s + €) + m — FAS . (7)

Entity 1 knows A4, s, and e and can therefore solve for m without knowing 7.
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[0050] The process of FIG. 1 can provide quantum-secure public-key encryption. In some
instances, it is desirable to provide authentication capability, leveraging the concepts of digital
certificates and digital signatures. To support authentication, the public and secret keys of an
entity that is to be authenticated may need to be persistent, or static, keys that are used across
multiple transactions or other communication sessions. In some instances, the public key may be

stored in a digital certificate.

[0051] FIG. 2 shows a flow diagram of a process 200 for one-way authentication between two
entities (“Entity 17 and “Entity 2”) using lattice-based keys. Entity 1 and Entity 2 can be, for
example, two computer systems or other electronic devices that are to participate in a secure
communication session. It is assumed that Entity 1 desires to authenticate Entity 2. Itis also
assumed that Entity 2 has a static lattice-based public/private key pair (pk2, sk2) and a digital
certificate (cerr) while Entity 1 has an ephemeral lattice-based public/private key pair (pke, ske).
The ephemeral key pair may be generated, e.g., in response to Entity 1 determining that a secure

communication session with Entity 2 should be established.

[0052] Process 200 can begin at message 202, where Entity 2 sends its public key pk» to Entity
1. Public key pk2 can be a lattice-based public key of either Type A or Type B, and sending a
lattice-based public key can include sending a parameter matrix 4 associated with the public key
(e.g., a parameter matrix A as described above). At block 204, Entity 1 can choose an arbitrary
parameter K1, which can be a random value suitable for use as a symmetric key. At block 206,
Entity 1 can encrypt parameter K1 using public key pk2 and a post-quantum encryption
algorithm, denoted as function PQEnc(*). Function PQEnc(*) can implement lattice-based
public key encryption, e.g., as described above with reference to FIG. 1. At message 208, Entity
1 can send its ephemeral public key pk. and the encrypted K1 to Entity 2. Entity 2 has the secret
key sk2 and can decrypt K1.

[0053] At block 210, Entity 2 can choose another arbitrary parameter K2, which can also be a
random value suitable for use as a symmetric key. At block 212, Entity 2 can generate a session
key (K), for example by using a hash function H(K1, K2). Atblock 214, Entity 2 can encrypt
parameter K2 using the ephemeral public key pk. received via message 208 and a post-quantum
encryption algorithm PQEnc(*). Atblock 216, Entity 2 can also encrypt its certificate (cert)

using session key K and an encryption algorithm denoted as function Enc(+). Function Enc(*)
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can rely on the secrecy of session key K and can be, for instance, a conventional symmetric
encryption algorithm. At message 218, Entity 2 can send the encrypted parameter K2 and the
encrypted certificate to Entity 1.

[0054] At block 220, Entity 1 can decrypt the encrypted parameter K2 using its ephemeral
secret key ske. At block 222, Entity 1 can generate session key K using the same computation
used by Entity 2 at block 212. Thereafter, Entity 1 can decrypt the message containing the
certificate and can proceed with certificate validation and/or digital signature verification using
appropriate cryptographic techniques. (For instance, all keys involved may be quantum-secure
keys and quantum-secure techniques as described above can be used to perform signature
verification.) Once verification is complete, Entity 1 and Entity 2 can continue to communicate

securely using session key K.

[0055] While FIG. 2 shows an example of one-way authentication, in some cases two-way
authentication may be desired. FIG. 3 shows a flow diagram of a process 300 for two-way
authentication between two entities (“Entity 1”7 and “Entity 2”) using lattice-based keys. Entity 1
and Entity 2 can be, for example, two computer systems or other electronic devices that are to
participate in a secure communication session. It is assumed that Entity 1 desires to authenticate
Entity 2 and vice versa. It is also assumed that Entity 1 has a static post-quantum public/private
key pair (pki1, sk1) and a digital certificate (cerf1) and that Entity 2 also has post-quantum
public/private key pair (pk2, sk2) and a digital certificate (cerr2). In this example, Entity 1 also
uses an ephemeral post-quantum public/private key pair (pke, ske), similarly to FIG. 2.

[0056] Process 300 can begin at message 302, where Entity 2 sends its public key pk» to Entity
1. Public key pk2 can be a lattice-based public key of either Type A or Type B, and sending a
lattice-based public key can include sending a parameter matrix 4 associated with the public key
(e.g., a parameter matrix A as described above). At block 304, Entity 1 can choose an arbitrary
parameter K1, which can be a random value suitable for use as a symmetric key. At block 306,
Entity 1 can encrypt parameter K1 using public key pk2 and a post-quantum encryption algorithm
PQEnc(+). At message 308, Entity 1 can send its static ephemeral public key pki, its ephemeral
public key pke., and the encrypted K1 to Entity 2. Entity 2 has the secret key sk and can decrypt
K1,
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[0057] At block 310, Entity 2 can choose two additional arbitrary parameters K2 and K3, each
of which can be a random value suitable for use as a symmetric key. At block 312, Entity 2 can
generate a session key (K), for example by using a hash function H(K1, K2, K3). Atblock 314,
Entity 2 can encrypt parameter K2 using the ephemeral public key pk. received via message 308
and a post-quantum encryption algorithm PQEnc(:) and encrypt parameter K3 using the static
public key pki1 received via message 308 and a post-quantum encryption algorithm PQEnc().
At message 316, Entity 2 can send the encrypted parameters K2 and K3 to Entity 1.

[0058] At block 318, Entity 1 can decrypt parameter K2 using its ephemeral secret key ske and
decrypt parameter K3 using its static secret key ski1. At block 320, Entity 1 can generate session
key K using the same computation used by Entity 2 at block 312. Thereafter, Entity 1 and Entity
2 can exchange digital certificates encrypted using session key K, as shown at messages 322,
324. Each entity can decrypt the message containing the certificate and can proceed with
certificate validation and/or digital signature verification using appropriate cryptographic
techniques. (For instance, all keys involved may be quantum-secure keys and quantum-secure
techniques as described above can be used to perform signature verification.) Once verification

is complete, Entity 1 and Entity 2 can continue to communicate securely using session key K.

Blinding Protocols for Lattice-Based Key Pairs

[0059] It should be noted that processes 200 and 300 include the sending of static public keys
in the clear. For instance, in process 200, Entity 2 sends its static public key pk2 in the clear at
message 202. In process 300, Entity 2 sends its static public key pk: in the clear at message 302,
and Entity 1 sends its static public key pki in the clear at message 308.

[0060] In some applications of cryptography (including conventional as well as post-quantum
cryptography), it may be desirable for an entity to avoid repeatedly giving out the same public
key in the clear. For instance, a device (or entity) that provides the same public key to different
entities in connection with different transactions can be tracked across transactions, which may
allow third parties to glean information about the activities of the device (or a user associated
with the device). In addition, if a key pair becomes compromised (e.g., through hacking), all of
the device’s transactions using that key pair may no longer be secure. One option is to generate
ephemeral key pairs for each transaction. However, an ephemeral key pair may not support

authentication, since there is no persistent association of an ephemeral key pair with an identity.

14



10

15

20

25

30

In addition, generating key pairs is computationally expensive and may not be appropriate for

some devices, including low-power devices such as payment cards or the like.

[0061] Accordingly, some embodiments of the invention provide blinding techniques that can
be applied to quantum-secure keys and in particular to lattice-based key pairs. “Blinding” of a
key, as used herein, refers to obfuscation or modification of a cryptographic key by combination
with another data element, referred to herein as a “blinding parameter.” The blinding parameter
can be chosen randomly for each transaction. The blinding modification can be computationally
simple, as compared to generating an ephemeral key pair. The blinded public key, instead of the
static public key, can be sent in the clear and used to perform operations to establish a session
key, such as the operations shown in FIGs. 2 and 3. Once the session key is established, the
actual public key can be sent in an encrypted message and used for authentication. Examples of
blinding techniques for non-quantum-secure public keys are described in WO 2017/004470 A1l;
however, these techniques might not provide blinding for quantum-secure key pairs such as
lattice-based key pairs. Examples of blinding techniques that can be applied to quantum-secure
key pairs, in particular to lattice-based key pairs, will now be described. In some embodiments,
the blinding technique may depend on the whether the key pair is of Type A or Type B (as

described above).

[0062] FIG. 4 shows a flow diagram of a process 400 for blinding a lattice-based
public/private key pair of Type A according to some embodiments. Process 400 can be
performed by any entity (e.g., computer system or other electronic device) that participates in
secure communication and uses a lattice-based static key pair of Type A. Process 400 can begin
at block 402, with obtaining a lattice-based static key pair. As described above, for a Type A
lattice-based key pair, the private, or secret, key (sk) can be defined as a vector § and the
corresponding public key (pk) can be defined as pk = AS + €. This can be a static key pair. In
some embodiments, the secret key can be stored in secure storage accessible only to the entity
that owns the key pair, while the public key (and the parameter matrix A) can be stored in local
storage of the entity and/or at a certificate authority (CA). Obtaining the static key pair can

include reading the stored secret and public keys.

[0063] At block 404, blinding parameters are selected. In this example, the blinding

parameters are a blinding vector 5, € Zg, which can be selected by randomly sampling the same
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distribution as vector 3, and a blinding error vector e, € Zg, which can be selected by randomly
sampling the same distribution as vector €. At block 406, a blinded public key (pk») can be

computed as:
pky = pk + As, + € . ®)
At block 408, a blinded secret key (sk») can be computed as:
sk, =5+5,. ©)

Once generated, the blinded public/private key pair can be used in communications with other
entities. For instance, the blinded public key pk» can be sent to another entity in place of the
unblinded public key pk during a process of establishing a session key. In some embodiments,
the other entity does not need to know that the public key has been blinded. If the static public
key is needed by the other entity, e.g., for authentication, the entity that initially provided a
blinded public key can send the public key after a session key has been established, with the

public key being sent in an encrypted message rather than being sent in the clear.

[0064] Process 400 blinds public keys across the set of Type-A public keys for a given
parameter matrix A but not necessarily across different parameter matrices 4 and A'. (For
instance, given two blinded public keys pk» and pk»' generated with two different parameter
matrices 4 and A’, it may be possible to determine that the two blinded public keys do not
correspond to the same static public key, particularly where the parameter matrix is
communicated along with the public key; however, as long as all blinded public keys are
generated from the same parameter matrix, information about the static public key cannot be
inferred.) It should also be noted that, without knowing blinding parameters s, and e, the
unblinded public key cannot be computed from the blinded public key. Accordingly, an entity
that performs process 400 can provide blinded public key pk» in the clear without revealing the
static public key pk. Like the unblinded key pair (pk, sk), blinded key pair (pks, sk») has the
property that messages encrypted using pk» can be decrypted using sk». Thus, an entity can use
process 400 to generate a new blinded key pair (pks, sk») for each transaction or other

communication session in which the entity participates.

[0065] Process 400 is an example of a minimally invasive blinding process, in that the error

term (which represents noise and can lead to incorrect results when it becomes large) is
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controlled. Thus, the blinding process 400 can be used with minimal effect on correctness of

encryption/decryption operations.

[0066] Process 400 applies to a lattice-based key pair of Type A. FIG. 5 shows a flow diagram
of a process 500 for blinding a lattice-based public/private key pair of Type B according to some
embodiments. Process 500 can be performed by any entity (e.g., computer system or other
electronic device) that participates in secure communication and uses a lattice-based static key
pair of Type B. Process 500 can begin at block 502, with obtaining a lattice-based static key
pair. As described above, for a Type B lattice-based key pair, the private, or secret, key (sk) can
be defined as sk = R for a small matrix R € Zz™™, and the corresponding public key pk can be
defined as pk = RA for a parameter matrix 4. At block 504, a blinding parameter is selected. In
this example, the blinding parameter is a matrix R, € Zg*™, which can be selected by randomly
sampling the same distribution as matrix R. At block 506, a blinded public key pk» can be

computed as:
pky, = pk + R A. (10)
At block 508, a blinded secret key sk» can be computed as:
sky =sk +Ry. (11)

Once generated, the blinded public/private key pair can be used in communications with other

entities, e.g., as described above with reference to FIG. 4.

[0067] Similarly to process 400, process 500 blinds public keys across the set of Type-B
public keys for a given parameter matrix A but not necessarily across different parameter
matrices 4 and A’. That said, without knowing blinding parameter R», the unblinded public key
cannot be computed from the blinded public key. Accordingly, an entity that performs process
500 can provide blinded public key pk» in the clear without revealing the static secret key pk.
Like the unblinded key pair (pk, sk), blinded key pair (pks, sk») has the property that messages
encrypted using pk» can be decrypted using sk». Thus, an entity can use process 500 to generate
a new blinded key pair (pks, sk») for each transaction or other communication session in which

the entity participates.
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[0068] Like process 400, process 500 is an example of a minimally invasive blinding process,
in that the error term (which represents noise and can lead to incorrect results when it becomes
large) is controlled. Thus, the blinding process 500 has minimal effect on correctness of

encryption/decryption operations.

[0069] Each of processes 400 and 500 is applicable to a specific type of lattice-based key pair.
Some embodiments provide blinding processes that can be applied to keys of either type;
however, such processes might not be minimally invasive. FIG. 6 shows a flow diagram of a
process 600 for blinding a lattice-based public/private key pair of either Type A or Type B
according to some embodiments. Process 600 can be performed by any entity (e.g., computer
system or other electronic device) that participates in secure communication and uses a lattice-
based static key pair of either Type A or Type B. Process 600 can begin at block 602, with
obtaining a lattice-based static key pair, which can be either a key pair of Type A or a key pair of
Type B. At block 604, a blinding parameter is selected. In this example, the blinding parameter

is a matrix R, € Zg*™, which can be selected by randomly sampling the same distribution as

matrix R. At block 606, a blinded public key pk» can be computed as:
pky = Ry " pk . (12)
For key pairs of Type A, Eq. (12) yields:
pky, = Ry - (AS + é), (13)
and for key pairs of Type B, Eq. (12) yields:
pky, = R, - RA. (14)
At block 608, a blinded parameter matrix 4» can be computed as:
Ap = Ry - A. (15)

At block 610, a blinded secret key can be computed. For a key pair of Type A, the blinded secret

key can be computed as:
Skb =sk + Rb ) (168,)

and for a key pair of Type B, the blinded secret key can be computed as:
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Skb = Rb ‘R. (l6b)

[0070] Once generated, the blinded public/private key pair can be used in communications

with other entities, e.g., as described above with reference to FIG. 4.

[0071] In some embodiments, process 600 can blind public keys across different parameter
matrices 4 and A'. As with other embodiments described herein, without knowing blinding
parameter R», the unblinded key pair cannot be computed from the blinded key pair. Unlike
processes 400 and 500, process 600 is not minimally invasive because Eq. (12) can introduce
multiplicative noise, which can cause significant error growth. Appropriate choices of public

key encryption parameters can keep the error growth controlled to a desired degree.

[0072] It will be appreciated that the blinding processes described herein are illustrative and
that variations or modifications are possible. For example, operations described with reference
to a single block can be performed at different times, operations described with reference to
different blocks can be combined into a single operation, order of operations can be varied

(except where logic dictates otherwise), and some operations may be omitted entirely.

[0073] In some embodiments, blinded public/private key pairs generated by an entity can be
used by that entity in communications with other entities. By way of example, FIG. 7 is a flow
diagram of a process 700 for communicating with a second entity according to some
embodiments. Process 700 can be performed by any entity (e.g., computer system or other
electronic device) that participates in secure communication with a second entity and uses a
lattice-based static key pair. Process 700 can begin at block 702, with obtaining a lattice-based
static key pair. In some embodiments, the secret key of a static key pair can be stored in secure
storage accessible only to the entity that owns the key pair, while the public key can be stored in
local storage of the entity (which can be secure storage) and/or at a certificate authority (CA).

Obtaining the static key pair can include reading the stored secret and public keys.

[0074] At block 704, a blinded public/private key pair is generated. For example, at block
706, one or more blinding parameters, including at least one vector or at least one matrix, can be
selected. The blinding parameters can be, e.g., a pair of vectors (which can be selected as at
block 404 of process 400) or a matrix (which can be selected as at block 504 of process 500 or

block 604 of process 600). In other embodiments, other blinding parameters can be selected in
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addition to or instead of the blinding parameters described above. Each blinding parameter can
be selected by random sampling from a distribution associated with the lattice-based key
encapsulation mechanism, as in examples described above. At block 708, a blinded public key
can be generated from the static public key and the blinding parameter(s), and at block 710 a
blinded secret key can be generated from the static secret key and the blinding parameter(s).
Operations at blocks 708 and 710 can include, e.g., any of the operations described above with
reference to blocks 406 and 408 of process 400; blocks 506 and 508 of process 500; or blocks
606, 608, and 610 of process 600.

[0075] At block 712, the blinded public key can be sent to a second entity, which can be any
computer system or other electronic device with which the entity executing process 700 intends
to communicate securely. In some embodiments, sending a lattice-based public key can include
sending a parameter matrix A associated with the public key (e.g., a parameter matrix 4 as
described above). At block 714, an encrypted message can be received from the second entity.
The encrypted message is presumed to have been encrypted using the blinded public key. At
block 716, the encrypted message can be decrypted using the blinded secret key.

[0076] It will be appreciated that process 700 is illustrative and that variations or modifications
are possible. For example, operations described with reference to a single block can be
performed at different times, operations described with reference to different blocks can be
combined into a single operation, order of operations can be varied (except where logic dictates
otherwise), and some operations may be omitted entirely. Any type of blinding operation
suitable for lattice-based keys can be applied at block 704, including any of the operations
described above or a combination thereof. The key blinding techniques described herein can be
used for different types of distributions for lattice-based key parameters € and R, including
Gaussian distributions, uniform distributions within a small interval, and the binomial
distribution. Security of the blinded keys follows from the security of lattice-based public key
encryption under the same parameter regime and choice of distributions for lattice-based key

parameters € and R.

[0077] In some embodiments, blinded public keys can be incorporated into secure

communication session protocols of the kind shown in FIGs. 2 and 3. Examples will now be
described.
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[0078] FIG. 8 shows a flow diagram of a process 800 for one-way authentication between two
entities (“Entity 17 and “Entity 2”) using lattice-based keys according to some embodiments.
Entity 1 and Entity 2 can be, for example, two computer systems or other electronic devices that
are to participate in a secure communication session. It is assumed that Entity 1 desires to
authenticate Entity 2. It is also assumed that Entity 2 has a static lattice-based public/private key
pair (pka, sk2) and a digital certificate (cerf) while Entity 1 has an ephemeral lattice-based
public/private key pair (pke, ske). Each key pair can be of Type A or Type B. The ephemeral key
pair may be generated, e.g., in response to Entity 1 determining that a secure communication

session with Entity 2 should be established.

[0079] Process 800 can begin at block 802, where Entity 2 can generate a blinded key pair
(pkab, skap) from its static key pair (pk2, sk2), e.g., using any of the techniques described above
with reference to FIGs. 4-7. At message 804, Entity 2 can send the blinded public key pkas to
Entity 1. In some embodiments, sending a lattice-based public key can include sending a
parameter matrix A associated with the public key (e.g., a parameter matrix A as described
above). Atblock 806, Entity 1 can choose an arbitrary parameter K1, which can be a random
value suitable for use as a symmetric key. At block 808, Entity 1 can encrypt parameter K1
using blinded public key pk2» and a post-quantum encryption algorithm PQEnc(-), which can
implement lattice-based public key encryption. At message 810, Entity 1 can send its ephemeral
public key pk. and the encrypted K1 to Entity 2. Entity 2 has the blinded secret key sk2» and can
decrypt K1.

[0080] At block 812, Entity 2 can choose another arbitrary parameter K2, which can be another
a random value suitable for use as a symmetric key. At block 814, Entity 2 can generate a
session key (K), for example by using a hash function H(K1, K2). At block 816, Entity 2 can
encrypt K2 using the ephemeral public key pk. received via message 810 and a post-quantum
encryption algorithm PQEnc(*). Atblock 818, Entity 2 can also encrypt its static (non-blinded)
public key pk, certificate cert, and the blinding parameter(s) used to generate blinded public key
pkab (represented by parameter b in the drawing) using session key K and an encryption
algorithm Enc(*), which can be, for instance, a conventional symmetric-key encryption
algorithm. At message 820, Entity 2 can send the encrypted parameter K2, and the encrypted
public key, certificate, and blinding parameter to Entity 1.
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[0081] At block 822, Entity 1 can decrypt the encrypted parameter K2 using its ephemeral
secret key ske. Atblock 824, Entity 1 can generate session key K using the same computation
used by Entity 2 at block 212. Thereafter, Entity 1 can decrypt the message containing the
certificate, static public key pkz, and blinding parameter and can proceed with certificate
validation and/or digital signature verification using appropriate cryptographic techniques. (For
instance, all keys involved may be quantum-secure keys and quantum-secure techniques as
described above can be used to perform signature verification.) In some embodiments, the
validation and verification processes can include confirming that the blinded public key pkas that
was received at message 804 corresponds to a result of applying the blinding parameter received
at message 820 to static public key pk2. Once verification is complete, Entity 1 and Entity 2 can

continue to communicate securely using session key K.

[0082] FIG. 9 shows a flow diagram of a process 900 for two-way authentication between two
entities (“Entity 17 and “Entity 2”) using lattice-based keys according to some embodiments.
Entity 1 and Entity 2 can be, for example, two computer systems or other electronic devices that
are to participate in a secure communication session. It is assumed that Entity 1 desires to
authenticate Entity 2 and vice versa. It is also assumed that Entity 1 has a static post-quantum
public/private key pair (pk1, sk1) and a digital certificate (cerf1) and that Entity 2 also has a static
post-quantum public/private key pair (pk2, sk2) and a digital certificate (cerr2). In this example,
Entity 1 also uses an ephemeral post-quantum public/private key pair (pke, ske), similarly to FIG.
8. Each key pair can be of Type A or Type B.

[0083] Process 900 can begin at block 902, where Entity 1 can generate a blinded key pair
(pk1s, skip) from static key pair (pk1, sk1), e.g., using any of the techniques described above with
reference to FIGs. 4-7. Similarly, at block 904, Entity 2 can generate a blinded key pair (pk2s,
skap) from static key pair (pk2, sk2), e.g., using any of the techniques described above with
reference to FIGs. 4-7. At message 906, Entity 2 can send its blinded public key pk2» to Entity 1.
In some embodiments, sending a lattice-based public key can include sending a parameter matrix

A associated with the public key (e.g., a parameter matrix A as described above).

[0084] At block 908, Entity 1 can choose an arbitrary parameter K1, which can be a random
value suitable for use as a symmetric key. At block 910, Entity 1 can encrypt parameter K1

using blinded public key pk2» and a post-quantum encryption algorithm PQEnc(-), which can
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implement lattice-based public key encryption. At message 912, Entity 1 can send its blinded
public key pkis, its ephemeral public key pke, and the encrypted K1 to Entity 2. Entity 2 has the
blinded secret key sk2» and can decrypt K1.

[0085] At block 914, Entity 2 can choose two additional arbitrary parameters K2 and K3, each
of which can be a random value suitable for use as a symmetric key. At block 916, Entity 2 can
generate a session key (K), for example by using a hash function H(K1, K2, K3). Atblock 918,
Entity 2 can encrypt parameter K2 using the ephemeral public key pk. received via message 308
and a post-quantum encryption algorithm PQEnc(:) and encrypt parameter K3 using the blinded
public key pkis received via message 308 and a post-quantum encryption algorithm PQEnc(:).
At message 920, Entity 2 can send the encrypted parameters K2 and K3 to Entity 1.

[0086] At block 922, Entity 1 can decrypt parameter K2 using its ephemeral secret key ske and
decrypt parameter K3 using its blinded secret key ski». At block 924, Entity 1 can generate
session key K using the same computation used by Entity 2 at block 916. Thereafter, Entity 1
and Entity 2 can exchange digital certificates cerf1 and cert2, static public keys pk1 and pk2, and
blinding parameters (represented by parameters 1 and 52 in the drawing) using messages
encrypted using session key K, as shown at messages 926, 928. Each entity can decrypt the
message containing the other entity’s certificate and static public key and can proceed with
certificate validation and/or digital signature verification using appropriate cryptographic
techniques. (For instance, all keys involved may be quantum-secure keys and quantum-secure
techniques as described above can be used to perform signature verification.) In some
embodiments, the validation and verification processes performed by Entity 1 can include
confirming that the blinded public key pka» that was received at message 906 corresponds to a
result of applying the blinding parameter received at message 928 to static public key pk».
Likewise, the validation and verification processes performed by Entity 2 can include confirming
that the blinded public key pki» that was received at message 912 corresponds to a result of
applying the blinding parameter received at message 926 to static public key pk1. Once
validation and verification is complete, Entity 1 and Entity 2 can continue to communicate

securely using session key K.

[0087] It will be appreciated that processes 800 and 900 are illustrative and that variations or

modifications are possible. For example, operations described with reference to a single block
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can be performed at different times, operations described with reference to different blocks can
be combined into a single operation, order of operations can be varied (except where logic
dictates otherwise), and some operations may be omitted entirely. Any type of blinding
operation suitable for lattice-based key pairs can be used in connection with process 800 or
process 900. In the case of process 900, each entity can use the same key blinding operation
(with independently selected blinding parameters) or a different key blinding operation. The
number of secret parameters (K1, K2, K3, etc.) exchanged can be modified as desired. For
instance, in some embodiments using two-way authentication, parameter K2 can be omitted, in
which case ephemeral keys pk. and sk. can also be omitted. Alternatively, a larger number of
secret parameters can be exchanged, and a different blinded or ephemeral key pair can be used in
connection with each such parameter. Particular algorithms for generating session keys from
secret parameters can be chosen as desired, and the session key(s) can include a symmetric key
and/or an asymmetric key pair as desired. Blinding parameter(s) used by one device can be, but
need not be, provided to the other device. If the blinding parameter(s) are not provided, then

comparing a blinded public key to the corresponding static public key can be omitted.

[0088] Unlike processes 200 and 300, processes 800 and 900 do not require any static keys to
be sent in the clear. In some embodiments, the only keys sent in the clear can be an ephemeral
public key, which is presumed to be generated afresh for each session, and one or more blinded
public keys, which are also presumed to be generated afresh for each session. Thus, third-party
tracking of an entity across multiple communication sessions or transactions based on the
entity’s static public key can be avoided. In addition, provided that no messages are encrypted
using a static public key, a third party who manages to obtain the static secret key would not be

enable to decrypt communications from authorized transactions.

Computer Implementation

[0089] Processes described herein can be implemented in any type of computer system or
other electronic device that has communication capability and that implements post-quantum
encryption technology such as a lattice-based KEM. In some embodiments, a computer system
includes a single computer apparatus, where the subsystems can be components of the computer
apparatus. The computer apparatus can have a variety of form factors including, e.g., a smart

phone, a tablet computer, a laptop computer, a desktop computer, etc. In other embodiments, a
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computer system can include multiple computer apparatuses, each being a subsystem, with

internal components.

[0090] FIG. 10 shows a simplified block diagram of a general-purpose computer system 1000
configured to execute various processes according to some embodiments. Computer system
1000 includes a processor 1002, a storage system 1004, a user interface 1006, and a
communication interface 1008. Processor 1002 can include one or more microprocessors or
microcontrollers programmed to execute various operations, including operations described
herein. For example, processor 1002 can execute program code implementing a post-quantum
key blinding module 1010 (which can implement portions of any or all of processes 400, 500, or
600 described above); a post-quantum encryption module 1012 implementing post-quantum
encryption and decryption processes, e.g., using lattice-based KEM; and a conventional
encryption module 1014 implementing conventional encryption and decryption processes.
Processor 1002 can also implement other operational modules, such as modules to manage

transactions, process data received in a transaction, and so on.

[0091] Storage system 1004 can include any combination of non-transitory storage hardware
for data (including program code), such as magnetic disk, optical disk, flash memory, DRAM,
SRAM, programmable read-only memory, or the like. Storage system 1004 can store program
code for execution by processor 1002 as well as data that may be consumed or produced by
processor 1002. A portion of storage system 1004 can provide a secure storage medium such as
a hardware security module or secure element. In some embodiments, data stored by storage
subsystem 1004 can include a static post-quantum public/private key pair (pk, sk) 1016 and a
digital certificate (cert) 1018 for computer system 1000. In some embodiments, secret key sk
can be stored in a secure storage medium while public key pk and digital certificate cert are

stored in either the secure storage medium or another storage medium.

[0092] User interface 1006 can include conventional hardware components such as a display,
keyboard, keypad, touchscreen, speakers, microphone, and/or any other component that can be
operated to receive input from and/or present output to a user. In some embodiments, user

interface 1006 can be minimal or nonexistent.

[0093] Communication interface 1008 can include conventional hardware components such as

antennas and supporting baseband hardware for wireless communication using standard
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protocols, such as Bluetooth, Wi-Fi, or NFC, and/or proprietary protocols as desired. In addition
or instead, communication interface 1008 can include hardware components for wired
communication, such as a USB connectors, an Ethernet connector, or one or more other
connectors. Communication interface 1008 can also include supporting control logic to operate
the communication hardware; such control logic can be implemented using dedicated logic
devices (e.g., FPGA or ASIC) and/or program code executing on a suitable processor, which can
be processor 1002 or a different programmable microprocessor. Depending on implementation,
communication interface 1008 can support point-to-point communication or communication via

a local or wide area network (including the internet).

[0094] A computer system can include a plurality of the components or subsystems, e.g.,
connected together by external interface or by an internal interface. In some embodiments,
computer systems, subsystems, or apparatuses can communicate over a network. In such
instances, one computer can be considered a client and another computer a server, where each
can be part of a same computer system. A client and a server can each include multiple systems,

subsystems, or components.

[0095] Computer systems can be implemented in a variety of form factors and devices ranging
from server farms to desktop or laptop computers to special purpose devices such as point-of-
sale (POS) terminals to mobile devices such as smart phones, tablets, or wearable devices. In
some embodiments, a computer system can be of ultra-compact and low-power design. For
example, a “smart card” can incorporate an NFC interface for short-range communication with
another device such as a POS terminal, secure storage for a key pair and certificate, and logic
circuitry implementing the blinding, encryption, decryption, and other operations needed to
communicate with the other device. In some embodiments, the smart card can draw operating
power from the near-field electromagnetic radiation of the POS terminal or another external

source.

[0096] It should be understood that any of the embodiments of the present invention can be
implemented in the form of control logic using hardware (e.g., an application specific integrated
circuit or field programmable gate array) and/or using computer software with a generally
programmable processor in a modular or integrated manner. As used herein a processor includes

a single-core processor, multi-core processor on a same integrated chip, or multiple processing
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units on a single circuit board or networked. Based on the disclosure and teachings provided
herein, a person of ordinary skill in the art will know and appreciate other ways and/or methods
to implement embodiments of the present invention using hardware and a combination of

hardware and software.

[0097] Any of the software components or functions described in this application may be
implemented as software code to be executed by a processor using any suitable computer
language such as, for example, Java, C, C++, C#, Objective-C, Swift, or scripting language such
as Perl or Python using, for example, conventional or object-oriented techniques. The software
code may be stored as a series of instructions or commands on a computer readable medium for
storage and/or transmission, suitable media include random access memory (RAM), a read only
memory (ROM), a magnetic medium such as a hard-drive or a floppy disk, or an optical medium
such as a compact disk (CD) or DVD (digital versatile disk), flash memory, and the like. The

computer readable medium may be any combination of such storage or transmission devices.

[0098] Such programs may also be encoded and transmitted using carrier signals adapted for
transmission via wired, optical, and/or wireless networks conforming to a variety of protocols,
including the Internet. As such, a computer readable medium according to an embodiment of the
present invention may be created using a data signal encoded with such programs. Computer
readable media encoded with the program code may be packaged with a compatible device or
provided separately from other devices (e.g., via Internet download). Any such computer
readable medium may reside on or within a single computer product (e.g. a hard drive, a CD, or
an entire computer system), and may be present on or within different computer products within
a system or network. A computer system may include a monitor, printer or other suitable display

for providing any of the results mentioned herein to a user.

[0099] Any of the methods described herein may be totally or partially performed with a
computer system including one or more processors, which can be configured to perform the
steps. Thus, embodiments can involve computer systems configured to perform the steps of any
of the methods described herein, potentially with different components performing a respective
steps or a respective group of steps. Although presented as numbered steps, steps of methods
herein can be performed at a same time or in a different order. Additionally, portions of these

steps may be used with portions of other steps from other methods. Also, all or portions of a step
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may be optional. Additionally, and of the steps of any of the methods can be performed with

modules, circuits, or other means for performing these steps.

Additional Embodiments

[0100] Embodiments described herein provide blinding techniques for post-quantum (or
quantum-secure) public keys and communication protocols that include using a blinded public
key to avoid sending a public key in the clear. Such techniques can be implemented in any
context where two electronic devices use post-quantum encryption techniques to communicate
information. The specific details of particular embodiments may be combined in any suitable
manner without departing from the spirit and scope of embodiments of the invention. However,
other embodiments of the invention may be involve specific embodiments relating to each

individual aspect, or specific combinations of these individual aspects.

[0101] In examples described above, a new blinded public key (and corresponding blinded

secret key) is generated for each communication session; however, storage and reuse of blinded
keys is not precluded. For instance, a device that generates blinded keys may store and reuse a
blinded key (e.g., for subsequent transactions with the same counterpart device). In such cases,
third-party tracking of a device across instances of reuse of the same blinded public key may be

possible.

[0102] In examples described above, the information communicated between devices is usable
to generate a symmetric session key for a secure communication session. A secure
communication session can continue for as long as both entities desire to maintain the session.
Any amount and type of data can be exchanged within a secure communication session,

including but not limited to certificates and digital signatures.

[0103] A recitation of “a”, “an” or “the” is intended to mean “one or more” unless specifically
indicated to the contrary. The use of “or” is intended to mean an “inclusive or,” and not an

“exclusive or” unless specifically indicated to the contrary.

[0104] All patents, patent applications, publications and description mentioned herein are

incorporated by reference in their entirety for all purposes. None is admitted to be prior art.

[0105] The above description is illustrative and is not restrictive. Many variations of the

invention will become apparent to those skilled in the art upon review of the disclosure. The
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scope of patent protection should, therefore, be determined not with reference to the above
description, but instead should be determined with reference to the following claims along with

their full scope or equivalents.
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WHAT IS CLAIMED IS:

1. A method performed by a first electronic device, the method comprising:

obtaining a static key pair comprising a static secret key and a static public key,
wherein the static key pair conforms to a lattice-based key encapsulation mechanism;

selecting a blinding parameter, wherein the blinding parameter includes at least
one vector or matrix selected by random sampling from a distribution associated with the lattice-
based key encapsulation mechanism,;

computing a blinded public key using the static public key and the blinding
parameter;

computing a blinded secret key using the static secret key and the blinding
parameter;

sending the blinded public key to a second electronic device;

receiving an encrypted message from the second electronic device; and

decrypting the encrypted message using the blinded secret key.

2. The method of claim 1 wherein the static secret key corresponds to a first
vector () and the static public key (pk) corresponds to a second vector equal to AS + €, wherein
A is a parameter matrix and € is an error vector, and wherein:

selecting the blinding parameter includes selecting a first blinding vector (s5) and
a second blinding vector (e); and

computing the blinded public key includes computing a third blinding vector
equal to As;, + e, and adding the third blinding vector to the static public key pk.

3. The method of claim 2 wherein computing the blinded secret key includes

adding the first blinding vector s, to the static secret key (sk).

4. The method of claim 1 wherein the static secret key corresponds to a first
matrix R and the static public key (pk) corresponds to a matrix product R * A, wherein 4 is a
parameter matrix, and wherein:

selecting the blinding parameter includes selecting a third matrix (R»); and

computing the blinded public key includes computing a matrix product equal to

Ry, - A and adding the matrix product to the static public key pk.
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5. The method of claim 4 wherein computing the blinded secret key includes

adding the third matrix R» to the static secret key (sk).

6. The method of claim 1 wherein:
selecting the blinding parameter includes selecting a blinding matrix (R»); and
computing the blinded public key includes computing a product R, - pk, wherein

Pk 1s the static public key.

7. The method of claim 1 wherein the decrypted message includes a first
parameter (K1) usable to generate a session key and wherein the method further comprises:

receiving a public key from the second electronic device;

generating a second parameter (K2),

generating a session key based at least in part on the first parameter K1 and the
second parameter K2; and

sending the second parameter K2 to the second electronic device in a message

encrypted using the public key received from the second electronic device.

8. An electronic device comprising:

a storage system configured to store a static key pair comprising a static secret
key and a static public key, wherein the static key pair conforms to a lattice-based key
encapsulation mechanism;

a network interface configured to communicate with another electronic device;
and

a processor coupled to the storage system and the network interface, the processor
being configured to:

select a blinding parameter, wherein the blinding parameter includes at
least one vector or matrix selected by random sampling from a distribution associated
with the lattice-based key encapsulation mechanism;

compute a blinded public key using the static public key and the blinding
parameter;

compute a blinded secret key using the static secret key and the blinding

parameter;
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send the blinded public key to the other electronic device;
receive a first encrypted message from the other electronic device; and

decrypt the first encrypted message using the blinded secret key.

9. The electronic device of claim 8 wherein the processor is further
configured such that:
in the event that the static secret key corresponds to a first vector (§) and the static
public key (pk) corresponds to a second vector equal to AS + €, wherein 4 is a parameter matrix
and € is an error vector:
selecting the blinding parameter includes selecting a first blinding vector
(sp) and a second blinding vector (ep); and
computing the blinded public key includes computing a third blinding
vector equal to As,, + e;, and adding the third blinding vector to the static public key pk;
and
in the event that the static secret key corresponds to a first matrix R and the static
public key (pk) corresponds to a matrix R + A, wherein A4 is a parameter matrix, and wherein:
selecting the blinding parameter includes selecting a third matrix (R»); and
computing the blinded public key includes computing a matrix product

equal to Ry, * 4 and adding the matrix product to the static public key pk.

10. The electronic device of claim 8 wherein the processor is further
configured such that:

selecting the blinding parameter includes selecting a blinding matrix (R»); and

computing the blinded public key includes computing a product R, - pk, wherein

Pk 1s the static public key.

11.  The electronic device of claim 8 wherein the processor is further
configured to:

establish a session key with the other electronic device; and

send a second encrypted message containing the static public key to the other

electronic device, wherein the second encrypted message is encrypted using the session key.
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12. The electronic device of claim 11 wherein the storage system is further
configured to store a digital certificate for the electronic device and wherein the second

encrypted message further includes the digital certificate for the electronic device.

13. The electronic device of claim 8 wherein the electronic device is

configured as a smart card.

14, The electronic device of claim 13 wherein the other electronic device is

configured as a point-of-sale terminal.

15. A computer-readable storage medium having stored therein program
instructions that, when executed by a processor of a first electronic device, cause the processor to
perform a method comprising:

retrieving, from a storage system, a static key pair comprising a static secret key
and a static public key, wherein the static key pair conforms to a lattice-based key encapsulation
mechanism,;

selecting a blinding parameter, wherein the blinding parameter includes at least
one vector or matrix selected by random sampling from a distribution associated with the lattice-
based key encapsulation mechanism,;

computing a blinded public key using the static public key and the blinding
parameter;

computing a blinded secret key using the static secret key and the blinding
parameter;

sending the blinded public key to a second electronic device;

receiving an encrypted message from the second electronic device; and

decrypting the encrypted message using the blinded secret key.

16. The computer-readable storage medium of claim 15 wherein the encrypted
message includes a first parameter for a session key and wherein the method further comprises:

receiving a first public key and a second public key from the second electronic
device, wherein the first public key and the second public key are lattice-based public keys;

generating a second parameter and a third parameter for a session key;

33



O 0 1 N

10
11

AOWDN

N Y v R W

N ke W N

encrypting the second parameter using the first public key and lattice-based
encryption;

encrypting the third parameter using the second public key and lattice-based
encryption; and

sending the encrypted second parameter and the encrypted third parameter to the

second electronic device.

17.  The computer-readable storage medium of claim 16 wherein the method
further comprises:
computing a session key based on the first parameter, the second parameter, and

the third parameter.

18. The computer-readable storage medium of claim 15 wherein the static
secret key corresponds to a first vector (§) and the static public key (pk) corresponds to a second
vector equal to AS + €, wherein A4 is a parameter matrix and € is an error vector, and wherein:

selecting the blinding parameter includes selecting a first blinding vector (s5) and
a second blinding vector (e); and

computing the blinded public key includes computing a third blinding vector
equal to As;, + e, and adding the third blinding vector to the static public key pk.

19.  The computer-readable storage medium of claim 15 wherein the static
secret key corresponds to a first matrix R and the static public key (pk) corresponds to a matrix
R - A, wherein 4 is a parameter matrix, and wherein:

selecting the blinding parameter includes selecting a third matrix (R»); and

computing the blinded public key includes computing a matrix product equal to

Ry, - A and adding the matrix product to the static public key pk.

20. The computer-readable storage medium of claim 15 wherein each blinding
parameter is selected by random sampling of a distribution associated with the lattice-based key

encapsulation mechanism.

34



	2021-02-08 Specification
	2021-02-08 Claims
	2021-02-08 Abstract
	2021-02-08 Drawings-other than black and white line drawings



