WO 01/ 78437 PCT/ F101/00353 1 Method and arrangenent for maintaining
synchroniggzat{ Qs+ n association with resetting a connunicaﬁ&ﬂ@uﬁ@&ggction
The invention concerns generally the technol ogy of keeping the

conmuni cation 5 connections functional between base stations and term nals
of a cellular radio system Especially.the invention concerns the task of
mai ntai ning certain synchronization asﬂects during the procedure of
resetting a communi cation connection. The specifications of cellular radio
syst ens dMédthed card airnapgementoforsmadrtainiagssynchignizationfinpassostagion wjt s

whi ch the.c@ h@mmAni&YioncSonidetioh Pl enment. Certain protocol |ayers

serve as peer entities to each other in a pair of devices which have a
comuni cati on connecti on between them The specifications also define
certain procedures for setting up, nmaintaining and tearing down the
communi cation connections between such peer entities. 15 As an exanple we
consi der The iapedidn cahteams generdlly W fedhdologyr shlkelphig ¢he communication

(ayers o¢‘&§%}e}§8g%bf§¥?ﬁe'8@ak>€%ﬁseﬁ§§ St (i kGomkBR B Sl il
whi ch ar esyséam. Bspdciallys the daventiuheeoncensrs dbRnatke dife dnaiptraniBge gt iabh

there_hasqhpehy el daspelts alupity ithbedrdRalRl Cl réfefhfi GatbRinliesfoRs
ETSI TS 125 322 V3.1.2 (2000-01) 20 where ETSI cones from European

Tel econmuffE¥EHBAs St andards Institute, a RESET procedure for the RLC
| ayer. Said technical specification is incorporated herein by reference.
The RESETTh¢ epedificetions ofbedlular radsesyspans dBfific eattaini metdaol stagks BOKSistmg t he

MS i ' ti di th
Soor W B HbIoREL GRS RURICURE NortihllealfE BEALCIRGRY ShG e Aer Bl N
cor r esponpliotecadlayers serysaasapesy ensitics thoach pier ieatnal esdevices which baveor ve
the error; . ahhudltdR dcBioRORLtWeeR &%ﬁg TRERHEEFR AR LIS dBEné @ rafiTe

network resources and the itnitial RLC par matgrs. t the sane tinme when

prot ocol Pracadtes  £0TaSEttHIEs &P, ¢ MaIntaneng TeATRE | e CABYNGAIQE t he

HFN ( Hy pegorfricefiBnd\NBéiRIch doéh QRer entitigyt der to prevent the RLC layer from
reusing the sanme ci phering nmask to soon. 30 The known RESET procedure

L5 20k SRR BB BRSSP e OO e SR 1
the M5 wi Televompnohitaions Systemprand bspekrathyrnthRESEC (Redoe dduk € drdidl} layera
o L1 OPPSHS AOMTES i sl SNCTRaENGR GUCOTRIETN B BE1RE,
VO 01/ 784attitrsTorash/abes For acknowledged mode operation there has been defined, in
a published technical specification known as ETSI TS 125 322 V3.1.2 (2000-01)
20 where ETSI comes from European Telecommunications Standards Institute, a
RESET procedure for the RLC layer. Said technical specification is incorporated
herein by reference. The RESET procedure is used to reset peer RLC entities in the
RNC and the MS in a situation where a protocol error has been discovered by any
of the peer RLC entitites. The task of the RESET procedure is to reset all
25  corresponding protocol parameters in both peer entities in order to solve the error
situation and to continue data transmission by using the same network resources and
the initial RLC parameters. At the same time when protocol parameters are reset the
RLC layer must increase the value of the HFN (Hyper Frame Number) by one in
order to prevent the RLC layer from reusing the same ciphering mask to soon.

30 The known RESET procedure relies on the exchange of certain PDUs (Protocol
Data Units) between the peer RLC entities and works well when the PDUs trave!
between the RNC and the MS without problems. However, the known RESET
procedure fails in a situation where at least one PDU is lost due to a communication
error. Fig. 1 illustrates a situation where the communicating entities have been



2 designated as the sender and the receiver according to the direction of
travel of lrst PDU related to the RESET procedure. {11 the
sender n&égﬁy"&?ot ocol error on the RLC | ayer, which negir)lgférﬁg{toaa RESET
procedure nust be initiated. Let us assune that the current HFN :
(Hyper Franme Nunber) at the tinme of discaoyvering 5 the protocol error is M
The sender initiates the RESET prodedurezby sending, at step 102, a
certain RESET PDU to the receiver. The RESET PDU is designated as 103. At
the sane tdesignated aethtesendet and thé rmeeiveniacpordeng tothe diseation af wavelrgTthe The
time betwiﬁ | rTroLEddrBeAL s 10 St @et Rofes & prbtdld
line of Db gtcgbg’{)?ga{éfg&A@@g%]g%E?é%O%e r'ecelsfvéz)r recei ‘i he RES%T PDU and
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recei vgr §€‘?}(ﬁ’§°@f’°g?’gﬁr i@g/lgﬁ}lﬁéﬁﬂ i ’é’ﬂlﬁ%tﬁ%glﬂe Wﬁﬂ?&%ﬁﬁﬂ? &Xeseﬁéﬁ_gf aE\CK
PDU. The Rtoppd8Z dtetthia REREGWBED &t retbifet. sSTheoRESEThPOYUnis Hesigeatddrast hat
the RLC | r J.esetii .has.he t ' he - e t he
desi gnati 33?3 ‘@eﬁgegﬁﬂkgﬁgﬁ'@gc%ﬂggfg%gdnﬁﬂ]ﬁte% gﬁrlge%g?wlpést ,BheeN? r%ltnjs@{%[ési on
di rect i on Tdfe time Hetween Hpusettisg and expayy aftthertimenskihonretiyBigedtasia inged's
| ost or C%ﬁ%&p&&g due to a conmunication error. It never reached the
sender, so he 1s not aware of the 20 acknow edgenent 107 havi ng been sent

2" now! RESE 8 ot oSt FReMESE RETETaBbth and Haciaby eshmes davaf it |y
}_I gNt heI | eftlxet &?Edef@errtesdtﬁ_ﬁg @&hﬁ%@@% oplztdﬁ;f% ?Fﬁgeﬁ i108rit RESts 'Eﬂepmtoa:(gﬂt

val ue a e _sender is sti 6 6y LRSS 17 REEL KSimbhe
| atter RESEFBEIES YT MGeqygs U Cuenis aén? g now n}éoﬁga{mﬁe
g(é ég_?_wpgﬂ@enqﬂetedoﬂlemgaﬂ(ssthe wédetvernsends athatepupoh aneecknawlgdgement dO3nd

t I @t :
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M2, 13 t enfomaythegsendapithatdhe s dayersieseiting haschgenesoraplgted s thetigpeives an
acknow edgesfeNthat Lthe Hakignhiio®s URendaknanwll etiges®ei” dRnsinhbr @11g8fdro té h
sender, 30 whi E:hf?%rgleei ve%ni as s%gg);iig and resets all protocol rparamgters
for its p&’fapsﬁlﬂs%@éém“ﬂ%‘ thei firs the current value of the HFN by one
to Mtl. The result of one RESET ACK PDU 107 having been | ost w thout a
trace is tAtatstegf t €08 sthep dckfowedgeridnty di0jegetn ldst eenderupted tdue to a

transmtter 2 u?nigétfi&? &l Iitnnayepe{ea@%(gsché kg%tnﬁa’\l s Y 1S g@'tz%w opefhpeen

the sender~and (he recélvér i's lost. s ITn turi causes g demf)herg ng to

fail 20 thekeowladgemenil 07 hamingcbeamnsens gt aHaAtistep 0P yhrdsmpniRIY gxpyes,
which causes the sender to send a new RESET PDU 110 and set the Timer RST
again; the dots shifted slightly to the left represent the new timing round of the

Timer RST. The current HFN value at the sender is still M.

At step 111 the receiver receives the latter RESET PDU 110. It has no means of
25 knowing that the acknowledgement 107 was lost, which means that upon receiving
the second RESET PDU 110 the receiver again resets all protocol parameters at step
112 and again increases the current value of the HFN by one, this time to M+2.
After having completed these tasks the receiver sends at step 113 an
acknowledgement 114. This time the acknowledgement gets through to the sender,
30 which receives it as step 115 and resets all protocol parameters for its part at step
116 and increases the current value of the HFN by one to M+1. The result of one
RESET ACK PDU 107 having been lost without a trace is that after step 116 the
HFN values in the sender and the transmitter are different, in other words the HFN
synchronization between the sender and the receiver is lost. This in turn causes
35  deciphering to fail in the continued RLC connection, so that the only possibility is



WO 01/78437 PCT/ F101/00353 3 to release the corresponding radi o bearer and
to set u one which causes delay and unnecessary sigatbi oad. It
s an objalgql%g¥g7t he invention to provide a nethod and an arranlgie/érrlg?ljt for
resetting a communication connection with good robustness agai nst the
di sappearance of 5 transmitted informatjon related to the resetting
procedure. The object of the invention i% achi eved by i ncluding a sequence
nunber in at |least those pieces of transmtted information which cause
changes t hatrelense the eomnspanding yadibr bearemandto SEhaIp AAW iane whirdeeaitses
met hod f ofgefy t&ﬁ&c@ssﬁﬂ“’&‘i‘gﬂhﬁﬁx i1gRgconnection between 10 a first

a

conmmuni cati1 o evi ce an econd conmmuni cation device in a cellular radio
system conprising the steps of - detecting the need for resetting the
communi catt @M@biﬁ%k@f@ﬁ,mvequ%m&qw afl}%‘fﬁ%‘?ﬁpﬁﬁwgmﬁ‘g&gﬁgﬁng
devi ce t 0at bemARGIEi 0RO ovRMEcti@hi Wwith gdevd aebasthésssagginsic theotlisappearantd of

I ndicating the.need for resettin he cQ  cation connection, -
perfor%1n%“3“?8@%??#?5“%%3&%%%?@%%b“iﬁéégggéﬁga%% ni cati on device, and -
transmtting fromthe second comunication device to the first

communi cafliherobjeevofcthednyensionipaahievest by indnding »Acquagice ainertineat least
conpl et Oy pid€ed BF Hdishfited® itforiAfin WHichNEaliB! RS (hAARCEAEVAAEd0! N
that it conprises the step of inserting into a certai pi ece of

i nf or mat i 6WN¢IHAAEAIPRed bet ween the first conmunication device and the

second cormmuni cation device an indication of an effective nunber of certain
resetti ng ThRehMAtVIScARRH Ahtdhod fdr Rs@dng al contieheatidn veadedtion besethi ng

th ' ti ti . 25, The i ti : L . .
commull catiist cemAE o A PR A SRebt bt Gl & i kudler gt
devi ce wi shstamacomipkisimgy theastips ofyst em over a conmuni cation connection, the
devi ce compy}34ing the FEADMfor'rabettfb $d LOGnArER D nnkEF&AL I NY the

comruni cati on cog_necglgon, - %raném ssion. nmeans for transmtting to. the

ot her commiransmittiag frem ghe firstscommmaeationodeyice ip AthgaiGcoRd | GRMBHNICIHORNe
need for geeRE! iandidshepreEMefi ¢forMAti6AN MEditANy afé  iRdorfdr Pr@eaingfthe

i nforpption indi.cating the .conpletion of the resetting procedure, -

r ecei VP ng CREUNEIERION g‘?:rg}e\‘fpﬁﬁ’ fromthe other comunication device first

pi eces of - perfoanirgt & oesettivgl] praicedgret dtehe sebridarommaanication delvecec andruni cat i on
connecti on C%gw%@ggﬁsgp H%ecggcoq{d LOLBIIREA R HBGEaDL IR FRE &RufldatBnOf

the resetfiH _ ) e . _
device a second piece of information indicating the completion of the resetting

procedure;

20 the method is characterized in that it comprises the step of inserting into a certain
piece of information transmitted between the first communication device and the
second communication device an indication of an effective number of certain
resetting operations associated with a certain detected need for resetting the
communication connection.

25 The invention applies also to a communication device for communicating between
another communicating device within a cellular radio system over a communication
connection, the device comprising
- means for detecting a need for resetting the communication connection,

- transmission means for transmitting to the other communication device first pieces

30 of information indicating the need for resetting the communication connection and
second pieces of information indicating the completion of the resetting procedure,

- receiving means for receiving from the other communication device first pieces of
information indicating the need for resetting the communication connection and
second pieces of information indicating the completion of the resetting procedure,

35 and



35 and WO 01/78437 PCT/F101/00353 4 - resetting neans for performng a
resetti n?‘l,(ghgﬁggyre for the communi cati on connecti on; FheP@FMo%oiﬁ

characte edI’n that it conprises neans for inserting into a certain

pi ece of information transmtted between it and the other comrunication
device an 5 indication of an effective nunber of certain resetting
operations associated with a certain detected need for resetting the
communi cati on connection. The synchroni zation failure which may follow from
an att enpt eehepiingrmaans fex qerforming rd Jesating | Rrosadisad ey the) comypunicaiont he
receiver efnfdigigaiece of information which calls for initiating the
resetting prqcedure has no.neans .of .know ng, whether the 10 piece of .

0 or 88 REVige GarRIAREIGHEEM Bt dl SRy Mg os inseytbe Bafi & cartain
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is the.first. or a.subs ent.a se t . ece tjon.
The. rebel yuicfon AE B SRR pipbFTRE cBerieH g AE MR aRpr TR

r eset t i ngcenpainoiatested ohed kor rebesting due commumdationagrineoar es it agai nst the
sequence 15 nunber received in the inmedi ately previous corresponding:

pi ece of iIﬂE%ﬁH?%fc?ﬂze{tfonhPﬁluE@%ﬁM?ﬁxa | follohe frofel 4R REEmEH Bfiot BfireddtAAgt he
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t hat ece. E i nfor.mat.i on which acknow e a_co ed resettin
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knowi ng, wheibeeintbhbat picke oflicdgaaton thesendge maynadosate, ovhetheregenthecirsg. By

pl aci ng a ' 3 d he comruni cating party
gEE S fucht A P U RTHER FRAGHRRor

whi ch sends genent | cate, er it isthe first or a

subsequent attenpt of 25 acknow edgi ng. Accor di o the latter appr.oach
the devi c&haniespiviee i thespiese alc RHeTNagR nihic] quPSe.%OIt HEtgang dhe RpetHngas
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nunmbey_ and conpares i}.against so revi ously stored infor on that.
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accor di nghgknawledgement. si npl e enbodi ment of the invention the sequence
nunber need not be any

An alternative way of viewing of the problem is to say that the receiver of that piece
20 of information which acknowledges a completed resetting procedure at the other

end of the communication connection has no means of knowing, whether the

acknowledgement is a genuine one or a resent copy. By placing a sequence number

into the acknowledgement the communicating party which sends the

acknowledgement may indicate, whether it is the first or a subsequent attempt of
25 acknowledging.

According to the latter approach the device which receives the acknowledgement,
i.e. the device which was the original initiator of the resetting procedure, checks the
sequence number and compares it against some previously stored information that
describes the synchronization aspects before the lately initiated resetting procedure.

30 If the sequence number indicates that the device at the other end has received
multiple initiations for resetting, the device which received the acknowledgement
changes its synchronization aspects accordingly.

In a very simple embodiment of the invention the sequence number need not be an};
longer than one bit. In all subsequent copies of a piece of information which calls



| onger than one bit. In all subsequent copies of a piece of information

whi ch cal /78437 PCT/ F101/00353 5 for initiating theriRscdsing
procedure%ho\efpgia}%ue of the sequence nunber bit is the sama%as I'n t%e

original one. Only if one resetting procedure has been successfully

conpl eted and there conmes a need for initiating another, the value of the
sequence nunber bit is changed. In an atknow edgenent the sequence nunber
indicates the 5 nunber of changes nmade to _the synchronization aspects. The
novel f eatfor dsitiatingHthariesetongi precedirasthe healae wérthe tsequesicer nempey, bt isoear e

set fortRaid R H%Jbﬁgida[‘ ohBEONNP SN IRE 16deHin® prddeduid HEN be&D shdeifully
however, both _as to , i tS construction and. its nethod of ciBerz%tthon, t ogét her
Wi th addi CoBRIEtedEnd:there fomes daedas dnttiating Amotagr apwilBe sl thegerieBsd
fromthe flm!nhl%ri]d big ¢l ehaidedt H@!ﬁnﬁcéé@v@@%ﬁxﬁdx% _tB@b?qi@e:iileetmnmﬂmrindﬁ?Chsi the
connection wi.th t acco nyi rawngs... Fig. illustrates a known
resett?Png Wcﬂﬁczlﬁn&‘?sd%éeﬁ ﬁ%sﬁwm%gﬁaqo&%@wﬁg procedure according to
an enbodi nent of the invention, Fig. 3 illustrates an advantageous

st ruct ur e Tife noyelofeatuses adtich @né¢ comprderedi as obasactasistiq ®fthpanvensfon hee set

| nvent 1 on.gofhdn p‘bi‘trir%ﬁlgi"ﬂ B A8d VPSARAL THR if{edi LIHRIN RYRP, BRK &80
according to an enbodi nent t S{gj nvention, Fi.g. 4b 11|l ustr tetg t he

oper at i on it5f CoNSERGHOR, Kk 1ts Anefbo eperation.nipeethes wvith Addiional otgects pad

i nvention aﬂ?ﬂﬁﬁag_@ﬂ théreott Rall bé Bdso. urftRrsté®d Hrg@m the Ifblsvigt eksariptesetdsfi ng
pr ocegﬁre accar m@ ‘ﬁ?‘] anot Pler enpodi nent .of t.ﬁﬁ i nvention. Iﬂggw 6a

i 11 ustPat SREFIRGS IpRediments whenr nASEHE “AVIRE SCHORIBAAY G TEVIESY ot her
enbodi ment of the invention, Fig. 6b illustrates the operation of a

comuni cathignl dellusteateca kndivngeseiting pré&dangodi nent of the invention
nodified fromthat of Fig. 6a, Fig. 7 illustrates the application of the

i nventi on pag thi oassdiEdIcy Ulfeget%}}lgp PbQRre AV8difg K3 Yan Sehbbdisddrdt 68 glc

nobi |l e statPon according to an odi nent of the“invention and Fig.
illustrates a ra@Y®98 work controller according to an enbodi ment of the
30 invention. WO 01/ 78437 PCT/F101/00353 6 Fig. 1 has been described above

wi thin theigeschiilgdttas af a@vimigevis, stsenirb@ffaoproeodob data unit which is used as
15 a part of the invention,

Fig. 4a illustrates the operation of a communication device according to an
embodiment of the invention,

Fig. 4b illustrates the operation of a communication device according to an
embodiment of the invention modified from that of Fig. 4a,

20 Fig. 5 illustrates a resetting procedure according to another embodiment of the
invention,

Fig. 6a illustrates the operation of a communication device according to said other
embodiment of the invention,

Fig. 6b illustrates the operation of a communication device according to an
25 embodiment of the invention modified from that of Fig. 6a,

Fig. 7 illustrates the application of the invention within a structure of protocol
layers,

Fig. 8 illustrates a mobile station according to an embodiment of the invention and

Fig. 9 illustrates a radio network controller according to an embodiment of the
30 invention.



di scussion wll focus on Figs. 2 to 9. Fig. 2 illustrates a situation where
the commpioabilg entities have been designated as the sepgpi@hgssshe

receiver accordl ng to the direction of travel of the first PDU 5 rel ated
to the RESET procedure in the same manner as in Fig. 1. At step 201 the
sender notes a protocol error on the RLC | ayer, which neans that a RESET
procedure nust be initiated. Let us againh assune that the current HFN at
the tinme of discovering the protocol error is M The sender initiates the
RESET pr ofieglur badhheens destribgd agrpvs wdthingle desasiptioni of pEsETt.PRUhedollowing
recei ver. glhg.d %@q]ﬁ%{lgény%gg%gﬁat ed as 203. At the sane tinme the
sender sets t?’ue timer Tinmer The running tinme of the timer is again
shown in Flgazéasallne of bl ots. ccordln vention th

e OIS dbfiafers AtuinmmBers, ietng fotiflen b BEH fepased,
Reset Sequeiwe séhdereind ﬁlleeretzallveﬁ acxforvlhigCﬂm ihe dirdation (bfh‘&aimflaofsnhbtﬂledPEESET

D st 2bHeEReSChRUR S bhee i baicose R i RRH a8 inHIE, 1o AT PR el
PDU 203. g¢nderepot2®4a tpretocel:eamm onethei VAL t ayemesmphpm@amstham REM{EbyY
becones aﬁ?cg:%dﬁ% e St @%ﬁn% E€§?§ a%zﬁﬁ ﬁgﬁﬁn%ﬂtﬁé’%{nﬁﬁﬁm R thelimalo$0

recei ves res t e va At ste 05 tge recej yer yesets

all prot dtS@DV?IaW& Ef@oéﬂdﬁﬂ%i%%ﬂﬁegh% H@Q?ﬁrmwesv e RESET: peodedwrenly one
to Mel. 2Qerffih@r at1gé mztoxrebﬁdeEBqupwlté thb@eceio@i VEHe RBSET PDIStiep

S?ﬁb?ﬁs FrignFied iy 2587 Becthind B B aP R To% Rl Pt TR

the novel nimAhg tese aﬂﬂxeotnhyrtsr@aupsmmnFrg/amsmhndofbmckamm into
significant use. However, we assunme that at step 25 208 the acknow edgenent

20 I hed
207 9015 S5kl L PLARLINS 89 RESPITAIOSS PG o sbpodBichuaE e
acknow edgéndhwez@mﬁms the ﬁ&blnorsﬁmet Sequence Wpmbegshe (yglqer@f whiegris kdor
ﬁéﬁ' \r/glsue W rﬁﬁteaeﬁg§kfrspr03tmags;%ﬁdiﬁw%tﬁ%%ﬁul?gu}g&% séfdin Lthéent
sendel? noB@sSEéé i?@p;rbgo@f Sc%ibizﬁrl@ F‘g?JVg‘l?fOk Ogtg‘é 11 &é‘dF@é’ént
copy of i RES‘E”IDPDtIﬁESETAR%ﬁQBA, thecrameemmceaFK rthw}&@’frﬁ?mUv@(% and

r in e._previ N e
e rarther Befitb] BuRLE Ao e vy e iny RERLE JehBEpBROY Ralkl
was i ncl utedives amdk storeyitbesvaRESEToPThe RN ard $tnpllﬁsﬁe$h& receaveyurdsets3allt o
UL Rﬁﬁﬁgcﬁ%ﬁgtermﬁ;cgéfs& R /dakidht QARR3of the HFN by one to M-+1,

20  After having completed these tasks the receiver sends at step 206 a RESET ACK
PDU 207.

If the acknowledgement reaches the sender without problems, the resetting
procedure is completed in the normal manner and the novel features added by the
present invention do not come into significant use. However, we assume that at step

25 208 the acknowledgement 207 gets lost or corrupted due to a communication error.
It never reached the sender in decodable shape, so the sender is not aware of the
acknowledgement 207 having been sent at all. At step 209 the Timer RST expires,
which causes the sender to send a new RESET PDU 210. The current HFN value at
the sender is still M.

30 According to the invention the sender notes at step 209 that the new RESET PDU
210 is actually a resent copy of the previous RESET PDU 203, because no
acknowledgement was received concerning the previous RESET PDU 203 before
the expiry of the Timer RST. Therefore the sender reads the stored value k of the
RSN which was included in the previous RESET PDU 203 and includes it as such

35 to the new RESET PDU 210.



At step 211 the receiver receives the latter RESET PDU 210. Now t he

receiver the value of the RSN in the new RESET PDU onpar es
it agai nsWng/ﬁégaZ)revi ously stored value k received in the F%%%%(ﬁgg:g%T PDU
203. The receiver notes that these two values are the sane, fromwhich it
may deduce that the 5 acknow edgenent 2 was | ost. This neans that upon
recei ving the second RESET PDU 210 the recei ver does not reset the
protocol paraneters at step 212, or at |east does not increase the current
val ue of AtestefrildnthemeceiveReseciviendhe Hattqr BESEJ] PDJar2kfetMew Beceecaies at
step 212 t ISR | @iapa! nf%ﬂgepﬁr &r
val ues m\éﬁ#%e@ge\’/er? gg&%ﬁﬁmquﬂﬁe@%?%gﬂ%&i 10 sends
at step 2B areVRONLE HFRA W) nE_CQMId_“FHh@ s c%%gltg@nwl‘@éts
thr fughl t ﬂoﬁééeﬂlt%?%ﬁée tWai valueggsevm%t sdm%t g&heg;vmaﬁﬁt amdyr@afdcet 3 thak the
protocol paraneters for ) r .step and incr.ease e
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RSN in the 15 second RESET P R L4 ' '
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di T er ent gl ifbaiERR SahllA! whilfd e Yeveiad o NFrdrestep e iR seRARE and

e 5
the receiver i's maintained. The qperation of The sender and receiver

devi ct@ r serdsnat stere2 bhames acknowvlg &fén%lﬁgll“zo second RESET ACK PDU 214 were
| ost or corrupted. In such a case the sender could transmt a third RESET

PDU wher e THhetiirl the aeknbtviedgShhenogbn thtdugh toetht kendaanwhiels réaeivdsat ht stsp and

second RE P o_jhat .th t 2 u d at
t he recei ?55 ar}%éﬁﬁgsepfln%rtot?cquéaéggx?heigif%%np %g%tﬁa% éz\sﬁgué@e?? cr%%%%ft{l}gd I n
a situati oarmehevaluentfethiecHEMN dycamadta Mhk Sincetthereegiverr debnet iregse ths
severe en t ' [ ' | ' ' il the MRY
e ot Lol ho A b DA EP S, o i 7
t he setee t WS Sehelelfl® SAm | mifat i on
ngai n T eal e o oL ek “@‘ﬁ%‘%}?ﬂg?@%mg o %‘i"g?‘éﬁﬁi‘s‘gﬁgﬁ* mﬂ‘m’er

| ayer, whivaRiegdn fhe sgader TTISHUEET, e, AFERent; Whigh miaps fat dhie y
assume t h@gnélﬂ@nmaﬁbﬁrbbt\#ﬁi itfe seaderTandithe rsecider isimainiahed again  the RESET
prodedure by sending, at step 219, a certain RESET PDU to the receiver.

hot a o eistgiay o8I Sehdtd e bRERHEACEOFC RS the ShmiE VB gRE0.S
t her e2® i secd BESHThAGKePDY 2Adnwire ks ok corpuptedhdiigiiahea #ass dhtasendaN as

the —sequesey BRAlf.a {ird RESHT PEEWhAE thOJalich6f el RSN RRUIEHHI be the
wel | -defined relationship L
same as in the first and second RESET PDUs, so that the steps 211, 212 and 213
would be repeated at the receiver. In order not to keep the communication resources
reserved in a situation where interference conditions or other error sources are
25 severe enough to make the continuation of communication impossible, it may be

reasonable to set a limit for the maximum number of times of attempting the

resetting procedure by the sender.

At step 217 RLC level communication is continued between the sender and the
receiver. At step 218 the sender again realizes that there has happened a protocol
30 error on the RLC layer, which means that a RESET procedure must again be
initiated. We may assume that the current HFN if now T. The sender initiates again
the RESET prodedure by sending, at step 219, a certain RESET PDU to the
receiver. The RESET PDU is designated as 220. Because the newest RESET PDU
220 is not a resent copy of some other RESET PDU, the RSN value contained
35 therein is now something else than k, say k+1 (although we designate RSN as the
sequence number, it is not essential that there is a certain well-defined relationship
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RESET P d 220; it suffices "that the two are diffg&piohnodsd
associ a%%a%%t“gﬁfornul ating and sendi ng the new RESET PDUé220 at step 219

t he sender stores the value k+l included in the RESET PDU 220. Fromthe
reception 221 of the RESET PDU 220 at thg receiver the 5 operation follows
the steps described previously. Had it bEen the receiver and not the sender
whi ch noticed the new protocol error on the RLC |ayer at step 218, the

oper at i on haswiedn the sequsntesumbes edwes ok theeBESETeBD Un2e and 220¢ tesnttipes
PDU bei g T Py 48D o dHRrf ol aibcRafie B, MATRRLLLS ditesciliing the Rew-1
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sequence nyahey ,c'1§yasadst@@'2qb H&%&Qﬁbﬂ%&cﬁﬂh%e' GRBRYist TR saNe aBi deséribed
increnmenting 1t _by one each_ tine .during a RLC_ |eve| connection g/nen
resetti ng #10€ebut €VRRLhe Sols remursment o, thenwalye (of dhe rsegpencespunBEL ?Ji‘ﬁTber
can be Ust%’eﬁéstfﬂESEli!PBUcﬁz% diffierepbe@ | h\lﬁdhébﬁé\iiéltllaslb%EJSBIUBUU SZOBVu?anElbW
conmmunj cati on conn i on.. i g. i | Lustrat.es structure whi ch.can
advantigedtfs Fg,legg(ﬁgtlberp ntScah QS%UEE icﬂahsf% %%‘%ﬂeﬂq?q ﬁ%& PrSE S
expl ai ned sdgaence TtmbEDtaRDfroirsa Keadvat BESEIYPDAAdn @oretais dsvige b¥ Qifif¢rent]
302, a PDU,T fiel ' . ' : t he
D C fiel g@ﬁ}ﬁﬁuﬁg #g}r,gg 2’2.3% %@‘E&E%%%%P?@gﬁ ?‘oprlﬁpﬁsf}gg?@gas?%‘%nph%gﬁfyr ol
i nf or mat i othat tdeyiceDUHOWsaer, | e¢rtpizoalvapinesi mayaslsodbet gaingd Bniaspogsting a
i ndi cat es i ' bfthi LvEdRA o ReSs &k its
and the Pg,b‘f%%? ?%Jcﬁ 1!@.6%1{ g}gggiﬁﬁbbﬂ%lgi{?hg Egﬁb%szﬂ%f WthChe@léth? 9h¢lc$r%‘duﬁéi ze
the | drigt regardigss oppts 8algri HopeNample BEF dBNece; BHTDGT Jarised Whieh is
iSIOeCit Li C?t ct,cﬁﬁﬁddi'ﬁblfyheng@i ﬂrlrlbuhamlf Hiaﬁkhd)irﬁ:)‘;sr?emm” g\itd%fem esch fiine durinigna/RILC
ength o sequence numnber .S _Qne egki
whet her t hEVE} ?OIﬁWcﬁ%s‘?’ﬁ%‘h 3 1gSeftife Pfo?eté)i“é%&%gﬁg’ ?’% q:@%ﬁak\%ﬂeﬁ%e\?ﬂ%e égf]?eai n
recei ved diguense augtbenicas ter igidnas annndisaton afetherabsenyeyd. stEggtmal gunlityi 6f t he
sequence nt!ﬁ%%'inm&%:iaﬂéin cBﬂﬁe&iotn but actually also regardless of the length
unpber 't he :

of the sequence n I ncréasing of the sequence nunber by one when

starting a new resettin rocedure pust by understood as a cyclical .
oper at3bn Fige Bdllygaates U grugiere \é[h{fgs‘i vangpgeously be used in constructing

the RESET PDUs in the procedure explained above. The PDU 301 is N octets long
and comprises a D/C field 302, a PDU Type field 303, a R field 304 and a PAD
field 305. Of these the D/C field 302 is for indicating whether the PDU comprises
Data or Control information, the PDU Type field 303 contains an identifier which

25 indicates the PDU type in question, the R field 304 contains Reserved bits and the
PAD field is a padding field the purpose of which is to harmonize the length of the
PDU 301 with general PDU definitions given in the specifications of the cellular
radio system in question.

The minimum length of the sequence number k is one bit, so that just checking
30 whether the bit in question is O or 1 is enough to tell, whether a certain received
PDU is a genuine original one or a resent copy. Especially if the sequence number
is just one bit but actually also regardless of the length of the sequence number the
increasing of the sequence number by one when starting a new resetting procedure
must by understood as a cyclical operation where adding one to the largest possible
35 sequence number value gives the smallest possible sequence number value as a

result.
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basi cal | y be placed into an arbitrary location within the R field 304 or
the PAD field 305. Especially if only one bit is used as the sequence
nunber, specifying one of the reserved Ryts of the Rfield 304 is
reasonable. In Fig. 3 we have assuned t’hat one of the bits in the Rfield

is designated as the RSN or 5 Reset Sequence Nunber bit 306. Fi %
i |1 ust r at ddesequeneehaembeses basicalboheplased Hetorasr arbiTary lpsaiip afgma &Ri ch

t hte gloer ﬁtﬂe?d‘ 304 & ﬂﬁrmgup fiald 905. des@e@eltnyatf dt | . bifis sbeP a§r?ﬂe s6¢u enced
establishin evel. .conmuni i.s initiated, ~and as
a part of I cqrmﬁch&l}%gon%Pté‘éf‘d{ﬁSs@’e@ﬂ) n&&ﬁ%%ig%d? I¢gyan ﬂLFgﬁ or ed
at step 4(32we31@|e #Bmedrthatspen df tli@bite e aheninfiehd indesiguared lay thér R8N lort he
establ' connection. Steps 404 and 405

consti eg@‘%eﬂl}eﬁ?e Nolg“% 1§ﬁé§ ‘he device uses to nonitor the state of

t he com‘rum cation connection. |If a protocol error_ is noticed at step 404,

the devi c&Figniayillstiates the soethed tdescralashiabovenin the femeafi »Aloyr diageam pehish

descri bedtﬁé‘ hf8n ofta OnRurtiRatibh deDice GRSEFolidve }(ﬁ!;téﬁ 401 m@esﬁsmsm QFe
and at step 1 407ft sets.the Tiner RST. "At. st 408 it tra tsaRESET

PDU cont aitRi GGt ke¥el pormprmicaionspenpgetian iy inifate tﬁB ag A pd Eﬁnﬁt@tlﬁgw in
the rol e groddiRrécarinieial valbktfer tHaRSNid starsinatt dteg 40DeSHRPSEI3 Pokdespon

220 viar et torihllchl" SRy dnkdiehn e, SERLSRER RECTRN] Sirifnid %aﬁ”and
whet her t ltenhéotim. rﬁaspseﬂﬁaﬂmd 4(econstitntg & lvenpol alcmwmeldgberdnmccawe ta
transiti Olihﬁaﬁ' dﬂiE SRaté Q% the céﬁﬁmﬁé&u&h%ﬁ&g@ﬁ 1£65isRide@SAL -

r evi ce i ncreases 4

Thereafte current ﬁé{uone at step 412
and r esumstepnéPethecdsypemitt gresionabecarags ttmsenriﬁr ﬂlhéh@ natatiopaRi the abmfeo

fe><|0I ry Pefdeg%&{a wéil %@19@ ﬂ06j[1€;mrc%h‘§éé/ﬁﬁ %dlﬁfbﬁtﬁeqmﬂv\ﬁy ané hadat Eﬂe?ﬂ .
rom ep 0 ere the | checks as re c e
the mhxi mi Z‘SSE‘iSI ﬁﬁgﬁ AteR élgg ?&4& &%ﬁgﬁpmt‘m Fns
to step 4@ncrelisedeR$Nevaluerry theighagddvicesehichnistrow hathetriote uﬁtheereoélvESN i's
not increased. A positive finding at step 413 causes the device to abort

step 406 Qg eASlRE RESEE BRI apdte kﬁ’aﬁéa&ﬁ%‘ AR e e
out si de t Ih@op d@psrsbngl @f |Stﬁg>50ﬁ0%ta§}515 4467 wheos it so9stantly, cheek I’S‘iheﬂl@r 30
coul d be LeknSWRIBLMCRLiH\FEMIFEEARITARCARE the IimPrHAR X gﬁeepqzécﬂeimﬁgdﬂléﬂ
or between ste 12 an pasitive flndzwgg at st i ir eﬁf&
recept?on agkncaw%ggﬁepbgau%gngalgq{g?n g step t6 step 411" where
parameters are reset. Thereafter the device increases the current HFN number by
one at step 412 and resumes normal communication at step 403. If the timer makes
it to expiry before an acknowledgement is received, there follows a transition from
step 410 to step 413 where the device checks, whether it has reached the maximum
25  allowable number of resetting attempts. If not, it returns to step 407 where the timer
is again set; note that the value of RSN is not increased. A positive finding at step
413 causes the device to abort further resetting attempts and to declare an RLC
failure at step 414. The step 406 of increasing the RSN value could be located also
in other places outside the loop consisting of steps 407, 408, 409, 410, and 413; it
30 could be for example between steps 409 and 411, between steps 411 and 412 or
between steps 412 and 403.

A positive finding at step 405, i.e. the reception of a RESET PDU, means that the
device becomes the receiver device in the notation used above. At step 420 it checks
the RSN value included in the received RESET PDU and compares it against the
35 RSN value it has previously stored either at the setup phase of the RLC connection
or in association with the latest resetting procedure. In a normal case the two RSN



devi ce becones the receiver device in the notation used above. At step 420
it check %Bgéu N val ue included in the received RESET PDbl-ppfhfppispares it
agai nst t SN val ue it has previously stored either at the setup phase
of the RLC connection or in association with the |atest resetting
procedure. In a nornmal case the two RSN 01/ 78437 PCT/ F101/00353 10

val ues are not the sanme, which neans thé the received RESET PDU is a
genuine original one and not a resent cogﬁ. In such a case the device

e
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current HiRN h . ' r | | cks

o oo HALSNANE matifify R’EJE&P‘E BP The BhmbloAfflt St (G EndRrPlEsdiBdd ddovefiec

current Hench ahgee an RN is aotdokined pf alﬂ heutywerggheeprgat HEN gF @ qeﬁlé’aﬁlé[?re
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articul ar ich case the receiver perfor e parane

P a5 et 13ng cambadiment-Hie: Ao iUuSrHgs A aicsane, ymbpdiets WhenkvepRie, &

l RC| uded k¢ndshg RESETVBDIRESEﬂ'epDﬂJON Sega:rdldseroft Whathfehet warmmmdi:k‘inggiahe of

the rece receiver, knows

i ncr easi nm%% LS50t 8??36n't\}<5“‘§}}]id%shlélt ‘ﬁ%g pr oced rrean? V the

most r ecemdeyver&eeelvmjsud%EESEiJPDU eit chtrEksrawtepéZ,(énwhythﬁedm HEY RESET

ToJ 1S 2 LSReMHeCHYein {8 Y SAmcCASthel {\ﬁnﬁﬂ i3 t FNCYaldeYE tﬁ@trebél%lealﬁ fdiyg " e

its curren e but "goes direct e ackno % .

Usi ng20 he HIRN valsescare the aalppotl@mc&way knows thatdhis) ISsEltfu :etlmﬁrﬁ%rlt ﬁas

]E he dr ﬁ"‘b%%gllz{/ré‘%fgﬁt pertiduthr RESESPBU, eindviMeh Yedsar @R rékivdiperfofhs hes
romthe parameter resetting 422 and HFN increasing 423 steps. If, however, the HFN value

included in the received RESET PDU is smaller than the current HFN value of the

receiver, the receiver knows that it has already performed an HFN increasing step in
25 association with the resetting procedure meant by the most recently received

RESET PDU, i.e. the most recently received RESET PDU is a resent copy. In such

case the receiver does not increase any more its current HFN value but goes directly

into the acknowledging step 424. Using the HFN instead of a (potentially very

short) sequence number has the drawback that the HFN reserves a relatively large
30 number of bits from the RESET PDU.

In still another slightly modified version of the above-described embodiments the
first RESET PDU 203 sent by the sender does not comprise an RSN at all, and all
subsequently resent copies like the RESET PDU 210 do contain an RSN value. If a
receiving device finds a RSN value in a received RESET PDU, it knows that it is a
35 resent copy and consequently does not make changes in the current HFN value. This
embodiment of the invention has the drawback that in a case where the genuine



In still another slightly nodified version of the above-descri bed

enbodi ne first RESET PDU 203 sent by the sender dogsrmffio8s33Prise
an RSN apké Pﬁﬁg%d all  subsequently resent copies |like the RESET PDU 210
do contain an RSN value. If a receiving device finds a RSN value in a
received RESET PDU, it knows that it is 35 resent copy and consequently
does not nmake changes in the current HFN value. This enbodi nent of the

i nvention has the drawback that in a case where the genuine WO 01/ 78437
PCTI F101/ 00gi5al RESEF PR avasiosedr powupied, thssteceiver ¢An mot &aow whethes dhe/er
can not kfé&éﬁﬁ"@@@h% rdddfved RIEA! o e ibstr GiCBbN BFtICRESET PDROR toOImOr

corrupt ed or to_sone ather, relatively rece ively
recei ved odshitglatyelyrasgntlpsegeesppely TeREVR gFBP@ﬁ&r%nm%éiﬁgégﬁned t hat
it is the sender which includes a sequence 5 nunber or other information
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i ndicativ i'ece of ormation I nto acknow e tranﬁgjl al ons. In
the fol | oeemesPRadEES BHpHaatieR o I&ﬁV@ltt%»m@ Qméat&fbéali%ﬁ@n e feucedvidi i on.

Fig. 5 ilpusticat#fiso %}Blo‘bﬁgh m/eexreeeivap teolfTdec gt e iMditatpre poste been
designated . as the. sénder a e receiver. acc &@2@ to.the di rechson of
travell of IHRENFHQILINtOHS ac}(gp\éd 1R &, HAREIREASHEY- %’r Hpying Wedes SHebhner
as in Figan altematdve enibbdaneninef the ihvattions a part of a connection setup
process an initial value k has been stored for a sequence nunber known as

the RSN 191t ?{ﬁs&géééénfaﬁ%ﬂ%dhé}%ttﬁé c@rr?ﬁl?ﬁlgﬁt‘?ﬁgd@ﬁlgﬁéﬁ_hm bdka &s%]ﬂa‘i‘é’(?r

whi ch nean pe 1 nJ t assunme

that the @mﬂreemndﬁmndtth@ necctlwfeamrdmgct@\ﬁbﬁ.d@qﬂﬁe qfrtm‘@éaf the gyt PHU m

The Se”defeldt@ﬂttb %@RESLET BEeduRY BO@RWathdoafRECAS Y Fidh. Phﬁ@ 25We a§s1ﬁﬁ‘é t ain

20 RESET recel ver. The RESET PDU is..d SI% 3?1ﬁ %1&%
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t : mer is egpiefice ahmber | kn]?ﬁmgas theaRSN. |Atrste 50blthe Isle:)nkiﬁrmoté‘maqndtomgl toot hi s

alternative nt. o 0 tain

a sequenc%n ﬁﬁ%%qe Wguélhgq g%ﬁ@éﬁmﬁ%& as%‘gqﬁerﬂl?&aﬁg LeFHQ
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becomes awRrehoschds BEfflel the TASET! Rodbdfre F!npcskeﬁaﬁ' Apsidy seg al derfiBFS.
ers, as r ore

not recei ve an ?uence nu evl ousl the Initial

val u@k oRESEd PENJ tathe geeqavesod henRESEdePILY i é§@g§at5d|asp$Q?t debthe same
par anet erﬁnﬂnﬂie' RAEEASAS th Linkelr TRAér RS TUEThe running time of the timer is again

shown in Fig. 5 as a line of black dots.

According to this alternative embodiment of the invention the RESET PDU 503

does not contain a sequence number, but is just a RESET PDU known as such from
25 prior art. At step 504 the receiver receives the RESET PDU 503 and thereby

becomes aware of the need for resetting the RLC level operation. It does not receive

any sequence numbers, but it has previously stored the initial value k of the RSN. At

step 505 the receiver resets all protocol parameters and increases the current value

of the HFN by one to M+1. According to this alternative embodiment of the
30 invention the receiver increases also its stored value of the RSN by one to k+1.

After having completed these tasks the receiver sends at step 506 a RESET ACK
PDU 507 which differs now from the previously used prior art RESET ACK PDU
in that it contains the value k+1 of the RSN which the receiver obtained at step 505.
Again we assume that at step 508 the acknowledgement 507 gets lost or corrupted
35  due to a communication error. It never reached the sender in decodable shape, so the



of the HFN by one to M+l. According to this alternative enbodi nent of the
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T /
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RESET ACK PDU 507 which differs now fromthe previously used prior art
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acknow edgenent 507 gets lost or corrupted 35 due to a comruni cation error.
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to k+2. One RESET ACK PDU 507 was again |ost without a trace, but because
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20 step 516. By comparing the received RSN value to its own stored value it notes that
there is a difference of two, which causes the sender to increases both the current
value of the HFN by two to M+2 and the stored RSN value to k+2. One RESET
ACK PDU 507 was again lost without a trace, but because the successful RESET
ACK PDU 514 contained an updated value of the RSN, the HFN values in the
25 sender and the transmitter became the same after all, which means that the HFN
synchronization between the sender and the receiver is maintained. If the first
RESET ACK PDU 507 had come through without problems, the RSN value k+1
therein would have made the sender to increase both the current value of the HFN
by one to M+1 and the stored RSN value to k+1.

30  Also in the embodiment of Fig. 5 the operation of the sender and receiver devices
remains the same even if also the second RESET ACK PDU 514 were lost or
corrupted. In such a case the sender could transmit a third RESET PDU which
would still have the same known unnumbered format as the first and second RESET
PDUs, so that the steps 511, 512 and 513 would be repeated at the receiver. If a

35 third RESET ACK PDU finally got through, it would contain the RSN value k+3,
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starts circulatin | oop .consi sti n& st eps, 608 and 6Q9 ere It
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t 't mer 6338%“%“%%1 ﬁembtaﬁ@ahéﬁg{é&@@kmwﬁs@@@mblecsamtaes@hsoeﬁ?'féfs cutaeh from
step DS er e . par re reset, er.eaf t.er, t.he
devi ¥ ca HHPraE&T?a& §Ee&pg%‘511t Fﬁ%sﬁtgfaeﬁgﬁﬁ fjPgt] &@etﬁe {Rerdgyice midch ds
recei ved howtiheh&EJEbfARKr&oernd the RSN value it has itself previously
stored. At step 612 it increases the current HFN nunber by the anount of

25 al 0 by ik daine, {Fffed 30 RESIFE DO M bnd BRR SR B aRhe Frth e e
updat ed p vehsisting rdr steps 608 tande §0Pewhars ialcongantlni decksnwhetharepn 603.
I'f the tigBnLARKESerhént is received and whether the timer has expired. Receiving the
20 acknowledgement cause a transition from step 608 to step 610 where the RLC
parameters are reset. Thereafter the device calculates at step 611 the difference
between the RSN value it received in the RESET ACK PDU and the RSN value it
has itself previously stored. At step 612 it increases the current HFN number by the
amount of the calculated difference, and at step 613 it increases the local RSN vaine
25 also by the amount of the calculated difference and stores the so updated RSN
value. Thereafter it resumes normal communication at step 603. If the timer makes it

to expiry before an acknowledgement is received, there follows a transition from
step 609 to step 614 where the device checks, whether it has reached the maximum
allowable number of resetting attempts. If not, it returns to step 606 where the timer

30 is again set. A positive finding at step 614 causes the device to abort further
resetting attempts and to declare an RLC failure at step 615.

A positive finding at step 605, i.e. the reception of a RESET PDU, means that the
device becomes the receiver device in the notation used above. At step 420 it
increases the locally stored RSN value by one before storing it anew. Thereafter the
35 device resets the RLC parameters at step 621 and increases the value of the current
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Previously we have noted that the HFN value is much longer in bits than an RSN
value, especially if a single bit is used as the RSN. However, the embodiments of
the invention which are presented as including a whole HFN value in a RESET
25 PDU or a RESET ACK PDU can be remarkably simplified if one takes into account
that the possible loss or corruption of PDUs in either direction may only cause a
very small deviation between presumed and correct HFN values. Instead of a
complete HFN value it is possible to include in a RESET PDU or a RESET ACK
PDU a derivative thereof, for example the least significant bit or two least
30 significant bits of the HFN value. Two bits are enough to indicate deviations of up
to four HFNs, which is more than sufficient for most practical cases. Even the use
of the least significant bit of the HFN alone (i.e. by stating that the RSN bit
described in the RSN-based embodiments above is always equal to the least
significant bit of the current HFN value) suffices to solve the problem described in
35 Fig. 1.
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Protocol (RNGERVn. Aflidveenahly dafebf e ik ipheiRoRess! SHown in Fig. 7; a
complete illustration of protocols would include the Layer 3 Mobility Management
(L3MM) and Short Message Services (SMS) blocks in parallel with the SubNetwork
Dependent Control Protocol (SNDCP). Additionally there are the known Session
25 Management (SM) and Radio Resource management (RR) entities which are not
shown in Fig. 7. An application layer in the MS will communicate with a peer entity
that is located for example in another MS or some other terminal.

Of the protocol layers of Fig. 7 the invention concerns the RLC layers 703 in the
MS and the RAN. Implementing the functionalities of a protocol layer in a

30 communications device is known as such and takes typically the form of
programming the required operations of the protocol layer into machine-readable
instructions which can be executed by a microprocessor. It is within the capabilities
of a person skilled in the art to perform such programming to implement the
methods described above in association with Figs. 2, 4a, 4b, 5, 6a and 6b.

35 Fig. 8 illustrates schematically certain parts of a MS according to an embodiment of
the invention. An antenna 801 is coupled through a duplexing block 802 to a
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The RNC of Fig. 9 comprises a SFU (Switching Fabric Unit) 901 to which several
control processor units can be connected. Reliability is typically enhanced by
providing hardware level redundancy in the form of parallel redundant units. MXUs
(Multiplexing Units) 902 can be used between a number of processor units and the
25 SFU 901 to map the low bitrates from the processor units into the high bitrates of
the SFU input ports. The NIUs (Network Interface Units) 903 handle the physical
layer connection to different interfaces (e.g. Iub interface towards Node B:s, Iur
interface towards other RNCs, Iu interface towards core network nodes). The OMU
(Operations and Maintenance Unit) 904 contains the RNC configuration and fault
30 information and can be accessed from an external operations and maintenance
center. The SUs (Signalling Units) 905 implement all the control and user plane
protocols required in the RNC. Thus, the invention can be implemented in RNC in
the Signalling Units by providing therein the PDU and parameter managing entities
810 to 815 in a manner analogous to that described above in association with Fig. 8.
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t hat descri bed above in association with Fig. 8. WO 01/ 78437 PCT/F101/ 00353
17 The~use of term nol ogy specific to a certain cellular radio systemin
this patent application should not be construed to place limtations to
the applicability of the invention also in other cellular radio systens.
The features described in the depending clains are freely conbinabl e

unl ess otherwi se explicitly stated. 5 WD 01/ 78437 PCT/F101/ 00353 18
Clainms 1. A nethod for resetting a comunicati on connection between a first
communi cation device and a second comuni cation device in a cellular radio
system conprising the steps of. 5 - detecting (201, 404, 501, 604) the
need for resetting the communi cation connection, - transmtting (202, 408,
408', 502, 607, 219, 519) fromthe first conmunication device to the
second comuni cation device a first piece of information (203, 210, 503,
510) indicating the need for resetting the comruni cation connection, 10 -
perform ng a resetting procedure (205, 422, 505, 512, 621) at the second
comuni cation device, and - transmtting (206, 213, 424, 506, 513, 623,
623') fromthe second communi cation device to the first comunication :
devi ce a second piece of information (207, 214, 507, 514) indicating the
conpletion of the resetting procedure with respect to the 15 second
conmuni cat i on devi ce,



characterized in that it conprises the step of inserting (408, 408, 623,
623") rtain piece of information (203, 210, 507 smtted
betweenmpﬁ q@?ﬁﬁ conmmruni cati on device and the second cogﬁﬁﬁﬁ%%??%ﬂ devi ce
an indication of an effective nunber of certain resetting operations
associated wwth a certain detected 20 ed for resetting the conmunication
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is transnClaiets from the first comunication device to the second
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for resetting the communication connection, a sequence number the value of which

25 remains the same, after the need for resetting the communication connection has
been detected, from the first step of transmitting from the first communication
device to the second communication device a first piece of information indicating
the need for resetting the communication connection to the next step of faultlessly
receiving, at the first communication device, from the second communication device

30 a second piece of information indicating the completion of the resetting procedure
with respect to the second communication device.

3. A method according to claim 2, characterized in that said sequence number is
a single sequence number bit, the value of which remains the same, after the need
for resetting the communication connection has been detected, from the first step of
35  transmitting from the first communication device to the second communication
device a first piece of information indicating the need for resetting the
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A method according to claim 4, characterized in that said frame structure

number indicator is a shortened derivative from a complete value of a frame
structure number.

20 7. A method according to claim 6, characterized in that said frame structure
number indicator is a group of least significant bits from a complete value of a
frame structure number and consists of at least one bit.

8. A method according to claim 2, characterized in that it comprises the steps of:
- at the second communication device, checking whether a certain piece of
25  information, which is transmitted from the first communication device to the second
communication device and indicates the need for resetting the communication
connection, has a sequence number the value of which is the same as the sequence
number of an already received piece of information, which was transmitted from the
first communication device to the second communication device and indicated the
30 need for resetting the communication connection, and
- only as a response to a negative finding in said checking, performing a complete
resetting procedure at the second communication device.

9. A method according to claim 8, characterized in that it comprises the step of:
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i ndi cat or infbrihagon, which is transmitted from the second communication device to the first
communication device and indicates the completion of the resetting procedure with
20  respect to the second communication device,
- as a response to receiving from the second communication device at the first
communication device an indication of the completion of the resetting procedure
with respect to the second communication device, calculating the difference
between the sequence number received within said indication and the sequence
25  number previously stored at the first communication device, and
- increasing a frame structure number at the first communication device by the

amount of said difference.

12. A method according to claim 11, characterized in that said sequence number
is a single bit.

30 13. A method according to claim 10, characterized in that it comprises the steps
of:
- as a response to receiving from the first communication device at the second
communication device an indication of the need for resetting the communication
connection, increasing the value of a frame structure number at the second
35 communication device,



I ncreased value of said frame structure nunber is a shortened derivative of
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increased value of said frame structure number is the increased value of said frame

structure number itself.

15. A method according to claim 13, characterized in that said indicator of the
increased value of said frame structure number 1s a shortened derivative of the
15 increased value of said frame structure number.

16. A method according to claim 15, characterized in that said indicator of the
increased value of said frame structure number is a group of least significant bits
from a complete value of said frame structure number and consists of at least one
bit.

20 17. A communication device for communicating between another communicating
device within a cellular radio system over a communication connection, comprising
- means for detecting a need for resetting the communication connection,
- transmission means for transmitting to the other communication device first pieces
of information indicating the need for resetting the communication connection and
25  second pieces of information indicating the completion of the resetting procedure,
- receiving means for receiving from the other communication device first pieces of
information indicating the need for resetting the communication connection and
second pieces of information indicating the completion of the resetting procedure,
and
30 -resetting means for performing a resetting procedure for the communication
connection,
characterized in that it comprises means for inserting into a certain piece of
information transmitted between it and the other communication device an
indication of an effective number of certain resetting operations associated with a
35  certain detected need for resetting the communication connection.



