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providing infor services over wired and wirel ess w

many cases, there iscacomeed for security in such comruni catl Ag;)\seme
exanpl e, confidential information nmay" be provi ded over the network between
two conmuni cating entities. As anot her exarrpl e, paynment information nay be
provi ded, which, if int er R fgal - : dfraud one of the two
entities. leevmse in a AEHEE resstfansac ions, it is essential
to be sBigetdimd the parties that 10 are deal i ng with one anot her actually
know the 1dentities of the party with whomthey are dealing. For all these
reasons, secURiSERVeRtgn platpy gapehely o ﬁeC@anm@@tqco% fou electepnid Ystemsnge of

el ectronic c tlon such .securi.t
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Still admlihgr digital security technique is the use of di gl tal signatures.
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pr ocesswhich eaplesneyuseriorachinionnayien abutdhaidentsiiof anothersiser: i dptberiipetion
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Mor eover , the burdensgneness of the security protocols may be fixed as
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second é})%éﬁ*éﬁ ﬁ’tﬂegﬁ% s&iboh i€t folHat EﬁXﬁt Nﬁhgaﬁﬁ tib? Bssths &Qmﬁ}lfeﬁt 0”5 may
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secur i t§ncpyRioa&sy 1m§ﬁqsenq¢éxf dewithaitivuser o ancrypsosfes data and that consequently
must be used for the data’s decryption.

Still another digital security technique is the use of digital signatures. A digital
25  signature is a personal authentication method based on encryption and secret authorization
codes used for signing electronic documents. In some cases, digital signatures, being legally
binding, may involve hardware security regardless of the value of the transaction being
processed.
Generally, certain types of electronic transactions have predefined or fixed security
30 protocols. A given type of protocol, generally involves a predetermined type of security, be it
digital signature, encryption, authentication or some combination of these. Moreover, the

burdensomeness of the security protocols may be fixed as well. Some cases may require a



Thus, there is a need to enable transactions of a variety of different
values and types to be initiated using the sane el ectronic systens. 10
Brief Description of the Drawings Figure 1 is a schematic depiction of a
systemin accordance with one enbodi nent of the present invention; Figure 2
is a flow chart for software in accordance with one enbodi nent of the 15
present invention; and Figure 3 is a flow chart for additional software in

accord t
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Thus, there is a need to enable transactions of a variety of different values and types

to be initiated using the same electronic systems.

10

Brief Description of the Drawings

Figure 1 is a schematic depiction of a system in accordance with one embodiment of
the present invention;
Figure 2 is a flow chart for software in accordance with one embodiment of the
15  present invention; and
Figure 3 is a flow chart for additional software in accordance with one embodiment of

the present invention.

Detailed Description

20 Referring to Figure 1, a system 44 enables communications between a server 32 and a
client 42. While one embodiment is described with a server/client architecture, any other
communication architectures may be utilized, including peer-to-peer, multicast and broadcast
type systems to mention a few examples.

The server 32 may communicate with the client 42 over a network 40.

25  Communications to and from the network may be via links 46 and 48. The links 46 and 48
may be wired or wireless links. They may be radio frequency links or infrared links to
mention a few examples.

The network 40 may be a computer or telephone network to mention a few examples.
Computer networks include the Internet, local area networks, and metropolitan area networks

30 tomention a few examples.



The server 32 includes a processor 36 coupled to an input/output port 34,
which may provide an interface to the link 48. The processor 36 nay al so be
coupl ed to storage 38, which stores software 20 and 50. Ideally, the server
.32 comuni cates with the client 42 to undertake a series of 5 transactions.
These transactions may include financiml transactions, data transm ssions
and provision of services to nention a few exanples. In each case, it is
desirable t te : r i j / t2 40 ity
over hoad t harts eriss 32 ihcifcsaHaAELIr3P oDy I AERTATRRIC R T {7
Thus, gprbvidnaaditerfaceitoviced NikyB. slThegirycdssor$é raayoalid bodoupiteday storygerdsed a
relativegy hi gh securi overhead while nerely downl oading a script may

i nvol veV caémﬂﬁﬁaﬁﬁ@§1 WEVﬁéecurity overhead. In accordance with

enbodi nent s 'ng& ' ; I ﬂg?ﬁ i over head
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det ér m tredadiimaedThese dmdsactinfiomamytrichrle fimendialechnbactians, idatat traasmissivhs tule
transaction, or. it.my be dedugced dxﬁﬂ%i al | durlng t he gourse %f %he

tr ansacHrPISlﬁ‘.onI%F@?'}cieﬁgo MENEGIA Y oxa - R B3N Byes UgF destablelp camplelthe n ¢ he
st or agara3@adtfonFlieHHhe 1dast AmSul @9sdarilYoVetfctl RS dppRIpsatd difth th¥ e and
information as indicated in block 10 in accordance w th one enbodi nent of

t he pr esdun ofithey wansaction. THuist & penseeticrinaelving amneyy langti anadwuat bfimoney mag of t he

transaction_an . be provided by the initiatqgr..For exanple, the
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i ntier f aeRtivipilen sadurRyBvériead MR crddnde withansReihafs $0thb Bredaiteiveniss -
AIternatlvelﬁé i n anot her enbodinent, a variety of information 20 nay be
obt ai nethe favehefithe sqanrity exeshead meayshei adjustabbt orerarieblysigtommined in hdyesmict y t hat
ot or mariaE SR AR b d MR BB LBV S0t e

suf fi citesisadtionporeibhry bbdedwed dyhymioxity hea the chasdynastaadabioradj ust ed. Once
t he type info%nation has been received as_indicated in block 10, a check at
25 di anond 1BCIEEMEAFEEe 5&3@ Reuribt sofigtare B storedris Mha steyaes 48 W Figwedal ue
trgrsactd I ] I : - | Qo L f :

detiar m g o e A (O P iy bR R BRI AHEHOAMO h acShtae with

r equi r exhe enfbodoment toffi el pesenbinventmac (Tihe ttypeasfoemstioramalp endidatd ihe edtuasof
indicated in bl.ock 16. This facgilitates the execution of .the transaction by
Feduc; rge ERESEETTIg g bepinadrd by b dot cxpRe/ BB ur | ty

asset s tF¥adiRdne8HeeHdrahio¥mBGorS R Erhical AsMiRETRARY hicdlioWR 1! BBE of@ees, the
| ow val ue security assets may be as sinple as a password. Still other

secur i ttyangasiondo heyetgmmined.| A}z/temativﬁlbtih enotbersmshodpoent e arjsiteof informetien

Si typat i ! I . u i flLel ent) al uabl e
Lo ABE SRR YEh ok ok U5 TARRGH B8R Y BHLY U PRk 9 o0k
secur i tigitiawdriruasttiohdy theinitthtdransestovide dnformatidne ITheaatse of the hanshease i s
required, ashgeternined in diamond 14, the flow iterates to another |eg of
the secdBfy Pgindispicddp a dseree ppifigionpin cpablgdbs sesaliveDad © brodymemicilyed, a
check ajydigond 18 deternm nes whether 5 a higher value or md-val ue
transactﬂon I's determ nabl e based on the received type information. If so,
a check at dDarectheltyd® infermatmimies beéreteheivedhasriddmated irsbloek) U0, raecheck it not, a

m d-val ye se ity asset be applied as indicated in block 22. This may
ol veh st gt ent bRt 1oE . et AR A0 85 exanpl o
A vari enbdimeittEineiestnt inveRERLEsdTBeRemARAbA 8CHiSBBEN U BGeMRintde coNt ext .
10 If hardware is required as determ ned at dianmond 20, based on the type
of trarxbketherdardveare prerppiianiarequivgd Hogtithelpw vales sewnty assets may heoklized

di anond, _26.. i . .hi V, S r esen Lf high val ue
secur 1y UERREMBAREM PR D e UL QBRSNS BLSRB e B lat g
har dwarsec@itgloyphesd) Rsohiebasda] @€ 1ow vBlue skcuziby asckth alawibessentiglly Aidsgagiy on
may not be permtted as indicated in block 30. 15 Finally, a check at

di 3Rondvhasesrereangiip ethonpuendhe lowevaluaseswatyiasets mayibe as sinplenstapaseverdhi gh
val ue t .Q0.. .. no e t i er.m A may not
e por i S 10y “avebShev bh o bR A et TR PP BIOER N aBHE 15 v
hi gh vakligivélyaos aeluedangitdond ghy bebufdciRageldusiletqregsieniondssigitiedni ned in
di anond 26, the high value security assets may be applied as indicated in
bl ock 28. In such case, the security overhead or burden may be 20 enhanced,
but woul d be appropriate under such circunstances. Turning finally to
Figure 3, the software 50 for assessing the value of a particul ar
transaction nmay be utilized to dynam cally determ ne the nature of the
transaction. In some enbodi nents, the software 50 may request specific

pi eces of information in order to make that assessnent. It may

o I - o Y . o cc " 0 4 ~ -



-5 software, an online sales transaction, or the like. Information may be
stored in a database about different types of transactions and their
appropriate security protocols. Next, information may be received about the
transaction value as indicated in block 54. This information nay be
requested fromthe initiator or may begnaturally received in the 5 course
of receiving the transaction information. In one exanple, the transaction

val ue may,cpgr ﬁgﬁﬁt‘vaﬁlfé%qus fif 105 s%&fr‘ltg§§&B§adbc§£r{‘&oﬁfdfb%f}g&mﬁ%d' fHr AL ne

transacti on. trator “preferentes may be received as i ndrcated in

bl ock S56fhdrdwserneregased as dauehnmbd)ursdlmymat hdabeflow iterdes tbakethkekeg ofdruri ty
burden and in ot her cases, higher security burden nmay be desired. Thus, the
initiat 6?“”%1%%1‘{“’&}*8#@ ences may be waived in the 10 eval uation of the

appropri ate quHM %Mu@ﬁ%ﬁ%étlor{ﬁ's 8t 1|n¥olvEcll1% dhEANRAAANY FLEHEh]iNes W@l‘el may be

assessed in block 58 i ments of the present i1nvention,
secufi t n Higheelalub at mid-valpp Itnanﬂcnmxylsbietedymmhled:mhddwmﬂip wsdtenatd tife s h as

advant ages i n.engbhlin fficient urit ile r venting ov dening a
v ¢ AsREaticRor s erthech b i A rmynes Seheiier SrORGRE. T | o
has bee%@%ﬁfe's@&ﬂﬁ&""a&é@t 85 B Gppiicd a@ indidhded Ui’éﬂmr 1fis ﬁﬁ?ﬁﬁ‘om@oﬁxe those
skilled in the art Wwll appreci ate numer ous nodi fications” and vari ati ons

t her ef r @nthenticajign pnte@mﬁmd cohsuming encappsmde ¢xahpless Acpviety of bthes sedurity
m)dificatlgﬁs a d va. ﬂ%epens as fall within the true spirit and scope of

this prggsg mERve plg RV ec%ntg’ftal med is:

10 If hardware is required as determined at diamond 20, based on the type of transaction,
or if hardware was required in diamond 14, a check at diamond 26 determines whether high
value assets are present. If high value security assets are available, those assets may be
implemented including hardware encryption as indicated in block 28. Otherwise, the
transaction may not be permitted as indicated in block 30.

15 Finally, a check at diamond 24 determines whether the transaction is determined to be
a high value transaction. If not, the transaction is not determinable and may not be permitted
in one embodiment. If the transaction is determinable to be a high value transaction and high
value assets are present as determined in diamond 26, the high value security assets may be
applied as indicated in block 28. In such case, the security overhead or burden may be

20  enhanced, but would be appropriate under such circumstances.

Tuming finally to Figure 3, the software 50 for assessing the value of a particular
transaction may be utilized to dynamically determine the nature of the transaction. In some
embodiments, the software 50 may request specific pieces of information in order to make
that assessment. It may progressively ask for more information until it gets sufficient

25  information to make the determination. In other cases, information that is naturally provided
in the course of the transaction may be sufficient to make the assessment. For example, in a
sales transaction based on the amount of money that is involved, or based on the type of
credit that is being utilized, if any, an assessment may be made of the appropriate security
asset level.

30 In one embodiment, transaction type information may be received as indicated in

block 52. This may include whether or not it is a provision of a service, downloaded



1 1. Anethod conprising: 2 receiving information about the type of an
electronic transaction; and 3 assessing that information to select a
security level for the transaction. 1 2. The nethod of claim1 including
receiving information sufficient to determne 2 whether the type of an

el ectronic transaction is one of at |egst two predeterm ned transaction 3
types. 1 3. The nethod of claim2 including receiving information about the

i ot G g B ehisROREr b 8RR Wbl Pl i BeBihel o0 o

cl ai m labdug diftbr&tg tiRk SF FandabGons @t iedir iehkesecsritygaototas i n 2 view of the
type of electronic transaction to i nplenent security assets. 1 5. The
net hod of cl Rickt Ifpreationimey braeesinehaboyt thsdtangactian valypadindicated indlask of 2

Sooropt Ve IR LGP IALLED e fon kB b afetthety oh, !

t r ansactouse dfireceiving thd thghsictibn infoematdm del opk egdraple) the tradadtdbmgalseintay by a
security level for a transaction 2 based on a preference received fromthe
i niti at Beredy therice 04 fheasestypeing pyrchased Inan aRnedrangdchiol 1 i ncl udi ng setting
the security vel:.. L . af i ar i rmation
about the va Sgng¥n?%%§?%gﬂgggﬁ%gﬁer%mgga$ﬁgﬂﬁﬁ%ﬁgg%%¥ﬂéﬁﬁﬂhf%gfﬁ%%gding
set t i ngiritkeotsmarschobsoto WBettiaketlyssiseseity basien aad indoth&aates| higharsecwity

informati on aboyt the type of transgction. 7 1 10. The nethod of claim
1 ncl ubAgn BRY PR et [Hvs thafn_lgj@em» PHY pfechreE?eFrr%?rYlb;c‘m?fl B | east i n
par{o ONey M MoHRI R apRPHatedtchity lak S O TFifal B A thdn¥adtibR 64 foveBmdylbe AN
article conprising a mediumstofing instructions that enable a processor4
based syssessad iroblogk f&cei ve i nformati on about the type of an electronic

transacti on; d 6 assess at _information,to select security | evel for
the transact y@ﬂi © bﬂcgmeﬂtﬁé)tfg}etqrﬁﬁegg eIfoR; e peeuriy feﬁgﬁhgttlﬁflm?'}bééirﬂ%‘ﬁ%ct i ons
that enaflanitdlR 421?]&@@18 SKHiZhiAR0 tntBYeE iR Bhdtding 86Fickat sethATyRAilOpreSetinpCi ent
to determ ne whether the type of an electronic 3 transaction Is one of at
| east t querpwideming agiveadransaotionatithorxcesppyesecurity.3. The article of claim 12
further stori i uct i. . e Le..: to
recg?ve info nakﬁgﬁhg %ﬁ€8$%88$§%gx%389§@5§f3@%?%§?§R§%Aﬁ@%@ﬁ?@%ﬁégf}icient

t o 3 asembsdimenthote gidillddiaghe fromale appracism@cinmerous ywiifi¢diens amheaiatioan fall s
within., 1 14. The article of claim 11 further itoring i.nstructions that
A

enabl e thseefiomy cB dsimtendpd thatithepppended 6laias edver Al sughanpdificafigng wad xariations
requiregd fa!l%iﬁiiﬁ%&%éé%ﬁﬁtta)ﬁﬁ%g@ie ﬁt@@%ﬁ%@ﬁt%&n&&ﬁ“saﬁ' on, to inplenment a
security asset. 1 15. e article o laim 11 further storing instructions
t hat enabl e the processor2 based systemto determ ne whether an appropriate
| evel of security asset is available. 1 16. The article of claim15 further
storing instructions that enable the processor2 based systemto preclude
the transaction fromoccurring if the appropriate |level of a security 3
asset is not available. 1 17. The article of claim 11 further storing
instructions that enable the processor2 based systemto set a security

| evel for a transaction based on a preference received fromthe 3 initiator
of the transaction.



~g_ 1 18. The article of claim11l further storing instructions that enable
the processor2 based systemto set a security level of a transaction based
on information about the value of 3 the transaction. 1 19. The article of
.claim1l further storing instructions that enable the processor 2 based
systemto set the transaction securityglevel based on information about the
type of 3 transaction. 1 20. The article of claim 11 further storing

i nstructi ons yhtlats MH%' esthe processor2 based systemto base the |evel of
security for a ransacfll on, at least in part, on information 3 about an

ini t| ator's security preference. 1 21. A systemconprising: 2 a processor;
and a storage coupl ed to said processor, said storage storing

|nst1ruct| ons It hat Amneﬁhaépempﬁener ocessor to receive information about the
type, of an el ectr to select a
secﬁzrlty | evel fo?&lteﬁ' %@m&%%lﬁ)%’]ﬁ? eg%ﬁéq“ﬁﬁlselés Eel}gtg%%‘{{%?lm 1 wherein
sai B systemis a tsskesiipthet inford3tion toesekysi eem:uﬂfy leVelifon tBd traheicgom sai d
systemis a cellular tel ephone. 1 24. The system of claim?21 wherein said
storage stores instruction that enable the 2 processor to receive
infoymation suffi ?h@?ﬁetﬁo(a SRIELT DLW tr@(?eliwﬁ%ﬁlée%%oﬁfsuﬁﬁle%lt ?occtlgté}ﬂiui 3
transaction 1's one o | east two pre eterm transaction types 25.
The Zystvhathef theltgiennf2h eivaoricrransictios iscomagd asteastewo ipnsicteanmiriednmnsdeéion enabl e
thee32 pr.ocessor to determ ne whether hardware is required, in view of the
typ YF&ctronic 3 transaction, to i npl enent a security asset. g_1
26. The systemof claim?21 V\/nerel n said storage stores instructions that
enable the 2 processor to set a security level for a transaction based on a
prefkrence r écel v'él:ie medmdtdfezlazmm«xchuémrremvmg]mfomma@bomnhe typ2 of thEhe

syst cI al id stor ns I’UCtIO t enabl e the
> orbcedeaiort PodpetERBiReR(o R MAPR o hOLET ePY i Bttt Bt or mat  on
about t henseadistefatf withen, 3 transaction. 1 28. The syst em of cI aim 21 wherein
said storage stores instructions that enable the 2 processor to set the
transacti on security | evel based on information about the type of 3

transaction. 41 29q E{% tc{:{% 1 BERALM g%%%emﬁ{ %&pﬁtﬁé&ﬁ&?&%ﬁ&%ﬁ?&?@y  or

i nstructions that en process curi
a t ransaei dithe tipelofakttronic prandacti@ntoi infpbenmant sexarigbaséts.3 the initiator's
security preference.

1 5. The method of claim 1 including determining whether an appropriate level of

2 security asset is available.

1 6. The method of claim 5 including, if the appropriate level of security asset is

2 not available, precluding the transaction from occurring.

1 7. The method of claim 1 including setting a security level for a transaction

2 based on a preference received from the initiator of the transaction.

1 8. The method of claim 1 including setting the security level of a transaction

2 based at least in part on information about the value of the transaction.

1 9. The method of claim 1 including setting the transaction security level based at

2 least in part on information about the type of transaction.



1 30. The systemof claim21 including an interface to interface said
systemto a 2 network. .A% A&@ . AGE. Ah@ As{f.AS. AS . Af. AS D ;
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1 12.  The article of claim 11 further storing instructions that enable the processor-
2 based system to receive information sufficient to determine whether the type of an electronic

3 transaction is one of at least two predetermined transaction types.

1 13. The article of claim 12 further storing instructions that enable the processor-
2 based system to receive information about the type of the electronic transaction sufficient to

3 assess which of at least three transaction types the transaction falls within.

1 14, The article of claim 11 further storing instructions that enable the processor-
2 based system to determine whether hardware is required, in view of the type of electronic

3 transaction, to implement a security asset.

1 15. The article of claim 11 further storing instructions that enable the processor-

2 based system to determine whether an appropriate level of security asset is available.

1 16.  The article of claim 15 further storing instructions that enable the processor-
2 based system to preclude the transaction from occurring if the appropriate level of a security

3  asset is not available.

1 17.  The article of claim 11 further storing instructions that enable the processor-
2  Dbased system to set a security level for a transaction based on a preference received from the

3  initiator of the transaction.
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3  transaction.

1 20. The article of claim 11 further storing instructions that enable the processor-
2 based system to base the level of security for a transaction, at least in part, on information

3 about an initiator’s security preference.

1 21. A system comprising:

2 a processor; and

3 a storage coupled to said processor, said storage storing instructions that

4  enable the processor to receive information about the type of an electronic transaction and

5  assess that information to select a security level for the transaction.

1 22. The system of claim 21 wherein said system is a telephone.

1 23.  The system of claim 21 wherein said system is a cellular telephone.

1 24. The system of claim 21 wherein said storage stores instructions that enable the

2 processor to receive information sufficient to determine whether the type of an electronic

3 transaction is one of at least two predetermined transaction types.

1 25.  The system of claim 21 wherein said storage stores instructions that enable the
2 processor to determine whether hardware is required, in view of the type of electronic

3 transaction, to implement a security asset.
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1 28.  The system of claim 21 wherein said storage stores instructions that enable the
2 processor to set the transaction security level based on information about the type of

3 transaction.
1 29.  The system of claim 21 wherein said storage stores instructions that enable the
2 processor to base the level of security for a transaction, at least in part, on information about

3 the initiator’s security preference.

30. The system of claim 21 including an interface to interface said system to a

2  network.




