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WO 2007/ 122620 PCT/1L2007/ 000504 W RELESS DATA NETWORK

FI ELD OF THE DI SCLOSED TECHNI QUE The di scl osed
woeaiizziae rel ates to communi cati ons net hods, PET/IL2007/000504

systens and networks in general, and to nmethods and

systenms of ad- MIRELESSIDATA INETWERKOr ks in

particul ar. BACKGROUND OF THE DI SCLOSED TECHNI QUE

Comuni cati ons networks are known in the art. An

par i ¢ pa%séﬁbﬁﬁaﬁhﬁe@ﬁﬁ%EMEiﬂ*ﬁE@E
. omé’adlgcf?)%@ﬁe?égsfﬁﬁgﬁe el orméec%rlrﬁ‘nﬁ{l éﬂn@né)trﬂ@ihods

he” 0 era i'on of

systémlst@md -nStvcRRs e ¢ emelraD ikl td\lﬂ@hodﬁvahdl 8 ¥férﬁ§ dfcadlhoc
the network. Nodes may further be nobil hus,

commupucaiign® hetwerkseinyeamtictilasquent | y changes
Consequently, routes, for 15 transmtting nessages
bet ween nodes, may frequently vary. Reference is now

made EACKEROINDBFTHE DISEESEN TenbigLE o
' of ereapAudRatioNs! ek LRS! iiSn BI%e 14t 1An Mi-hoc

networki isad avbtijorkiinclvhichRile patdcipBhts imtBeanstwiR, ka@wn as
Maxi mal transmt range nmay be the maxi mal radio

nodes\aanageinieatgebeivesn ragh otlrmtedwsﬁﬂss opxja pthetredenhé.e., a

nodet 33 Sl e rbeRalion ot o Eerféef” in FEHBoF o Wirtb Roces
d

ey S49e1b¢ IS neloneo NGAILg PRt KE b8ie s e

topotdyy rfditec mietworlc dtexfuantly shahges. no:dms gmily, routes, for
exanpl e, Nodes 14, 16 and 18 are the one-hop nei ghbors

transamthagéngasag% weaewmﬂmm@tﬁﬁ@@nﬂwary wi th node

12, gcBhek=id Mook ‘el 1o BRI, bl s 4 SRSt
s St B99Rply S Ak R RRITR Ry Bl 10
Netwarde 108incldd&© sy 1226040, PET/18-20@7 20005 ch node has a
maximal transmit range indicated by circles R12, R14, R16, R18 and R20.
Maximal transmit range may be the maximal radio coverage range of a
node. The lines 22, between the two nodes, indicate that the nodes
communicate with each other. A one-hop neighbor of a node is another
node with which the node communicates directly. A two-hop neighbor of a
node is another node with which the node communicates via a third node.
For example, Nodes 14, 16 and 18 are the one-hop neighbors of node 12,
since they communicate directly with node 12. Node 20 is the two-hop
neighbor of node 12 since node 12 communicates with node 20 via node
18. Symmetrically, node 12 is a two-hop neighbor of node 20 since node
12 communicates with node 20 also via node 18.
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US Patent 6,304,556 to Haas entitled "Routing and
Mobility Managenent Protocols for Ad-Hoc Networks”
wdizoEaes200 a technique in  which a system arr 20ges2007/000504
nodesyaﬁ n ad- hac netvvork wherein a node is
t

cogni gtend| $,.304:566 4t Haas hentitted i 'Rputimg arid Lﬂﬁ@blllty

tr t t t
Markgimefit iololsr T AgRHOGT %ﬂ@fkﬁﬁéﬁ?g&sm@% tegbnique in
whlfﬂh% éy@t@‘@@éﬁéﬁ%é‘%‘%{eﬁnk@ﬁ% ﬁﬁﬁyegg\gq?k q?%qﬁgscggde is

the Teceiving hode i's known as

coghizant ef ddisthenaddes imdlde roating Fone in
t he source node, the source %ode t?gﬂgap?géa'gggﬁgﬁdﬁéCﬂy

trangmitsorespagesrip ar@pt?@r nagl@r il thaamsll?gm?me ong dho ﬁqw\smlttmg
nodg0neTfie s HhES nbliel S knciur as e Boutiee node and the
receﬁﬁﬁp i i’é‘kﬁ@ﬂ/ﬁt %é tﬁé‘ﬁegﬁﬁéfljgﬁﬁgg%enﬁ?ﬁetq}estmatlon Ao is

routi ng zone o eri

hot ifedhé rauting zonke crfSthl@O*.aour%et hédéo'tﬁé %Lfrﬁé fhode &de th%‘%smlts a

gdﬂ heral node, the peripheral nhode W
route {is \&dewwommherabnedeehnrtheeounhgrainm@ﬂme Source

nodb TASHbfRE Ju0E vl atinde Best s mash o dbe reetto the
desth&AY ploRe lf'tﬁeoﬂé% ét‘i)o%‘?]%lé%eg,t %thﬁﬂggr{ml,@mg 7oae of the

di scovery queries i rect

perlphﬂm rices oBthe glestinatioAode s n*o‘? iRAe%alding zone of Jhe
ur I|t of nodes known as Mobility Reportin ée?
peri dhe etphesl nodemuefmiarcbacaieé dssovary e

Thus, each node is

to anoliie ”@?@ﬁhﬁfﬁ'hhgﬁsm i¥ortoUiRG. 2amie Phihe. perlphenat muatle.
Thudy & NOUMECHoIRY abg Ur“@ rﬁ{iﬁg g(?r%w%gﬁngh OhPofdle, Mayiebe

nessage or may I n |ca e

discovgrealt t tmotrden toliredaeethe ndAbee] tq‘fqétr
5,174 to LI entitled "method r%ﬁéﬁ gbsgg}r%e?ﬁ olreS gas

dir eqqg 39%%%%%%%@@1 routie disaovaryngssageare venitdd %iﬁedér a
d t t I
plurdifty M9 foteh Tind @A, G BRI ReRbiting %’;{ﬂ"rag?% (ﬁégémeaEach
h d
MR 6880585 RO TS5 o
zone. ha' hlmsdwchdlaedenstaﬁto@ﬁatédc\hiﬂﬁtcﬂe B??H%é\'ﬁﬁﬁ@ ' 'T“h@ route

| uster conmuni cate with each 30 oth nodes

d'SCQNQrPQr@htt RINEes snay euthie eowtevioa trévesroittinges nh@@étﬁge or

‘may indicate the direction in which a node may attempt to discover a

better path.

US Patent 6,385,174 to LI entitled "method and apparatus for
transmission of node link status messages throughout a network with
reduced communication protocol overhead traffic" directs to a technique in
which a system, arranges nodes in an ad-hoc network. Each node in the
network is @ member of a cluster of nodes with one of the nodes
designated as a cluster head. Nodes in a cluster communicate with each

other while nodes in different clusters communicate via the cluster heads.
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-2 WD 2007/ 122620 PCT/1L2007/ 000504 Each node
broadcasts a node status nessage advertising the
woreranaeoof the node within the network. EachCTAL®DE000504

ead mai ntai ns a database including information

Ea d&%qiﬁ? lb@oa%@a%ts@n@derﬁaws messagenadweerdising thee ]‘oﬁe@ence of

node broadcasts |1 nk

i g‘ﬂ 0@}32@ g"’?ﬂ‘f %@5@ qlustes| head rmadaing a database

et s e
nodehia anpth?érecmlageEaéﬁ A rbrﬁbHééﬁfs Hﬁﬁd ﬁ&é@%ﬁég‘sages

and cluster nodes. Consequentl at abases

infogning U‘l%@b@teﬂhl;aaid af éhemmier and zt:iﬂ:lezI Ehﬁtefhé&dm dJYCHdnges
t he messages and the |ink update
that &E@%Cg Tie JopelAchle d1ier Aiaten haadmeighbats broaddast the
t head of, th d
“pdgz\fe?{'ﬁg%é Tol gy %ﬁ'ﬁ&@h P HellinBe ae (eligbonodes.
Conseqaeptly| thef gatyzded dPeask iitBp hbadlde §ﬂ?€iﬁ%ﬁ1¢’f‘ed "The

the cluster head. European patent applica

SyStﬁU’blbyczhh @Qnm:tenatas sthieARtatusLimesskyest amld thénﬁhR | @state
meSB%/S% ? LéAfrp ar at s for on Demand Multicast and

3st0 QYNGR drarypiEsiens.whehenodeodeansinits a

c t ary an cl
mesgage'“‘.”"n”eﬁ% pBehe88 g, Bide 3 A Bdtet heiad efarfiines the
clusfﬁnehebdstn@i thiserd = el éﬁé”‘i’é hRIrwalrdsd efo h? r‘?fﬁlgd to the
con

gﬁ . Each node in the network transm
data §@d@ th@@b&sjsrheadne hop 20 nei ghbors. The beacon
nessage tnc ud eﬁ@at uni que identification code

o1t° t HePPERENPRtS HyaRBiRatMN Puklicatien hop 18246882 ;bcb Liu
" d |
ot al CRmRet MEARSEIATE Aondialik Joheo§nbarEng, fuist and

Unichetidisstiveeiecates |2 $é6Hinigaa n
gat eway stores a gl e\/\lgy %ﬁ?ﬁgq?%%% ﬁ‘zé Qonessglggnons
netw§<5|&r&f6 ﬁﬂ’aégﬁam deisters. néA triwleeint ahelpster, ds rsultetedPhs a

d t d t tt h
clustfy JR 2 ThSu L stel-hend SRiStls ameaheochisigaamhes gatonay.
t t d
Eaclf RE8e MaPrch ik TaiSte SHRMEoR R st iona-hop

neighbors. The beacon status message includes a unique identification

code of the transmitting node and the one-hop neighbors of the node.
Consequently, each node maintains a local database of one and of
two-hop neighbors. A cluster head stores a cluster head routing table and
a gateway stores a gateway routing table.

A message source node may determine the next hop in a route
of a message whose destination is a node, at most two-hop from the node,
according to the local database. If a node in a cluster cannot locate a
destination node, the node forwards the message to the cluster-head. A
cluster head attempts to locate the destination node in the local database.
If the destination node is not in the local database of the cluster head the

Cluster head attempts to locate the destination node in a routing table
-3-
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cluster head attenpts to |ocate the destination node
in the | ocal database. 30 If the destination node is
waabo7iindethe | ocal dat abase of the cl uster headpPChaEL2007/000504

stor 5&'1 u@t ﬁ{ﬁ@ftﬁge%ﬂ%ﬁt Sifst“g@l %%%Iﬁgﬂggg iir?ngéit ?r? f’[P]g:reouting
0 A .

N et R T

messageheo chughgte erthd CﬁéiQﬁSof a&l\@-’hok)g ;%é&%%]s Sﬁ Lg{ée Wlected

gate];\?;y\l}ﬁ{f(g\térrq:aﬂynteﬁ ?r?é;%egnga&;wsetsgt;ﬁ@e?@héwéyf aAYaAEYHteWay

Ca”&f&?fﬂﬁ ?ﬁg%gsiiﬁgﬁggiéﬁmg%aﬁgg rog’gnggégg{thg gateway

atternBs IO B BRer aulolie 38 155 YestiBakGE Mate e 5. 074, 326 to
Sher 08 _ephiditeds ganest o Y SpBAHRR | SAEABLS Dypamically

Communi cati on Network an T ( (
Recorfiguiaple Gbrmunication NetwopRr4héi MRS | B Wiected to a

network is assigned a lo permanent identi ficatl on.
techpigye ejm Rededparticinating im thei neiworkei$ assigned a
' Lst 1.0 any _ofher nade in the network, o
pernﬁ;\éﬁéorj}g?jrlééhﬁ%at'ﬁ@ nEﬁ‘ﬁ N3¢ Rothe peiiprke Stores enpriostized
routidgsligtnt 4 e sm. {1l ssage,
Lol (HRE posrty i FRy b Hacdrbitt, B 18 TiiBer of
hopst regsiredt ted reaets sraiestifiation Abge, 2 FRGH ﬁ@@é‘iﬁﬁﬁsrﬂitting a
updates the routing list of the 15 node, according to
Mes$adR.adBaY r adach ciner routingnlist fdthe nmadmridi tige t transmitted

h | nent of the.system by Shernman, several
mesEgs. P InERIBM oF dlodd acdiid® hE nckies dhoawuting het of the
des ' t : ch .

PO Tl §6 Résade s BeP RoRT HEEndiBR. Agorging to
anothérerniuttiment of tiselisystsmuk Sherfian, ealeara diffeRdfMhetworks
%fgi{?é’ and with their central 20 communi cation node.
refer Rtnaiiercasnau-patworksn oty formumisingles netwbik. Each

I i cation nodes of other sub-networks. A
sub-ERIGR h6S H e Gomiiritabon adencAduer Heeviades in a
b-rkgisidrke meste 1 \WitRN Y8y -n rk. ig routed
ST thrg_ ébg]rft@rr@l IcorrTru\)plrdgatl on n%@]Leék?bf Sbﬁg Vb'%bﬁﬁ%'{mﬁﬁmral
commbaicsdion alodeomilhe cwriteal ooffmahicklienNAbYe Eog{rﬁﬁéi%%tes

e o

., the 25 nmessage to the central conmunication no
with pﬁ@trﬁ? hedMguniGationr rodaneof other sub-networks. A message,
originating at a node in one sub-network, destined to a node in another
sub-network, is routed to the central communication node of the
sub-network. The central communication node of the network, routes the
message to the central communication node of the other sub-network. The
central communication node of the other sub-network, further routes that
message to the destination node.

The publication to Pei et al. entitted "LANMAR: Landmark
Routing for Large Scale Wireless Ah Hoc Networks With Group Mobility"
directs to a technique wherein nodes forming a logical group of nodes

(e.g., a brigade, a soldiers in a battle field) select a landmark node
-4-
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central communi cation node of the other sub-network,
further routes that nessage to the destination node.
woheo7patd2o cation to Pei et al. entitled "LANVARCT/IL2007/000504
e Scale Wrel ess Ah Hoc

Landpar Rout i for Lar
repregeah& sheviotical Stmekneres: Thes, eachaiade in the network is
' rel oges , farm n | ogi cal. group of ]

assdncﬁ;%fe@g ‘g\@ﬁggﬁﬁgﬁgﬁ%a%changa]pdlﬁeﬁ@ p%t\go%pp(paang@w@ptmg
inforatd ' Cther /! 2

o L M05CR0 eF ahrthe, foceh el of dfEctpdg kngwpyas the
fisheyedssopahuor exampiedihd fishépe reioper kf bSnodké $8Y HePdll the

chanhge

Rith a I?ndnark. Each node in the network ex
one-Agp: ARg twarkpreEnsighbois 0ftthe nodes | The heutingainfermation

inclules' RARR Y8 (48 SR ghe sataraipinel e hode ancirmiheno the
differettt Ibh‘élrr‘i@rﬂks”iiﬁ' %ﬁéﬁw@ﬁk.tﬁenﬁggﬁqeﬂ > auiésshe fo anggher

i nformati on n es routes 0]

nodeiretheofishége sedpeasfdhemsdes ateotdify tdithEebanh table stored
| andparks in the network. A node séends a nessgge 0

in thg 119 r A Rede i%d%a mes&smeglt@amméheg note, ngtiih thde fisrAeye

conBE R a8 I T SRS e Bk o e
- i i I [ h

o & Yo hrRissadp RRIRY ol iR Witle, tind the

. destinatisngeode ds Iveithiartherfistioyedssise HF4Re iﬁf&n{étﬂa;e npde, the

. destination node is wwthin the fisheye scope o
inter mmdiat@eapaeé‘omam,s the: messagerditestly todtie destvtitn hode,

accofERBAAME, riihatable. S eFe G5 the Thieem i aalernaia o node.
G ust o By 18 KEShAA" Rt el ngntER, rArluSter Based
Apprerchdok Roudingeit Byhamic NetWor i edivéissabh UG Wifbrein

network are arranged in overlapping clusters.
nodegeyngi MPtwerkoaee t akaAnged i usverappiagc alliis@roounatiss.

belor?fi§"to, gty B8R oIS ferar® rallnd belinéaonedeand Each
nodeljsineing BYATSAON;ERLEE X R, o LB o b ec e
netweitkaragel anlisthe thepodwsyaryafodde o'ﬁQhé"Hllet%ﬁ‘Bfrtﬁeiﬁbc?e. The
list of clzlltjxss¥eerrs’ isttrllw% gg#"ngdi%rgagf?dn%dg. \r/]\?r?:s ao{:h;ngé in the topology
of the network occurs in a cluster, the boundary node or nodes of that
cluster, broadcast their updated list of clusters to neighboring boundary
nodes. The neighboring boundary nodes, broadcast in turn, their list of
clusters. The non-boundary nodes receive the lists of clusters broadcasts
of the boundary nodes and update their list of clusters.

Each node, maintains information about the location of every
other node in the network. Each node determines a route to every other
node. Each node creates a routing table with entries of the identification
representation of the other node. If the other node is not a one-hop

neighbor of the node, the routing table includes a respective
-5-
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cluster, broadcast their updated list of clusters to
nei ghbori ng boundary nodes. The nei ghbori ng boundary

woadeg22dao oadcast in turn, their list of 25 cl RETALBNT/000504
ndarg nodgs receive the lists of clusters

bouT'$e non-botHr € , _ \
HIFYARQdE SroWgh yuhig AdBE§SAgRedestined fadthe otherrnode, is
t {a L
son Anale 4812 FeLaBEds BATDENGR Ak R o e
timett tabyids of
g s e LTS 9455 4 55H o of
the isansmittingenade, thet iransiBitting mmfmmarde thk r‘h@%sﬁ%@ %I“rectly

| f,.the ot he ode is not a one-hop neigh
to t%@é%&%ﬂon H@dﬁou[f tH@ dagdinationcnede ds aot espaethope nerghbor

of th%rgﬁ lﬂlaés ag%gqﬂgst%ﬁ%&]ltgggtsr?@%wlg ? a"N‘%/ﬁ‘f 210 ?\%Srtngég;g 2 to
the Aespaetivd obuandanangBes afsdda@al sl "Hd Yediffifion. node,

according to the” routing table of

accaiding riat th noadieg éalaleone'-l‘hepboahﬂbbp!ndde willetr ns it the
transm nod?!B the transm tting node forwar nhe

i ng
mesﬁ%@@ageéh'!ﬁrr direstlys {9 the dlestinadioronnodee. arf tbheanother

bourdar sﬁaﬁl ng gg@g ﬁﬁ@ﬁﬁﬂﬁ@?ﬁﬁ?ﬁ@%%&h@%&eﬁam

the nmessage to the respective boundary-node,
associated with the destination node, according to
the routing table. The boundary-node will transmt the
nmessage either directly to the destination node, or to
anot her 1o boundary-node, according to the routing
tabl e of the boundary-node. 15 20 -6 WD 2007/122620
PCT/ 1 L2007/ 000504 SUMVARY OF THE PRESENT DI SCLOSED
TECHNIQUE It is an object of the disclosed technique
to provide a novel nethod and systemfor a
cluster-1less comuni cati on network which enables
conmuni cati on between nobil e nodes. In accordance with
the 5 disclosed technique, there is thus provided a

wi rel ess ad- hoc network :
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including a plurality of nodes. Each of the nodes has
a dynamcally determned role. A portion of the nodes
wanrerdesizgnat ed with the role of super-node ardTAL®07/000504

or PHYARY QF B BREENSdRISELOBERTEGHNIQUE
a 11 o 20 Bt o HEHiReoRga 1nknighe v eroude a novel
T g oy s e pe O FTfeRofr DRREER: waion

enableswoommumpicatign betwses 3AbbAE thEdeSuln %q%frﬂéﬁﬁée%ﬁh the

. _The | ocal topology processor is coupled wt
disclosgds %&@qugndhwe Hs t theisr peevided. aThiretesssvardchoc network

o BRSSPI SR e R LA ST T
cotepsas sote TRt R AGE8] PrSEHBIEH 1t o

superenade gndpthecresnaining &f Whé *hode*éeaﬁéeaéé’ip'ﬁa"té’cﬂ’%iﬂgfhe role of

rocessor. The | ocal topol ogy processo mal ntali ns a

ordingy=10despol ddie ciiparaRedes Horimdhk roptim@gapkioses sef the
th t ines 20 the role of the node. The
nem);?g mf’gagﬁpgf%&‘? &Q&f‘*e%éﬂ?',r“f@ﬁe@attr@fésmﬂtaf foe tramsmitting
' - e ' [ e. net wor k
T o Sav ISR IA: o BP0 ey DB Ristages over
a Wwitelissatraedivmek zoniecap Uiopdtbdy ﬁ?&rd@e"s@or,e%ﬁmé}%r{%ofb ology
super - node nei ghbor. The routing processor nmaintalns a
procegeqt anslita rr@uglam pregessali nglhe lkocal | topalogypsroee¥sor is
d 25.constructs, a network routing table,
CO“@%@W@?% Mnshaities, M"Ythoﬁlﬂ BREEIVeR: dihes Betwprntapaiogy
' t ngde fenpts,ta
PO i BRI IIBCHR, dRfoier W HiEReEhNET it Wil the
locals tapology dprocesisphborkhe | bUBREO HHBEESS N i GAIBET with the
us

as.gtse%ct of the disclosed technique, 30 there’is't
transgpifier qwithatha reseiver,awithdthenlmombthpologyugroeessor and with

L i T e S——
= oG4 53 FROBSPIS )y BOESPS  s
the roledekther rodesiTrahedvoii togdiegy Préc@ssy Sopaivd Wi the
role oT’rh ﬁ'me node is super-node, maintains the network topology database,
and establishes and terminates a dedicated backbone routing link with
each one-hop super-node neighbor. The routing processor maintains a
local royting table according to the local topology database, and
constructs a network routing table, according to the network topology
database, when the node is a super-node. Each of the nodes attempts to
communicate with at least a minimal number of one-hop super-node
neighbors.

In accordance with another aspect of the disclosed technique,
there is thus provided a wireless ad-hoc network including a plurality of

nodes. Each of the nodes has a dynamically determined role. A portion of
-7-
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super-nodes formthe routing backbone of the network.
Each of the nodes includes a transmtter for
wonrermamed@20i ng messages over a wirel ess nedi um PETAL2007/000504

e HERES AL BT 7 BB ke G rematin o
the [AB889%re! AeRfHPIteAN ditn ' W' Mle. POC SRR 0G0t ° e

t opol ogy processor I's couple
superrdodes lotrhdhe eoating rbacﬂb@ﬂéeéf"ﬂfé‘né&ﬁ&lko Fabh OF 7€ Nodes
coupled with the transmtter t he recel ver
'nC'U&fﬁﬁ i fmn$rn&terof@a|tranmltbgg rpessagesroveﬂae\/\m@tlﬁw'mwmm
| ed th the transmitter, w
a QNG TR gteintg e esadges o%ro% wr?e§gfagewum et focal
opgl c e oca
topoldty BrdEsearPe] WIS IBBBlcn oiodeasabacRi 1 Ao routing

processat. Thmdbmytdwmg??%ﬂbcégéélh?é c%%Pféd“vﬂﬁ? th8 %4 fitter

of the node. The network topol ogy processor,
and Mﬁf@rﬁta (eceiyeim The nejmrbﬁopbbquﬁte)deswﬂ Rﬁ{:onpl@%l with the

B L 5 P B ol s o
g Rk B3 B e oAbt o
Iocalatumrldg}ng)robessdﬂeahdcwithtﬂ@h@ﬂ%f}ﬂ@?&%ﬁgy d[?r:]bgetsgo{ heThe

constructs a network routing ta acc
localntapgiegay tripsrsser deaiataiss, avioeal thpologgedatatas) the local
ode. aﬁ he nodes attenpts to comuni cate
topo IBEJ(%Q%QEEU'% ehﬁﬁ&@fﬁﬂm%nﬂb@r rle an’rélehbpdeup'ﬁlne mete/ork
OVIdeS access
topol@%'ryggﬁzg oP“SéIeﬁgatP{/é‘ﬁvibeg#‘ﬁ@%gpﬁg H&LBpggr is super-node,

g Coy R aplielony Qatiins, TicF F%*a@;'r%ﬂte?eé@@‘?@fmlnafes
a dedigatrd ybaﬁl@l@on% routing c indaneith wetibha dna—hb[@f KPR Hode
osed technique, there is thus provided a
nmgl%cg i?g rQH 'ﬂg@rﬁéte%?'k iptaing auecal muillmgirtalgjlea%ccorglng
| n ncl udes
to the) aﬁ?r'&*??"’bfgfyc”, hagl 409 RstBicds £k Tauting: e,
accordiguitp the eneiwsrk ftepoll BbasEPSWAE® HEndlle s, a

wirel ess nmedium a | ocal opo?ogy pt ocessor,
SUPe@OOdépoEag‘p @ e podesaattempts do |mnmmﬂm0wlthme|east 3

mmmﬁl ﬂé%ﬁ%ﬂoﬁyﬁ %%ﬁﬁ%upéé@gagflﬁgggbggs fNO@kIeS &f the
super-nodes, provides access for one-hop ordinary-node nheighbors
thereof, transmitting packets to nodes more than a neighbor limiting
criterion away from the transmitting ordinary-node.

In accordance with a further aspect of the disclosed technique,
there is thus provided a wireless ad-hoc network, the network including a
plurality of nodes. In the network, a node includes a transmitter for
transmitting messages over a wireless medium, a receiver for receiving
messages over a wireless medium, a local topology processor, a network
topology processor and a routing processor. The local topology processor

is coupled with the transmitter and with the receiver. The network
-8-



10

15

20

25

30

WO 2007/ 122620 PCT/1L2007/ 000504 topol ogy processor is
coupled with the transmtter, wth the receiver and

waei20d7/1ee0| ocal t opol ogy processor. The routi NgCT/IL2007/000504
the transmtter, with the

topdlpgl aPeskt i ChuPfesl with g MeseTpitREo et thingoceen and
. I I

wit 2, RSSO AR OPB0 op b B2 oo wit

the rtmrwmrtmokmwm qeesiver, Witk #es Io85t & édmagﬁ Brd8e586F and

of the node. The networK t opol ogy proces
witho e anetveorkh dapologyr precessarhe Mhde Imealsw;ﬁlogsbdsrocessor

L. Nt ai e network topol ogy database,
mainiging, & &@iqanalogmm@é@ éhaéapabtmolbgymmnessor further

dete[Fﬁﬂﬁeé‘g 4%8‘16 %"' %foc Sggﬁge hﬁ’ﬁgs ﬁge?\é/qnlgd%p%jg&? Pﬁé)cessor
opetativeewheaothd file loT thBendo s 7 sh?%f'rﬂﬂié lﬂéﬁﬂa %etgeaﬁgtwork
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node, gﬁ Ie is that of an ordi nary-node or
com 'C%t@ ‘?ﬁfdea geneaal myraber refdongsney stipehrode

neiﬁﬁoRQde when the role is identified as super-node,
anging own role to ordinary-node and term nating

dedi dat
Super o oo e aih lgmer aePeet bf the M08 secpigue.
ther G? & thus preyded demathoddor loperatingd Abderinsg WI#&e% ddBoc
t Ig e eroI s identified as ordi nary-node,
netwgy é”\%g Sroingll sapluraltnef natess Eheabbtiod inpludes
| i nks, wi.t h one
o ARESHICTIEBAIIE el 1 b ATt o o
ordmwylmode dﬁtm&e& a sﬁtﬁél{héde”@eE% &1@?’%&990& the

super - node nei ghbors 'when, el ther
noded@ﬂlm dbe wleviseidaritifiear amebpermo@ 3¢h§nQ|ﬁ d@mcp@.@ to

ordlnla(gy go(geea,égﬁ {eghq?ngt?nagn <(1e((ajld|tcca)1tesollJ pg;cl?goﬁe o;outlnegn Ilnks with
one-hop super-node neighbors, when the redundancy of the node is
detected, detecting the articulation status of the node when the role is
identified as ordinary-node, changing own role to super-node and
establishing the dedicated backbone routing links with one-hop
super-node neighbors, when the articulation of the node is detected,
identifying the number of one hop super-node neighbors when, either the
redundancy is detected, or when the articulation status is detected, or
when the role changed to super-node or when the role changed to
ordinary-node, identifying the number of one-hop super-node neighbors,

repeating from the procedure of receiving, when the number of one-hop
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30 ordinary-node, identifying the nunber of one
super - node nei ghbors, repeating fromthe procedure of

woeowite2azy, when the nunber of one-hop -9 WO PCT/IL2007/000504
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provi ded a nethod for u ting rou I'ng

supq'rrnﬂ&mne@hhms;ﬂ nzme dandidaier elsess onehup Neidiwary-node
in lurality of nodes. Each ndde
“e'gﬂ'ﬁ&dﬁ'e *ﬁéﬁ pdg ‘Mﬁ‘ ?'ie 695%@19{ %ﬁ mgd@d,ft @rdinﬁa&rr:odEel A f
W t the r e O
ol CHErdHER A3 RSS90 B el e,
therejmsifgmp&ﬂndedia iriethog!fer gbdahﬁgg%ru!ﬁ gqﬂgaméﬁﬁﬁ. in a node
Quting 20 information is u wh ro t
in a W@ie%&]éiﬁiglé@c NERWONTlet h'BEE neh\ltvbdd?xsctzlﬁdeﬁ ff‘ gﬁﬁ@ﬂfﬁéf Pbdes.
0 e
e B B e oo t portn o
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lnforrgg gﬁ:jﬁ %m@@e%wbm%%nﬂlagmerofaﬂté nodesthanyesg The method

includ&d YREKofRddidst P ld%te%%ﬁl%r g gﬁangerl(?lc?rl\ev role g(;tt\agrnode
terminating a network routing table when the role of the node changes
from super-node to ordinary node, updating a local routing table according
to changes in a local topology database of the node, exchanging network
topology databases with at least one one-hop super-node neighbor and
constructing the network routing table accordingly, receiving network
topology update messages and updating the network topology database
and the network routing table accordingly and transmitting network
topology update messages to one-hop super-node neighbors according to
changes in a local topology database and updating the local routing table.

The network routing table includes routing entries to a sub-network of
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t opol ogy update nmessages and updating the network
t opol ogy dat abase and the network routing table
weacoewrideazgl y and transmitting network topol ogpCupumb®E000504
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The local routing table includesTentries o
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e cae RO, o |e" Ak IFElades e pfudifor hbdes.
Each of the hpdefs isodesignatadhwith a iynaedeally Yelefhmad ¢dle. A
dynam cally determned role. A portion of the

rtWi th z% : )
portiry of theen Ghatdesignated math the: rele ofiseipensumieandd the
(gl t .nodes, ar. esi gnated wi.th the
remifnd S GRS, o 08 R4 Hi 0651 5 ofnhoces
Routipdahfatnydtih ish@pfiated WP 1 LR '5}%@,& A
V\/ngn a second or%li nary-nodeﬂﬁ%oﬁr%sﬁ%@élﬁgébes %&nr%de and
wheprr seepnd eirdliteoy rume fdins dndedves the betesy nefgithoribdd of
th t,[ho . 1 ncl udes ige rocedures of identifying " the
© f'% rAGaGY-Na%e. | dagi mgthed inkudes dhe myneetlures of identifying
- dhiona x 5 oner hop nei ghbor hood of the
the R0 HEEoVRETb! e el BRB-RoRdiatimade som the
one+hop neighbotiRoddDFIRE h8Af-hoped
routi ng tabl e when tqﬁgt gﬁ‘g'&ﬁ@i épglghgre;étﬁgdg@ g&?t%ng entry
of theyepittef icetheasecoadi ardinhey-node fopm adoeabes iRy tablet WRen
th fiLrst (irdi nare%/- nogfié del et i n% routing entries,
€ aSSENd; LIARAN-RPRE sesorideptifiedargs ndeavingonthée one-hop
i utien abj. en the second ordi nary-node.
nelgh?Sﬁ%éaec%cfi ;Di eghgs bﬁ'%&vizoﬁgwar{g'@fge-’ho‘geleﬁggghwtﬁ&)deﬁfr ies,
assddistetli néth enali wdond asig] ' Uty t th
second ordi nary-node tgmt q?cf)tgéaﬁrérﬁuﬁéqngogglbfcgu\?d%rjfagle’
when hthes earaeind crdinemnyynodeleisi $démifisd fagdeavind! the@nkelBop
. RBe-h%p n(?i t%hb(%r hood of the first _
neighborhood of the first” ordinary-node, adding a routing entry of the
second ordinary-node to the local routing table when the second
ordinary-node is identified as joining the one-hop neighborhood of the first
ordinary-node and adding routing entries associated with the second
ordinary-node, to the local routing table, when the second ordinary-node is
identified as joining the one-hop neighborhood of the first ordinary-node.
The local routing table is stored in each node and includes routing entries
to neighbor nodes of each node.
In accordance with another aspect of the disclosed technique,

there is thus provided a method for updating routing information in a node

. In a wireless ad-hoc network. The network includes a plurality of nodes.
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there¥BARES [Fovidi &' REhiSStor Sgcrilg’émg routing information in a node
in a wireless ad-hoc network. The network includes a plurality of nodes.
Each of the nodes is designated with a dynamically determined role. A
portion of the nodes are designated with the role of sSuper-node and the
remaining of the nodes are designated with the role of ordinary-nodes.
The routing information is updated when the role of the node is
super-node and when an ordinary-node joins or leaves the one-hop
neighborhood of the super-node. The method includes the procedures of
identifying the joining or the leaving of the ordinary-node from the one-hop
neighborhood of the super-node, deleting the routing entry of the route to

the ordinary-node from a local routing table when the ordinary-node is
-12-
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there is thus provided a nethod for updating routing
information in a node in a wreless ad-hoc network.
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superl-ﬁoH@dt%t ﬁwde \gﬂg- otph %erig?h grh%od of the first super-node, deleting
the routing entry of the route to the second super-node from a local routing
table when the second super-node is identified as leaving the one-hop
neighborhood of the first super-node, adding a routing entry of the second
super-node to the local routing table when the second super-node is
identified as joining the one-hop neighborhood of the first super-node,
exchanging network topology databases with the second super-node when
the second super-node is identified as joining the one-hop neighborhood
of the first super-node, and updating a network routing table accordingly,
Transmitting network topology update messages to the second

super-node, according to changes in the network topology database and in
-13-
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super-node and when a second super-node joins or
| eaves the one-hop nei ghborhood of the first
weoeupEri2zmade. The net hod i ncl udes the 20 procedBCeILNH7/000504
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dat d, the network routing table accordingly.
The  1BoaPCoBlANGS, Wil RBoThersashest of toa disslonsdeteshniaue,

there 1€ tHHS orctitied & fiihag ol HelElfigg Be8ctede s wiseless
ad-heepretworke BndleRsatde hekt Ko &t MRS ﬁémnsﬁcekegg%e%rce

sub-network of nodes is a limted nunber of 1 .
node ot &epagkaiodestimatiom etae, ktheonbidegist phalteof shet@iugs. i The

etk kit @ DhrABN. AENgHES: - EacHoabae Nedemivdesignated
wit 454 S PABR AR 9 ATk S C Bl csianated
I e SUpseode NN TR, 80 o cesgnate
witht thehnicd@epf oneinaryi-godésis prleeyi sieplermnodesofbrimr the routing
back(ga%tneer n(])fn ithg %tvz\j/‘orrk(.)de“l'r{en r%emgdeliﬁsclsudes the procedures of
identifying the role of said node, determining the number of hops from said
node to said packet destination node when said role is ordinary-node,
identifying one-hop ordinary-node neighbors as alternative next hops when
said role of said node is super-node and when said number of hops from
said node to said packet destination node is not greater than a neighbor
limiting criterion, identifying one-hop super-node neighbors as alternative
next hops when said number of hop from said node to said packet
destination node is larger than said neighbor limiting criterion, abstaining

from transmitting said packet when alternative next hops are not identified

-14-
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designated 20 with the role of ordinary-nodes. The
super-nodes formthe routing backbone of the network.

The nmethod i ncludes the procedures of identifying the

role of said node, determ ning the nunber of hops from

said node to said packet destination node when said
role is ordinary-node, identifying one-hop

ordi nary-node nei ghbors as alternative next hops when

25 said role of said node is super-node and when said

nunber of hops from said node to said packet

destination node is not greater than a nei ghbor
limting criterion, identifying one-hop super-node

nei ghbors as alternative next hops when said nunber

of hop fromsaid node to said packet destination node

Is larger than said neighbor limting criterion,

abstaining 30 fromtransmtting said packet when

alternative next hops are not identified -14 WO

2007/ 122620 PCT/1L2007/ 000504 and forwarding said

packet to a selected one of said identified

alternative next hops. -15 WO 2007/ 122620

PCT/ 1 L2007/ 000504 BRI EF DESCRI PTI ON OF THE DRAW NGS

The di scl osed technique will be understood and

appreciated nore fully fromthe follow ng detail ed

description taken in conjunction with the drawings in

which: 5 Figure 1, is a schematic illustration of a
si mpl e exenpl ary ad-hoc network; Figures 2A, 2B and
2C are a schematic illustrations of an exenplary

networ k, constructed and operative in accordance with
an
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enbodi nent of the disclosed technique; 10 Figure 3, is

a schematic illustration of a system constructed and
woperagieéze in accordance wi t h anot her enbodi neRCTEE200T@&00504

di scl osed_ techni ure 4, is a schematic
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\A/ ystration of a nmethod for updating 20 routing
net hb%rnatlon i n an ordi nary-node, when a node nei ghbor

| SERfureb oucoabnanANoT ofkd e AMUALRC, ilishiBfops not an
exerTiiadi metvonk, copstiust@Sad t G5&MItREeIn Fé@éﬁr@laﬂce' with an

schematic illustration of a method for updat i

embagdimery qfﬁh@rdmlosedﬂeclanlquper node, V\,hen a node
nei ghpor 25 the one-hop nei ghbor hood

of th 'Qéﬁégf q%@ﬁ@“%%@?‘&ﬂl'k&@fﬂﬂ%@é@@éﬁi@m wanstructed and
opefRda SROAREE it WndhSE! SRR, AP E B fosed

techmiquesr k, in accordance with a further enbodl ment of
the disclosed technique; Figure 9A is a schematic
di agrEigUse 4 iRea wehematic ilaistratioBoof af metned f60@perating a

0B 7ot R SRR, Boeethi ™ Lol
a fuRet EW{TM%Q%EIC%&S%E t%%@w@éherrat i ¢ di agram of

a net operative in wi t h anot her

embodFigent &f |$h§ci¢bm@t|@3ﬁms‘tr%<f16ﬂ' ‘é#ea ﬁ’i%Hb@ ¥ dﬂ:da?ing

schematic illustration of a nmethod for selecting
routing mfﬁaﬂaU@nnwlemthe olwraroledef, thepaodei ofeaniges, operative in
accc% gglrpggvgghe@gg rq%@ff)oor ment %f (tef?éo d‘ljslcrlrgsnéd ?écrgrngue

Figure 6, is a schematic illustration of a method for updating
routing information in an ordinary-node, when a node neighbor joins or
leaves the one-hop neighborhood of the ordinary-node, operative in
accordance with a further embodiment of the disclosed technique;

Figure 7, is a schematic illustration of a method for updating
routing information in a super—hode, when a node neighbor joins or leaves
the one-hop neighborhood of the super-node, operative in accordance with
another embodiment of the disclosed technique;

Figure 8, is a schematic illustration of an exemplary network, in
accordance with a further embodiment of the disclosed technique;

Figure 9A is a schematic diagram of a network generally
reference 500, operative in accordance with another embodiment of the

disclosed technique;
-16-
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Figure 11A is a schematic illustration of an exenplary
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the aligbutivennent hopeofua swdes eaperadivei inuaccord@nt® with a further

0p7/122620 PCT/1L2007/,000504 DETAI LED DESCRI PTI ON OF
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nmobi |l e 5 nodes wherein sone no . desi

embogiwent of e disnlosachtechniquegy backbone of the network
between one another via a dedicated

d :
ggckﬁgﬁg Ioaﬁibﬁg'sl ishk Schamaticodiustraiéion ofipthe nsdpepnode

i -.nade) .f ts t -h d two-h
backHgHe bo¥ 1REC SUBLKURIIES SRR 1, aPrai ik Wikh another

embodithent vf tsleiscssirt fcHfGls! sng0 10 other-node (i.e.,
more than two-hops) via the super-node backbone. A

superFigute fldbwaisda pschemstico isteatiorwdes frhe esuper-node
backy: inarfy-ﬁodes aneg okher super -nodes), according to a
é)ﬁ\ﬁor Gt SHE-neMask, |eperativet # aeeerdance tvithn another
| Ridl t ets of information transit
embt@ﬁﬁﬁﬁghgfﬁé alﬁc’g \A%%{cﬁt_ecﬁn?@i further noted that these
packets are forwarded between 15 nodes participating
in the network. In a comunication network according
to the disclosed technique, each node in the network
is arouter. Each node may be coupled directly with

one or nore hosts. Each node may further be coupled
wWth external routers (i.e., routers associated with

ext er nal
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20 networks). These external routers provide routing
services to these external networks. Each node
weoreidz0or out i ng services to hosts coupl ed deceatiog7/000504

tner oR e RATEED DESCRI IO OF i oS QBlilENTos s age
tbcsThE, SRS O ARe e ok e sg@fvha%tgggse of the

Node status nessa

priohartebyafroeiding &' bielster-Iees sRFsmunidatish 'n%t%ﬁ?%ﬂa a method
i ncludes the node identification representati

and (g gystemtherm rﬂombwhpcmEnabhes cansmunicatibn teI&eehhfobile
of .t he node ary node or super-node),

nodéﬁaﬁ&eqqngtso(g@e qqxp@s@)ﬁ@s .@,wggpgrmodase form the routlng

bacliahe U iAo %&?C%ﬁﬁwrhéb@a‘fé e o 5Pt v =

e-h | SO nd
et et fugnit a7 e o

ordingfyghede) forwands r paeketisndo node- hopeandnqvlﬁﬁhoplﬁe bors
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accdfliy %226;?@%9[1#@991@@@ A sglinacyrmsstpy bomiardespaciete o

otneRF frol *é‘%ﬁﬁ.“tgvﬁﬂﬁﬁﬁbszwiat SRS

superirodef foraadds opatkets | fRF FthéPny Qat BPC? ary- ﬂ@ggg and

on that information. It is note t'he

otheblsupen-éggjﬁﬁas acebedisgtto areetwoes rouﬂmgltabl@Q It is noted that
construction and

to th
the 4 nPém‘é Eeﬁﬁem?rtﬁ@rgetpv@ﬁo ¢J<eet$tof| igfarmatien tremsitdthroagh the
t et.ween nodes
"etwb‘*'SZe!tn’éf A5 Rl DA M0 ad TR By eEaEeENeen
deBhpart m tbhetweyk udes the next node in a pat
e etopz gega{l? ng]a?l' on nodeévg‘(l , lo the nodes a packet

travéisds f:ﬁmmuhmaﬂ!aokenetsa\mrkc&acrtxwdlrtg) tdletrﬁ@c%%closed

t de Every destinati on node may have
techrﬁ@\ﬁtg; QG? ‘Iagprhg ¢ dhethe UﬂgW@ékdﬁea puteredzachdextdenanayprbe

th t of the
oA I it ol By S
coupidfda withh adxtetrite ¢ostersf (IG@ChrMEE%”aé%"kECI ewﬁﬁ %P(?ernal

destinati on node. The cost a
netwalksipl el here emteamahunnmrsoprdmue Ir@uﬁlh@ @@N’bég) tbh@hese

exterﬂ‘éf%ﬁ@#ﬂf’% rl%?a@g gT S pcrg\sntde,-%f roautﬁlagl;t gemgeé l‘cjor thréesrts coupled
directly to the node, or to the external routers coupled therewith. Each
node transmits a node status message, which is received by one-hop
neighbors of the node. Node status messages will be referred to
hereinafter as "hello messages". A hello message includes the node
identification representation (e.g., MAC ID number) of the transmitting
node, the role of the node (i.e., ordinary-node or super-node), and a list of
the one-hop neighbors of the transmitting node and the role of each of
these one-hop neighbors. Accordingly, each node receives hello
messages from one-hop neighbors and these helio messages include

information about two-hop neighbors of the receiving node (i.e., nodes
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of metrics, neasuring the quality of a |link between
two nei ghboring nodes and the work |load (e.g., nunber
wofowonez2d2op nei ghbors) of each node. A packet PEOALIME7/000504
.hode will attenpt to forward a packet to a destination
whiglbgan beaceesseqwigtinmongthor heighbarnodes)t Gesseduentty, a
ew t h, .EFach .ordinary:node t hat

nodtﬁgqleéqyl%g}for{gagynfqp . the l@@g&ihj@%ﬁ@@?@n@ ﬂ%{pl@gog cs)ne-hop
nei TR, of0, Bub6H) Tguhb0s 1Rt 0I5B Bfolooy

datayase, (hased onrthabdmformeationbat $s avted Weat e 8hy Prﬁéb’s%)ge or

The local routing table includes 25 entries of the
messagasogefiisgibomnessages’ admainisg sinfardatienerelating to the

contfLb55 arif YANEReRS=GH1ER AL I i ool s
| | t ting tabl tri
e R S IO PRl o Pcarion

r epr eEaBhatid@s it €he- network Estﬂ@‘ﬁeeéﬁ]ea?ésétﬂé‘ﬁ’éuﬁﬁ%%ﬁié. This
node, to each host or to each external router 30

routing pablegingtides éhealextatote kn aTpath teal destination nolee(i.e.,

e il 58 88 Skt BaL 5 s packet
P - =

desRATARAR, PELEH20RIHARAAYndS oy AV 8o iy o

Asspeidted swith asach etinbtionssodéelistedeid the roRbagf tadle, is the

destination node), and their unique routing ~
cost gbthe pataio that destinatinranodes. The dost oftsepatthis thehsum of

e REEFor KL BEpl e Pl el o Fn€ oot of
.t h h . -
patf S8y fe.clr ' sRairifie, 8% 16\ HiEhoe! . hKA B e pathyto the
destinatiom@oded| Tharcosleitiavpath Fizgnfurtiersd | for @xep@asiesthe sum
sent by each node. The routing identification

of melpices mreasuring the quakiti okd linkobetweemdare neighboring nodes
o VBT A TLRERL B B0 b5 o e,
R e

via teopatolvithehe. lowBsPLosVissodibRPgfdretaty. on of a packet
is a one-hop node nei ghbor, or a host coupled with a
one- hopchoureinayygndde (i ¢., @ noderthat is/nof avspemnode) forms
a two-hop local routing table. This local routing table includes information
relating to every node, which is no more than two-hops away (i.e., one-hop
neighbors and two-hop neighbors). The local routing table includes
entries of the one-hop neighbors and of the hosts, and external routers
coupling external networks, coupled with the one-hop neighbor, to which
packets are forwarded. Information associated with the routing table
entries may include the unique network identification representation (e.g.,
IP address) assigned to each node, to each host or to each external router
coupling an external network. The local routing table further includes

entries of the two-hop neighbors, with the respective one-hop neighbors
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external router coupling an external network) of the
packet source node, 15 the packet source node

wonrentsined2e t he packet directly to the one-hop PCT/IL2007/000504
nei ghbor. Wen the destination is a two-hop node

(i.e. néhegrebmay tee opacketmos®dhan @@@%ﬁé-ﬁ@‘fzﬁh n%ﬁﬂtﬁ' %%?Ean

to a relaying one-hop nei ghbor, which ni cate
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I t ed
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oS8t Y 1 o e e
sincehthetops tohettooéne r&tﬂﬁe%nﬂi@%@ behweth hl?]e?ﬁ Llﬁ‘@ r}Eutmg

node. The neighbor limting criterion
idenfifieatinrs trepeesentationse opdhei hests nod@pleﬁamhtmdhe nese3are

m cal etern1ne t he nei bor [imting criterion
obtaﬁ;eecfgg@ordﬁ QUiingpradosrl(Cag-n&HPdal | y det ermi ne

2007 f&?%%‘*h%@d??ﬁ%d%&ﬁﬁ%%@%m Sodengighbor, or

a hcbstombuplﬂde\Aﬂtkﬁ@loﬁheoﬁobv\/ﬁobépné@rﬂib?ogse %ﬁrécﬁ& of via an

nei ghbor limting criterion is used herel naf
extemqjer.oum@rd@ouph@g sl exteémal aepabrk)i of #e pacitet @ource node,

ve BB SRS B o
R T T T e
souroeendamp tmmi't@’th@Fpaél@t%béfr‘é{aﬁﬁétohédhdw glg‘?ﬂﬁr WhICh

routing table includes entries to One-hop an

comgnmieaies- wibethesidgistioatipnonedapmcantdingotdidbe local routlng
sts and routers coupling

d
tabled B /B0 g \R@F‘E’hbor Sier farwierds ¢ tBRepABketnta i seievant

noddach entry includes |nfornat|on of the unique network

Packets, destined to nodes which are more a neighbor limiting
criterion away from the packet source node, are routed via a one-hop
super-node neighbor of the packet source node. Packets, destined to
hosts coupled with a node more than a neighbor limiting criterion from the
packet source node, are also routed via a one-hop super-node neighbor.
The route, from a source node to a destination may be different for each
packet. The neighbor limiting criterion is for example the hop number of
node neighbors from the pertinent node. The neighbor limiting criterion
may further be the distance form the pertinent node. Each node may
dynamically determine the neighbor limiting criterion thereof (e.g., each

node may dynamically determine the number of hop neighbors thereof or
-20-
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identification representation assigned to each node,
to each host, or to each external router of an
wext@rinzd2o net wor k coupl ed with the one-hop PCT/IL2007/000504
ordi nary- node nei ghbor. A super-node, fur_the_r stores a
the (listasae’ thene figm} abllbe EwammetmbﬂWOFM{blm@ghbbfgdas the

' ' ' 1, the nodes, the 15 hosts an
neidg{h%éﬁﬁﬁll '”ﬁgrﬁéﬁaeﬁgw%{aﬁ QW%'&%@ZN i ve one-hop

' ' . ich,.th
Super ATSlGor RBYE"R05. ADCReL N RERapl BTl S sk o
evelyonbde iartheehumidik, orFafst8NidUpIENGINRS ndd A S ity or

of the unique routing identification representat
via g eaiteringd eoutes ceiupiing amexterviet hetwetier M Bepernddee stores
acket is destined to the receiving super-node or
a Icfﬁ%t LOuting, ég’l% NCIUAING eRiNi@sn®f $peoneduyp (ane. two-hop

it halg i, B R b S B B o an
two-teper sridivesryliodd1enBrfHsrs Son%grit%ﬂ NS4t g\gﬁwﬁ%' Eﬂ@er—node

ordi nary-node nei ghbor, or a coupl

neigbbers.aand hosts asdgbbiters sthaplind externkibhetwoikestblpred ith

) i h
one diniclfiorn Eaeh %ﬁﬁ?ﬁgﬂé‘ééa%‘%r?n‘bﬁ%rgoggé unfm;te network
. . i n
T e
each exenvslerdutep dfosh éﬂeﬁgghﬁ‘get%W'é@ﬁgea%ﬁgz ft%ntg}r{éigop

super-node, the super-no rwards pac
ordinayytnede d1eighkier. néA ghiper-rodey flirtitert Storbe 4 efaMiiokk routing
routing table. 1t 30 .is noted that a node (i.e., an
tabie,; T Y pefierk epUting dable. malsiepr entaes twall- e hodes, the
07 0504 forward a packet
oSt A e al THapES Wil ARG o Rt vea Rer oP stiparenode
neighber oripseighBgrs, bagkiniien iR 899eiRbfe FARMAMEC packet

super - nodes communi cate between one an
destinesi dat ddesmchodes, rmstsnoil imdtwobks ecePatl BREYOIRdUdes

inforfiiior 8 e, utigiag peting IdenREcalomTepisssjatonh each of
e SURSP RS BRI R ol ine P e Folfet i
d estiflﬁlfdg‘:’dmﬂ?? gﬁﬁ%ifvh{gg g&ﬁgﬁmrg@%d Br MIHE Rl SwitPRRL 98 ¥eivi ng
super-node (i.e., directly of via an éxternal router coupling an external
network). The receiving super-node further determines if the packet is
destined to a one-hop ordinary-node neighbor, or a host coupled with the
ordinary-node neighbor. When the packet is destined to a one-hop and
two-hop node neighbor, or a host coupled with that node neighbor, the
super-node forwards the packet according to the local routing table of that
super-node. When the packet is destined to a node or a host more than
two-hops away from the super-node, the super-node forwards the packet
to the next super-node neighbor according to the network routing table. It

is noted that a node (i.e., an ordinary-node or a super-node) prefers to
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stored in that sel ected one-hop super-node nei ghbor.
Thus, each 1o super-node creates a network topol ogy
wdav@haseoaccordi ng to the network topol ogy PCT/IL2007/000504
i nformati on. Super-nodes may exchange network topol ogy
forwake & packeh asserlinong the lodal meutingttabie cathes!than. over the

F).. .Super -nodes synchroni ze their network topol ogy
SW%FQQ?S%%&%Q&? WEPHtpﬁ/%'l{’ﬁﬁ'r s synchroni zation by
exch | I ages, with 15 |
ot hort e e nbdes RrRACHE BEFISHT Roevnqiner via a
dedicaped obuckbdaee Wanﬁﬁ. i npor h j .
t opol ogy of t hercc))ne- op nei gﬁborgﬁgggy ?Eg't?ﬁ)éé& %Uﬁer hode
establipbes m diedieaiedwhackbome sromtingaliek (el gi Nt edPbintdto Point

n_pordinary-node |left the one-hop nei ghborhood of the
Pro@ﬁﬁgr Witfye .%'CBt q%s the o 08¢-heRt sapsiimaderobeighibprs of that

SUp e Eaes A PRI Sk PR TR, 1Y kRSB o Bip T slecte
one i NGPrapdratods asghabes the ?apolbggoﬁ’ﬁgﬁraéﬁéﬁL’cﬂ‘htﬁg‘rﬁ]etwork,

super - node backbone, and the siper-nodes main

storeghein thet weelectetobngyhatat sipsenodsy meigiasbz ed THeRS h each
Sup%srgrﬁer-node constructs, and mai ntains a network routing

pde credied Agetworhtoprlegy databpse @prondingtiasthe Ratwork
' t i scl d techni ,
topoldby, SR, 7o Sugenfiohes . Bl SXiE] HistRsHe topdlogy
information adicoedi ' I f
e eyl matnaricy 8 ithCs®ite DRI (¢80 OFEFY, Slper-nodes
syncheapized thaih natwiode, topalogyl idatabases] nantiabhgirthire- this

cal__routing table or network routing table) of a
Syncbﬁ%ﬂ'ﬁééoﬂeblj anging, Hiedwork dapalagy tindatedaessagres, with

othef e AP, SUBEEMILer BRSPS uo THHER netudri dBbeliin dwdate
esSag e Worr oS R el NSRRGRAN SRL0):Muffeionborhood
of thet viser-mgde r fiesni whioly Hhist message | ovfiginagsd Ofe.g., an
ordirEEFATAE 15 oenOnen R RHgEEOT M0 ok e rsbinerrmadeng It is
notod that o, (Rl e, BREHaAGH SrMIEP ) upate
eSS I oA ROURS! AN’ iy, update
information propagates (i.e., flooded) through the super-node backbone,
and the super-nodes maintain their network topology databases
synchronized. Each super-node constructs and maintains a network
routing table according to the network topology database.

In the system according to the disclosed technique, a node is a
router to hosts coupled with that node (i.e., directly or via an external
router of an external network). For example, a route to a host coupled with
a node, stored in a routing table (i.e., local routing table or network routing
table) of a one-hop neighbor, is associated with that node. The node
informs the one-hop neighbors, of routes to the hosts coupled to the node

(i.e., either coupled directly or via an external router coupling an external
00
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A super-node transmts network topol ogy update
nmessages, informng a one-hop super-node nei ghbors of
wohertges200 hosts couple with the node over tRET/IL2007/000504
dedi cat ed backbhone routing |ink, according to the
netwersd ok tgnsimiition shestr -evlieg einformatometmesdages.  An
. 0l 0 informatio e{si.e , éhe link 10 state
°rd"§l$ t‘BB%).”%'&%’@H in@" § t heski seutirgd intrmatipne, rrlzﬂssages
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hostsugativlacuith thetssperinade, iEceording tolthe saipes romtim?w@r@m@ol.

- i ghbors). The mnimal one-hop |oca _
A sy g'{"?ﬂ%gga%ﬁr”%W)éprkhf@loml%mpd@t@-mggsage&,bmﬁ@rmmg a

- et e ned or chan
one RSB B RelayBRYs 20, e I0 1aEts, Bougle: Wiy the node
overc tnafeditated backBoRUPRIUtIHAnR! actBURRALS RENBTotgeol by
one- hop ordi nary-node nei ghbors as super-nodes.
whichy gupeirbedessexelsange tretwack dopolayt infermiatibhc(i.e., the link
criterign (e.g., node ID nunber), a weighted
Sfat%Pr‘?tQPf’ﬁn (e.g., weighted connectivity and coverage),

' ' .di - ngde changes .t
Fol o FXHRE KB e, MR e RbrBlitiRanY. kv attempts
to hawei atillabsbmy nﬁﬂﬁma%no@émdwll_@éélogupﬁﬁgﬁd@ 'Hun?ier fie. a
further explained in conjunction w I gures :
miniﬁwtnnzcurrﬂserAqupe-hmmiesmm'r-ngdegggigf?gcgr.sb.e tR @lber-node
i . if.th - identifies )
shoi e R IRESH 8y minigial e ﬁggwe@%bmefwmwen?@ammgma.e.
i1 ' ' j ' . I th oryardi n
2 migufR L35, S BUp LYo RT . 1R gma
one-papkicalesiparanbds Rasdereasd iHa ?ﬁi‘ﬁ%'&lﬁt&é‘-ﬁﬁg backbone

determnes 30 the next hop in the route to _
supadgiadersurohenbimayidve areketerminedr di nfanget ugnaﬁmaul}@ntAn

ordiregifii 1iAoitas. nefykdrapophanas s pilel to08apeDDGde or
cesigh Br DR e B8Rkl B, B3CfbeTkee. A
Supdrnede ishdesighiaté@decdddirRE % V4 $thfic PasERbnOle.g., node ID
number), a weighted criterion (e.g., weighted connectivity and coverage),
or a combination thereof. An ordinary-node changes it role to a
super-node if the ordinary-node is an articulation node. An articulation
node will be further explained in conjunction with Figures 2A, 2B and 2C.
A super-node may change its role to an ordinary-node if the super-node
identifies self-redundancy. Self-redundancy is further explained in
conjunction with Figure 2B.

During the forwarding of a packet, between the packet source
node to the packet destination node, each intermediate node determines
the next hop in the route to the destination of that packet, according to the

pertinent routing table (i.e., local routing table or network routing table).
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the packet source node) and the primary next hop nmay
be inoperative (i.e., either tenmporarily or
woenimansizo | y) . Moreover, the primary next hop Ray/16200E000504
i nca able of rel aying the packet. If such events
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6, 108
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and b A B A St A e B BERT L6 e diselosed
techhRfue. 11\B.=,twb3la 1CKD|ric§@de§?s4wb ﬁaﬂm%&*?w@ddrﬁ%ﬁb%etwgrk 140.

dedi cat ed routi ng backbone |1 nk tween super
SUb‘D@B’I\/@Hﬁ @BGnCtL@ESaaUp&DIQdEQ& Giha1088108 Jgﬁ-.canﬁulﬂ;g‘fy nodes

22 ectlvely In networK
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h t 0 r
and Co i -5a8 Zﬁho%ﬁ%g&% 18t {é@hﬁogeﬁ Z@;m the
kbhomer -meiaitko
bacsupereﬂggg nunbe? L%% fﬁgaoﬁgoﬁgﬁ Lackggge ster Hgaéhe
back,lggm@e e ssipuaetwork Wd0. REBeheolines TR4Vrepessdrs a one-
re 2B..which is a schenatlc illustration of an

hop ¢ WYAtQ Bk stweean fyor erdinancpadesoand between an
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supe?ﬁ{pd%&gﬁ{arg&g%% ;141002 ggd 108, 106 and 108, 116 and 118, 116
and 122, 118 and 122 respectively. In network 100, it is desired that each
ordinary-node should have at least two one-hop super-node neighbors and
each super-node should have at least two one-hop super-node neighbors.
That is, the one-hop local super-node number and the one-hop backbone
super-node number are equal to two.

Reference is now made to Figure 2B, which is a schematic
illustration of an exemplary network generally referenced 100, constructed
and operative in accordance with an embodiment of the disclosed
technique. In network 100, node 114 joined the network and is now a

one-hop neighbor of nodes 110 and 116. In Figure 2B, sub-network 140
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WO 2007/ 122620 PCT/1L2007/ 000504 has noved toward
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cquire rtj ati on node status and
of nbtigs 190 Bt 12 8 akes Wodb 1L i§ wobtiaepnading, narghbor of
dasti talaat n i ; qﬂgg t. least .t he
no prégg%g?éwggd ﬁgﬁgéfzg#sone-ﬁ%§ﬂ§dﬂgﬁiﬁ%%%§°%8f5%5%%%110,

112arid 6nandall 18 onbiduep 19GpatqRes 41¢iHBMESoA" ﬁodérétia‘ﬂ?f and
(1.e., cate

of a ont i nuous _connectivity graph comun
CO”%S?%efétg)brPf@ﬁﬂ&QS Itgcksde dionguper-nbdel oAal artimiaiay node is a
th ode r. not aJ]l the 10 one-hop
nodEMHEREES. ke 408 Tt BhsRbouebes @ onedan supernode
i & N S n LIVA L Ve - nodes. .
P R ot A SfE o Suliode (RBBhod S7E  vertices of 2
continuousil ebhnectivitie gtabis (ﬁ‘é.,"‘@idmnﬂ?ﬁ@éténﬂﬁthst other
i'l'ustra

de to Figure 2C, which is a schematic I on
aCCQr}%'% texthmpilaegl tepalogy glatabase yofr ¢her rodeyl 0ot all the
5 and erative in accordance with an
One'g'?@@géf‘#@%ﬁgﬂf’&? H?ee'ﬁhg’gf DHEE erRRM9Pgaway ffone the dontintious
ith1 nggd d r 0 a .- node_due to the
O o POR" T sulbprordes © CARCREAON fufiavotade * 112

acquirell anrariicold¢ioniddelemtasaiedenode 110 as a
super-node, thus, ordinary-node 114 has two one-hop

superBefSHRNGR | IighROWs MBI cto- higierel 2T f whith ds de déclhépatic
s R B B P S e
4. I'hary

|.ained in conjunction with Figure ry-node

ex

to thflgrtlc%%f@ﬁei stadus afonode ttl.e Altematioelyasieinamcrode
(S articul ati on node and forns
114 B88fited todg 130,35 A Slinernaiie thiisg osdmamymora 14 has
t 6 ngdai sp i.vel net wor k 10Q,
o OHeIoR'SBel-hods ielhborse P ShbefTiatte (3onBR. Gegedicatied
backbheesrouting linkotie2 witty sbper-eiddrd102 B8 IdiERE backbone
rd a

.super-nqdes. For exanple, node 104 may forwa
routlmﬁ%wl TAdawithn supertadeyild 6s upRupeededed 020&nshd 122
became redundant super-nodes and change their role to ordinary-nodes.
Super-node redundancy is further explained in conjunction with Figure 4.
Ordinary-node 112 promotes itself to the role of super-node since node
112 is an articulation node and forms dedicated backbone routing links
146 and 148 with super-node 118 and 106 respectively. In network 100, a
packet, destined to nodes more than two-hops away from the source
node, may be routed via two or more super-nodes. For example, node
104 may forward a message to node 112 either via super-nodes 102 and

110 or via super-node 108.
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30 110 or via super-node 106. -25 WD 2007/122620

PCT/ 1 L2007/ 000504 Reference is now nmade to Figure 3,
wohbwh22@oa schematic illustration of a systeRCTAD2007/000504

constructed and operative in accordance with another

embodRe@rense ishehews Magedior ddgure;ud. whieh eis B5Gchematic

s oS o SRR B3 SS9 SheshEe o Sbrdance vith

i R n j : al 0] :
anolfSieBSod b ETISHOREN, Knibfe, RIghet8o incluces
networke ¢ssologyS Brodersior NY52 plecHs &spioldg$ . proress¥er1 54 8routing

and transmtter 160. Network topology processor 152
progessair 119§, ceceived 1b8h ansuitiragsmitterst@0. 156pcal topology

[ 158 and transmite 60. Routing processor
proéei‘gs%r\s{%ﬁrhsh%?u@éépw { f #P@@ng@rﬁo%@%&ﬁz routing

proéés%rb?”ﬁtsb?dre]c@ﬂﬁ{'\'qts‘éoréﬁcf C{Péﬂéiﬁggéﬁ}r 18 SSON@#\&éF&S‘[opology

operative’when e node’r's a e.
prodeusYroth? i ANEsSoOEodBiedWitht RiUlingt PR JeERPrISE, treegiv%@w 58

dat abase, and establishes and term nates dedicate
andpfekisorigedr d60i ngRbutiRg. pretessdt t6Foidurtheocesspled with

152 vi d tran?m't r 160 15 with network topol ogy
reced‘é?'é@é@@’?ié@@%%te%1b§-netvvork t opol ogy updat e .
| e I
e L A R
superpedenodbeandrkv tbpoldtfy |preebssbPPRP anafbrietRe "ReRwork

the node changes its role to a super-node. Networ
topalegy| dafabpsec @nsbestestishest and ferminaies dedicatgd backbone

oS i i D B B 10
AT AN e T
medsagd, ovsth rRRALAE Yt GPRS@aibddee iese Qnﬁetwor& topology

determines if a change i’n the role of the node
datghase teqlestrig- reseivach @ anpdhensdpeonodecanderii)therlocal

topqlegdriRREES e AL NS, No88a ChEDEsRods FiiGct SorSURsT-node.
Net&éf%?éo@gg‘épg(g@eég:&gct @ggprthgp%r%%’dedsa?gﬁﬁﬁ& Brdcessor 156
with the network topology database.

Local topology processor 154 is operative when the node is a
super-node and when the node is an ordinary-node. Local topology
processor 154 maintains the local topology database of the node and
determines if a change in the role of the node (i.e., from ordinary-node to
super-node or vice versa) or if a change in the role of a one-hop
ordinary-node neighbor is necessary. Local topology processor 154
further provides the local topology database to network topology processor
152 when the role of the node changes to super-node and to routing
processor 156. Local topology processor 154 further provides transmitter

160 with periodic hello messages, and with super-node designation
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152 when the role of the node changes to super-node
and to routing processor 156. Local topol ogy .
worowassan 154 further provides transmtter 30PABAL2001/600504

i odic hello nessages, and w th super-node
megha '%%Zf%fmeggegédh%@muﬁmezmm lin2th&r roleosbH4 one-hop

, . h
orc g AR Mbictios SRRSOl 5 meSeave iy Feifehnen such a
' ' or S .
Cher afouting WreceSsor CP6 ) SBBERECWHD i’ nodg.cls an

ordinaey-mode andavhepdhenstie isNaesupdiensese M@Pthénoge is an
ordi nary-node, routing processor 156 constructs an

ordipgrymedes BulisgalPreerssarg 168btensiructsdiang m:eiiggaa'ns?ﬁalbcal
. t .

rouly R Ve, ARESTIRS, FiuthBn oel lopalOfs Sriamseo andaprovides

tran8RGHEXUBONRALh' IR&L (S tm@‘ﬁﬂlfcﬁ%é{‘fic%@ gﬁ%&aﬁ’edsiggg%rﬁnmgagf hosts

node 1s a super-node, “routing

andc extennatt souters neouplatnwithhehe 1 aodet WOlhERUIHO hédd! & 1
according to the network topol ogy database. Receiver

SUP%QOPI@Eépua'ggh@roaeawss‘e@eesfuﬁhgmmmd 2 ml mnsl raa‘icgfn'haim?iggfthe
[ 0 nessages
netl i S e e ik rosalpdy Tniabless. on
[ j ' ther operative to
el ELpRRIC158 FEECES Hellt, iessatles. GhnE RREHON Giigabors

of the nade vedepreddesshageteired PRAlb ALY #F RS 38bolo
154. \Wen spstem 150 is a super-node, fecelver ggbl Sgy

ProgagsehetS®pelVhile systemet’0 vis mt@ndinarytmmné,ogaceiv?r 15E is

furttf FRA30vE RS e, B nouhie eation messracas And provide
rdin

the FORH SHmesRaBES (o, 0kat 10881y, PREe Y 1P+ 2 i Bistem

150 dsrarsnpeatodd, trecelveer 15® e furtyr Byeadivald XFgg@iﬁggetwork

his change may be due to nodes joining or
topolegy dalrbase Aregveasisi v eiejwork hicpalbgngelatapadest heetwork

t he novenent o odes relative to each
topolfipt bdale, BRsTaYSE ckioViRRidneEh e Maorkrapelaoy Broeessor
1521 ocal topol ogy 25 database. This |ocal topology
dat abase stores the local connectivity

In the network according to the disclosed technique, the ability of
a node to communicate with other nodes may dynamically change. This
change may be due to nodes joining or leaving the network. Alternatively,
this change may further be due to the movement of nodes relative to each
other. Therefore, each node constructs and maintains a local topology
database. This local topology database stores the local connectivity
information of each node (i.e., connectivity with at most two-hop neighbors
of each node). This local connectivity information is update according to
received hello message received from other nodes. Each hello message
includes the identification representation of the transmitting node, the role
of the transmitting node (i.e., super-node or ordinary-node) and the

one-hop neighbors of the transmitting node. According to another
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i nformation of each node (i.e., connectivity with at
nmost two- hop nei ghbors of each node). This |oca
Woaﬂmmzdzm ty | nforrratl on i s update accordi ng POT/IL2007/000504

ei v el o massa received fromother nodes. Each
emtmcf é"é thenau Pheonetbapi netghbiass of a transmitting

nodgA8IFRA keGSR A e adielfs metsdde folliding
partpldisi sty O dakb-RHE ﬁé]g gféeof“?ﬁe W%ﬁ%ﬂﬂﬁﬁg%o% This hello

transmttlng node. to ano
MesXGE 2 PER0radCTo lnéa@wa@oawn drglied hisyyager eThd 'ﬁ%lmber of

nunber_ of one-hop nei ghbors of a transn1tt|ng node 1s
neighfiqys liste in I@mﬁlfm heﬁg meskagminayhe csorlsiahbonelyaagacally

detqringl, ndh; (BRgBing h3He el Retheraus I8 thersiimdeello
o 31) A0 ¢ HEELLR R e RO TMIG Bl of e
transmitingnhode. d&nwd@atdrBSmlt’@taeé@ﬂlé@@f sTh‘? He']l@@%lbWe‘&gby a

node may further include in the slim hel nmessage
hellgingssage) | Jiher meinaber I@épslmmﬂmllqsobranlsmlttbdopaooftotdnehello

Hg® . : opfto!
messalRgs Gt RErEBDy 2 "hello message. aﬁ?k;ﬁbgr of

s confich Hode SAGhGRE ISRl acuBirlty 1k Ypgi BT 135 d0ay of
thattrodéie Anaatinagatedy ohangelaits fﬁ@léeto énsepér-%ﬁé WAER the

changes its role to a super-node wh
articlation nadecstatiss of dhatheseois N?(Dmtlmdn‘ wlsepdbat nodeaeceives

a siginhde gggfgga&eﬁgﬁgmggpgpgggggg%fg}@gggs,qs role to
i ' h od | f
O e T PSR Bt 3 redundancy.

Furtbepeoreiogacld ericn ataw 8endss 8apet-hode 88sigeition messa e to
or di nary-node nei ghb%r A nodg deci des t0 update t g

a ongrgp ordmarwgpdehae@dsfbo(n A nodeadmﬁdesstooupdatéhel??rlocal
when a hello

opclERY TR 1SR S 8 %d@emvéuper-node
cesIphAONCBSHE), e HefloFABRBE ockeddfed By Bpotner
node arlgev\meNeWhenTiﬂné numbep@iﬂ&mé-h@p\/\ﬁéigrib%g &Ff tHRode is
node to he very large and the network
large, the number of received hello messages is very large as well. This
may cause the work load of the node to be very large and the network to
be unstable (i.e., nodes may frequently change their role). Therefore a
node may decide to update the local topology thereof according to a
decision update cue.

Reference is now made to Figure 4, which is a schematic
illustration of a method for operating a node in a wireless and cluster-less
network, operative in accordance with a further embodiment of the
disclosed technique. [n Figure 4, "Nr." denotes the number of super-node

neighbors, "2" denotes "at least" and "<" denotes "smaller than", Y :
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be unstable (i.e., nodes may frequently change their
role). Therefore a node may decide to update the
woOaoEl122@apol ogy t hereof according to a 25 decPerTamo07/000504
update cue. Reference is now made to Figure 4, which
denbtesa the eimimat onethags tloeal super-nadeatumbef @mdpkT atlenotes
a node in a wreless and cluster-less network,

the oyinitaal oreihopabackbieme supiernaalef nutrber, enbadiheenin Rigure 4,
the disclosed technique. In Figure 4, "Nr." denotes

the temnidiber refers efiber tadey 3orrei %ﬁporaspoaﬁngtfé@ cantext, the
least” and "<" denotes "smaller than", x -28 WO

ternpdselfl 2ebers thermadeexesotipgathee moetod madrihe term "other"

etefg T BReb ke S g BB i Bedsnd” * ot e
- F n n . 1 .
to xott Prateduie20phE ol IBey GEiSTaR BpARE o ¥ Psived
This tepalodg dexisioniupidtbcusnfdbenforidi@amglana’ Rele imes$ages
refers to nodes other than the node executing the

recetsed dtbmiathpr bodesr el ke dopalogypiecigipndepdaicocue poay durther
This to decj.sion u

| | ved. ; dat
be. fllyniSmal ofad Faissel Svary dnseRkakizgbine mertch e Bmology

oo 161 AR A T BIE  Bie rov
be prieteteenined. (Alternativip! e coafigariisie Qnﬁeﬂdé?idtﬁfrﬁé%g@ﬂher

peri odi cal |r€é)i This configurable time period may
be gysamiealli wderminast macovding, to Hiec onmiber ofl eneihap node

Bl A M SR () gy
. H , t
prodo85 a4 RFIGLS SpEAE B SRl GgR | o0l ooy

15 1 nirPPycedduie 202, _thbelonF@éOPGIQQ?'d%ﬂﬁbdQéa&aﬁ% P&ceiving
the receiving node is updated according to the

nodedgdipdaietl @doerdingstagthe wadived hellonvessage Fi\Ylithereference
to GEEF 0By TORL LSO APLESSRRE LoRphBYase SR plosabdapelogy
carcfthe | ARCTThOSEORSEY becdlRERly e HapthEhreddocs o
progedrecdsst o\ftHere ity roddl®s an ordinary-node, the method further
proceeds to procedure 218.

In procedure 202, expired node entries are deleted from the
local topology database. Node entries are rendered expired, when a hello
message has not been received there from, during a predetermined
interval. With reference to Figure 3, local topology processor 154 deletes
expired node entries.

In procedure 204, the own role of the node is identified. When
the node is a super-node, then, the method proceeds to procedure 206.
When the node is an ordinary-node, then, the method proceeds to
procedure 210. With reference to Figure 3, local topology processor 154
identifies the role of the node.
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I n procedure 202, expired node entries are deleted
fromthe 1ocal topol ogy database. Node entries are
woendaezdo expi red, when a hell o message has neCThE®N7/000504

received there from during a predetermned interval.
Wth HePEpeeddre 88ﬁi the eseif? redinglancypef das recebdng arode is

detegiinefic o, sv31eE c Rt fo e HBinsdd BEEiALR. aime to
miniteize | thed ﬁUWe‘rnQﬁe’s%l&mo die ”@H?@d iP\'E&C%%QBHEP certain
procedure 206. Wen the node I's an Ordi nary-node,

netwawking t éensteaihtsd (progpe eebastness)r oqemiteforél @ach Super-node
. reference to Figure 3, |ocal topol ogy processor 154 _
triesstp jaRmily rselradindancy. of supRSTbags 15 ZONADlaTeOTIERIRRD if

1000504 | dure 206, the self
anoggiéhééﬁgékbgg% §:r202{3$ﬁgunode is determned. The
t j ' ' ' to .
o i e 2 ARar oo BabkBOn ATk R, ™ s st
i [ I.nt .
Fobustotcthat Boret iy redidef SupRlBiodie R, dampted to an
| dent ofdinan-hodecerdanettheloneRi SQBEr-hodE HGRBER the
redundant if all of the foll ow ng occurs: t _
m ni neetestiallispduadanbaepenpedenode nunber, X2 | is
still, met,. if thaf@aotentially_redundant super - node

whs dieoiiaing Iegal superapgdenarighbosmumbent X hes still met,

one- h.gp sL{per-n?%ﬁMneic?hrags of the 10 potentiall

r edundlathat spptantiadyeredundant supgr-nosieawas demeterd to an

5 IR B 5 e e s
o i Sarinentel, of dhaPldugh i bR S LARAPRKA, tha

or di naoge mdll@ot elxhibit 45 anticeatiohl naus seitbsbit an
articyl ati on node status. \Wen self redundancy is
det er WYY, sellededbndansyhde deteswings,t dhenpctrir enethod

procRits B braBblyfe AWy, S Bt S Ebr Brermined
nega®fer St the method returns to procedure 214. With reference to
Figure 3, local topology processor 154 detects self-redundancy of the
node and changes the role of the receiving node to an ordinary-node when
self-redundancy is detected.

In procedure 208, the role of the node is changed to an
ordinary-node and dedicated backbone routing links, with one-hop
super-node neighbors, are terminated. With reference to Figure 3, local
topology processor 154 changes the role of the node to ordinary-node and
terminates dedicated backbone routing links with one-hop super-node

neighbors. After the completion of procedure 208, the method proceeds to
procedures 214.
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Figure 3, local topol ogy processor 154 detects
sel f-redundancy of the 20 node and changes the role of
woOheo7riezei vi ng node to an ordi nary-node when PCT/IL2007/000504

sel f-redundancy is detected, In procedure 208, the
rol e bi I@MQ%%!II@ 2§0eh%@i§aah¢ldaaon etatuaatsy detéetexhd Self

: - cat ed. backhb t one-
arti R SRR SeiSraied BaidiG tocelther oier of dhe felowing
critdrin:Figure 3, local 25 topol ogy processor 154 changes

the role of the node to ordinary-node and term nates

dedi cAt RddEaibih ctelebst/bhedof tHE - hBlo H?de neighbors
super-node neighbors. After the conpletion

pr ocethereofodre natvesricesdofa oeditsious comnecetilityegraphd(i.e.,
-30 WD 2007/122620. PCT/ 1 L2 07/ 000504, I n procedure 210
sel f - SPANBUNISETS With 2ach jadhaeacaosdingsép fthe Tocal topology

artic ?%'égé status is determ ned according to either
one og e C}Ilovvlng criteria: A node that at |east

o8e ONot Rl fHeohePhEy RRH IR ﬂﬁwﬁorsf’ar‘eh%@q{qp away

are not vertices of a contihuous corthectivity
(i . e. frontthercontinueusicohnestivityt resh @CSQpér-ﬂ@db@ the
| ocal WI}SOI ogy  database); Not all the one-hop

ord| n e selrayl sa@m@r%tamfeowpﬁ awdge Iswﬁwaaéhen the

metfiRl iR RE AFGkecirele B2 SWuien A8 RRiEeHE atn Sl of

h
the hbae, |stﬁ@gam>é h@R P tRE %S@fdoppﬁcé% {7 g@é’:gedtm%eﬁﬂ YWith

self-articul ation stafus negati

refereme tohdFigeirdiog, dooaleetdpolugyprmoeésa;@rm Nétehmines the
erence to Flg re 3, local topol ogy processor 154
self; '%‘H'ﬁ‘?'ﬁ@sSt?Hég qun@.d@l cul ati on status of the node.

to a MUREESR 212 iR o8l Sfoatbsb e ot chgRddo @

sup@ﬁ-ﬁo@ét ahbi geafkaked hbaél&ﬁsﬁ@%ﬁﬂ ﬁ‘l&rdear%ebgfgﬂ?irsﬁed with

th reference to Figure 3, oca ogy processor

one—jﬁxp shpegmdtehnelg@lbermf Witk refm‘enbe tsdhgum@dd?o@aﬂopology

procests%r 154 changes the role of the node to super-node and establishes

dedicated backbone routing links with one-hop super-node neighbors.
After the completion of procedure 212, the method proceeds to
procedures 214.

In procedure 214, the number of one-hop super-node neighbors
of the current node is identified. Each ordinary-node should have a

minimal one-hop local super-node number, X ,, of one-hop super-node

neighbors. Each super-node should have a minimal one-hop backbone

super-node number, )X',, of one-hop super-node neighbors. When the
number of one-hop super-node neighbors, is at least X, when the node is
an ordinary-node, or at least X", when the node is a super-node, then, the

method returns to procedure 200. When the number of one-hop

super-node neighbors is either smaller than X, when the node is an
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dedi cat ed backbone routing links wth one-hop
super - node nei ghbors. 20 After the conpletion of
wororadune 212, the nmethod proceeds to procedBCEILDAA000504
In procedure 214, the nunber of one-hop super-node
ordingryeeiesor smaller thamr &, when fhe hdestisfa %@pell?&fdaie then,

ordi nary-node should have a m ninmal one-hop | ocal
the gmefé\odnpﬂme&dﬁam pracediireoB¢6 hitis Lrefﬁreﬂ@eetoZFqure 3, local

houl d h ma
topcﬂ Egor%ﬁgaézu%qgga& gameﬁ‘vgﬁaor?]@mmm node
””mﬁﬂgg{%ﬁﬂiﬁﬁ%%@ Wien the nunber of one-hop

super-no nei g is at |l east X, when the node is

an or [ PRoEcAQLE, 21;8 é‘tcérﬁﬂagtret ﬂ%é '}‘?O&Qdc?e dignétion, is

super-node, then to procedu

selezted. \Wbent the mlebefr thef node- lbwsage&mﬁe [thd%oc(lj% sleéects a
en he no

hbars is either snmaller than
OnGQ?PPq 8 Tieighborpton supesnodeodesignationar Whedethe

ol B 4 R W B0 10 Zpor noce

desigeiatiopngs wdll. FNHb&e% e %@hpﬁF PRICGY aHr@%‘?ﬁ%@m%c?eA')omay

i dentifies the nunber of one-hop super-no

desuglmate éceelf on@nodker ofdiharypnodedas & s’ljﬁer-ﬁoéérabc@?@lﬁg to, a
r-node designation, is selected. Went

Stat'Pg{pé'%ﬁet FlERiie (eda slendification, rep@swmﬂm} eat wmghted

crltegi‘g)gl g)g ﬂ'lkﬂ@aﬁ%mﬁgren Oﬁg&%}r d{rﬁg{at(ﬁ ;ai}lc priority criterion
the Qj’/ﬂeﬂﬁ@éié&g%etﬁ@d@@\ﬁﬁl tRYh Wgﬂe%‘{ Etéﬁé?rf()rftg (e.g,, lowest or

super-node designation as

the shjghesihodenbﬁtcatmmrnepnesefnieuda) nH%(cd@ddﬁ}'l@ﬁQhé Weighted
or anot her ?rdlnary node as a super-node
C”teé'@cothﬁl Rgdecalgu %t?atacc%talarvalyecf@n eacbnnodeg. The node

desigfiafée M RRuBTTMENDIY Bl af A ShdetRods: drocexample,
the valuer ghﬁ' I56 ith€ LA oftihe \ﬁégfh?é‘a %ﬂnﬁ%‘énvh i,8%6He fiddbured

the highest static priorit

powar @iﬁ éecelivedrirams;Mmons)“ apd ¢heweighted .coteeageidTaht hode.
riteria, the node cal cul ates a

Whee“b Srald &p ege eé‘?a@Fdlﬂéﬂ'en0¢ﬁ@n¢bﬂl§3 nddelsﬁacted itsesf for
supé?ol‘?ﬁdt%"‘ ddsibR&tBhIREh, YRS USedSod proceeds” fie- procedure 220.

When the node (i.e., either an ordinary-node or a super-node) selected a
one-hop ordinary-node neighbor for super-node designation, the method
proceeds to procedure 218. With reference to Figure 3, local topology
processor 154 selects an ordinary-node for super-node designation.

In procedure 218, a super-node designation message is
transmitted to the selected ordinary-node. With reference to Figure 3,
local topology processor 154 transmits via transmitter 160 a super-node
designation message to the selected ordinary-node. After the completion
of procedure 210 the method proceeds to procedure 226. After the
completion of procedure 218, the method returns to procedure 200.
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the value may be the sum of the weighted connectivity

(i.e. the neasured power of received transm ssions)
wanatikz2oei ght ed coverage of the node. Wen PO®ILDDHB000504

of the node is ordinary-node and the node sel ected

i t sel in fnoceduseip220notie dedé goht then,nddeenis tdlrmnwohdd a

ds t d When the node (i
Supgf%a% AANg ﬁ@fﬁgﬁ%dé%k 8n§upré7(U1|lﬁ7Qde jinks| owitbd ane-hop

suoBPSER o bR AR ISR Y A BhER i . fcal

topdlﬂgg9 ﬁr@&@é@@ﬁ%ﬂ%@ﬂg’é@ the roRs ok theﬂ%&ago RIS QE and

sel ects an ordlnar node for super - noae
establishgsadedicated tbackbcm@cmuanglﬁnka witiveoneddd super-node

. gesignatjon nessage is transmtted to the selected
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rocessor 154 transmts via transmtter 160 a
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or di npr ys ngste rak h Haﬁqéj

t he rrgt%god prgcgggg %rja gl;dqo@gg}urﬁ&e)ug%n’%&f gfb@e to
supepmpidet whenothairarcénknyen@dé, recbiveebhsgbarchodesdésignation.
Thlsgrocedure 200. .-32 WD 2007/122620 PCT/1L2007/000504 In

cheraeir roleds indepeagentef mfgtqm@;y deemla@ @Ifdabe gueue.
d nks
onee HBERENRT i€ o HoRP L RS 36 Hiful b Lhidti® WhhMatic
|lIustr%1ft|§h96f°§ nﬁ@thsu%f %ptéﬁti'ngclgiun g%%r?ﬂé{n&ﬁ %ﬁégqgelo‘iﬁn role

changes the role of super - nod

of thes nadlei cterg ate diperative haadoondanee withgahoties ewbbdiment of
one- hop super-node nei ghbors. After the conpletion of

the ﬁlﬁﬁ!% éth@qUﬁhelﬂmrﬁ@@db%aéQd@ changeoige @gvmmzle of

the odq BoldhieRl Rl TGl RIS BB R dbs 2018 a

supé#ﬁ@ﬂenﬁﬁé segipghaiddy- a}%h?ﬁcq%s‘i’tgaf&é dtbt”aﬁ%l‘?jlhéry—node

i ndependent of 't he top ogy i on upda ueue

Whéricesuperenode nhangesdts rolBitouare obdinahy-flodes th@lﬁl ¢h@tmethod
illustration of .a nmethod for updating routing
PrOQQﬁfg% R Prereduirsshe2o6n 261 eWhsan aneorrcbﬂarycn@dgemanges

t BRET 8 el AR ARIE S PO eS0R30 BRfleciyes: 25e.
With hefénmceoks P‘gure 3, local topology processor 154 detects the
change of the own role of the receiving node.

In procedure 252, the backbone routing table is terminated. An
ordinary-node forwards packets only according to a local routing table
stored therein. With reference to Figure 3, routing processor 156
terminates the backbone routing table.

In procedure 254, the one-hop super-node neighbors are
designated as gateways for forwarding packets in the local routing table.
Ordinary-node forwards packets to other nodes more than two hops away
via any of the one-hop super-node neighbors thereof. With reference to
Figure 3, routing processor 156 designates one-hop super-node neighbors

as gateways.
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supeirsotep itsigspiesto dadreicghtes a nettwmbftgpgbgy datbbasaceom at
o 30 Figur , routing processor 156 designates
leas, né’-nﬁ)psgrﬁfzﬁgndﬁE' QPgthlP@r'anega'ﬂ@@@P@rS- 34 \be node.

6 PCT/ | 504 | d 56, ,the
CongSalehfig] tha e, rBbREnHHE- R soBoBiairet s hpiaiior the
netwdrk Nend ase catiAbRowune chbhstriede (rigt\g?rork _CrBﬂﬂﬁgsta'bWe, with

the two-hop nei ghborhood of the node). Wth reference
entries 10 gvesy hodeoin it neteoek ssd hts6 copgied it ¢hose alodes

. i ng.tahl di to th hanges in the local 5
('-e-tr %ﬁé&ﬂéy egﬁy %ﬁgﬁé?@fﬂb&%ﬁn& &Eagpgugbeg an asteipaknetwork).

: d hS 1.1 h | eas ne
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er - node nei ghbors of the no

compliiay ob PGEOHTRES HvineL Pt Ag Y Obseds driparedre 269, 262
and @Rl ogy of the

In procedure 260, network topology update messages are
received, and the network topology database and the network routing table
are updated accordingly. The network topology database of the super-
node, and consequently the network routing table, is updated by flooding
network topology update messages informing of changes in the topology
of the network.  Each super-node sends topology update messages of
changes in the topology in the one-hop neighborhood of the super-node
(e.g., a node changed its role, a node joined or left the local neighborhood
of the super-node or a node changed its connectivity state with other
nodes). With reference to Figure 3, network topology processor 152

receives network topology update messages and updates the network
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network, and can cal culate and construct a network
routing table, with entries to every node in the
woebomeis2and host coupled with those nodes (i PET/IL2007/000504

' ' [ external router coupling an
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transmitted to anephoperiperimode nefghlicrs288corfing té%a%g‘és if%the
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trangmitteth o ene-hop lseipespidegiiefhbes ! Qécéh%ﬁﬁg’rt? chgﬁggs in the
er - node sends topol ogy update messages” 0 changes -
'°Caf KSPWQQtYOH@ItQ@@SGP rAnthdhenkoosd poudingh baibleoixd upfdatee.  With

. de changed its role, a node
f efer}%(‘gﬁf&%fe@“g?@rgg ) 9%"'8&5@&?%@95&%@?%@@ 162 t_r?@sr:tlt:t geetwork
e
o as MosRaB9Se ML SrbRef8P Hae, {lndaiss e 1ocal
routingttablek t opol ogy processor 152 30 receives network

t opol updat e nmessages and updates the ngt_mrk -34
V\Dpz ﬁﬁ%@@lmr sLebaw oudinany-nope! oy jGihabateave the

B e B S Sk ador,
routing IAfGaTatRIre andl RIS 'Bftthe ﬂoﬁhée’@?rllﬁa? ikl ?ﬁ?&fﬂ%ﬁ\"’@e” such

nei ghbors, accordi ng to chang .
aneYQ@%@@gysdatabase. Wth reference to Figure 3, network

t opol rocessor 152 transmits network topol ogy
upgaf@%gﬁ\é@@sthq Folp od cedne @b neighisomofikheamdiregy-node

may HRKE TOFROERRGE of KBS bEddterna poBuTmatomn cicpvo
simudahebas @\iis ! MFhe AFS! eVettlisBe! BBl 3 YPIBLEDr oA Pole,
and the second event being the simultaneous joining of a node of the
other role. The local topology database and the local routing table are
maintained during the change of roles. For example, the change of role of
a one-hope node neighbor, from ordinary-node to a super-node, is
considered as an event of an ordinary-node leaving and the simultaneous
event of a super-node joining the one-hop neighborhood.

Reference is now made to Figure 6, which is a schematic
ilustration of a method for updating routing information in an
ordinary-node, when a node neighbor joins or leaves the ohe-hop
neighborhood of the ordinary-node, operative in accordance with a further
embodiment of the disclosed technique. In procedure 280, the joining or

leaving of one-hop neighbor is identified by an ordinary-node. A node is
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lo reference to Figure 3, network topol ogy processor
152 transmts network topology update nmessages.
weauwi7iags2pr ocessor 156 updates the |ocal  rout POGIL2007/000504
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i f de of th ot her role. e
orcifignbRRo ah sl etsdo moceskis 288 and Fathbhgiode is
: i ' ' . 0 es. . For . .
ldergcggﬁlp ﬁg' JBmé‘,gﬂ/g‘#H% tiig flk%{mélﬁﬂg%sso%%é_ m%rg ﬁBH?e is received.
Wheei ghivorordinamp-nodenabychods t g aoﬁé%ﬂ% géﬁjﬁghbér of the

considered as an event of an ordinary- avi-ng and
ordinaEy-8pasl ther e methaspracesidsatosproecurde292)i 209 \When a

supgP Rt BrBar dsioies & one- §Sré§’igBE%Vaf"§Sx%@28wE§’w“yL§ode,
i "o ne-t ofdfeeors
e e P Rd 10 D e8le PoBland 488 Wi Jiference to

Figurei 8hhocdlotmbald oeedbHR MG pdkentiReiRbl ¥Relkbp neighbor
gaccgpdancemvethgg@urther 30 enbodi nent of tﬁe P 9

Joingdl 9 lleft dae oenhop eighborosckoliine @&inatyaroiiei ni ng or

or i rdy st eadRudnd S8 g ey ofr e sedte {0 the leaving
Croife0;nsas i UEEt LR HhS ke iRy beten Vit rerénce o
S A

leavijigiprdinaryrpade, fioen thedoral routicgdablet o procedure 282,

284 and 286. \Wen,g, onge-ho super - node nei ghbor
I eaveg' tF}TQCSHH[%oggﬁei@ﬁbdgHgﬁﬂ snties  assgciated- mate, the

one{HS?’ﬂJ RBIgMAbrE A RE I8 atifgPo e FodE8ade iy oM BE local

routing table. These routing entries, associated with the one-hop

neighbors of the leaving ordinary-node, are the routes to hosts coupled
with this leaving ordinary-node. These routing entries are further routes to
the two-hop neighbors of the leaving ordinary-node. With reference to
Figure 3, routing processor 156 deletes the routing entries associated with
the one-hop neighbors of the leaving ordinary-node, from the local routing
table.

In procedure 286, the processing of host routing information
messages from the leaving ordinary-node, is ceased. Since the leaving
ordinary-node is no longer a one-hop neighbor, packets to hosts coupled
therewith (i.e., either directly of via an external router coupling an external

network) can no longer be routed via the leaving ordinary-node. With
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identified as joining, when the first hello nmessage
there fromis received. Wen an ordi nary-node becones
wea 2a07a2fap nei ghbor of the ordi nary-node, theRCTHE2007/000504

292, 294. When a 1o
refe@;% Egdiﬁgdéhbm%]ggméé}%s@néﬁ%ﬁa?eghtmrpr@tﬁsbehost

d oceeds,.t o procedur
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FIOWS S{TAMIR Brobettorna ol HERIES, 1 Polling itries: associated
with Ghelleaipgrsugger- -rodutrohe he (stal rBtfihgdabRl & 1N -
procedure 284, the routing entries,~assocCi ated w
the IBnBrasssittiei QBBortbeoprcbd:Esstgtvmﬁmo@t Oholﬂmhg nﬁéﬁmatlon
} fromthe |local A 20 routing table.
mesgé@??ﬁéﬁ‘éﬁﬁ?||%§V'ngs§%$raf‘@€levw& geased oard be I’DHtIgQ k&ntﬁes
of rCAlS o9 B IR Y RORBY 8085 Bl el from

coupl ed t rs Tea
r _ 0
e e anm <Ol ke WEGERH e i o o =
one- F‘QP nighiper.3pacisetsi toy hoste exapled TRerabith asari o longer be
ntries associajed with 25 the one-hop
r°“técg%¢13§?3e@¥"}%§ UPEENQHE- or Ylithargfareaee tor ErgurBeSJ gmlaﬂlng
o, |t rocessing o
PO S RS P RS O oo iR foie mesvagrs rom

the Ieavingempenmtmle | ROGRRL Brocadieh 1ﬁfdrﬂ?é/r* stes e rayting

or di -node is no | onger a one-hop nelg

entn@sb O ngewgpln@@ltssooupladewﬂhhtr(e l@vmglédﬁﬁr-ﬁbd@cﬁbm the
external router coupling an external
'°°a'9é%%§§§5‘8an no | onger be routed vi a6t he | eavi ng
ordi 7/1
or di frp ?{'07%‘3'{?52%?21 heggc;&gegg Zréosé rQWiRg rigformation
mesgagesedoon tHeb joipdeg SofdinBRLABES féo%o PO 5 routing
et

entn%é%%&%@w@i@%ﬂg;ag;g ute%i@cggréfngeigmg I,%édin%t‘%?-'node
are a8 BInL30LST routing table. These routing entries, associated with
the one-hop neighbors of the j joining ordinary-node, are the routes to hosts
coupled with these one-hop neighbors or two-hop neighbors of the node.
Since the joining ordinary-node is now a one-hop neighbor, packets to
hosts coupled therewith and to one-hop node neighbors thereof, are
routed via the joining ordinary-node. With reference to Figure 3, routing
processor commences the processing of host routing information
messages from the joining ordinary-node. Routing processor 156
commences the processing of host routing information messages from the

joining ordinary-node and adds routing entries associated with the one

-37-



10

15

20

25

30

In procedure 288, the routing entry, of the route to
the leaving 5 super-node, is deleted fromthe | oca
woamizieg2 abl e. Wth reference to Figure 3, rearimmg7/000504
rocessor 156 del etes the routing entries, associated
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routes to hosts coupled wt e Peavi ng super-no

ordinagy-dedet ixlafidedto lthellocall rolivig ta®ld.abVith rélierefcé |ﬁ@ Figure
| eavi ng super-node is no |onger a one-hop nei ghbo

3, rguﬁngtl@r@@ss@sﬂl&ﬁ:@sﬂd%a midirwuden*tr)caxﬁhmcro?tmgerthme joining
W t
oraip 3l gk, & i o ¥¢'¢w§&§é‘@rﬁ 'Igaeceastes to process
LG, P b0sUl oommLies FEssedey b HBtSra g 3t ffon

messagieisngfroamnt thieegoinirg r@m@@snbéeh%t %oﬁﬂﬁ@h@édw ér’&i tﬁfutlng
| eavi ng super-node, fromthe | ocal routing table.

entrigse ddouées & hOlStﬂanHthShWIﬂTgthﬁ jdioisyy super-ngde, are add to
rdi nary-node

the JGSAI ERHnL tobTE 5 SHikk 1the Touphgnsubarenads 5| ReWaA pherhop
”e'gq%égﬁ?g'a@ﬁeﬁﬁgﬁgq{@ﬁ%m rePi i Bt B Hfe Riffing

supemhodes, AAsCi @fekbnde hto t Fyuaree- 3‘0Drd1|.ﬂi'n%h bﬁrfo%e%fsoPhel 56
joining ordinary-node, are the routes to

CO”’%@IM%@ mqwssmeh@ﬁe rbubngeul@ﬁmbmamour massa@qes from the

d Si t
T A S LR N N —
) :
e“"@%i?"lé??*%?“?%‘%l g P e8I BARRTAE, J43RE Tocal
routi¥g tablef erence to Figure 3, routing processor
commences the processing of host routing information
messalfle Precasirend9foithe ngutingi eatry- obthe reute itoghe joining

oo P55 808048 DR H4BBTTAT ol g o
s AR 2800 U B ST A5 B Dt o

156 rmiecwﬂgtge lsmufmg hentipi of tige eodicnas thegeming sAtdashd® to the
local routing table.

One-hop neighbors of a super-node may join or leave the
network or the one-hop neighborhood of the super-node. Therefore, the
routing information and role of the super-node may change when such a
change occurs.

Alternatively, the role of a one-hop neighbor of the super-node
may change. As mentioned above, this change of role may be considered
a combination of two simultaneous events. For example, the event of a
one-hope node neighbor, changing its role from a super-node to an
ordinary-node is considered as an event of a super-node leaving and the

simultaneous event of an ordinary-node joining the one-hop neighborhood.
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routing table. I'n procedure 294, a routing entry of 'a
route to the joining ordinary-node, is added to the
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the joining super-node, to the |local routing table.
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312g3tiavand BHBh rafheneacenkhdp Qéu;?er?ma@%éigﬂbef ng\?éé”the

20 156 adds the routing entry, of the rout& to the
onejheimneighgrboodoat the super-nadey thenuthegnetidd proceeds to

) 1 - il |

procgifie o818, PR oRORReis ST % BTG ian e Trst hello
? ; h ' i nf tion, and.

mesS4BE" s EaEHSIRAE" o, PSALE AR A" BOTR' E itred as
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324 and 326. With reference to Figure 3, local topology processor 154

identifies if a one-hop neighbor joined or left the one-hop neighborhood of

1
i

the super-node.

In procédure 312, the routing entry of the route to the leaving
ordinary-node, is deleted from the local routing table. With reference to
Figure 3, routing processor 156 deletes the routing entry of the route to the
leaving ordinary-node, from the local routing table.

In procedure 314, the routing entries associated with the
one-hop neighbors of the leaving ordinary-node, are deleted from the local
routing table. These routing entries, associated with the one-hop
neighbors of the leaving ordinary-nodes, are the routes to hosts coupled

with these one-hop neighbors or two-hop neighbors of the node. With
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made to Figure 7, which is a schematic illustration
wohoe/mehod for updating routing informtion PATAL2007/000504
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super - node nei ghbor “j oi hs the one-hop nei ghbo
routing tahlpeanchdom thadacahroutiegtiabler J&@@t;ae aseoe@wd& with
24 d 326. Wth reference to Flgure | oc
th'Sz an c’é%@%rr afe4roytgantq maskes fn af@n@a’ﬁwprk that this
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super-goce andr doutesg @‘smma’@@lr vmﬂﬁ tihed dE:aslrfgwesupmtndtﬂs from
route to | eavi ng ordlnary node, from

netvycplri( ')66@'59 I8 PRY Tram e lpﬁabmmta@ 814, the routing
ot 16 eSS S 85 06ahaP ORI Srcktor
messages, from the joining ordinary-node, is commenced and routing
entries, associated with the one-hop neighbors of the joining
ordinary-node, are added to the local routing table. These routing entries,
associated with the one-hop neighbor of the joining ordinary-node, are the
routes to hosts coupled with the joining ordinary-node. Since the joining
ordinary-node is now a one-hop neighbor, packets to hosts coupled
therewith, can be routed via the joining ordinary-node. With reference to
Figure 3, routing processor 156 commences the processing of host routing
information messages from the joining ordinary-node. Routing processor
156 commences the processing of host routing information messages

from the joining ordinary-node and adds routing entries associated with the
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routing table. These routing entries, associated with
t he one-hop 30 nei ghbors of the | eaving
wonainazeze nodes, are the routes to hosts coupl edT/1LdodT1000504
t hese ane-.h nei ghbor.s. or two-hop neji ghbors of the
one ik ofy16/9NBSES WBIRd9IN T GHNPOFNAUs TR 8908d40 the local
ce to Figure 3, routing processor 156 del etes
roumﬁ% Jgﬁting entries associated with the one-hop

nei ghiporiogédufe 3ZAViNGoatiAg Naniynefiea IduRd td fe. joining
local routing table. In procedure”316, the proceSS|hg
ordinanhbeder isuadded tatoe lacalmoutibgrableag¥dith referéhee to Figure
Vi n rdi nary-node, is ceased. Since the |eaving

| e 0 ¢
3, rgHHNG AMPCREBR" 156 @0dsnGoFoulinghENiep Of e GABtE: fo ek iaining
. - oW i.e., either di | f
Ordlblgghgéaéxtbgﬂ%a@%%h&zﬁﬁ%ﬂgﬁ( Ingean :;(E eﬂ]al I rﬁg: vvc);r E)
can nip bedeeduree 30aut RRtHR nfed eBYitRE ASEENRS ytggoﬂﬁning

Wth reference to Figure 3, routing processor 1
supeietede andl poutessasduciateb withutHeninintosusdr-nodeearagerled
Lronu%ge Ieavin? ordi nary-node In procedure 318,
to thgu{9cR) Eelingstalles helThgureutes,  assaciatgchgvighpthis njnieing

u | a ith t | eavj super - node,
supdifiod'afg JoRREhtbra et Aeidhharer i W db Bag ¢ nesriode.
WitH hefek@see IjRg 3t ; ARRAC .

! t hi se I eavit%glf%ﬂfpag?i ﬁgggrjg ?ﬁgcégﬁ%@iﬁs?\o nodtessﬁtﬁﬁrb t@hyﬂes, of
the rasttedokthehminingi sudér-hedeiamgl sopies- assteiaydy asthathedjoining

first hop., Wth reference to Figure 3, routing
SUP‘?TFBQQ%%E"'QXJ%CQMPHI'@Q tehle.routing entries of the route

to t ' er- nd routes associated wth

the B0l 326 hetBhf Aol airbERes i snehanged
withf themdififg SGgér-nedki A8dt R ﬁe;vb&kpfdtﬁﬂgggedé’t%aséh&nd the

processing of host routing informtion 0" nessages,
netwarkmouting) tabte i updditedraccoodiagly. s VWithnrefsredicand Figure 3,

rout | ng entries, associated wth the one-hop
NEtWRIK fRPBIRIY PIOFRS QST hPAgeXatanges yehwark tepelogyddatabases

ot ' t These rauting entri

wit 85X S 4488 AGh o AR oL e SBbR! T3 popstucts
a nétwbrraroutiesfeabry. e t iBAS '

the | oi ni Wo?di narw%cgdfewﬁ@%%t“%@ Jbii'%i ng“‘;@ew"’ég’ the
method presgedsottepiacathiwe32h end@B0ei ghbor, packets to

hosts' cougl eél

n procedure 328, network topology update messages are
transmitted to the joining super-node neighbors, according to changes in
the network topology database and in the local topology database. This
network topology update message is flooded through the backbone. With
reference to Figure 3, network topology processor 152 transmits network
topology update messages.
In procedure 330, network topology update messages are

received from the joining super-node neighbors and the network topology
database and the network routing table are updated accordingly. This

network topology update message is flooded thorough the backbone. With
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therewith, can be routed via the joining _
ordinary-node. Wth reference to Figure 3, routing
worowaszan 156 commences t he processing of hosPCTALINDTIE0504

refel ¥ 1 [OUEE v NoNuer dhRBlace RRESpPOL Eﬁz Yegnsimits via
' j ' 30 f t he j oi ning
tran gl U0 ol S5 T MERsa9%8  acsoc at ed with
the Referéce0l /MdaoahdiCTol G WORMarne ane:h8hatic

.. _hei ghbors of the joining ordinary-node are a (
illustrationofl anr oexemplarybinetwbrk princ edieoed $23e WithOW | Agrther

ot of 1 4l R ol st o o0, I
' : ' 6 add tin

nenR00 508, piFLREABE? IRy S8 iR, FOBRAGE st

minimatss hop methiesube REASTHINCEAfe R 08e. giwor

400 ; fipludeas sopeanedesi 1402 het(i M08 anger40®dgesiiated by
r tabl e, The routes,

rhorf0Ss. SRUa: odar 4 1Th 445 A 5 41t Bodnd 480 designsted
by cl|ene NSWIR AT 8l nclinkS T8 20 T4 366500452, a4,
438 aodt 440 duyighaed 9§ triahglcsom@ égetﬁrpﬁ égﬁgﬂj!néo]ﬁ?ﬁ%orks 424,

super - node and routes assocl at

428 anskA3fodesignatachy dumtagamst. i rRjotikps e424 n4p8ogrg U35 may
326, network topol ogy databases are exchanged 15 wt
have Rgﬁ?rof‘ﬁ’%%g ?@%gﬁowgéec%eﬂh@aﬁ@wbg Ik Hqﬂsl‘tﬂg’& anoclj router

' .1 e | s update .
424 SR8 SRAMER Wier-PENEAIR CohePighd R Sub nefigiihaving a
clasg dpobabyebragdress’ 1652®20MRNges thﬁgbﬂe‘ggg\g% the IP

dat abases wi th one-hop super-node nel ghbors .
addressingnscheeds sbe Tedwoo soupbed with REIEPI404 AELI HSubnet

[ 326, th 20

mash oPAGACR0 DL cobfasis haBeotie and Endesses | arercmepl ateto
tte

o R e SePe P, SRk AR A B0R PGS b subnet

addressiri@es20 50,0 e Hee hweik i eRabRAYWAR'ARASL482 hdd'a! d8ss C

| ocal topol o% dat abase. Th
subnet mask 130.40.

10.0. Hosts 432 and 434 are coupled to ordinary
node 418 constituting a sub-network having a class C subnet address
10.120.40.0. Hosts 438, 440 and router 436 are coupled to ordinary node
420 constituting a sub-network having a class C subnet address
10.120.30.0. The network coupled with router 436 has a class C subnet
address 130.40.20.0. The hosts, coupled to nodes 402, 416, 418 and
420, are brought herewith as an example. Other nodes (i.e.,
ordinary-node or super-node) may have hosts coupled to them. One-hop
Super-node neighbors communicate with each other by a dedicated
backbone routing link designated by a bold line. Super-node 404
communicates with super-nodes 402, 406, and 408 via dedicated

backbone routing links 442, 446 and 444 respectively. Super-node 408
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networ k topol ogy update nessage is flooded through the
backbone. Wth 25 reference to Figure 3, network
\Noamnhagyoprocessor 152 transnits network topeCoEY2007/000504
updat e nessages. |n procedure 330, network topol ogy
and u@lf‘acemmslab:@ée withe eac ciheeia dedicated Jb@ckbnge routmg link

er-no nei ghbors and the network topol 0
44831 3ha8 HEnamdteAtR. SRt Jidey, Gommuicai auita one-hop
nelq'l‘fbco?%di ngly. This 30 network topol ogy update nessage

ooded thorough the backbone. Wth -41 WO

2007/ Egdh2AoBE Tahd 285t/ i&oéﬁémgéﬁﬁh@twerk @400 @Wir=Rsigned a

net wor k topol ogy processor 152 transmits via
uniquea i naddrass1 Boowet iothe tashoas dheupdisue lmstm@edentlflcauon

repreSREIHATE The BUHFaRs isierd 30 UnigheVraniibE sack nade in the
routg?iot%ggegég%ttt‘é\@d“ if L4EH r}‘chd 5 ?%?ogxéﬁ Euégf&pode 408 is

chni‘que genera Ty referen

assigpledadd i 106.20000 @eand® BediteRy- R 4$6 n§fas%€ghéd address

nunber and the m nimal one-hop backbone super-node
1002 0thdr3.are equal to one. Network 400 includes

f’ﬁgﬁ%ugﬁfeesﬂof%’%%‘é%wﬁ@@ Hging: Jable; of T TEAnasle 416 in
netvf}&% dzgﬁ giﬂatat?:@oidz’aﬁcye g@ﬁl‘f %gfu@%"‘%ﬁﬁg%@? ‘g disglosed

tecrﬁﬁquenat &l nbyed ﬁhMl@%ﬁlédsfaﬂ%rﬁpisﬁo@XMm@ of the routing
networ ks 424, 428 and 436 designate by hexagons.

locaRotmuding Jlalale of neatel 44‘[& n@ydlmymoﬂehéﬂawmys rendomly or
det%{pynb%\gaﬂgg e? 8 % goZ%St % d ,rozghg super—nodes)
senfly q 351kt do Ry M fie’gne e %é’%“%tei@%’ésﬁ*ereof (ie.

pacadﬂﬁ%ﬁ,sbé%eﬁﬂh@@)perfﬁwﬁmowﬂrd @%ﬁﬁeﬁ@lnméékémb 'be sent
424 has a subnet mask 130.40.30.0. Hosts 426, 430 and

to super-élodezﬂaoa) e Toeogliose, superonaiesdponaiia ADBoare indicated as
gatgiavede s BiE DRTYRK Fdledhanc ol P e WYY oL rest of
the ﬁ%ﬂ ?r%ﬁ%ﬁ‘%% & 8@?!%@3%%8%% 8@%@260\&/@%0#8% the one

are cou i har node
andcmlhdpmd’@hl@oﬁsubf ftﬁHIMHrV ﬁ@dew@ g ihe hostBnedupled to

addr ess
ordinary-nodes 418 and 420.

Table 1

Ordinary-Node 416 Routing Table

Destination Subnet mask Sending Via Note

.1} 100.200.0.3 | 255.255.255.255 | 100.200.1.3 To SN 406 via self

2| 100.200.0.4 | 255.255.255.255 | 100.200.1.3 To SN 408 via self

3| 100.200.0.2 | 255.255.255.255 | 100.200.0.4 | To SN 404 via SN 408

41 100.200.0.2 | 255.255.255.255 | 100.200.0.3 | To SN 404 via SN 406
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ON — Ordinary-Node
SN — Super-Node

Table 2 is the routing tables of super-node 404 in exemplary
network 400 in accordance with the disclosed technique. The routing
tables of super-node 404 include two routing tables. The first routing table
is the local routing table. The local routing table includes entries to
one-hop neighbors of super-node 404 and to the hosts coupled therewith.
The second routing table is the network routing table. The network routing
table includes entries to each node and host in the network other then the

one-hop neighbors of super-node 404.
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the entries are entries of ordinary-nodes 418 and 420,

whi ch are the one 20 and two- hop nei ghbors of ordinary
waaoE/1438@0and t he hosts coupled to ordi nary- nedesL202B000504

and 420. Table 1 O dinary-Node 416 Routing Tabl e

Desti nati on Subnet mask Fll g Via Note .1

100. 200. 0. 3 255. 255. 255. 0.200.1.3 To SN 406 via

self _.2 100. 200. 0. 4 255.255.255. 7255 1I00. Z00.I.3 To SN
408 vi a seGupe?-M@d@%MZR%ﬁﬁtﬁﬁg "Pables
100, 200, 0. 4 TO SN 404 via SN 408 100. 200. 0. 2
55. 255. 255. 265 100. 200. 0. 3 |[To SN 404 vila SN 406 -43
PESiHAtoR620 FSirdt2RA9K OC O@é%din i£00. 200. 1.6  Note
55. 255. 255. 265 100. 200. 1. 3 |T 18 Vi aV%Jéﬁf .6
60— 5555555 100 zoo 46 Fo—EN-420—via
ON 418 .7 100.2Q0 5 100. 200. 0. 3 To
ON 412 via SN 402-01*@“1%5’98@{’92?59@ 255. 255. 255
100. 200. 0.3 1o ON 414 via SN 400 .9 I0.IZ0.50.0
1.5 0’53?(? 85 0 v%y ehi nd nqdeTd &N 402
Vi a 51 se @6? nétgao]zf%% %9‘?1%55- n@g 0. 10q0 via self
55255 265 0l 10120 503 rguter 728 v:' routdr— 428
: 255. 255, 255.|0 100 6 To netyoIgN 406
2 teh1de2&(%8 42@5@55’ 2hie5a 18 100290162140, 4o, ¢ self
455 255 255 0| 100. 200. 1. 6 Td networ k beli nd ncd Y%
Vi a node 418 | Packets to the world .13(0.0.0. 40
3. d. 010D 800G 20056.2651265 2859 HDOROPO.SN| 408 F’acT<‘?—5f3§‘l 8
tlo the world | .14 0.0.0.0 0./0.0.0 100.200. 0. 3 |may Vj73&f
tihrough SN
4. | 100.300.1.2 | 255.255.255.255 | 100.200.0.2 | 1 | '0ON412
via self
5. | 100.200.1.4 | 255.255.255.255 | 100.200.02 | 1 To ON 410
via self
6. | 100.200.1.5 | 255255255255 | 100.200.1.4 | 2 | 10ON420
via ON 410
Network Routing Table
To ON 414
7. | 100.200.1.1 | 255.255.255. .200.0. ~ .
55.255.255 | 100.200.0.3 2 Vi SN 408
To ON 420
8. | 100.200.1.5 | 255.255.255. .200.0. !
55.255.255 | 100.200.0.4 2 Vi SN 408
9. | 100.200.1.6 | 255.255.255. To ON 418
5.255.255.255 | 100.200.0.4 2 Vi SN 408
10.| 100.200.1.3 | 255.255.255. . To ON 416
5.255.255.255 | 100.200.0.4 2 viet SN 408
11.] 100.200.1.3 | 255.255.255. 200.0. To ON 416
255.255 | 100.200.0.3 2 vies SN 406
12. | 10.120.20.0 255.255.255.0 | 10.120.20.12 2 To network
coupled with
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406 ON - O di nary-Node

SN -

Super - Node Table 2 is the
routing tables of super-node 404 in exenplary
waQm7in2aaccor dance with the discl osed techni queCT/Thm07/000504

net wor k

routing tables of super-node 404 include two routing
tlabl es. The first routing tgble 5 is the | ocal| r&Nt402via
tlabl e. The local routing tahle includes |entrigs tgN 402
ne- hop nei ghbors of super-node 404 and to theg hosts
qoupl ed therewith. The secqgnd routing tlabl e ils
network routipg table. The rletwork routijng tab 'f@ﬂetw&:rh
13.1jnc130146.30r0 r | e256@256:295.00de 1@ARIMSBH i|n t3he |n 4
dt her then the one-hop nei ghbors of suger-node" ° via
-l44 WD 2007/ 122620 PCT/IL2007/ 000504 T4ble 2 N 402
Super-Node 404 Routing Tablgs Destimatignm Subnet mask
Sending Via Link Note Valug Local Rout|i ng Tabl'éonetwork
100 25 51100, 2 |1 To SNcé0gled with
1444 ol C3P00D *] 03533550256 355, J09 A0 FEe 160, 20008 A1Bvia
To SN 406 via self 3. 100.300. 0.4 255. 255. 255. 258N 406
100.200.0.2 1. To SN 408 vig self 4, 104,300 2
255. 255. 255. 255 100.200.0.2 |1 To ON 412 | via sel-f- gtwork
100. 200. 1. 4 255. 255. 255. 255 [100. 200. 0. 2 |1 To QN é‘1§ od (o
15_;@ a1 3EU0.1060 10058065:5/255.055. 280 26%0255 100. 20051 B2 5.
0-ON 420 via ON 410 router 420 via
SN 406
To network
16.| 10.120500 | 2552552550 | 10020004 | 3 | SouPled wih
SN 408
To network
17.] 130.40.10.0 | 2552552550 | 10020004 | 4 | coupledto
router 428 via
SN 408
To network
18.| 10.120.40.0 | 255.255.255.0 | 100.200.0.4 | 3 Cg;pﬁ%"xgh
SN 408
To network
19.| 10.120.30.0 | 255.255.255.0 | 100.200.04 | 3 Cg‘,ilpfz%"\‘j;;h
SN 408
To network
20.| 130.40.20.0 | 255.255255.0 | 100.200.0.4 | 4 | coupledwith
router 436 via
SN 408

ON — Ordinary-Node

SN

— Super-Node
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Net wor k Routing Table 7. 100.200.1.1 255. 255. 255. 255

100.200.0.3 .2 To ON 414 via SN 406 8. 100.200.1.5
wasen7a5%2255. 255 100. 200.0.4 2 To ON 420 vi a SRC#AB2008000504

100. 200. 1. 6 255. 255. 255. 255 100.200.0.4 2 To ON 418

via SHugy tite trep@naesion. af aGmcksh, BEtwess the patket Gofirce

' 408 11. 100.200.1.3
o S o e St ol i ot o
0, e 70 A 2 A0 S e pertnens

U LU0 GRS tia ) R S T

hoprisueéerrdd4o \HexeirShs 402 prifianyetextrhog.4. 10. 120.50. 0
255.255. 255. 0 100.200.0.3 3 coupled with ON 416 | ed
vi a SNoyeverrageardingkio ope egenudheolink tebwess. thescorrent

nod#gﬁ\'ﬁg,? ﬁ1e01a?’st4n&§)eu rt)c|> ?gcéigert%lét Serxclf'e 80?’ ihae pg[c\:lkép gourTcoe node)
and the primary next hop may be inoperative (i.e., either temporarily or
permanently). Moreover, according to another event, the primary next hop
may be incapable of relaying the packet. If such events occur, the current
node forwards the packet to an alternative next hop. This alternative next
hop is a node communicating with the original next hop, according to the
local topology database of the current node.  The alternative next hop
node relays the packet to the primary next hop. Alternatively, if there are
no one-hop neighbors, communicating with the primary next-hop, the
current node forwards the packet to a one-hop super-node neighbor or to
a one-hop ordinary-node neighbor not communicating with the primary
next hop.

Reference is now made to Figure 9A which is a schematic
diagram of a network generally reference 500, operative in accordance
with another embodiment of the disclosed technique. Network 500
includes super-nodes 502, 504 and 508, and ordinary-node 506. In
network 500 the minimal one-hop local super-node number and the
minimal one-hop backbone super-node number are equal to two. Each of
lines 510 represents a communication link between an ordinary-node and
a one-hop neighbor of the ordinary-node. Bold line 512 represents a
dedicated backbone routing link between super-node 502 and super-node
504. Bold line 514 represents a dedicated backbone routing link between
super-node 502 and super-node 508. Bold line 516 represents a
dedicated backbone routing link between super-node 508 and super-node

504.
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16. 10.120.50.0 255.255.255. 0 100. 200. 0.4 3 coupl ed

with ON 416 via SN 408 To network 17. 130.40.10.0
wa360725%2855. 0 100. 200. 0.4 4 coupl ed to rout ePC22B2007/600504

SN 408 To network 18. 10.120.40.0 255.255.255.0

100. 2eothe 4vant doat sdper-nodeN6@2 heekds tSNoARSrd jesiOpacket to
network_19. 10. 120. 30. 0 255. 255. 255. 0 100. 200.0. 4

supeipAed5Odt t (he. cRuReLNPde S isotheToriginatonext hop), and the
dedk%?%ﬁ%g%‘@%g%sfoﬁt ﬁag §1(§1\|c|)so|r32§9|@g¢r%;y§'/ 4,{6%5 sét,?b%r—noc?e 502
foméve@th@%@ckéﬁo\ﬁ@r@%?% @ogcy' !gﬁé’@’i’&ﬂé? BTy Hbde

he transm ssi on

comsoumnicating adith tsuperangus 5621 defieh nattuay f@%dseﬁ@pﬁél@@t to
determ ned the next hop inthe route to the

supefeBedaH04%n of that packet according to the pertinent
tabl e or hetwork

Ut R EREE K it AR 16 P DR oS et
Ot S Y S 3 D e
W|thl aslbtlnmd&ambodﬁnent/eoﬁ ke PaRIcRIse  feldAnRAsKet NOMGR 520
lncludes )super-nodes 924, 528, 530, 532, 534 and 536. Network 520
further includes ordinary-nodes 522 and 526. In network 520 the minimal
one-hop local super-node number and the minimal one-hop backbone
super-node number are equal to two. Each of lines 552 indicates a local
communication link between ordinary-node and a one-hop neighbor of the
ordinary-node. Bold line 538, 540, 542, 544, 546, 548 and 550 represents
the dedicated backbone routing link between super-nodes 536 and 524,
936 and 534, 534 and 524, 524 and 528, 528 and 530, 528 and 532 and
530 and 532 respectively.

In the event that ordinary-node 522 needs to forward a packet,
destined to a node at most two hops away, to super-node 524 (i.e.,
super-node 524 is the primary next hop), and the link between
ordinary-node 522 and super-node 524 is inoperative, ordinary-node 522
forwards the packet to ordinary-node 526, or to any other ordinary-node
communicating with super-node 524. In turn, ordinary-node 526 forwards
the packet to super-node 524.

In the event that ordinary-node 522 needs to forward a packet,
destined to a node more than two hops away, to super-node 524 (i.e.,
super-node 524 is the primary next hop), and the link between
ordinary-node 522 and super-node 524 is inoperative, ordinary-node 522

forwards the packet to super-node 528, or to any other super-node
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and the primary next hop may be inoperative (i.e
either tenporarily or permanently). Moreover,

weacoewrid2azg t o anot her event, the prinmary next ROD/ILM07/000504
may be incapable of relaying the packet. If such

conmemantcatingowith superawodes24. hoderr, @up@rrdmdésze%hﬁhrd§the
an al ternative next hop. This al ternative next hop is

packehigysupeimiode &d4.ng wit h the or|g|naL nextfh?ﬁ
e
cur r chetsiee ot diadst 1 cP e hBo Wiisheis & spbemati
I||usWéQIOﬁa5+(%t éihbﬁqo?r%éigbﬁgggﬁg Qﬁé’rndﬁv%eﬁagghﬁ%?ﬂ(/mat ﬁode,

here are 15 no one- ors, comrunl

operatwqonnrrac;zomncdmmtht e furthier esthbbeRehProftHs HiXRlosed
packet to a one-hop super-node neighbor or to a

tecl‘tmquaoplrbrmpﬁedyre]&?@ ribegmiﬁ)rofnthe conenti nedé rig idientified.
to Figure

Whéﬁ B! KA B AhE gt 10 eﬁg,”&gmﬁﬁyg%agﬁ b fhe Method

%2# gns?)@éd&nent 2f50t he |scl%\s/'20dét% ﬁtﬁ %@P%t %{jg is

supéphoden thertethesmiptiod ptese882 to ??6cé6@re59$4 anfth reference
ordi nary-node 506. In network 500 the m nimal one-hop

to Rigdeg 3suUpeal irpriogynpacessor 1 idemtifies thaeswnprole of the
gackbone super - node nunber are equal to twod. Each of
nod 5 lines 510 represents a conmunication |ink between

; f
ot i PROSEIREES PR @b 1 RERY eeh e blifent pgde to
the packebdestmamrmmddmﬁe @%‘tmlﬂeﬁiupWh@ﬁCiﬁe%@ddestl demon

super-node 504. Bold line 514 represents a dedicate
nOdﬁdé i dnest e ihegsl awryHemelbe cuupet nadddi.602hendestination

L T e oa—
R e S ye—g

procmﬂaﬂe 576.f AhViarefergraek & Figljresgpﬁfca'l‘@é§ol%@ﬂz ﬁﬂoc%seor 154
uper-node 504 is the original next hop

detaieun@atl’éﬁwwackeh@as@uamg modk iSir the lonabeesghbmhood of
r-node 502 forwards the packet to
the %P%PH@ngﬁode 506, or to any other ordinary-node

In procedure 574 one-hop ordinary-node neighbors are identified
as alternative next hops. When one-hop ordinary-node neighbors are
identified as alternative next hops, then, the method proceeds to
procedure 580. When one-hop ordinary-node neighbors are not identified
as alternative next hops, then, the method proceeds to procedure 578.
With reference to Figure 3, local topology processor 154 identifies one-hop
ordinary-node neighbors as alternative next hops.

In procedure 576 one-hop super-node neighbors are identified
as alternative next hops. When one-hop super-node neighbors are
identified as alternative next hops, then, the method proceeds to
procedure 580. When one-hop super-node neighbors are not identified as

alternative next hops, then, the method proceeds to procedure 578. With
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5 comuni cating with super-node 504, which in turn
forwards the packet to super-node 504. Reference is

waamw7mazkeot o Figure 9B which is a schenmatic dragneawmwé00504
a network generally reference 520, operative in

referenee danEigurei 8h localt tcmolegyo‘jfomfﬁso@f 154 6ddnsifle§ s@fe-hop
techni que. Network 520 1o i1 ncl udes super-nodes 524,
supeppods3teighlors a3 altgrptbasnexthapsk 520 furt her

the ribPrareddRE78o e prdedptananis Rrer RN he With
ReffictcEhlo FIGQID, 411G 150 SU80F 07 pRHE i ERURlting
the paokefni cati on |ink between ordi nary-node and a one-hop

nei ghbor of the 15 ordinary-node. Bold |ine 538, 540,
542, bBugrosadure488@nd se0ertep ebeighbort i sildctemt eas the

T AR T
154 %8 et H?e"’ 2|@Pative hedE qu%g% Aﬁ’érogl‘?% 'Oéf)?\l&eﬁrv\egrbﬁ é]h?)roced ure

event that ordinary-node need

580 pthekatethod prdestds esl procedimedsgat nost two hops away,
to super-node 524 (i.e., super-node 524 is the

pri maky pregeduid)982andhehpackek isefamardedr dd nthey -seldeted

ateER A Rl TRE e ool RRSS L SR B o
o R SN ol SR o

hop véa keinsheittend60: node 524. I n the event that
ordi nary-node 522 needs to forward a packet, destined

to a Asdmendicnechaboven $psr-aedes synchupaizendheirsastwork
i.e. - nhod i. h [ . d

ochbaT ebRELe O AR, S AR R, 5P st e

nend T IRFIEHE oSG TGS oS30 TALER vl spplooy

updat MEs2aged LiREEAY GICTHANRE/iR0HD40p0 igfathdBne-hop

_ W th super-node 524. In turn, super-node 528 forwards
neighberhpadkef the super-nadee fieen. which this message originated.
However, when the network is very large, a network topology update
message may take a long period of time to propagate through all the
super-node backbone. Furthermore, since the number of these network
topology update messages maybe very large, the bandwidth required to
handle all these network topology update messages, by a single
super-node, may be large as well.

Therefore, according to another embodiment of the disclosed
technique, a super-node maintains a sub-network topology database.
This sub-network topology database includes information regarding the
topology of each of a limited number of super-node neighbors. The
number of super-node neighbors is limited by a sub-network limiting
criterion. This sub-network limiting criterion may be, for example, the hop

number of super-node neighbors from the pertinent super-node. The
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Ref erence is now nmade to Figure 10, which is a

schematic illustration of a nethod for selecting the
wabkoErneziove next hop of a node, 5 operative PQAT/IL2007/000504

accordance with a further enbodi nent of the disclosed

subtrestivorkuimiting PEAREBN emayo0 ftli‘tﬁef obe @het BRIEHES €f8rm the
node is identified. Wen the role of the current node

pertinerdr dumfwme ttﬁrﬂharmrﬁetﬂw npiwoded®podogy update
rocedur e 57 he.. role of he current node is

- iohags ﬁmlyt ®Ipssnadseaighwors. As

2 o% e (el S“ﬁ%r-ﬁﬁgé%ﬁ‘rﬂ%(n% A leEh PR Rlatapase
(i.e. Pb@@:ﬁdé,u@eﬁﬁédéh'geéﬂﬁ’aedlff@freﬁpﬁﬁbfﬁélﬁ?dri@)e P‘érck@t‘é d&ﬂfhed

to the packet destination node Is deternined.
to nodespar heistsiavhichareonot aocparti of tite pesmnewmsmbmtwmdy are
fromthe current nod t he destinati on 15 node

routed ithrqugh (QRe.heh %fe?%ﬁioﬂ%&p@m e desigrated n@@@pr-node

conhBEle 145 oA SR Kol tnP SR B0 Hherang e entre

netwerker ﬁﬁl‘éﬁfné@véﬁé{ﬁéb@h %ub-A6alolkORH P % Ve A8BEP bné%lected
determines if e packet destination node is In

super}m@blerﬁoghgdopomgyuhfommm:m regarding diec ePdire nmetwork
proce ure 574 one-hop oydi nary-node nei ghbors are

i dent REfRINCEsISaNOW, MAds, fo fdGurasopd A, vinds asweI1A6p Figure

1150 TR ISR 3 o 5B B Hpel bSERAY 51 o

net8tk géhenahyaefdreneedsne! YspredtvaahoBeesiiatc@ Mth ewgéher

identified  as alternative next hops, then, the net
emQndjmds)fttbegﬂlsclemddesﬁllql% W nbtwelﬂeﬁeﬁ,ceaclw sEpgmmde

| ocal to | o cessor 154 identifies one-
malatadnmw g’%/gﬁcuﬁpgy&@ tabase fagardingdhe I%@Jstornplogy of

cach B B2 o600 DERLEARS G PREUABE SR8l Borg, Fiowre

11Bsugel @é,%%nﬁ‘@ﬂlcghmeéﬁaﬁéﬁ of dgi | duyst-Reda! béb!@@éhé{eof the
next hops, then, the nethod proceeds to 30 procedure

submwom,egeneeallydmfewmemesimeghlbmemrmdmﬁoz operative
identified a aItBrnatlve next hops, then, the nethod

in arcrdanse: Wik Rrelhee erwodinent ﬁgthe disclosed technique.
Figure 11C is a schematic illustration of the super-node backbone of the

sub-network, generally reference 630, stored in super-node 606, operative
in accordance with another embodiment of the disclosed technique. Since
super-node 604 is a four hop neighbor of super-node 606, super-node 606
does not store the topology information regarding super-node 604. When
super-node 606 needs to route a packet destined to super-node 604, or to
any other node or host that are not stored therein, super-node 606 routes
the message to one of at least one specially designated super-node,
storing topology information regarding the entire network.

It will be appreciated by persons skilled in the art that the

disclosed technique is not limited to what has been particularly shown and
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WO 2007/ 122620 PCT/ L2007/ 000504 reference to Figure
3, local topol ogy processor 154 identifies one-hop
weupEri2zmade nei ghbors as alternative next hopsPCIML2007/000504
procedure 578, the packet transmi ssion is abstained.
desmgbed_lmmmf ahbaee t oRE_tImJT’mea,sgopﬁt d)ﬁthei)rdjgglgggd tb@ﬁgique is
abst ai n romtransmttin t he packet. In procedure
deﬂﬁ@@f”ﬁyzwghﬁdﬂaﬁﬁﬁdw Uﬂ‘kgoﬁélected as the
alternative next hop. Wth reference to Figure 3,
| ocal topology processor 154 selects the alternative
next hop. After the conpletion of procedure 580, the
net hod proceeds to procedure 582. 10 In procedure 582,
the packet is forwarded to the selected alternative
next hop, for further forwarding. Wth reference to
Figure 3, routing processor 154 forwards the packet
to the selected alternative next hop via transmtter
160. As nentioned above, super-nodes synchronize their
network 15 topol ogy databases, and maintain this
synchroni zation, by flooding the network with network
t opol ogy update nmessages. These network topol ogy
updat e nessages i nform of changes in the topol ogy of
t he one-hop nei ghborhood of the super-node from which
this nessage originated. However, when the network is
very large, a network topol ogy update 20 nessage nay
take a long period of tine to propagate through all
the super-node backbone. Furthernore, since the
nunber of these network topology update nessages
maybe very |large, the bandwidth required to handle
all these network topol ogy update nessages, by a
single super-node, may be large as well. 25
Therefore, according to another enbodi nent of the
di scl osed technique, a super-node maintains a
sub- networ k t opol ogy dat abase. This sub-network
t opol ogy dat abase includes information regarding the
topol ogy of each of a limted nunber of super-node
nei ghbors. The nunber of super-node nei ghbors is
l[imted by a sub-network limting
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- tAﬁUlf@@»‘aStﬁﬂr

30 criterion. This sub-network limting criterion may
be, for exanple, the hop nunber of super-node

waebghbzre fromthe pertinent super-node. The PEBALAEI/000504

2007/ 122620 PCT/1L2007/ 000504 sub-network limting
criterion may further b&LAMS stance formthe

pertinent suger node. Furthernore, the network
PE Natweosls gemplisipgyat e onIy those limted

d b h
ffa{B4BF haPREapAth Bl e bodks HasaIbgprakety sogmined
%!éhet BOloTRE pBR nodEfard] dooloRBBRL withnseid, role of
V\buper-ﬁbdermid ’mepﬁemaﬂ‘iln?ftﬁ g triotRey a@ée@i@n‘éﬁé& witH 8aid
routed through one | east one special Iy

dele g@fa@r@tun&nypre@demdsarob stpernedesdoanmg e nayting thackbpne
the. entire network.

APF%?'ﬁgﬁgtlvgrgrg%t%f%o H?H :%g RClHENNGave at | east one
Fegar di ng? t e STHeE° MR, (BBGHEEs . VBl B Teless

Fi guredidd; 11 B and 11 C. Figure 11Ais a schematic
illustration of an exenplary super-node backbone of a
net wor k cReCeIVEK; recebtirg tee SHYesopeeah iwiseless medium;
accordance w th,anot her enbodi nent ?ef t he di scl osed

techni que? 1PEEhIRRRIPRY sBPCEsSOR. Sopplechywth said transmitter

?ﬁenlt%%@als"v%ﬁogy 0 eacﬁmégw#?e?cﬁﬁ%etob%%fidanabase,

supersaii wmboft@p@fogw%r@@ééé,dreﬂjrtﬁéip%leté\@ﬁ’rﬁrnd: Herole of
11 Bis a schematic illustration of the super=no

backbgaid nside. he sub network, generally reference 620,
stored in su er node 602, operative in, accordance

with anotq‘re‘re RRIQOYoPraaessar seperattye: whien gais rale of

E'ugg:%] @2{‘&% Eﬁ(%‘%ééepﬁgﬁgeh ohé e;bsﬂfétfﬂvﬁia tr%ﬁrﬂﬁgqrr with said

r ef ereetveidhd withr S8ldilBcaliepoidRas r&?&so‘?%r%érrﬁgrdirﬁ’g a

accordance with anot her enbodi ment of the disclose
t echm@wrk@ncbgysd@tabas@dammn establishinghamd terminating

nerghb r of .syper-node 60 r-node 606 does not

st or € ﬁg %ﬁg%@@kgpﬁﬁor 'Pigd W&Er%%ogﬁﬂﬁp fgper-node
604. g p super-node 606 needs to route a packet

desti ne Po 'super-node 604, or to any other node or

host thata pstinpprodessst, EbapRIWwithURAl tRastmRRE, with said

rout es
receiver, with said local topology processor and with said

network topology processor, maintaining a local routing table
according to said local topology database, and constructing a
network routing table, according to said network topology
database, when said node is a super-node;

wherein, each of said nodes attempts to communicate with at

least a minimal number of one-hop super-node neighbors.

The network according to claim 1, wherein each of said nodes

provides routing services to at least one host coupled therewith.
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the nmessage to one of at |east one specially
desi gnat ed super-node, storing topology infornmation

woegaridea2g the entire network. It will be apprecraLm®d7/000504

by persons skilled in the art that the 3o disclosed
technique is not limted to what has been particularly

shown agﬂ -51 V[lZOO?/ééZGZO PCT/ 1 L2007/ 000504
. dddi& ngo

Heperorsing do elaimes, whereinogachfofisaid nodes may
di . i I.s...defd ned only by the claing, .
AP B 08 MOLSHG Ay LR S P ehttsago ShBkiTerowith
Coéld/Bxtehnalvotiterd espROIMEF AN WHANRSL HdYE. 2
plurality of nodes, each of sald nodes has a

dynam cally determned role, a portion of said nodes
a desi ed with said role of 5 super-node and the

rﬂeﬁ rcl’éa]tﬁ §9¢Qfd*i@ﬁj§53 ¢lainedi gwhesainwisaid slaical rtoipelogy
o a5 QBT Te ISR FeiiRRehRiion gEsatd hotd, said
| Feleust Ssid n’vbdé,aébﬁimiaéﬁﬁﬁcétré}ﬂ%ﬁrte%bﬂ%tﬁﬁ?81”‘98@%"0 "nddes
wireless nedium 10 a recelver, recelving nessage

oaad saidirokd efsactedf said aelghtsr ricdwd. ogy processor,
coupled with said transmtter and with said receiver,
mai ntai ning a | ocal topol ogy database, said |ocal

- I8 TRRBHRERI b Bl oy Wikselh &ach (lepald nodes

Wrahshfitsd 4 ohedef ' b8 SEARS - , !
\RRSEE) §OhEde! AR PENSalh, SHHEL ARRE: oG ibosase
suiaudiogadt leasbisaiy idertifizstion, rdpreseniation of fe &ansmitting
net work topol ogy database, and for establishing and

t BP%naﬁﬁ relegedi saidd thrrsmitiagr aadeg Saidk identification

eAGteRBRtANRh SHAPEL? Lhe-ROp NaiGRBSTS of said transmitting node
and said role of each of said at least one-hop neighbors of said
transmitting node.

The network according to claim 5, wherein said local topology
database is updated with the information included in received ones of
said node status messages.

The network according to claim 4, wherein expired node entries are
periodically deleted for said local topology database, said expired
node entries are node entries that where not updated for a

predetermined time period.

The network according to claim 6, wherein said routing processor

constructs a local routing table according to said local topology
database.
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a routing processor, coupled with said transmtter,
wWth said receiver, with said |ocal topol ogy

worowaszad and with said network topol ogy proeessning7/000504

9.

10.

11.

12.

13.

14.

15.

16.

mai ntaining a local routing table according to said

| dbel neiporroggcdardiigste, cith cONsikistein Néach 26F ReidWiddes
routing table, according to said network topol ogy

dHeasats avpaskehiq the dicighbar sedles- abilee pmkeﬁitlransmitting
f ' des.att ts,.t [ t it t
D606 ach Bl oA RO BRS 1E R uper node

nei ghbors. 30 2. The network according to claiml,
wherei n each of said nodes provides routing services
t That netweoitk aseolting tomlaimcg,t\lvhéﬁéihté‘aid-%glﬁ@or nodes are
2007/ 122620 PCT/1L2007/000504 3. The networK according
t imdtest y 2 nelghber limitieg coiterien.d nodes nmay furt her
provi de routing services to external routers coupl ed
therewith, said external routers couple other

it i e AanT : . 2 i NO;: L Q.
o et AcEat g 38 clai 1, B M dp e iling
| oateritrs ishehedaopi umabéorof eii¢s ABIGHHAN neldesaifm said
node, said role of said node, said identification
r BpPeRUing nedeof nei ghbor nodes and said rol e of
each of said nei ghbor nodes. 10 5. The network
according to claim4, wherein each of said nodes
t SHiI ;1 at , i.d nod T
moneanebiork ARCBrahg, K Slr J8° wiBkeln! B AREiEr timiting

r epterRanisatieo disthntd of isaidh agighddronodes! frons 3 !‘:r‘é'n%rrﬂfting
said transnmitting node, said 1dentification 15

rBefesent ati on of at |east one-hop nei ghbors of said
transmtting node and said role of each of said at
| east one-hop nei ghbors of said transmtting node. 6.

T n i t 2] aibm 1er ej i | oC
TIReTALURGHK BEETAhaA! SRR\ el SHeh RS, ilpatec
| withudeitl i role eokiordthappetody, transmits packets to nodes, not
included in said local routing table, via at least one one-hop

super-node neighbor.

The network according to claim 13, wherein said one-hop super-node
neighbor may change for each packet.

The network according to claim 1, wherein said network topology
database, includes a sub-network of nodes, said sub-network of

nodes is a limited number of said nodes in said network.

The network according to claim 15, wherein said network topology
database further includes entries to at least one host coupled with
each of said node in said sub-network.
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said node status nessages. 7. The network according to
claim4, wherein expired node entries are

woeniadeaeeal |y del eted for said | ocal topol ogy #arabmss00504

17.

18.

19.

20.

21.

22.

23.

said expired 25 node entries are node entries that

wihe engtatori paecardingrioaclapmeti®f evhrersird stidrmgiworiodopslogy
The network according to claim®6, wherein said routing

pd%’taé@§6rmaéfofhlﬁhﬁ!’dﬂ§|®q saHies tmexteg'nabf;ptaea% @@ualeq;wuth

a a 6l o
28857 0 5599 149 1 o iR HRNEBATRE rosléso macty eBp T eic
¢ .
oot e T n‘QSEQ‘S‘WW@’“@Z%ﬂ 8f88ld flodes.
transm tting node according to said local routing
table. 5 10. The network according to claim9, wherein
sihe netwoikoaceondindate claimi ied V%?el’aelrh@@ﬁbwb network of

limiting,.criterion. 11. Th t.wor k cording to claim
B0 6 e a0 IR B on 1 < ¢ he
hop nunber of said nei ghbor nodes fromsaid 10
transmtting node. 12. The network according to claim

The MBEV@*Ikna@@cbﬁdhm@ltc hdtaim 118y whegin erdid esubenetveorkhliéimiting
di stance of sai d nei ghbor nodes fromsaid transmttin

netteriorsisithe hiep Remharkofgaidr slipey-nede| neighborsveé esich of
each n des ated Wi_t rol e of
oﬁﬂﬁ%?@e%&é'g ﬁﬂymﬂwatsﬂai@t SHPSIUELE: not

included in said |local routing table, via at |east one
one- hop super-node nei ghbor. 20 14. The network

aThernktamrk acdordinglfb claher €8 nwhareinagsid feyb-aepeorkniimiing
nei %r;bor may change for each packet 15. The network
acttarigmis the distamce, ofsaiciimited aumheiopk stppsneges from

each of said nodes designated with said role of super-node.

The network according to claim 15, wherein said sub-network
includes all the nodes in said network and said host and said external

routers coupled therewith.

The network according to claim 15, wherein, for each of said nodes,
designated with said role of super-node, said network topology
processor constructs a network routing table, said network routing
table includes an entry for each of said nodes stored in said network
topology database.

The network according to claim 22, wherein said network routing

table further includes an entry to at least one host coupled with each
of said nodes.

-56-



10

15

20

25

30

25 dat abase, includes a sub-network of nodes, said
sub-network of nodes is a limted nunber of said

woadeg22q0sai d network. 16. The networ k accor dPagILI®07/000504

24

25.

26.

27.

28.

29.

cl ai m 15, wherein said network topol ogy database

f TheheletWBet Eedréifg’ k@ Sclbimab! s ﬁ,@é@l -
wth 30 each of sapd node ingghi gﬁﬁ?ﬁg¥§o¢ﬁ. - S?QQyng
2 talylerpag Jortreminalede ernoes dd ekfernah eomtetsvgblslpleoll with each
accordin o claim 16, wherein said network topol og )
aat &@H%é‘%ﬁi&y, fald iexferinal routerepevples otbesnatwatks with said
rﬂéhgrs coupled with each of said nodes in said
sub-nétwor k of nodes, each one of said externa

routers couples another network with each of said

nodes. 5 18. The network according to claiml15,

wiieenetweark cacodrdingg tw clainf 22nadrseinsehtidfedhidhatles, with
sub-network limting criterion. 19. The network

agais dlesignated| eglen 0B supesmade,stipaseits- packetk destined to

I mi.ti 10 criterion i.s the h unber qf sai
sh%fﬁﬂaaBoﬁBPQﬁﬁo?Q% IRg iy S@F(?R@B@’gﬁ%%gg‘gd@?%nat ed
with said role of super-node. 20. The network
according to claim18, wherein said sub-network

| Tiet mexgvork radoardiong icsclavg %,SWﬁéﬁﬁncéaidai&-hbqubi‘# nodes
nunber of super-nodes from 15 each of said nodes

dase ghedes wesignated withe saids upler -of osepernodehemore than
n or di to claim wherei n said
s§hgﬂ§5%ﬁ§§1S?Hﬂﬁﬁﬁ@%*%ﬁnsFﬁgha in said network

and sghf RWpsd d {d ter r S u

Ther cars n 5geRS sARL “nBhliRRbor L ALHES® 258 Mufifier cnodes,
wiesiginated owitkasdidofoleabfl araifesry-nates i gisrbethan tdh rigdgBbor
rol e of super-node, said network topol og processor

c bmdling etiteriomisemb said packelgrangmitting aiatlejet wor k

routing table includes an entry for each of said

nodes stored in said network 25 topol ogy database.

ﬁzth\c/\a; ﬁgt%}“lﬁggoﬂﬁﬁﬁrt‘y BhitP 28, AvHbrdn 08" ERYHr dimiting
criterion is the hop number of said neighbor nodes from said

transmitting node.

The network according to claim 26, wherein said neighbor limiting
criterion is the distance of said neighbor nodes from said transmitting

node.

The network according to claim 1, wherein for each of said nodes,
said minimal number of one-hop super-node neighbors, when said
node is designated with said role of ordinary node, is different than
the minimal number of super-node neighbors when said role of said
nodes is ordinary-node and when said node is designated with said
role super-node.
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table further includes an entry to at |east one host
coupled with each of said nodes. 30 -56 WD

waQer1222620 PCT/ | L2007/ 000504 24 The networ kK BCTOLDTIE0504

30.

to claim22, wherein said network routing table may

fNWlhé’l'és*sréd Hee ristivorie sohtprigihgr nal routers coupl ed
each of said nodes, said external router couples

ot hera nelunalitys ol nddesyi @achoot. said2Bod@behast aodinamically
accordi ng@t o claim?22, erein each of said nodes

@ﬂemu rglesigyRatiar o ﬁ@'dolﬂog%a’ferﬂﬁﬁégn@tﬁgn\élﬁhﬁ@'d role

CBf SShgrEPRSath 1R rBRRIANGIGr Shic HREEs ATRCHRLRAS witn

ag&iar GoRg &P &Hﬁﬁd?}/zr%dé@ersé'id‘ §Qp§r-ﬁ@ﬂe§e'f&lﬁ|?0fhé10|‘iﬁﬁlng

are nodes, designated wth said role of super-node,
nbaekbdrae of sai hetwdnko mashi of saidkwidds imehudingi ng node,
and wherei n sai d non- nelghbor nodes are further nodes
desi gnat e® Wansnyties trarspitt 'Bgdﬂ%ﬁmﬁw@&e Ouehr & t WHgless

ane'rﬁﬁ%ﬁ 15 limting criterion fromsaid packet
trans VWg node; 27. The network according to claim

26, wher ejResdiver W%'c@lhh’ﬁ% |rll1‘o'i‘ﬂntdt'%@1 o¥ér 4 Wl*él’@sé médim;

hop nunber of sai’d ne or nodes from said

transmtta rﬂgcabdepolb@yZﬁroﬁssanetowpke@ombln dsaid transmitter
cl ai m 26, V\hereln sai.d neighbor limtin crlterlonls
the dARdawlb SAIdsERCEIVRN, JRBRHaIMG A fleesh topalogy database,

ol ai nidtt gk KBay tiofRoaer Bufit DR AARIG RO IR of the

nunbeproQ&. one- hop super-node nei ghbors, when said
node is designated with said role of ordinary node, is
di f f er ent atrietvork Hepolagynplocesdosr operativee whedsaid role of
nel ghgglrdsn(\)/vldwg Ir|]s Séalpgr-rn%ld% %fou?o?ég with said transmitter, with said
receiver and with said local topology processor, maintaining a
network topology database, and establishing and terminating a
dedicated backbone routing link with each one-hop super-node
neighbor;
a routing processor, coupled with said transmitter, with said
receiver, with said Iocai topology processor and with said
network topology processor, maintaining a local routing table
according to said local topology database, and constructing a
network routing table, according to said network topology
database, when said node is a super-node;
wherein, each of said super-nodes attempts to communicate
with at least a minimal number of one-hop super-node neighbors

and wherein ones of said super-nodes, provides access for
one-hop ordinary-node neighbors thereof, transmitting packets to
nodes more than a neighbor limiting criterion away from the

transmitting ordinary-node.
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nodes i s ordi nary-node and when said node is
designated with said 30 role super-node. -57 WO

waQer1222620 PCT/ |1 L2007/ 000504 30. A wirel ess adThomo7/000504

31,

32.

33.

34.

35.

36.

network conmprising: a plurality of nodes, each of said

nodes has a dynamcally determned role, a portion of

sai d nodes are designated with said role of

s'nliber netwek autordiegr éoretlaimg30f velaédimogdash asfe said nodes
nated with 5 said roI e of ordinary-nodes, said

5@’? deg ARuting serviges te @t ies) onsbrabeelpledsthetewith.
netmork each of said nodes including: a transmtter,
transmtting information over a wireless nedium a

f?ﬁé'h’cﬁWorkeé‘&deFﬂg( t ERAIAPB Y OWHRYEIN 8ath '} sgid nades may

medi uny 10 a | ocal “topol ogy processor, coupl

shirtherrpnovide reuatinguservice$ te aderred ebutsrs d&@!pﬂéalthbﬁéwnh
a Iocal topolo y dat abase sai d | ocal topolog
pPaifdsrnal souins cruplemthengetwerksonih siaid nedenode. a
networ k topol ogy processor, operative when said role

of 15 said node is super-node, coupled wth said

tTﬁéSFﬂaE\thk AddtdiRy Qo ERHR SO ARErdin fék ilgclﬁlpciebology

t opol ogy processor, nalntalnlng a ne opofo

ddaizibase, instules thd iderttifitatisnddpeesengitiondoRsaid node, said
dedi cat ed backbone routlng link with each one-hop
sr@g% nogla, gﬁ%@ﬂ elﬁdlcéitlpﬂuanﬁgsgmtadl@gsoi neighbor ewdes

S A S o oo

t opol ogy processor, nmaintaining a local routing table
according to said local topology database, and

cbhat netwankg awcondingotk dlaimt i 38, weHBrein asssh Bfngaid nodes
sal d netvvork topol ogy 25 dat abase when said node is

arangaitsppedesiaius message, spidapdesips meseage includes
A RIS shiY FRIHUAEAE representation of the transmitting node,

said role of said transmitting node, said identification representation
of at least one-hop neighbor nodes of said transmitting node and said
role of each of said at lease one-hop neighbor nodes of said

transmitting node.

The network according to claim 34, wherein said local topology
database is updated with the information included in said node status

messages, when said node status messages are received.

The network according to claim 33, wherein expired node entries are
periodically deleted for said local topology database, said expired
node entries are node entries that where not updated for a
predetermined time period.
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with at |east a m nimal nunber of one-hop super-node
nei ghbors and wherein ones of said super-nodes,

wonrevildao access for one-hop ordi nary-node nePQinho1087/000504

37.

38.

39.

40.

41.

42.

43.

44.

thereof, transmtti n? packets to 30 nodes nore than a
Q

nhey msdwork wccondingr fa slaigh 3dnayhereim said routing processor
t it i nary-node,  -58 2007/ 122620
STt 9650 4 SUNoT B Tee ARGPATRGC & aF A f002) Lonplogy

?&tawggéei n each of said nodes provides routing
services to at | est one host coupled therewith. 5 32.
The network according to claim3l, wherein each of

sai d nodes may further provide routing services to

ekhe ratvarkuaecardingploe ¢laifrerdi wherekaiegichxofr paid nodes

rout ers coupl her .networks with said node. .33. The..
eSS 2 Barkehlp Said naghts Maies & helpackelctpndmitting
t { j d@}g identification
r@%%ogéﬁggﬁoggggﬁgbg@&gﬁtw e rol e of said node,
said identification representati on of nei ghbor nodes

and said role of each of said nei ghbor nodes. 34. The

nEhewnetwadc acdordjngdoctlairm 33, wheesiaisaid asigblbos apdes are
odes 15 transnits node status nessage, said node
gt"ﬁ&%@ Wﬁgd@'%é%ﬁ@g’“n%f’nfe‘é%- sai d identification
representation of the transmtting node, said role of
said transnmitting node, said identification

el @eBNbAK igvtor@ingdto! clalkh 39evimreheisghdatieighdes livhiting
said transmtting node and said role of each of said |
atritediane inniehdpomenghihaer wfdsesicdbfneighbior 200des from said
transniitinqggfde. 35. The network according to claim
JaNGMEHBIAQYE-d | ocal topol ogy database is updated
with the information included in said node status
nmessages, when sai d node status nessages are received.

2Ph&tnethitstk Natveding Cteo ERiimg 300 vehavieih Fhid wheigkibor fimiting
expired node entries are periodically deleted for
saiiterioadal theogistange ofsaishseightwir naggs frem satitransmitting

err]1(t)éiees are node entries that where not updated for a

The network according to claim 37, wherein each node designated
with said role of ordinary-node, transmits packets to nodes that are
not included in said local routing table, via at least one one-hop

super-node neighbor.

The network according to claim 42, wherein said one-hop super-node

neighbor may change for each packet.

The network according to claim 30, wherein said network topology
database, includes a sub-network of nodes, said sub-network of

nodes is a limited number of nodes in said network.
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predeterm ned tinme period. 30 -59 WO 2007/ 122620
PCT/ 1 L2007/ 000504 37. The network according to claim

wG@3pomhzrei n said routi ng processor construct BCHILWOE000504

45.

46.

47.

48.

49.

50.

91.

routing table according to said |ocal topol ogy

dathebasenofk 3@cordiAgnRt Wik AACQNRERSN t$if! Réfotk: to 0logy

wherei n each of_saig nodes transmts a packet to sf
néiaggivase dodber dfclubespetiss to aiseast iomg hostiecoupled with
accor di .to said local routing table. 39. The network
ﬁ@&h&ﬂ%l@@%ﬂ%ﬂ@%éﬁ%eﬁww ai d nei ghbor nodes are
10 limted by said neighbor limting criterion. 40.

The network according to claim39, wherein said

ngingh h@twb#ldgbbb?ﬂjinﬁfﬂd Bl 452 WW@réﬁ?%d?ggﬁ’@lY\éd}k 1{_%>?iocilogy

nei ghbor nodes from sai transmtting no
Tdatakase maturthel inglude entiies 39 extéreradiroutas toupled with

nei Bbo limting, K criterion is the distance of sai .

néﬁg b‘a?{ Sﬁ@g]egd% dh %%ipldSlﬂ?-é\@WDfK iqaﬁgwd&ﬁjeeadg ofg of said
. i m 37 .

sE& bl Ritef EROBIRROGine BieTyBlk wiiRESeieT SerhASHs

packets to nodes that are not included in said | oca
routing table, via at | east one one-hop super-node
ndihghihetwoll6 atxording het ekaik 4dcoxberaint saiel auth-ddtwork of
wher ei n ?aLd one- hop super-node  nei ghbor may change

f Bpdesds lipitactby aysub-nedwesk ligttingegteriomg to clai m

30, wherein said network topol ogy database, includes

a sub-network of nodes, said sub-network of 30 nodes

Theanbtwbied f i l < iti
200.7/n.122620 %W&%ﬁlgg@%a WhéRA S48 QUiknetfdrk fimiting
criterion is the hop number of said super-node neighbors of each of

said nodes designated with said role of super-node.

The network according to claim 45, wherein said sub-network limiting
criterion is the distance of said limited number of super-nodes from

each of said nodes with designated with said role of super-node.

The network according to claim 45, wherein said sub-network is all
the nodes in said network and said host and said external routers
coupled therewith.

The network according to claim 45, wherein, for each of said nodes
with designated said role of super-node, said network topology
processor constructs a network routing table, said network routing
table includes an entry for each of said nodes stored in said network
topology database.
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52.

53.

54,

55.

56.

57.

58.

45. The network according to claim44, wherein said
networ k topol ogy database further includes entries to

wanod7aaso one host coupled with each of sai d ROUEL10N7/000504
sai d sub-network. 5 46. The network accordin t% cl al. m
THe nelRbeEk mcoordinge towelain opd) N@Wraﬂat%@sﬁegﬂf routing
further include entries to ternal routiers L.ed
tabletfurtherinoludesi an esdiystq at least oyt ﬁ’éf QBPQ%gfwhtg‘d%%?h
each one of said external routers couples another

PRAGSt h each of said nodes. 10 47. The network

according to claim44, wherein said sub-network of
nodes is limted by a sub-network limting criterio

n.
ﬂf’e-b MEt/OIRt ¥6¢drdives dodclagmt &1¢aherein, saile nefwodairguting
sub-network limting criterion i

he h .
tabledmaypkurthesdacieie®msies t@@)@gmélc[tpu?qrgocg%npgga &{ggggach
qqu‘.ssl' Plﬁlct) gg,\ém§%i%n§x' gnélf)@wagﬁf\%ﬁéé Ny néglvorﬂ%ewith said

erelrn sal

sucil];)-netvvork l[imting criterion is the distance of
QY% 1imited nunber of super-nodes from each of said
nodes with designated with said role of super-node. 20
50. The network according to claim 45,

Fho- netwakk aicsoeding toh&laipnexl,i Whesehp ﬁ%%hnﬁigi 63?“33’

host and sai d exter

5B SPUS < S HORERc YRS IR et

for
a iSAl b & fingls o Aetweikdrouting table.
ﬁqjﬁgpﬂf%égbggﬁﬁ g%é?é\%(?@"?%g%lggg processorng
constructs a network routing table, said network

routing table includes an_entry for egch of

Toedasetswankeacéardiy to aleimod4, WheHRINGA) mfﬁﬂsﬁbd%fdmdes
ac onaRiRg, (AESORRIRCE Ity oAIG; ROBarY REPRGIRCbar Ry e
t@%‘ké:aﬁ%éL"\Eé'ﬂ%é@@%"’“%fﬁgg?gﬁﬁ‘o eg@.,@e,at | east one host

and wherein said non-neighbor nodes are further nodes,
designated with said role of ordinary-node, more than a neighbor

limiting criterion from said packet transmitting node;

The network according to claim 55, wherein said neighbor limiting
criterion is the hop number of said neighbor nodes from said

transmitting node.

The network according to claim 55, wherein said neighbor limiting
criterion is the distance of said neighbor nodes from said transmitting
node.

The network according to claim 30, wherein for each of said nodes,
said minimal number of one-hop super-node neighbors when said

node is designated with said role of ordinary node, is different than
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5 53. The network according to claimb51, wherein said
network routing table may further include entries to

wexbeErnzd20r out ers coupl ed with each of said nedesr2007/000504

59.

60.

said external router couples other networks with said

ntee Mintmaknumizemet aupér-nodermiighbbes GHdrNsald role of said
wherein each of said nodes, designated wth said role

ofOdEs ds HEinaryesa AndsWhseksaid dedeiisedesignated with said
NS REL odes, according to said network routin
[fle SEbERHRIgd 0 [eP ording to -

€ network according to claimb54, wherein
sai d non-nei ghbor nodes 15 are nodes, designhated with
said role of super-node, nore than one-hop from said

piiic Rewinelesss red-hosgnetwisrk, avaitl Wistivairk iﬁ@idﬂin% a plurality of
non-nel(ﬂghbor nodes are further nodes, desighated Wt
$I09LS. & BOGE GAMPHEING: node, rore than a nei ghbor

"5 A 5Tt Sk i
el Sbrecaiuer repaiviig Méssdies Svend witfRSaImEg Ry, >
The reetlocalk tepalogyti pwdessot,atoupled Wi Ydid St?ér?sggltec{ and

nei,ghbor linmting criterion is the distance o
ﬁ/glitlgﬁl%qi rReEVers Fyninaintainingras fecali togologd datattaselaad for

Rt Ea PR e Tolk.T salbbpder sowe rasybeing that of
sperding nBGb%}%@%g_\“’Q%ﬁ%ﬂ%dé}ode i s designated

wth sai role of ordinar is different than

- 62 \a0n2bearkl K09 Irbte286r / sstafidet\WReH $hilBlole of O]said
nunper of super-node nei ghbors when said role of sai
ﬁl?&r%s'ﬁ sUBeGNRdey Sevptedhndthiaald trandmitide with said receiver

57, 081 St beF 3okl BesSBRr 0 g & networ
ropoiRYY! datbaseodft fé BOEBISAMY SRH&rminating a dedicated
backbone routing link with each one-hop super-node neighbor;

a routing processor, coupled with said transmitter, with said
receiver, with said local topology processor and with said network
topology processor, maintaining a local routing table according to
said local topology database, and constructing a network routing
table, according to said network topology database, when said node
is a super-node;

wherein, said node attempts to communicate with at least a

minimal number of one-hop super-node neighbors.

The node according to claim 59, wherein said node provides routing
services to at least one host coupled therewith.
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medi um a receiver, receiving nessages over a

woizoeElieso nedi um a | ocal topol ogy processor, eouplLm®d7/000504

61.

62.

63.

64.

65.

66.

wth said transmtter and 10 with said receiver, for

MM rRide Rigcardipgalto telaitho8®, daaledsesgiddnbde may further
dynam cal ly determning the role of said node, said i
pobeidee roufinc stervicesato @xiemal yrowbee coupiedt therewith, said

super-node; a network topolo r.gce r, ,operative
\ﬂ%gﬁ?f nahreutess QOHPY\é)Q r rﬁ%‘@@%% %E‘b%gi-%ﬁa‘a@?'pcoup: \éd

wWth said transmitter, with said receiver 15 and with
said | ocal topology processor, for maintaining a

M OREdE OBREBEYiNgattabasdim abd, fywhersihalaid hlowl atspology
term nating a dedicated backbone routing Iink with _
aetathbase imcipdesbe- ideatificalio bepresentation 1j saiddwdsrsaid

coupled with said transm tter, with sajd. re ver,.
wplen of 5aid | Ree, §6§5{>I'(3)%ﬂ)5'f|ﬁa§98$§§9re§ﬁ81‘%qrh af dhg neighbor
net yor : Logy.. nr cmaint ai ni | ocal
TERAE T 20 A BRI BEbai{ T BD S,

dat abase, and constructing a network routing table,
according to said network topol ogy database, when said
it node accarding hodéainnb; siheregnisdichnddedrarspits & pode
communi cate with at | east m ni mal nu

25 .
Bl PatRAge. DAk MO BETYS BESSRAE sldas @ lsasy said

t. Al 9 r e . Sai O\ ot i i
J0pfliRbaNqlp repfeReT G of <R RoBlet Sl Folert, s nod said
W@eﬁﬂﬁ@éﬁ&?@@@re‘%@ﬁwﬁ@ﬁ%/ Pt af leadthensdits neighbors of
according to claim®60, wherein said node may further
peaidintdle antdi sajdvele of emchoofesaidratdeasbonerhep ngigtbors of
therewith, said external routers couple other
nSRIAdI9de-wi t h said node. 5 62. The node according to
clai m59, wherein said |ocal topology database

i ncludes the identification representation of said

PR, nedled adcdrbiy &R dlanrdes, saiéreitengaitli detalortopology
representation of the nei ghbor nodes of said node and
t Yatabalsesisafpdated with dhe dnfomedion included in received ones of

said node status messages.

The node according to claim 62, wherein expired node entries are
periodically deleted for said local topology database, said expired
node entries are node entries that where not updated for a

predetermined time period.
The node according to claim 64, wherein said routing processor

constructs a local routing table according to said local topology

database.
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10 63. The node according to claim62, wherein said
node transmts a node status nessage, said node

wetaiug2aressage i ncl udes at | east said identi PCTAL100TI000504

67.

68.

69.

70.

71.

72.

73.

74.

representation of said node, said role of said node,
Fhednodeeaccoidingi tn olaipt £@ntvharein gaidapader trapsriits a

| east one-hop nei ghbors of sai,d node an id.role
paskebosanl Ao waagt meien o3 e oRanke! Jret ity node,
node. ,.64. : j to claim63, wherein said
ﬁ§3%ﬁd'f?§5%§%8®‘b%%‘i{ %@%%@%pdat ed with the

information included in received ones of said node
status nessages. 20 65. The node according to claim

Fhe nodeeaccanding dd claite @A wherelr saihaeigabernnoges are

deleted for sajd hocal to.fol.o y dat abase, said expired
Hattedohy @ ReighPer HEWENG STIEeTMATE hat where not updat ed

for a predetermined tinme period. 25 66. The node
according to claim®64, wherein said routing processor
FTABS o Sﬁc%olr@iﬁg' 16 Obldirg B8 binereiporsdiidhgnéighbmir dlimiting
I ocal topol ogy at abase. -64 WD 2007/ 122620 .
RETéMidR0R7/tA80GH 6mbee obdsidcoeighbe nedasaiffeme said
wherein said node transmts a packet to said neighbor
fansmising RedBacket transmitting node, according to
said local routing table. 5 68. The node according to
claim 67, wherein said nei ghbor nodes are limted by

TS 950" abldidind'doC Hidift |68 vileerefih esaidd eighimordiingting

to claim 68, wherein said neighbor limting criterion

igitetientisthe wistancefofssdid nmeighhobnodesdtomr sitdsarsmiting

transmtting node. 70. The node according to clai m 68, '
®in said neighbor limting criterion is the

di stance of said neighbor nodes fromsaid transmtting

The node according to claim 66, wherein said node, designated with
said role of ordinary-node, transmits packets to nodes, not included in
said local routing table, via at least one one-hop super-node

neighbor.

The node according to claim 71, wherein said one-hop super-node

neighbor may change for each packet.

The node according to claim 59, wherein said network topology
database, includes a sub-network of nodes, said sub-network of

nodes is a limited number of said nodes in said network.

The node according to claim 73, wherein said network topology
database further includes entries to at least one host coupled with

each of said node in said sub-network.
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node. 15 71. The node according to claim66, wherein
sai d node, designated with said role of

wonainazeze node, transmts packets to nodes, noPCT/IL2007/000504

75.

76.

77.

78.

79.

80.

81.

82.

included in said local routing table, via at |east
one~ho n i ghb 12midT

anne R ARy 8] ClaR B, Ui, Sald] HRIBAE topglooy

ndatibzme may furtingeinthidecentrigstk ekternadl rdiiersedepled with

accordi ng to claimb59, wherein said network topol ogy _
26adhtefbeaid, npdes daesaid subynabrods pf stodesdenchs ene of said

sub-network of nodes is, a limted nunber of sajd
Bt fadlefs refibeiancier eBiadtwhiaceatbhsdi fodas m
73, wherein said network topol ogy database further
includes entries to at | east one host coupled with 30

efhb efodeni scarding ntos adlding ub3nelwherin -gxfd V\eub-network is
2007/ 122620 PCT/1L2007/ 000504 75. The node according

t opnlagynof 4 limited diyna s@itworietimiling coteriaryy  dat abase

may further include entries to external routers

coupled with each of said nodes in said sub-network

e 0f ' I o
e TR, RAERIR 16 U 7, ShBEP, 8 BBl itng
nedieritrizr thenidop duphisemo7Saidvdifieti mod@indighibordedvedid node
is topology of alimted by a network limting
chaviang said desigmatechmle ofstipetinogle.o cl ai m 76, wherein
said sub-network limting 10 criterion is the hop
nunber of said super-node nei ghbors of said node

E?Iébnﬂoaéi %ccg&%fi@@f)gﬁ%f '67,96,3\2\@%‘:‘8?{ 'sﬁ&fj%ub-ﬁ%tg@m}grlii(miting

ode according t rern said sub-

| eriigriord is ehé tdisiaprel 6f BAR Hifiteanpantiiersef duperinogés from
nunber of super-nodes from 15 said node desi gnated

weaid rade designatedswite saitbtele of super-node.

The node according to claim 73, wherein said sub-network is all the
nodes in said network and said host and said external routers

coupled therewith.

The node according to claim 73, wherein said network topology
processor constructs a network routing table, said network routing
table includes an entry for each node stored in said network topology

database.

The node according to claim 80, wherein said network routing table
further includes an entry to at least one host coupled with each of

said nodes.

The node according to claim 80, wherein said network routing table

may further include entries to external routers coupled with each of
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79. The node according to claim73, wherein said
sub-network is all the nodes in said network and said

waasd7/1amdo sai d external routers coupl ed ther eRrCTAL2020000504

83.

84.

85.

86.

87.

88.

80. The node according to claim73, wherein said

%%iiw&désquéméan@r%afér e80plds GitfeR regivepks with said
routing table, said network routing table includes an

addey for each node stored in said network topol ogy
dat abase. 25 81. The node according to clai m80,
wherein said network routing table further includes

the Mirsth. £8c8H1RG 1, £, 80° WigEh 1 4bCnGaES gBbignated
Wi el %i&airglé“ebf‘nélﬁgéﬁ\ﬂ\bhl@g ttr‘%ﬁ’is@ni’té‘.ml|{)afckbts‘f'_ettlﬁs’tined to

include entries to external routers coupled w each

afon-nefgifRratedéd, 2aaidingTiol $A6007t0rk0dutingdabledes,
said external router couples other networks with said
node. 83. The node according to claim80, wherein of

I d node, desi.gnated, . it h 1d rol. -
+ oA as0Rire b slain i3 dviisin Saif Sop HHighadr HBdes
%%Ofrgidé%,taeé rfétégtWﬂhksbid“Hdl@_bﬂk& erddodd hendidehan
according’'to clfaim 83, wherein said non-nei ghbor nodes
adrge-mopeffonrsaidgradiest trarismigting nodiee of super - node,
nore than 10 one-hop from said packet transmtting
node,anthdwitesel nsaigh dnomReighlpmndiodeiegrar &ither Hagdes,
nodes desi.gnated w,th said rol or di -nqde. .
saBnate” ML 0181 oF Rt oo, Hoierer i & freianbor
d ] by f - : i -according to
gﬁghmﬁﬁ@mﬁﬂrtéﬁpg%@ nelﬁeéﬁ%azr%r?gﬁrﬁ :ﬁ%gj%’ criterionis
t he hop nunber of said nei ghbor nodes from said
transmtting node. . . . . e
The node according to claim 84, wherein said neighbor limiting
criterion is the hop number of said neighbor nodes from said

transmitting node.

The node according to claim 84, wherein said neighbor limiting
criterion is the distance of said neighbor nodes from said transmitting

hode.

The node according to claim 59, wherein said minimal number of
one-hop super-node neighbors, when said node is designated with
said role of super-node is different than the minimal number of
super-node neighbors when said role of said nodes is ordinary-node

and when said node is designated with said role super-node.

In a wireless ad-hoc network including a plurality of nodes, a method

for operating a node comprising the procedures of:
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86. The node according to claim84, wherein said
nei ghbor limting 20 criterion is the distance of

weald/mz2ghbor nodes fromsaid transmtting nedeILB®#7/000504

The node according to claim59, wherein said mninal

nunbeldepfifyiRg et Rofiret saRA AR 08ERS ol iRIngalitht of an

node is designated with 25 said role of super=node I
dprdisagnnodaat that ofrarsuper-moodser of super - node

nei ghhors when said role of said nodes is
or d?ngggﬁqqager%hﬁnﬂe%@ﬂagﬁy dohosridi $1oglesiwhanesaid tiole is

ﬁg{e\%i?igueassg%lér—ﬁgggg. 30 88. In a wireless ad-hoc

inc plurality of nodes, a nethod for

oper athA9iAgNeWn FSIEPID BrditahlPioRIcOSREU R iRk ing
Doy ShaNiAGONn RSP BrRaihoR ?ﬁ;du %egﬁ}'ﬁé"?%ﬁ%eyd&ted
skadkbeni, rosiding tinke WwithngneHwsp afuper-noddali meignbeesiewhen
or that of a super-node; detecti n? t he redundancy of

S

<579 Fedndargy o the g1adde ds defesied,i eachsok spéd -dedlieated

5 ' nal e rdinary-nodge and.term nating |,
SEOREH Tt IBKCP R Pre RS oR ke BRBSEN 'd Bair of
sYRehoPgep&eh8gaH; sai d redundancy of the

node ic?)dgrt)ect eg,e eeg Rbggﬂsai d dedi cated backbone

rout i theteicting thel agiculatiomstatat bbsaid Modeewiren saidable is

of e-hop super-node nei ghbors; 10 detecting the
a\dﬁngﬂ?gtasoﬂrdg@%'fy%OGﬁ; sai d node when said role is

i dent Lif ] S [ -pode; changing o role.to. .
superéﬂ%@ngno&&& g@lﬁé{sﬁﬁgnf@ﬁrﬂ' d?@gpeﬁs%‘gﬁﬁ'&% said
" deiiic . . » L aht

o R Ry IPRS YARF DG, BB neithBbrs,
i whenigaid mgtictlationdfeheafodmis detecteger - node nei ghbors
when id redundancy is detected, or when said

arti agg'aﬁi%?g dharmber ofeprethon supenmade aieightore when
gé‘igﬁzér%\/iﬂorggigﬁ%h%qg Rt o1 Aeh Ve aHHENEESN 'Ratus is
detected, or when said role changed to super-node or when said role
changed to ordinary-node;
-identifying the number of one-hop super-node neighbors;
repeating from said procedure of receiving, when said number of
one-hop super-node neighbors, at least equals a minimal number of
one-hop super-node neighbors said node attempts to communicate
with;
selecting a candidate for super-node designation when said
number of one-hop super-node neighbors is smaller than said
minimal number of one-hop super-node neighbors, said candidate
being a one-hop ordinary-node neighbor or said node when said role
of said node is ordinary-node;
transmitting a super-node designation message to said selected
candidate when said node selected a one-hop ordinary node

neighbor for said super-node designation;
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identifying the nunber of one-hop super-node
nei ghbors; 20 repeating from said procedure of

woeowite2azy, when sai d nunber of one-hop super PAOAE2007/000504

89.

90.

91.

92.

93.

94.

nei ghbors, at |east equals a mnimal nunber of i
one- tanginge rowind eolge| igh bidinanr-aoded@ns: 1ieRpirating said

dedsated peckbdne auios TRkeniER e HePRBELToste prighksss:
RS20 o AL R RSk half darthiete Sty ode

agggmaﬁogpe-hop ordi nary- node nei ghbor or said node
e said role of said node is ordinary-node;

transmtting a super-node designation nessage to said
selected 30 candjdate when s %'Bd ane .sel e

d
dhe- mepthndi 3rpaoiNdo RIghbES: ¥ eg%ﬂdseprqu_O%gggre of
desi tion. - / / . .
ﬁé’[ﬁﬁ?ﬁ@ %%e'ﬁgﬁ%XFﬁ@%.rﬁﬁeséﬁaggg@ggéggg rInQ(rggtéiQﬁSd’ said
PRde e pdarhdensk hana sgtdentification wépresentatiorpof the
super - node nei ghbors, when said node selected itself
aarsmitingndodat e shid saleer ohogaid dérgr@mttlrtgq; ngdgg said
TS Gestied RSSOt I &) 202 58 WSSl naPbes of sai

Bt T R i, ool o Rt o AR R pEERS o

transmtting node, said role of said transmtting
node, said 10 identification representation of each of
fTee nediodoaccarding to claiimd 89 mdresein saith NeigbaPdes @re

rol e of each, of said,nei ghbar nodes. 90. The net hod
diaited by ﬂslghbgrﬁv'@bmgw?fﬂﬁepﬂ- sai d nei ghbor nodes are

limted by a neighbor limting criterion. 15 91. The
nmet hod according to claim90, wherein said neighbor

IFTHé tihethod according to claim 90, wherein said neighbor limiting
criterion is the hop number of said neighbor nodes from said

transmitting node.

The method according to claim 90, wherein said neighbor limiting
criterion is the distance of said neighbor nodes from said transmitting

node.

The method according to claim 88, wherein said procedure of

identifying is performed periodically.
The method according to claim 88, further includes the procedure of

deleting expired node entries from a local topology database, said

local topology database being stored in said node;
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criterion is the hop nunber of said neighbor nodes
fromsaid transmtting node. 20 92. The net hod

weacewrid2qzg to claim 90, wherein said nei ghbor PCWIL100T000504

95.

96.

97.

criterion is the distance of said nei ghbor nodes from

sthd methsdi tbiccogdingotte.cl8idn 88e wBERIH 8810 s@ifaritalation
claim 88, wherein said procedure of 25 identifying is

pefetus nisd q@ermmedarno;srtlm Wwheie saichabde dagiatgleast said

cI arm 8 rther |n | udes, t he procedure of  deleting
r%"@i B RQ ?rQ:Hﬂ“Qer aPUPBHHOsgy Nngighiiiseand at

S ing stored in said

I%Egt Ob% tg%ﬂé% ?g{fg%%gfﬁ% L2007/ 000504 95. The
met hogt ReOIONENEf tHe bhalhibB8upeheiRid ngRjihors of said nodes
self-articulation status is determ ned™positiv
sisinptrpyertexofa cortistoyncdnnectivitpyramtaor super node

nunber f su er-n nei ghbor s nd at | east. one
the f%ﬁ gngr P?gﬁﬁaon QRuOr mw—m%tn%gbb@fs thesald

Wi %33"8?% OR BRENRE e i oMon: or “ar I east

one of the one-hop ordinary-node nei ghbors of said
node i s not a one-hop nei ghbor of a super-node. 10 96.
Thiee neibadaacoertling too ataia B&8vheeesial sakhisdlf-redundancy

r edundangc t gt s true when all of the
ﬁ@&h‘% tﬁl:’@d’ylggn@ %tﬁﬁd‘ VHRY QACUrsast said nini nal
one- hop b e d
nerghborggﬁa QBSFIﬁag %E&g%ﬁégéggqﬁFﬁﬁﬁi §ﬁ%ggg>%ackbone
nei ghhgser-nbde Humbedst sdSeAy8e dleiyRBsts; %chP' m ni mal
one- hop | ocal super-node nunber of ~super-node
nei ghbor sl anfdtr@romesletbp -endinanytrodenneigaboss af saidd node
node rerrar n ative.in the ﬁvent sai d node becones
an orlGYe fgsard minimal one-hop local super-node number of

super-node neighbors; and

said self-articulation status of said node remains negative in

the event said node becomes an ordinary-node.

In a wireless ad-hoc network which includes a plurality of nodes, each
of the nodes being designated with a dynamically determined role, a
portion of the nodes are designated with the role of super-node and
the remaining of the nodes are designated with the role- of
ordinary-nodes, a method for updating routing information in a node
when the role of the node changes, the method comprising the
procedures of:

detecting a change in the role of said node:

terminating a network routing table when said role of said node
changes from super-node to ordinary node, said network routing table

includes routing entries to a sub-network of nodes in said network:
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20 97. In a wireless ad-hoc network which includes a
plurality of nodes, each of the nodes being

wdesignzed with a dynamically determ ned rol ePC&#IL2007/000504
portion of the nodes are designated with the role of

super ypadingndl lotHe ro@tired b @Ecbftﬁn@oﬁﬁéhéhges in a local
f y d met hod

designated With the role o or di nar y=nodes,

f topalpgwnt databaset iofigsaidf nodet isaidi local modéngstalilenincheles
rol e, of éhe node changes, the nmethod conprising the
pEBHiafupPoWes tadeighbegnadesange in the role of said

node: ok SN, bl 158ob. b L SIE T By, pre
N I e s Rt
Viakle 0 actaatiaglyPCsald. 208 drk0 i0gologyatdatgbasé ofrdludes the

routing table according tqo changes in a |oca

t tRRAIegY of seithayb-RAtWAIK T egeS; sai d | ocal routing

tabl e_jngl.ude rd 0 s to nei ghbor, nodes: .
excharsenNaET et shDIdhy URdRE sidsiaet 88 dadding said
0 n UpgatdME@ nahghbggigan r i
OO BT PHatRR, 28ha ] Sl HeWaRt | vekiifg table
t apobrlinglgat abase i ncl udes the topology of said

sub- networ k of nodes; receiving network topologK
updat BaneRutinss nefwaikdtanalggy abpdatrt Messagesolt@gyne-hop

d n ' etwork .routing, table .10

BBPARGR) helPeR AR r RneBdsRol plpsal topology
TBBEASE BACNBUAARg SHRCIoC tBUNRLORIME S sARE Kkl NBpbibgy
changes in a | ocal topol ogy at abase and updati ng
sdathbassinchudes eptriehbfnehibdrinacs oogaidayyde;

dat abase includes entries of neighbor nodes of said

node; 15 98. The nethod according to claim97, further

i pel u r ur e pf Sj ting,the aone-ho
98. sdbs gﬁi@é@%&[&gﬁﬁﬁﬁsfo&lg%&@t gz,at;ﬂﬂ?a%rrm%lué]es S progedure of
designating the one-hop super-node neighbors as gateways for
forwarding packets in said local routing table.

99. The method according to claim 97, further includes the procedure of
transmitting network topology update messages to one-hop
super-node neighbors according to changes in said network topology

database;

100. The method according to claim 97, wherein said neighbor nodes are
limited by a neighbor limiting criterion.

101. The method according to claim 100, wherein said neighbor limiting
criterion is the hop number of said neighbor nodes from said
transmitting node.
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forwardi ng packets in said |ocal routing table. 20 99.
The nmet hod according to claim97, further includes the
worowadure of transmitting network topol ogy updame2007/000504
nmessages to one-hop super-node nei ghbors according to
o HBJSAd k ok ey i « limiti
O g D ol 08y wiER bR AR btk limiting
neritdrian istiiedisiance ldf redid deighldomroded drorhigaid itrsmsmitting
criterion. 101. The method according to claim 100,
n said neighbor Iimting criterion is the hop
nunber of said nei ghbor nodes fromsaid 30
transmtting node. -71 WD 2007/ 122620
1020 The: 0 di L ol =1 ;
10857 EREOUREBAING? o TSRS WBERTA LR, 10U, s
diassaoiated fwithnisdich eiefgiiioor nodes dridstaraddint sgidsiachl rogting
node. 5 103. The nmethod according to claim97, wherein
siaklers selaientp apdeissand taaideast ede kiash cosiptedwitiheaeh said
nodes ,and stored in said local routing table, relate
t&e#3§§¥'5 %0 at |east one host coupl ed with each
said neighbor nodes. 10 104. The nethod according to
clai m 103, wherein said routing entries, associated
104niTHe saeithode agbbrdingotteslaimmyl 03| wheréia exsiceiroating entries,
routers coupled with said nei ghbor node, said
esspgiated ofuﬂersgaui dgigBberingdese daay vietatediohexternal routers
net ks. .45 105. The nethod accqrdi,ng to claim97 .
whelBlei withd srit naiglefit nodle. g extethal oS cadile said
r ' non- nei ghbor nodes and to the,
tﬁgkgggygzg@%%hgéﬁggﬁsboupled wi th each of said nodes.
106. The nethod according to claim 105, wherein said
routing entries, 20 stored in_said network routing _
10%. dihee mathpd @aaesdingeitat slaim &t ewhereinr saickrroutings gindries
routers coupl e

ﬁé?q\%,%lb\éo%ﬁ{l ﬁ)se@\ig%af)lﬁé@ @3 I’cable, relate non—nelg%rc])(rernodes and to

the, the at least one host coupled with each of said nodes.

106. The method according to claim 105, wherein said routing entries,
stored in said network routing table, may further relate to external
routers in said sub-network, said external routers couple other

networks with said nodes.

107. The method according to claim 97, wherein said network topology
database further includes entries to at least one host coupled with

each of said node in said sub-network.

108. The method according to claim 107, wherein said network topology
database may further include entries to external routers coupled with
each of said nodes in said sub-network of nodes, each one of said

external routers couples another network with each of said nodes.
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107. The nethod according to claim97, wherein said
network topol ogy 25 database further includes entries
woaoEt12ke@ast one host coupled with each of saPdTmDIWE7/000504
in said sub-network. 108. The method according to
cl aim 107, wherein said network topol ogy database nmay
further include entries to external routers coupled
109. Theh mébodaakcofdisgi to miam O, sehereinsaidt agbnaiwork of
nodes, each one of sai t er nal oubér coupl es
RRGERds arimiied DURREF ehRdsS I8 Seif K .72 wo
2007/ 122620 PCT/1L2007/ 000504 109. The nethod
according to claim97, wherein said sub-network of
e 'l‘é)“@%‘ln’PﬂO@d%eréinSQan rebwestwork of
110'??% ﬁ“%eoge?ﬁg% according to cl'aim 109, wherein said
noblesds limitecbby annelweorkdinitimgt erifetipna net wor k | i miting
criterion. 111. The nethod according to claim 110,
wherein said sub-network [limiting criterionis the

h of, g of, 0,
1. n0Be oy astardodi BRoe BT D SRPEEEI, Saidics i fptwork
fi t|ﬁ§t&ﬂ€&§ﬁqgrtﬂbnﬁob%lﬁh@bmdfléhldvﬁl%@tmbé@nblghbors of
lTmting criterion is the distance of
sald:lnbdmhamlngmlsartcédeefgrratpdrrolmdésuperr-nndeal d node
designated with said role of super-node. 15 113. The
nmet hod according to claim 97, mhereln sald sub- net wor k

i-hcl ude I | nodes. i i et n
112. G4 HIEInG bR o clatfiof 105 WD Sl 58 Hepork
|HH§ cﬁﬂé H'lé‘%é @hé’cbﬂb@dﬂé’ald\/ﬂmtéﬂ huﬁr&béf of super-nodes
sub nét wo further include external routers
<fmmlwidwdde @wgnatedswmm saidaolé of sgpernedp- net wor k
of nodes, each one of said external routers couples
anot her network with each of said nodes. 25 115. In

112201508 QRN . 87 HlehdL 4 Bypnetwors
gfm&sdam FRIdS %eéﬁﬁnh@fw’or'k%ﬁd atdeRSr bherhet dquoled

es are |gnated wth the role of super-node and
W|th each of said nodes.

114. The method according to claim 113, wherein said sub-network may
further include external routers coupled with each of said nodes in
said sub-network of nodes, each one of said external routers couples

another network with each of said nodes.

115. In wireless ad-hoc network, the network includes a plurality of nodes,
each of the the being designated with a dynamically determined role,
a portion of the nodes are designated with the role of super-node and
the remaining of the nodes are designated with the role of
ordinary-nodes, a method for updating routing information in a first

ordinary-node when a second ordinary-node joins or leaves the
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the remaining of the nodes are designated with the
role of ordinary-nodes, a nethod for updating routing

wonbwrezoon in a first 30 ordi nary-node when BCSECNTI000504

ordi nary-node joins or |eaves the -73 WD 2007/122620
PGhe-hap 0 Hedgborhamte - bbptheei frdiordrdatarytnade fthestmethod
ordi nary-node, the nethod conprising the procedur es
oﬁoml@f@iﬂgﬁbﬁﬁoﬁﬁ@w&ﬁ @fing or the Ieaving of said

h
ﬁifSﬂﬂ% B theL ARy of c’fﬂs [§=Rg, o RBEL %%QP& opg-hop

i ofy-the t
ordl nar noéee ﬁdcgrr% a:(hbocg routi ﬁ]gé?hgf) en sa Sé]a"d first

segdimarygigtienary-node is identified as | eaving said

one- ho elghborhood of said first ordinary-node,

sai d |dg¢enng olii@ ngouting e betil"}hgoét thed routecatth  ssichosecond
r nodes of, each

GURINBRIER n ot nipcaby roulingdBBi sl s asacond
S thry HALH YR TS0 kS e RlorfeOHob NeibABbFood of

nar nti

| e2yd l‘ﬁ@slsérdinafyenbdé Baiogrdmrl h@gﬂngftabﬁ@lb@n‘fg kfdred in each
ordi nary-node; 15 addlng a routing entry of said

s éwsiedand dndadeswouang enddes to neighbennodes of &eich nadsi

22 SRIAN T A s SRS S S8 scond
RN 0 S T s

sexdirthry4{bdy & ndentifleel asi I%awﬂﬂyfslaid %@ﬁopm@ghboﬁﬂb@d of
one- hop nei ghborhood of said first ordinary-node.

15a@id fired orcinary-reder di ng to claim 115, further

i ncl ude the qcedur asi n the roces | of
host & Foriinaniy 0" seid Saeandmeiiaginate 1 said local
2?39tlﬁ§°t8§g%g\7rlf%ﬁ‘|§gbﬂ ?8? ﬁ'flﬁg'g @X%é@é‘?@ﬁ’d ntlflecijas joining

n@wbﬁehﬁos refighborhood of said first o\r/ollirqgr;ﬁlode
adding routing enfries associated with said second
ordinary-node, to said local routing table, when said second
ordinary-node is identified as joining said one-hop neighborhood of

said first ordinary-node.

116. The method according to claim 115, further includes the procedure of

ceasing the processing of host routing information messages
received from said second ordinary-node when said second
ordinary-node is identified as leaving said one-hop neighborhood of
said first ordinary-node,

wherein, said host routing information messages inform one-hop
neighbors of the node transmitting said host routing information

messages, of at least one host coupled with said transmitting node.

-74-



10

15

20

25

said first ordi nary-node, wherein, said host routing

i nformati on nessages i nform one-hop neighbors of the
waaoE/ikz@nsm tting said host routing informati 8aT/1BM07/000504

nmessages, of at |east one host coupled with said

117t Thes methiooy awaieding? 40WOIRA0 71 1@2264krein said host . routing
PCT/ 1 L2007/ 000504 117. The et hod accor di ng to claim

1hdormalierimessages say fustherrigfornmsaichanedroprasigipess of a

in sai d one ors of a route

EPtugiter Afernal FoePE souPlRH il 3 @t masdaosald sxjemal
e?&ﬂéf@lﬁuﬁ%ﬁfé rféiwalr@sl g&ggggd @ﬁ&&m ks to said node.

5 118. e nethod accor afm 115, further
i ncl udes the procedure of comrencing the processing
of host' routing information nessages received from

118shha methntiaseardiagtoralaien ilén fisdher smbudes the procedure of
og&i na%l?{-.nodﬁlﬁis identifi e(f*l as .j oinjng said one-hop
nEY'GRBOIHBEAS Progessing of astoryting: jnfesenationn mressages
SEd i t ti [ [ : [ m gne- ho
n??dgérh orsflgO?Ht hée]ég(rjm e%%s@n@ﬁ?ﬁéﬁggéd \Wég rqﬂﬁi é&%ond
| ofdinamtnode iseRisrtiied 88 jeinih@aHid Vit
Wi th gd transmtting node. 1% 11|9. The@epﬁwﬁﬁow of
atdidrfirshgrdinacy-aoale118, wherei n said host routing

further inform said, one-hop

o .
nei qBBPEIDr S50 Pt Eoutinc AfarRlion snessaces iTPen Ghe-hop

R TR R
cineissagés, ofbielezist o3 lostaidlipled vﬂﬂﬂgéicﬁfra?ﬁggﬂhb%@é(

a neighbor limting criterion. 121. The ne
according to claim 120, wherein said neighbor limting

1197 Tt Bisdfod; aepedings Hogim 143, Whe' el HSidaBest douging
:immtmﬁ%s%semysﬁirﬁlel??ﬁo?mﬁﬁ bife-hopRlighBors of
route to external routers coupled with said other node, said external
routers couple other networks to said node.

120. The method according to claim 115, wherein said neighbor nodes are
limited by a neighbor limiting criterion.

121. The method according to claim 120, wherein said neighbor limiting
criterion is the hop number of said neighbor nodes from each of said

nodes.

122. The method according to claim 121, wherein said hop number is
equal to two.
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-75 WD 2007/ 122620 PCT/1L2007/ 000504 123. The met hod
according to claim 120, wherein said neighbor limting
wonrbi7aezan i s the di stance of said nei ghbor no#es/1£200T000504

each of said nodes. 5 124. The nethod accordi

| ; rding to.,.
123. THeahiBthdE, avdonding teatldimol2@swheseini saish heig s Jing
second ordi nary-node j nc| de r tes t,0 0 :
chiterion deupeedisipnge i §a rdf‘ﬂgﬁafﬁﬁ% %%%Esa?ﬂ%d
nmef hod according to cI aim 124 wherein said routes
ciated 10 with said second ordi nary- node nmay
further includes routes to external routers coupl ed
with said second ordi nary-node, said external routers

124. TIRMPhEhohaEcoling tisclairn H 5 wherseis. Saldeoutes \as,sgp@ggd

ad- hoc network, the netvvorklnlude a Iur Iﬁé ost
widhl esaid sm:w@bnrdmaryr@qdﬁj&d% eng 5 oL

dynam ca deternm portlon of the nodes
Fe@@'@@é’vlghg%"gds%’q gmﬁgy-@bg?«- super - node and the
remai ni ng of the nodes are designated with the role
of ordinary-nodes, a nethod for updating routing

125. TRé %armdcpaccardmﬁ tor dlaivar yzmowaammnsaudsmﬁes rﬁfv‘&@c'ated
joins or |eaves the one- ho 20 nek borho ﬁ s to
wittl sait)- seeend ¢ AEIRErDAdSoRBRY < Eifhéncb'rd&éed’ﬂ 5

g{g@éqlaglﬁ?;t@ﬁc rl,sggrﬁciq@ehoh/g'tlﬂgsg{gelgﬁ%&ﬁﬁ“éggﬂ fys—ﬁléblé said
aLfliar i Raecodslesihes ietRorieidinaataident the rout e

d super-node froma 25 local routing table when
said super-node is identified as |eaving sald one- hop
nei ghbor hood of said ordinary-n de sai_d

126. (mbikclese adghat aeduork tagcheiIE TBAKYIESA B 9“ %ﬁﬂ‘ﬁggs
E%H eﬁ Y ndlgghg g%gfgﬁﬁ&ddf\&ﬁsal wgﬁlﬁbﬁg'd&emmed
b ARG FELbmanonksSersaspatmitesipnt e o o
SRperiodenany-thedesmaining of the nodes are designated with the
role of ordinary-nodes, a method for updating routing information in
an ordinary-node when a super-node joins or leaves the one-hop
neighborhood of the ordinary-node, the method comprising the
procedures of:

Identifying the joining or the leaving of said super-node from the
one-hop neighborhood of said ordinary-node;

deleting the routing entry of the route to said super-node from a
local routing table when said super-node is identified as leaving said
one-hop neighborhood of said ordinary-node, said local routing table
being stored in each node and includes routing entries to neighbor
nodes of each node;

deleting routing entries, associated with said super-node from
said local routing table, when said super-node is identified as leaving

said one-hop neighborhood of said ordinary-node;
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-76 WO 2007/ 122620 PCT/1L2007/ 000504 addi ng a routing
entry of said super-node to said local routing table

woheet/122d200 super-node is identified as joi ni ngPE®&iII2007/000504
one- hop nei ghborhood of said ordi nary-node; adding

rout i adding 1@ ecutirep enitat off said BugRirchsde & -sxddochProuting
said 5 local routing table, when said super-node is
i tRblei whan $8id ssuheignede dis identifigd rasi goibincg aldobne-hop

sai rdinary-node. 127. The, nethod according to claim
1§§?ghothﬁ’8fj Qfl;ﬁﬁ'ﬁ@éé'qarﬁ)é' edure of ceasing the

pr ocegsi ‘ i ' (Ol ; 1 .
Fecer oy Souitss rifes dtochR R S i adae b said
| il irbutidg atabld, aaen S eiaislipeiadi i Ricifiedhas Joiing said
sai d ordi nary-node, wherein, said host routing

i Anerher ineighherbegdxf said @rdinaryerdds nei ghbors of the

node transmtting said host routing infornation
nessages, of at |east one host coupled with said 15

12, TS g S AT g o
negabing hige | proeessitg doPNgodtorothghhnfointttior? ﬁ@é%ﬁges,

to external routers coupled with sard other node, sai
ek@eeivad fran saidtstiperawmgs, evbensait superiodeissidentified as

transmtti nqde. 129. The thod ,acgording to claim
1%‘”?%@?@8”?&@%8@@ wﬂﬁpge&tgﬁﬁ'@% INakY ing the
pr oceggingi-of t ti 4nf ' .
recei ?/@(?? ?Irngmés%g(?d @%gerraﬁg é %@%ﬁ&ﬁﬁ%&%&e ilgform
| daethdp edefghbots jofi the g nvaled @Qﬁsﬂﬂﬁﬂn@e'moh'@@?dr&fting
sai d ordi nary-node, wherein, said host routing

i ifefrratipbn Messagess iofif at nleasé- hop  host gbbupkedfwithe said
npde tr.gnsmtti ng said host routing information

nﬁ?gﬁag ',ngo'flog?' | east one host coupled wth said

transmtting node. 30 130. The nethod according to
clai m 129, wherein said host routing informtion

128ﬁ§hsggﬂethmv davortiielg 1tof efdihs af 27 oRghdreih NeaidhbRIst Rluting
a -
information messages, may further inform said one-hop neighbors of
a route to external routers coupled with said other node, said external

routers couple other networks to said transmitting node.

129. The method according to claim 126, further includes the procedure of
commencing the processing of host routing information messages
received from said super-node when said super-node is identified as
joining said one-hop neighborhood of said ordinary-node,

wherein, said host routing information messages inform one-hop
neighbors of the node transmitting said host routing information

messages, of at least one host coupled with said transmitting node.

130. The method according to claim 129, wherein said host routing

information messages may further inform said one-hop neighbors of a
-77-



10

15

20

25

30

WD 2007/ 122620 PCT/1L2007/ 000504 route to external

routers coupled with said other node, said externa
woaui7aes2ecoupl e ot her networks to said node. 1BQT/1T1087/000504

met hod according to claim 126, wherein said nei ghbor

nrolee @ extérnbl rotieds mpupledivgtibeaid omérl nede! shRrl efternal
132. The nethod according to claim 131, wherelin said

nEdUWRBE® coupla othey nefnorks i@ faidsnode. hop nunber of said
nei ghbor nodes from each of said nodes. 10 133. The
met hod according to claim 132, wherein said hop nunber

151, SpeBlod BckHRind 16 085 125, LS 35 FRBE i e

tlﬁmit@idSbyﬂaO@eiﬁhbbﬂiimim@ ghitsriornodes from each of said
nodes. 135. The nethod according to claim 126, wherein

said routes associated wth said super-node include
132, $her sl aeeSioind atiin EEbOMBEREI: Saist Befahiiss, imiting
PEAFI RE1 RO PR 00 20 deidhhlh 3PS Lo cai

caogked with said super-node, said external routers
coupl e other 25 networks with said node. 137. In
W rel ess ad-hoc network, the network includes a

plurality of nodes, each.of the npdes bein )
13358k MiRthad,ABRORIg HarCIaiN yl Mot WPRTSIBISaRGep AUMber is
p j the nodes are designated with the role of
3%%‘5@@%%%@ and the remai ning of the nodes are
designated with the role of ordinary-nodes, a nethod
for updating routing information in a -78 WO o
1342007/ metbed acTpndirzy 4@/ daims o043 updiereind saith agighbor limiting

dj - i.0i I h - .
iR i dhe R RS afesaHoneioNBeE RadsbdremnBact; of said
t RBdes.

135. The method according to claim 126, wherein said routes associated
with said super-node include routes to at least one host coupled with

said super-node.

136. The method according to claim 135, wherein said routes associated
with said super-node may further includes routes to external routers
coupled with said super-node, said external routers couple other

networks with said node.

137. In wireless ad-hoc network, the network includes a plurality of nodes,
each of the nodes being designated with a dynamically determined
role, a portion of the nodes are designated with the role of
super-node and the remaining of the nodes are designated with the

role of ordinary-nodes, a method for updating routing information in a
-78-



procedures of: ldentifying the joining or the |eaving

of said ordinary-node from 5 the one-hop nei ghbor hood
wohowarzb2euper - node; del eting the routing entr pCofiL1ohB000504

route to said ordinary-node from a |local routing

t sbperwogie sehdnoadi wadiyanpaedes joitentorf leslets theavhechop
sai d aone-hop nei ghborhood of said super-node, said

| feighhaiicody of athe BEPRENedS: ethe n neaitipchodemypiiging the
[ gééxd routing entries to 10 nei ghbor nodes of each

n ,eﬁirle@‘t?ng routing entries, associated with said

g sl . _
oni | gl W& Toint Or (AENealfY b Reid R fingfhiode from
oitiee bop-hep gisighbodtboef obsdid supeinddgste; adding a

routing entry of said ordinary-node to said | ocal
rout i A§letirng thereuting enéryi of thedioutetorsaid drdinary-node from

<5 Roel 5ERIRS deBlEl S%@ﬁ?oﬁ@?éﬁnpﬂébgZ‘{Eéégﬁé’ﬁe%gleaving
1580 PP RN, 5P s chatpbos Seldtobabl yng

otebleopeireg gdtoeed oird ezichs Modies wprl -inclddes2Podify ditgies to

met hod according to claim 137, further includes the
pﬂ@@’thﬁref'iQdeSQg@@iCthQdﬁ processing of host routing

i nfor i,on nessages, . received from sai. .
or ) nIP IR ESTGHE Ehtied; Snciatesl WERSHId ordinarymadesfrom
a j tid~y 0P850 i r ~Sdkdie e
oS3l RiLHL roglifgn BODRulh S0 BRAGaR-nS ks, dgpifisd @
misenAng said ohe-hop ey hiserhosidabibsdig sfpdritodwde
transmtting said host routing infornmation nessages,
of at adding aoipuitingsenity wilsaid wrdinasyindde taasaid kocahgouting
n . 30 139,. The et hod according to claim 138, .
mﬁ?j?ei& W?‘§ i aaicb Srdingynege f%ffg‘?fﬂ&tchﬁ‘%&@'&gégldnaye-hop
f ' r ' - .nei ghbors of -79 WO
2 S g ST 8

adding routing entries associated with said ordinary-node, to
said local routing table, when said ordinary-node is identified as

joining said one-hop neighborhood of said super-node.

138. The method according to claim 137, further includes the procedure of
ceasing the processing of host routing information messages,
received from said ordinary-node, when said ordinary-node is
identified as leaving said one-hop neighborhood of said super-node,

wherein, said host routing information messages, inform
one-hop neighbors of the node transmitting said host routing
information messages, of at least one host coupled with said

transmitting node.

139. The method according to claim 138, wherein said host routing

information messages, may further inform said one-hop neighbors of
-79-
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a route to external routers coupled with said other

node, said external routers couple other networks to
wealw/iez@ansm tti ng node. 140. The net hod accor 8CTAL1007/000504

clai m 137, further includes the procedure of 5

C4 THRRC1dExidiRaPFAREFS cOpIRY \Nﬂﬁtseﬁé]’ \Jth8AnbBEOS AR} égl'érnal

nmessages recelved fromsaid ordi nary-node when sa
oralitery goumsleeother networkd teesaialstransmittipgswde.one- hop
nei ghbor hood of said super-node, wherein, said host
routing informati on nessages i nform one-hop neighbors

140281 5o URUE LSRR 6 e o, 50l B LK L BPRARR o
PR dopdingToF S ekune AL Haldmges

nesceived héom nisaiidn sadithapyeroblep whephlszid @rdimarymdde is
to external routers coupled with said other node, said
eideatified asipinipgtsaid aw:ppp naighbornadeksaicbsydperdnode,

o b anr SR Py oSk DL 6o
81 155, PN S SECEA L S ation

| haszagespofatieast @neshost cwuglbtavitinedas tranemitiinghnode.
said nodes. 144. The nmethod according to claim 143,

wherein said hop nunber is 25 equal to two. 145. The
hod cording to claim2l42, erei n said .nei.ghbor ..
141, T hiy frhoe) AdBrihd’ 48; a1 dhcuiatel aifc i ofouting

n : aosle - :

P@&?Iﬁﬂéﬁ@?fﬁ%ﬁ%ﬁé%ﬁ@éﬁ%e rrefI Loorﬁpggggcr) [ nh;&?ﬁégq al mg of a

1doutevioeeriemakbicutees tootipbss odtlataidl otdhnededsaid external

ordi nary-node include routes to at |east one host

c telieesi couplenotheir adwiesks tvgaid Boda7. The net hod

according to claim 146, wherein said routes associ ated
142. The method according to claim 137, wherein said neighbor nodes are

limited by a neighbor limiting criterion.

143. The method according to claim 142, wherein said neighbor limiting
criterion is the hop number of said neighbor nodes from each of said

nodes.

144. The method according to claim 143, wherein said hop number is

equal to two.
145. The method according to claim 142, wherein said neighbor limiting

criterion is the distance of said neighbor nodes from each of said

nodes.
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146; hbe aethad gicesingy oo Fizay

with said ordinary-node may further includes routes to
external routers coupled with said super-node, said

wexb@Ernzd20r out ers coupl e ot her networks wi th airarL2007/000504

node. 10 148. In wreless ad-hoc network, the network
37, v@ﬁrﬁlrbsatdwéow@éeassoc'ated

TP 5E OB REn R ot SELRG, Il ToRERoEChpbf sypled

SYRRs418 ddee renmining of the nodes are
desi gnat %lp\%‘?ﬁ dt?fe rol e of ordinary-nodes, a nethod

for updating routing information in a 15 first
er-node when a second super-node joins or |eaves

147? Wge maéhch@pam@fr@lnlotqwgairrbﬂ 46havhierest sgu:bé@ut@@desswated

sSin t,he proceduyres.of: ldentif
Jw'ﬁ 19 BidigaRdnotfo iy Bt ifices ploliessdd pifernal
[ 0 5 t ;
QLTUERS CRPIEE WA EuBRr NBUE, Sl et (okfiErs EBuple
s otresr-metdork$ woth saidatedler outi ng tabl e when said
second super-node is identified as leaving said
one- hop nei ghborhood of said first super-node, said

148; REPHRASSS a0 ReBub dbelricuiy Rafiaes A S1iBeh nodes,

n a

e SEUR B LBROEN i sl apreminec
seslendas pottiomode the | dedés f aedl deslmatedgwnﬂﬁl ihe role of
one- hop nei ghbor hood of said first super-node

eﬁ@ﬁah@pﬁl@ aed vibekrenopiping of dheanedes aetdesignatesb witidthe

wh d d d d
BB AEp 5L S T6E8R PR T o
d t
SHES" SRSt WRIE AndhonS MapdFaNE, b geqpos he

200eéHeR p2igHNorhbbA0sF AheOls0 4uper-mpdet, dhe néthoercdmprising
super - node and |nclud|ng a sub-network of nodes, said

Ulﬁﬁé@ﬁiﬁdu{eéfo nodes |s a l'imted nunber of said nodes
'S? of:!]c?qrﬂ 'Rgh Jomlng o \fﬁe lTea[n(/lllrjltg S séua lsgcgnd s%per-node

to the one-hop neighborhood of said first super-node;

deleting the routing entry of the route to said second super-node
from a local routing table when said second super-node is identified
as leaving said one-hop neighborhood of said first super-node, said
local routing table being stored in each node and includes routing
entries to neighbor nodes of each node;

adding a routing entry of said second super-node to said local
routing table when said second super-node is identified as joining
said one-hop neighborhood of said first super-node;

exchanging network topology databases with said second
super-node when said second super-node is identified as joining said
one-hop neighborhood of said first super-node, and updating a

network routing table accordingly, said network topology database
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super-node and includes routing entries associ ated
W t h non-nei ghbor 5 nodes; transmtting network

woapwiiezso updat e nessages to said second SupePEMEO®NT/000504

149.

150.

151.

152.

accord| ng to changes in said network topol ogy dat abase
P gciﬂ datPleperdiiddantd inRRYMIRG! & Mw\hork of

t opoFogy at abases are exchange; 10 receiving network

trmmé@gsraldpﬂm-aetwedagéacﬂesmssalImnﬁectmmnbeupélsarcbmedes

and updating said network topol ogy database and

Bt ®Bick nefworkg seithinetweskr UG tableehaing ster %" each

net wor k dat es J ncl udes chan

ot B DRl i R AoSeR R ity TR neiohbor
t £9y 15 dat abase of each super-node in said

networ’k. 149. The met hod according to clai m 148,
wher ettrarsanitting netwaorketopolegy wasixiei rabedages to swd:l second
second super-node, stored in said |ocal routin
t3Upes-nede aBecelsing e shasges iansaidnetmeik p@gtomsdatabase

| ed id 20 d d 150, Th
QL aé“cﬁslpafa@ppboqyi SRR g TS sapoooy
hb I t t
BSEbAES e Bl ¢ ne arbor 1im i o ert on

sai d m@\hhgrnétwnrkltopolagy uEdatm mess$ded fronm waick rseciond
sai d nei ghbor nodes fromeach of said nodes. 152. The

r@um@dna ol rigpdading élatd retwoik deppledyaratahasenangesaid

30 2007/122620

CP_%%%’#'%H@ Qtﬁ ?Lg%or thod according to claim
150, b i
0 T S AN O 3k 108 s

neaieisnetwdik4topdieg yreidiabaeecandildh@rigesclrasmdl&ﬂ:al topology
wherei n said rout| ng entries associated with said
ndatahsasghobeach guper-siosedn saidatworlet wor k

The method according to claim 148, wherein said routing entries
associated with said second super-node, stored in said local routing
table, relate to nodes hosts and external routers coupled with said

second super-node;

The method according to claim 148, wherein said neighbor nodes are

limited by a neighbor limiting criterion.

The method according to claim 150, wherein said neighbor limiting
criterion is the hop number of said neighbor nodes from each of said

nodes.

The method according to claim 151, wherein said hop number is
equal to two.
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routing table, relate to all the nodes, host and

external routers in said sub-network. 10 155. The
waorbitad2@ccordi ng to claim 148, wherein said PCT/IL2007/000504

sub-network is topology of alimted by a network

153' Tmet mahéal 4&drathg 15%laifel SI?t\'N/ﬁ@ré‘iﬁCQéi@i Reighbot! ithiting

5, wherein said sub-network limting criterionis
thl&telnm isirther distarsee of ssgidr heigidonengtés rfroraf eadh of said
sald node havi ng sai d designated rol e of super-node.
189deS§he net hod according to clai m 155, wherein said
sub-network Ilimting criterion is the distance of
said limted nunber of super- nodes from said node

1549FRIARtAE "\‘abboﬁﬁhgofd"c%l R Wi'té‘?l i ugj ]ﬁéﬁtlnbneﬁtnes

W rel ess a hoc net

passatiated QMthnsdlelsnoaandalghbothnodeéestdaltsmgn sald network
desi gnat ed w dynam cally determ ned role, a
peRutingh ahlet r@atﬁ)é@glldh@ npdeghasand entarnal rcwt@rs)fn said

and the remai ning of the nodes are
dgggiﬂéﬁ@gkvvith the 25 role of ordinary-nodes, the
super-nodes formthe routing backbone of the network,

a method for determ ning by a node an alternative next

155hdhei methodutecbrding atopataint 1s48)r wheneithe shirl subansvork is
destinatiaon _node, the node being part of the route,

t Rpalegy el aclbmpedding nefworkp ligdda caterion. 30
identifying the role of said node; -83 WO 2007/122620
PCT/ 1 L2007/ 000504 determ ning the nunmber of hops from

1563?P@ rf’ﬁgfhd(?) §&ddtHd ekl%t géﬁﬁ?“l@ét '\ﬁﬁeﬂﬂﬁeswnst?@hgtwork

e is ordinary-no tifying one-

olihitireg \cribeden rigithbbloos menbeét ef reid \&IpEﬁ’MOd@(WBgWW& of
said role of said node is super-node and when said 5
n§aiskRode hayiig sashdesignatemd eolefsstiRepaede:

destination node is not greater than a nei ghbor

limting criterion; identifying one-hop super-node

157NTheNRRBthAF AEERURRY 1168 I 155, wherein said sub-network
limiting criterion is the distance of said limited number of super-nodes

from said node designated with said role of super-node.

158. In a wireless ad-hoc network, the network including a plurality of
nodes, each of the nodes being designated with a dynamically
determined role, a portion of the nodes are designated with the role of
super-node and the remaining of the nodes are designated with the
role of ordinary-nodes, the super-nodes form the routing backbone of
the network, a method for determining by a node an alternative next
hop in a route from a packet source node to a packet destination
node, the node being part of the route, the method comprising the
procedures of:

identifying the role of said node;
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hops when sai d nunmber of hop fromsaid node to said
packet destination node is |arger than said nei ghbor

woieTtizzggocri teri on; 10 abstai ning from transnmPCrTimm07/000504

159.

160.

161.

sai d packet when alternative next hops are not

i dent déterthinings Wiee diungberabfl hepekfbnt Qaft %lo%cfc?ggWﬁﬁcket
of said identified alternati ve next hops: 15 1 . e
neesRRtiRE Bodenyhen s(al@rcnlellsardmmmasd§au d_nei ghbor
Limt ccriterion is the hop nunber of said nei ghbor
nodesiIEPYRag; e Hop, SrinannEbABdasiahbers 'ﬁﬁﬁﬁl’f@[ diye next
; t i 9 i n.saj op_npunper | .

oho0s Aient Sal 3618 11°sa sl o L fhAoRoAUTHES hen?Saic
vieimien ofdisbsfroghBard hbekttbnhid Pddket 'd@(%tihétibﬂ‘:hodte is not
di stance of said nei ?hbor nodes fromsaid transmtting
nd@ateptharga neighbor limiting criterion;

identifying one-hop super-node neighbors as alternative next
hops when said number of hop from said node to said packet
destination node is larger than said neighbor limiting criterion;

abstaining from transmitting said packet when alternative next
hops are not identified:

forwarding said packet to a selected one of said identified

alternative next hops.

The method according to claim 158, wherein said neighbor limiting
criterion is the hop number of said neiguhbor nodes from said
transmitting node.

The method according to claim 159, wherein said hop number is
equal to two.
The method according to claim 158, wherein said neighbor limiting

criterion is the distance of said neighbor nodes from said transmitting
node.
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