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[0017] Figure 5 is an exemplary block diagram of a Client Application hosted on a
remotely accordiﬁg to one embodiment of the invention.

[0018] Figure 6 is a flow chart diagram for checking a file or multiple files of
entries and performing the appropriate operation according to one embodiment of the
invention.

[0019] Figure 7 is a block diagram of interaction between a Master Do-Not-

Contact Server and a Client Application illustrating add and delete functions according to
one embodiment of the inyention.

[0020] Figure 8 is a flow chart of a Client Do-Not-Contact List Application
adding or deleting entries to a Client Do-Not-Contact List according to one embodiment |

of the tnvention.
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understood that the invention may be practiced w thout
the specific details of sonme of the inplenentations
and enbodi nents. In other instances, well-known and
DEINdEES BPICRIFEWN OFSHREBNVERTIOANd t echni ques have
not been described in detail so as not to obscure the
[0028) ent i om thOfeltomiagdedcAPREn] ndmerius apeccdepizamat us f or
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un S Tt ity and frehniiee SBVE RO Chrst ETibes B s not
to HcRRURECRRERATIn. | 1 St Wi thout revealing the identities
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contact nunbers, etc. Conmunications medi a where such
OVI I sts may be val uable include, but are not Iimted to,
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[00R6} s, danmkihos Yad gifaratusior treatdiy) ireplemehieg iand héministering

machi nes, et cm%aOOZ?] .Figure_ 1 is an exenpl arg_ bI_ock )
nogtreygekipg ¢-nat- iC} ’éﬁﬁ%ﬁlqe?f@lbﬁg- JBese9RiIgrgaling do-not-contact lists
allow the benefits of do-not-call lists to be brought to more-efficient communications
media. In addition, the non-revealing do-not-contact list provides notice to entities to not
send communications to entries on the non-revealing do-not-contact list without revealing
the identities of the devices, their addresses, user accounts, contact numbers, etc.
Communications media where such lists may be valuable include, but are not limited to,
electronic mail (e-mail), instant messaging, web sites, domain systems, mobile phones,
facsimile machines, etc.
[0027] Figure 1 is an exemplary block diagram of a non-revealing do-not-contact
system according to one embodiment of the invention. The non-revealing do-not-contact
system illustrated in Figure 1 includes a Data Collection System 100, One-Way Hash
Engine 200, Master Do-Not-Contact (DNC) List Server 300, a Master DNC Database
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system accordi ng to one enbodi nent of the invention.
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the Data Collection System (100), the One-Way Hashing Engine (200), the Master Do-

Not-Contact List Server (300), and the database (350) are hosted on a single device, in an
alternative embodiment of the invention, they are implemented in a distributed scheme

(e.g., implemented on multiple devices in a local area network).
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retr in_one ] t . of th . ..
crftRg b G T ol Ghe B RBE ol B CAFER Bherisact Fist Applications
(46M8nidBX: Wan %éﬂaﬁ&%@@i&%ac‘t tResdet @00PAa a network. The
Not - Cont act List Server (300), and the database (350

netwarkloaw beestanishedsiorftpinsfer gaii Hetween thertwoziver thadntewnst or directly

nbodj nent , of t.he in e I
oeffeet ot echinahdE R ek DRkl TR R BF B £i8nfo-
NSQVIrgRS Lish A¢ 38 liegidh (M@&eqiegmew)ent&s\f@nm@%%&mmt Contact

PCT/ US2004/ 000408 00304 The dient Do- Not- Contact

Ligt S@WBA@QQ)C abe Be reepdpreirisved Gomehg Maﬁs@r Daelotoy@itach hist Server
(3?&‘5 aﬁé g&r{ﬁlgﬁ?&?& aﬁg e% R shitel 36! JUARL § CREnIIYS N3 %r%ﬁtsact List.

unsolicited communi cations
Deplehéingios ehesdettirgs of thegpartvniar aetsionrdfaher@tieraMo-Not-Gostact List
enbodi ne f the.invention e o0 f
Azmlwmbqni@éﬁ@ EheL?@fmﬁﬁ’ﬁ’I ﬁeﬁta%‘?rarrgr@ M@at@b@%% é‘lr O\Hsf Eer"er
€ 2@%0 %@1@6 t @5 NOLc GG Aﬂpﬁ%at%lr (1\4@@) ((r?’@?z)mc\!dl@r @?uest could be

network can be established to trans
lirnligedato mew\mee:mdi wsled vwthe\Wastar An-Nnt-Eontatt Iost siiaedld lagt Client

bet ween the ne ndth t _ser . )
AR BiRg CERTSs T eo e e ok T ek ipformation,
reddr8d sotRBbly GRS 1yP8 of HAMR usEE BiedRdsSsontedb el oh 86mE bt Eldeacteristics
Mast er Do- Not - Contact List Server (300). The new

tOrhefubTﬂidsiaiiﬁétamfeKIé@eFCromthe Mast er Do- Not - Cont act Li st

r ver (Ig %ggth e‘?nl%ﬁ%érﬁ%?f%é kbfin%%}é t?xls qjl%fgtﬁxtu{t ofi%aA8d stored on a

r]t ed to Cr ea
coB@l@Sﬁtﬁﬂ)d(@D)ndltghel Wédd disig@®\ab), hethpastbiags Itr&:ﬂl aerslchvered via

he C Do- Not - Co L 0
pOISWErr&aH :og ?%% pibar é‘efﬁtcgi li?lg%ﬂst Ir’@t @Aﬁ&; %g} ' 6@%%%58? lication
(4%(2? n %o}‘;ﬁﬁat? (vxg@%fohﬁaﬁd?ﬁng thé @16%&'@?01 %H%a@f:ﬂlsi-\k/ﬁéther it is

pl'i cation on a particular request coul
reéalmdt\eaitltemehmvkroee@nciethadnie@hﬂ ot he I\/ast er

t .Li st
[0%% i cat dﬁb?fg geﬁg@eﬁﬁp é%’lwd%ha oqft C&legg,reglérinp%ialqo -not-contact

hs@%ido%dl@%la)l oreren%ﬂﬁﬂérﬁa Bhite ihvhBbABAL MMustrale@ G@F%ﬁreﬁ')’) lsh @fldate is
used, records sorted based on sone

re@tﬂh@d fmﬂed‘ﬂe&wr@NG sLlsttSGerer 66110) + Re GHent NG st s seread (420).
Fciertﬁgamél t%l hent ﬁﬂ%tlﬂ s s%f[g I e égdo%fes %Ep (?l e 1?Ho(;1?%[§§ontact

br matl on Can
Lighi Apglhtiot seordihso aﬁ@\iﬂﬁltloﬁm o@ﬂﬁﬁbgﬁpkﬂb agerm@idinanaftetn, within

th«gj Selltlegvo?'lre(sa dalgﬁabetlcally by the alphanumeric hashed value contained in each record.
[0033] Once the latest version of the Client Do-Not-Contact List is downloaded
and sorted by the Client Do-Not-Contact List Application, the Client Do-Not-Contact List
Application can check any contact information stored on the client’s machine against the
Client Do-Not-Contact List. The entries to be checked can be stored on the client’s
machine in files or other forms of existing lists, or they can be entered and checked in real

\
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postal mail or sonme other physical neans. The C i ent

Do- Not - Contact List Application (400) can incorporate
wWoew4iossser mat i on into the Cient Do- Not - Cont acPCL/US1004/000408

whether it is received via the network or some ot her

means. [0032] Figure 3 is an exenpl ary flow chart of a
tmmd i enghomvatiolF rgumﬁ,aen@tﬁsmmre(t@mth@cﬂlenﬂ § wechagcyedetngvadoone at a

f ot he nven n.
tingg GaPk. s 7 Rishae b1 el MYEqedon ekt Bl g
clibhtSd mREHMEST ab Alk@dagesT e sEhil RN FrolNGe Lligtt, drdt @ﬁmieﬁﬁ)ne in batch
0). For exanple, the dient DNC list is sor

mqsdm dhecking §dts. 0 nytinlpdles casinipg likstof eddresses at cmeétme These
P APt i RSGRIN TP 2 Fidild d, HGlar Al URTBA AR

ron an cat ori es

retﬁb%aﬁ@eﬂhb CaikhtyA pptichtien, &h@hﬁlquﬂe Enc&yﬂita&hﬁdlg\khé seene one-way hash
contai ned i n each record.@o IH‘{C(S)Once the |l a 628
scheaesasgrasgred iweenerypk Hie Mast gtact st enty (440). A reference

keg ?%@pﬁp@% ﬁ)@ CIRREDSS %cﬁe@oé{?é' et i A D?ph@aﬁfon@@ 1Rk AR LAGHcrypted

cati on, ent Not - Cont act "Li st
enfp phat q'salieintg\ched{edc I‘Iélclenanypted chitmentrynf hemabéched sgaimst the hashes

. on the client's ma n gainst the dient
‘n@?(héﬁt é&rﬁ c(t‘oq_‘i‘%g‘ t‘%‘ﬁsé){jlentri es to be checked can be

[Ogéﬂr ed onf {QRipEd érfén&/ayi‘hasﬂ@é:\k}bﬂé%sédhnfdrﬂe%‘tﬂﬁnﬁérﬁ ®F the invention,
orms of exi stlng i sts, th % can be entered and

th@ ﬁhau@b—Nnt-eemacmm@@Mr@@ YT twsad hastoeed @ad then each

sho I n t [ on_ t:h .
cHEH SR e s e Haf Py B bbb Ror i gg e Crien
Do Confactigstdpneydsient Sptedtusiig, the fekhasfingBthidngs Idshere is not a

they are entered on the client's machine or as

matel Shgyeontral Boweiablegk 410 dmap pllermptivggmbosiment of e igpention, the
Cl?e?lpgé\j@lé%%% r%? soxqafj G gfeg@fé? rg% dl"ilbéthJegn thi@'en ﬁdﬁ:'llsl@nt entry and a

al ni ng I resses at on
Clihe De-NétvEoraqup Losabhshshar medﬁ'&nfbbétbtiGDancghi’seAppﬁmﬁon looks

Figure 6. Regardless of how.they are retri

pch BFARCABHS SRT! ) WSO e ey e §AoEs o) e ipears

nﬁ}agr@hgﬁkq}mt -08sfAct 1S6MQFE). Ahe@Tent BRANStOC TS YRt AppBcation
ster Do-Not-Contact List entry (440). A reference

cak éssué thikeeport by thererehiof e dbentibtongurierait a fileghat is generated as

soAgg%éegh n%‘égnelr g?et Iﬁf Ii/%? \Za Wi In{(“; t% p ?(faﬁnlpdtSJOX e%%thclltf’on that
caﬁgkﬁﬁié@ileﬁgﬁpﬁlﬁiatlbﬂﬂ &r B@&bmatmﬁll}t Iblﬁgﬁgltlﬁdﬂéntry from the file or files
Do- Not - Contact List (450). [00341 If nultiple one-way

ortihe hkentisanashing e if theregrea I phisat crgricy odbe ahgeked; Bian Yontrol
ﬂ%\’ES:ﬁ'?q’l 'b?&:ﬁ( Qﬁ tcl\l%ﬁ &gﬁ@ﬁ%c%% rdpe & dff tR&E artHd ﬁﬂhtmﬁal client

ype of hash client entry Is
emﬁ&rtybéeﬂbcﬁéﬁ;eha‘ﬁhereaqiphhaﬁin eartsi(ﬁt&@&cked agai nst the
' i ent Do- Not - Cont act st .t hat

ortion of ,the% Lj
wﬁmr ypt edVis g Tionediasras Sha8R amgrISEIRG AEler pf oRsigjau performed
'ﬁaﬂl eriBdfhent n%g'lethg Qﬁ/teﬁﬁ?én fltl BYBIdtHR Rhastsod A shdh Rler is

ternatlve enbodi nent of he invention, the
exemplary (e.g., alternative embodlments may perform the operatlons in a different order,

combine certain operations, overlap certain operations, etc.). Some alternative
embodiments of the Client Application are described in greater detail herein.

[0036] Figure 4 is an exemplary block diagram of an alternative embodiment of
the Client Do-Not-Contact Application according to one embodiment of the invention. In
Figure 4, the Client Do-Not-Contact Application is hosted remotely and accessed by the

8



Client DNClist is not sorted. If there is a match

bet ween the encrypted client entry and a dient
wosoNosssaont act Li st hash then the dient PCT/US2004/000408

Do- Not - Cont act Li st Application | ooks up the

unencrypted client entry using the reference key

d
cliegpyer § netrerkct R ety ligioyenfries to e ehreked pgappst the  domot-contact
1@%\%@?@& 8 thelrbmbte CARAN Do_ﬂﬂﬁ (AR ] Pﬁca%h 667128 2he transfer

cation can issue this repo on t e scree
ofafienthmmtridsineayt besaccamplished via anewbild @nhédion) &n@dn@e]atsedmed

as 0 as the check .is done, .by returnin al u
fofiRy oL RIECR ARIERS 1079 ATk o BaulgfiaTadcag Q- Dhaite: Dasheq £392) the
cﬁéiﬁ De- NSﬁ@oyﬁQ&'AﬁﬁEMﬁﬁ ch%Eks@écl@H&s‘B@@Eﬂtﬁ%éaYnspﬂfegllfeﬁt Do-Not-

the entry fromthe file or on the client's

Cordadtiling (603). Omee all dree,chadbﬁmmmm ChﬂCkeehtheenmptee@letrxb DigelNot-

d h 70 0 d ..
CF e sk B kR Rrang! P gt BisIRnlohah G NE whicn
cliehi @ftties @gbz[rl oaghé Olibg hekedntatheplicaest (60pP) 8 dhé On
exits 00351 While the flow di agram shows a

r@tmd@memn ae r@]ﬂ@!é (Cligpt BpdYoitGantast feplicitiap sctutny all e lient entries
ﬁﬁpﬁg L tp%argclK b %h'eﬁ'tvls@ No@ @on%%t Ellgplldltﬁe R)%nl'g}qqﬁé t ﬂloaq'l
suc I'Ss rnative
alenadde s@bddimeny tlmeeﬁmtemllﬁdm Dmpléma@omﬁxs Appligatibinfré®@ieithe client

orde conbi ne cert rati ans, erlap certain
enérbf‘érté%t.aaﬂgar opithe <§he%§?gNg€ {Eewﬁ%ftlrlve It %%léda%ﬁeﬁ%rétoeﬁ that
set\/g}gl ﬁle‘n%tve /éﬂ,%alﬁ%tsq& Rl eng%‘esenérﬁ% NB:- QBI‘%{Q&@{ p%estﬁin' are

herein. [0 Figure 4 is an exenplary bl ock agram
poe$1bkn Té]leseefvmlamlmente ntwdd irgeetve ooprocessecliCht EElmeS in different ways

(etgf rel\cl%tévqcl?g{::]ée‘]? e%tﬁ %nlna%aef;_qlk:gf%}egcf‘étorrrl drh@gwg g?ﬁ%l 1C snlgse% g%etﬁe

re§0tNOdat£ablhathe MRMataGA i fRelt Fon® 61 £ds bLARRLA B 8MPut, etc.).
accessed by the 8 WD 2004/ 068820 PCT/ US2004/ 000408
client over a network. The client's list of entries to

list are

Not - Cont act

[OAM]I i cat IEigul(eSQiat) exéﬁli}ﬂartyrfRN\Sélfﬂft ofehedingeat erﬁlfytlﬁlaeisi) not-

may be acconpl i shed V|a a networ k connecti.on
°°&Fa§k 1st gecord Eto s grabodpent 0%4&9‘“@%‘1"%? %Sd%?nm@é%&wld be

us@(’i Got éﬁ@ﬁ@ 'B?%%é%@i‘te R4 ee%k;y[e@ REw dgaselzegg&sg%g ﬂ%%r@tﬁeglessages

d’i ent Cont act i cation chec
anéwbnﬁy YR ape«tartohehﬂ?h@nﬁ)oaieﬂ\ﬁbnta@dmtaethebziasd sefi6BBihe client’s

Mce the client es are checked, the renpnte
G b R S SR T ER S e naion Gands S Bpesent
fr&lﬁ@lfe)clﬁl:ﬁﬂs fret:Mha 1Sk ComiinRA IS Rick REireatsubgadih@ll addresses,

client entries appear on the Oient Do- Not- Contact
ingtpypimesaerigenaddeeraes) facsimilsrmaimberfh odinaite phonh aumbenst @ be fed to

tth!hgll&tD o%ongg% p@%@ C(%()IlgnEgc%tolﬁ}?eﬁreg érants entries is then

I'ént entries ear on

rubehrblogh £omd-aay hhdhsds pan of b @h:ahnDefNa (fdﬂteﬁ‘,t List A@Plication for
alternative enbodi nent, the renote

Cie
cap haghrsckang ket Waper caencarpt e Glisn DerolcPprésgt List (411).
[0038] The resulting hashed entries are compared against the Client Do-Not-

Contact List (421). If a match is found, the Client Do-Not-Contact List Application
returns a value indicating the newly entered information is restricted (451). In that case,
in the example of a web site that registers users, the web site can then alert the attempted
registrant that he or she is not allowed to register or take other appropriate action. This
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entries that appear on the Cient Do-Not-Contact List.

It should be understood that several alternative
weendnadsssent s of the renpte O ient Do- Not - Cont aB€T/US2004/000408

Application are possible. These enbodi ments could

recei ve or cess C nt entries in differe
could ks appm@é@vf% g‘xemp{@ ieor &shld glempfing o é?ﬁ;‘?tﬁfpf?’éa “f% SHg that
sofdeédﬂt%eﬁ&lacfﬁ el the Eass 4P gllf%%r?es@&getxﬁgmt&ﬁ@@lkhtn thed@feAding message

returning t data in erent form of [es or
msy beqrsantinedandibie cliettaldted. O thenstis Do misth, Tt @li¢nt DsNot-

[ication | ement a 37] Fi agure i,.S_an.
CRB M BAPL RS T ekisenr s (gt S o oG is pgphed one
tiffi® P 36dh HeksB belRERAAY] N EabR rRARInG MagHs ikt coﬂfpaﬁéaebmy against the
invention. This inplenmentation could be wused, fo

postiemgfi the ChigntdDaxdlipt-Sioniact sk encejiash witls thesamg §@heme "The Client

OSSP R PRI LS R OB PR e

orStBa Clibyt Dd®oe-Cognatt Kist (FEC)i Iachis YHNthe e¥gistegios bf aRkbsige delivery
enter their personal informtion or nessa?es are sent

wold e eheved tPeaptirnengldss veesionfyhe bHeAT ¢ BioF-bRataglehipicapplication
dc§ JJeh%%Fgafé%caQPo GHRL i aad\g{d%%ﬁétxggihﬁﬁﬁg% Laf{ERBE0MR! s

resse facsiml e nunbers
deptyedben b @dmber oftdiffer€ht datforbs- Nbt tpes bﬂpllatﬂm]si where it may be of

NI R TR
tel%nmttelgﬁ’lmn% Glhtalen®ly rARBILeS, Qﬁlﬁé?'@lefn@és thﬁtaa%t?eﬂ'ﬂ RsRnRERaAEns

that was used to encrypt the Cdient Not - Cont act
delvics tenifigd, kyc. [0038] The resulting hashed entries are
ared ai nst the - - t act..Li St
RS AR R Pleramitr o RN T PR BB SN Bl ites of
enlmle%tanAp@ﬂfmﬁﬂﬁg R appRipkiaRopara¥idh Uecordifi EASGnHIAEMER O Yhe
entered information is restricted (451). In that case

inyentiohe IeRighis! G lis eniricsetic ghecked #gainst tigi(dieat BoNairGontach bist in
ba\rf]\ﬁlbmgd erh%%heBPBB te(Eé 1hgiai ‘gp?ﬂP&ti%ﬁ rez[d@%tgéB% @E}eerﬁlgé 402).

or shels not to register or take
Tiepileog@mitah enudtgile hst enﬁ'iﬁssn 9 fada? 04 68810, but is not limited to,

PCT/ US2004 d be .appropriate, for ex | e,
copghe-4ETERRAE ﬁ%r%ﬁﬂl ifi PECTHAIP R (B misel5 s §PY & aidhascs
sueRhONVRABI I dBBLLS {138 - OraBle! ASQEARBCBE01t BOL Server, etc. The Chent

message-nonitoring client, the offending nessage
Dwoq@@namt LiseAipplivdtiomerads eashtfilasmt edcts e littentics é40r3?o Before

PR Al i et a8 R e eRaRely R R loca i BE fleieftiOoessed
inRashBéoRfigal, indierypedd I88ehraghs erheiaricydBM04). BB list entry is

resul ting hash is _then conpared only against the

therorup, thmuéh the r@le@r Deﬁﬁottﬁﬂm Lesh Apabi¢atiop stonericanlissle engine
Ao 15T T L P O i st 1
thele €§a ﬂﬁtcha]mﬁﬁxl’eferétmeﬂd&y tdCtheemdtcHad-ehat -15(3%1’%&&1 bdiepbrted later
(4ég)|4q]ﬁgé}p%,(§]onttrlgll ﬁo&:,? ?oebloclp% I% lthsétrer 1%tn|o?rr1]atg}1r toqﬁe El?ent Do-Not-
Contact List then the control flows to block 432. If block 432 finds there are additional
hash schemes used in the Client Do-Not-Contact list then control is passed back to block
412 and the original entry is encrypted with the next hash scheme. If there are no more
hash schemes used in the Client Do-Not-Contact List then flow is passed to block 434. If
at this point the Client Application has come to the end of the current file being checked,
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woul d be allowed to continue. The version of the
Client Do-Not-Contact List Application described in
Wo-2@u068840 can be witten in a wide variety of PBOIPS1084/000408
| anguages and depl oyed on a nunber of different -
platforns. The types of {)I atforns where it may be of
thers@nimtilowefromplockrd4noblack 436 e i there aypeasidgionakeniiies gl in the
Servers i 1.nal
g oRERT | g Rl 158 S Al looclsdt [RpBted forafy RRREAS. 1
blSkMBITinda tlicpdsre addivibr f@d3ttoibe Shedkied then@0R9Y! flavgiaek o 402 and
is an exenpl ar%/ flow chart for checking a file or
theypopess [ierepeatesiopthe next batesfilen 4f theverase pe adfitiopal files to be

ohERARE CELR SReRi RO EChY i R Pp SRR P FE Tl po-Not
Cagrat hist arichiepits them (D62)Ndihe Gautragn Heiis thel form bat Gife, disgiyed on

The dient Do-.Not - t ac i's | ication reads one
SRy BPRRGRIy RS BophdeppiedIBoREa n mul i pl e | st
[064U)7 | es iFflRe T MBlbck BRLra8RHF inReAHBR befiéen h 348 Do-Not-

[imted to comma-delimtated, tab-delimtated, or

Cantact Lisyend eClien-RieNoh{oateetd isisApeichtiersilsitaiingsdd and delhte
ﬁl%zl,ﬂ%{g %&quggB%?qe{l’g e%&%gﬁl%eént &%}?\Ze H%Jét@{lte?lg ﬁ%% gt-&%’fact List

ApfPiRhtiiPdah @Ecei @38 o8id eBddtd © iR Tliddx DoaCHtsCariet it by requesting
entries (403). Before processing, a key is stored as

thegn figmethe Mastar Hor Net-eontag Last|Ssever Visre neiwerkd3¢1a) e The ppdptes
3 o fbg %gf? §(91qzarsl 'tl%éoe%@g%?gr 195-']\3&{@612%0‘3 'ﬂEg gl:i](y %qsgec'r@%ci/ adldsitional or

entr nee rreve
detdogruphi¢ndatd) boarghportien iGkieonit FddexhapleCortGlizht DbaYot-Contact List

A@Api%!ﬁti}gqacgu qq%auq%gieuéméseggégﬂg 819 {t{%ﬁ\dét%éﬁ%—i\lolggmggtsﬂStdthat have
bebPadiRb <{RB kst lub&&ﬁe,(&%?s} recgfds WilteERtalrSadRitRLCS &g%@ra@hic

reference key to the matched entry is stored to be
infoepatidre df b attevork ¢afBRyticans nothayadatrie raylthed dnommt pHddsh toche

434. 1f.there. i h tqo the d.ent Do-Not.-

dopspiadtd IS apBik i MR Gefitteh de SPRTS Do Gia R p vy or other

m&i® 0163 2n fihid Ol the Ol Bo-ARdICoh AL ist R@}ﬁlﬁaﬁ&h e4fB§pload the
used in the dient Do-Not-Contact |ist then control is

dajselsera dheyaedia pad pitepptically ncgrpprethdt igtol the RAipntdpr-Npt-Centact List
(4ﬁ,{}crypt ed with the next hash schene. |If there are no

fe hash schenes used in the Cient Do-Not-Contact
[00419t t hemNdw meoids rpaseddot the lillieakD4d-Nbt-OohtacBList, ihether
deﬁm nt the Cient ation_has cone to.the end. of

>
kered marﬂéfmlet?vplfkeor/gg%prwél ¥ heeiebome gy sy Asagdodto any
pr?@%s#%%ﬁgﬁ{fgg%ﬁlgﬁo-ﬁ&%rﬁm Usg bechtRWarht rQBHAR! a?é:&)rit%a?&gthin

there are_ad itional entries |ef
catelgeriesfbiyl the addnowabbr ddnovgsaiiacinftrmatibonciod4iid sartad tlpbabetically

ocess i s repeated for the.nex try. If | ock 435
oy hp T e AL AR TGIRAR SFPTESD 196nE REERE T hehhe
inGiibh Ghe §drANS 1sRREd P 1RhEDdsiAN Eh inddD&rPSHARESsornd RRGAE 6l .,

for the next batch file. If there are no additional

bupbleegrtt sgldgton sort, merge sort, quick sort, etc). Alternative data organization or
sorting schemes could be used to speed up matching, sorting, or additions within the
Client Do-Not-Contact List. In the same way that records can be downloaded and added,
entries that have been marked to be removed are downloaded at the time the Client Do-

Not-Contact List Application requests an update and purged from the Client Do-Not-
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checked, the Cient Application retrieves any entries
t hat appeared on the Cient Do-Not- Contact List and
WO eaits82¢ hem (462). The report can be in the POT/DSIN4/600408
fiIe di spl ayed on the screen, automatically purged
romthe batch files, etc. [0040]. Figure 7 is a bl ock
Coataﬁgioléhﬁ‘lé?) i eatraesss 8RB ik é%%l%& e qhadgpent of the
LSkt eliient Do- Not - Contact Li st
ln§£9%?g%¥%g§£e?Ppbgratlng add and delete functions
[Omtzq:or di nghddoicmakreeorde dimtmadded ta the GlieuenoiNmi-CoataCl Lshiocally.
Not - Cont act cation can, recei ve |od e
Thi iy By feitats B RGOS EER fF 5ot ospuRelse
[odgaqluest i peburt Bem fisRehid ef Masit@rDdsololonfet 8CA S);Lnoaﬁon

Server via a network (30l1a). The updates (301b) can
add;lugpad«ﬂemn&eréms tr@ (Mmt @p Nos-Gata aeqording to efrecerehipgliment

‘:‘ig{% tog géﬁs‘ glgqsttra%g n )%lre ? an?ltg{%taﬁ@ﬁ ne\gaéc%’rd Shto ¥ Client Do-

Ndacowct Rbasd thei@fent Bpmdtqainmn L0 Alpghmqnesme st DNC
those records on the Master Do-Not-Contact List that

Apphigetiongeesptaitst, P Uskis fpradivifygheniticsy ptej Tlis can be done
mcl[lﬁ@%l%?r tbgtc Jd%'b tl%ﬁx&é a ﬁfé‘%l/ﬂk?ﬁﬂlﬂﬁﬁ@ggt? ag a"lf % 1ent Do-

connecti on
NoColnluet BﬂDApph@fuoﬁl aﬂm each bery td Mﬂdaﬂtécbugh a default one-way hash

8 R s oo A2 5 5 S
eng:g ?gwghr %:hehlpbocf@&t@&ftaclt- L&k (AR PAd }%Bécpéhtﬁﬂﬁ‘ aliddqa thel @%em Do-

omthe nedia and autormtl cal y | ncorporate it
th-r@(mtf:tchblsq47éht Aper thohasbed iy isladded, of Z/1p)matplp G4foindieantrol

et Rk 81 HEFEa Vi R el P i PP ek Bigheck t

47% Qﬂ&t}fétp'i‘&fesélﬁdé@eateﬂr@r dded cheyatherise)ihe léﬁﬂrﬁés in the Client Do-
exi sti ng Client Not - Cont act Li st records. The
2]

Natdéomtass List éresb:@ﬁ@debiy gategornandher alphakesicply wihin each category
(4?%31%?5%%6}%%?% 1Sdc%g§)g%t hic information, and then sorted

€ al phanuneric value of each
[0044g0r d' s AleshlubH&d) in ngummet}el’sbmd iprasets dah bbhueed to locally purge

i nvention, the _sorting is _acc shed u
reqORUEITP Y E et NS o PR Lé%rﬁ‘gﬁs ar axamp bbb Bl has

opRRlifi%d tRBivRRY Jgess%rs GRnP R idarkefid] (BK niRkdier @h $dmove the records

PNt'ernative data organi zation or sorting schemes
matchihgltheéndisiddall odagpen thpChattd)n Ngt-Cootatt Ingf, Again, just as with

di t nt act, Lj .
soffians sREeRl o1 1l B e U MUANT Sate e lra ety e
w1ﬁf‘1tn[11ti%§e drftidds (h@l/)e HER Bnt@fs'f@lﬁjt}ir&léheeaﬁﬁ BB 6y Ahdh used in the
downl caded at the tinme the Cient - Not - Contact List

Clmnpr@éqtrQ:nntztcé b(lﬁé 6482) tienppesad &0 ldﬁ@k MHRA- gl Haslad value is
CO@n’ie galEstl}F %pfé%n t%%gg{dg?r%%ge Eﬁr{g{lt%g %W&)g&%pﬁl t (Ifll§3). If

rocess O acco
thdr® ison@arAltas the rdcolf is HBIEted from the file (484) and flow passes to block

486. If there is no match then control flows to block 485. In block 485, if there are
additional hashing schemes used in the Client Do-Not-Contact List then control flows
back to block 482 and the process is repeated for the next hash scheme. If there are no
additional hashing schemes in the Client Do-Not-Contact List then control flows to block

486. If there are more entries to be deleted then control returns to block 481, otherwise



invention, is illustrated in Figure 11. [0042]

Addi ti onal records can be added to the C i ent
wmeeoMosssaont act List locally. This may be appPOpPUSED€000408

if clients keep their own internal do-not-contact

list. [0043] Figure 8 is a flow chart of a Cient
theROK N0 DoOdott Garttadt Latt ivgupied dbatcasgoryadditiay adphaieticaily rvgthin each

entri to Client. Do-Not - Contact List according to
Ca%%yéﬁi%apﬁirﬁﬁtpmﬁss FWM&%& on. As illustrated in

Figure 8, a client adds new records into the Cient

Do- Not -Contact List using the Oient Do-Not-Contact

o -/ sialmpdementafio t-) ient DNC Application accepts

O(Irlﬁ:] 2( i?,m %neggr%ﬁerﬁen?%tl QR Q ths% %I\{tﬁo%;@ldggltgt %'nﬁ%l O‘e]ﬁ%@ list (i.e., a

dolreadériget @isf dfleemudl bidrseset)iip b@aﬂeds Esm{id kIprovidéteasCln eﬁ(ﬁtnple
Do- Not - Contact List plication runs each entry be
howerers dha semsUgHniggR fensripebhaecingppulddisrised ipzrgalg AdH- not-contact list
0 I I [
fOIpOEE?&%§%rg tc;v\}/{ecé%l%%?caﬁ T%hlgél?lﬁl €. chhggt egse%?cgr,e%?e?)héne, cell
phbige, Bkht) Qhetaniil inEémerttetort iih)maﬂdhenﬂuelﬂtm placsthaocddresses on a
the dient Do- t- act..List_(474). After.
DV ot e 4y 1o 4o BTSSR0l Ry of e Bivas’ addrosses
flows to block 475. |If there are additional
beﬁg:?ée\{}etq e((elnt ries to be added, control flows back to 471
[0G#6d t he Pimcessail sldregsesaare dhlferantly liéffarent tfrasmtelgphone numbers,

ri.es in - t- Co t ac t
s g B B B R HO P Hoh ST BRABEET BAlgrd by the
exPlsO bl 86 Reqabe 8Pidke 4 AN ANdotrdepRRCSBsr dohtact information
conpleted. [0044] Also illustrated in Figure 8, the
suelnasee-peid eddressennA ball e awileov et aya Hoglg aerspral gprguter can
senc{ htera]ilg/?mﬂongﬁfelﬁlrd\?lﬁ% ug?ﬂggscﬁ'l ag ka)lgﬁe dét %%igmﬁc?lgg% lesser expense
thdﬁﬁﬂﬁ)ﬁ@ edllsf i differenécesilaind WRy ﬂarMeteq:ragmmpehhMEndaﬂy every
records .matching the individual's data gr om
phens wimbendn Hiscowyht withoytthg nurﬂg&g@ hem$ pegrwhel Lq;( telephone calls,
bulaﬁllg \E}{u%,‘l% Shd WBie f)t%e?@vlﬁl abel edis Ry ej?ﬁalfsaﬂfd?é's% If it did, those
y or may be |loaded froma file
e-mil bddressesenintd Bsso( d@hyhelBad hy bnikreymay as t@rbephmg unghsaébc h

- way .used in the CIien.Do-Not- act..Lj st o
0f382) " nDLEEER 1 B e nss Sl B AR ed e mait in
th# PHERAER B6R1t6 Slertldhgind BirieRsrs dlhechr gl dadrbiseded@rlimits, the

Ciént Do-Not-Contact List (483). If there is a mat ch
samp asaytdaenot-ealblisfs plertdelrmerkgters which phong nuanieasary ofnlimisw

TP 0 W R A
1m@t¥ﬁiehta®16ﬁ khah&ﬁthdﬂ@aﬁ tibe s auss @dblishiigeDNIE lawin the clear, the way

Do- Not - Cont act_ Li st tuéden control flows back tg bIo
doAp-calh listt ReTetly % vqudd proyidsithgaddssssese romiern A RERrs, B
Lonal hashing schenmes in
X %‘hﬁ@} %ﬁle%)%ﬁ%\lo ﬁ%on{{g)&f@ﬁ?d;{s then control flows to
[08d8)ck 4836gurd: P i¢ hBow cher forgeserentg & ds-nboedidact Ebtatfeenail

t hen cont retur to hl ack .481,. ot herw se
addresses accor: 1ng to one em odlment o?ﬁ]e invention. A consumer is prompted for the -

jurisdictions that apply to them (101). The jurisdiction can be as general as the country or
countries where the e-mail address is checked, or, if different laws regarding the sending
of unsolicited e-mail apply to smaller entities within the country (i.e., states, provinces,
counties, cities, or towns), then more-specific jurisdictional information can be collected
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12 WO 2004/ 068820 PCT/ US2004/ 000408 the dient

Do- Not - Contact List is sorted by category and then
wa@bhabsseo cal |y within each category (499) aneCT/0i§2004/000408

process is conpl eted. Do Not - E- mai | Li st

angl W%%ﬁﬁgﬁ?tagg@l%%g?g ﬁeg n‘r%mg) lu?rglre ?szgarg@gtqad or tthelr e-mail
ad&?@s{@ﬁ 1£9PiRG mhﬂ §adr@sfs i€sdi bbeﬁa@h%%ﬁl%sbetw&k ©F 8kLRledium

I's provided as an exanple, however the sane
whighctiskis gereslinethe aid drses, H@rteanﬁm@s@wmdna)ebm@wm@ witleasigndard

d I f h
st g (D ) e hebiBlarg R Hmi QP Enithe AU R S8 tlEss s
pr&ieﬁy)fomiral%d Ce. fREAsutifiP it%ﬁﬁﬂﬁtr@taho‘@ adibowed ddtdinwi @Bﬂ@hﬁ afi

| ace their addresses on a ist, and the list to
prcﬁeblpadmha@h@@) oD Hithe gitersd @ddiepssig n@f properly feamgiteg Hies

corzflsg%lre(re R TEY e Qe%ltgg Ili‘&:\{ ir a%gre%? O‘f'ﬁé e?r? Exe{t’? g[%%%ﬁtg% 1enformat10n the

re |n eren eren rom

cofduifee has entéré@di feinpoay ﬁt@rargeikewl Wwith aahﬁluwideﬁhﬁaf(eSl)
successful because a telemarketer is limted by

Alternssig amplsenepiaians within tg epgo t allqyh i eniigh fO %prﬁ&ded bya
th1p%}g§r§p% gtagiﬁ te@@érvfc@ﬁ’%&”@ér' QhsuRbCHo S e?c‘) n@é telephone, via

e Bl T er wor Ki ng on a sin
scqmard Gorals, mn’ptetoer can send literally mlli ons of

ctronlcrres 'nan our,at a signjfic
(0fASE S or *oreEe i oo AR Wb Pl b Lerity the
ad @Ry N1 Es WhelcdBBsuttir WhoRABRE] & aRd BY B d1ehin RRAKais @e/sé Wcluded
phone nunber in the country w thout the nunbers bein

ondhePrelistreld by Ifithe @Cpnhvmer @agh Ingt respand te Hhe @q@pvmn@magmthm
a sp?mﬁ%l\c,{" %?rbodpc?glgée (V\ﬁ he n,ésxpp d4< ié%usrs f file 1&{05%%}1011%1&%9 Rhtered is

deRwarfydie hersbrivy stwhge (€8 RiIf thas-heil b@cﬁemis ums@ab;heun the
[0047] DNE |ists are a way to reduce or elim nat

sperifiedn s d ol dis16 &etl@@neatm ip prsted thile onprapy dath falgsr@r(\lx%l) and
thén? e‘?%tgc[ ﬁoﬁqghﬁﬁa%&ﬁéﬁ%l)é‘ﬁ%?@?}ﬁh 1111?69 dg 8§s%ﬁ§ecf"ﬁleﬁgure 1

sane Ists alert
antl ehdnmr keténs t}wﬂfMastterpiD@-ﬁ}&)t-lﬁlﬂmtwt Bishael ofchtubllyrpt sndividual Client

weyer , DNE_|.i.st nust es cure and .r
Dq&ﬁﬁﬁéﬁ’éﬁ%ﬁ@r‘ﬁtﬁ EH‘%LF}* EPBRECVCR Wél ‘E’n‘%‘ﬁt"ﬁf“}a tn‘“?%"éﬁm CONSUIMELS can
puflBuIR@Ln&ifdrd o hetlc? thd? @ ol %hi @nemv@@&@lieu $tmhil Since
the clear, the way do-not-call lists currently are,

acinelictast mfortietion . addﬂ@slsaéérqsm) tsg@é stnmdkeﬂcmggenm harage and is

nofﬁggéfc? %‘Il(g rsgl%fg e%rlgboglcr:l?ein Oll‘ft‘ ellj]r% I'S% a%%: t'ﬂg %St remams
se€l@e AR cHABE WCdontprathised be rd@tle |marH§tdﬂ’s RS&LT i€ @t@teﬂl dfghtér@epted
one enbodi nent of the invention. A consumer is

whensaitte ther Ghient Re-Netefrensent &5t lie#in. apply to t hem
(08360 1) - The, ditth 39k Chb8Rnk Ao Afie BNIPERENIBs BSrehtB% indicate the e-

countr y or
mail addresses that belong to their children and should not be targeted by marketers.

[0051] Figure 10 is a flow chart for generating a do-not-contact list of e-mail
addresses of minors according to one embodiment of the invention. First, parents are
prompted for the jurisdiction that applies to their children (102). They are then asked to
enter the e-mail address of their children (112). If the e-mail address is sent over an
insecure network or other medium which risks revealing the address, the transmission
may be encrypted with a standard scheme (e.g., SSL, etc). Standard checks are performed
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countries where the e-mail address is checked, or, if
different | aws regarding the sending of unsolicited

we@20viobssapply to smaller entities within the cBOMUS3004/000408
(i.e., states, provinces, counties, cities, or

t owns then nore-specific jurisdictional information
to gaRrH e epierasctmeil adds i vali) 088821 IReToLISPUTY Mose doek to block

IIQQHdﬁ{ a‘ra'éilxt 15’3&51%% & (}b ?5 !er‘?tglj tﬁéﬁ gﬂlld §a§’(ﬂ§§s‘ gﬂtﬁg*m%el %trol flows

to Ibfockhez wham the paldnies pramt&bﬁm tlmneahﬂars birth datdr &f the bisthr date is
or other nmedium which ris s re ling the address,

SORlEY OF AaMEFAIESR DN OFely AR $A revealingdig address, the
tr SR8 e %e’eﬁ%ted%lﬁ) a stlaef?&z't?d s&@ﬁl‘él@ §p'S§EP£t§f %rﬁ?&ktdlg& the

ensure th mai | address is or mat
sy$temghecks véhgthien thel dhild ontaisidsreda mi@r B] the juisdictor thahwhs entered

Ohlb t ed. .char acter 1 t he
inGREkIDE B oBlLL0] PSiufeRaanbSt He SiEalaisnibs M error message
an8 @RIFITEY). | OthBFABRN tEAtrd1F10%R 16 Blokck t1BE WheRAHE 88nt JB?ompted for

system t hen places the informati on the consuner

theinewn eapail addrespp df ﬁneye @@ld) pddyesskegand ovigrtan lasegwiecp@évork or other
O s O PEPSL b SRS O o

stdnharﬂdcmﬁdoegesg, ,etoas an I nternet Service Provider,
consumer group, etc), via telephone, via scanned

[003d s, edmitiis crabedimeniafdhe inyerdiona? patiest’ sadsiress és gtored and
as%ggﬁe%s‘@ﬂi)ﬁ')]@tM% I?@N%f @gnt'agt ]ﬂgtq'@(\g/%&% XI%%H CPrB\lﬁge V%Pf}]catlon if,

ress ongs to t he consuner 0O entere
in dre fatuee, itheré &ct reqast ® remobethechildid eddresmfrotnehd Master Bb-Not-

161).. t he cons ner does not S d to the
Cq(;*anr ¥1§f Laf P SYSRID A1 PISQPHAPATCAYS E‘Sﬁ (i §at Heringis e remons the
redords JH8y SXBHIRL @/ho AvdRusR) thetarg% Jf 98 h R s&é@ﬁed"fﬁﬁsdlctlon

entered’ is deleted fromtenporary Stofage (
Afidie peremtis E-naaibiadsisess |185pr0téud¢d |S@1ajdwdt0hﬁ¢k8tah@per®(mw fd @dure the

eoB bt b0 & LB B B RRERER: bl o como
ﬂotw%lm@lf & b/loékt mﬁgﬁeré ilf’e]f)arenﬁlselsﬁé& folre AR kHRURIre8S Otherwise, the
. described in Figure 1 and ends up stored on the

inforation epbredois Stoper 2tk a qandirmatinn BOBATSISPS) te Fhe parent’s address
(l’ﬁgq 'vaéogﬁg'iuatgn i§ Beeive® Wil ep%ﬁ e pleh&% §f il Mn]-:the 1nformat10n 1s

non-reve I Ng 0 not - cont ac system consuners
retciaved fipath stordde agd Bﬂitlt@tt@ (re-Way |I—Iaeh Ehgine t{ 2y add ddsmii the chain of

want to.rec nso cited Since actua
COE%&tSBE‘tlﬁ?qi‘P?rl%‘Hﬁ on® eé ﬂ@at °réfe ‘i?g?lpn%‘a’r‘é%b@)’m%d Yiighin the
sp&i Qe BTt peﬁc;an qletl%m@f)@a AFSAIn i S ulged ﬁaﬁw&ﬂt)&qr}ﬁs@&kage on
in sone enbodi nents not stored in ong terms or age,
thet mtem (5182} dran raétems@cmmbcaimdermrﬁ ﬂ@tmb@tmon'ppajmtspdnﬁgs a

ol RAFOET TR QR ik oy BB Pl B8R v

ceiphb€ati on. [0050] An alternative enbodi ment of the

DNE Tist allows parents to indicate the e-
[0053] Figure 11 is a flow chart for removing entries from a Master Do-Not-

Contact List according to one embodiment of the invention. Ifindividuals want to be
removed from the Master Do-Not-Contact list they provide their e-mail address (501).
The entered e-mail address are passed through the one-way hash engine (511). The
resulting hashed entries are matched by the Master Do-Not-Contact List Server against
the records stored in the database (521). If there is no match then the request to remove
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mai | addresses that belong to their children and
shoul d not be targeted by nmarketers. [0051] Figure 10
WO g00a/064800v chart for generating a do-not-cont aBCT/UBEN4/000408
of e-mail addresses of mnors according to one
enbodi ment of the invention. First, parents are
thepadingst edisaardetl {88 §)u Qnstéie othieo hartdh eftthqp i 8 wgtchothe Mdaster Do-Not-

102). The sked n
Cobich ot Sartaibiont” Tt ok o BROERebR aaflsSh Al kqnppt fows
to BREK 855, iﬁh@ﬁdltl&‘dﬁfnf&ﬁianbﬂ SREAHR aﬁ%h\ﬁﬁﬁtblﬂdf m@tlhﬁﬂress is
medi um whi ch risks revealing the address,

asgockatpshivisls themmatehey reror@ (er gpamde.uf the add r§$Sah?é<a1ga te g punRgr) then a

veljBeslion Sy i3 a5t AREAGEARGSS (35, RARRATRS vdicton c-

me&} Addirdss agddeiess with thakdcdrd th22)he Vefificdtionse-mait js mntorthé pre-
ows back to block 112 and. the parent i.s_p
haﬂ@d@ﬁ#@ﬁs ©R0) M eHher pase, Tt i PIepHREGPEEOd @{;tmi? &61) 'fere s

no rhﬂ?’? H%Qeﬁh@aq{?l k fiﬁal\é"gft{efﬁn%u?getthﬁ gl%%fbtr t{) ﬁ&gg‘fé;ﬂﬁ'legﬁ&jregsotﬁe request

to delete, tha ehing esaliscarded t( ik [Dihemtih e rephe cinfimmvy thh requsitshen the

o AR oo Do i OF i v §8R g it and ien
chNet:k\:oﬁtﬁ@t L1§t§1€572§y$h@ﬁé)& hggksCHOR DRENoL O6nteRiTlist Aplication

considered a mnor in the jurisdiction that was
regueste rrdipdate the Gl mszm Contaet Lot Applicationdovedeads des marked

@re(nicgrf? ﬁlei%ﬁ o tﬁg gl; rt1tr 5 N?) "Ciomgta?ief%ﬁa Qil%ggs description

derbEQtHeh@m@@dl ohin b&aaﬁ)lrdalﬂ‘fﬁse,dhef Sferatidne idesceibed eiirkference to
address. If the e-mail address_is sent over an

Figiyg dt grrebnisniespsatet fosoHer tynseaf eppiashindermatiors
(065 ealin o%ﬁﬁwﬂ&%t‘ﬁ%ﬁe Nl rgﬂestﬁé meﬁ%?:%é—tcc?ytact List

encrypte stan ard scC (e. g
Afplio&izin dan be et carthe domputtrsof othiee dévias of bomgil magkatoent The

TR TN SEE R T E S——

bulke&- hfaEI(Iﬁ’f's' t9 enguie addrébsédBe} snHlebnail Bfae ndt RqhAMIAS bekept free
renove the child' s address fromthe Mster Eb-hbt-

of S palkedt ‘spanst Adﬁﬁ@n@%t\feﬂh setanscdlingadalitnoedicisccan luge tméiii@nt Do-
n a the rds
th%o&éac%g?ﬁgeléca? E:Chg](f %ﬁoeseg é 1 e-m r‘r%al S eﬁ/b?%n QX a mlnor
befR€ iahtiggladcuisi t6 thett ditef. Or,Ah g alt@n@tm@niboﬁnﬁeﬂmhb Chent
address 1s_provided, standard checks are perfornmed to
Apphisgfian mppintegrie mta@cﬁhégfss mail gervprcpnd chagk megsaggs as they are sent

| ]
i ASESP L SR S0 Y A e B i
Naskanthct Dist theg fiieaClidnk (Apptidettlbﬂ&an &bp ereans®wage fiiem being sent and
. infornation nter is stored and confirmati.on
issyEagengst todhegdirpt t%lngH@tspraﬁbéﬂf@ Be sede ke %tﬁmﬁ)ﬁom paking on-
lin€ PREHELR LRy t5p e 861t ingi tb BE lé‘w%tﬁ%‘ﬁﬁ Efe‘aﬁ R6dy2%hei
E ?H‘E thetr(l ltﬁﬁle ﬁ) ‘or mat | or?\g: SlB (gbetrl eved rom st o}féglge ne
be&mdgsmnnga@mﬂheaGneaMmbdbﬁghhenggne (192) and down the
[0(? Flgure 12 is a block diagram illustrating the use of false addresses or
records to protect a do-not-contact list from being compromised according to one
embodiment of the invention. In Figure 12, false records are created (601). Under the
embodiment of a DNE list, these records can be e-mail addresses that point to an e-mail

account not used for any real e-mail. Each Client Do-Not-Contact List can be seeded with
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control specified in Figure 1. After that, or if
confirmation is not received within the specified
wo 2ove/opssed od, the unencrypted information i s pReTES2004/000408
fromtenporary storage on the system (182). In an
alternative enbodi nent of the invention, a parent
indyiaedllyirasrked fqberd-mdil eddresser(dld). Th@Mastcthchs-Gudm £t can

to, be. DNC | i st f
b VR e oS O PR £ enE RSt " e
addrBERBY E R ENbRitRed by PEpRifVARY 86n AN NPE- ma@%@ﬁz@ﬁ{é.’» I}) St-mail

according to one enbodi nent of the invention.
recervgl Wcﬂlu;asesvemawes o dpandieatinonibel DIVEb Hstmivey Ivmis b@qn compromised

Cbnt i st, th rOVI e
(61180 15 R & By 14 Bl O s B e P i e
fortgogen@aEt sty h Wﬁlle&ﬁ&hﬁﬁat(cﬁmgz hearTy}'@npdsﬁBléh@ kiita @rﬁﬁ‘h@ﬁ hash in
entries are matched by the Master - Not - Cont act Li st
revgesevid disgayen she origieal fvéleé,rlagﬂagtbé rpeéﬁﬂ?lﬁ tq gttack g dist by simply

eSS a) 0Elsas PR T0A) Doo AT 1 fEThe by brARS

exﬂtlﬁg:fﬁbd[eld i{ 8 DNE Get (6 hm)ofh&xevhanﬂl,ke]yf udimefagseirscoads as
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deseaprq nidguigrh? prarAes a&ﬁgwnelrpra@ﬁ%@rr %ms&t?b%’tyae pEAFk.ang

[0 (PS% trol il ygqd éﬁ&lamﬂﬁﬁ&h&éﬁt ah EndB %a@g&'yto'f anﬁlumers may be
ormation Indicates a verification eé-mail address 1s

plaasctmx:a dd-pok-ouintdot tiste Fna@@hexﬂe reetegdry(suoh a&excamplemerlnyf age group,

t he. .addr ess to. i nor then a rificat

na SRS SPERE i Rt i T Sieieb AOig catBhy aisg ot piv code,

emtah Ql&rebss eMQil YRIviddr Ciaitet:A s&vwﬁ?kdw@éidd'cﬁ&ﬁ eREploaiRESprovider,
th the record then the verification e-mail is sent

hbtaey eteil pddressiugider. seipruBent ceBon emaihadsireshentc. cBlayts, thefentries in

thevﬂot hét%onta?{ﬁ&@ #bfﬁg at%{ lrﬁg n%t C(B & lI(SE(?[Jt?IE cﬁe!ﬁ? Eg nétS corﬁ?:?ct list)

ron e- na con

mety@erseﬁ‘éd/ scchhin @diaeesrit drelenegtighic 1nfdﬂmd1¢rbr€zis€pre\hhlﬂly dlscussed
entry is discarded (581). If there is a

ply .
Ancami he}ﬁnvs@lgttﬂ éher@aqge@t hstt‘ﬁje‘ﬁ the;do-nghgqnact lsireguicbe ipglicated as
an M?l? 6f 4 [ Er {ﬁg{‘sth%ﬁfd o ﬁ& cbifa & MRS EL ! he glllf?l Vahy be an
[1Tst and Do- Not - Cont act Lists (572) e next
entry nﬁmﬁorﬁlatlem bf Dparbiomla@numot cdt¢sory Aqudnlsu:raens «’)ars opposed to a
ests an u ntact Li

th
ek BB Ao Gk Ot P g CoBary o AR e ubaizst the do-

not-8htdck St WEL18 (R atd B atGhé Bitire ReruUraGeBhasierd-soting W Jagticular
this description describes the renoval of an e-mail

chaadeesis ortdn@ogxraehlatmf@ﬁsatwsﬁtf ithergrguppelangsep dhadpopotrgontact list.

Thﬁ%gz{ ien ta%]enf g,rm%% gaﬁfgﬁ.@éﬁ%g& ?xger%h Bﬁ& p!u¥1?\§1§nt‘ ‘f?aftegﬁﬁé that

mdidh®t a e%@pilyén tHehii) ﬁﬂceﬂtfact%t thﬁteﬁmbal@hgsi_tb&tpamcular consumer
Application can_be kept_ on the conputers or oth
or A particaar eFcEAf 1’°WRretb%tr® noFpash ledpeiceriarisdc ADTGREate actions

sudl ' r %ddrﬁﬁ] o e r%{ﬁﬁgeﬁggf fhk %ﬁtrﬁﬂﬁly bE SRR previously

peri odi caf’ly ¢
described.

Additional Embodiments

[0057] While the invention has been described in terms of several embodiments,
those skilled in the art will recognize that the invention is not limited to the embodiments
described. The method and apparatus of the invention can be practiced with modification
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bulk e-mail lists to ensure addresses they send e-nuail
to have not requested to be kept free of so called

wO saness20dddi tional |y, web sites selling adul t PET/OS2004/800408
can use the Cient Do- Not-Contact List Application to

ck.to if.an e-mail|l address s.fo.a mnor .
anfl iRty i iy el sEitie o BirAPRRLEUARE Th g efibhcts providea
aré@dhu@ to i reyadenioduseive iddhRd GF ligiting APPleiig@htion may

integrate with a client's mail server and check
nmessages as they are sent by the client. If the
address of one of the outgoing nessages appears on the
Client Do- Not-Contact List then the Cient
Application can stop the nmessage from bei ng sent and
issue a report to the client. DNC lists may al so be
used to keep others from maki ng on- |ine purchases (of
any type), avoid selling to people with bad credit,
etc. by checking before granting access to a site and
before soliciting. [0055] Figure 12 is a bl ock diagram
illustrating the use of false addresses or records to
protect a do-not-contact list from being conprom sed
according to one enbodinent of the invention. In
Figure 12, false records are created (601). Under the
enbodi nrent of a DNE Iist, these records can be e-nai
addresses that point to an e-nmil account not used
for any real e-mail. Each Cdient Do-Not-Contact List
can be seeded with 16 WO 2004/ 068820 PCT/ US2004/ 000408
i ndividually marked fal se e-mai|l addresses (611). The
Mast er Do- Not - Contact List can record which fal se
entries are sent to which Cient Applications (621).
The fal se addresses can be nonitored by a specifically
configured e-mail server (631). E-mail received by
the server serves as an indication the DNE |ist nay
have been conprom sed (641). The client whose
do-not-contact list contained the false record can be
investigated for potential liability. Wile

mat hematically nearly inpossible to run a one-way hash
in reverse and discover the original value, it may be
possi ble to attack a DNE list by sinply guessing

di fferent addresses, hashing each, and seeing if any
resul ting hashes match existing records in the DNE
list (611 a). However unlikely, using false records as
described in Figure 12 provides additional protection
against this type of attack. [00561 In an additiona
enbodi ment, an entire category of consumers nay be
placed in a do-not-contact |ist. For ekxanple, a
category such as youth, elderly, age group,
nationality, gender, ethnicity, area, city, town,
state, county, country, area code, zip code, enai
address, emmil|l provider, internet service provider,
school email address provider,



l'ibrary email address provider, governnent sector

emai | address, etc. Thus, the entries in the
waleeonossseont act |ist (e.g., the master do- not - BONMUSZN4/000408

list or the client do-not-contact list) nmay be sorted

according to category or denographic information as
ClphBMiSousl y di scussed. An entry belonging to the
\Vﬁﬁtngg% hgsted in the do-not-contact |ist would be

a1 c4 eg ds an entry of a 'consunmer that shoul d not
be Qo@imsii@dmplementtdirhéthod cdyeristng:ry may be an  entry

of information of a particular group or category of
consuner §n‘(r?§%mt$pﬁcf6§‘é‘6“?rcf°§tacb‘éﬁf?WP’é fo %%’ﬁ?fﬁgr@} %/mé)ﬂ”&edavalue
mat R Qfe ohdlnfer Bt GioRhatt 90Ty of consuners agai nst

the 'do- not-contact list wolld indicate that the _
entire gromparorg tht Enawyptedimanes oftha comynten eongagttinforrhatton against

characteristic or denpgraphic jnformatign of the group..
oo gk 5 e ASPE BRI LR il iy
ent 1Y corfRhdt REHmPtiod P aiplirelkihy T c6XNBINPhaHavebedh encrypted; and
particul ar category, that "nmatches a catego&y in the

do- not - c dnteaminirgj that the ¢ensuaat shpulskias hg sontacted if the encrypted

particul consuner _or. .a-.particul cat :

cond ﬁﬁfﬁ P ?h‘?e?f’ NG SONGFIRIOE %%t%{“%sc(?lg 3’9%&?%8% ¢jcgntact

act iR fmatfT adSurb RPF com@merLiibMalve been @idrgitatdinake inbger do-

entry may be followed as previously described.

Addinpi-enidact Bffbodi ments [ 00571 Wil e the invention has

been described in terns of several enbodinents, those

skilled in the art will recognize that the invention

i 3. Mok nhdtivd &dn thain heviendio thenewtypting dstrer bedprisEsperforming a

nmet hod and apparatus of the invention can be acti.ced

wi { PR PELE S B COTE YOS SR M BBES SRS DB AR 0 Ike Of

and @l (t,cgﬁ@rfqé%n%tt iRfdr@tiskiwiceif ik RERARE @htdh@formation of the
c

appende aims. The descriptions provided are thus
to Ipdureleyaf desussrsi thitieye hedaneaciyméaddneludds a lwiatiivmef cpp-way

oL oAl 8 ar 8P g TRt Rl PP g

met RegrR M defdnhineelitpd dagnaniag fisdd e coaii@Ghould not be
information to generate an encrypted value of the

. p
consanieeted drthakashehyadugel the gonsuBiep senta miAEnE PR Hehsg one of
val : -] I4Qr LS ;o @
oL Pl RS A T ek
list conprising a plurality
3. The method as in claim 1 further comprising:

collecting the consumer contact information using a data collection system

4. The method as in claim 1 further comprising:
causing the consumer contact information to be at least one of
automatically purged from a contact list, purged from a client’s machine, blocked
from entering a contact list, and reported that the consumer contact information is

on the master do-not-contact list.

5. The method as in claim 1 wherein the consumer contact information includes at
least one of an email address, a user identifier, a domain name, an instant message
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of contact information of a plurality of consuners
t hat have been encrypted; and determ ning that the

wa@ eog 068820 shoul d not be contacted if the encryptEUS2004/000408
val ue of the consunmer contact information matches one
of the plurality of contact information of a
pl utidentifiyr, efteleginaa member, wat arhadeniaten ten sleytifiestn indiviiaal
mast er do- pot-cont act t. 2. The nethod as in claim
I \Aﬁ%’?’@’f“ﬂlclaﬁ%“g%"é?%talcﬁodl ‘urt her conprises perforning
a one-way hash of the consunmer contact information to
generate a hashed value of the consuner contact
i ;f dbametlend aswm elasn i wheeeip Fhﬂ@msuryer@@maatqurmfab@mluaﬂs
g;cpglgl{)%%pﬁﬁrc?lflo ezgpogl o%%%%%éfg ofgps%% ofh en¥ es%ﬁ%%gﬂﬁcular
val yega@bridthte contact information of the plurality of
consuners, and wherein the determning includes
determi ning that the consumer should not be contacted

14 th r contact
|i1f(’§r(§oar{l}?%%q ﬁkegdgﬁeethgf tiﬁe gurallty of one-way
hashed vabllesing a stthe omrast moretin-naitcontot letenﬂrles,teacIBdo not-
The nmethqd as i.n claim_1 further conprising

col F@&*f“?tg’ét PR 18 35U IS CRYATISIS reRTRTS nPPr&fl o umSr Fiyitaet

dat g,f6RhdtRGt i on system 4. The nethod as in claim1l
further conprising: causing the consuner contact

i nf or mat epplying apmearay f@alslng mn”@fto ﬂmﬂebnﬁwnemlmqre do-not-

ur fro cont act

P Fttac 1Bl RE00 Pits dif bbb E Rt Pl Frigi Nagfeg vatues o
r ep@feb&Ch debat ordeht? nsRB saNEd d6-ABt-aitadt MkOdni@dst On is  on

the master do-not-contact list. 5. The method as in

claim 1 Whestering thrsetohuemsmaohesied dpmpbeenieat bt entries to a
inc . M
oo L GRRL HENGE A SNLD SR ESR Bl SEhgp s
20046-0688eH12dPGHY ddb28041d000408 identifier, a telephone
nunber, and an informati on that identi gl es an

i ndi vi duSPMPEEEAT AP IgRAEY 28Ringhesat Of ofe orppere hashed

met BQ‘i‘loﬁéodt&t%'staénmés wherei n the consuner cont act
information includes denpgraphic information or a

cat egory of a set of entries fitting a particular
'TE ﬁ% tg}eehb) as eﬂ Flélc‘,ll‘ ﬁvgmerggré%‘[e err@Ekgnggﬁt%%pg 1t hI(%ashed value of a
dO B&Mtad AMbARAtidni stdre®Bh b LBSH nBREMe e BBt machine is
communicable with the master do-not-contact list server to check if the contact

information appears in the set of one or more hashed do-not-contact list entries.

9. The method as in claim 8 wherein the comparing of the encrypted client entry
against the set of one or more hashed do-not-contact list entries allows the client

machine to protect the contact information.
10. The method as in claim 8 wherein the encrypted client entry is created on the
client machine and wherein the contact information is both stored and hashed on

the client machine.
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contact list entry is a string of characters

representing a consunmer contact information; applying
w@2onmessay hashi ng scheme to the set of one orP@DUS2004/000408

do-not- contact list entries to convert the strings of

characters into unique hashed values to create a set

of 1. @he nethodts én blah 8 dvitkosin te-cooparng of ihsenemmpled elent entry

do- ABHIBOHCRLD! TIE e Prage §5 G oyl Pehuies s performed on

do- pRtdeRthatind. | st server configured to store the set

of one or nore hashed do-not-contact list entries;

and conparing an encrypted client entry against the

eﬁ l:[?xg gne qugfal %gﬂﬁgmn 4 rﬁggte Cc%nllivﬁg)g a!:tsﬁs database to be in

enc w@h@mc@hmewh eﬂm hystérsdoandtashiack hlsalsmerofheanastﬁm doaot-

|nfornat|on stored on a client machine, the c

mac Epractilist datehase sendigyred taistore thgsetp{ong pr more hasﬁec% do-not-
do Q&Hta{tqg{ Affied fop {hesrﬁés‘(é? foldt %Qﬁﬁ& 1isf sdrftg. cont act

nformation appears in the set of one or nore hashed
do not - contact Ilst entries. 9. The nethod as in claim

8 wherei n the conparin the.encrypted client entry
bhifhemRyy @‘g@f‘% gtBP FSPRI$%%hed do- not - cont act

' ' St ent thistigh h QU0 fldAB of liofddo-nbBRiRelidt @niicolcack dé-het-
contact information. 10. The nethod as in claim8

wherceitacttisterncis pstrang Qﬂch@rrapte@rrmrysqngng peaniag ipfermaon;

client machi ne and mh the c9 Cloil ' [

both st oPB@yg\%oa Hgshr ghmg et t?éﬁ?i §eﬁ8§§]1?e:]cg%(%rg Topl
20045 268&8R0eithdd 10230041 BRQEHNYs of dharadas imed hmiduakashed values to
claim8 wherein the conparing of the encrypted client

ent rcyeatifaioh f ond @ e hashed da- n@.t copie IsheREes:
do-not -c Qﬁﬁ nlg']_gé ﬁ@f Hrlﬁee&h&é <RG0 rdgerg)t QB‘nta@tl'H%t entries to a

client as Inclaim?7
confhaguet dogoacormadt dist shoven oonftgunedaiotstdre e sdttfaina ve nooe hashed
be in connunlcatlon with the nmaster do-not-contact

| i stdogoi-geptactlisbefi€Ser do-not- contact |ist database

confi gur eghfe@irftt R6:8 th Basi&ldoOhotQBRaOf 1isiBererh@ &fAtne hashed
do-not- contact list entries for the nmster

d o- miomoccmmta@thst gty femls set eBonerraperp Beded damob praviace st
do- r?g[(_jneé g(gF getta OF g?a%m | ﬁen dg %82(0: n%%ct(l)st fr{?cl?ernt Hﬁ&ﬁne

causing a client entry to be hashed to create a hashed client entry; and
comparing the hashed client entry to the client do-not-contact list to

determine whether the client entry appears on the client do-not-contact list.

14. The method as in claim 13 wherein the hashed client entry is a hashed value of a
contact information stored on the client machine, the client machine performs the
causing of the client entry to be hashed, the client machine performs the requesting
from the master do-not-contact list server, and the client machine performs the

comparing the hashed client entry to the client do-not-contact list.

15. The method as in claim 13 wherein the hashed client entry is a hashed value of a
contact information stored on the client machine and the client machine performs
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contact list entry is a string of characters

representing a contact information; applying a
won@4nesg2hashi ng schene to the set of one or NRCEUS2004/000408

do-not- contact list entries to convert the strings of

characters into unique hashed values to create a set

of diecansingof thellistiedtrgde hohastedt act |ist entries;

transferring the set of one or nore hashed

do-not-contact list entries to a nmaster

dos. AL nEe@Mdattin blafh 13 RbNSEurR@N hkisrard-1dR-coh1aEEist BRaSRE to be

of one or nore hashed do-not-contact |ist entries;

r eq U serimynitatisn Witk themsastar dearohsentegrishesrvari the nweiey do-not-

S ashed - do-nnot-copt a I st

¥ he "8@?0%%5{1@%%&8‘3 SopfjenreiS wiod® ths™ %‘o‘%ijme it ac%ﬁr ?fasg‘%'ao 8-not-

ent ch@sctlliBt eiteed @r the rptaide-dtebhteatlisterngt - cont act

list on a client machine; causing a client entry to be

hashed to create a hashed client entry; and conparing

t {176 ﬂ@mﬁg)dcals it Pl T Sheltdin ﬁﬁ ﬁ{paﬁﬂ ofjﬁ’le M Qﬁérﬁ%htr}l]

erm ne whet her t cl'irent entry appears o

t he aghihgniie séOofmte-dmnchramthe'd$1b-n014ont1dftélstrﬁtthemh1bSJsIt]me client

claim 13 wherein_ the hash cl.ient entry is a hashed

vaI@@wBWﬁEDW@Bﬁfﬁ@f”Pﬁ@UPﬁﬁ?@Bﬁlstored on the client

machi ne, the client machine perforns the causing of

the client entry to be hashed, the client machine

pb% flbe methddes e qlla'BB il B edherdin thecohechm§irmation includes demographic

t act d.t [ t
per FEPHES Phie AR S b ABOREN T PEARTREP e gompgion.
client do-not-contact list. 15. The nethod as in claim

13 wherein the hashed client entry is a hashed val ue )
o}9. &he gunthadeas in plaon A thsrei thercetaghinfrimaton wetudpmdamagsaphic

b USp o B BR T Rk S uge® he PR BT iR jop, ana
be Raghetlthe tompatigg thethasitd@atry o mleahamtlcﬁ rﬁmmf)mtgurhsng) iacludes

mast er do- not - cont act LISt database é
comfgisreRinedhahGopHReTe hagRg te d&@omp e REER1n wish to not be

ser \égﬁtactw‘%h&?ﬁfe%fle& ﬁ 8{)@&8@&9&1‘% clibmtdodadk %Qﬁé@c Jist.

configured to store t one or nore hash
do-not- contact list entries for the nmaster

dgj ot - contact1 I S r g% 17. .The method as in claim

1 R Yher tW@e&ﬁ% 'ﬁé FOPNE Mashed client entry

agai nst thﬁor%ﬁﬁ% bnORRYYasHBN £ dashedrdo Qe Riéhed value
list entries alTows the client machine to protect the

conpééﬁﬁmwﬂdﬁdﬁﬁﬂon..18. The method as in claim13
wher ei n tccr)]r(relngr?r{ét it Ea§h@& QLIELE 812 ehﬁ?ll aldglee’.?s Qﬁﬂggg %Bgt'exc do-not-

email list, the master do-not-email list comprising a plurality of one-way hashed

values of a set of one or more email addresses of a one or more individuals; and
determining that the individual should not be contacted if the hashed value

of the email address matches one of the one-way hashed values of the set of one or

more email addresses.

21. The method as in claim 20 further comprising:

collecting the email address using a data collection system
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i nformati on, and wherein the client entry includes the
denographic information. 19. The nethod as in claim

wQa 3ooaoessed N t he contact information includes PCT/US2004/000408
denogr aphi c informati on, wherein the client entry
i ncl udes the denographic information, and wherein the
cnfiae methotlhae imelgined0 éntheycerapisieg:cl i ent
do-not-contact, list..to i 1Nl NG
consumer S48 thegerf‘ﬂéa‘gdé?r%gé gg EtISlg aslq ﬁ%‘% P%\{ﬂ?@%xﬁhghuggg d from a

not cHGact GRN baeke dohetlidnkre neichige] bleckedyfromp pearisg Dcorténe email
client do-not-contact list. 20. A conputer |

' ] . npl enment e

met Heidblookasr Fayn ABCTIpS A FRAT IRy PArEEH Dwaivsn%gg‘wo%fﬁawoﬂeg that
emai | addre hashed,yakue of the email
addfheeseél?aﬂgaodﬁ%eeslé gnoglqpﬁéﬁ%tgg ega?/a ueC of the email

address against a master do-not- enmil list, the

mast er do-nat-email | isE5 C?orgri.si ng a plurality of

oHe Agampber g emegicddacthy LY one or nore eni |

addr ess eﬁol‘?gctiﬁ 908 PonbBF Siotd G- MbiiRdiBlist @fglies, each do-not-email
determ ning t at the I ndividual shoul d not be

contiiacdne is f string ofi elsdredery a¢puesentifg athemaiheddressddr ess

mat ches one of the one- hashe I af
one or ﬁﬁylgmgﬁﬁnp-wgk}a\é\@\ég Schee o){tﬁee yeﬁé{ ﬁrge dﬁgrggorlﬁﬁg f-email
cl aijy Bridub b VerGRIMEnSd HilchatRtdrefitd Mgqlidieaskedvdlues to create a
address using a data collection system 22 WO

2004410698201 PO hyshaDdy-nocprs! i 20titPle met hod as i n

claim 20 further conpr ; hetenBihiseddhass
to be at tqagﬁfépngﬁlge% O%‘?f#eg(%ar?(:}%a %H&ggbpg)égﬁgr om a ?
contiagter kb Siot-emuil Y eichefviep torei ghkddentstose tmeshi ofene ok owkekished
fromenteri 'ng. a contact email list, blocked from

]

ent alornaiemat piahentiies; ?nqpur ged froma spamlist, and
reported &,Flgéximé %}getzrﬁ;@ééd addr essy ég%ixﬁf]thlt‘: R& JTR&E 8f more hashed

do- not - con A conputer inplenmented nethod
Cconpio-itegiaildist éreGes. ng a set of one or nore
do-not-email list entries, each do-not-email |ist
entry is a string of characters representing an enai |

a?@.rﬂ%%etﬁ&cpés)ﬁh RehirA 28NErHEN ARy Safanettyds b hesteétvalue of
of one or nore do-not-enuil list entries to convert

t he anteniaiigpsldrsss shred @oteention| mechin tlgurdicnb NS 1§ coBE R able
crea @g ﬁletn?agi]eg gfg—n?) ! —egmg{l Il,]igos%ﬁfep asdiRdk mﬁ@aﬁé@ﬂﬁ%ﬁ%ﬁgﬁ bppears

ent rY r g the set” of one of nore
do- natihesabt ode Btn@ahished db-moaemail list entries.

25. The method as in claim 24 wherein the comparing of the encrypted client entry

against the set of one or more hashed do-not-email list entries allows the client

machine to protect the email address.

26. The method as in claim 24 wherein the encrypted client entry is created on the

client machine and wherein the email address is both stored and hashed on the

client machine.

27. The method as in claim 24 wherein the comparing of the encrypted client entry

against the set of one or more hashed do-not-email list entries is performed on the
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master do-not-email |ist server configured to store

the set of one or nore hashed do-not-email |ist
we@naorioess20 and conparing an encrypted client enPeLUS2004/000408

agai nst the set of one or nore hashed do-.not-enai

list entries. 24. The nethod as in claim?23 wherein

t heckeremyashimd. client entry is a hashed value of an

emai | address stored on a client nachine, the client

machi ne is communi cable w th the nmaster do-not-emai

| 365 trhs eevieid dsAn 6l B3 cbnfigueingmahistdr ibatotratriad msammssto be in

in the set of one or nore hashed qo not - emai

t :
ent epamunEgtionyah ths mager£o-n9i-cgaii st sAvernde é@qs‘te( a%-not-emaﬂ
c On}?@t‘%da@zﬂ)a% cotn%gul%ﬁ ¢8 ¥BtEfle dtice Bhe EInbM haBRAH dbShotldil list

hashed do-not-emal|l |ist entries
al | exsiet ke tied mester donmaeinmedl lisbsgvat ect the emi |
address. 26. The nethod as in claim?24 wherein the
encrypted client entry is created on the client

and%as et 1%‘?&1%&&&&}186@6& @ggy-ess is both stored

ed on'the client machine. 27. The nethod as )
i n cl ai mca@leaningresetrofiohe ocmmrafﬁq nef-email s epinies,pgeledo-not-email

cI| N nt.r t the set hashed

o- ottt K siPERrRiodS 8 ss b MFeBbL RS 55 o
2004/ 06833p1yIeH d&Wﬁa@&@é@&lem‘d to @i selﬁaﬂbhhe”t& mé8 doToe-email
nmethod as in claim23 configuring a nast

do- ist ensnesth comer astapazel TrasETs Hio WBRNAMSRE Yadyes to create a
\émot Estiot}eon ?B’l% | %}%h%ﬂ% E&Bénllalf B Enfglver, t he master

enali ase con i gur €d to store the
set of oneneferringtie feashed: atansrehashedido- rlqt—stnaﬂénst grities to a
for the naster dﬁﬂnOt emai |l _list serv
1

compRSEF Sprigt SIS FOU BB 6 G SEaTcger Fgrapashed

set d%fno?'%ﬁxaﬁrhsfra{ﬁesdo not-email list entries, each
do- not - emal st éntry is a string of characters

r epr esentrequgstang ﬂewralﬂlle radiﬂ(trebsnot@pﬁhl)lmhger‘aer@h eagigppe hashed do-

hashi n ene  t set Qne or, nor

i Stnog%p]a%illgt etngy fﬂ% tse& ongtoF fl’hOé egﬁef %aggté%éarlgn& {xtnes to
uni guard@shadieualliensid fotGhedtiit 8n aSBént@fachibe; or nore
hashed do-not-email |ist entries; transferrjn the s

of one o cappRga pliesh errail gntrbio- kenashed tp sreaisng hashed ?Qﬁ?%emaﬂ

mast e{ not-email |ist server configured to store
t he Gy onfd one or nore hashed
comparing the hashed client email entry to the client do-not-email list to

determine whether the hashed client email entry appears on the client do-not-email

list.

30. The method as in claim 29 wherein the hashed client email entry is a hashed value
of an email address stored on the client machine, the client machine performs the
causing of the client email entry to be hashed, the client machine performs the
requesting from the master do-not-email list server, and the client machine
performs the comparing the hashed client email entry to the client do-not-email

list.

31. The method as in claim 29 wherein the hashed client email entry is a hashed value
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do-not-email list entries; requesting fromthe master

do-not-email |ist server at |east one hashed do-
wmoedao4oemed | i st entry fromthe set of one or nMBECEUS2004/000408

hashed do-not email |ist entries to create or update

a client do-not-email list on a client machine;

caust agemait hidmts seared bn tstolignttroadhencrradibeicliest peehipeperforms

hashed cl.i en aring the hashed
cli Ca&ﬂﬁfgf’%g‘r‘?ﬁ?m{%ﬂaﬂh n¥rg|t§BQPas ggnot email list to
det erm ne whet her the hashed client enall entry
appears on the client do-not-email |]ist

ik Aibe nspéhqdnascn Sl 28 CRREREIN RS et o dift d@éﬁ%ﬁS? to be in
et b fbaflaE WA (fetuGor RLo@lbnbiid: @08 3 Rt B %oPEmail

t he ent nachi ne pértorns

c auﬁbﬁ@tzﬁfasé &tﬁxftghteﬁnb sﬁreaﬂhb senifoyie bombee tabtvedh-nothamail list
client machine perforns the %guesting fromthe

mas €BiFics &arribe maptar do-Potamallbisi §FVetand the cl i ent

machi ne perforns the conparing the hashed client

email entry to the client do-not-email [|ist. 31. The
nE3. Mhe n&ﬁhdmasdh alaim 29 wittesie the cohwating hede dpshed clienteiniry

entry hashed val u 04/ Q68820 . .
pCrietainshy BHoHGRE SraPS heditd e aPRUL L E OB gNS (ctien
cli enfe hfi@qg?f@e@%éﬁlﬁm@m machl ne performs the
causing of the client email entry to be hashed. 32.

The net hod as in claim29 configuring a master

i s a : . . _
oFh el S 0B IR Ry g TP RBRL, At e
do- n@t seevBriolf at lehd bonélBishbdhdenowahaif)listettry drosd ﬂneeet’(df @ne or more
set of one or nore hashed do-not-enmil list _entri

f or hegheddestas emgt isbeniaesdp craajeqr updsts dhe clisgt dorpgy- Cema list on
met I%ﬁedclge]%t hﬁcﬁh@is%ﬁgtamﬁ% aﬁ ehﬂﬁ SQRBari ng of the

hed rent entry agaln e set of one or nore
hashed do-not-email list entries alloms the cllent

s Phveeneifor S afincviRah e TN PR b ol SRRy -cmal
do Rt a pgﬁﬁhﬁon foicatiseRE ¥Qlesthg %n{ &@Sﬁasﬁbﬁ gonasbasi] list server and

do- not list entry fromthe set of one or nore

has He dredtz-araipdatattid clienkdo-reitanpasislist on dhecdicnt Bachigsdat e
the client do-not-emnil list on the client nmachine is
mai nt ai ned by an email marketer.

36. The method as in claim 35 wherein the email marketer uses the client do-not-email

list application to periodically check bulk email lists maintaining by the email
marketer to have email addresses associated with the set of one or more do-not-

email list entries be kept free of spam.

37. A non-revealing do-not-contact system comprising:

a do-not-contact list client application communicable with a master do-not-
contact list server configured to provide retrieval of unique hashed values, each
unique hashed value associates with a consumer contact information;

a client do-not contact list created by at least partially by the retrieval of at
least one the unique hashed values provided by the master do-not-contact list
server;
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35. The nethod as in claim34 wherein the enmai
mar keter uses a client do-not-email |ist application
WO 000s@6s820 t he requesting fromthe master do- NOPEEIE2004/000408
list server and to create or update the client
do- not - enall list.on the client ma
mot hod a3¢ lfﬁlt Sh iR 35 LA B O DR it ohERIA ! Gl
t he %J gﬂ% gnot-emai |l list application to
per | AIC y check bul k email |ists maintaining by the
emai | rrapmpmsonaclhmtoet@mpﬁreeﬁj@ﬁb@%@eené\%bcﬁoéh%%llent do-not-
W th th set of one or nore do-not- email list entries
be RYPEC t?%e of spam 37. A non-revealing
do- not - contact system conprising: a do-not- contact

list client application comunicable with a ms
. Fbe systam asutclainsd7 whergisra Mayer W%GOF@%&%@%‘%&S@

\r/ZIt L(Iénelé@llgtcob thqﬁjlg tnﬂa@f%p Solnyaldes i8R or KU fsgdjf?) 3% Ainique

onsuner contact I nfornmatlon;

a Chhﬁ@avQMeﬁﬁﬁtmﬂmha@tmhuﬁmomneﬁmeéﬁby at | east
partially by the retrieval of at |east one the unique
hashed val ues provided by the master do-not-contact

1%99 tTh{: §§%éﬁﬁ bs 11%5&1% ’?Qfﬂé{e&qgg EohsBiEl LAR0 M ORRARE is dollected

I'en I'ne to maintain or operate the do-not
conbaatdata ellectidnesystemapkicoethe data calertmncystpartiagefars the

schene to conpare. a ed client, entr t he. cl t
o et e ippapaiono 4 g ey desheignd el dvity5e
wherghdinfer FEih&infenAr i6OMH @dud Hashedil@hase
connunlcable wth the master do-not-contact |i st

server is used to store the unique hashed val ues for

Lé(? ”[na szr%%gutn L Cg?%v%%{cml ci,a%ﬁ uﬁﬁégﬁﬁsh \;)é?uc a-ggtﬁzla?é/ss\{/fﬁ{n

e consuner con

i nf Qbﬁ@%&ﬂe@ Herh5 graphik eefoatatidaywldcllmcaideothle &onsumer SyHhEMm
wherein the data call ection systenttransfers t he

consuinBnRatesrngd sYherin Jreheshesrlicst Uy RsSQRAICHELh AT e
the%eggg¥@&k3 gﬁaugpnsuner contact information into a
ashed va

uni que 40. The systemas in claim 37
wher ei n each unique hash val ue associates with

d f t h
S h ey DAt e cioim a9 BERt OF CameC aara nE RS Roptiiipn
cli eRlicRRH YeaRSHRUf McEifsMbd ANGR3S BB fionall QPBAERETh ¢he master-

i nf or mat 1 on.
do-not contact list server through at least one of a network connection, an email, a

disk, and a scanned form.

42. The system as in claim 39 wherein the consumer contact information is sorted by

demographic information.

43. The system as in claim 42 wherein the demographic information includes at least
one of legal jurisdiction that applies to the consumer, minor/adult status that
applies to the consumer, types of messages that the consumer allows and not

allows, and type of one-way hashing scheme.

44. The system as in claim 39 wherein the one-way hash engine uses at least one
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41. The systemas in claim39 wherein the
do-not-contact list client application retrieves at
wo e@nesse@ of the hashed val ues or additional PQEUESES4/000408
fromthe master- do-not contact |ist server through at
| east one of a network connection, an enmil, a disk,
and haslgog sehethefsolented 42m T roup penesing{iSHAPab AR SHA-256,

B e X o

wherieh8140) 81 ARV BIAAPAL CTigei Danmaid, Shefrne| GOST-Hishl BRSLH1/H20,
one of |egal jurisdiction that applies to the
consWHVhimRAOkor / adul t status that applies to the
consuner, types of nessages that the consuner all ows

and not allows, and type of one-way hashi ng schene.

445, Tieasystysitagin alainh A7 ethatein B9 clibimedchirteherfonas thayomastison
engi ne uses at | eas n 6 WD 2004/ 068820 .
PCT/SCRIPROWARSIRIEES thggﬁ%ﬁﬁc EneY @éﬁ*% ek dpmgirpoptact list.
group consisting of SHA-0, SHA-1, SHA-256, SHA-384,

SHA- 512, MD2, MD4, MD5, RIPEMD- 160,

RUGCEND-sy28m25 6 81a0n 37 MASKH0the HASe clibit\ealry rdfirgeents a client
Panama, Snefru-2,  .GOST-Hash, . BRS- H1/.H20 and . .
Whi r“;S’B%}F‘}efi%‘?ta%tHBfowg‘il%‘fﬁfi%rbﬁi L fhg; hemhghincs Phereipthe client
cl i eRtchiRGIREBANPEhAHIIREhE Digent B6HRAeS 8dhtact GATBARatioRad create the
conpares the hashed client entry to the client

do- fwshedohiericantyi st.  46. The systemas in claim37
wherein the hashed client entry represents a client
consuner contact information entered into the client

AT e ystetes éh tlainh @6 ethiessnd the eHedtinehjrendsey ardeast dr@Hashing
on the client consunmer contact information to create

t he scheahsdectad 6o agrpumoonssingpfe iy Shhiad, SRAA ) PRLA-384,
46 Wiex 811 Lhe MDAF, %D?%@I?’E%H%&SRE{EME?@%/%B%20, AS160,
hashi ng schene sel'ecte roma group consisting o
SHA-HDAS SHAAY ABHA: 25 6an8hih-S38 412, SIS 5 H2Ash, MBS-HMBE0, and
VD5, E\’l PE 160, RI PEMD- 128/ 256/ 320, HAS 160, HAS-V,
HAVAV MR Yer | Panamm, Snefru-2, GOST- Hash, BRS-Hi/ H20,

and Wirpool. 48. The systemas in claim37 wherein

the do-not-contact list client application is o
dépl'Bigetistom amiir elejm 87 pdgisinethe dapot-eemiagiflishelianpappliceina is

of individuals,,: i Lien ] nd .
ansPlo bERT SR LS Siouer SO ot g PhSothitRla AR Bhsinesses,
consmtiRlients, that send unsolicited communications or store or use the consumer

contact information.

49. A non-revealing do-not-contact system comprising:

a client application communicable with a master do-not-contact list server,
the client application capable of sending a hashed client entry to the master do-not-
contact list server, the hashed client entry representing a client consumer contact
information that is converted into a unique hashed value bearing seemingly no
resemblance to the client consumer contact information, the master do-not-contact
list server providing retrieval of at least one hashed value, each representing a
consumer contact information; -

a client machine to maintain or operate the client application to send the
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contact information. 49. A non-revealing

do- not-contact systemconprising: a client application
w@eormesse@bl e with a master do-not-contact | i SPCEHER2064/000408

the client application capable of sending a hashed

client entry to the master do-not- contact |i st

ser \ngshedtchentisalihigandc| i ent entry representing a client

consumer contact info [ i i

i que. nARBE Rt MBS Ry M B e CAOMERE G Rafifl ottt

t 0 tJAe hedhie® RiluE e evarthoaph getmastdraomat-calhlisttshevenast er

do-not-contact |ist server providing retrieval of at

| east one hashed val ue, each representing a consumer

c o v . . ] . PV o@E rovides

opbrFev RN By o, pR D ol ot TP brovid

2004kO6R8RA] JTEH¢ hiS2H0 4MOBGUEBYaliathhaghal master dematygontact list

and a conparison schene to conpare the hashed client

entﬁ?méﬁﬁinst the at | east one hashed value retrieved

through the master do-not-call list server. 50. The

systemas in claim49 wherein the master o

d6t ridte-systemas in tiagn 48 shersin e Gonsyaer confact ipformetias) is gpllected

e i R, SRR R B R gy e

cl ai FhdnehaEt iR aEANBURIE-WwHiah enginé tarredriverts ihe
collected by a data col]ection system wherein the

dat ecovsiniessonteet infpsmaien ninde Bpshefl yalueconsunmer cont act
information to a one-way hash engi ne that converts the
consuner contact information into the hashed val ue.

532. Tiaysmtaelin algirh 1 ethatdin it cohemner otthet ichmsatmeyis sorted by
contact information is sorted by denographic

i nf clemRTapHIc IBEIMFHN-syst em as in clai m 52 wherein the
denographic information includes at | east one of

l egal jurisdiction that applies to the consuner,
NSACFHeaxysiet astimtiasm tR athereap picidemogaphisanfoonsiigreincludes at least

types of. nessages.that the consuner al
al | Gl O T Rpacat ety Sae R et Al ke tha
syst £mliastol the SIrdiued Iypsk 6f Restapdiahange wayunasalengiang not
includes at |east one one-way hashing schenme being
sel edlosss, dgmmpes of opepvaydagiag fhgmsf SHA-0, SHA- 1,
SHA- 256, SHA-384, SHA-512, MD2, MM, M5, Rl PEMD- 160,
Rl PEND-
54, The system as in claim 51 wherein the one-way has engine includes at least one

one-way hashing scheme being selected from a group consisting of SHA-0, SHA-
1, SHA-256, SHA-384, SHA-512, MD2, MD4, MD5, RIPEMD-160, RIPEMD-
128/256/320, HAS160, HAS-V, HAVAL, Tiger, Panama, Snefru-2, GOST-Hash,
BRS-H1/H20, and Whirpool.

55. The system as in claim 49 wherein the client machine performs the comparison
scheme that compares the hashed client entry to the at least one hashed value

retrieved through the master do-not-contact list server.

56. The system as in claim 49 further comprises a one-way hash engine communicable
with the client machine to hash the client consumer contact information to create
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128/ 256/ 320, HAS160, HAS-V, HAVAL, Tiger, Panamg,

Snefru-2, GOST-Hash, BRS-H1/H20, and Wi rpool. 55.
wab@4mysstem as in claim49 wherein the client PEDOBI084/000408

performs the conparison schene that conpares the

hashed client entry to the at |east one hashed val ue

r et thicdasbdtGheRRHHYt he mast er do- not-contact i st

server. 56. The systemas in claim49 further

conprises a one-way hash engi ne communi cable wth the

ci7. gné syseszh b diainh®Gwherhm tht bentvay basengere indndesct least one

information to create . 28 WO 2004/ 068820 . .

PCTPUSYOD ApdessacmE émﬁa?%lﬁ%tag g‘PP‘e%%m}éRP?S‘f}S“@? of $Hg-0, SHA-

syste A%'énfzﬁltxaﬁsm,%@M’@?i,%nzﬁM@40Nﬁ3wEN@-QGQLIRI@EMD-

i ncl'udes at 'Teast one oné-way hashing schene bei ng

sel a28/256/82Q M AS oA ¥nEiAMAIngliger, Bupano, Sspfre-2,1GOST-Hash,

SHA- 256 - 384, SHA-512, MD2, MD4, MD5, RI PEMD- 160,

RI P ‘Hi/;gﬁz%‘m’i’é‘?o S160, HAS-V, HAVAL, Tiger,

Panama, Snefru-2, GOST-Hash, BRS-Hl/H20, and

Wi rpool . 58. The systemas in_claim49 further .

cHhih systena apinecloiay4h fstherenmprises & ape-vay hash gigine coupling to or

resi di within the cli [ ' :
conatifire Huhale e sk sREHREc I ARtk ol Mtbrmaion
cl i eftre@BiKe/hashé clAnb®ithod conpri sing: causing a

consuner contact information to be hashed by a one-way

hash engine to convert the consunmer contact

ig-%%bﬁgoﬁgéﬁg% hashed client contact entry;

causi ng t client contact entry to be conpared
agai nst aawligentordomenamiacomfantation ¢¢ bavhashed by & hee-way hash

client, do-not-contact list js created at |east . ..

par EPER §P SRV RARREaniAR) HEETRGo (s A BRTR gl cqntect
mast.gf~-do- not -contact |ist server, the hashed val ues
representing a set of one or nore contact information

of consuweussng thhbashsd gbent\goslacteatydo boprrapared agapfya client do-

determ ni.ng,that the, con .Mt . :
oo SRR b EOTALIE b 1 L PARMER o ety by
has hghlgGhilRatvakeR tatéved Ny gl htbesdanyomataet listherver, the

hashed val ues retrieved through the nmaster )
do- hethed Atuge FePreseRtings} $7b pT ORI M9TE CARAHAROFEALGR QfjcqpsHmers

59 WO b \ifh EYUABRBORACT | nformation s
col l'ecte . o
determining that the consumer with the consumer contact information is

not to be contacted when the hashed client contact entry matches anyone of the

hashed values retrieved through the master do-not-contact list server.

60. The method as in claim 59 wherein the consumer contact information is collected
by a client machine and is hashed by the one-way hash engine connected to the

client machine.

61. The method as in claim 59 wherein the consumer contact information is collected
by a client machine, hashed by the one-way hash engine residing in the client
machine, and compared to the hashed values retrieved through the master do-not-
contact list server on the client machine.
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by a client machine and is hashed by the one-way hash

engi ne connected to the client machine. 61. The
woreaohoassas i n cl ai m59 wherein the consuner coOPCEUE2004/000408

information is collected by a client machine, hashed

by the one-way hash engine residing in the client

machi ne, and conpared to the hashed val ues retrieved

t ; @6 Caddirsl the 6 M8&t iRrhfeon o

P e P e o R g B s oiton of

62. coianmeetthbd caledted oy adata sQlidction Rgstenedrphdddesa second one-

causi ng th tact i.nf ' f t
col |V\@é1t%éﬂl %&g?r%ncggfr%urégz}q%s@fl %I%ncgayas%ogl(rgﬁr:]t%%@rﬁ%g, %95) gransferred to
S eC QAL ARG -doWRY-cBREL 180 &g, comuni cable with the data

coll'ection system and transferred to the nmaster
do-not-contact list server. 63. The nethod as in claim

62 further .conprise [ . g - - .

P e g R e B SR A B R b £y GO AGtacr it
do- RetyeCRmEticdblstvith eiehstéralosiaicentabidish asheado store the hashed
values. 64. The nethod as in claim59 further

conpeiuses causing a do-not-contact |ist client
application to be in conmunication with the master
do-not-contact list server to retrieve at | east one

hes e nystlhddeasfin olairh 15€ fomisdr eomgposaschusimgd denot-¢aitact list client
server tqg create the client.&ﬁ-not-co$tact |'SL. 65, ¢
The SRBKGHAN KLb6 1 COTRHAISASOR St RY MRgRdq- BzconlaGLlist girver to
the r&ﬁ@?&%ﬁﬁﬂea@%e@ﬁ%é@veﬂﬁb frbm GhddBst@t dd-Baon@BElist server to
one-way hashi ng schene being selected froma group

consisitd thg clidnt SethoBcog@pAlist. SHA- 256, SHA- 384, SHA-512,
MD2, MD4, MD5, RIPEMD 160, RIPEMD 128/256/ 320,
HAS160, HAS-V, HAVAL, Tiger, Panama, Snefru-2,

G5 TrHaasdiho BRSn Halhi30, fuahd cWhibfipshusifidthe bhe-wstaodngise to

in claim62 further conprises causing the %ata

col ledudedt lepyisansanegvayshrshing yeheme hegig selsgieddrn q&jrup
hashi ng _.s { a ' € h 65 ~C

R
i nplErEMRd cOERIRENID-A 2B2563260,yH AR, HeRIVe BIASSAL, Tiger,

regi stered on a do cong | St t are in a
cl i drpama,§ngfrig, %‘IQ)%'? lo‘llta& Zﬁﬁ%ﬁgﬂﬂ% a‘é‘ingﬁﬁlrpgald resses on
the do not contact list or the client's |ist

conprising: the client encrypting at |east certain of
efi6.ritesnghod dsan claireré' fyrthérspmpuisesragngieg e data collection system to

specify at least one one-way hashing scheme to be applied to the entries collected

by the data collection system.

67. A computer implemented method to identify email addresses registered on a do
not contact list that are in a client’s list without revealing the email addresses on
the do not contact list or the client’s list comprising:

the client encrypting at least certain of entries on the client’s list to create a
plurality of encrypted entries, where each entry includes at least an email address;

the client transmitting over a network said plurality of encrypted entries
from the client’s list to a service for comparison to encrypted entries of the do not
contact list, wherein the encrypted entries of the do not contact list were formed by
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plurality of encrypted entries, where each entry
i ncludes at |east an email address; the client

WO e@ae6esska i ng over a network said pI ural ity of PCT/US2004/000408
encrypted entries fromthe client's list to a service

for conparison to encrypted entries of the do not
conteagyplinginforpatienipclidiag ahlgas) op emal dfdiess 2 gratghing efan

”Ot < \ﬁ@e%Q%ﬁ%&%%Qt list t

CrrORIHB Frigh Fom L S e R e it oan
at le@ag bf tie denm-looﬁddrlaggepreaentatfrahthqgmdérl)amg emnit r§ptesceeds
entry fronwéaiggflurality of encrypted entries from

t he tebs lspitde to an entry of the do-not-contact

list reprRsahtrebdding iy Beafelhiparigmei | address
needs to be identified; and the client receiving

results of the conparison. 68. The conputer

ment ed, et od of .cl i L
s G S R
Cfés@l@ofrtﬁé:&l dpzﬁ‘@orbé’&{i prigef:or mati on i denti fyl ng only
those of sai transmtted encrypted entries that

mat ched. ﬂ@@chemh@cwmglhaek inforgrading ideatiDieg ARy tetse of gt
o L RE IR hOSo Bl LERks (LEREIKLAT oSyl te of the

on co I Ses recei vi ng back
information identifying only those of said

t itted t ed t t i.d not .
el b B b Bl
COMRE | 81iRreskiio Ghé Ehp ARLREARAG: whi ch entries on

the C mat c pase said received
results; tm«:hdnhfecellvmgmck mfmvmam@nntﬁmtlﬁyang; pralgt tlease of exid
fromthe. client's.list er inplenented

et H{?@Smgteﬁﬁgﬂp’??g CRITIGH hagﬂ‘tﬁlrné)gg’gg egistered on a

do-not-contact list that are in a client's |ist
wi t hout revealing the enmail addresses on the
do- 1tk - c Siteaomphies implemenied glathadiofslaimdyy, Bthsr suPRiEging:

the cli eﬁ{l@ ehein{ X«ﬁ 191 1{1&9&%1’1 SEL t?l}a %18& sS4 Haﬁcﬂe@&ged on

the clie ura y of ‘encrypte

ent rgaﬁﬁecmr@smc&hdent ry incl udes at | east an emil
address; the client transm tting er netmprk sai d

pl ural i t)ﬁh%fheélhtqni&yﬂ%t hg matshed e?“i”&?r% t Fhame st st

to a service for conparison to encrypted entries of

the do-not- contact list, wherein the encrypted

ent riles of computdoimpdéermesed methofl ite idemefyenfapraddresses registered on

a do-not-contact list that are in a client’s list without revealing the email addresses
on the do-not-contact list or the client’s list comprising:

the client encrypting at least certain of entries on the client’s list to create a
plurality of encrypted entries, where each entry includes at least an email address;

the client transmitting over a network said plurality of encrypted entries
from the client’s list to a service for comparison to encrypted entries of the do-not-
contact list, wherein the encrypted entries of the do-not-contact list were formed
by encrypting information, including at least an email address that belongs to a
minor, a matching of an encrypted entry from said plurality of encrypted entries
from the client’s list to an entry of the do-not-contact list represents that the
underlying email address needs to be identified; and
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by encrypting information, including at |east an email

address that belongs to a mnor, a matching of an
weporppssed entry fromsaid plurality of encrypP@mus2004/000408

entries fromthe client's list to an entry of the

do-not-contact list represents that the underlying

emai | adéreedisntiieesdyng &°sBES PHEACPTPEF N and 31 WO

2004/ 068820 PCT/ US2004/ 000408 the client receiving

results of the conparison. 72. The conputer

i nphgmentrad compitadingflernémedmethod whelain i1t werein dhy grtcexpted

entry belongingngo the .m nor |.s Futona&{&all renﬁvgq

f r ofiEHBClengIRG fO te pyagr s ayigmatggaly (BT FOTP i difehe O3

met hod of claim 71, further conprising: associating

the email address that belongs to the mnor wth a

par 88t ' s Thadompast inipdematied wotodoé elajmp L fehercempsisingd

f claim73, furth L sing: the clien ing ao
ot |1+ caprOReRE e STefiCantses WaP g o8 e Talraf AR o

not i,fi¥resd he parent when there is a request to renove
the contact information associating wth the
encrypted entry that belongs to the mnor fromthe

do-not -cqgntact i st . T i i
ot R o FaRyratnelsrfted PELEETRLLE 70 AR Rfising
causi ng a@hd@iehf davsihf; @motifichidnie bt sém td the ppeenefstaddsess to notify

address to notify _the parent when there .

.att L.
Lo HenpventoTien det BetTeRHPbiOTErPEn M SeRar 4R Rty tHovating
the uﬁ[ﬁ%)! Q{“S@th‘? IIargttYy ﬁg%em%% R hifof REMThO@S-nbl Rtdch 8st.

do- not-con e conputer inplenented
nmet hod of claim 71, wherein the client receiving

results of the conpariso onpri.ses: .t | I ent o
Fecdby ng PESCRPTR BRAEPORS PHERERT S Toriy MEhsawriine
said transiieht &fksiBBambBFEestioanb bt 8&nt tdee paRine hedretd to notify
The conputer 1 nplenmented nethod of claim 71, wherein

t he tod parent whegdledre isry atleswt tosempPve Hi cggwﬁtgpfcg@ﬁtion associating

conpr.i.ses: the clien egel Vi j ' :
ORI b 5L Al KO QLTBE by
entries that did not match. 78. The conputer

i mpl ement ed net hod. of claim 71, further,_copprisjng.
t he 76 i erfihegemppisr HRMEMARPE Hﬂeg}?@ﬂl%égﬂaﬂ 1 RBSep it
N Stremiﬁg?eqm%a&qge Qg}npa?ﬂbﬁi chriapffde¥e d results; and

the client receiving back information identifying only those of said

transmitted encrypted entries that matched.

77.  The computer implemented method of claim 71, wherein the client

receiving results of the comparison comprises:
the client receiving back information identifying only those of said

transmitted encrypted entries that did not match.

78.  The computer implemented method of claim 71, further comprising:
the client determining which entries on the client’s list matched based on

said received results; and

the client removing the matched entries from the client’s list.
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the client renoving the matched entries fromthe
client's list. 32 WO 2004/068820 PCT/ US2004/ 000408
wQ 204M68800put er i npl ement ed nethod to identifyPerEs1004/000408
addresses registered on a do-not-contact |ist wthout
revealing the enmai|l addresses on the do-not-contact
list conprising: a client encrypting at |east certain
of et ri as.Mbutdtempldnftedinéthsd diQefirpainail addmésds Adgididted on
of encrypted entries, where each entry includes_ at
| eastdoamnt-eomhdt ligthaitbes reveating theemanqddigsss op ghedo-not-contact
conltl.act ed;.the client causing a conparison of said
pl usi SABP B 8encrypt ed entries from the client's Iist
to a pl uplibdten&fypBREsipisedereii bf @fri@fonctheralidres list to create a
do-not-contact |list, wherein the encrypted entries_of
t he phastiteof gesryried ewrendtherq epch waire ehidpegf [pApt an email address

encr%§§£€ ok i rtg%teicg{p%cge@;cl uding at |east an enail

add? at "belongs a mnor, a matching of an

encr ypt ethedtehtycalisiapasaingapsounreliskidy loblitynd eyplptedd entries from
entries fromthe client'sliséto. an.entr f the

mastles clisat mbst-te amuselity of gperyRipd gaBat af 3 W&Tt_grt C%énot-comact list,
underl yiin %e%ﬂ@fxgteﬂ%gf $r iRSHStdr Aol i8Rt Reke thhged by
client receivi results of the conparison; and the .

cl i entryphapinforgatioe, iodliding aslehdt ah emwiatl laddnagsy ththetbngs to a minor,
informati.on retrieved fromthe master do-not-cont.ac

| s R AR GRSt SO RGY R SV B S Ao the
wher g e B i Gitryetthey/ Rh&ek @Phdteohhiat lisTedehiests ane tief

the encrypted entries of. the master do-not- contact

| i stundérhbied engsaddsessimeeds tade idontifiedionati cal | y renpved
fromthe client's .list. 1 { i mpl enment ed
net hod ofthec‘flbepﬁﬁe‘?gyméﬁﬁuﬁtgf) f@?&%?‘ﬁ’g‘?% ? gIcgaldssoci ating

the emai lthaddnegsatiigthetlenngtsttwth dnerypteddnfonintioreretrieved
parent's address. 82. The conputer inplenmented nethod
of dtcam thegnaster gptREEORBSPIL-si ng: the client causing a
notification to be sent to the parent s address to
notify the parent when there is a request to renove

t he ggont &ttie combotenahplomented owilatd afglaimi7Ohwhérein when the

encrypted entry that bel on to th i nor fromthe

CI' HPIRr gy et PRISHER PAPIGPe P iBe PAGes HRepRRer do-mot
do- NehLeEOR: 8Ebelbhgitio tHRindRIshRAtbrhdtehidicn@ved Frog] telchgnt’s list.
a false record in the master do-not-contact |ist;

81.  The computer implemented method of claim 79, further comprising:

associating the email address that belongs to the minor with a parent’s

address.

82.  The computer implemented method of claim 81, further comprising:
the client causing a notification to be sent to the parent ‘s address to notify
the parent when there is a request to remove the contact information associating

with the encrypted entry that belongs to the minor from the client’s list

83. A method of protecting a master do-not-contact list, the method including:
including a false record in the master do-not-contact list;
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33 WO 2004/ 068820 PCT/ US2004/ 000408 inplanting the
false record into a client do-not-contact |ist;

WO nessemg to see if a contact infornmation asBOL/USL0#N0408
wth the false record is used and sent to a fal se

server configured to receive the contact |nfornat|on
84. The feplaviinedhe &l ired RaErciont doeotiraBieghlist;

do-not - ¢ %BQSﬁn%ﬂoss%: frhcéolx‘ﬁ;la%ﬁ rmish g§50ggflﬁ]é)$‘lltﬁm?é false record

list, whereint se recor |nclu es a talse emn
addisssd atdadnt faqi fatss stivencordipaidd tacasivetthamantass aﬂormmtlon.
any real email, and wherein the false server includes
a false emanil server configured to receive an enmuil

addggssedy, %ﬁ'o‘i‘kfaﬂn‘&’»t%&aﬁ tﬁe@hﬁer@iﬁldt cBREEESRS includes a
85. The nethod of claim83 further conprises causing

an mamsdoglat-cmml listt whereircthe dalse teberd indedes pHalse emgié address

or oV PR AR TG Jehomh dBem Bt 0 e LT gt Mgt e flse

ones¥ayr ARG RO SHAR kervePEIndighirddnd edcaBt ia lérriaﬂ add®sded
of one or nore entities for the set of entities to

det esseriatedwritht the faleeeqrpai] #ddsesisuners do not wish to be
contacted wi thout discovering actual consuner contact
information. 87. A conputer inplenmented nethod

CONgsi Si Mye nefAWPClailg 83 fofh@gonyprisds caosisg aeinvestigation into a
information to generate_an encrypted value of the

cat EBgH jhabpses dhsiatieresoid-or mati on; conparing the

encrypted val ue of the category of consuner
informati on against a master do-not-contact list, the
masi8ér dd- computayimakemehicdtmetbopeirmsprmgng pI urality of

categories of. consumer i nf ur al, i of

cat egor i B?Vbémg £ BALTHSRlne ‘?%gaﬁﬂoﬁpaﬁF §t§?8$ gﬁ{é@%&fl&nsumer
of  econssTBlorhM{RAMIBIEOIT RBGE Ytk & elititRB GordRS &% BT BkthEs to

that the category of consuner information should not

be detgrmime mdwgthief cartain eqnsumipisaly npavish tebe coetacied é’@‘bﬁ‘%
Cat ébsgg\geéfggg tug?acongum%oﬁ&%tsm Q‘H’l%.tlgllfl the plurality of

consurmer in the master
do-not- contact |ist. 88. The rret hod of claim 87
wherein the category of consuner information 34 WO
2004/ 068820 PCT/ US2004/ 000408

87. A computer implemented method comprising:

encrypting a category of consumer information to generate an encrypted
value of the category of consumer information;

comparing the encrypted value of the éategory of consumer information
against a master do-not-contact list, the master do-not-contact list comprising a
plurality of categories of consumer information for a plurality of categories of
consumers, the plurality of categories of consumer information encrypted; and

determining that the category of consumer information sheuld not be
contacted if the encrypted value of the category consumer information matches
one of the plurality of categories of consumer information in the master do-not-

contact list.

88.  The method of claim 87 wherein the category of consumer information
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i ncl udes any one of youth, elderly, age group,

nationality, gender, ethnicity, area, city, town,
wat@umesseounty, country, area code, zip code, BOEIUB2004/000408

address, emmil| provider, internet service provider,

school enall address _provider, library enail address
pr ov ifdydes aMO@%%/PHWe Fldedycagh e PtoaHe senden sthnicity, area,

city, town, state, county, country, area code, zip code, email address, email
provider, internet service provider, school email address provider, library email

address provider, and government sector email address.
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