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and automatically.
25 As the adoption of XML spreads across platforms, clients and servers, it is
poised to become the language of business across the Internet.
XML Standards
Overall, XML technology is being guided and defined by the W3C™ (World
Wide Web Consortium). Under this body, various groups are working towards
30 defining standards for XML itself, as well as various complementary technologies
such as XSL™ (XML style language for automatically converting from XML to
HTML), etc.

*owuuLT

IR Mg



15 information should not be publicly accessible (security envel opes).
Docunents should identify who they are from (signatures). Docunents shoul d

be unal te‘gﬁla%ﬁ“()po whiteout). And finally, possession of peflegsigMs shoul d
be proof that 1t was actually sent (again) signatures). Aspects of
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di gital s?@“‘é‘ﬁﬁ@@t Qﬁa"&tﬁ'é{@Wﬁ%&tion and integrity 20 protection at the
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data intended recipient. This means that sensitive documents can be safely
25 transmitted across open networks, without the possibility of them being
intercepted and read by an unauthorized individual.

Authentication - using certificates and digital signatures, in tandem with a
trusted third party infrastructure, it is possible to uniquely identify the origin of an
electronic document. This means that a recipient can verify, with absolute

30 certainty, from whom a particular message has arrived.

Integrity - a second benefit of digital signatures is that they can be used to

verify that an electronic document has arrived intact and unaltered from the




while in transit or storage. s 30 XML Signature There is a joint Wrking
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WO 02/ G893 6 PCT/ S0/ 0019G as one bl ock, again selectively or in
accordance with a predeterm ned schema. In addition, it is preferable to
provi de ayglesaadyzone of the followi ng features in additiopctRchdiige

el ement-w se encrypti on above, nanely: 5 Various Encryption Al gorithns and
Modes Supporting - Al kinds of symmetric key encryption algorithns, either
bl ock ci pher or stream cipher, can be ufed in this security mechani sm for
XM.. And different encryption nodes {CBC, EBC, etc.) can be applied here as
wel | . DEStoTdeyelop i XMt tdipliamte syithx enseup fors crafating nawdh  rgpresedting rthet ri ¢
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) group the text items into document parts which can have business

meaning and can be signed individually or together,

o allow document parts to be added and deleted without invalidating
20 previous signatures, and
o allow signing, co-signing, endorsing, co-endorsing, and witnessing

operations on documents and document parts.

The signatures become part of the SDML document and can be verified by
subsequent recipients as the document travels through the business process.

25 But SDML does not define encryption.

While cryptography has long been accepted by the public and private
sectors as the method by which to enable applications to securely work over
public networks, the underlying technologies of digital signatures and encryption
are not immediately usable within an XML framework due to the lack of XML

30 supports for these technologies.

There exists a need to provide new ways to apply cryptographic

technologies to XML framework. It is desirable to provide full encryption and



i nformati on can be stored in encrypted el enents in secure XM. docunents. 5
Detail ed Description of the Present Invention Preferred enbodi nents of the

pr esent i\{)&%%'&gy wi Il now be described with reference top¢figcammesgranyi ng

drawi ngs, I'n Ich: Figure 1 illustrates schematically docunent encryption
in accordance with the present invention, 10 Figure 2 illustrates
schematical ly el enent encryption in accérdance with the present invention,
Figure 3 illustrates schematically el enment and key pair conputation in

accor dancefigital hsighatups eapabilitiese whichn)cdii der esédi inl ant inkianst, SEkieamet oal | y
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reference to another publication. To 30 all ow the corrguter to check the

st ruct utde having abdeasinene siementidevelripgiuding elament(s), dbe unethod: gpé / or
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angl e brackets, nost elenments identify the nature of the content they
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15 the effects on XML security are focused on digital signature and verification. The
main reason that security is related to the transport level. Thus the privacy of the
XML documents depends on the security of the document transportation. in the
present invention, however, an element-level security mechanism is provided for
XML documents, and in this way, the privacy of secured documents doesn't rely
20 directly on secure document transportation. '
In the prior art, protection of an XML document is provided by encrypting
the document as a whole. As a result, the encrypted document isn’t XML-
formatted and human readable any more. However, it is not possible to leave
some contents of the document unencrypted if using the prior art methods to
25 protect the document.
The present invention addresses these problems by providing a concept of
more secure XML document, which has the following features:
. Element-wise Encryption — This means that the encryption is held at the
element level. What's more, in accordance with the present invention, a
30 user may selectively encrypt elements or encrypt elements in accordance
with a predetermined schema, with or without leaving other elements
unchanged, and / or encrypt an element(s) with its children (sub-elements)



Attributes are nane-value pairs that occur inside tags after the el enent
nanme. For exanple) <div class="preface"> is the div elenent with the
attributgyglassgepaving the value preface. In XM, all attpépyGeonoadaies nust
be quot ed. JEEUP2 XM Docunent Structure 10 El ement- W se Encryption for XM
Docunment The nmain idea of this invention is elenment-w se encryption for XM
docunent, i.e. the encryption is held atb el enent -1 evel and onl y sensitive
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, ~nnry1®; . ~d~ fopped XML tlocumemteard stilbwellfagied No hdwkelensent ldefinitions
EItCT, f FS~~C ~~. "11G" ei ~CfY3.:kzYinEa.. n~. :;x"~ .
are added into the secure format. We only introduce several new
attributes and one namespace for secure XML document definition, which
are shown in the following table.
Advantageously, the present invention does not require a new element
20 definition for secure XML document. The namespace and attributes currently
used in secure document are shown in the following table (more attributes can be

added when needed in future versions):

Type Name Description

namespace ] Xnins. sxnd namespace for secure XML document attribues

attribute gl ; Fecured whether the document is in secure format or not

(rooi oniy) | exmlralgorithm encryption algorithm and mode used
axml:keyprotect:on | kev manggement method

altribute gxml ; encryptad whethear the glement is encrvpted or not

1general) sxml rkeyanta informarion abopt the key wvalue used fo encoypt the

element and kev values of children elements

25 Secure XML document can be applied to various Internet applications. In
an on-line information service, secure XML technology can protect the valuable

information to be provided. In a cyber-library, books and magazines can be
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o Txnt K trogiekary Harts; Bith nefd 19 bR ey GG Motk deTnARGR I they went 2.y 1.
=Y t_qseadofﬁﬁ wf'lofér Q:bnféht of¥ftle BoBRE" Y én eléctrd?'ﬁb t?dhsa%hon Kehsitiv®
a' ~~Cxx ;. .~~ .e~tvemsxm .;~rtcry~tfiJ~~no
fixrt~tsr rnformatxmxcan ’ee s:butfeldqn empjrptted elannentsm BeMedGWEudgnamemtm Exnl:
ee. arl' I\/BIt3gerK~ ci _s=a_watians r ~

‘1 ~_9 Qfﬁegﬁ%‘:{@@'} ott¥|e é@sf'& 'Pvﬁ“ﬂo SxIN.: ice~riraa=y,;xx >
I't-9C. “p1j 6~ 81%@%&%85%@%%e prRENt ﬁ&éhtubﬂ E/Tlrﬁowbe deédﬂﬂeﬂrw‘tﬁ

t~mai |l axm :~nted~~ttp" ~~al:k~Yiara~".c~~>4ri ~at 90. CG uc~yusi |
cf p~r: C4. referermqteihe accompanying drewings; inswhishy e exarrpl e, all the sal ary

o oS 21 PSS Bl ARl BB BRE RS ol A "

el enent s e W@npt@@m.&'ﬁe children of the encrypted element will be left
in clear text if not selected. 15 NOTE: The attribute sxm:encrypted
i ndi caﬂ@s whet Figurene itusitates sshemﬁeca,llyr emerm enasyRtians lnaﬁ@sqrﬁiaage oWithot .

If "yes" encrypted; if "no", the content is unencrypted.
WO 02/. 1¢ ’f%%@"%&ﬂg?nmge NOTE: The attri bute sxml : secured indicates
whet her the dofigaret 3hitlasteates escheypsticdllp | element @ndnkey gaiecontpulthtionk in

Encryption El enent can_ be encr with its children (sub-el enents) as one
bl ock. 5 mpﬁﬁﬁg)w' tmeﬁ%“ﬁﬁvfég%ary to encrypt XM. docunent el enent

by el ement. F@lﬁbtﬂﬂﬁjsﬁatééaébﬁé‘?néﬂb‘éllﬁ%cgheﬂf HBEQ@EIBHW\‘%%SM&%e with

encryption. ternet publisher, for”instance only publishes the
title) 15uthmpresanturatlmtloa,cand)f t he book over Internet The reader can read

st an-na. 0" 2y ult s hehbcaly (i ety inoigippriatign of 1

I ~till. res%ntmv'é‘hhon ~titl~s.Hghlialb'Gd .".x ig9~
?c~x' ~ttstir | ~yef~ri' Xl es .cqttbtitin, fii~1 ( T5$cem|~z l: ~g,~1
W : 2ukf T. KM IntrodugtiaBz . 4nt n~s aewkh. Rncf ~urhar:. .- _tn4 Chapt~ = Ta. X.

Char tge~ L0z - Sl ¢ KA 3n! e bbiRapt 6 BGambrl, comPEIATE 3%5qries o

: ge~"i 20 enxfitées) dEactplentitye@4n-.contain one or more logical elements. Each of these
elements can have certain attributes (properties) that describe the way in which it
is to be processed. XML provides a formal syntax for describing the relationships
between the entities, elements and attributes that make up an XML document,
which can be used to tell the computer how it can recognize the component parts

25 of each document.

XML differs from other markup languages in that it does not simply indicate
where a change of appearance occurs, or where a new element starts. XML sets
out to clearly identify the boundaries of every part of a document, whether it is a
new chapter, a piece of boilerplate text, or a reference to another publication. To

30 allow the computer to check the structure of a document users must provide it
with a document type definition that declares each of the permitted entities,
elements and attributes, and the relationships between them.



.~ dtlE . dlf.lsi 2cs7e Cr~cll~ Inct ~r3t~, ~aci tlxles .;~xars
| ~i ~"citapl ~. P~-~xarai”s 2ltg maxi:ntra c~xi.id :.yx ~reaix rar c~pcit

qttal i f~1 R @AkIC3 sriii i'ncr~s~ xi Qnt :Apa th 5Ca Yn ’79@@5(;%,55196Y$a

- QGC tj.-A? aectlori i~="~Ytaplce, " .5~ blah 1la!: , | R~ct
i~na xi .~tt~ptrxf .ca' baptu i d:’\4h9p~": aialr, hlat: Mal t bI ~ft bl ah,
bl zxt, cIc:hh~~t~Ysci c(?t:~ eYxt:. i.8.r|dt~A’?Inthis case, it is

repetitive and unnecessary to encrypt all the content el enents one by one.

So we can encryElements areetie ehestecémmionhfarhd ofhinaske) Bélimied h:lyoeiﬁgle
Here's the result: ~ 15 WO 02/ -4G893 11 PCT/ SG00/ 00 QG ?xr al

. =Y sl t ul - Arackets, Tgost-elements \dentify theypaigre of the content they sireouns. ~Soms -

A 7 St iy be Slpnb a ] ABBYE D i cHe TG hafe TigSbitkRe

.. W an.etemekt isoCempty, it PedinSWith Qstartité@%elgméﬁ&l*and &gl withlan' - ~
u7M CW ?~i . ~hli ~i xt[e ~t 19v9 'fax Chang~F cjr_zi.l~r> <~ub~itld sxm:

en~ s y p§~e I-tag, 5§ m&’PFF 3~ymf p="x::x" y | ~~v. L~~Grb~r 3999 ¢ J _'aibt
a. | -~ == " " LU ~7 ~\/1 H —_ ll: T
>J acas 8ar 3a>an§m£ﬂtte ﬁ\la>r cﬁ%e:\’.a&#éﬁ p P!r%ﬁﬁét<?§@>{f'}q§tafﬁbs 4ter the elethent

SXrwr7. : ker hame: >Ftor"exam§]ei, aqliv-clas8="preface™ ismthe diviieleinehtrwith teesattriblfe : 4?
t~: erxt~~r|t S: ~~0~~L~a~| pek' i | : : Xxxa B~. Tr't POA6' ~28d
34 5581 ~ i'§8§:ham9 thElﬂ@% pﬁ@fgp?:sbbmﬁ-aahsﬁr@v@g\sqlem@ benugted.i ~4 t n
6~~? ~~A-28schife XWICO ot ment strachireli K3pE P17~f 124h3Ci 79F, 65C117r 593L r,
JCC~L5C~C1C} cytx NOTE: If the value of sxm:encrypted is "block", then

t he conﬂQnElerhenthsbeﬁimntmlEimr)SML&bwmantts chil dren as one bl ock.
Encryption Al go nd, Ke tlonAI orithm an ds of
syrrTr)\e/\Ito ric keyge‘xhéy ﬁ"g %3P9§f tﬁﬁ f’ﬂeﬁs i ﬁntc‘f’ﬁﬁeﬁnwpg‘?’? A#QFn gM]-h
can be usegdoduméht, $eSﬂreJénwpﬂmisanelaratféléméhi-levéndndibﬁry%@ﬁamvéQé}émahté)n

nodes (CBC, EBC, etc. ) can applied here as wel DES, Tri pl e- DES

|DEA are adle ehcrpiessviile thﬂmtbﬁrgfar@sléﬁ usjorahed. fofeqxammethere Srone XML 10
el ement hag, eﬁf&é%c?fﬁlir?qmlglfﬂ|ﬁf$n§fé%n{3hg%;&é§ﬂﬁéﬁgec' fying the encryption

al gori thm and encr I on M. format. For exanpl e,
as shown in the secure XM. docunent given in the above section:

<PrML versgionevl. N¥es
<IDOCTYRE pergonnel SYSTEM "pargonnel . drd®s
<pergoniel
<person id="Big.BoRR"x
<NEMmex
«tamilysBomgcsfamilys
cglvensBlige/qiyens
<fnanes
«daplagnabionsManager</fdesignatipns
<Ralarys>1l, PRO«/Falarys
cemallaehief uteg, gombe fanails
< DETION>
«paresn lde'nae. werkerTs
Zhaman
<Lanllyv>Roriat«c/famitys
wgilvensonac/givens
<A ndnE
wdeaignabiovNarkerc/designatons
<galaryss,Mpc/ealarys
wend bl xonexhon . conc/analls
< BRTEON

<EerEon 1d-"eix,werkerts
<lLameEx
<taniiysdorker<fLamyiys
<glwensZixcfgivans
< hane s
<designationsWoxker«/degignakions
~Balary»5, 600« a1 3EY>
<2Mill=sizsroa. eomc) enal L
< HErson>
< {persisingls

15




~?X~ t~~~iCn:."1.4'"?~i 1 DC7 ~'F E | YO4k. SI'SSEh? "bch:IC. tixc:'r
co~l. ... r.;~tl;aigax'Itinm"an~AJcac" ....... Cl ~JC ~1~:Y 15 The
attribut g,§ysvheses gori thm here specifies | DEA encryption ap@psdivmand CBC
encryption rdee for the docunent. NOTE: The value of the attribute

sxm :algorithmusually is in the format ALGNAME/ MODE, where ALGNAME is the
encryption algorithmnane and MODE is tBe encryption node used in the
docunent. 20 Key Managenent WO 021G893 12 PCT/ SG00/ 0019G One speci al
feature of thi Senecralsaye sessitiveinfarmation, siehdisf Satamyncan enly\be aesilable

encrypt different elepent in the XM do nt. Different key valu are
gener at ed{°r Edkont! W?’Bgee(ﬁ of BPEnFor@P@%n %@nkq‘ﬂeoﬁﬂmﬁ)ﬂﬁemrﬁ%quﬁﬂ@ ng
encrypt ed Bad r' ViR duMe ihh ik R 450
That e A B R e oo I o R Shoke e
docunent . b&havailgbler publiclye such asydesighation,s departmentetetoal uAliudkese o

protect .all the k val ues for e n ncrypt i e 1o protect key
val ues Ps'SHIETRENIS: Cam i (RasHy %%@%cmﬁﬁ%ﬁkoa&&%ﬁéﬁ%e‘%ﬁww
encrypt edidepnokgytles are saved in the attribute sxnl:keyinfo of the
correspondi ng el'enent. And the docunment root elenent will have an attribute
cal | ed sxm : kefpesestre EMlnwdecuroent canbe it the followingifagmathat t he key val ues
are encrypted using the docunment key. Another method to protect key val ues
is based on the hierarchical feature 15 of XM. docunent. In XM docunent,
every el erren;:.vxﬂo?emeaemgﬁ-t;;the r oot egghmnt has a parent elenent node: "...,
for each nonz'CEHOYE SEEEAEht SE ™ APLH inent. .there is one other elenent P
in the docur‘rfapﬁfmépﬁg%g ‘Ha?ﬁg“ﬁtps”?*ﬁr é“@gﬁ?%ﬁﬁt o= %Dfe&?s not in the
content of any other elenent that is in the content of P. Pis referred to
20 as the parent of C, and Cas a child of P." --- XM 1.0 (WBC
Recommendat i on 10-E8bz1998). -kdelé@act he fornmer nethod, the key val ue of sone

------

non-root el emesnts W-ldis et porpprgtd- ot suiskaagitd-hexdocunent key but using

the key val ue s (T HarEH Bl AWl R T8 Ry, val g, g root element will be
encrypted usi gﬁgyﬁvhesﬂn@wmw% de@yneyAkd. wek-eientsenM | | have an attribute

. 1 48 e v
sxm : keyi nfo WM L0 GRCLYREEH KPY.Y AL HE AL NG ALL A DR val ue, and the
attribute val uema? airf) BndrR@ bd= Gk BRIk ket i€ SX :T<eyprot ection will be
"parent"”. Botgﬁgdg REESHaP T HEFBtFowi ng features: the key val ue of every
el ement i s rarson fugeBLaledt anadL kg dfarghie,
3170852 DAODEDIAFIZTHBCE FRFSLTRASITNFSEREYBACDRERS
= famall >
« neEgons
sperean ldsrone worker® axml:encryptedono® gxml ; keyinfoswxwn’ s
<ttang gxml;engrypred="no" gwnd ikeyinfo- "axxme .
<fapily suml:ancrypbeda'no® Siomlkeyiniae*uxy wwsckere/tamilyx
wglven sxumlisncryptedsrne®™ guml:rpyintos oo sones/glvens
« 4 R0
<designation pxanlrenoripred<™not gwumi:keylnfosxxx”>Managerc/dagranations
wgalary sxml:encrypradatyes” gxmlxeyinto=ri” s .
G85C0RETRIISCASZAIAEEC TIP3 ZREBCEL L ORFS4STRTF7OESS
wisalarys
<emall axwl:encryptede®™nor axal:keyint ox'uo” »oneFLos. cone funally
< persons

«fperponnsals

10
In the above example, all the salary elements are secured. And the email
of “Big Boss” is secured too while that of “Worker’s are kept in clear text. Only
the content of the selected elements is encrypted. The children of the encrypted
element will be left in clear text if not selected.
15 NOTE: The attribute sxml:encrypted indicates whether the content of the
current element is encrypted or not. If “yes”, the content is
encrypted; if “no”, the content is unencrypted.




30 . only one key, i.e. the docunent key, is required to be renenbered or
saved for secure XM. docunent. WO 02/.1G893 NOTE: NOTE: 13 PCT/ SG00/ 00196

The val UevaozﬁIs@Bi bute sxm : keyinfo stores the encrypted keyseadsgod OF
current element. The attribute sxm : keyprotection indicates which nmethod

t he docunent uses to nanage the key values for alt elenents. 5 XM
Conpatibility All secure XML docunents Hbnverted fromwel|-formed XM
docunent are still well-fornmed. No new el ement definitions are added into

the secur NOTENat . Viheoattnbutstsxatlisecuravindishtasowhether thsiesurahbhadany
docunent. The attributes are r~l: e7.emn~ only at~ribu~~s saznl : s~c~red

s~.-.n~. : algprith@ncoptedelgmpentordiato: ~ c~~n~r~1 e~ ~nent ~ttrizaates s~

. en~cr-~~ ' \REQ,,N07.
~~Ci X~n' ~%§ﬁ®#’&&%ﬁbaﬂw~at | par ~nt f " par ~n~"cY~sl ~I bl o~ckr ~Qv~a2151D

~D~TAf | E~LI TREEIéfeAt lcahltse eavryptéd witht its childrenl (sabklémehntsy asaors biscek. sxn
which is identified by URL http: /I ww. krdl . or .sglsx / As shown in the
above eRaRoMmalimes, ity R Re dinecessalyi toh encrypt  KMI- mentneleset B¥cure

XM attri Q%@n@rﬁig%ﬂgﬁﬂéf&)gﬁ Be avo e“cﬂﬁd;{ us”m~'é{%rﬁ€nis ro&g e'ﬁhé}dt_ion. -arg .
sg/ sh'm ecure cunent erdation w we Jgive t procedures to
aut hor secur e A Infemetpubliskerd fatcnstapte ; barally rdy pabtisHesctheptitieg rauther,
docunent engr tionOQrtageqss is ill strat.ggein FlG 1. %%u hori ng a, 20
secure XMBN oty gk Rerdpierngle gLBe reader-ean 6 G9BtEN Nt
key (11). oﬁﬂeaffé’r%é‘ﬁn fSTHABHookan be already in secure XM format. In this
case, the docunent 'key should be equal to the correspondi ng val ue, the
exi sti @ nanespace declaration with attributes of docunent root elenent -
sxm :algorithm 25 and sxml : keyprotection - will be kept unchanged.
RZPXPL VATHLiAne"1, 3%
= 1DQCTYRE Dook SYSTEN Mlngok,doil”>
<l 1oina¥i-£STAT-243-80:
wtible-Highlighte ©T 1999 TaX Changeuc/sitles
caubtitles (Rey., Decembey 1%9%) ofaubrniblex
<guthorsdames deckhaticfauchor:.
=L
THapter 1 Tax Changes for Indrvidnaiy
c,"t'b;éa
<gonLent
=chapter sda"chaplls
ctirlewTax Changes for Indlviduwalaeitiznles
“gernion ids"chaplupcl®s
<Eitlesthild Tak Credit Increased</ritles
spara id=*chapigsclparal®s
The maxiwmm chiid Tax crealy ror sach gualifying ehile wilti
incresse Lrom %448 Lo §5¢2 in 1933,
c/pAaran
zfnectisns

cgzction ddavenaplseass>
blaty, bhilak, blak, ...
=/ gectionng
= ahapters
«ahapser id-rahapins
nialt, nialk, blah, blah, blah, blan, ..,
<fchapters

<feon el
«fhmnks

In this case, it is repetitive and unnecessary to encrypt all the content
elements one by one. So we can encrypt the content element with its children as
one block. Here'’s the resuilt:

15




WO 021G893 14 PCT/ S0/ 0019G If the source docunent is not in secure XM
format, then nanmespace decl aration xm ns:sxm ="http://ww.krdl.org.sg/sxm"
shal | be ggdgdedoqto the attribute |ist of the root el emenpcrAGdo6Ui6d YPti on
al gorithm5 and node, key managenent nethod is specified for the encryption
process, and is given as the values of attributes sxmnl:algorithm and

sxm : keyprotection of the root el enent rldspectively. (12) The next step
(13) is to decide which elenents are sensitive and the way to secure them
(as one block with children elements or individually). Then the 10 el enent
encryption prfkess sl abili.ed. 9.t he docunent root elenent (14) and will be
appl i ed on alihexelsREntS s T-e0Lr Sivitlayht - Afch.eFeub e el er@Ata-encrypt i on process,
the attribute é)it?W‘gg;f{-“:gl“@\@;‘ehtfgﬂéggm?kﬁ%gpgfggﬁ@hou~|-d* be set to "yes" (15). And
finally we gef siligighE@oul teellag ke, TN secure XM format (16). El ement
Encryption Pretess: 15 The el enent enxcr‘yxpti on process (FIG 2) starts from
the document P8 -ELERKEE R Phefi™ € 4PHITEA on all el enents recursively
(14). WWen t he/=eiterrent _encr ypt ion pr Qcess. is a{‘)pl ied on an el ement (21),
the attribut e:ﬁ%’?ﬁtﬁkﬁﬁ;ﬁﬁﬁz?,ih‘iimiﬁ:‘;ﬁé{aéﬂﬁ%ﬁﬁeﬁa?ﬁ FETPSPF1f the attribute

i s already set cudsham tdrenk@ys wwalruevibere t hi s el enent can be conputed from
the attribute yalue. 20 Otherw se, a random key value is generated for the
el ement and t hewahi Bubut@ el wescof sexpdvidteyimrf-0 is set to the encryption
resul t of this Nz GEIEESEEHERE j‘éﬁfﬁ?@ﬁ%ffﬁ%‘;ﬁtﬁ%ﬁ@ﬁ{;&mnt key val ue or the
key value of the parent elenent. Based on the el ement selection (13), the
element is protexstd in different ways. If the elenent is to be encrypted
as one block®™Wth its children, then the 25 attribute sxm :encrypted is set
to "block” (23), the whole elenent with all its children will be encrypted

t] i he k I f t hi t 4), dth i phert ext
'S given i MO T caulfrihe Gl of SUpFoRdnbBrCis, Bive 1ot 458 corentrel Wecment
ends. |If the el emnte@néﬂggggegg%%@ﬁh ﬁggm?%@)cgg gﬁ Bigékal Iy, then the

attribute 30 sxm:encrypte o "yes” the text nodes

(cont ent) Bhcryption Adgeorithmsansheypt ed using the key value for this

el ement [28), . 1 enent i ot selected and is unencrypted in the

source d CEMH'O?%@){‘?’M 3’1’1‘?@%‘%71 cencrypted is set to W O U2/ 6893
All kinds of symmetric key encryption algorithms, either block cipher or

stream cipher, can be used in this security mechanism for XML. And different
encryption modes (CBC, EBC, etc.) can be applied here as well. DES, Triple-DES
and IDEA are all examples of commonly used symmetric key ciphers. The root
10 element has one attribute called sxml:algorithm specifying the encryption
algorithm and encryption mode used in the secure XML format.
For example, as shown in the secure XML document given in the above
section:

wixeal vergichaLvl grems
< {DOTTYRE Bogk SYRTEM "honk.dtd?»
<hsak ... sxnlsalgeaithm. *IDEASCBCY . ... ,>

«/baoks
15 The attribute sxml:algorithm here specifies IDEA encryption algorithm and

CBC encryption mode for the document.

NOTE: The value of the attribute sxml:algorithm usually is in the format
ALGNAME/MODE, where ALGNAME is the encryption algorithm
name and MODE is the encryption mode used in the document.

20 Key Management



15 PCT/ S&0/0019G "no" (27) and the content is |left unchanged. Then the

el ement encryption process is applied on all the children elenents { 28).
After al lygyhi@bgnents are processed, the result for thispelecmubie
encryption is given (29). The encryption process for the elenent ends. 5
Docunment Decryption If user wants to vigw contents of sonme encrypted

el enments in a secure XM. docunent, thes¥ el enents can be decrypted first
whil e other elenents are |eft untouched. The decryption process includes
two steps: (el Emenspedial feature of dbisplechnology (isitat weanan diseudifierentekey pt i on

FIG4). 1 I t, ke Pgi ti f M. d t
o dect yptaueS Bt iRre EBment iy 1 o Bgoineed Fifieie K dieteer <
el ement sgjeegbheratdd fardrARSor idifdrenSelefients IWHercheDAVRt dstunafds bemy ce
secure XM. docunent and the correspondi ng docunent key (31). This process

i s usual | gneryptetbn server side. 15 Li ke the document encryption process,

this prgcess s ts.. t he 2). Lf t enent is
sel ec!tO ed for dgﬁéﬂsﬁ'{%ﬁg}&%} h%&&w}:ﬁg{)aé%glatﬁ%%gr\h%% Lte"%& isf),tlﬂ%F %}e are

sxn : keypapleets fetoh aleR whePatedilypting Geldméd dismahfseatithe @eclmeAfeMThe key)
pair for the parent elenent (34), then the ke{l value for this element wll

be decrypaesweni§ thadopikeymawiich ieihe saaret valve used e braiect@bthe kayrvalges| |
sub- el ene .S process (36). After this process is finished, a
set of (efbg%éerl@,gnﬁg%&gg(??'s are generated for docunment decryption (37).
Docunment Decr yfirieowaito @rofeet key valuesey Yo eacngt shempusimptieddodurmentke e

XM d 5 dy f d i 41). Again, he d
oot e Do rpRaiRY. Jhe eRCHPE evalies sl savaibin Hesatihute samtkegniQatn
| "o . et )
el ement che %ﬂge%r{ogﬁ)égé?ﬁ&ﬂ. kg i a&mﬁgg{ geménk wilf RSve 8h %@Bhkee yey)

pairs (43 this elenent wilt ecrypted using the
val ue andcallad sxmiikeyprotectidn avithr yatued”roet’sipdidating nibvat (tHel ) keyrwaluslsl asib 30

el enents, repeat, this.pracess (45). After above procedure is finished, we
need to cﬁ‘éﬁ&pgﬁ%‘ﬂﬂ%"ﬁ? ogv'é}?é'ﬁ?éy‘are decrypted or not (46). If so, al!
secure XM at tAhBMeQ&né!%d%W%ex WA ikaSHRdL6n el hieBiChita] Rature

decl aration shoul d be renove new XML docunent is generated wth
sel ect 48 of &Mitderument: edn( XML gocumentceveiyuaiemernt ceodaaxeephiir dgost i s

element has a parent element node:

“..., for each non-root element C in the document, there is one other

element P in the document such that C is in the content of P, but is not in

the content of any other element that is in the content of P. P is referred to
20 as the parent of C, and C as a child of P.”
--- XML 1.0 (W3C Recommendation 10-Feb-1998)

Like the former method, the key value of some non-root element will be
encrypted, not using the document key but using the key value of its parent
element. The key value of root element will be encrypted using the document

25 key. All elements will have an attribute sxml:keyinfo with the encrypted key value
as the attribute value, and the attribute value of the root element attribute
sxml:keyprotection will be "parent”.

Both methods has the following features:

. the key value of every element is randomly generated and is unique;
30 » only one key, i.e. the document key, is required to be remembered or
saved for secure XML document.




finished. Access Control Using Secure XML 5 In this section, a sanple usage
of secure XM. docunent is given. Please note this sanple is just guidance
for secungo¥Msgdpcunent usage. Secure XM docunents surel pcrgQodadidsssed in
ot her ways not described in this section as long as the security of the
docunents is guaranteed. Usually one doggrrent server (51 ) stores all
secure XM. docunents in 10 secure XM. doeunent database (52) and all
docunent keys in docunent keys database (53). These docunents and keys are
prepar ed bNOFRecur eTheivatue iob atiniguteosxmiCieyiniai sthresnthet eherypiedokey: vabhuel
docunent and docurren{? key vgl . Itn nost conmmon cases, client (55) logs on
first and browses th&@"PHEREE ed secure XML docunment over network or
sone term R@TE:| f c| TRat atibud esaakiesprotetiivh CRdicHes Whid Meftbel Vikeed
el enments, client will send el enent sel'ection and other information (sone
payment data usual | yjloeumentusas ipgnanagethedtalevalugs fonalirelementse user

i nf or mat o i . ck whet her user has the 'access right to the

el enentsbugg{]' é@hﬁz{}gﬂﬁgﬁlsed on the access control policy 20 (56). If all
checks are passallsetiie XNILV@scurhénts doaVSIRd from Well-fumhsee XMLododureest seent s
user selects and output sonme (el ement, key) pairs. Then a docunent

decr ypt i onstilywet-formad.wiNa neucelpment iefiptionsne added o dhe speurgsiongat.nese
I . . . -
ot s qBR et diuck Eo RAGLIED ufiiitek b i 86NN THR RiBUES e

hi s/ her choice if client has the access right. Copyright Protection As the
sel ect ed sensi t irvet iedbmntaeilonatgiprtesi ded in ci phertext and only
aut hori zed users cangg‘@cg @‘Iligis ki nd o%é%ﬁﬂ‘@? mation i¥ Qgggtgre XML
docunent, 30 this tefihdl ugge Aj th Dcopyri ght
protection. |f tgggengﬁlﬁ’é%%t meest hi s fre Hgﬁgg'{r;ef o?fgptaﬁe?tr el ectronic
publications, then okhel:epadipt&s cannot (pefwbfiokey | Nfmby@ii on for
accessi ng the secur edxgiakayinfot he WO @2Aex1 G893 17 PCGEQBGAMD/ 0019G
docunent. This neans that publishers can utilize this nechanismto protect
their electronic publications. WO 02/ G893 18 CLAI Ms PCT/ SA00/ 0019G

10 All the new attributes are placed in the namespace sxmli, which is

identified by URL
http://www krdl.org.sg/sxml/

E’F‘]

As shown in the above examples, the namespace declaration is placed
before wherever secure XML attributes are needed:

xmlng :gxml=rhtep:/fuww, krdl . org.sg/sxmi"
15 Secure XML Document Operations
Now we give the procedures to author secure XML documents and decrypt
them.
Document Encryption
The document encryption process is illustrated in FIG 1. When authoring a
20 secure XML document, two inputs are needed: source document and document
key (11).

The source document can be already in secure XML format. In this case,
the document key should be equal to the corresponding value, the existing
namespace declaration with attributes of document root element - sxml:algorithm

25 and sxml:keyprotection - will be kept unchanged.




1. A nethod of providing XM. docunent security by way of encryption, the
encryption being in accordance with any symmetric key cryptosystem the
docunent\nﬁgbmgagontents defined by a plurality of |evel spchsomloigt | east
an entity leve the entity level having at | east one el enent |evel
including elenent(s), the nethod including the step of: providing the
encryption at the elenent level. 2. A ndhod as clained in claimi1,
including the further step of: providing the encryption to sel ected

el enent (s). 3. |Atheidorcedodumenidisi RotCinassture XML Gshut, then ranidepacet ep
of : providing the encryption in accordance with a predetern1ned schema to
elenent(s)de arafionet hod as claimed in claim1, 2 or 3, in which an el enent

is encrypted w t hi e block. 5. A nethod as
clainmed in any %ﬁlggc?%"ﬁTﬂﬁﬁw\AK@m@S@g@ﬁpel enent is encrypted using a
key val ue.sHall bfe a@déwﬁht@m@ hetribetd list of el 1vob elemhenteiAnd Bactiyplion algdrithra a
random key value. 7. A nethod as clained in_cl §9m 5, wherein the key val ue

i s encryptang Wsideg k?%é"‘@%ﬁQ%“@ﬂt methashisspecified fenthe gncyplien msecess, andi med

n claim [ C ey a
docurent W VEH G Thp VEuERLot Btk SriafiofihEIE skiyReioRidiohiorte v
claim5, woetelemdriteedfmctivelyu¢i2s encrypted using a docunent key. 10. A
met hod as claingd in cl.ai .Wherein an .indication is Venvvh her there
are any el ement Shenext %tﬁe"béb é%f%éﬁP@ﬁt\@"P'h eleMments AFeif s'tﬂ’f a WaY as
clai med ingCd dmher%@ ebﬁ'e %émw.tﬁaéunefbri Slepherfts d?fmamﬁm y%bﬂ”che

al gorithman encryp n node used I n the securing the unment . . A
met hod 3 elemientdncnyptibnipmodessisapgpilied an theatiocumeoh roct element (¥4)tand \Mdiy
rranagerrent rret hod, use n_the secur.e X 3. A nethod as ai med
oo 0 Beli % 2 emens feielyt s b Sltoert endnblian BieESs thd

el ement | Satﬁmﬁl'té/ Bf Fsbt IOMENPERAI:BbEUTel shoild H)élééf‘toafile%“ﬁf»)' ORid fiRally we
unchanged. 14. A method as clained in claiml whi ch the indication is

provi ded bget\xh@resulfaﬂqwmerptaaese@@teél\fd{fpanat(ﬁpecufy fields) of attributes

used int d as clained in claiml1l, wherein
i B B ryplion Proedy

I nformat i Key va ues for elenents is stored. 16. A nethod as
cl ai medi§n cl alThéeIMenEenctymonebﬂocées rtEtGl@sstaﬁstﬂmnsmer deculnentresdt i s

substanti al | t in tact. 17. A rotecti copyright of
el ect roni €8 Uﬁgﬂﬁ‘ @%lw%'ﬂe%eﬁe@%t&' SVRVAIATm 1 VIO 02/ 6893 20
When the element encryption process is applied on an element (21), the

attribute sxml:keyinfo should be checked first (22). if the attribute is already set,
then the key value for this element can be computed from the atiribute value.
20 Otherwise, a random key value is generated for the element and the attribute
value of sxmlkeyinfo is set to the encryption result of this new generated key
value using the document key value or the key value of the parent element.
Based on the element selection (13), the element is processed in different
ways. [f the element is to be encrypted as one block with its children, then the
25 attribute sxml:encrypted is set to “block” (23), the whole element with all its
children will be encrypted as one entity using the key value for this element (24),
and the ciphertext is given in the result element (29). The encryption process for
the element ends.
If the element is selected to be encrypted individually, then the attribute
30 sxmi:encrypted is set to “yes” (25), all the text nodes (content) of this element are
encrypted using the key value for this element (26). If the element is not selected

and is unencrypted in the source document, the attribute sxml:encrypted is set to



PCT/ SO0/ 0019G 18. A system adapted to provi de XM. docunent security by way
of encryption, the docunent having contents defined by a plurality of

| evel s, n@m?m@? | east an entity level, the entity |evel pbpxdGigoodds | east
one element l[evel including elenent(s), the systemincluding: encryption

means adapted to provide encryption witfy, any symmetric key cryptosystem
and wherein the encryption neans provid encryption at the elenent |evel.
19. A systemas clained in claim18, wherein the encryption nmeans provides
encrypt i ofine"d23} bod thel cohtend is (eft unchanged s Thestha elerenthentryption piocess,

wherein the encryption ans, provi des _encryptd,on jp_accordance with a

br edet or i GPRUENcRR Bl o poiie) STemehiR' {Ea0q Aled s Hements aras, 10
or 20, In rp\**énéc-;fs. ebiNthe RESUIPTAromis TBRASerR S tonaid SVERTRD).| STHNEAYPAEH W th
its children elenents as one block. 22. A systemas claihed in claim18)

wher ei n t Ipgocassrigpthecelementendscr ypt s each el ement using a key value. 23. A
system 'I%I.ai ned 'Qn claim 22, wherein the key value is a random key val ue.
24. A s%: "ége'(‘,‘f PRREPYHOM ¢l ai m 22, wherein the key value is encrypted

using the val ugf géer WanfAteView? | cofBstits of Some Enehpledelémah¥em &nsedupe M 24,
wherein the k%éval ue of a root elenent is also fprot ected by a docunent
4]

key. 26. XMl dosumest thesawlements aambexdeciptedifist whilg ofhersglemants are

vt om as 4 Wffbufinéd TR Kok brion, afbbets mEfRE 1, s g RSV picd
i ndi cat i ngompeitétion (Fi6r3) aiddecymehbdeunyption (FGet)cr ypt ed contents in the
docunent. 28. A sgstem as clained_in claim18, wherein the indicator neans

provi deld &?’e_mﬂﬂte eyLRaks Gompatationt i on al gorithm and encryption node used
in the securi ”géf&% é(l\éec%?émﬂtdo(i:éﬂ!er@ i§)r61%?:§§t@§' §d~|fl {Y%%rﬁée?;/t? kgwggéﬁg

wherein the indicator means provides an I 1on o enent
met hod useeedrio thecarputed bédeddort user's eleBnt Ackegtion andsactess might.i Surglpi m 18

, wWh i n,the indicat i d ndi cati f th t he,. t ent
of "an ol otiR CorPURBD] eRiE sRbrsetits AL BoSdhentiaBy HE GAEERRURINS or 1 s
unchanged dogdmefit kP |31}, aFhiS bAbEBRA it Usahlf eld @ deréiatil ncl uding storage

means for storing information about the Key val ues of elenents. 32. A
syst emtdapt ed Like (dhe doewmneotl encryptiomwdocessc| thisnprocess cfarte from the

SCCUTEN  godimgt T SR 521 TPl o8 Sl Ot g
docunent eser haseacdessadgittr tbaitc or wxhil:kepprotedtiondequals | "plarerd” iandathgrens of
claims 1 to 17. ' 35. An docupent encrypted in accordance with the
syst em as agpgqyrgaei(ﬁfegpg}t%@_ pair for the paren¥ element (34), hen the key value for
this element will be decrypted and one (element, key) pair will be output (35). For
20 all sub-elements, repeat this process (36).
After this process is finished, a set of (element, key) pairs are generated
for document decryption (37).
Document Decryption
After (element, key) pairs are prepared, the source secure XML document
25 is ready for decryption (41).

Again, the document decryption process starts from the document root
element (42). For each element, if the corresponding key value can be found in
the (element, key) pairs (43), the content of this element will be decrypted using
the key value and the attribute sxml.encrypted is set to "no” (44). For all sub-

30 elements, repeat this process (45).
After above procedure is finished, we need to check whether all elements

are decrypted or not (46). If so, all secure XML attributes and namespace



WO 02/ 6893 22 PCT/ SG00/ 0019G 36. A conputer program product including: a
conput er usabl e nmedi um havi ng conput er readabl e program code and conputer
readabl e \gg%tzgggggode enbodi ed on said medi um for providi ngeiEodiggssrent
security by way of encryption, within a data processing system the
encryption being in accordance with any symetric key cryptosystem the
docunent having contents defined by a pﬁjral ity of levels, nanely at | east
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i ncl udi ngdetlansticn shouldabel reogvede@d 7jr ofyrreew pMId document lis rgeinecatedi wigh
conmput er readabl e code, w t hi ai.d conput er usabl e iumfor providing the
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4. A method as claimed in claim 1, 2 or 3, in which an element is encrypted
with its children elements as one block. '

5. A method as claimed in any one of claims 1, wherein each element is
encrypted using a key value.

6. A method as claimed in claim 5, wherein the key value is a random key
value.
7. A method as claimed in claim 5, wherein the key value is encrypted using

the value of its parent element.

8. A method as claimed in claim 7, wherein the key value of a root element is
also protected by a document key.
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document is substantially kept in tact.

17. A method of protecting copyright of electronic documents using a method
as claimed in claim 1.
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20. A system as claimed in claim 18, wherein the encryption means provides
encryption in accordance with a predetermined schema to element(s).

21. A method as claimed in claim 18, 19 or 20, in which the encryption means
encrypts an element is encrypted with its children elements as one block.

22. A system as claimed in claim 18, wherein the encryption means encrypts

each element using a key value.

23. A system as claimed in claim 22, wherein the key value is a random key
value.

24. A system as claimed in claim 22, wherein the key value is encrypted using

the value of its parent element.

25. A system as claimed in claim 24, wherein the key value of a root element is
also protected by a document key.

26. A system as claimed in claim 22, wherein the key value is encrypted using
a document key.
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30. A system as claimed in claim 18 , wherein the indicator means provides an
indication of whether the content of an element is encrypted, encrypted with its
children as one block, or is unchanged.

31. A system as claimed in claim 18, further including storage means for
storing information about the key values of elements.

32. A system adapted to use a method as claimed in claim 1 to secure XML
documents.

33. A system as claimed in claim 18, further including access control means
providing control of access to the document.

34. An XML document encrypted in accordance with the method as claimed in
any one of claims 1 to 17.

35. An XML document encrypted in accordance with the system as claimed in
claim 18.
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