
;e3ed~6RTdyoWO 02/.l6893 PCT/SG00/00196 1 A method and apparatus for
providing XML document encryption Field of the Invention The invention
relates to the field of information security, and more specifically to a
mechanism that provides XML with a relative level of security and 5 method
of access control on XML documents. The mechanism is applicable to all
well-formed XML documents. The secure XML document generated by using this
technology keeps the well-formedness of the source document. Background of
the Invention XMLTM, the extensible markup language, is engendering a
revolution in 10 online commerce and business communications. For the first
time, an accessible standard is available that enables real business
applications across the Internet. At the same time, the widespread adoption
of information security technology is providing the foundation for global
electronic security within business applications. A fusion of these
technologies is inevitable, enabling secure 15 interactions among
businesses and consumers across the Internet. XML XML, which can either be
regarded as a significant extension of HTML (hypertext markup language) or,
more properly, as a simplification of SGML (standard generalized markup
language), is a meta-language for defining the 20 structure of documents.
That is to say, using XML, you can unambiguously define the structure of a
document containing, for example, a purchase order. If multiple entities
agree on the structure of such a document then they can meaningfully
communicate those documents between each other electronically, and
automatically. 25 As the adoption of XML spreads across platforms, clients
and servers) it is poised to become the language of business across the
Internet. XML Standards Overall) XML technology is being guided and defined
by the W3CTM (World Wide Web Consortium). Under this body, various groups
are working towards 30 defining standards for XML itself, as well as
various complementary technologies such as XSLTM (XML style language for
automatically converting from XML to HTML), etc. '1S9159 CR   WO 02/-1G893
2 PCT/SG00/0019G The goal of this arm of the W3C is to lay down standards
that define how XML can be used across broad, horizontal markets. !n
parallel with the work of  the W3C, various industry groups are
additionally defining standards that govern the use of XML within their
particular vertical markets. 5 Document Definitions The definition of the
structure of a particular type of document is called a DTD (document type
definition). Across the planet) industry consortiums are coming together to
define DTDs for various vertical markets; such as healthcare, insurance,
etc. Once these standards are in place, electronic communication 10 within
and among these industries will be, for the first time, uniformly possible
across the Internet in a completely standard manner. Electronic Security
Adoption of electronic techniques for doing business across the Internet
requires the same (or better) security guarantees as the real world:
Sensitive 



15 information should not be publicly accessible (security envelopes).
Documents should identify who they are from (signatures). Documents should
be unalterable (no whiteout). And finally, possession of a document should
be proof that it was actually sent (again) signatures). Aspects of
Electronic Security 20 The adoption of appropriate cryptographic
technologies enables these four critical aspects of electronic security,
collectively referred to as PAIN: Privacy - using encryption techniques, it
is possible to transform the contents of an electronic document so that it
is unintelligible to anyone but the intended recipient. This means that
sensitive documents can be safely 25 transmitted across open networks,
without the possibility of them being intercepted and read by an
unauthorized individual. Authentication - using certificates and digital
signatures) in tandem with a ' trusted third party infrastructure, it is
possible to uniquely identify the origin of an electronic document. This
means that a recipient can verify, with absolute 30 certainty, from whom a
particular message has arrived. Integrity - a second benefit of digital
signatures is that they can be used to verify that an electronic document
has arrived intact and unaltered from the   WO 02/.tG893 3 PCT/SG00/00196
moment that the sender signed it. This means that a recipient can verify
that a document has not been altered, whether deliberately or accidentally,
from the time that it was issued. Non-repudiation - with a public key
infrastructure in place, it is not 5 possible for the signer of an
electronic document to subsequently disavow the signature. This means that
a document cannot be denied at a later date in an attempt, for example, to
revoke an order because of changing market conditions or malicious intent.
Cryptography 10 Cryptography is the study of mathematical techniques
related to aspects of information security such as confidentiality, data
integrity) entity authentication, and data origin authentication.
Cryptography is not the only means of providing information security, but
rather one set of techniques. These techniques include symmetric key
crypto-systems (DES, RC4, 15 IDEA) etc.) and public key crypto-systems
(RSA, ECC, DSA, etc.}. Symmetric key crypto-systems are mainly used for
data encryption. Public key crypto systems can also be used for data
privacy protection, furthermore; when combined with message digest
functions in cryptography {MDS, SHA-1) etc.)) they can be used to generate
digital signatures for authentication and integrity 20 protection at the
same time. XML Security (Prior Arts) It is now generally accepted that XML
is the meta-language through which the content and structure of information
on the Internet will be defined. XML will also become the main mechanism
for interoperability among applications. 25 However, in the networked
world, sensitive information becomes more generally available and
accessible. This increase in information flow introduces a number of risks,
necessitating the introduction of security solutions) which can provide '
both authentication of the parties involved in any transaction, and protect
data 



while in transit or storage. s 30 XML Signature There is a joint Working
Group of the IETF (Internet Engineering Task Force) and W3C, called
XML-Signature WG. The mission of this working group is   W O 021G893 4
PCTlSGOOIOOl9G to develop an XML compliant syntax used for creating and
representing thesignature of Web resources and portions of protocol
messages (anythingreferencable by a URI) and procedures for computing and
verifying suchsignatures.5XML Signatures provide integrity) message
authentication, and/or signerauthentication services for data of any type,
whether located within the XML thatincludes the signature or elsewhere. XML
Signatures can be applied to anydigital content (data object), including
XML. An XML Signature may be applied tothe content of one or more
resources. Enveloped or enveloping signatures are10over data within the
same XML document as the signature; detached signaturesare over data
external to the signature document.SDML - Signed Document Markup
LanguageThe Signed Document Markup Language (SDML) was developed by
theFinancial Services Technology Consortium (FSTC) as part of the
Electronic15Check Project. SDML is designed to: tag the individual text
items making up a document, group the text items into document parts which
can have businessmeaning and can be signed individually or together, allow
document parts to be added and deleted without invalidating20previous
signatures, and allow signing) co-signing) endorsing, co-endorsing, and
witnessingoperations on documents and document parts.The signatures become
part of the SDML document and can be verified bysubsequent recipients as
the document travels through the business process.25But SDML does not
define encryption.While cryptography has long been accepted by the public
and privatesectors as the method by which to enable applications to
securely work overpublic networks, the underlying technologies of digital
signatures and encryptionare not immediately usable within an XML framework
due to the lack of XML30supports for these technologies.There exists a need
to provide new ways to apply cryptographictechnologies to XML framework. ft
is desirable to provide full encryption and   WO 02/G893 5 PCT/SGOII/00191
digital signature capabilities, which can be used in an lntranet, Extranet
or Internet environment. It is an object of the present invention to seek
to address at least one problem or need associated with the prior art. 5
Summary of the Invention In this regard, the present invention provides a
method and I or system of providing XML document security by way of
encryption, the encryption being in accordance with any symmetric key
cryptosystem, the document having contents defined by a plurality of
levels) namely at least an entity level, the entity level 10 having at
least one element level including element(s), the method and/or system
providing the encryption at the element level. Various other aspects and
features of the present invention are set out in the attached claims. In
essence, the present invention stems from the realisation that most of 15
the effects on XML security are focused on digital signature and
verification. The main reason that security is related to the transport
level. Thus the privacy of the XML documents depends on the security of the
document transportation. In the present invention, however, an
element-level security mechanism is provided for XML documents, and in this
way) the privacy of secured documents doesn't rely 20 directly on secure
document transportation. In the prior art, protection of an XML document is
provided by encrypting the document as a whole. As a result, the encrypted
document isn't XML formatted and human readable any more. However, it is
not possible to leave some contents of the document unencrypted if using
the prior art methods to 25 protect the document. The present invention
addresses these problems by providing a concept of more secure XML
document, which has the following features:  Element wise Encryption - This
means that the encryption is held at the element level. What's more, in
accordance with the present invention, a 30 user may selectively encrypt
elements or encrypt elements in accordance with a predetermined schema,
with or without leaving other elements unchanged, and I or encrypt an
elements) with its children (sub-elements) 



WO 02/G893 6  PCT/SG00/0019G as one block, again selectively or in
accordance with a predetermined schema. In addition, it is preferable to
provide at least one of the following features in addition to the
element-wise encryption above, namely: 5  Various Encryption Algorithms and
Modes Supporting - All kinds of symmetric key encryption algorithms, either
block cipher or stream cipher, can be used in this security mechanism for
XML. And different encryption modes {CBC, EBC, etc.) can be applied here as
well. DES, Triple-DES and IDEA are all examples of commonly used symmetric
key ciphers. 10  Convenient Key Management - Each element can be encrypted
using one unique key value. The key value of each element is secured by the
document key or the key value of its parent element. The whole document is
protected by the document key.  XML Compatibility - All secure XML
documents converted from well 15 formed XML document are still well-formed.
No new element definitions are added into the secure format. We only
introduce several new attributes and one namespace for secure XML document
definition, which are shown in the following table. Advantageously, the
present invention does not require a new element 20 definition for secure
XML document. The namespace and attributes currently used in secure
document are shown in the following table (more attributes can be added
when needed in future versions):  TypeNameDescriptionnamespacek"~ ~~~ ~
~~"~namespace for secure XML document attributesattribute`~--~F
:'~cur~~whether the document is in secure format or not(root only)axrnt:
ai~orit.mencryption algorithm and mode used:~xmt:xp~prnt~:cr:o:~key
management methodattribute~"u : e~lt~wptawhether the element is encrypted
or not(general)s~~:~~'~rit~information about the key value used is encrypt
the element and kev values of children elements 25 Secure XML document can
be applied to various Internet applications. In an on-line information
service, secure XML technology can protect the valuable information to be
provided. In a cyber-library, books and magazines can be   WO 02/A893 7
PCT/SG00/00196 provided as secure XML documents, readers can view TOC and
other introductory parts, but need to pay money or give more information if
they want to read the whole content of the book. In an electronic
transaction, sensitive 



information can be stored in encrypted elements in secure XML documents. 5
Detailed Description of the Present Invention Preferred embodiments of the
present invention will now be described with reference to the accompanying
drawings, in which: Figure 1 illustrates schematically document encryption
in accordance with the present invention, 10 Figure 2 illustrates
schematically element encryption in accordance with the present invention,
Figure 3 illustrates schematically element and key pair computation in
accordance with the present invention) Figure 4 illustrates schematically
document decryption in accordance with 15 the present invention, and Figure
5 illustrates schematically one exemplary implementation of the present
invention. XML Introduction XML is based on the concept of documents
composed of a series of 20 entities. Each entity can contain one or more
logical elements. Each of these elements can have certain attributes
(properties) that describe the way in which it is to be processed. XML
provides a formal syntax for describing the relationships between the
entities, elements and attributes that make up an XML document, which can
be used to tell the computer how it can recognize the component parts 25 of
each document. XML differs from other markup languages in that it does not
simply indicate where a change of appearance occurs, or where a new element
starts. XML sets ' out to clearly identify the boundaries of every part of
a document, whether it is a new chapter, a piece of boilerplate text, or a
reference to another publication. To 30 allow the computer to check the
structure of a document users must provide it with a document type
definition that declares each of the permitted entities, elements and
attributes) and the relationships between them.   WO 02/-l(893
PCT/SG00/00196 Elements are the most common form of markup. Delimited by
angle brackets, most elements identify the nature of the content they
surround. Some elements may be empty, as seen above) in which case they
have no content. If ( an element is not empty, it begins with a start-tag,
<element>, and ends with an 5 end-tag, </element>. 



Attributes are name-value pairs that occur inside tags after the element
name. For example) <div class="preface"> is the div element with the
attribute class having the value preface. In XML, all attribute values must
be quoted. Secure XML Document Structure 10 Element-Wise Encryption for XML
Document The main idea of this invention is element-wise encryption for XML
document, i.e. the encryption is held at element-level and only sensitive
elements are encrypted while the others are left untouched. For example,
there is one XML document describing staff information of the company: .~
=:uh1 :~Er:abn.~"1. 0'? r :!~GL~IT~n pBx~9:7~4'r ,^`Y$TLrZ
".'Lrz'f~Olln~l.aCd"~ ~cbldit7prGtk~1} .pPraon id~"sig.eca"> ~Clle'ttT~( Y
,rE ami? y:.yon's K f f ar411yy .ca_lvenfB3~grtJgLS~nr t Jhl1lS_'r <de~
igr~Gir~u~hfaci~erc,ldeair~natipn> .ctealary>11, Op.cj~ala=y~ .;
em~i.7.xshi~f:et.^.c~.~Caroe jemaih. .cl~ls~~~~'Y> ~er~~:~ id..'~a~e.wrker>
~nft!t12> c c ard. i ya~,ckr.~:.c jxanr-_3y> ~g i ~ pn>t~rec lg_ven. c .~
n;7~'.~ r :~lel~griqti4ru~t~rkerci 3wsignat_on> <1331~Y'y~6
r'?~I?4~JP813zyx _emal.i ~one%cx~r~. romc jrmxi is ~sts`1=r~4:Yr .c~:ES~c~n
iS..~eii~.u~rkery .c ll3ttt~ ~ cx aril Eyrrt~rker.c jfaan.l,> cgiven> ~ixc
tg=t~en> .rns~e> sdeaianatlu:~iozk~r.c/tle~signatlnr.>
-:d3,lazyn5,'a~tl~?,c f Psllery> ~ren~lil taxx~.totr . v:~xtt!.c~`~n~:~ 1 >
~,lygYE9t7> s.J~cr~~:1111~1} 15   WO 02/-1G893 9 PCT/SG00/U0196 Generally
some sensitive information, such as salary, can only be available to senior
members of the company. So this kind of information should be protected in
storage. While some other information in this document should still be
available publicly, such as designation, department) etc. All these 5
requirements can be easily satisfied by using XML element-wise encryption
technology. The secure XML document can be in the following format:
.c?Ytl:7 ~7P~,2E'rj.'Jn:r"~.Dx?= ~I~~CTYPB p=.rFd4~t511E~ $Y&TE'r4
"~3~1:3C1a1~1..C1CC~^r cp~r~t~nr-~1 x=nlnt, ::.xrnY.> n itttp ; I lwy~
_kadl . ~acg . snf sx~i" axm2: ~~~mr~d=yet~~
fixml:dlgar3.~h17.."I15E.0.JCBt~" "...> cpe-ri~r~:l id ~' Bi! . E~~~ ^ gxml
; ~nnryrp;.~d~ ^no" p~:.~n~. : key inip~ N xcx a .eltdnk.' aYvT~:
EItCT,fFS~~Ci~~."11G" ei~CfY3.:kzYinEa.. n~.:;x"~ 



trd~a~~r aICIGl.:LlCr~II~PJtFcr~npr
.4,.~~=ck~~l1'~C,ys^n?Flt~$f~<ri6t111~fr~ yllY('.1?
B.iiRly,:&'YtCL"~r'~rCF.~n"1'1t"J" fxXTAj.t~:P.}'~YII4~`i:.XX"3IlB~r,
f~7,V971.~ ~: ~ tt&ICr~> .:d~r~ign~ti~n axml : cntxyisr:E3~ ^rla" s:anZ:
k~Yintp~ nxaG:KaM~.na9~r~ ~d-e~~atiQnr .:.-eal~ry sxrai;rsncrr~tad~^ye~
exml:k~jitlirp~~sx~.c^':. dhlS9~'~P'a8W116.3Ekd::34.'.;:FS43J:d~2 c,J fi;
a1&Y'fa~ c4n;a31 s~.r~l:<incr;~;.td="yE;." axnl:keyac~fo~":.~:x"r
31?C361D7`D:751T3BF32 ~AtlC~?r3F~~1P28~x'ivaa.HEG`~$lvC9E&9 .: j~tnai.l~.
x,. ~er~ohr LyeT:~4r1 id,r^~n~_l:crke:r" Sxmi:~n~rggted~nc5"
o-Txml:.ks,:yitlf4=~,.70fh''r cltr~Dl4" 87L711: EnC7C~j7f6~=-fllC" c73C1f1:
il~Y~lltOs "kXa:~ f crci ly ~:xel a enery~~t ~:t="np  sx~:al : k;iin=o
a'~~cxx ;.i;: rk~i c (tamij.~~ .e~ivem sxml.;~rtcry~tfiJ~~no"
fixrt~tsrryixsru=x:o:~_.oufi<r~ivprt> .c,f :~~tlrAs cd~EignaGltrn Exn1:
ee.arl'~1; ~dx^ap" ~n:x a k~Ylnto= "a...x"~~Mslt3gerK~'ci_s=a_watians r ~
~.'1 ~_y exral : ~BItQYS'j:~~'.2C~a ^ j~4'q~ SxIN.: ice~riraa=y,;xx >
It~9C. p1j6~811S~St62~IA8EG~2~HE8C1;~52pE= 3&5b H7F7~E~fi ,:,tgelar~~>
t~mail axml:~nted~~ttp" ~~al:k~Yiara~".c~~>4ri~at90.CG;uc~yusila
cfp~r:C4.`r. ~c j~~=r:vc~aW i,-. 10 In the above example, all the salary
elements are secured. And the email of "Big Boss" is secured too while that
of "Worker"s are kept in clear text. only the content of the selected
elements is encrypted. The children of the encrypted element will be left
in clear text if not selected. 15 NOTE: The attribute sxml:encrypted
indicates whether the content of the current element is encrypted or not.
If "yes", the content is encrypted; if "no", the content is unencrypted.
WO 02/.1G893 10 PCT/SG00/00196 NOTE: The attribute sxml: secured indicates
whether the document has any encrypted element or not. Element Block
Encryption Element can be encrypted with its children (sub-elements) as one
block. 5 Sometimes) it may be unnecessary to encrypt XML document element
by element. This situation can be avoided by using elements group
encryption. An Internet publisher, for instance) usually only publishes the
title) author, and abstract of the book over Internet. The reader can read
the whole content only after paying for the book. 10 .c?xr.~'L
wa~sian~^1.0"?~ :'4?Gt"'i YPB 13k ~'Y.5'fGN "11~?^..k . (tt~  y c~,tu0~:
l~till.~"i- 7~'~-24~-~ :. ~-titl~s.Highlialb'Gd .".x ig9~
?c~x'~ttstir_l~yef~ri'xles .cqttbtitln. fii~1 ( T5$cemri~z I:~g,~1
Wt:?ukfT.lt_~:. .cauthaz.4ntn~s aewkh.Rncf~urhar:. .-_tn4 Chapt~= = Ta.x.
Chartge~ toz .ttuizvitlcta? is sltOC~ ~crnC~:~t r _ .cc7t~xgt~s
sds^~Stap3~'~. Ktltl~:.'fat ~:r,~t~.3ey, fpz htt91'u1,311alarIGlLle:.
:qe~^ian icier^ei:apl::~e?"~. 



.~.itlE:.:.Cllf.lsi 2cs7e Cr~cll~ Inct`~r3t~,~aci tlxles .;~xars
l~i~"citapl~.P~-~xarai^s 2ltg maxi:mtra c~xi.id :.yx ~reaix rar c~pcit
qttaiif~ing e2t31c3 sriii i'ncr~s~ xiQnt :Apa th 5Ca Yn ?99s. clh.9Y$a.
~:,~ 9GC'tj.-A? aectlori i~=^~Ytaplce,^.5'~ blah 11a!:, h38N, ... <,IR~ct
i~na xi`.~tt~ptrxf .ca'baptu id=^4h9p~": aialr, hlat:, Malt, bl,~ft, blah,
blzxt, clc:hh~~t~Ys c i c(?t:~ eYxt:. i.f.rldt~A? In this case, it is
repetitive and unnecessary to encrypt all the content elements one by one.
So we can encrypt the content element with its children as one block.
Here's the result: ` 15   WO 02/-4G893 11 PCT/SG00/0019G ,.?xral
:~Y'sltul-n1. ~ r2a .~ ! SC:'YF~ ~_^,ok $ fSTCt.1 "LG..k. did" > ~i~dal:
i~~:~s"?-5~:~1#~-Q13-~ xmll~a~ zxnii-YhkLp: f u'~%w.~=d'i.or~.~9i~xn_.e
..rxAii r F,f..,'`:.AY~~"YEE." Rlifil~ : r~~.~'Ol'~'~.~7h7n"]DEA`~L~~~" . .
, , . , w.x~.~ ~ k: ~7:C.ru~.: P.l7CYjxiOij..lta~~ E1xf31~.: kFyj.5I1'~'.~
u7MiCW ?~i:~hli~ixtr. ~t i9v9 'fax Chang~F cjr_zi.l~r> <~ub~itld sxml:
en~s-y pt~:3.. ~~no" ~xml:3~ym:f p= "x::x" y l~~v. L~~Gmb~r 3999 c J _'aibt
a.i l ~:. .: ==ath~?:.- ; xend :  ~x~p*_e~r "uu" w~>? :k~yinin= ":ua:"
>Jacas 8ar3a>amK,`auttWr> ct~c :.xr;:l:eiLr<iyFxfi-"LW '
sxrw7.:keriafo-xtx".-. C.iapt~.r 3 .iax ^liaag:) fni 2ndirf~iua=E; t/Ci:4?
t~:erxt~~rit s:~snl:~~o~~L~a~lpek' ixntl;k~~nnic:..^::xxa B~.Tr'tPoA6'~28d
34 5581 ~ 11.C'uLLI; BFS>>f A eiFS30t~la~ D1I3f595t6EDEIE'd~71s2 fi~4 t n
6~~? ~~A~2a~~ECrrEECGI~Q4:.;i~:=7EF71ik3pE'P17~f124h3Ci79F,65C11^r 593L r,
JCC~L5C~C1C} cytx  NOTE: If the value of sxml:encrypted is "block", then
the content of the element is encrypted with its children as one block.
Encryption Algorithms and Keys 5 Encryption Algorithm and Mode All kinds of
symmetric key encryption algorithms) either block cipher or stream cipher,
can be used in this security mechanism for XML. And different encryption
modes (CBC, EBC, etc.) can be applied here as well. DES, Triple-DES and
IDEA are all examples of commonly used symmetric key ciphers. The root 10
element has one attribute called sxml:algorithm specifying the encryption
algorithm and encryption mode used in the secure XML format. For example,
as shown in the secure XML document given in the above section: 



~?x~l t`~~~iC.n:."1.4'?~ i 1 DC7 ~'F E IYO4k. Sl'SSEh? "bch:IC. tixc:'r
c$o~l. ... r.;~tl;aigax'ltimt"an~AJcac" ....... CI~JC.~1~:Y 15 The
attribute sxml:algorithm here specifies IDEA encryption algorithm and CBC
encryption mode for the document. NOTE: The value of the attribute
sxml:algorithm usually is in the format ALGNAME/MODE, where ALGNAME is the
encryption algorithm name and MODE is the encryption mode used in the
document. 20 Key Management   WO 021G893 12 PCT/SG00/0019G One special
feature of this technology is that we can use different key values to
encrypt different element in the XML document. Different key values are
generated randomly for different elements when the XML document is being
encrypted. 5 The point here is how to manage all the key values used so
that we are able to fetch them when decrypting selected elements of the
document. The answer is the root key, which is the secret value used to
protect all the key values for element encryption. One way to protect key
values is to encrypt them using the document key 10 respectively. The
encrypted key values are saved in the attribute sxml:keyinfo of the
corresponding element. And the document root element will have an attribute
called sxml:keyprotection with value "root" indicating that the key values
are encrypted using the document key. Another method to protect key values
is based on the hierarchical feature 15 of XML document. In XML document,
every element node except the root element has a parent element node: "...,
for each non-root element C in the document, there is one other element P
in the document such that C is in the content of P, but is not in the
content of any other element that is in the content of P. P is referred to
20 as the parent of C, and C as a child of P." --- XML 1.0 (W3C
Recommendation 10-Feb-1998) Like the former method, the key value of some
non-root element will be encrypted, not using the document key but using
the key value of its parent element. The key value of root element will be
encrypted using the document 25 key. All elements will have an attribute
sxml:keyinfo with the encrypted key value as the attribute value, and the
attribute value of the root element attribute sxml:keyprotection will be
"parent". Both methods has the following features: the key value of every
element is randomly generated and is unique; 



30 . only one key, i.e. the document key, is required to be remembered or
saved for secure XML document.   WO 02/.1G893 NOTE: NOTE: 13 PCT/SG00/00196
The value of attribute sxml:keyinfo stores the encrypted key value for
current element. The attribute sxml:keyprotection indicates which method
the document uses to manage the key values for alt elements. 5 XML
Compatibility All secure XML documents converted from well-formed XML
document are still well-formed. No new element definitions are added into
the secure format. We only introduce several new attributes into the
document. The attributes are r~l: e7.em~n~ only at~ribu~~s saznl : s~c~red
s~.-.n~. ; algprithrl ~~l,~k~yprnt~ctio:~ c~~n~r~l e~.~ment ~ttrizaates s~
: en~cr~~ptea sxEnl : keyinfo no?.
~~cix~n'~'Dt"-1'1'iREtIUIFt~'D~~~atlpar~ntf"par~n~"cY~sI~Iblo~ckr~Qv~a2151D
~D~TAfiE~LITRED 10 All the new attributes are placed in the namespace sxml,
which is identified by URL http:/Iwww.krdl.org.sg/sxml/ As shown in the
above examples, the namespace declaration is placed before wherever secure
XML attributes are needed: xmlns : t~snnl ~ ~h~~cp : / J. krclF . ~arg .
sg/ sh'ml " 15 Secure XML Document Operations Now we give the procedures to
author secure XML documents and decrypt them. Document Encryption The
document encryption process is illustrated in FIG 1. When authoring a 20
secure XML document, two inputs are needed: source document and document
key (11). The source document can be already in secure XML format. In this
case, the document key should be equal to the corresponding value, the
existing namespace declaration with attributes of document root element -
sxml:algorithm 25 and sxml:keyprotection - will be kept unchanged. 



WO 021G893 14 PCT/SG00/0019G If the source document is not in secure XML
format, then namespace declaration xmlns:sxml="http://www.krdl.org.sg/sxml"
shall be added into the attribute list of the root element. And encryption
algorithm 5 and mode, key management method is specified for the encryption
process, and is given as the values of attributes sxml:algorithm and
sxml:keyprotection of the root element respectively. (12) The next step
(13) is to decide which elements are sensitive and the way to secure them
(as one block with children elements or individually). Then the 10 element
encryption process is applied on the document root element (14) and will be
applied on all elements recursively. After the element encryption process,
the attribute of roof element sxml:secured should be set to "yes" (15). And
finally we get the result document in secure XML format (16). Element
Encryption Process 15 The element encryption process (FIG 2) starts from
the document root element and then is applied on all elements recursively
(14). When the element encryption process is applied on an element (21),
the attribute sxml:keyinfo should be checked first (22). If the attribute
is already set, then the key value for this element can be computed from
the attribute value. 20 Otherwise, a random key value is generated for the
element and the attribute value of sxml:keyinfo is set to the encryption
result of this new generated key value using the document key value or the
key value of the parent element. Based on the element selection (13), the
element is processed in different ways. If the element is to be encrypted
as one block with its children, then the 25 attribute sxml:encrypted is set
to "block" (23), the whole element with all its children will be encrypted
as one entity using the key value for this element (24), and the ciphertext
is given in the result element (29). The encryption process for the element
ends. If the element is selected to be encrypted individually, then the
attribute 30 sxml:encrypted is set to "yes" (25), all the text nodes
(content) of this element are encrypted using the key value for this
element (26). If the element is not selected and is unencrypted in the
source document, the attribute sxml:encrypted is set to   W O U2/6893 



15 PCT/SG00/0019G "no" (27) and the content is left unchanged. Then the
element encryption process is applied on all the children elements { 28).
After all sub-elements are processed, the result for this element
encryption is given (29). The encryption process for the element ends. 5
Document Decryption If user wants to view contents of some encrypted
elements in a secure XML document, these elements can be decrypted first
while other elements are left untouched. The decryption process includes
two steps: (element, key) pairs computation (FIG 3) and document decryption
(FIG 4). 10 (element, key) Pairs Computation Before a secure XML document
is decrypted, some (element, key) pairs need to be computed based on user's
element selection and access right. Surely this computation needs source
secure XML document and the corresponding document key (31). This process
is usually held on server side. 15 Like the document encryption process,
this process starts from the document root element (32). If the element is
selected for decryption (33) and user has access right to it, or
sxml:keyprotection equals "parent" and there is already one (element, key)
pair for the parent element (34), then the key value for this element will
be decrypted and one (element, key) pair will be output (35). For 20 all
sub-elements, repeat this process (36). After this process is finished, a
set of (element, key) pairs are generated for document decryption (37).
Document Decryption After (element, key) pairs are prepared, the source
secure XML document 25 is ready for decryption (41). Again, the document
decryption process starts from the document root element (42). For each
element, if the corresponding key value can be found in the (element, key)
pairs (43), the content of this element wilt be decrypted using the key
value and the attribute sxml:encrypted is set to "no" (44). For all sub 30
elements, repeat this process (45). After above procedure is finished, we
need to check whether all elements are decrypted or not (46). If so, al!
secure XML attributes and namespace   WO 0216893 16 PCTlSG00100196
declaration should be removed (47). A new XML document is generated with
selected element decrypted (48) after the document decryption process is 



finished. Access Control Using Secure XML 5 In this section, a sample usage
of secure XML document is given. Please note this sample is just guidance
for secure XML document usage. Secure XML documents surely can be used in
other ways not described in this section as long as the security of the
documents is guaranteed. Usually one document server (51 ) stores all
secure XML documents in 10 secure XML document database (52) and all
document keys in document keys database (53). These documents and keys are
prepared by a secure XML authoring tool (54) with input from source XML
document and document key value. In most common cases, client (55) logs on
first and browses the 15 undecrypted secure XML document over network or
some terminal. If client is interested in the contents of some encrypted
elements, client will send element selection and other information (some
payment data usually) to the server. The server will verify the user
information first and check whether user has the access right to the
elements user selected based on the access control policy 20 (56). If all
checks are passed, the server will decrypt the key values for the elements
user selects and output some (element, key) pairs. Then a document
decryption agent (57) will decrypt the document for the client using these
(element, key) pairs. The document decryption agent can be either
client-side or server-side. 25 Then the client can read the contents of
his/her choice if client has the access right. Copyright Protection As the
selected sensitive information is provided in ciphertext and only
authorized users can access this kind of information in secure XML
document, 30 this technology also suggests a new method for copyright
protection. If the publishers adopt this mechanism for their electronic
publications, then other parties cannot provide key information for
accessing the secured data in the   WO 02/-1G893 17 PCT/SG00/0019G
document. This means that publishers can utilize this mechanism to protect
their electronic publications.   WO 02/G893 18 CLAIMS PCT/SG00/0019G 



1. A method of providing XML document security by way of encryption, the
encryption being in accordance with any symmetric key cryptosystem, the
document having contents defined by a plurality of levels, namely at least
an entity level, the entity level having at least one element level
including element(s), the method including the step of: providing the
encryption at the element level. 2. A method as claimed in claim 1,
including the further step of: providing the encryption to selected
element(s). 3. A method as claimed in claim 1, including the further step
of: providing the encryption in accordance with a predetermined schema to
element(s). 4. A method as claimed in claim 1, 2 or 3, in which an element
is encrypted with its children elements as one block. 5. A method as
claimed in any one of claims 1, wherein each element is encrypted using a
key value. 6. A method as claimed in claim 5, wherein the key value is a
random key value. 7. A method as claimed in claim 5, wherein the key value
is encrypted using the value of its parent element. 8. A method as claimed
in claim 7, wherein the key value of a root element is also protected by a
document key.   WO U2/~G893 19 PCT/SG00/0019G 9. A method as claimed in
claim 5, wherein the Key value is encrypted using a document key. 10. A
method as claimed in claim 1, wherein an indication is given whether there
are any elements with encrypted contents in the document. 11. A method as
claimed in claim 1, wherein an indication is given of the encryption
algorithm and encryption mode used in the securing the XML document. 12. A
method as claimed in claim 1, wherein an indication is given of the key
management method used in the secure XML document. 13. A method as claimed
in claim 1, wherein an indication is given of whether the content of an
element is encrypted, encrypted with its children as one block, or is
unchanged. 14. A method as claimed in claim 10, in which the indication is
provided by way of a namespace declaration to specify fields) of attributes
used in the document. 15. A method as claimed in claim 1, wherein
information about the key values for elements is stored. 16. A method as
claimed in claim 1, wherein the well-formedness of the source document is
substantially kept in tact. 17. A method of protecting copyright of
electronic documents using a method as claimed in claim 1.   WO 02/6893 20 



PCT/SG00/0019G 18. A system adapted to provide XML document security by way
of encryption, the document having contents defined by a plurality of
levels, namely at least an entity level, the entity level having at least
one element level including element(s), the system including: encryption
means adapted to provide encryption with any symmetric key cryptosystem,
and wherein the encryption means provides encryption at the element level.
19. A system as claimed in claim 18, wherein the encryption means provides
encryption to selected element(s). 20. A system as claimed in claim 18,
wherein the encryption means provides encryption in accordance with a
predetermined schema to element(s). 21. A method as claimed in claim 18, 19
or 20, in which the encryption means encrypts an element is encrypted with
its children elements as one block. 22. A system as claimed in claim 18)
wherein the encryption means encrypts each element using a key value. 23. A
system as claimed in claim 22, wherein the key value is a random key value.
24. A system as claimed in claim 22, wherein the key value is encrypted
using the value of its parent element. 25. A system as claimed in claim 24,
wherein the key value of a root element is also protected by a document
key. 26. A system as claimed in claim 22, wherein the key value is
encrypted using a document key.   WO 02/-Q6893 21 PCT/SG00/0019G 27. A
system as claimed in claim 18, further including indicator means for
indicating whether there are any elements with encrypted contents in the
document. 28. A system as claimed in claim 18, wherein the indicator means
provides an indication of the encryption algorithm and encryption mode used
in the securing the XML document. 29. A system as claimed in claim 18)
wherein the indicator means provides an indication of the key management
method used in the secure XML document. 30. A system as claimed in claim 18
, wherein the indicator means provides an indication of whether the content
of an element is encrypted) encrypted with its children as one block, or is
unchanged. 31. A system as claimed in claim 18, further including storage
means for storing information about the key values of elements. 32. A
system adapted to use a method as claimed in claim 1 to secure XML
documents. 33. A system as claimed in claim 18, further including access
control means providing control of access to the document. 34. An XML
document encrypted in accordance with the method as claimed in any one of
claims 1 to 17. ' 35. An XML document encrypted in accordance with the
system as claimed in claim 18.  



WO 02/6893 22 PCT/SG00/0019G 36. A computer program product including: a
computer usable medium having computer readable program code and computer
readable system code embodied on said medium for providing XML document
security by way of encryption, within a data processing system, the
encryption being in accordance with any symmetric key cryptosystem, the
document having contents defined by a plurality of levels, namely at least
an entity level, the entity level having at least one element level
including element(s)) said computer program product further including:
computer readable code within said computer usable medium for providing the
encryption at the element level. 37. A computer program product as claimed
in claim 36, wherein the computer readable code is further adapted to
perform the method as claimed in claim 2. .A&.AA.AA.A.L.AUs.As.AU`.A?.Ah.AA
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