PLURAL W RELESSLY CONNECTED DEVI CES W TH USER ALARM | F W RELESS CONNECTI ON
| S LOST OR ENDANGERED BACKGROUND 1. Technical Field This specification
generally relates to plural wirelessly connected devices, at |east one of
such devices being portable -- and possibly both or all such devices being
portable. 2. Description of Related Art It is now becom ng comonpl ace for
portable el ectronic devices to be wirelessly connected with other
(portabl e or non-portable) electronic devices. For exanple, using

Bl uet oot h technol ogy, short range RF wirel ess comunication |inks may be
established between related devices (e.g., between a cellular tel ephone
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user’'s ear or the wm&mmmﬁécmmmosﬁ@R@@M@E@mange wirel ess
communi cation links are, of course, also wel known in the art between

rel ated el ectronic devices. Sone such cooperatlng devi ces provide security
features to guard against unauthorized usage of one or both of the
cooperating wrel essly-connect ed Ba(KEeROFRD exanple, a smart card reader
may include cryptographic security information (on an inserted smart card)
associ at ed mntg gg.a%;?grized user. The smart card reader with a
cryptographlc/ rt card connected therein may be sufficiently
small to be carried at all tines on the person authorized to use some
ot her associ at edigwgridisatian @neraay r%e%tamherabwﬁﬁ%ist@mp%em% altael as a
cell phon
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and 1 between related devices (e.g., between a cellular telephone and its earpiece/microphone

assembly that may be configured to mount on a user's ear or the like). Infrared and other
types of short range wireless communication links are, of course, also well known in the
art between related electronic devices.

Some such cooperating devices provide security features to guard against
unauthorized usage of one or both of the cooperating wirelessly-connected devices. For
example, a smart card reader may include cryptographic security information (on an
inserted smart card) associated with an authorized user. The smart card reader with a
cryptographic/security smart card connected therein may be sufficiently small to be
carried at all times on the person authorized to use some other associated device (e.g., a
portable communication device such as a cell phone, wireless communication device or
the like). In such situations, the protected device may be configured to lock up, shut
down, or otherwise become disabled if its connection link with the authorizing smart card
reader is broken. While this does provide needed security, it can also cause a nuisance
{e.g., if a user forgetfully leaves one of the protected devices on a restaurant table,
airplane, car, etc. and then walks out of range, the authorizing security communication

link is broken). Even if the authorized user later remembers the forgotten device and



cones back to get it, once having breached security protocols,
re-establishing authorized use may involve additional effort and/or tine.
One prior approach towards enabling/disabling an el ectronic device display
based upon separation between a wirelessly linked pc and a renpte

el ectronic device is described at US Patent No. 6,594,762. Here, the

di splay of a personal conputer is enabled only if an authorized renote
user device is within a relatively near distance or proximty to the
personal conputer. However, this sinply illustrates the problem described
above where a user may forgetfully break the wi rel ess comrunication |ink
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the wirel ess ommuni cati on device Is ["ocked when one next goes to use it.
In the exenplary enbodi nent, a wireless communi cation device (and quite
possi bly the smart card reader iégféﬁélﬁﬁﬂiﬂﬁﬂs a Bluetooth wirel ess
connection with a snmart card reader access control device. If it is
determ ned that the connection has been broken (or is endangered), then
the user is notWénew piivide apsenalawnif aowirgetstconaectibabetweporelated devices is

lost or endangered.

For example, if one is using a smart card reader with a portable wireless
communication device for access control, if the smart card reader and the wircless
communication device are separated beyond usable wireless link range, then the wireless
communication device will lock up. However, as a user, it would be a great improvement
to know about this when it happens so that the situation can be rectified (or perhaps even
prevented if a warning signal is given in advance of actual link loss).

For example, if one forgetfully leaves the smart card reader in a restaurant, a user
alarm can provide immediate notification that the smart card reader was forgotten while it
is still convenient and timely to go back and retrieve it from the restaurant. This is
considerably better than perhaps discovering an hour or so later that the wireless
communication device is locked when one next goes to use it.

In the exemplary embodiment, a wireless communication device (and quite
possibly the smart card reader itself) monitors a Bluetooth wireless connection with a
smart card reader access control device. If it is determined that the connection has been

broken (or is endangered), then the user is notified with an attention-getting alarm. For
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2 exanple, an audi ble beep or ringtone may be used to audibly alert the
user or tactile senses nmay be used via a vibrator output or other types of
alarms such as a visual alarm like a flashing LED or LCD m ght be used.
Preferably, the type of alarmng notification nay be selectively controlled
by the wuser who may be given an option (e.g., via an existing user profile
application) to specify the desired type of alarmnotification. The type
of notification could even be automatically changed in response to sensed
changes in a current user profile (e.g., if the wuser selects a vibrator
out put for incom ng nmessage notifications, then a vibrator alarm output
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t he user given an attention-getting ignal (e.g., audible, tactile or

visual) t Hléﬁn the uirs oyl lrlspyeqcy crse aﬂ@gﬁdw@écwn&ﬁ RetRiE@gckyprshconvenient

rectification of the situation.

There are a number of wireless link monitoring techniques that may be employed.
To enhance security features, if a cryptographically secure "heartbeat" is available on the
link, then such a "secure" heartbeat may be monitored and one or a number of missing
secure heartbeats would then be interpreted as a broken or endangered link such as to
generate a suitable alarm. If a secure heartbeat signal is not present (or if for some reason
it is not desired to monitor the secure heartbeat), then typically another non-secure
(possibly low level, infrequently occurring) link heartbeat may be monitored to ascertain
continued viability of the wireless link. Still further, or alternatively, signal power on the
link may be monitored so as to detect when it passes below one or more thresholds
indicating that the link is either endangered or no longer useful (i.e., broken).

In exemplary embodiments herein described, the user is given an attention-getting
signal {e.g., audible, tactile or visual) that is not likely to be ignored or unnoticed when
the two wirelessly-connected devices lose their connection (or the connection is
endangered). In one exemplary embodiment, both devices connected by the monitored

wireless link are portable. However, it is also possible that our alarming techniques could
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the two wirel essly-connected devices |ose their connection (or the
connection is endangered). In one exenplary enbodi nent, both devices
connected by the nonitored wreless link are portable. However, it is also
possi bl e that our alarm ng techniques could 3 be utilized to nonitor

wi rel ess conmmuni cation |inks between one or nore portable devices and one
or nore non-portable devices. The descri bed enbodi nents nay be realized in
har dwar e, software or a conbination of hardware and software and provide a
met hod for nmonitoring a wireless connection between plural devices and
generating a user alarmif the wreless connection is |ost or endangered.
The exerrpl mmileﬂﬂmﬁmm«cﬂrm&ﬂ@s c@ahuaraionlinds®asiech BnPar horeportag¥ecut abl e

conput er n1 ode whi ch may nbodi ed i n physical digital nmenory
nedi a. BRI ?ﬁ?%ﬁ@qﬁﬁmTﬂEﬁ WSS These and ot her objects and
advant ages of tﬂa&dds&v&ateh%di\melnts &@ymegnﬁeqph%%ﬁé sdHhdee §tpod and
appreci ated by careful study of the | om ng nore detalled description of
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exenpl ary w reless enmal cormuni cati ncor oratln
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an exenpl anydigobi |l e wi rel ess comuni cati on device of the type shown in FIG
1, FIGS. 3A and 3B provide an exenpl ary abbreviated schematic fl ow di agram
of conputer software (i.e., programlogic) that nay be utilized in the

Tobi | e wirel ess commumieai DASURIPTRON OPTTIFEBRAWNGENi tor a vir el ess
connection and to provide a user alarm and FIGS. 4A and 4B provide an

exenpl ary abbrgﬁgate schepptic flow di agram of
ese and other objects and advantages of this invention will be more completely

understood and appreciated by careful study of the following more detailed description of
at least one exemplary embodiment in conjunction with the accompanying drawings, in
which:

FIG. 1 is an overall system wide schematic view of an exemplary wireless email
communication systemn incorporating a mobile wireless communication device providing
a user alarm if' a wireless connection to an associated smart card reader is lost or
endangered;

FIG. 2 is an abbreviated schematic diagram of hardware typically included within
an exemplary mobile wireless communication device of the type shown in FIG. 1;

FIGS. 3A and 3B provide an exemplary abbreviated schematic flow diagram of
computer software (i.e., program logic) that may be utilized in the mobile wireless
communication device(s) of FIG. 1 to monitor a wireless connection and to provide a user
alarm; and

FIGS. 4A and 4B provide an exemplary abbreviated schematic flow diagram of
computer software (i.e., program logic) that may be utilized in the mobile wireless
communication device(s) of FIG. 1 to enable a user to set personal profile preferences for

the type of connection monitor and/or user alarm.



conputer software (i.e., programlogic) that may be utilized in the nobile
W reless conmmunication device(s) of FIG Ito enable a user to set personal
profile preferences for the type of connection nonitor and/or user alarm
4 DETAI LED DESCRI PTI ON OF EXEMPLARY EMBODI MENTS FIG 1 is an overview of an
exenpl ary comuni cation systemin which a wireless comunication device
100 may be used. One skilled in the art will appreciate that there may be
hundreds of different systemtopol ogies. There may al so be nany nessage
senders and recipients. The sinple exenplary systemshown in FIG 1 is for
illustrative purposes only, and shows perhaps the currently nost preval ent

Internet emai |l DHEVAIRDEMESCRIEION OPREXEVMPEMRY BEMBAOIIMBNTIShe | nt er net
12, a nmessage server system 14, a wreless gateway 16, wrel ess
infrastructure 18, a wireless network 20 and a nobile conmuni cati on device

100. An emai | be conpect e nt er net
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within a Cccmmrpmﬂtycatxoﬁ@s\slb&)ls{) mey”lheaiead 0@ sRille@ Gadhe artadll AEpreBiate tﬁdﬁh&)‘e and
connected to %he | nt ern 1 12, or cong}lgct ed to the Internet 12 through a
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may i nstead be connected de area " network (WAN) ot her than the

| nt er net, pqumamjn @ﬁéhq)w pe&hﬁﬁéh%cmtlﬁmmvalaﬁémqmm @l t hr ough

| nt er net - cQUpg 5’3 arrangenents as shown in FIG 1. The nessage server 14
may be 1 nplenente for exanple, on a network conputer wthin the firewall
of a corporation, a conputer within an | SP or ASP systemor the like, and
acts as the maifiGi hkersapeniaolseadaill), txhxdﬁtanmg’elb\aemessdgesd:mbzesymem M2a

14, o robi i s RN 3 oSN FR P 1 Bt b S RSP NG ng T

emai | W | [conmiummdatiyn deviassmci at ed vvlth an account on a nessage server.
Per haps the two npst commbn nmessage servers are

An email sender 10 may, for example, be connected to an ISP (Internet service
Provider) on which a user of the system has an account, located within a company,
possibly connected to a local area network (LAN), and connected to the Internet 12, or
connected to the Internet 12 through a large ASP (application service provider) such as
America Online™ (AOL). Those skilled in the art will appreciate that the systems shown
in FIG 1 may instead be connected to a wide area network (WAN) other than the Internet,
aithough email transfers are commonly accomplished through Internet-connected

arrangements as shown in FIG. 1.

‘The message server 14 may be implemented, for example, on a network computer
within the firewall of a corporation, a computer within an ISP or ASP system or the like,
and acts as the main interface for email exchange over the Internet 12. Although other
messaging systems might not require a message server system 14, a mobile device 100
configured for receiving and possibly sending email will normally be associated with an
account on a message server. Perhaps the two most common message servers are
Microsoft Exchange™ and Lotus Domino™. These products are often used in
conjunction with Internet mail routers that route and deliver mail. These intermediate

components are not shown in FIG. 1, as they do not directly play a role in the invention
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M crosoft ExchangeTM and Lotus Dom noTM These products are often used in
conjunction with Internet mail routers that route and deliver mail. These

i nternedi ate conponents are not shown in FIG 1, as they do not directly
play a role in the invention 5 descri bed bel ow. Message servers such as
server 14 typically extend beyond just email sending and receiving; they
al so i nclude dynam c dat abase storage engi nes that have predefined

dat abase formats for data |like calendars, to-do lists, task lists, email
and docunentation. The Wreless gateway 16 and infrastructure 18 provide a
link between the Internet 12 and wireless network 20. The w rel ess
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the wireless netwrk 20 to the nobile device . e particul ar network
20 may be dackigaplign.any  wirel ess network over which nessages may be
exchanged with a nobile comuni cation device. As shown in FIG 1, a
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The nmessaget@@kar Ainvasagatis thee deliessiagehsaohiey deldednd viaswingeszal | y stored in
a nessage store.. Most own ,s§aging (ﬁéstens support a so-called "pull™

message adtiBsBIssieRhpicalliit adpdio fsEushsHi(RE): diewn elase s@honindthe waisleest t hat

stored MeseAGRE 209 fHRMGKd.RY 1001 eTHESSAG8arSRIWEE 2 Gnayie viRiily&ny devi ce
100. Sone systens provide for automatic routing of such nessagés which are

addr essed wisilesy natvepleevdrivchidnmedsagad draysds eashogedwitt awiatiletchemnpiialien devi ce
100. In a4.bi.eferred enbodi nent, nessages addressed to a nessage server
account associated with a host system such as a honme conputer or office

conput er which belongs to the user of a
As shown in FIG. 1, a composed email message 22 is sent by the email sender 10,

located somewhere on the Internet 12. This message 22 typically uses traditional Simple
Mail Transfer Protocol (SMTP), RFC 822 headers and Multipurpose Internet Mail
Extension (MIME) body parts to define the format of the mail message. These
techniques are all well known to those skilled in the art. The message 22 arrives at the
message server 14 and is normally stored in a message store. Most known messaging
systems support a so-called “pull” message access scheme, wherein the mobile device
100 must request that stored messages be forwarded by the message server to the mobile
device 100. Some systems provide for automatic routing of such messages which are
addressed using a specific email address associated with the mobile device 100. In a
preferred embodiment, messages addressed to a message server account associated with a
host system such as a home computer or office computer which belongs to the user of a
mobile device 100 are redirected from the message server 14 to the mobile device 100 as
they are received. Messages will typically be encrypted from sender to receiver by

utilizing a key that is unique to a given device. Examples of two commonly used



nobi |l e device 100 are redirected fromthe nessage server 14 to the nobile
device 100 as they are received. Messages wll typically be encrypted from
sender to receiver by wutilizing a key that is unique to a given device.
Exanpl es of two commonly used 6 nmethods are the Data Encryption Standard
(Triple - DES) and the Advanced Encryption Standard (AES). Regardl ess of
the specific mechanismcontrolling forwarding of nmessages to nobile device
100 , the message 22, or possibly a translated or reformatted version
thereof, is sent to wireless gateway 16. The wireless infrastructure 18
includes a series of connections to wireless network 20. These connecti ons
coul d be |mtibgdsdretheSeaty Enagptidd $ratdard (Seipho+r OESH Shi\bhe ARvaited Rekaytion  Ti
connecti o tqfigg %ge TCP/ I P protocol used throughout the Internet. As
used her ei WAL AEYm i rel ess network” is intended to include three
different types of networks, those being (1) data-centric wreless
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t hat can su&g?r pboth voice and _data comruni cati ons over the sane physical
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100 includes a suitable RF antenna 102 for wireless communication to/from
wi rel ess reloken’ dge comprmisatiowmaer 1RE same physthal base stationd (Temtioed duatt

decodi _ng/ %&Her}gﬂ%r{(scfﬂicﬁﬁe,]b%lax%.rn%t Hll[nﬂ&'i %egl's)(’&%et]ﬁ\gi%ﬁmi ulEihl% AC%ESFS W
appreciate, such circuits can involve possibly nmany |g|?al SI'gna
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S '&%mﬂ%"ﬁi‘éﬁé (GSSI\I/[?gr?d the General Packet Radio Service (GPRS) networks, and (3)

future third-generation (3G) networks like Enhanced Data-rates for Global Evolution

(EDGE) and Universal Mobile Telecommunications Systems (UMTS). Some older

examples of data-centric network include the Mobitex™ Radio Network and the

DataTAC™ Radio Network. Examples of older voice-centric data networks include

Personal Communication Systems (PCS) networks like GSM, and TDMA systems.

As depicted in FIG. 2, mobile communication device 100 includes a suitable RF
antenna 102 for wireless communication to/from wireless network 20. Conventional RF,
demodulation/modulation and decoding/coding circuits 104 are provided. As those in the
art will appreciate, such circuits can involve possibly many digital signal processors
(DSPs), microprocessors, filters, analog and digital circuits and the like. However, since

such circuitry is well known in the art, it is not further described.

The mobile communication device 100 will also typically include a main control
CPU 106 which operates under control of a stored program in program memory 108 (and
which has access to data memory 110). CPU 106 also communicates with a conventional
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such circuitry is well known in the art, it is not further described. The
nobi | e conmuni cati on device 100 will also typically include a main contro
CPU 106 which operates under control of a stored programin program nmenory
108 (and which has access to data nenory 110). CPU 106 al so conmuni cat es
with a conventional 7 keyboard 112, display 114 (e.g., an LCD) an audio
transducer or speaker 116 and a vibrator transducer 118. A portion of data
menory 110a is available for storing flags indicating the type of link
nonitoring and/or user alarnms to be used. Suitable conputer program
execut abl e code is stored in portions of programnenory 108a to constitute
t he progriaybdaygil £2,fdispleafKlddt.igngn ILIGIK anandibarhsiycard spépdet Blouindg of a

suitable user alarmif e, mnito | i nk is endangered or | osf. As
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size of a‘typical smart card reader intertace may conprise
only a si nybetoputindnis emdhogord noloet. LED | i ghts and/or a relatively small
status display. Preferably, in the exenplary enbodinment, the smart card

reader 200 wil | Q.. NC . S 116 .and/or vi.bratar 118 if _ ihe
Grart card readtnagyed B HinARaR e, iR A B i B Bvicefirided o0y
fl ashi ng L&D)alscAgenatally dberibe degniaziedrd tchder 29@ (wiatlagsrievite Beshowdes €1G.aed may

be provided.in either wreless device 100 or wir ss._device 200 or in

bot h as. My BarelReYy ‘Bhevgr%rd“%mﬁsfﬁ UPYHcation derise T QHeroispi Tt BHeIes dot t ed
lines at FRiece 200 oBlRRRLAhGUANY SHiHRCHE danTPBYoPRIPHLOY hleth ¢ 106 hBygRNi t Or ed
wreless |i nkhﬂé't he mai n antenna 102 being utilized perhaps at different

f r equency thaiskisivel amaHen vy agypiri searhears reader 300.tee yrebiniteréce Maymai n

functi onal hs i i i . pet , i in FIG
D st e SBPHEEY RS PRI Y8 ok DY ML P SRS ES (i Cha
happens t didpéaye Ppfapkly, inche txemployritbodimttnhithednesscdrd ndaflenr®0p witlialdoze an

antenna arill(ljcluRcl:e ap%g&%?ﬂgl gld(/\cl)rrv(%llnjrlago?' liglaitthéa tmart Card reader 200 is to be provided
with a user alarm feature (e.g., a flashing LED). As will be recognized, the user alarm
herein described may be provided in either wireless device 100 or wireless device 200 or

in both as may be desired for a particular application.

As depicted in dotted lines at FIG. 2, a separate antenna 102a may be provided for
the monitored wireless link (the main antenna 102 being utilized perhaps at different
frequency bands and/or modes of RF communication to provide the main functional
wireless communication link to network 20 as depicted in FIG. 1). As those in the art
will appreciate, the usual Bluetooth link (if that happens to be employed for the
monitored wireless link) may utilize an antenna and RF processing circuits that are in
common usage for other purposes. Alternatively, antenna/RF processing circuits
dedicated to the Bluetooth (or other monitored wireless link) may be additionally

provided as will be apparent to those in the art,

A timed interrupt routine for monitoring the wireless connection and generating
an alarm if appropriate is depicted at FIGS. 3A-3B. The timed interrupt routine 300 may
8



common usage for other purposes. Alternatively, antenna/ RF processing
circuits dedicated to the Bluetooth (or other nonitored wireless |ink) my
be additionally provided as will be apparent to those in the art. A tined
interrupt routine for nonitoring the wireless connection and generating an
alarmif appropriate is depicted at FIGS. 3A-3B. The tinmed interrupt
routine 300 nay 8 be entered relatively infrequently thus mnim zing extra
processing | oad on the CPU 106. For exanple, sone typical "heartbeat”
signals of an operating wireless link may only occur relatively

i nfrequently (perhaps only once every 30 seconds or so). This may be

especi al | ybd entezred mﬁatiVskydnrﬁrequchejaﬁmbeﬂmimimg ettra @roedssiag doayl phalys @pUilos.

rocessin Accordl n ni t,ori unction nee be perforned an
ot o 11 eq U ORaIA biot e TR e PERE RGeS Gk G

char act er i sdeui€relafib19infedfubdtist @efafs srlBcd dVeBr TUREoHRWE kdle This n%&&%c a test
is made at 302 to see if the nonitoring function is currently T

not, then @RedallydruedRers e‘é}tre éh.mrtb%wbeh requiretchieto gigmiie Hlopfn?gmgunctl on is
“ON', henAéc%?&ﬁg fle %HR a%él CleX néibe f}%@fonﬁgﬁa@ﬂgoé%qh&ﬂﬁqﬁ er m ne

19t
t he val ue of the f?mnl tor ating noni t'or |
conduct ed)the BXpCtﬁhéOnmrengﬁrS|quhdmazgtcma:e1$ninmardaametuan expect ed vaI ue, then an
error nessage is displayed at 312 and the routine is exited at 314.

However, if the ﬂ]&%létf"gide@gt al?tﬁn‘@}?tlrglﬂl Pgﬁé aqes\{a nglf?deaatpggto s[eeétllth k318

characteristic ass il ue i's
and 320 r es@etting éinctioh fs cuerepit DKM Imef mlwanmttmaneﬁ &te;onouitomeen B’ tharer el y
exited at 322, 32 However if _a prob

%{ and 3 2%&1 ectivel g
di scover ed OMOREA WRHOR B e HRALSRATE Bites Biectsal st APESOBRdRY 11 ag
tests at 3p@rm3RIhaNGudSné SRAWS: f1dgNifdiGting Bl- lyﬂaef omﬁorﬁe&nﬁg tege al arm flag

value is detected, then an error nessage iS displayed at 356 and exit is
taken at F98ducksihelidhe mppiteineeiqgaisesot aafpmﬁmgtedaalue then angrasct ed, then a

branch is fa id &%sélgﬁdaal? ﬁ?%d @%Ed&{) eep a 4. m(z\gc%%tj 1Fth?%gmlt§1§%%anq

364 so as to activ eelter an eis 1)
or audi bl dlaghiangt opectadl anloe,(thén thhéink bbagaataisme asseciz)edomtfathe dlag ivhlee sl brat or

?Isair ?pl( Ief L hgﬂ l ?ath'ig}qv | 84t bégb%ﬁﬂﬁ?thgly?llgéglgg’:bﬁe glt]r;dng]en t ehxrougnyépig of alarm
merely ex1ted at 322, 324 and 326 respectively. However, if a problem is discovered,
then the routine passes control to a series of alarm flag tests at 350, 352 and 354 (shown
in FIG. 3B). If no expected alarm flag value is detected, then an error message is
displayed at 356 and exit is taken at 358. However, if an expected alarm flag value is
detected, then a branch is taken to the appropriate alarm activation module 360, 362 and
364 so as to activate either an audible beep alarm (if the flag value is 1) or audible
ringtone alarm (if the flag value is 2) or a tactile vibrator alarm (if the alarm value is 3).
If a visible flashing light type of alarm is implemented, then a corresponding flag value
(e.g., 4) for that would also be checked and, if appropriate, the alarm light would be
activated. Once the alarm has been activated, then control is passed to a timing loop 336,
368 waiting for an acknowledgement key to be pressed at 366 or for a time-out condition

at 368 before the alarm is deactivated at 370 and exit is taken at 372.

As explained above, an exemplary timed interrupt routine for monitoring the

wireless connection and generating an alarm if appropriate is schematically depicted in

9



(e.g., 4) for that would al so be checked and, if appropriate, the alarm

| i ght would be activated. Once the al arm has been activated, then control
is passed to a timng |oop 336, 368 waiting for an acknow edgenent key to
be pressed at 366 or for a tine-out condition at 368 before the alarmis
deactivated at 370 and exit is taken at 372. As expl ai ned above, an
exenplary tinmed interrupt routine for nonitoring the wreless connection
and generating an alarmif appropriate is schematically depicted in 9
abbreviated format FIGS. 3A-3B. This exenplary tinmed interrupt may include
any desired nunber of different types of checks on the nonitored

connect i onabbféveatekfemplaa FIGS.BRBBoMed exaaplney whédinessiphaay idekalk anpy
typically be.at the application | ayer of the wreless co ni cati on device
(e.g., inptete ’P%fahb%&?ﬁlfﬁ%fbpes PhCEietait? mjmgg),@? @%ﬂ%@%éﬁ@@?@ma to
notify themapprtd®aclRRvied&s heo¥hi b LS plcall$ 8OG e Bigidatidh L& of agSOCI at ed
smart card reader. If the application does not receive a recognizable reply

to such pVHECHCORTMHINCaEpR EFYiFe@ Sodmplrancafedias gdimerh el eommesting systamny be
assunmed | ggt. & NoE’, - Sl m i ol smart card
reader may %% p@géranne 8P§9hgﬁ§ggﬁgﬁgﬁggﬁ ec?ﬁ%%é%g%%?ﬁgéuﬁﬁgﬂFf it does
not recei vassetahmarbdiré radenmifitheapplomtibn doas nbhecwive ekresgniedrieneplyctat i on
device after, N mnutes. A nonitored.low level wireless heart beat may
Simi @ arly PRYBIGSEIE bpésiied HspiRd Seirns cRmeeen e MepssReaIdat | on. A
noni t or ed endigleRSlS asd gARbe pPRWAT Siinfady, thSsiRarb Q¢ tdad@nke¥ehromnnsdand | arly
i nvol ve detection (on either end) of an out of range (or endangered)

si tuation C?%’S?éh% coppestion fem Heenkifjit dogririnpechiciratpeniribls compparien Fpe

because t hge BieREORA M cdt®h Al Ve hXe e A nut@Nd FRUSoBdW %%gﬁirélty%er ous

detected conmmuni cation errors necessitating excessive retries

communi catheard beptvray siaidébt ingblvd i gietiedic dant-sdcuralherietdh einguobmmunifatioet Ai es
required S; .6 sive (i.e., beyond a.specified.limt), the connection
o e _coTERER SN dd € v P AR R P e B peds S nee
those in tdecasi (cakaibibicbnd) ofadynt beraagelirichl Sgemsti] sindahien @d. skehee of a
secure wreless heartheat or other |ow |l evel wreless heartbeats and/or

with a morPEEHHEOBIMUFaten &kes erchare Hanareapiedhs R sHBpbivrIaely Wedkshol d,
it is not shekhRVarbdiessisRiYust@tccted communication errors necessitating excessive

retries to communicate a given packet of digital data). When the number of retries
required becomes excessive (i.¢., beyond a specified limit), the connection may be

constdered endangered or broken (and then possibly dropped).

Since those in the art should already be acquainted with the existence of a secure
wireless heartbeat or other low level wireless heartbeats and/or with a monitoring of
wireless signal power passing below some threshold, it is not believed necessary to
further describe the details of such monitoring. Instead, the final testing for the absence
of some expected characteristic feature of the monitored wireless link is simply depicted

in abbreviated schematic form at 316, 318 and 320 respectively.

One possible program logic for setting personal profile preferences for such
monitoring and/or alarming features (i.c., the flag values discussed in connection with
FIGS. 3A and 3B) is depicted at FIGS. 4A and 4B. Here, if the routine is entered at 400,
then an "ON"/"OFF" option is displayed at 402 and a key selection/time-out loop is

10



further describe the details of such nonitoring. Instead, the final testing
for the absence of sone expected characteristic feature of the nonitored
wireless link is sinply depicted in abbreviated schematic format 316, 318
and 320 respectively. One possible programlogic for setting personal
profile preferences for such nonitoring and/or alarmng features (i.e.,
the flag val ues discussed in connection with FIGS. 3A and 3B) is depicted
at FIGS. 4A and 4B. Here, if the routine is entered at 400, then an
"ON'/"OFF" option is displayed at 402 and a key selection/tine-out loop is
10 entered at 404, 406 for the user to make a selection. If no selection is
made Wi t hi entérhdat 404] 006 fod tHel uzey, to ke atsblectibins ﬂfﬁé’sdlﬁ:ﬂb@&ﬁha&ﬁwﬂﬁﬁ thand exit

is taken at, 4 i f the user pakes keyed sel ection, .then the
"ON'/ " OFF"alhﬁagﬂf“é '\sﬁglﬂe}w@ riS 51581 4 408 a%h%ﬂ i fakep @t 4HolFovEYER, Hrhhas not
been sel eci@fmaRs d1RFEELIAY oft Iflen ThBONGXORF! %aﬁ %ks%{‘zgﬁa opftiafly Jitf41§h‘?f hON'

option has been seletted, then a test is made at see If the system
has been ¢ONtoRjipndds pet bjen se}pcheda azlionind ebtldd theT ePo s takense 1 @t Ifttlpe ON"

enterprise, e n su [ is permtted
Co set t ne AOHL BlehBIoUE, GUEL e FHERE b R e MWABR HegBlep S Comt o
i s transf ecronﬁgurm(d: Qevxdlammy)agetdITSMItdymg @theadr%rpms&mﬁh@mstrdnmeﬂcfml)user as

deplctedlnF ver ermtted to set ni toring
opt1 ons. g pEe SHEY BG RO 16t GF BPUTSEPE e BBV PR Yl U 1
for nonit oFf k§)ahéraoutrel WihRdfes&d tolIRAditNSAlnd JehiAg ofalaug oftib by e h§e‘? hé NG
non-secure W rel ess heartbeat and flag value 3 for nonitoring wireless RF

si gnal powvpicteddn K&y 48| Bewpwiy if theeseus peiaviied © sehepnitosingoptions; then22, 424,
I'f no sel ecﬁ&ée%bdit%nffgggt td&s §yeerd a%%(d]{]ﬂﬁébaﬁlfgvf@ Qit&mt re KJ?I%R:sé he

screen is reset at eX| ISt wever the user has
tinmel y madeadbeglfagtvilon 2 fanmn@tctrhg mnspéay edrebiss h@ﬂbgaattahdeﬂag hﬂuaﬂﬁ)lﬁmrt or flag

val ue is rlate t 430 . before ass e alarm
opt | on modnr OB Aoty BFsapieny oS kPh e SREb sl iR 3 Ben efedder o
sel ect ar ef2dj 43l ayeslsabctidd ds nﬁuﬁdlea%/ thakiste withilegeal siladudihe, ehdagPscrédnag val ue
2 equal s an audj bl e ringtone flag value 3 equals a tactile/vibrator

alarm. ATEShR “l@éfﬂéérlééﬁttﬂ%fﬁ/qtf‘%% Hawev%dﬁthesls'?rri@ﬁ tigwhenade ateletian 436, |f
the user faidg tluisPkRIDiBRD IR AREiRE MBS VLRl iR fialdiPschl St ed ti ne,

then the screen is
before control is passed to the alarm option module of FIG. 4B.

In FIG. 4B, the alarm options for the user to select are displayed at 432 (flag value
1 equals audible beep, flag value 2 equals an audible ringtone, and flag value 3 equals a
tactile/vibrator alarm). A user key selection/time-out loop is then entered at 434, 436. If
the user fails to make an appropriate selection within the allotted time, then the screen is
reset at 438 and exit is taken at 440. However, if the user makes an appropriate selection
within the allotted time, then the alarm flag is appropriately set at 442 before the routine
is exited at 444. As will be appreciated, another option (e.g., flag value 4) for selecting a
visual flashing light type of alarm may also be provided.

While the above has been described in connection with presently preferred
exemplary embodiments, those skilled in the art will recognize that various changes and
modifications may be made to the exemplary embodiments while yet retaining many of
their novel features and advantages. Accordingly, all such variations and modifications

are infended to be included within the scope of the appended claims.
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reset at 438 and exit is taken at 440. However, if the user makes an
appropriate selection wthin the allotted tine, then the alarmflag is
appropriately set at 442 before the routine is exited at 444. As will be
appreci ated, another option (e.g., flag value 4) for selecting a visual
flashing light type of alarmmay al so be provided. Wile the above has been
described in connection with presently preferred exenplary enbodi nents,
those skilled in the art will recognize that various changes and

nodi fications may be made to the exenplary enbodi nents while yet retaining
many of their novel features and advantages. Accordingly, all such

vari at i onsWwahd TniSdCEACKMEB®NS; are intended to be included wthin the scope
of the appended clainms. 11 WHAT IS CLAIMED IS: 1. A portable wrel ess user

conmuni cation d ce ca Ie of bein rele 0. a second
vl oe v oM EY) cea BRRATe Sirklen Seb throut S el E BB R hRie o7 or 1

while the ankssuﬁccmp&ﬁab waiomd as\ha@hhahaebles%m WUt (B 8cM dtdclibie USer
comuni cati on devi.ce conp a wireless link nonitor which detects said

char act er i d@ragter lé‘ﬁ‘d“’ﬁ‘l%@@rlmh I“a‘PRﬁ qhvFresebbsherssand pes@blegrirdess gs@ormuni cat i on

device in g&ﬁg@ﬁ@gmhqeﬁeec%mg of the wireless link nonitor representing
i npai rment of the wrel ess nk.” 2. A portable wreless user comrunication

device as in cImWWIESMmmtOt hfélchukmctsashwirqimnastem%ucaancype sel ect ed by t he
user. 3. A port;h wre S MSE ni.cation

Nher e ot he” CueReEallt SnER 3t S P i PR Sy o fp BT e ¢ ypes

i ncl udi ng:ougait oﬁthélvhhﬂess hﬁbmon(tbl)repmﬁhxﬁhg impilghanes theGyirdlésbiakor and (d)
visual flashin ght. 4. A ortabl e wireless user communi catjon devi ce as
inclaim1 wher |n tﬂ-@oﬂ@éﬁt ‘éE? legs) usergpapaptiegtiogdeics as wellatm; laghaeinthin a

group |nchgghﬂgnl&Q}a§ﬁﬁﬁﬁkgﬁdﬂ§gkhgg@t signal; (b) a non-secure heartbeat
signal; and (c) wireless |ink signal power dropp| ng bel ow a threshol d
| evel . 3. A portable wireless user comrmunication device as in claim 2 wherein the

user alarm type is user selectable from among a group of types including: (a) audible
beep, (b) audible ringtone, {(c) vibrator and (d) visual flashing light.

4, A portable wireless user communication device as in c¢laim 1 wherein the
detectable characteristic is selectable from a group including:

(a) a secure heartbeat signal;

(b) a non-secure heartbeat signal; and

(c) wireless link signal power dropping below a threshold level.

5. A portable wireless user communication device as in claim 1 in
combination with said second device wherein said second device is also portable and
comprises:

a wireless link monitor which detects a detectable characteristic of said
operatively established wireless link; and

a user alarm which signals a user of the second device in response to an output of
the wireless link monitor in said second device representing impairment of the wireless
link.

6. A method for operating a portable wireless user communication device

capable of being wirelessly coupled to a second device via a wireless link which provides
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5. A portable wireless user comruni cation device as in claiml in

conbi nation with said second device wherein said second device is al so
portable and conprises: a wireless |link nonitor which detects a detectable
characteristic of said operatively established wireless link; and a user

al arm whi ch signals a user of the second device in response to an output of
the wireless link nonitor in said second device representing inpairnent of
the wireless Ilink. 6. A nmethod for operating a portable wrel ess user
comuni cati on device capable of being wirelessly coupled to a second
device via a wreless link which provides 12 a detectable characteristic
whi | e the 4 detkctatde dpescatrisiie hile gtedhikiis bpaativedyi ehtabibiddsaiCoemodsi ng:
nonitoring a wireless link by detecting said characteristic; and issuing a
user al ar M&tRYH41% ng a user of said communication device in response to an

out put of the vmas@t&ﬁ;galwlfexes@mmk\txzﬁetre@tmges%ﬁm}famtén@ﬂ&alawﬁnt of the wireless
link. 7. A nmethod as In claim erein the user alarmis of a type

sel ected by t helssuifget usegalam pigndling aaises of seidglommunigadipe idpviehio respepsebar m
type is usgr, aﬁ;ﬁ{t%ﬂh@%ﬁelésﬁ%mz rrg'tﬁﬁ&grc gérn?{ﬂﬁ él%IJ?l &?%f{h@civ%q %nk(a) audi bl e

beep, (b) au e ringtone VI br I'sual Ing light. 9.
A nethod as in &l ai M Getitodragimeitined mhbem thbhecralamac ba iypt bdedtad meﬂhect abl e
froma grqup. including: (a) a secure heartbeat signal; (b) a non-secure
heart beat ‘ST gnal; and (c) wireless |ink signal power dropping below a

threshol d | evelg. 10.A Actitihoth @sini ﬂw@ﬂs@hﬂﬂh@ u&étralamrtyﬁqungdr%ble&ablh frofi d
second device: also nonitgring said wireless |link by detecting a detectable
char act er %8918 agroueidypes including: (a) audible beep, (b) audlble ringtone, (c) vibrator and

(d) visual flashing light.

9. A method as in claim 6 wherein the detectable characteristic is selectable
from a group including:

(a) a secure heartbeat signal;

(b} a non-secure heartbeat signal; and

(©) wireless link signal power dropping below a threshold level.

10. A method as in claim 6 further comprising, in said second device:

also monitoring said wireless link by detecting a detectable characteristic of said
operatively established wireless link; and

issuing a user alarm from the second device which signals a user of the second
device in response to an output of the wireless link monitor in said second device
representing impairment of the wireless link.

11 A digital computer program storage medium storing a computer program
for controlling, when executed, the method of operation of a portable wireless user
communication device capable of being wirelessly coupled to a second device via a
wireless link which provides a detectable characteristic while the link is operatively
established, said method comprising:

monitoring a wireless link by detecting said characteristic; and

issuing a user alarm signaling a user of said communication device in response to

an output of the wireless link monitor representing impairment of the wireless link.
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operatively established wreless link; and issuing a user alarmfromthe
second devi ce which signals a user of the second device in response to an
output of the wireless link nmonitor in said second device representing
impairnment of the wireless link. 11. A digital conputer program storage
medi um storing a conputer program for controlling, when executed, the

nmet hod of operation of a portable wireless user conmunication device
capabl e of being wirelessly coupled to a second device via a wreless |ink
whi ch provides a detectable characteristic while the link is operatively
est abl i shed, said nethod conprising: nmonitoring a wireless |ink by
detecting sai d har att@npsti grograntstorageingdium 44$€tlafh &l Whsicghkuig a user of
sai d comuni catiqn device in response to an output of the wireless link
noni t or r epiELE PﬁﬁmﬁﬁﬁgFﬂﬁﬁﬂF”gF“the wireless link. 13 12. A conputer

program st or age; 3redi AlBy@sutbiprédiBidrkedMReliBin s iNElalts €5 whileB! ik hi§erof a type
sel ected by the user. 13. A conputer program storage nediumas in claim12

wher ei n t hargsape isgisarseiecipple fram eweng 8 efapdbipes fochwingmtm gudiblgrbsep (of t ypes

i ncl udi ng: i : i I one, (c) vibrator and (d)

vi sual f|5?&?%%Hﬁ$%ﬁ%E”?ﬁﬁaﬁ?%%%S&?%?&gkgﬁﬁéﬁggtorage mediumas in claim1l1l
wherein the deldect dbtanpharmogrem ssdrkge insdisrlaedi abine 1 f whened e oup

including:, (a ecure heartbeat signal; (b) a.non-secure heartbeat

lgnar . " arir Rl RGN R ey oM oubed BTG bel ow a & or eahol d

| evel . 15. A CQRpUt Qrse@fr®BEAPeslsinage nmediumas in claiml for further

controlling, when executed, a nethod of operating said second device, said
met hod of cont Bl | i Adoadrere Bearbget sl @ad conprising: al so nmonitoring a

wreless 11nk r@ﬂ * it Ak B BHRRE 4380 BelGos ARkRola ShRL act er i stic of
peratively established reless | ., an

15. A computer program storage medium as in claim 1 for further controlling,
when executed, a method of operating said second device, said method of controlling said
second device comprising:

also monitoring a wireless link monitor which by detecting a detectable
characteristic of said operatively established wireless link; and

issuing a user alarm from the second device which signals a user of the second
device in response to an output of the wireless link monitor in said second device
representing impairment of the wireless link.

16. A pair of portable devices which are capable of being wirelessly
interconnected to each other via an RF link which includes a detectable characteristic, at
least one of said devices comprising:

a monitor which detects the absence or impairment of said detectable
characteristic; and

a user alarm which signals a user of the device of such detected absence or
impatrment of said detectable characteristic.

17. A pair of devices as in claim 16 wherein both of said devices include a
monitor and user alarm to signal the user of said devices that the wireless connection
therebetween is lost or in danger of being lost.

18. A pair of devices as in claim 16 wherein the user alarm is of a type

selected by the user.
14



issuing a user alarmfromthe second device which signals a user of the
second device in response to an output of the wireless link nmonitor in
said second device representing inpairment of the wireless link. 16. A
pair of portable devices which are capable of being wirelessly

i nterconnected to each other via an RF |ink which includes a detectable
characteristic, at |east one of said devices conprising: a nonitor which
detects the absence or inpairnment of said detectable characteristic; and a
user alarm which signals a user of the device of such detected absence or

i npai rment of said detectable characteristic. 17. A pair of devices as in

claim 16 whereil9, botApgf oS@ivited 8YinCidm ISolhidein dhe W¥BNInhPEeléndn UBahH t@lear m t 0
si gnal the user of sal d devices that the wirel ess connection therebetween

is |ost orlTOm agmpet tgres Jrilwhng: §9raudibge begpihy fudsle gagiopadchybiaprandi m 16
wherei n they ygel mlighMigm. of a type selected by the user. 14 19. A pair of
devices as in claim1l erein the user may select an alarmtype froma
group of types 20ncl udpgigef c(@e()ceaeﬁjint\;ﬂ@mt)lée«]d}er%ib)headntﬁctﬂbb: ghiaregteoinies of ¢)

Vi br at or ing light. 20. A pair of devices as in claim
16 wherein qﬂ?ﬁ g‘)ét eééftsaa%beé: cgﬁ facteristic of the RFlink is of a selected

type. 21. A pai2l. of Alpaii cfakviass hin@iAmmM0AChenkie tied detdehd] ckdiametedibliemay
characteristic be selected froma group of characteristics including:
el b s

(a) a secdte® 19EL3 B9 R ALFhargoyrishey iBQlufiB¥el heartbeat signal; and (c) RF
si gnal power dr@ppi RGeORs Q&r@egg%af,l ed level. 15

(b) a low level heartbeat signal; and
(c) RF signal power dropping below a specified level.
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