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[0002] This invention relates generally to information
technol ogy (I T) systens, 1gngisfere specifically to
systens and net hods for automati ng and deploying IT
solutions in an enterprise environnent. BACKGROUND OF
THE | NVENTI ON [ 0003] It ,is ten desirable to manage
machi nes within an entepﬁ?F% 4Clne managenent task is
to copy and store in a Mifliadl rdyhe contents of |oca
di sks of nultiple nmanaged machi nes, also referred to
as managed endpoints,h&ﬁﬂﬁﬁhL@ﬁéﬂ@nterprise. This is
al so referred to as harvesting i mages of managed
machi nes. An i mage of a managed machine is a copy of
the data stored on the local disk of the machine. If
the data _stored on the |local disk are arranged in
files, CHROPHAYFERENGE TOBELAERARRLIGARTIONES,
These harvested i mages can be depl oyed to ot her
managed machi nes, possibly after nodifying the image.
[0001] magBss ap@icdeql dyma the bedadh of H.Srdedninenal rAgpdicatican No.

oosof8SLuBRanbint FERBN FPOTnS VRS Ayicrtin Neneyoxalbhfed on
s34 0878 sy R ] 009 4R aRAYen asks

may need to be performed renotely, w tHhout a human
user physically iFREREOE RPEINYVENAdOMnaged nmachi ne.
In addition, the tasks may need to beperformed in
difficult circunstances, such as when the | ocal disk

[0002] S CDHik iRtRtbraRthidshenSRNALT feratEbA EcchBolUBROITS s§ster@hd more
fromit or when a programis running fromthe | oca

specifgjadly to pestenpsyndrnetheds faf erjompengdrd doploying Flespdutions yir ¢t e
enquﬁe%ﬂﬁg%h&§t What is needed are systems and methods

or efricrently, renotely, and non-intrusively
harvesting and depl oyi ng i mages to di sks of managed

machi nes in an enterprise. SUMVARY
BACKGROUND OF THE INVENTION

[0003] It is often desirable to manage machines within an enterprise. One management
task is to copy and store in a library the contents of local disks of multiple managed
machines, also referred to as managed endpoints, within the enterprise. This is also referred
to as harvesting images of managed machines. An image of a managed machine is a copy of
the data stored on the local disk of the machine. If the data stored on the local disk are
arranged in files, the image can be a collection of the files. These harvested images can be
deployed to other managed machines, possibly after modifying the image. Images are
deployed to clone a machine, repair a machine, or reconfigure a machine. The images should
be stored efficiently and in a way that they can be easily analyzed and modified.

[0004] The above tasks may need to be performed remotely, without a human user

physically interacting with the managed machine. In addition, the tasks may need to be
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[ 0005] The above need is net by a system nethod, and
conput er program product for harvesting an i mage from

wW@2008a0 85481 sk of a nmanaged endpoint to an i mageCT/Uk2088/¢53539
and for deploying an image to a local disk of a

mana endpoi nt from a
perfo‘a?ﬁdﬂ %%éﬁ{ﬁ CYpREancEY ﬁB SgV?Q%éL?/ ESC?{ %k aﬁorrﬂafa@ and, the
manad@RNA8ShE0 dRM1O0 vt RoRYit dedh¥ b BraarhA N mhﬁﬁag §ronb e local disk
causes the endpoint to instantiate a RAM di sk and
that indsréeres with e dbolgy t¢ reader fvridariotthe diRNVVag ks, netﬁ@i foeystems and

i arvest an det er n dat a
methog Mt GG FanSoh HEMns ATy TR ol F B Dhe Bl o
disks bMmbfset MRGRInbORL anddn@erp@lc. al ready stored in the i mge

l'ibrary. In one enbodinent, this is done by conparing

hashes cal cul ated on the data on the local disk to
hashes of data in the | N*]ggary. The data not

al ready stored in the inmage rary are then copied to

the image library. BRIEF DESCRI PTI ON OF THE DRAMVNGS

0006] FIG 1 is a gh-level diagramillustrating a
[0005¢ nt eﬂfsﬁ%b@ée BeRe Ip Bf}ﬁtréfﬁﬁ SYHCRAMEROANA FORGH IsARIZGHM Product for

hawcﬁ%%ta%mx%g@ B a{"l?)@aq di&k d:fearrﬁé(na%% 1{\%3 §REKEn ﬁﬁ&%q?}éﬁg ah@ for

anenb the 1 nventi
deplophgak udaggnoarincdl Idisktaf atmhang ged aalppunt ﬁlont ahaﬂma(ga hbsey.vin an

S a odi.me f an. I T autonmati on appl., an
ermbod o SBF Biegiodapr B Sag i e cunpesd H9pom: Sapiod with a
boot @fag@aﬁagagesetﬁ@l egdﬂa)tinﬂt@ m%qm%rmmlmb it e-REPE MBIV image

he invention. [0008] FIG 3 illustrates the

from ﬂ:l@thPéYitdsskole@ ool en&gasedsedrm@wbst lan amygq by deteondiagaleta on a

enbodi t he jinv
ocal g} P R REPREY TBbPE feg PR ohS Brecs ittty Frauglered in
the inRBE ABlaRY. InbrRGebodANG., tlﬂ»istlb déte Wﬂwfﬂjaﬂiﬁg thafies tdlGulated on the
invention. [0010] FIG 5 is a flowhart illustrating

data ofghlogalatiskniarhpehesion data in fhedmpee Bbraryvabiee ¢aﬁ%mtta|lréad3'oi§@ned in

R

illustrating a nmethod of deploying a file-based inmage
to the local disk of an nd80|nt in accordance with an

enbodi ment BRIERDESGRERT ({]f)@ DRAM ﬁiﬁres depi ct

enbodi nents of the invention for purposes of
illustration only. One skilled in the art will readily
[0006} ecdgifi. 2es & hinleha diagrdrowiusgatiesar émd:r'pn'm ¢rivaonment in which an

alternative enpodi ts of truct and hods
IT auPimafiaf SR b e A B TS aC At STUpARETRg of the
invenfig®@m t he principles of the invention descrlbed her ei n.

DETAI LED DESCRI PTI ON OF THE DRAW NGS ;20013] FIG 1 is
[0007% hi lfks- Qes/é blogk dipgzam illustiatinga ¢orgpuier thaftcan peive @s an embodiment

of an ?Pé’ﬂu&%@ 15 app 1%1(1)06t g("ilministrator client, appliance server, DHCP server, or

managed endpoint in accordance with an embodiment of the invention.

[0008] FIG. 3 illustrates the contents of a file-based image library in accordance with an
embodiment of the invention.

[0009] FIG. 4 is a flowchart illustrating a method of booting a managed endpoint in
accordance with an embodiment of the invention.

[0010] FIG. 5 is a flowchart illustrating a method of harvesting a file-based image from

the local disk of an endpoint in accordance with an embodiment of the invention.



i ncludes an information technol ogy (IT) autonation
appliance 102 (the "appliance") that can be used to

W@20084t118548 vari ous | T processes. The envi r onnmePCT/LSIH08/053539
al so includes an adm nistrator client 106, an

001 1RF D R0 H T Berhati b inRs Mahad ChgENa iy Bired Tmage to the
local &g Qpé'uf‘érﬁpaﬁlg in &lcbrdafNeih 88 cR¥odintest ¥OhKink@ftiof ! G 1

shows only a single appliance 102 but enbodi ments can
[0012hav eThafigured depags gmbadicwests dittheinyertionfppurpossh ofa lustrtyon only.

ree naged endpoints.1 eye hough, sone. .
one skt & ARSI SRR i R 5 o PG eS8 Win st ormative
embo@REERAR dTtSe stk anfinBetBHd il aftfeedIRLciTRNgIRenployed without

processes across the enterprise environnment 100 on the

departigh Bigadhe pdpoplgs ef the mvephos depsribedisdeinent s, t he
appl i ance 102 causes a nmanaged endpoint 112 to boot
froma boot image it receives over the network 104.
Once t he DETAJEEEDEHSURIPTION OF THEODRASHINGSe
appl i ance can 102 perform functions that m ght be
difficult to performif the endpoint were booted from
0013} ' S #1RLalis gh3k el NAUESd Dedidibfise {VAThARRY Q0 that
[ Lepl olgfl:nésglilﬁgseto t fre eng%o?%%g &F%Ol‘gfl I n one *
includesrbo difommtionttéehnalogl (AN @etohG2ion applices 102 Gbotapphege”) that can
library 126,. an _jnmage |ibrary 116, a, saftware
be usqd Ry odtgriommEl BEeEsFhmbe PvEPang o8 MegreiTse or
admidiRfforRBCht l'd@aﬁ?%ﬁ‘hﬁﬁcéfls%@yér 10920h{8nit MR s@SFURFation Protocol
endpoi nts 112. The boot i mage contai ns machi ne
(DHCPp serverch lidomud severtal mahaged exdpuinted 13 rmllagonaeaigrtbbyne ndteark 104.

uses the endpoint tq.hnstantiate a Mdisk.(i.e. . a
PG (G SRRy Binct oo BF Afatin? sTERAS Ml yfonortes
More&te® G %h&ﬂ@bnlz Rge nARagddenRAdvhai1gR evanthob@oionidh@nbodiments
endpoint fromthe i mage on the RAM di sk. The boot

may hapie gendieds ar dhauapitlsoh sedeandpPing. syst em such as LI NUX
nd ' [ ' r I 7t hi
10014 2 R4S ARR2 ot TR A ot Bl ell fonment 100
on thed@yiaged diidpogits 1t haln senelangboidimérms, thnapphiamneni@geduses a managed
endpQints wth various hardware configurations, [0016]
endpogH Jd 24 BoRERge ﬁxzeotfmgf: & RSB SRV GRTEROTD &)@4- QH%?gfg,e managed
endpotitpcel 1?%%09[9’00@%)?“ H%: @Phé&k%ﬁﬁ‘%@ E&‘f&r’ﬂl fuh € HRRA AN fit B fficult to

to performa rative tasks such as harvesting an
perforimregled croipoat Weoalbootkidsficorh 213 ladfal tisk, senld poharyesting fides from and/or

depl.oying an application inmage to the local disk. In
dqﬂoﬁﬂgfﬁ%ﬁﬂgFﬁﬁwpgl'he boot i mage causes the endpoint to

[0015P" €SI@ne @RTbbAMEent, Ahe SFTaMENT2AHEulEE Nt R4S library 126, an
adm nistrative tasks to a user by show ng a nenu on

imaga [Hwanyi 1961 anyl wfoftvtrec Hbuageld. chigionimagedibasry J@b sigrasiaac or more
.user to chogse.an.qption., Sone. ex l.es ,of , menu .
boot iR s B PO RSPl ARPBTINER. BeBpo TR oo
machin8Rgeut@ordithdt; whaldebute€ 60 Ve edpditsIab ecaubéQAd tndpdid ie
enbodi nent, a nenu option is autonmatically selected if

instanfipie a RAM ¢sled cndtVidwb dbk divesredm pdam ACcgsTBRMANY, store the
boot ifBYBA R RAM sk, 'afld BbOEGhe ENGREH: TRM fhe ihbEe PRk RARMIsk. The

boot image may contain an operating system such as LINUX and various application
programs that run in this operating system. The boot image may also contain device drivers
that enable it to run on managed endpoints with various hardware configurations.

[0016] Once the endpoint 112 is booted from the boot image, the booted endpoint

interacts with the appliance 102 to perform administrative tasks such as harvesting an image
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causes the endpoint 112 to select an option and/or
perform anot her option autonmatically w thout

WEe@samsihg a nenu to a user. [0018] I n one enkCHUN®AL/)S3539
the image |ibrary 116 stores inmages of the local disks

122 (j...e copies of the c ents of the.disks) of .
from aef?aﬁ‘ocilﬁi gk %P@Oi%ﬁa@or 3%15%9% 5 PR G 4 Higrocal disk
In ond/@hbQiSie A Hodt itk CEudefBlcnBFSh oo BYotidgs Fot carr%zlng out

aut omati on appliance 102. An admi ni strator can use
the vagipp$ adminestradee tisksib awstihey shomgesa ment en tlmdlsm@be@%tha mﬂtnaged

the co tion f the vario end ts 112 in
endpafGnf A B0 T Fookm i ilono FopRaR Rl i Fisfu pfidiigre:
Harvegfithd3€ fivuniek; Deploghatlestcd ﬁﬁa%ﬂd d@l{e&%ﬁh&ﬁr&@vd{'ﬁ €onsole.

adm ni strator. For exanple adm ni strator can vi ew

[0017{ he Ipemeembagiencat. agpqwnt@neﬁalﬁﬁmﬂwllly@élapteé iifsthe uger gloes not
f [ t

choos?ap BpliofRHR chadyiuihe SEELE. o SR GO SHS. ooy pace

cause€ threndpaint di2fth eelecttankoptior end/vapdrivis @otheodbprich duitdnatically

[0019] In one enbodinent, the inmage library 116 is
withoJgESenEPS ABIINBYRBMEY- t 0 t he endpoints 112. In a

epl ot
[0018? P ﬁ%ﬁ@ ghrtbﬁgﬂﬁléggg?@ éfl'l% Hibgazry ff?@ gtr?kéesﬁgn%% s ke Ié)\%al disks 122
(ie., qopwg of ﬂawootentswf tineodisksa v€erapeomtot 12yi Fedl ihq,agh thﬂG_)Sﬂ B@lcan be used

fromthat e oint 1 an be.use
for vap gy BT SUE DY et P et B eI e OB AT 12 oAn
admlﬂi‘étfalfbr%aﬁ 'ﬂﬁ’é’\ﬂie WBp KdnRE 1D TROE ewAh IRRIRY MR tc £ ARt (RE
used to clone a file systemfrom dne endpoint 112 to

configamaione of tha voeiped %ﬂdpdlenﬁﬂ birre e WOb@elptelmo rle gontgnis @pthe

. | ortion of t.he IS the |

sy R RS uRnali L TR el P S Ri Ty B R oy o

exam%lx 2t h@muﬂgﬂratdmgﬁ viear the pteentht OT Pae: QREPA the 1dhPAiskRY12 of
e depl oged to anot her endpoint 112B after nodifying

all engppantp rlréé Yy certdimeperaiengisypteat Bles. Ebapdryinisaaiosan also view files that

are COIII{H‘KSH 5@&1ff8f%n@lg&&88{ igaq}o%s 819(830%9@?2 nt 112B. Editing of

I mage can orne sing image editing tools
[0019pr ovﬁndmd ebm)botiim&na,ppé inaapedibiH 116 QORAY fohieploypeatsad the

endpoztﬁ;gigg = qeyglpqsygg&lsglialgg {qt tgg 1%%{2@3&%%1 Lor ggsy colpqedvt%rtileo {Jocal disk

122 0§§1§$&%g§123 ?Ifl ngg%&?%e n‘feig}{ﬁ‘ an?z{ | %%ﬁ%ﬁé&;&ggﬁ%maﬁp %awested from that

i-mage,
endposgpd 2 aleploantentsiconde uﬁedttbeeplw@ad cagiupkedifd2 spsatem @ncan @ddpoint

t.h li.b
12 Wil o POy e TEEG] AdicBloy it e ors Bad i clpRa fryatem

from éﬂetb"n@pamfl 1B toldhothct.i A§uRfs$ 86h16YRER mdy ﬂe%rifohﬁéﬂ ion%py only a
| ocal disk 122 are stored in the inmagelibrary 1

portioied thghimalge tpteloqal disk 1223.edsor the impgd ¢andxs ddited h@formdf@éoyment

Ilbrar 116 ni pul at e r at
For cydnfii &) i FTews: FRR R SR TR IEH 1 el A Bher
endpo@rit] QBlaﬁeﬁmoa %‘hg tigo in@ige td InRRidE AeredrB@rcoh Bgifr@tidn infdeRSon

The partition-based, sector-based, or file-based
appmp%ta&r codpoiplel B i Bditingiot & imagg e bepaformpdasige ippgeediting

tools &%éfd@%? lﬁ?J‘ap%ﬁaMﬁ%Q. FAT, EXT2, or

[0020] The types of endpoint images stored in the image library in various embodiments
include partition-based images, sector-based images, cluster-based images, and file-based

images. In a partition-based image, the separate partitions of the local disk 122 are stored in
the image library 116. In a sector-based image, sectors of the local disk 122 are stored in the

image library 116. In a file-based image, files from the local disk 122 are stored in the image
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EXT3. The optim zation can result in smaller inages,
faster copying, or easier editing, for exanple.

wo\dwstisseal | y, data conpression al gorithns canP@EUS2008/053539
applied to the inmages in the inage library 116 to

) C ss them [.0021 nt. of e s mare

library {5 fpoug éhes%{l%%nsd%q%% ”? T55dp ealﬁ@ﬁsﬁlg I TS

mamﬁ%tﬁat@d)iebﬁ\@fe@y ttﬁ’e &E@k‘«el%ré& 8158 UBRAMS u%nﬁmmhatlﬁ]k;@r?e partitions,
varyl ng har dwar e confi gur ations. In one

sectorermd"demtemthertth éompmlawnc@hqwltlmb@méssec@rfow@ oiefliedased
rs fro

imag<fcu BE Both REY 1 pistiBliE e Pt s gep REN PR T ER T2, or

EXT3eNdR@pkiini£aaidn Ra R0t Yn §ﬂdzﬂldr hBagd¥B@Ster ddp k0 6f edsMR@8iting, for
126 can al so downl oad software fromthe |library 110 to

exampler Ageionaldiuideadompsgssion nlgorishranensdicrappliadto the gnages in the
t of the local disk 122. This
lnmgﬂﬂ%¥&§léqg§%ﬂ %%%%%lcate with the appliance 102 and
[0021f ec eAw embsdimennpiithe kbftwoarg hibtdie 1 8 potadrieeics dritdratndor other
user does not need to be at the endpoint 112 I n one

types ghtpfbiyare f cnaplgdhe mertrﬂf CRAPPIHP bt gma vapiighadpaict ed
cont RS SPALIRCRIAER, FE0ANPEIY) L YRR Ao o
the litirimy 1d Pprithathe odithags 120 nhewbdndcthgay toeam adpoini $13 it that the

i oSSR B S U505 SRS S S o

the hﬂrg@r lﬁgtté{‘@éﬂforﬁpf%q{lﬁecpfa%' SHh6 CRAPIMAS 10 Osukh &8s RRREJHAB %ﬁ image of

fromthe adm nistrator and to receive output fromthe
the loggh giskaldé e Thisgwofteasecanfcomupinaerat woh tha &npba@t@slé)ﬂu apdi If@fPlVe user
i LS P GO E RS B PR PGS W
embodificRt, Agd eﬂ&pbi’ﬂlt 1 l@m@ﬁﬁﬂs laaiRise eXpartddsy tﬁ@i bpliafitd B Dontaining the
client 106. Oozsbﬁln one enbodi nent, e appliance
softwarg Jibssyrlihiceacess thy tibragh appl i ance server 108 that in

[0022;ur rﬁnco%mloﬁﬂﬁe%‘? tﬁ\é %&Jhtdﬁg 996 f(ﬁlegijoﬁ &nan 11'?1%2&8{ via an

08 can be I gure |C|en y se receive
adminiarage chpmulibs Tok adafidstener d@ant Ev@nanlidcges wah ehe appliance 102
t or age acity. As ar one or nor e the boot

I
over tﬁ%@j@vork ﬁ@@wra@ée C?fﬂ@a’il‘f?éé élth plignee fom thﬁ‘aarﬁ%mflﬁgator and to
recelv% Q)ftﬁﬁ’ﬁ@ E‘%rﬂ hPLASYandd GF&%S@@f é{&)%l@gotp i Hgscﬁﬁﬁc\/r?f%féﬁl to the

he “appl | ance server 108. For ease of expl anhation
admlmiﬂEamTl ipterasting diroultyrveileths appha;the lepdiut &ncendl@d that the user can

. co i cat t he. end oi ts 2, but it is

inerafi ot B SPRUATE Nie B pRRImLO SR Pont rol of the

[0023RPP! in3iAe %m%@&n@éﬁﬂ tH@ Rh&AL2 dWniudiBReLRRIP h Elﬁpchaglée?server 108
I nstead. [0024] server 114 assists in the

that irhigot CCpnmu@lggtebWIthlﬁl@ exgpoint1s. e scivar bifecasrisownfigwred to
efﬁm?\:\d\hl‘yﬁe?cﬂ d Oveg Lar 1eéar2mé_|}%?1|£st (I%fg (ia‘r[% ahngi %g\rf]eldatl lag O mgc(o:raagg%apacny
As a 9lilgufe bininefendithdbcdk d8oke [(Ury @ddihe smagd hmﬂerl ohehdvbie K

addr ess forconnunlcatlng on the network 104. An
softwa RO R A¢ cHT be Hereigerngd seryed by the agplencesepyrylYs. For case of

explanation, the description below refers to the appliance 102 communicating with the
endpoints 112, but it is implied that the server 108 under control of the appliance 102 can
communicate with the endpoints 112 instead.

[0024] The DHCP server 114 assists in the boot process of the endpoints 112. In one
embodiment, when an endpoint 112 initially boots, it communicates with the DHCP server

114 to request and obtain a unique Internet Protocol (IP) address or other network address for
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the endpoint 112 with boot instructions causing the
endpoint to obtain, and boot from a boot inage stored

WO pooshessoot i mage library 126. In some enbodi PERUS2008/053539
the DHCP server functionality is integrated into the

a j.ance server r the autonati plian .
Comﬂflg?%ﬁlg %M@@W@hé@g Anerbpgiiaent of therPHES Fliyﬁhfﬁ”ga pyprovides
the en‘dB@in?DIze&zRﬁ 'b§@t iRAMIcHOABALind AR &R0 dHifn, f@rboot from, a boot

exanpl e, desktop and not ebook conputer syst ens,

imagesiired frethe Ant inoge &bsiry p26.nineogie emimdlreettt% ItlquIBHﬁé’sserver

: | ed

funciBFURY FanicEt it o B FUAMACH e A o8R0 R AR ERIBP s>

[0025100. Mhflag2d @n &R il 1B B, m@dhir e Rgrini QR tﬁé ciitb§riv@ 8RR Ament 100
endpoi nt's |ncludes a local disk 122 and a random

and inghidestor pramily, derapp aed sxtehgnk compaitqr ssiemelissiichesandgogers,

prlnteE a%@)’bﬁ% ?%é h%fr% 8%%&}?&3&%&&5%8@}%%&9%}???@% eﬁ%}ked Sle&ronic

dev1c¢‘i;efvsumemtthat:ntemuﬂsaélesdrdnmeat V@, althicdne embodinyen(, et g:ast dRANY the
of the endpaint 112. The RAM di sk 120 acts like_a
managﬂ%lﬂﬁ%mwdn@kde% Ipead d&lm 28@nd @ggndopyiRests MpmedRAN) disk 120.

The ICfCQFdIFiA * S %lﬁ)e}sgge%@twge aﬁg% b erh@ocfu’nleﬁﬁ Qlﬂafdrtﬁlve The

oca 122 provi des t managed
RAM elndtpl@iOns a YirBiahitbtaga dbacathat emelat;:ylsm e wofatltﬁrmwhoryr(etgq RAM) of

the engliinp] 7R S WBE T Ghch b Som 35 Tty tin Pt Foor
writtcB RO LI ERDL disit &) i%rhdrﬂﬁ’ﬂﬂ& sitrkfar S0HIRO bh $hd 1B€a1 Btk I(ZBr qReRAM

executi on Environnent) boot protocol. This protoco
disk 128 psmadastike manisasid m1d110112t 1118 vsilek lagalFE sy e fe iwbieh to run

prog iRl Bk oo G95rBE T B PhyeRSBER S T

(0026114 [ansic RADGUGIRH ttl?@erﬁﬁbdﬁﬁ) i1m? sdpbdrivitePXaE (BeWEtk Xecution
address and file E%th to an appropriate boot inmage in

Envirgiacnt) popyotaged. T é’“@ﬁ@ﬁi@?ﬁ%ﬁs theendpeint | elfgestisa PRE redirection
serv1cQ 919 e 1ﬁﬁglest£ Pt 8 ueﬁl&c erk e ?&ﬁjreg %%?(?Vlded b
St e sty i y

S a Cco mage 1 n response
the DH@P sefvieo dl4’mrdprotzlldes the @hdpoimgld,2 wiktem nmcluﬁc&kﬂesisymﬁ Iﬁi& path to

endpoint 112, initially uses the. en to
an apWﬁE‘P%fﬁPP%{[tl@a%@ tmhs &Sélzﬁhf‘aﬁtﬁipgt%#gfﬁﬁe respigets thehpet image

from tlthE %{Jﬁwn&‘ goL ré‘ﬂg %en%)pﬂ%)ce s@ﬁcﬂ; %f 71,001 { \‘(hag lrﬂ?%ts%éﬂt@g €

dis a resu t he man ndpol nt
[0027112 Iinsonb @Ulbedlrmqnt blseabt omagxo ethen lemgmte]iz:@ the ondpsbed 189, initially

nce 2 d in nner t hat, doe
causey, 8§ FRE OB IR Gl BOBANEGBRTG 2 Sofs e DRRL e ihefD o he
endpdift 1t1DitSenBIBRE orh $hABATh ARER WS RAM disNad ehy a%sult the managed
reasons. For exanple, this technique allows booti n

endpotitiel 13 rielbrsitert upt haed or hovtiimape 12@pravidgd b tllezaaph@nce 10 and is

boote%or [ BR 31 n:]edrt@arqn (F:]Saﬁ]%zﬁﬁ gac 1{? %Z]Cg 2 b 1(1)1th %1 th E{p%lglﬁ({lsl&@ in this

mannérds R&FanGipBd st fBr N oM@ oORAGI PB6 eﬁdﬂhﬂl@ tms @ac&ldiqag allows booting
unfettered access to the | ocal disk 122. erating

of thegpdpain Hidver ifdpplacabdiplo h22yis sgrrapgd epdeanyphbg used cﬁqr hoeting. In
additibR G lnd FbEShOR AR R G1IBHE MR UndF&iInt # Do PREHAR iR RS rmal

operations while providing unfettered access to the local disk 122. Operating system and/or
application programs that might require locked files or otherwise prevent certain operations
on the local disk 122 are instead run from the RAM disk 120. Thus, operations on the local
disk 122 that might be prohibited if the endpoint 112 were booted from the local disk are
allowed in the RAM disk boot embodiment.



on the local disk 122 are instead run fromthe RAM

di sk 120. Thus, operations on the |ocal disk 122 that
WOorR@ht145¢8 prohi bited if the endpoint 112 were PODUSW08/053539

fromthe local disk are allowed in the RAM di sk boot

i nent 8] As nentioned above, cover
l‘msion wee%ml 8@% Jéﬁaﬁc’fﬁcé’éfelé’rfofl ‘éﬂncé‘ﬁgﬁ&ﬂilﬁ Xliaaged

endpo_ﬁﬁq b€ Q‘PM %c)bv&?%ﬁio@e Qaﬁ‘lrbekl@uﬂcﬁ%‘ B{I‘ 8BobYinfh Mg@ Qi ﬂh@@ﬁﬁhance 102
fromthe appliance 102 that runs on a RAMdi sk 120

that rurhenreihalyedisle hdipof the mnggedrmdpoiat bl r@hed@m@heccaisol@wélows an

. d f | sk
aaminf 3R Dick iRisaeb® ahifbieh ey T AR Tuebee el £17ha mate
changkf® 6O BoRBS oPfhelibRl HRRAThMicak inchidchas@Btind &l tdle, deploying an

harvesting an i mage, depl ylng an i mage, exam ning or
imagergrHRipingr inqtivinggaiviquabgles.and reiaptallingjaniongratipg system on the

local & glg'ifi ' ARz E%{ng%]%trel?ﬁadleoﬁl@ a%'a%&im c EOT%ffcatnnﬁe booted

és are managed
normabkycft(ﬁd ite dodabdikly 122 @niekidse h@ﬁﬁaﬂ opkbrSikoanéZ récoveg BN le is useful
normal operatiogn. A recovery console is useful when it
when jitds gupyerahympossigle g5 lesirghle {m% theaprnagegepsint fipgn its local
disk 178naged endpoint fromits local disk 122. [0029] In
one enbodi nent, the boot inmage contains an operating
[0029%y stlaront renﬂ)\odinmecnh thdboat em@gaecrqnmnﬂmnd)p@ratmlwyst&’mefmm which the

erating s em can be custom zed to r n on
recov SRl B nd i DR AaroteH car b g e B gotof padicwan
mana%éﬁl@nﬁﬂ@ingm &R tHE b(\l&ﬁﬁag@ca@ﬂﬁgh& HREORBIA fontGadly %@dﬁeratlng
0 run on the endpoint. After the boot inmage is

systerpto runepnRANR it 1 2dter Hre @pamagetlhlogd@b@rr timeuRq“ngvm L% lt starts

and.optional |y st ar ation prograns hat
tnis oS R SR or LB PP S PPl iR s P g TR
admiriQ€dr t6psifork? Rindfiodsd thangedisie NZPef tht mahli@sieendpoint. These
appl i cations may include various grggglcal user

apphqa @@rrflw:@gludf: VRdowirelYien] usaidntaitades efls|cg e sand didkpmplyzers.
[0030<laccess 1{% cr?\{eéle ro%c?l%'rﬁ j?l?ﬁbferb%baldﬁnﬁgtraﬁ ory %Eﬂrﬁ{ef quphcatlon

appl i on prograns e appl i'ance
progra]rﬁs?frbm thowpiliang: BOX byl @eystingm Giksytskeen amhle lapplemcass described
cri bed above. The recovery consol e can al so
abovea TS rRaOvER qopslecatise artpraicalivActst wrape devigndrivers and
applicaRBH g&%?dn‘@thw Walase u%gfﬁllt tovl\ﬁrlﬂb I% &Bf"éndt SO dibhd®Hose drivers
t he ose dr

poi nt and downl oad |v rs and prograns
and pfogoms fiem dippdpphiace 1022. [ 0031] An admini strator can

o0t} 88 G 55 G RS Cadoh 5 e b Moo
endpotSIRD afbr BX NP1 QSinEY k‘églfotaed‘glﬁpdh%la y PREiIRA By IhSEddpbMt. The

can also interact wt he recovery console renotely,
admirisgiratascanplse llﬁﬁl@ﬁ’ﬁ Wtﬂe theppeavarceonsol ronotgly, &xrexamglerfaano the

cli 106, the adm nistr tor U

apphatnﬁe ?Qlf’ ) a}an'télts el&.%l?qgém i dn(e\eﬁq%oabnrl%{lthtlﬁ IS sﬁ(af of F1jlses the
Virtudl INgtwv etk (Sdfﬁﬁl,&iﬂgt(W@rgi?&Iﬂh%l deykidpihating sysedsha gf)férnotely control the

endpoint 112. Wen using VNC or a simlar system the
managgdrgndpaint htZor When sgng or a similar system, the administrator is able to
perform administrative tasks on the managed endpoint by remotely controlling the endpoint
112.
[0032] The network 104 represents the communication pathways among the other entities
illustrated in FIG. 1. In one embodiment, the network 104 is a local area network (LAN)

maintained by an enterprise. The network 114 can also utilize public communications links

such as the Internet. In one embodiment, the network 114 uses standard communications
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perform adm ni strative tasks on the managed endpoi nt
by renotely controlling the endpoint 112. [0032] The
W@ ea08014548.04 represents the communi cati on pat heel/ES2008/053539
anong t he other entities |IIustrated in FIG 1. In one
nmbodi he n mork 104 | ocal net wor :
techm?em CREpraiCRok ﬁ“@) ecanﬂféuq?? o meing 1o hegipeies
such BIF%Reriét KOZ €1 F?M@éﬂaf‘edc‘s@miﬂéﬁ‘ 'd?gi‘t‘al RS ot @gﬁN? UG Hit-ASubBber line
Internet. I'n’one enbodi ment,” the network 114 uses
(DSL}; psymghrodoomnsfir ceaded A hico ISomyilerky, lmeitayworking protsicels used on
hus,..the ne r can inclu
the ne it dgn BE RGeS 8EGslpOl ity dfp apalTePP). the
hyper&Rf ihrspsrt frbdAHMEP YWahidsitp RNl tr@)mﬁértpabtowtzsmm ethe file
line ( asynchronous transfer node

transfgj piplogel ( TPY.HbC Wetakdrkiraiesmeeteed|(SFIRY @tc@ F? hterdeta exchanged
over tgg 5%59{: hT jllllzfl%agl?o%e &%#e&?e?c%ﬁi(%ﬂf%&%%ﬁgr &H{eagst ﬂlcludlng the

HTML ) tha eptenilblp rrﬁﬁrbui}ﬁlané&i@@ @(Mﬂ)h&leﬂimmisﬁle’rﬁypertdxaﬂﬁﬂ@p Language
84otocol the file transfer protaocol (FTP),. the
(XHTME )y ptg) Tn F“Ildé“‘?lb éHsOF EPMp PBil%l@cﬂan@?FW’)}’PteéﬂJémg?ﬁ’éVedl&P%al

encryﬁtgcﬁﬂg ; em%esﬁcﬁ REMBSEMRL Kockdd 15R0 (Eﬁag.[)h gﬁ’ﬁ"?%‘%&t & &/L"’FTPS),

ol ogi es and/or tormats I ing t
and/ot nietuelqiraasi neteorm K KBNs). ddtheragebddidhbnts usdeistont embBorndedicated

data c% / tc%lgtg%nt%gl}fnu qglﬁ_%gg%g%{s %t( o%lﬁ%:ﬂgﬁilog&g l}gﬁl: a@easdcgscrlbeg above.
[0033¢ ONVIERE. LQYRbIRR ElaRirh ﬁﬁlsﬁ@&r{%}ﬁ RERS ﬁ)@QHatQﬁn tsé’l%e as an
secure sockets |ayer TP over SSL (HTTPS),

embodimghbef th ppplzince i 02 aﬂenrnettalmqmn‘( Lﬂél\leppha@cehwver 108, DHCP

serve o PERRR O AR o TSt R FR RGP Rvon e pea o

bus 2040, Alsbeo@Nestodds biid fed nadiants 206 003 lagl H&ric22083 akePbsaek210, a
diagramillustrating a conputer 200 that can serve as

graphigs a&m&%ﬂ Igempoigfing Aevieppl4, andenaoRrk adnpiaii2d 6+ Atdsplay 218 is

coupl&l foecﬂé %I]agﬁl((j% agjlttésr@?%e Tﬁ? F‘é?{g{e 108icc bR aSc?erV ceersug'ﬂ' i 8 Red drive,

nmanage rated are a
CD oD W Dedrdiar oﬂﬂ&hﬁﬁ&iﬂd)@dietime aankds1RFdes dInsiniag Hpéoﬁdabld)code and/or
s ar a nenory a storagﬁgdeV|ce 208, a

data una@wﬁ inesh Opf‘éatgqnaﬁﬁ %%Ofamgfﬁ%qo MemeTyiZ0p; Hgne
embo@i@EnE §s ZdhdoRNdc&s W g@pﬁlﬁ rhol?d:l's Qnstﬁcg&?spinaﬂa%]igaded from

I's coupled to the graphics apter . The storage
the stategd dei@ODE| gem:radﬁi/dmmgsmotasasg,aanldmr (ﬂrodr ot\hen so@esr DVD

100341 1 Comiier el b TR bR Sy B gl ehitf Baditiona! gloments

than th&'6nRRBERA PRI, tHRR ccnPIE! LEontRARer 2008 HBIR the aplﬁlanb@server
one enmbodi nent, is a random access menory (RAM  and

108 nmilhdge Zisser DIOCEsoing namdr ded alar@@dmager@mophleansq @m@@éer acting as

dev rated durln gssin and/ ar
o marfol g 1 L8 RGBSy CHbARPESER wPe AR el Tos may
lack deoﬂcessSm)as B aisglaglmﬁ aheot keyvdanl2 1@dﬁattalr@ﬂcal ne€ésSaNtr&quired to
than the ones shown in FIG 2. For exanple, a conputer
operategh acting as the appliance server 108 may have

[0035? r eaﬁ?er rpglﬁet?z%b gg?&l‘?é@%'he hote bHAEe SLRRRYGEV Sffiant of
MICROSOFT WINDOWS or LINUX. In general, the operating system executes one or
more application programs. The operating system and application programs executed by the
computer are formed of one or more processes.

[0036] FIG. 3 illustrates the contents of a file-based image library 116, in one

embodiment. As mentioned above, in a file-based image library 116, the files from various
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a managed endpoint 112. Likew se, a conputer 200

acting as the appliance server 108 may | ack devices
weooR/1s548 di spl ay 218 and/ or keyboard 210 t haPCHDS2008/053539

necessarily required to operate it. [0035] The

endpogtggﬁ Y%grreézggq ﬁ]ﬁﬁ\géﬁ%}?@hﬂ & rmr LA ?ag(:)rnt |eS anrlarErze and edit
the 1n91%[&159ﬁ1’es Hom @Ph@diktd 1 $Y SARB @‘(ﬁ%’&%&a bRIYv, @ErtdIR lbBtimizations
appl i cation prograns. The operating system and

enabl@\dnpIﬁl@basednmpgeo@bramsl léxte bavededysasehgiorgapetds ondheappliance 102

Q
and g Qg3 Spied Ve e sEREROL FTEE Fract TRR LTS FdgBrlovmenr
[0037#116 , ThFilorHRseIBRgE By 1 ASindRIdEd # pRBaBME ¥re B D Mat includes files
| e-based image library 116, the files from

306 frpgr albensippinol Iatthatipye h@fél haresied. iFHgs (iabierastiigentipalilson the local
disks %i gy\ﬁgﬁfg Qlln’?'s lrl‘%tv%? %o %?ﬂedxotngp%}é if K%ﬁo‘t%‘f‘ He sttgr% 312.

i ndrvi es from the endpol
This cdn sesuise Shgbﬁc@m, spe&y dagings apthe inZ@d litoas Ebabhalttpiecndpoints 112
file-based image |jibrary 116 tqo have decreased storage

contaiRegRYaTGHCY HePr&pHPP Nt ée%@é cafRPipty 1d3pie W%%taa%wweg the

rdphti ¥ GRrk 1t 11 all cont 1
Same yeT IRoyrrent SHger ?@%OW}S d'P% 1 g%%{%as eg‘%Kfotrrna%elo‘fﬁ:sqgvrlara y Cgﬁgm severa
commoncdpaﬁﬁag aysidro hidds, butltiee globaldil8 itdra hid willhaintalesnlfyial segzle copy

fth 306 fro |1 endpoints 112 that have been harvested.
OT thegg ¢REMP Hi®Sexi st identically on the |ocal disks 122 of

[0038!"LII tTIR:I ﬁle%%hﬁfg§ hglgaZy Md 1ncﬁﬁe§9f[‘&ﬁipﬁﬁl@ nﬁﬂi%st@@@ €orl ddch
bal file store 312. This can resul

harve@ﬁ@md‘ppmdﬂ sphe endépamt ngmlfpﬁ 3021 @ontmmg@ filg mfawn}atlpm@wk 304 for

cach ﬁ%gﬁ%’p %ted gigtg Zorcg &%%) lgrzmérnke&%ig?mgﬁlgmfest 302

and filey 306 POintddeo MR Mhmeé/&oNqurmé@hsdagnﬁg@ beaparticular
the workstations will all contain several conmpn

endpoigdrdt inidledyiormpnian bleek SMincludes e spar of i file 6ot sgzeof the
file, a}[q%é%%o%lgjoﬁlﬁz}%%z ieﬁbﬁ%{htgg%lgg%trtg% )fﬂe?ﬁ%tecaﬁ%?&gfé/ f{IE Iogz‘f‘lershlp

and readtiate pernfissivifse SItheSﬂéZuffmtmamaﬁ fbldeir3ve atsedncudipai hmt;h m referred

The endpoi nt .man 02 contains a file informati on
to as gfligest o8 ﬁag%?me %1? i 0GRt ASEYSE do PRIgHslY h‘@m&b@%&? skhe hash

is a V&ﬁ%tgﬁ%%ég%ﬁgt p Cg‘& hé!si@fun nQS q{éoﬁl@ tHat®AhE B8th ﬁggn(ﬁﬂg ghosen

mani f est can be consi dere
so thagitfis hlgh]lyamélﬁellyrtwewoﬁlfﬁergarfﬂemillqyroé!mépb@ sﬂmel]jazh An exarnple

nash oy RAROTEGFDST VE) ARG Bel ot e Syt

produtAG@-128-6i RisHBLaRRuReUt the file that can specify file
ownership and read/wite perm ssions. The file

[0039] nf ofhdl@tlplmﬂybth@ dite Bdarmition blavk|30d éacledds agleinter] tg ghe actual file

stored318 él%{ %lgﬁal a%l%l %S%)u g{ﬂtlpl Oe(%ﬁ{)é) p );nltl Oa;y l%agzg tlg]e]l,]slarene file that
is stord@shlyl gheca 1ﬂ/tihb lg%b@f fiduesRd 3 bX/ Al Eip\i 11 irdfo @i tdon folarks | BOAII rnay point
tothe file data. The hash function is chosen so

to thejspme &ilg3Qfn | Kpr gnamprle) i Klgasd. filgenfarmatindecksid04B apgd |3P4C both
point RAuBER! s ﬁ@&ﬁ)l@ i Hile Mo RTR MPocks 304B and 304C to have different

names and ACL information for the same file 306B depending on how the file was stored on
the two endpoints 112 corresponding to manifests 302A and 302B.

[0040] The endpoint manifest 302 also includes the directory structure 310 on the local
disk 122 of the endpoint 112. The directory structure 310 can be used in an image



hash function is the Message-Di gest 5 (MD5) al gorithm
that takes a file as an input and produces a 128-bit
whagh/1gs4an out put. [0039] Additionally, the fPCEUS2008/053539
infornation bl ock 304 includes a pointer to the actua
file stored in the gl obal f|| re
deploypytitp b EiaHted ¢ dirsstorigy ondbe St d 12 und o fsape fies 306 n

thea§&@@ﬁgmgﬁkg once in the global file store 312,
multiple file information bl ocks 304 may point to the

[0041} anellg ﬂil@ dapbascBEd@ cen‘ramslfée 1dentifi¢re308 forfeiathefile 306 in the global

file sty B Bie k@R J0 Bty A O le PRMharicBRlohS ap

correspBAdiB® AhhoOfi R a¥&tighcf. f 86 & PdsuN e Fil edatACE 3 1 NI TRk @B produce
or the sane file 306B dependln on how the file was

a list eftabkwdqueriilehd0q swsreaty pothstide-based dmagebbend! Koplens with

- f T i Is

1nforr1{J;r 1%'11 %éﬁot elagkgﬁiéd glgc%t end%gi f’s 128\91?66§ ?[qg %c%&,‘%ﬁ 1{sﬁg$name on
cach duok ahdpdiirgk Shia2a tift IhztBEbeélﬁHéﬁﬂ IdeIt I”Elali&nnfﬁhetlcdi pepdses.y Additionally,

structure 310 can be used_.in an i magedepl oynent to
the ﬁl@ datgbeseiid crpheinseddo araret fos pifde n@FPh%%eceétﬁH‘pfé}t?ﬁa 4ok as a

par‘uc['i‘l'a{:i ﬁfeiﬂaﬂﬂ% 3F ﬁlet éqfe fHdc %léﬁgnﬁﬁ‘ertﬁg afs8/ch fns%' ERERE b&ht for the

ata ase 314 contalns dentifiers
correspoBdihg filee dltte referanc806urntns ﬂlh&lugibelb@ﬂ file |1Ihferr8a:tmnd)16kﬁl§2 304 that

point [ il PPt i A e G paar iy et fapnopers added
the refe‘?&f&% b m&%a%dr ﬁ’ﬁ%vh@n 4 B@infe'r ksereﬂl%bétp @%@reﬁ@n&%ﬁu&%

used to produce a list of all unique f
decreasgd.r 8fttenyhd referpreefcobet-dsarsestsitoragye, the lﬁirlfai(}ﬁ m&ﬂah@ﬂi@ﬁer 308

canbe%%%%gﬁfoﬂﬁa%n%%: about,each file, such as the

émyt i's located, and its filenane on

[0042¢aC FISahs g AGRGhAT illuStigthpda hbthbd Uﬁyodlfhgla&ﬁﬁﬂiﬂge& efidpoint 112, in
adm ni stration purposes. Additionally, the file

one eighedipgse e eabpdyaciis awmytnstfown pdditipgd apd/pr ﬂléfemt @hﬁtmf the
e ARG A P B e AR

differ¢reforde@ice count for the corresponding file. The
f file |nf tion

ref erence . .co is the n nber
[0043}, oc&%n@@uor%eﬁaiwﬁo @wmioe at of thg engnpintdyl Sé’g%eﬁlﬂﬁ hBXEPoot.
Inltlal'hh ehd IlnLu?ag'eg %ﬁ‘&ﬂoflﬁtqu 2 %%restwﬁ@ RNV POATPEIddk&s BddE@e DHCP

he reference count is Increased, and when a pointer
serven Kl4r dnedditon.tthecndpbert esveercs dwribcatlsmabé e beatsiethge Woentht MHCP

server, 1 SRGHIEY FI-gF USO8 S5 o BERdoA P ahipioHaeRRgaA runs 406 it
In ond étﬁ]!i(ﬂﬁﬂleﬂtlﬁle bb@pﬂr%]ge BhiBes thel dpoifd PMCBaNA tHel oW Bk iffteh a

a met hod of bootlng%a managed endpoint 112, in one
RAM ghkoldiOmd e bogioimage hBo tenstirts 448 pn gémﬂmtmtlad dhskiseeeds harvesting

an 1mg§]$d4§|a‘éagﬁIJgfa%%Hf ‘? %m%ilﬁltg%e ta(%%g&érl %?H?mallo > sp?ay a menu to
the usp€ aflewedhé fisedtd ét@b@mhara@ﬁms to pdfABlonAle BRIHoined.

[0044]:?(% ]%6}0%1?5 a? ?lgevglllg’te Hltust?;tlntghaemgt?log glf Q;I'Véls:![-l%lg gef{lg-%gsrg% 1r?1age from
the local disk of an endpoint 112. Parts of the method may be performed on the endpoint 112
and parts of the method may be performed on the appliance 102. Some embodiments may
perform additional and/or different parts of the method than those shown in FIG. 5. In
addition, the parts of the method may be performed in different orders.

[0045] Initially, the files to be harvested from the local disk 122 are identified 502. For

example, the files to be harvested can be based on a list provided by an administrator or can
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Initially, the managed endpoint 112 requests and
receives 402 an I P address fromthe DHCP server 114.

WO p008ddise8 on, the endpoi nt receives the | ocatiPCI/U§2088/053539
boot image fromthe DHCP server. The endpoint 112

be all i e 5 hegdi 1725 108 Btsh P SwalcI30E fyisgbh bPigp soautied Bis. The

file déti&s@@ﬂépﬁ'cﬁéck%&%oé Gor' H4Gh FRA&HBO Ot hils BROG: AdRByatdRAMdh®igh
he boot image 126 then starts 408 an

each Qfdhﬁ ﬁlesdmﬁe@ (8as khesﬁlbtdaalbawa}lﬁg@ﬂ iohtping thedgeh &pm a file
R T S R e S R R

possitls & pdror@hRRSeardh aticlasd indekih@thRehiism on t he endeI nt
112. [0044] FIG 5 is a flowhart illustrating

[0046het hoddnaggh indicoiss thapthedile iy drepdes bithe global file @tﬁr@ ﬁb2 psktdpt the
Iy n
e a5l g 30,£0000 Tk KRGS 1y TRLDRATRG B sppoin
112 ovathdeetperk Didned smTed beR appt gRulbﬁbﬁH: @ﬂ)re SoreA rnamfest 302 for the
enbodi.ments may perform additignal and/or differe

endpagrlil & ipgregtpg C%@IHB’@ filg spfosrpasion blerknd 04 forpdeytifisd ﬁll?ﬁ from the
endpo i 1'[18 'a(a%ectbﬂﬁstﬁﬁﬁfrf 8864 c{rl?h%e éﬁﬁ)gﬁg Elff]&i? gﬁsf{sg?cggd 810 in the

erent orders Init
imageHdramysltlécinl pomtdri &rolnotha lﬁledlmﬁknmﬁﬁn hbeks et ffleedD60 2he global

sore S o€ SR eted o I alts Al St ratord of2 RBR AN i ers 308
for neblly §c¥deﬁ'ﬁl$§‘§)6d 1S Kksleé creﬁ'@ﬁtﬁe&n tHeHile ?deﬁﬁﬁél"s 8ds ’Pthe e

each of the identified files. The file database 314 is
inforngediimolbderks 664 find theaefsramat edrad in thhifde wigntifiers disriacrbgsed by one.

| terati r oy ch of the fil entifiers 308 in
10047} 1" 8% BB S50l L8RPl R TRab R A G Pasitimbdt o e
local dikk €22 6f 7 smipban 1 bl. 0SdknSOAbSdifked nidy peh@rihiad@itional and/or
identifier. More efficient inplenmentations are

differeyts partppithe snaghadshamihops shosedip FHG. &ubhadgifiqng thexnartg of the method
maybfg %ﬁgﬁne({ Qlo‘ﬁﬁlreﬁﬁ&gér h indicates that the file is
y in

I'rea file store 312 and that the file
[0048]ioeslnmateph§/ﬁ{tnt @hdf)@.)nﬂitﬁl}fﬂ @&tthe Rzaladisle 520 dre nivalifi gdedocth@dhe local
ied fromthe endp0| nt 1 er

th
disk Cﬁlét@&% the f%@ag@ handsqigretty soacting 3@9@%‘11%%1“ %7 C@%P@énfest 302
in the %r]ag e ﬁb 11f6e thtl%ﬁ% Ha@ﬁestol??il rb%pcﬁé [btcal:l&gko I1® &k %él(:&l% 602.

con aln e in orrratlon | ocks r identif
Thesefhiakles afe cmnpdnﬁi edwoh hashanth the dile médrorayios blogks ﬁﬂébst&bd in the

.for, the end oi The mani fest 302 .is staqred 0Oin. )
manifp 307 AEASSRES ey ] Gre S i s ool G Sp g mihifest. Files
on thd 10EQ R FZQRhQ'a%Jﬂf& B8 hahifdsd ®R a'%@@elbt%d%b@ fi@hPtdliocal disk.

store 312 are constructed. The file database 314 is

Files ghamenifest 302 that enstngt on fhicllecal dsktli2? iaey eopBUIH O8Jrom wil global

sore SEERTNS logfidisdodicg bl oR o R Ehk oS okd Gsatingp e
attribitBestofl i HRGHe Glbibation bldtg 3¢0l4| e)pltldﬁilly ﬁhe&h@nlﬁrs%m is deleted

i ncreased by one. h0047] FI G is aflo
612 fiop the irpags ligany Ihet Abthe @fan@féww.lh@el%re@,.hnéﬂ E@gbﬁleuﬁ%\@@em 308

o e e Yy TSk o7 400l T GRAl /0y B e g files 306

whos@@fdrsncefcotiine hlamat droppddtanciohaas delstediron thefgldbal Gle dtere 312.
addition, the rts_of met hod

[0049] As can be seen, t ¢ methods %or?larvestlng a file-based image and deploying a

file-based image reduce the number of files that need to be copied and transferred over the

network 104. When harvesting from an endpoint 112, the files encountered on the endpoint

are not copied if they already exist in the image library 116. When deploying to an endpoint
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may be perfornmed in different orders. [0048] In a
depl oynent, the contents of the local disk 122 are
woreasflissds so t hat the | ocal di sk contains the PECT/E82088653539
and directory structure 310 specified in a particular
ni fest 30 n the ina li ry I nit.ial , }
12, (TR04E E3hgonrac) fln gt e POy o Lhapea euibiis e ndgoint.
Hashe@Qt?e uskA &S Ren Q@ﬁl@%ﬂ fiRks Cs%@@ﬂ@rgm@@ br _W[hfeh ﬁ[@ﬁ@%ﬁte‘s Raf t/‘e?r% for the
le informati on bl ocks 304 stored in the manif est
same ﬁlﬁ cFebe can betriishatied oner thernetwonmidA 10 @ chapressdddoimadd further

decreisﬁ £Ft qrg r??8i“°e“h“steﬂe%ﬁ%ﬁﬁief%°$ a5 ée‘g“rCS ﬂb‘aeﬁ%%rf‘%%méﬁ‘éeizi’%me fmage

library €6 bPs@ting bl unfjuedled iA thd@obBTiIE S5t 802 that ar e not
on the local disk 122 are co?ied 608 fromthe glo

[0050%t or When harvestingdhe¢ Gesaendpiogi 11Ewik aqtemntp global g Stoiﬁ@312 all of

the 1nls"uggﬁieea g#i&ﬁtnﬁeggdf (?’f fhic %ﬁ{l%oﬁﬂ't r@G&QL 1(11 %Igt f%&ht%tnte{&*’rk 182 and

ein ion i ona
storedt 1hehm@10beﬂe”ﬁé st3ft2 Tie tdelestimglo6h sédoﬁtmhdh subiseqpgat dandpbﬁlltsyl 12
the mani fest 302 is deleted, lLinks fromfile

will bF é@iﬁr ili thereendpintsshag comans felss With éhg idisbendgomt-ofe peride

s f
slown\%}%;tge Heﬁbéivgﬁclgggé;%ﬁ ﬂag\\f/egﬁg% 9@&53 25 eHdp AR G| Irz' [t8SpiSible to
preloadehe glebalf filo wtotrd121 ywab dillesf306 ehaitwalrl élkBlZyZae dno@uBdredon darfirst

e R e Sl IS e SR it

even th ies ehﬁ@lntmqg@aﬁ 8c hgreQed RehtRRE, &Lﬁ@lﬂ}s bEda &5 oRYES T ﬁsrfﬁes will
net wor k . Wien harvesting froman endpoint 112, th

alreadﬁ’ibeest@gi@bﬁiﬁéfr@dreoﬁ% he endpoi nt are not COpI ed if

hey, d
005t B 4575 He S b aro v oS R el U et ey e
ernbo&hﬁ&:ntsmges hotlnainy tollkRit ite dcbpyofthe aa@)ti®xXi Bic Rbpé Hfthe invention

endpoi nt. Hashes are used en congaring files, since
is to bieilin@h%air%lév bir thetfpldewing (ckaings.+ Fioputhes @‘émdlﬁfaisyon,dﬁartm@natlons

G E LR S BESIARER 916k SRR K e i

and sdops ofithedsvansien. The nethods al so reduce the storage
required by the image library 116 by storing only
unique files in the global file store 312. [0050] Wen
harvesting the first endpoint 112 with an enpty gl oba
file store 312, all of the initial files encountered
on the endpoint are new and are sent over the network
104 and stored in the global file store. The
harvesting of the second and subsequent endpoints 112
will be faster if these endpoints share common files
with the first endpoint. To avoid sl owness or high
networ k usage during harvesting of the first endpoint
112, it is possible to preload the global file store
312 with files 306 that will Iikely be encountered on
the first endpoint, and to update the file database
308 with hashes of these files. Wth this prel oadi ng,
even the first endpoint 112 can be harvested
relatively quickly because sone of its files wll
already be in the global file store 312.
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[ 0051] The above description is included to illustrate
the operation of the preferred enbodi nents and i s not
worewat18se8 | i mt the scope of the invention. TheCEUSI968/053539
of the invention is to be limted only by the
following clains. Fromthe above discussion, many
Wiations will be apparent to one skilled in the
rel evant art that would yet be enconpassed by the
spirit and scope of the invention.W claim 1. A
1. cénpummprerrimpilementtdonictied fardhafstimmayissage fipnaa lacahdfek of a
nmnafron1a.£9%%lidisk.g&(a nan@%egcgndpoinx to an i mage
$%&W¥W9{ h@'ﬁ%@%g 86#%??5'3 : %@69?%1ng t he managed
endpsbiidind thdmanbRdtent pEigewith @ baot18{apOk16,a AdhRoMROMHe boot image
i mage causing the managed endpoint to instantiate a
RAM di sk qansiag thermpriaged crdpeind il pstantiate §thod M digleinggpemory of

i mage in a’%g %@%&{g%@@ﬁg&tE@Sge%‘?hé t{?sll\@ﬁ%k 'Mgcqtg #H boot

Wec

t he RAM nstru ns store
t he boot inmggé&oantic ®vaduligkd from the RAM di sk, data on
the local  disk to be included in the inmm

det eARRHY G, Dipsirmionseioreiig e bposgmags %ﬂ%@%}é@d fromdle RAM
and execuyjgd dfa{a%‘th BcALIdIHE indalid B7nd lgle,ocal di sk

to be included in the I nmage that are not al ready
st ordaterinmih g eyi ingtgetibndstarey in thedoobimydgagnd byecuted from the RAM

instructigns stored jn t ot. i . and. execut ed

fom t he Sobveatai Nelal dige SR BB CraRSiTes hte not aready
i mage |i biged if themmbfelibasahndli sk to the image |ibrary

via the network. 2. The conputer-inpl enented nethod of

cl ai qopyingf by tnivevctvospiorasi inghe ko inegy and capelped fiom the RAM
mani fest j.n the i e library,.the e ol nt ni.f est,.

Conpr 1 o1 riok el RERY RRALE b Py TRRY Horf PUp R bisk o he
i nf or nmat iigaghlibeke viaahd eapoeridi ng to files fromthe

endpoi nt, each file information bl ock conprising a

file name, a hash, and a pointer to a file in the

[ ' | rei.hod of

2 TR0 ol Pl pteron B Bl RIS
t he dtorirgean dnldpainy nianidest ihthe limegd litdhsk tHe@ntpant mag éest
library via the network further ﬁoﬂprif S calculﬁﬁiqg
a candi defOMNTHENR & GFeciay Arettuig 2pf a0 @eé?fomté&l fieks
the | ocal ogicghondiiRt @Ik s tw@&ﬁgsﬁu tchen FRAGHAR Forl 18

is equal to a stored hash corresponding to a
al ready conipmisimgth file nhine, 4 hasdeadd dpaintgr toanfle in the image library.

3. The computer-implemented method of claim 1, wherein copying data not already
stored in the image library from the local disk to the image library via the network further
comprises:
calculating a candidate hash for each of a plurality of files on the local disk;
determining whether the candidate hash is equal to a stored hash corresponding to
a file already contained in the image library; and
responsive to the candidate has not being equal to any stored hash, copying the
file from the local disk to the image library and storing the hash of the file

in the image library.
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responsi ve to the candi date has not being equal to any
stored hash, copying the file fromthe local disk to

W@ b@siimasge | i brary and storing the hash of theP€T/U820081053539
the image |library.4. The conputer-inplenented met hod

0 cla|n11 ere|n th e |s not stored on

© b€ AR oman o4 %&P&&% SROMBagH ¢ Rt stored
on thllbddiMisk: wWherein there are a plurallty of managed

endpoi nts coupled to the network and further

conprising: |oading data conmon to the plurality of

aged endpoints t rior

5. GaPeERTG RSk R s Pty Mt Qi pluraity of
manag"’édrﬁdﬁéﬁn%tc@ﬁﬁl@d kdthie Metv IR AR FirtheREympisingthe

conmput er - i enmented nethod of claim1, wherein the

dat doagdiag fiatla egmumpn ty ke Rigihiot @rmwﬁ%wﬂwws teethe gaagsflibrary
claim1, risin [
o sor t warirp e TR Bl ik REaPRRk tlTRRGOP FEER5Aed inthe
managed endgeMBﬁuythe softmare l'i brary providing
device drivers to enable the boot inmge to harvest an
image fromthe | ocal disk. 8. A conputer-inplenented
6. MHp 96*\3 Qt%r-ﬂﬁ;iﬁleﬁx tad n?eﬂlddmﬁal&q @«h'el%‘ﬁ?{heféﬂa&karé’ﬁ
managed endpo ron1an image |library,
conpri si ng: |dent|fy|ng an endp0|nt mani fest, the
i fest s eci.f at e st d on the | oca
7. bk egmhuEBTRugat BRisiclets T RbTicatonhatng
appl thé %d)tq&ag@rmssnﬂg @ydfelwg hBﬁ?y SBRARG: QAR Sthethidthe

a boot I mage vl a t he net wor k boot |rrage causi ng
t he man ag@@haeﬂ@l paipeintt the mf:t,wanthbaftre peoviRNME dEwke dmvess to enable
menory of

e end ore th in the
Rt i sk, 15 o QRUBE oSt B St Tucgl P bR ARE' Ra
di sk; deletlng by instructions stored in the boot
i mmge and executed fromthe RAM di sk, data stored in

8.t Recanepeer-igipkineryiest methed fstdegloeaierandmagy tq hlocaligopfr managed

endpe TR} A R o I 0" and execut ed

f r ondedy AN dndpointdairsfcsp el haettsbypetifiging dapao be stored on the
mani f est that  are not stored in the | ocal disk;
writing tlge efhié% o &g managed CRdpainlta PEQYAS the applisptio image;

e n d Bﬂb%ﬁhﬂﬁﬁé hafigddR@lipAhew iRk b8bGhfde Vi thbfethBf@khe boot

image causing the managed endpoint to instantiate a RAM disk in a
memory of the endpoint, store the boot image in the RAM disk, and
execute the boot image from the RAM disk;

deleting, by instructions stored in the boot image and executed from the RAM
disk, data stored in the local disk that are not specified by the endpoint
manifest;

obtaining via the network and by instructions stored in the boot image and
executed from the RAM disk, data specified by the endpoint manifest that
are not stored in the local disk;

writing to the local disk the data specified by the endpoint manifest that are not
stored in the local disk; and

booting the endpoint from the local disk.
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booti ng the endpoint fromthe |ocal disk.9. A system
for harvesting an image froma | ocal disk of a nanaged

wepapoissss to an i mage library, conprising: a nPduUg2008053539

9.

provi ding the nmanaged endpoint with a boot inage via a

networ k, .t he boot i mage causi th naged endpoi nt
@%yag%m ?a&vsstglgpw 8 omp @gﬂéﬁ%@m ad?lglf%sg ERE9HIL AR an

imagegﬁ@g& thgpl@qt: i mage in the RAM di sk, and execute the

10.

11.

oot “i nage fromthe RAM disk; a nodule for '
i derst inpgulndor rgvidimgttheamaneged codppinidvitina bhet ibege viarmework,

and executed fromthe RAM di sk ata on the | ocal di L
20 be i nept decf s o alher e FhitRb MurBifa i sk in
by i nstruciibmpsy GittE etkipomt! frcliRObodt MG ANk RXAL disktand
fromthe RAM di sk, data on the |ocal disk to be

i ncl uded dx§cytpéne bpggEnagedtonathe koM diblteady stored in

the j Il : . [ NY.

ot B KRBy ApTRalhE bR 6 AID il an excouted
fromthe fifdvitih RAKM diak adateodn ke n@adyisk tobethciuded hethe image;

image library fromthe local disk to.the inmage library

vi a & edvlefQlotoermmng. hrdnyfictian Bpreg imihinbgot ipge pag cxceuted
conpri si ng; : n :

T The | maga 1 R sk e M i RO P T Fhase that
a di r ect oy nettalwedystercdnu thee iliage libfary;iahé i nf or mati on

bl ocks rrespondi to files fromthe endpoi nt, each

Fi 1 & PATF RI0BR 181 BEIEEuHSY Siorg 18 199 pap! it and cRaafed from
and a poi Rt RIAM @ik, fith Bot drche stbFRIE thd iRfaBE Yibrakyl frot¥e local
system of claim9, wherein copying data not al ready

st ored i rdiskhe theregagel libararye the optwdtle | ocal disk to the
image library via the network further conprises:

cal cul ating a candi date hash for each of a plurality

OfThE kys&m @ clafie 9] Retdhbr eingitisibet er m ni ng whet her the
candi date hash is equal to a stored hash correspondi ng

to e mphele forrseerang aowdneinemanifest iethe maers Iirpivathy;cndprint
responsi ve, t. : : ing: -

tored hagtittstBmaER ERHFAT 0 qIR APk Ble fRpon

t he i mageblb¢iBrearrysppndingtto filgsdrdnt ehcloagdpoiof, chdhefilk iihferration
the image library, 12. The system of claim9, erejn,
there ar Plackamniisinga B %ﬁﬁagéasheﬁ%ﬂpmw@r K pice theoimage
the network,and further conprising:a nodule for

| oadi ng data"common to the plurality of nmanaged

endpoints to the

The system of claim 9, wherein copying data not already stored in the image library

from the local disk to the image library via the network further comprises:

12.

calculating a candidate hash for each of a plurality of files on the local disk;

determining whether the candidate hash is equal to a stored hash corresponding to
a file already contained in the image library; and

responsive to the candidate has not being equal to any stored hash, copying the
file from the local disk to the image library and storing the hash of the file

in the image library.

The system of claim 9, wherein there are a plurality of managed endpoints coupled to

the network and further comprising;:
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image library prior to determ ning data on the | ocal
di sk that are not already stored in the image |ibrary.
WA 008Tis48yst em of claim9, wherein the data aP€r/ib1088053539
14. The systemof claim9, further conprising: a
software |ibrar n%acessed by the boat

[ e, the .
S of tAEPauE 8t aFng itk S GIPTHO HEIHI RO R IHBI AP pRiats o the
managed epaREIiBLary f)ﬁ@r t%fafetewlﬁné 4 8 b QN idekikRBhat arc not
devi ce drivers to enabl e the boot imge to harvest an
i mage fr odicpdestbredan thtiiglege libraryh conput er program
product havi ng a conputer-readabl e nmedi um havi ng
conmput er program instructions recorded thereon for
13.  hanyepdtdri 9f 8lRirh PB@RerbinGAY dath @fAfilesli sk of a managed
endpoint to an inmage library, conprising: a nodule for
provi di ng the managed endpoint with a boot inmage via a
tel ﬁQH [ng the managed endpoi nt
14 tglhlg\gi antoPgltaHI?g’ %ﬁ:@fggl&s |?1ﬂg; menory of the endpoint,
st or@sdftveardbibtary agacd by threbodAvhaliesthe safndalex&mfgetdr&teon a
boot image fromthe RAM disk; a nodule
i dent i f yi Rechingotherdhan b mymagest gidgernt, ﬁhﬁt %t%%{lbﬁa%@rewdmg
and exec e‘%% gﬁ&g}sttﬁgnm/{hg'bﬁgtl %%H %fr&h%llfe local
to be included in the 1 mage; a nodul e ter ni ng,
by i nstrubtki.ons stored in the boot irmge and execut ed
fromthe RAM di sk, data on the |ocal disk to be
included in the inmage that are not already stored in
15. URhecdnRES PrbfbprodiRd ﬁa\ﬂng@g ?utfepfea%’cﬂé’ bREiunP¥aving computer
|nstruct| ons stored in th i mmge and execut edg
progrém drstrubeorRAM ot ssktherdan &rﬁ@tveaﬂm%dmm drostla lagak disk of a
mana e@eg]? mpt ar y. faré) tahe Ir%cal. disk to the image library
¥ REThEt o MREC 182 rii8 RGPt er program product of

cl ai MindBule ffwﬁrbﬁﬂlﬂ‘g‘m@ﬁiaﬁagé@ endoiwhidh & bb&trinap@klanthedRork,
endpoint manifest in the jmage library, the ende nt
mani f est GORpPetiiglaycaIsHgtbe MYpdecdcpdiainite iaykntigta g BAM disk in

f fil
the endpol HEToBseits Prdpol SREIEPRRTERER b KARE dlsk R
file namesxceutb@sthooairtage froon tteeRAMDdisk;f il e in the

i mage |i br 17, The conputer progr.am pr oduct of
cl ai hingdule %Pféﬁ%mﬁwsplw ngireptions pgte A theeleppt ypagegdicyecuted

the i magerbh b XM BRI daEor fﬁ% BbcafliRK td Bc bRIAEIROBe image;

library via the network further
a module for determining, by instructions stored in the boot image and executed

from the RAM disk, data on the local disk to be included in the image that
are not already stored in the image library; and

a module for copying, by instructions stored in the boot image and executed from
the RAM disk, data not already stored in the image library from the local
disk to the image library via the network.

16. The computer program product of claim 15, further comprising:

a module for storing an endpoint manifest in the image library, the endpoint
manifest comprising a directory structure and a list of file information
blocks corresponding to files from the endpoint, each file information
block comprising a file name, a hash, and a pointer to a file in the image

library.
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17.

conprises: calculating a candi date hash for each of a
plurality of files on the |ocal disk; determning

wob@sh#&s48 he candi date hash is equal to a storedI/bsxns/ 053539

corresponding to a file already contained in the image
l'ibrary; and responsive to the candi date has not being
equal to any stored hash, copying the file fromthe

| ]gmt@ Eg&kﬂér ﬁl%gﬁaﬂﬁpﬂoﬁﬁ&%flc}aﬁgQEYwﬁ%Mzin%giaﬁa%t hashly stored

0 einthe image library. 1 e conput er

in the pmegg klprapr foeto ¢he lotalaliski tmthbimagh dibedrn viartbe actaogk further

cornp1§

18.

Ieural ity of managed endpoints coupled to the network
MW" further conprising: a nodule for |oading data

conm@neul Rink e aRliidh@hb§hyfod badRedTage raBRUTG B 6n the [8daedisk;
image library prior to determ ning data on the | ocal

di skdoteraenigg &hgher ticcandigats hathdd cqynl the storpsdush pesrespgnding to

19. The cpo . A A, t .0 ajm 15, wherein

the data aaﬁ%%ﬁ%%@&%%ﬁéﬁ%%%%? fé’?%ﬁ’?délg]r am pr oduct

of clegpoikild to fharchinddate bapndtdeing:cqaalrtodny etotdd Hakie coppibig the

i mge for_accessing a software lihbrary, the software
library stlgdom ths locahdishitnthedirgs prrahandwtoringhgagh of the file
endpoi nt ,;,the; fetlfﬂﬁa[rﬁ. i brary providing device

drivers to enabl’e the boot image to harvest an image
fromthe | ocal disk.

The computer program product of claim 15, wherein there are a plurality of managed

endpoints coupled to the network and further comprising:

19.

20.

a module for loading data common to the plurality of managed endpoints to the
image library prior to determining data on the local disk that are not

already stored in the image library.

The computer program product of claim 15, wherein the data are files.

The computer program product of claim 15, further comprising:
a module in the boot image for accessing a software library, the software library
stored on a machine other than the managed endpoint, the software library
providing device drivers to enable the boot image to harvest an image from

the local disk.
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