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CROSS-REFERENCE TO RELATED APPLICATIONS [0001] This
application claims the benefit of U.S. Provisional
Application No. 60/896,857, filed March 23, 2007, and
U.S. Utility Application No. 12/021,143, filed on
January 28, 2008, which are hereby incorporated in
their entirety by reference. FIELD OF THE INVENTION
[0002] This invention relates generally to information
technology (IT) systems, and more specifically to
systems and methods for automating and deploying IT
solutions in an enterprise environment. BACKGROUND OF
THE INVENTION [0003] It is often desirable to manage
machines within an enterprise. One management task is
to copy and store in a library the contents of local
disks of multiple managed machines, also referred to
as managed endpoints, within the enterprise. This is
also referred to as harvesting images of managed
machines. An image of a managed machine is a copy of
the data stored on the local disk of the machine. If
the data stored on the local disk are arranged in
files, the image can be a collection of the files.
These harvested images can be deployed to other
managed machines, possibly after modifying the image.
Images are deployed to clone a machine, repair a
machine, or reconfigure a machine. The images should
be stored efficiently and in a way that they can be
easily analyzed and modified. [0004] The above tasks
may need to be performed remotely, without a human
user physically interacting with the managed machine.
In addition, the tasks may need to beperformed in
difficult circumstances, such as when the local disk
is corrupted and the managed machine is unable to boot
from it or when a program is running from the local
disk that interferes with the ability to read or write
to the disk. What is needed are systems and methods
for efficiently, remotely, and non-intrusively
harvesting and deploying images to disks of managed
machines in an enterprise. SUMMARY 



[0005] The above need is met by a system, method, and
computer program product for harvesting an image from
a local disk of a managed endpoint to an image library
and for deploying an image to a local disk of a
managed endpoint from an image library. In an
embodiment of the method for harvesting an image, a
managed endpoint is provided with a boot image that
causes the endpoint to instantiate a RAM disk and
execute the boot image from the RAM disk. The boot
image is used to harvest an image by determining data
on a local disk of the managed endpoint to be included
in the image that are not already stored in the image
library. In one embodiment, this is done by comparing
hashes calculated on the data on the local disk to
hashes of data in the image library. The data not
already stored in the image library are then copied to
the image library. BRIEF DESCRIPTION OF THE DRAWINGS
[0006] FIG. 1 is a high-level diagram illustrating an
enterprise environment in which an IT automation
system can be used to carry out IT tasks according to
an embodiment of the invention. [0007] FIG. 2 is a
block diagram illustrating a computer that can serve
as an embodiment of an IT automation appliance,
administrator client, appliance server, DHCP server,
or managed endpoint in accordance with an embodiment
of the invention. [0008] FIG. 3 illustrates the
contents of a file-based image library in accordance
with an embodiment of the invention. [0009] FIG. 4 is
a flowchart illustrating a method of booting a managed
endpoint in accordance with an embodiment of the
invention. [0010] FIG. 5 is a flowchart illustrating a
method of harvesting a file-based image from the local
disk of an endpoint in accordance with an embodiment
of the invention.[0011] FIG. 6 is a flowchart
illustrating a method of deploying a file-based image
to the local disk of an endpoint in accordance with an
embodiment of the invention. [0012] The figures depict
embodiments of the invention for purposes of
illustration only. One skilled in the art will readily
recognize from the following description that
alternative embodiments of the structures and methods
illustrated herein may be employed without departing
from the principles of the invention described herein.
DETAILED DESCRIPTION OF THE DRAWINGS [0013] FIG. 1 is
a high-level diagram illustrating an enterprise
environment 100 that 



includes an information technology (IT) automation
appliance 102 (the "appliance") that can be used to
carry out various IT processes. The environment 100
also includes an administrator client 106, an
appliance server 108, a Dynamic Host Configuration
Protocol (DHCP) server 114, and several managed
endpoints 112, all connected by a network 104. FIG. 1
shows only a single appliance 102 but embodiments can
have multiple appliances. Moreover, FIG. 1 shows only
three managed endpoints 112 even though some
embodiments may have hundreds or thousands of such
endpoints. [0014] The appliance 102 manages IT
processes across the enterprise environment 100 on the
managed endpoints 112. In some embodiments, the
appliance 102 causes a managed endpoint 112 to boot
from a boot image it receives over the network 104.
Once the managed endpoint 112 is so booted, the
appliance can 102 perform functions that might be
difficult to perform if the endpoint were booted from
its local disk, such as harvesting files from and/or
deploying files to the endpoint. [0015] In one
embodiment, the appliance 102 includes a boot image
library 126, an image library 116, and a software
library 110. The boot image library 126 stores one or
more boot images for use in booting the managed
endpoints 112. The boot image contains machine
instructions that, when executed on an endpoint 112,
causes the endpoint to instantiate a RAM disk (i.e., a
virtual disk drive stored in random access memory),
store the boot image on the RAM disk, and boot the
endpoint from the image on the RAM disk. The boot
image may contain an operating system such as LINUX
and various application programs that run in this
operating system. The boot image may also contain
device drivers that enable it to run on managed
endpoints with various hardware configurations. [0016]
Once the endpoint 112 is booted from the boot image,
the booted endpoint interacts with the appliance 102
to perform administrative tasks such as harvesting an
imagefrom a local disk 122 of the endpoint and/or
deploying an application image to the local disk. In
one embodiment, the boot image causes the endpoint to
present options for carrying out the various
administrative tasks to a user by showing a menu on
the display of the managed endpoint and allowing the
user to choose an option. Some examples of menu
options are: Harvest image from disk; Deploy harvested
image to disk; Launch recovery console. [0017] In one
embodiment, a menu option is automatically selected if
the user does not choose an option within a certain
amount of time. In other embodiments, the boot image 



causes the endpoint 112 to select an option and/or
perform another option automatically without
presenting a menu to a user. [0018] In one embodiment,
the image library 116 stores images of the local disks
122 (i.e., copies of the contents of the disks) of
endpoints 112. The image library 116 can be used for
various administrative tasks performed by the IT
automation appliance 102. An administrator can use the
appliance 102 to view the images to better understand
the configurations of the various endpoints 112 in the
environment 100. The contents of the image library 116
can be summarized as desired and presented to the
administrator. For example, the administrator can view
the percentage of space taken on the local disks 112
of all endpoints 112 by certain operating system
files. The administrator can also view files that are
common or different between various endpoints 112.
[0019] In one embodiment, the image library 116 is
used for deployments to the endpoints 112. In a
deployment, an image in the image library 116 is
copied to the local disk 122 of an endpoint 112. The
image may or may not have been originally harvested
from that endpoint 112. Deployments can be used to
replace a corrupted file system on an endpoint 112
with a known working image. A deployment can also be
used to clone a file system from one endpoint 112 to
another. A partial deployment may be performed to copy
only a portion of the image to the local disk 122.
Also, the image can be edited before deployment. For
example, an image harvested from one endpoint 112A may
be deployed to another endpoint 112B after modifying
the image to include different configuration
information appropriate for endpoint 112B. Editing of
an image can be performed using image editing tools
provided by the appliance 102. [0020] The types of
endpoint images stored in the image library in various
embodiments include partition-based images,
sector-based images, cluster-based images, and
file-based images. In a partition-based image, the
separate partitions of the local disk 122 are stored
in the image library 116. In a sector-based image,
sectors of the local disk 122 are stored in the image
library 116. In a file-based image, files from the
local disk 122 are stored in the imagelibrary 116.
Though the partitions, sectors, or files in the image
library 116 can be manipulated separately, the image
library also contains information that links the
partitions, sectors, or files together to form images.
The partition-based, sector-based, or file-based
images can be optimized to a particular type of file
system such as NTFS, FAT, EXT2, or 



EXT3. The optimization can result in smaller images,
faster copying, or easier editing, for example.
Additionally, data compression algorithms can be
applied to the images in the image library 116 to
compress them. [0021] An embodiment of the software
library 110 stores device drivers and/or other types
of software to enable the support of endpoints 112
with varying hardware configurations. In one
embodiment, the appliance 102 includes certain device
drivers from the library 110 with the boot image 126
when sending it to an endpoint 112 so that the
endpoint can properly run the image. The boot image
126 can also download software from the library 110 to
perform required tasks on the endpoint 112, such as
harvesting an image of the local disk 122. This
software can communicate with the appliance 102 and
receive user input through the appliance so that a
user does not need to be at the endpoint 112. In one
embodiment, the endpoint 112 mounts a drive exported
by the appliance 102 containing the software library
110 to access the library. [0022] In one embodiment,
the appliance 102 is controlled by an administrator
via an administrator client 106. The administrator
client 106 communicates with the appliance 102 over
the network 104 to provide commands to the appliance
from the administrator and to receive output from the
appliance. For ease of explanation, this description
refers to the administrator interacting directly with
the appliance 102, but it is implied that the user can
interact with the appliance via the administrator
client 106. [0023] In one embodiment, the appliance
102 communicates with an appliance server 108 that in
turn communicates with the endpoints 112. The server
108 can be configured to efficiently send and receive
large amounts of data and can have a large data
storage capacity. As a result, one or more of the boot
image library 126, the image library 116, and the
software library 116 can be stored on and served by
the appliance server 108. For ease of explanation, the
description below refers to the appliance 102
communicating with the endpoints 112, but it is
implied that the server 108 under control of the
appliance 102 can communicate with the endpoints 112
instead. [0024] The DHCP server 114 assists in the
boot process of the endpoints 112. In one embodiment,
when an endpoint 112 initially boots, it communicates
with the DHCP server 114 to request and obtain a
unique Internet Protocol (IP) address or other network
address forcommunicating on the network 104. An
embodiment of the DHCP server 114 also provides 



the endpoint 112 with boot instructions causing the
endpoint to obtain, and boot from, a boot image stored
in the boot image library 126. In some embodiments,
the DHCP server functionality is integrated into the
appliance server 108 or the automation appliance 102.
[0025] Managed endpoints 112 are machines running in
the enterprise environment 100 and include, for
example, desktop and notebook computer systems,
switches and routers, printers, mobile telephones,
personal digital assistants, and/or other networked
electronic devices found in the enterprise environment
100. In one embodiment, at least one of the managed
endpoints includes a local disk 122 and a random
access memory (RAM) disk 120. The local disk 122 is a
persistent storage device and in one embodiment is a
hard drive. The RAM disk 120 is a virtual storage
device that emulated in a volatile memory (e.g., RAM)
of the endpoint 112. The RAM disk 120 acts like a
physical disk; files can be read from or written to
the RAM disk 120 in a manner similar to files on the
local disk 122. The RAM disk 120 provides the managed
endpoint 112 with a local file system from which to
run programs and perform other tasks without requiring
use of the physical local disk 122. [0026] In one
embodiment, the endpoint 112 supports the PXE (Preboot
execution Environment) boot protocol. This protocol
causes the endpoint 112 to seek a PXE redirection
service at the initial stage of the boot sequence. The
PXE redirection service is provided by the DHCP server
114 and provides the endpoint 112 with a network
address and file path to an appropriate boot image in
the library 126. The endpoint 112 then requests the
boot image from the appliance 102, and the appliance
sends a copy of a boot image in response. [0027] In
one embodiment, the boot image, when executed by the
endpoint 112, initially causes the endpoint to
instantiate the RAM disk 120 and store the boot image
there. The endpoint 112 then boots from the boot image
in the RAM disk 120. As a result, the managed endpoint
112 is booted up based on boot image 126 provided by
the appliance 102, and is booted in a manner that does
use the local disk 122. Booting from the RAM disk 120
in this manner is advantageous for a variety of
reasons. For example, this technique allows booting of
the endpoint 112 even if the local disk 122 is
corrupted and cannot be used for booting. In addition,
booting from the RAM disk 120 allows the endpoint 112
to perform its normal operations while providing
unfettered access to the local disk 122. Operating
system and/or application programs that might require
locked files or otherwise prevent certain operations 



on the local disk 122 are instead run from the RAM
disk 120. Thus, operations on the local disk 122 that
might be prohibited if the endpoint 112 were booted
from the local disk are allowed in the RAM disk boot
embodiment.[0028] As mentioned above, a recovery
console can be launched on the managed endpoint 112.
The recovery console can be launched by a boot image
from the appliance 102 that runs on a RAM disk 120 of
the managed endpoint 112. The recovery console allows
an administrator to view the contents of a local disk
122 of the managed endpoint 112 and make changes to
the contents of the local disk. This can include
harvesting an image, deploying an image, examining or
modifying individual files, and reinstalling an
operating system on the local disk 122. Once the
changes are made, the managed endpoint 112 can be
booted normally from its local disk 122 to resume
normal operation. A recovery console is useful when it
is currently impossible or undesirable to boot the
managed endpoint from its local disk 122. [0029] In
one embodiment, the boot image contains an operating
system from which the recovery console runs. The
operating system can be customized to run on a
particular managed endpoint 112 and the boot image can
include device drivers to enable the operating system
to run on the endpoint. After the boot image is loaded
on the RAM disk 120, it starts this operating system
and optionally starts other application programs that
enable an administrator to perform functions on the
local disk 122 of the managed endpoint. These
applications may include various graphical user
interfaces, file editors, and disk analyzers. [0030]
The recovery console may enable an administrator to
access further application programs from the appliance
102 by mounting a filesystem of the appliance as
described above. The recovery console can also
automatically detect various device drivers and
application programs that would be useful to run on
the endpoint and download those drivers and programs
from the appliance 102. [0031] An administrator can
interact with the recovery console directly from the
managed endpoint 112, for example using a keyboard and
display provided by the endpoint. The administrator
can also interact with the recovery console remotely,
for example from the appliance 102 or an administrator
client 106. In one embodiment, the administrator uses
the Virtual Network Computing (VNC) graphical desktop
sharing system to remotely control the managed
endpoint 112. When using VNC or a similar system, the
administrator is able to 



perform administrative tasks on the managed endpoint
by remotely controlling the endpoint 112. [0032] The
network 104 represents the communication pathways
among the other entities illustrated in FIG. 1. In one
embodiment, the network 104 is a local area network
(LAN) maintained by an enterprise. The network 114 can
also utilize public communications links such as the
Internet. In one embodiment, the network 114 uses
standard communicationstechnologies and/or protocols.
Thus, the network 114 can include links using
technologies such as Ethernet, 802.1 1, integrated
services digital network (ISDN), digital subscriber
line (DSL), asynchronous transfer mode (ATM), etc.
Similarly, the networking protocols used on the
network 114 can include the transmission control
protocol/Internet protocol (TCP/IP), the hypertext
transport protocol (HTTP), the simple mail transfer
protocol (SMTP), the file transfer protocol (FTP), the
trivial file transfer protocol (TFTP), etc. The data
exchanged over the network 114 can be represented
using technologies and/or formats including the HTML,
the extensible markup language (XML), the Extensible
Hypertext markup Language (XHTML), etc. In addition,
all or some of links can be encrypted using
conventional encryption technologies such as the
secure sockets layer (SSL), HTTP over SSL (HTTPS),
and/or virtual private networks (VPNs). Other
embodiments use custom and/or dedicated data
communications technologies instead of, or in addition
to, the ones described above. [0033] FIG. 2 is a block
diagram illustrating a computer 200 that can serve as
an embodiment of the appliance 102, administrator
client 106, appliance server 108, DHCP server 114, or
managed endpoints 112. Illustrated are at least one
processor 202 coupled to a bus 204. Also coupled to
the bus are a memory 206, a storage device 208, a
keyboard 210, a graphics adapter 212, a pointing
device 214, and a network adapter 216. A display 218
is coupled to the graphics adapter 212. The storage
device 208 is a device such as a hard drive, CD or DVD
drive, or flash memory device, and holds files
containing executable code and/or data utilized during
the operation of the computer 200. The memory 206, in
one embodiment, is a random access memory (RAM) and
holds instructions and data loaded from the storage
device 208, generated during processing, and/or from
other sources. [0034] Computers acting in different
roles may have different and/or additional elements
than the ones shown in FIG. 2. For example, a computer
200 acting as the appliance server 108 may have
greater processing power and a larger storage device
than a computer acting as 



a managed endpoint 112. Likewise, a computer 200
acting as the appliance server 108 may lack devices
such as a display 218 and/or keyboard 210 that are not
necessarily required to operate it. [0035] The
computer 200 executes one or more operating systems
such as a variant of MICROSOFT WINDOWS or LINUX. In
general, the operating system executes one or more
application programs. The operating system and
application programs executed by the computer are
formed of one or more processes. [0036] FIG. 3
illustrates the contents of a file-based image library
116, in one embodiment. As mentioned above, in a
file-based image library 116, the files from
variousendpoints 112 are stored individually. This
allows an administrator to easily analyze and edit the
individual files from the endpoints 112. Also, as
discussed below, certain optimizations enable the
file-based image library 116 to have decreased storage
needs on the appliance 102 and to copy less data over
the network 104 during image harvesting and
deployment. [0037] The file-based image library 116
includes a global file store 312 that includes files
306 from all endpoints 112 that have been harvested.
Files that exist identically on the local disks 122 of
multiple endpoints 112 will be contained only once in
the global file store 312. This can result in
significant space savings in the image library 116 if
multiple endpoints 112 contain similar files. For
example, if several endpoints 112 are workstations
running the same MICROSOFT WINDOWS operating system,
the workstations will all contain several common
operating system files, but the global file store 312
will contain only a single copy of these common files.
[0038] The file-based image library 116 includes an
endpoint manifest 302 for each harvested endpoint 112.
The endpoint manifest 302 contains a file information
block 304 for each file harvested from the local disk
122 of the endpoint 112. An endpoint manifest 302 and
files 306 pointed to by the manifest can be considered
a file-based image of a particular endpoint 112. A
file information block 304 includes the name of a file
306, the size of the file, and access control list
(ACL) information about the file that can specify file
ownership and read/write permissions. The file
information block 304 also includes a hash, also
referred to as a digest or fingerprint, of the file
306 that serves to uniquely identify the file. The
hash is a value produced by applying a hash function
to the file data. The hash function is chosen so that
it is highly unlikely that two different files will
produce the same hash. An example 



hash function is the Message-Digest 5 (MD5) algorithm
that takes a file as an input and produces a 128-bit
hash as an output. [0039] Additionally, the file
information block 304 includes a pointer to the actual
file stored in the global file store 312. Since
multiple endpoints 112 may have the same file that is
stored only once in the global file store 312,
multiple file information blocks 304 may point to the
same file 306. For example, in FIG. 3, file
information blocks 304B and 304C both point to file
306B. It is possible for file information blocks 304B
and 304C to have different names and ACL information
for the same file 306B depending on how the file was
stored on the two endpoints 112 corresponding to
manifests 302A and 302B. [0040] The endpoint manifest
302 also includes the directory structure 310 on the
local disk 122 of the endpoint 112. The directory
structure 310 can be used in an imagedeployment to
create the required directories on the endpoint 112
and to place the files 306 in the correct directories.
[0041] The file database 314 contains file identifiers
308 for each file 306 in the global file store 312.
Each file identifier 308 contains links to all file
information blocks 304 corresponding to that file
identifier. As a result, the file database 314 can be
used to produce a list of all unique files 306
currently in the file-based image library 116 along
with information about each file, such as the
endpoints 112 where it is located, and its filename on
each such endpoint. Such a list may be useful for IT
administration purposes. Additionally, the file
database 314 can be used to search for a file matching
certain criteria, such as a particular filename or
file size. Each file identifier 308 also contains a
reference count for the corresponding file. The
reference count is the number of file information
blocks 304 that point to the file 306 corresponding to
the file identifier 308. When a new pointer is added,
the reference count is increased, and when a pointer
is removed, the reference count is decreased. When the
reference count decreases to zero, the file 306 and
file identifier 308 can be deleted from the image
library 116. [0042] FIG. 4 is a flowchart illustrating
a method of booting a managed endpoint 112, in one
embodiment. Some embodiments may perform additional
and/or different parts of the method than those shown
in FIG. 4. In addition, the method parts may be
performed in different orders. [0043] As mentioned
above, an embodiment of the endpoint 112 performs a
PXE boot. 



Initially, the managed endpoint 112 requests and
receives 402 an IP address from the DHCP server 114.
In addition, the endpoint receives the location of a
boot image from the DHCP server. The endpoint 112
retrieves 404 the boot image, loads it into memory and
runs 406 it. In one embodiment, the boot image causes
the endpoint 112 to run the boot image from a RAM disk
120. The boot image 126 then starts 408 an
administrative task such as harvesting an image or
deploying an image. The running boot image will
optionally display a menu to the user, allowing the
user to choose what action to perform on the endpoint
112. [0044] FIG. 5 is a flowchart illustrating a
method of harvesting a file-based image from the local
disk of an endpoint 112. Parts of the method may be
performed on the endpoint 112 and parts of the method
may be performed on the appliance 102. Some
embodiments may perform additional and/or different
parts of the method than those shown in FIG. 5. In
addition, the parts of the method may be performed in
different orders. [0045] Initially, the files to be
harvested from the local disk 122 are identified 502.
For example, the files to be harvested can be based on
a list provided by an administrator or canbe all the
files on the disk 122. Hashes are calculated 504 for
each of the identified files. The file database 314 is
checked 506 for hash matches. This can be done by
iterating through each of the file identifiers 308 in
the file database 314 and obtaining the hash from a
file information block 304 linked to the file
identifier. More efficient implementations are
possible to perform this search, such as indexing the
hashes. [0046] A match indicates that the file is
already in the global file store 312 and that the file
does not need to be copied. As a result, non-matched
files are copied from the endpoint 112 over the
network 104 and stored 508 in the global file store
312. A manifest 302 for the endpoint 112 is created
containing file information blocks 304 for identified
files from the endpoint and a directory structure 310
for the endpoint. The manifest 302 is stored 510 in
the image library 116 and pointers from the file
information blocks 304 to files 306 in the global
store 312 are constructed. The file database 314 is
updated 512 to contain file identifiers 308 for newly
added files 306. Links are created from the file
identifiers 308 to the file information blocks 304 and
the reference count in the file identifiers are
increased by one. [0047] FIG. 6 is a flowchart
illustrating a method of deploying a file-based image
to the local disk 122 of an endpoint 112. Some
embodiments may perform additional and/or different
parts of the method than those shown in FIG. 6. In
addition, the parts of the method 



may be performed in different orders. [0048] In a
deployment, the contents of the local disk 122 are
modified so that the local disk contains the files 306
and directory structure 310 specified in a particular
manifest 302 in the image library 116. Initially,
hashes of files on the local disk 122 are calculated
602. These hashes are compared 604 with hashes in the
file information blocks 304 stored in the manifest 302
to determine files that are common to both the local
disk and the manifest. Files on the local disk 122
that are not in the manifest 302 are deleted 606 from
the local disk. Files in the manifest 302 that are not
on the local disk 122 are copied 608 from the global
store 312 to the local disk. File attributes on the
local disk 122 are set 610 according to the attributes
stored in the file information block 304. Optionally,
the manifest 302 is deleted 612 from the image library
116. If the manifest 302 is deleted, links from file
identifiers 308 to the manifest are removed, reference
counts in the identifiers are decreased, and files 306
whose reference counts have dropped to zero are
deleted from the global file store 312. [0049] As can
be seen, the methods for harvesting a file-based image
and deploying a file-based image reduce the number of
files that need to be copied and transferred over the
network 104. When harvesting from an endpoint 112, the
files encountered on the endpoint are not copied if
they already exist in the image library 116. When
deploying to an endpoint112, files are not copied from
the image library 116 if they already exist at the
endpoint. Hashes are used when comparing files, since
filenames or other file attributes can vary for the
same file. Files can be transmitted over the network
104 in a compressed format to further decrease network
resources used. The methods also reduce the storage
required by the image library 116 by storing only
unique files in the global file store 312. [0050] When
harvesting the first endpoint 112 with an empty global
file store 312, all of the initial files encountered
on the endpoint are new and are sent over the network
104 and stored in the global file store. The
harvesting of the second and subsequent endpoints 112
will be faster if these endpoints share common files
with the first endpoint. To avoid slowness or high
network usage during harvesting of the first endpoint
112, it is possible to preload the global file store
312 with files 306 that will likely be encountered on
the first endpoint, and to update the file database
308 with hashes of these files. With this preloading,
even the first endpoint 112 can be harvested
relatively quickly because some of its files will
already be in the global file store 312. 



[0051] The above description is included to illustrate
the operation of the preferred embodiments and is not
meant to limit the scope of the invention. The scope
of the invention is to be limited only by the
following claims. From the above discussion, many
variations will be apparent to one skilled in the
relevant art that would yet be encompassed by the
spirit and scope of the invention.We claim: 1. A
computer-implemented method for harvesting an image
from a local disk of a managed endpoint to an image
library, the method comprising: providing the managed
endpoint with a boot image via a network, the boot
image causing the managed endpoint to instantiate a
RAM disk in a memory of the endpoint, store the boot
image in the RAM disk, and execute the boot image from
the RAM disk; identifying, by instructions stored in
the boot image and executed from the RAM disk, data on
the local disk to be included in the image;
determining, by instructions stored in the boot image
and executed from the RAM disk, data on the local disk
to be included in the image that are not already
stored in the image library; and copying, by
instructions stored in the boot image and executed
from the RAM disk, data not already stored in the
image library from the local disk to the image library
via the network. 2. The computer-implemented method of
claim 1, further comprising: storing an endpoint
manifest in the image library, the endpoint manifest
comprising a directory structure and a list of file
information blocks corresponding to files from the
endpoint, each file information block comprising a
file name, a hash, and a pointer to a file in the
image library. 3. The computer-implemented method of
claim 1, wherein copying data not already stored in
the image library from the local disk to the image
library via the network further comprises: calculating
a candidate hash for each of a plurality of files on
the local disk; determining whether the candidate hash
is equal to a stored hash corresponding to a file
already contained in the image library; and 



responsive to the candidate has not being equal to any
stored hash, copying the file from the local disk to
the image library and storing the hash of the file in
the image library.4. The computer-implemented method
of claim 1, wherein the boot image is not stored on
the local disk. 5. The computer-implemented method of
claim 1, wherein there are a plurality of managed
endpoints coupled to the network and further
comprising: loading data common to the plurality of
managed endpoints to the image library prior to
determining data on the local disk that are not
already stored in the image library. 6. The
computer-implemented method of claim 1, wherein the
data are files. 7. The computer-implemented method of
claim 1, further comprising: the boot image accessing
a software library stored on a machine other than the
managed endpoint, the software library providing
device drivers to enable the boot image to harvest an
image from the local disk. 8. A computer-implemented
method for deploying an image to a local disk of a
managed endpoint from an image library, the method
comprising: identifying an endpoint manifest, the
manifest specifying data to be stored on the local
disk of the managed endpoint to provide the
application image; providing the managed endpoint with
a boot image via the network, the boot image causing
the managed endpoint to instantiate a RAM disk in a
memory of the endpoint, store the boot image in the
RAM disk, and execute the boot image from the RAM
disk; deleting, by instructions stored in the boot
image and executed from the RAM disk, data stored in
the local disk that are not specified by the endpoint
manifest; obtaining via the network and by
instructions stored in the boot image and executed
from the RAM disk, data specified by the endpoint
manifest that are not stored in the local disk;
writing to the local disk the data specified by the
endpoint manifest that are not stored in the local
disk; and 



booting the endpoint from the local disk.9. A system
for harvesting an image from a local disk of a managed
endpoint to an image library, comprising: a module for
providing the managed endpoint with a boot image via a
network, the boot image causing the managed endpoint
to instantiate a RAM disk in a memory of the endpoint,
store the boot image in the RAM disk, and execute the
boot image from the RAM disk; a module for
identifying, by instructions stored in the boot image
and executed from the RAM disk, data on the local disk
to be included in the image; a module for determining,
by instructions stored in the boot image and executed
from the RAM disk, data on the local disk to be
included in the image that are not already stored in
the image library; and a module for copying, by
instructions stored in the boot image and executed
from the RAM disk, data not already stored in the
image library from the local disk to the image library
via the network. 10. The system of claim 9, further
comprising: a module for storing an endpoint manifest
in the image library, the endpoint manifest comprising
a directory structure and a list of file information
blocks corresponding to files from the endpoint, each
file information block comprising a file name, a hash,
and a pointer to a file in the image library. 11. The
system of claim 9, wherein copying data not already
stored in the image library from the local disk to the
image library via the network further comprises:
calculating a candidate hash for each of a plurality
of files on the local disk; determining whether the
candidate hash is equal to a stored hash corresponding
to a file already contained in the image library; and
responsive to the candidate has not being equal to any
stored hash, copying the file from the local disk to
the image library and storing the hash of the file in
the image library. 12. The system of claim 9, wherein
there are a plurality of managed endpoints coupled to
the network and further comprising:a module for
loading data common to the plurality of managed
endpoints to the 



image library prior to determining data on the local
disk that are not already stored in the image library.
13. The system of claim 9, wherein the data are files.
14. The system of claim 9, further comprising: a
software library accessed by the boot image, the
software library stored on a machine other than the
managed endpoint, the software library providing
device drivers to enable the boot image to harvest an
image from the local disk. 15. A computer program
product having a computer-readable medium having
computer program instructions recorded thereon for
harvesting an image from a local disk of a managed
endpoint to an image library, comprising: a module for
providing the managed endpoint with a boot image via a
network, the boot image causing the managed endpoint
to instantiate a RAM disk in a memory of the endpoint,
store the boot image in the RAM disk, and execute the
boot image from the RAM disk; a module for
identifying, by instructions stored in the boot image
and executed from the RAM disk, data on the local disk
to be included in the image; a module for determining,
by instructions stored in the boot image and executed
from the RAM disk, data on the local disk to be
included in the image that are not already stored in
the image library; and a module for copying, by
instructions stored in the boot image and executed
from the RAM disk, data not already stored in the
image library from the local disk to the image library
via the network. 16. The computer program product of
claim 15, further comprising : a module for storing an
endpoint manifest in the image library, the endpoint
manifest comprising a directory structure and a list
of file information blocks corresponding to files from
the endpoint, each file information block comprising a
file name, a hash, and a pointer to a file in the
image library.17. The computer program product of
claim 15, wherein copying data not already stored in
the image library from the local disk to the image
library via the network further 



comprises: calculating a candidate hash for each of a
plurality of files on the local disk; determining
whether the candidate hash is equal to a stored hash
corresponding to a file already contained in the image
library; and responsive to the candidate has not being
equal to any stored hash, copying the file from the
local disk to the image library and storing the hash
of the file in the image library. 18. The computer
program product of claim 15, wherein there are a
plurality of managed endpoints coupled to the network
and further comprising: a module for loading data
common to the plurality of managed endpoints to the
image library prior to determining data on the local
disk that are not already stored in the image library.
19. The computer program product of claim 15, wherein
the data are files. 20. The computer program product
of claim 15, further comprising: a module in the boot
image for accessing a software library, the software
library stored on a machine other than the managed
endpoint, the software library providing device
drivers to enable the boot image to harvest an image
from the local disk. 


