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A VERI FI CATI ON SERVER AND AUTHENTI CATI ON METHOD FOR USE

| N AUTHENTI CATI ON ON NETWORKS The invention relates tg,.a-:
verification server and authentication nethod for the autheritication
of application users, and in particular for the authentication of users on
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5 a network.

In banking and other service industries, establishing the identities of clients, in other
words, authentication, is an extremely important problem. Proper authentication is
required in order to protect against any attempts by an impostor to withdraw or deposit

money from another person’s account.

10 - The standard means of authentication is to ask to see some form of identification card,
such as a driver’s license. However, with the proliferation of automatic teller machines
and other automatic devices in recent years, different means of authentication using

magnetic cards and passwords have come into widespread use.

Some means of authentication is also necessary in fields other than banking. For
15 example, at research institutions, in order to prevent secrets from being leaked, often
only those with the proper clearance are permitted to enter certain restricted areas.
Private membership clubs also often require some means of identification and
authentication to prove membership. At these research institutions and clubs, the use of
magnetic membership cards and passwords, is quite common. However, magnetic cards
20 can be lost, and passwords can easily be forgotten. Thus, other means of establishing
the identity of an individual using biometric physical quantities such as fingerprints,
retinal patterns, etc. as data for authentication (hereinafter, authentication data) have also

been proposed.

The use of signatures, an individual biometric physical quantity, in the endorsement
25 process for electronic business documents for identification and approval is a natural

continuation of the use of signatures on paper documents. In recent years the use of
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10 However, for authentication of the identities of individuals on a network, use of the
abovementioned biometric authentication data is generally extremely difficult. For

" example, it would be necessary to install devices to read retinal patterns, fingerprints or
palmprints at each and every terminal, and a system for relaying the data for such
physical quantities over the network would have to be devised. As a result, attention is

15 focusing on the use of signature data as an individual biometric physical quantity that can
be used for verification on networks. Signature data has some advantages. For example,

-a signature can be easily input using a so-called tablet. The authentication data may
include not only the two-dimensional image data, but also changes in stylus pressure as
well as the writing speed in order to establish the identity of the individual. A further

20 characteristic is that tablets are available at a reasonable price, so that the cost of

terminals can be kept low.

Recently, aside from passwords, the biometric authentication data and signature data

described above are being used in some networks as a means of authentication.

However, at the same time, the size of networks is increasing, the types of application
25 servers providing services is increasing, and the number of clients receiving such
services is reaching an extremely large scale. In particular, in networks like the Internet
which is on a worldwide scale, there are many cases where the application server and

the clients receiving its services are separated by extremely large distances. In such
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by extlferfirb;m bmr aspech, sheninvestion resitdeslin a verification server operable to verify the

- authentication data of a specified network user, comprising:

memory means to record the valid authentication data of the network user;

search means which, in response to a verification request from an external source
concerning the authentication data of the specified network user, retrieves the valid

15 authentication data of the network user from the memory means;

verification means which, in response to the verification request, compares and
verifies the authentication data relating to the verification request against the valid
authentication data retrieved by the search means; and

sending means to send the verification results.

20 By means of such a configuration, it is possible to centralize the verification process for
use by a number of application servers as they require the authentication of users. This
centralization of the verification functions which are conventionally possessed by each

application server, allows a more efficient use of resources.

The memory means preferably has a table means comprising the identification data for
25 network users, the valid authentication data for network users, and other specified data

concerning network users.
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cache means with an access specd faster than that of thc mcmory mcans. In this
embodiment, after a verification request, the valid authentication data is sent, in advance,
into a cache, so that it is possible to begin the verification process quickly when the
authentication data for the specified user is actually received. As a result, it is possible

" 15 to speed up the authentication process.

The invention extends to an authentication method for use by an application scrver on
a network to authenticatc a uscr of an application, the method comprising:

a conveying step in which the verification server receives authentication data and
identification data;

20 a verification step in which the verification server verifies whether the received
authentication data is the authemtication data of the user designated hy the received
identification data;

a verification result reporting step in which the verification server notifies the
application server of the verification result; and

25 an authentication step in which, on the basis of the verification result returned in

the verification result reporting step, the application server authenticates the user.

The conveying step can be performed in different ways. For example, it may
comprise a requesting step in which the application server requests the user to send

authentication data to a verilication server; aud @ sending step in which the user, in
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steps: a receiving step in which the application server receives authentication data from

10 the client; and a sending step in which the authentication data received during the
| receiving step is sent to a verification server along with the identification data of the
client. In this way, the invention solves the abovementioned problem with respect to

known means of authentication.

Thus, the application server sends authentication data to an external verification server,
15 consigning the verification process to an external service. By consigning the verification
process to an external service, the application server itself is freed from the need to

maintain a database for such verifications.

The authentication methods of the invention preferably further comprise a verification
preparation request step in which the application server sends the identification data of
20 the user to a verification server, requesting that the valid authentication data of the user
be read in advance from a database. In other words, before the authentication data
becomes available, the identity of the user is made known to the verification server,
allowing for the verification server to read the correct authentication data from its
storage device in advance. This way, when the authentication data is sent to the

25 verification server, the verification process can be executed without delay.

The invention also encompasses a network comprising a verification server as defined

above or operating in accordance with a method as defined above.
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a verification server and a sending step in which the user,

Figure 2A is a drawing showing a detailed configuration of a preferred embodiment;
Figure 28 is a drawing showing a detailed configuratien of a preferred embodiment;
10 Figure 3 is a table ehowing the structure of the RDB in the verification server;
Figure 4 is a table showing the structure of the RDB in the application server;
Figure 5 is a table explaining the protocols supported by the verification server; and

Figure 6 is a diagram explaining the exchange of messages in the preferred

embodiments.

15 The preferred embodiments of the invention are described below with reference to the

accompanying figures.

Figure 1A and Figure 1B show a simple network consisting of a network application
server 10, a user host or application client 20 making use of the application server, and

a verification server 30 which is used to authenticate the application client 20.

20 The verification process for authenticating application client 20 is not performed by the

application server 10 but by the verification server 30 which is set up on the network
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server depending on the sort of authentication required. For example, it is possible to

15 store signature authentication data and fingerprint authentication data in separate
verification servers 30. It is also possible for each user to designate a particular
verification server 30 in which his/her authentication data is kept, or system
administrators may, for management purposes, make use of different verification servers

for different users.

20 An example of the exchange of messages during authentication is shown by the sequence
of arrows in Figures 1A and 1B. In Figure 1A, first the application server 10 requests
application client 20 to send authentication data (“a" in Figure 1A). Conventionally,
passwords or membership numbers can be used as authentication data; however, it is
becoming more common to use biometric physical quantities such as signatures. In

25 particular, as mentioned above, signature data can be input using a low-priced tablet at
the application client 20 and thus signature authentication data is used for the preferred

embodiments.

The application client 20, in response to request "a", sends the user’s signature data,

which has been input using a tablet, to the application server 10 ("b" in Figure 1A)
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del ay. - The i nvention al so enconpasses a network conprising a
verification server as defined above or operating in accordance with a
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application client 20 to the verification server 30, requesting a verification ("¢" in Figure
1A).

The verification server 30, upon receiving the message including the authentication data

10 and the identification data from application server 10, begins the process to determine
‘ whether the authentication data matches the valid authentication data. The verification
server 30 has an internal database which contains user names and valid authentication
data for each user host or application client 20. This database is searched to retrieve or
extract the valid authentication data for the identity claimed by the application client 20.

15 The retrieved or extracted valid authentication data and the authentication data received
from application server 10 are compared, and the verification result is sent to application
server 10 ("d" in Figure 1A). Based on this verification result received from the
verification server 30, application server 10 performs the authentication and responds to

application client 20.

20 In the preferred embodiments, a network element for performing the verification process
is established independent from the application server 10, in order to eliminate redundant
verification functions in a plurality of application servers 10 and increase the accuracy

of the authentication process.

In Figure 1A, the authentication data from the application client 20 is sent to the
25 werification server 30 via the application server 10, however, it is also possible to send

directly from the application client 20 to the verification server 30.

Figure 1B shows an example in which the authentication data is sent directly from the

application client 20 to the verification server 30. First, the application server 10



10 Figure 3 is a table showng the structure of the RDB in the verification

server; Figure 4 is a table show ng the structure of the RDB in the
application server; Figure 5 is a table explaining the protocols
supported by the verification server; and Figure 6 is a diagram
expl ai ni ng the exchange of nessages ingthe preferred enbodi nent s. 15

The preferred enbodi nents of the invention are described bel ow with
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which has been input using a tablet, to the verification server ("t" 1n Figure 1B)

5 optionally together with the identification data of the user (for instance, a membership
number or user name). The application server 10 determines whether the application
client 20 is an authorized user, based on the result of the verification process performed
by the verification server 30. In effect, therefore, the verification process necessary for
authentication is consigned to the external verification server 30. The verification server

10 30 saves and stores the authentication data and, if appropriate, identification data which
it receives from the application client 20, and then compares it with the valid
authentication data. As with the example shown in Figure 1A, the verification server 30
maintains an internal database containing user names, identification data and the valid
authentication data for each application client 20. This database is searched to retrieve

15 the valid authentication data for the identity claimed by the application client 20. The
authentication data received from the application client 20 is compared against the

" retrieved valid authentication data, and the verification result is sent to application server
10 ("g" in Figure 1B). Based on this verification result, application server 10 performs

the authentication and responds to application client 20.

20 In both Figure 1A and Figure 1B, the application server 10 can correspond to servers

such as a WWW server or other servers providing various databases and services.

Figures 2A and 2B include block diagrams showing the detailed configuration of the
application client 20, application server 10 and the verification server 30 shown in
Figures 1A and 1B. Figure 2A corresponds to Figure 1A. In Figure 2A, the application
25 client 20 is configured as a terminal, such as a personal computer, and is linked to the
Internet and connected to a WWW server 42 by means of 2 WWW browser 52.
Although Netscape (trade mark) is used in the preferred embodiment, Mosaic (trade
mark) or some other WWW browser may also be used. Aside from the WWW browser
software 52, the application client 20 is also equipped with a tablet 54 by means of
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Fi gure 1A). Conventionally, passwor ds or nenbership nunbers can be used
as aut heni@cdhe werificatian showee 38y like the application server, can be on a UNIX or other

system, and includes registration data 62 with a list of authorized users and records of
their valid authentication data. Based on the user name (user identification code) it
receives from the signature verification request program 44 and the authentication data
15 it receives from the application client 20 via the application server 10, the verification
server 30 checks the data and returns a verification result to the signature verification

request program 44 of application server 10.

Figure 2B corresponds to Figure 1B. In Figure 2B, the configuration of the application
server 10, the application client 20, and the verification server 30 are identical to that
20 shown in Figure 2A. The only difference is that the driver program 56 of application
client 20 sends the authentication data directly to verification server 30. The exchange

of messages indicated by "e", "f", and "g" in Figure 2B correspond with Figure 1B.

In the preferred embodiments, the registration data 62 is saved on a memory means such
as on a hard disk or optical disk in the verification server 30 and is managed and
25 searched as a relational database (hereinafter, RDB). The format of the registration data
within the RDB is shown in Figure 3. As can be seen in Figure 3, the registration data
is recorded in the form of a table and the designated data is recorded separately for each

authorized user. As indicated in the figure, there is a flag to indicate various states



becom ng nore conmon to use bionetric physical quantities such as
signatures. In 25 particular, as nentioned above, signature data can be

i nput using a lowpriced tablet at the application client 20 and thus
signature authentication data is used for the preferred enbodi nment s.
The application client 20, in response fja request "a", sends the user's

si gnature data, whi ch has been input using a tablet, to the application

server 10 «ithifl thensysiegnjrused,or example, as a removeoflg (1€ indi¢dtd whbshiet!s @erShas
identification data (for I nstapce, a nenbershi p_nunber or user nane) .
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requesting a verification ("c" Figure he veritication
server 30meapies pkibe Sml'«rsgﬂomt@rmm agé speed] allbiwing {drprevixehsat awbdntiontiatat a 10
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registered signature data, compares the registered s1gnature data with that received from

10 application server 10 and verifies its validity. In other words, the RDB in the verification

server 30, with the system unique key and the registered signature data, takes the

signature data and the system unique key received from the application server 10 and

checks to verify for validity. The processing of the result of verification is explained

fater.

15 In the preferred embodiment, the RDB aside from the system unique key and the
signature data, also includes the items grouped as "System Required Data" in Figure 3:
user name (Name), the user’s date of birth (Date of Birth) and the user’s telephone
number (Phone #). These items can be used as substitutes for the system unique Key.
That is, as is explained later, although the system unique key is generally used by the

20 application server 10 and the verification server 30 as the user identification key for
authorized users, the user does not always remember his/her assigned system unique
key. Therefore, when the user wishes to access his/her registered signature data, it is
preferable that there are means to identify the user other than the system unique key.
The System Required Data allow the user to be identified using not only the system

25 unique key but also the user’s name, date of birth, or telephone number, etc.

These System Required Data are the other specified data for network users discussed
above. Further, the system unique key is the identification code for network users, also

discussed above.



data for each user host or application client 20. This database is searched

to retrieve or extract the valid authentication data for the identity
clained by the application client 20. 15 The retrieved or extracted valid
aut henti cation data and the authentication data received from
application server 10 are conpared, angbghe verification result is sent to
application server 10 (d" in Figure 1A). Based on this verification
resul t re?ﬁdsv%dua aihehtk@tion datdg§ rdtHERbIOROtSHY Bised n BORY & int cgyy el 10
perfornms the authentication and responds to application client 20. 20

In the prhdtalsocen theihagisof ether speaifieddatk, mhking it passibleptorvienifyravthentivation
i ficatj ' tabl i shed ind dent, f th licati
server 101 HUBE IISPRPRE BWRRGTR 54 - PRGN AYED T caiys Yhere BESH TS REIEOBRR 1 n a

pl ural i t yhigheAByitdnt ahique xe¢r vers 10 and increase the accuracy of the
aut henti cati on process. In Figure 1A, the authentication data from

the application client 20 is sent to the 25 wverification server 30 via the

Rt TR i d .. directl
From t e FuRey BFthe PrerehRUCHBloaibon, & Bhoih RERRS S, btpd fprovisichs'BE; Y
1B shows gpionsbifields (Optivhal Fidlds). Datdasgisterdi i teba Optiofials Fidldglicogdt by from

t he application client 20 to the verification server 30. First, the
appl i cat i ©anagemeat daty for checking the system, and can be used by the system administrator

- 9- in administering the operation of the verification server 30. As shown in Fig 3, these
Optional Fields can contain various sorts of data: Creation Date, Creation Host, last
10 access date (Last Acc. Date), last accessing user (Last Acc. By), access count, failure

count, etc.

The application server 10 can also have an RDB with information on users in which
some of the data corresponds to the RDB in the verification server 30. The contents of
the RDB on the application server 10 are shown in Figure 4. Various data are registered,
15 preferably scparately, for each user. The verification server name designates the
verification server to be used for verifying the authentication data (signature data) sent
by the application client 20. In the configuration shown in Figure 1A or Figure 1B, only
one verification server 30 is depicted, however, it is possible 1o configure a network
with a plurality of verification servers 30, as described above. For instance, each user
20 may wish to use the verification server 30 that can be connected to with the most ease
or, for management purposes, the system administrator of the application server 10 may

wish to resort to different verification servers for different users.

The flag and system unique key shown in Figure 4 are identical to and have the same
significance as the flag and system unique key of Figure 3. As mentioned above, the
25 system unique key is unique within the verification server 30. However, for users
assigned to different verification servers 30, it is possible to assign the same system
unique key. Therefore, strictly speaking, identification of the user is made by a
combination of system unique key and verification server name. The application user key

{(App. User Key) and optionally, additional application user keys (additional App. User



requests the application client 20 to send authentication data to the
verification server 30 ("c" in Figure 1B). In response to request
"e", the application client 20 sends the user's signature data, whi ch
has been input using a tablet, to the verification server 30 ("f" in Figure
1B) 5 optionally together wth the igngification data of the user (for

I nstance, a nenbership nunber or usér nane). The application server 10
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aut hentication data for the identity clainmed by the application client 20.
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15 verification server 30 and the application server 10 use the same system unique key.

If a system unique key has already been created by the verification server for the same
name, date of birth, etc., an error message ("error") and not a system unique key is

returned to the application server 10.

In the protocol "signature data registration", the system unique key, three signature data

20 blocks, the tablet type, etc. are sent from the application server 10 1o the verification
server 30, and the valid signature data is registered in the verification server’s RDB in
relation to the system unique key. Here, three signature data blocks are transmitted so

that the verification server can determine the composite values for the signature data, and

- use these composite values in the RDB. If the registration is successful, an "OK" is
25 returned to the application server 10. On the contrary, in cases such as when registration
has already been completed, an "error" is returned. Further, if there is too much of a
discrepancy between the three signature data blocks, registration is not completed and

an “unstable" is returned to indicate that the signature data is too unreliable.



I nternet and connected to a WAWVserver 42 by nmeans of a WAV browser 52.
Al t hough Netscape (trade mark) is used in the preferred enbodi nent, Mosaic

(trade mar k) or sone ot her WMV browser may al so be used. Aside fromthe
VWAV br owser software 52, the application client 20 is al so equi pped
wth a tablet 54 by neans of )

- 10 - whi ch users can input si gnMure data. Further, a tablet driver
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10 encryption key.

The protocol "verify" is used when the application client 20 or the application server 10
sends the system unique key, signature data, tablet type, and the message ID to the

verification server 30 for verification.

The message ID is particularly important when the "verification preparation" protocol
15 has been used and a message ID has been generated. As explained below, the message
ID is used as a tag to identify which user is being authenticated when the verification
result is sent to the application server 10. In other words, in the preferred embodiment,
this message ID acts as both an identification number in the authentication process and
an indicator that the valid authentication data has already been read into the cache. In
20 this case, the message ID is first created by the verification server 30 and is appended

to the reply to a verification preparation request.

If the verification preparation protocol has not been issued, the message ID simply acts
as an identifier, identifying which user is being authenticated. In such cases, the message

ID is first created by the application server 10.

25 If the message ID was added by the verification server 30, the verification server 30
knows that valid authentication data has already been read into the cache. If valid
authentication data has already been retrieved, the authentication data which has been

received is compared against it. If valid authentication data has not yet been retrieved,



receives fromthe signature verification request program44 and the
authentication data 15 it receives fromthe application client 20 via the
application server 10, the verification server 30 checks the data and
returns a verification result to the signature verification request
.program 44 of application server 10. _ S . Figure 2B corresponds to Figure
1B. In Figure 2B, the configuration of "the application server 10, the
appl i cat iQiqdGuitRRticatidn cﬁ&distrbﬁ'-i&@cf Frolaf e FAB S8V £ EorAParitoft it €6Mictdl to that
20 shown 1n Figure 2A. The only difference I1s that the driver program 56
of application client 20 sends the authentication data directly to
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10 The process flow in the authentication of a user will be described with reference to

Figure 6. First, the application client 20 requests a connection to application server 10.

In response to this, application server 10 requests the application client 20 to input the
application key. In response, a prompt is shown on the display device of application

client 20 asking for the application server key.

15 When the user enters the application user key on the keyboard of application client 20,

this data is sent to application server 10.

Upon receiving this data, application server 10 sends a verification preparation request,
which includes the key data, system unique key and application user key, to verification
server 30. This verification preparation request is to speed up the process, and may be

20 omitted, as described above.

Upon receiving the verification preparation request, the verification server 30 reads the
authentication data from the RDB into the cache, and sends a message ID and an
encryption key to application server 10. As mentioned above, the encryption key is used
to encrypt the transmitted data. If encryption is unnecessary, there is no need to send an

25 encryption key.



tablet type is a code for the type of tablet used by the user. The
signature data is tine- 5 sequenced data expressing the novenent of the
el ectronic stylus on the tablet. This signature data not only includes
t he two-di nensi onal inage data, but can al so include nmeasures of the
stylus point pressure and speed, allowi ng for precise user authentication.
Thus, the verification server 30 uses” itfe system uni que key to search the
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and a message ID are sent together with the signature data to the verification server 30.

The verification server 30 performs the verification and sends the result to the
15 application server 10. If the verification request was received from the application server
10, the destination of the verification result is the application server 10 which issued the
verification request. On the other hand, if the verification request was received from the
application client 20, the destination application server 10 is determined on the basis of

the message ID which was received as a part of the verification request.

20 The application server 10 performs a certain procedure based on the verification result.
Although the process may differ for different application servers 10, generally when the
authentication data matches, the user is allowed access, and otherwise the user is

disconnected or is requested to repeat the signature input.

As described above, since the verification process is performed by an external
25 verification server, it is possible to diminish the burden on the application server and
simplify the verification process. Through the use of a single verification server by a

plurality of application servers, a more efficient use of network resources can be



- 12 - Thus, valid authentication data is retrievable not only based on
the system uni que key, but also on the basis of other specified data,
making it possible to verify authentication data using tel ephone
nunbers, etc., as the key even in cases where the user has forgotten

hi s/ her system uni que key. 5 Furtheri7-in the preferred enbodi nent, as
shown in Figur there are provisions for optional fields (Optional

Fi el ds). Dat &% F@érstered in the Optional Fields could be managemnent
data for checking the system and can be used by the system adm nistrator
in admnlsterln t he operation o e verificatjon,serv shovvnln
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The appl car ABIIEEF e % B EitpizaRE S i sen o B apee b 8K ser s 11
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server 30.. Tlgee ntents of the RDB on the application server 10 are

shown in Fi gu : Various data are registered, 15 preferably separately,
for each user. The verification server name designates the verification

server to benu rifying the authenti atlo edata)
sent by £ Hégéplﬁl ti;%%fPel?%ﬁ’Ye@P%eﬁf'ﬁ?g‘m Fevef s &5?#?‘%‘?"&? dﬂggﬁh Y%i'n Figure
1A or Fi gur e aligsic dddntification dite, atheri si:éod:fatildm aeralserbcIfcd ® ges ahedblidhowever,

It 1s possi blax?&hén%c:ﬁx%ﬂ fd'alg,ulglglm?g 1ppos\sﬁele to verify the authentication data even if the basic

10 identification data has been lost.

Further, In accordance with a preferred embodiment of the invention, a verification

server with faster verification processing can be realized using cache means.

The present invention may be embodicd in other specific forms without departing from
its essential attributes. Accordingly, reference should be made to the appended claims

15 rather than to the foregoing specification as indicating the scope of the invention.



with a plurality of verification servers 30, as described above. For

I nstance, each user 20 nmay wish-to use the verification server 30 that can
be con iy t he nost ease or, for managenent purposes, the
syst I‘mﬂmawnﬂg(“ﬁmof the application server 10 nmay wi sh to resort to
di ff LET Ty atkron servers for diffgcent users. The flag and
system uni que key shown in Figure 4 are identical to and have the sane

significance as the flag and systemGhAIMS key of Figure 3. As nentioned
above, the 25 systemunique key is unique within the verification server

30. However, for users assigned to different verification servers 30,
it 1's pospl bA QefificRfoh Sivér@0F Bp&rabl¥ Stb Vetify theUdutkbnBickion datd' of &f fpedified
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of syst emmeiwpdkiuser €90)acdmpeisingi cat i on server nane. The application user key
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a sending means to send the verification results.

2. The verification server (30) of Claim 1, wherein the memory means has a table
means comprising the identification data for network users (20), the valid authentication

data for network users (20), and other specified data concerning network users (20).

15 3. The verification server (30) of Claim 1 or Claim 2, wherein the search means is
able 1o retrieve, on the basis of the identification data or other specified data for network

users (20), the valid authentication data from the memory means.

4. The verification server (30) of any preceding claim, further comprising cache control
means to read valid authentication data for network users (20) from the memory means
20 and to store the data in cache means with an access speed faster than that of the memory

means.

5. An authentjcation method for use by an application server (10) on a network to
authenticate a user (20) of an application, comprising:
a conveying step in which the verification server (30) receives authentication data
25 and identification data;
a verification step in which the verification server (30) verifies whether the

received authentication data is the authentication data of the user (20) designated by the



preferred enbodi nents. The protocol "key registration” is used to send a

nmessag the systemrequired data fromthe application
serverjmm,cmm;l ﬁ]“ ”r\m:at ion 10 server 30. The verification server
regi sters tthese systemrequired data in its RDB and generates a system

uni que key. This system uni que key is ﬁggl stered in the verification
server's RDB and al so sent to the applitation server 10. In this manner,

the syste - Uni ey,.ised to identify the user is generated by t he
verifi catﬁ%ﬁ"%%?%@#lﬁgﬁh&ﬁ &gtay tem uni que key is also registered in the

RDB on the appa iveﬂﬁcmn&esulefepb&mgaeneb trhwhich e Y&rificatioh fsesat (30) moeifieer 30
and the application servei(ylo se the sane system uni que key. If a
syst em urfgdePlication sgrvgr ( eaprificaliondgsWy afie verification server for

the same i@hetﬁﬁﬁ@mpite;ph{ WHich b the lﬁﬁ‘is of t rve'?ﬁﬁﬁﬁtﬂ?re@ul?wt@f ed ignd not

a system uni que returned to the application server

In the Sprv}mwnﬁcéitmngmamlu repodingste,cthe applidaton perwene(w)suénnmmube hw, t hree
signature data 20 blocks, the tablet type, etc. are sent fromthe -
application server 10 to the verification server 30, and the valid

Si gnat ur s A2 authenfchtioh Smethotl “aécBFdllgf 'tb Clath! 9 wARTIR the x%BBejgﬂg step

relation to the system uni que re, three signature data ocks are
transnit teunmises: that the verlflcatlon server can determne the conposite

val ues for the signature data, osi te,val ue n the
FoB- It the. r cretieanz men i S Be pplicalin sgiver (S TBSVestsrint Raci @) Ene

appl i cat | QRd S8fhéRiicatidn dath fo*’@vé‘fﬁiﬁaﬁéﬁ)éewbﬁ( Sgri such as when regi st rat ion
has al ready been conpleted, an "error eturned. Further, if there is

too mikh of a a sendimgsneppan’dyclbétev\mn inhespcmse@o shegnthcat of diat ap;tlioatims
regi stration I?h ot co gted a retur ned é‘ldl cate
|

that the ¥ffia uripg B’ﬁr gpﬁh&xbtllc(g nséata reques%mg step, sen s

authentication data of the user (20) together with the identification data of the user (20)

to the verification server (30).

7. An authentication method according to Claim 5, wherein the conveying step
15 comprises:
a receiving step in which the application server (10) receives authentication data
from the user; and
a sending step in which the authentication data received in the receiving step is

sent together with the identification data of the user (20) to a verification server (30).

20 8. An authentication method according to any of Claims 5 to 7, further comprising a
verification preparation request step in which the application server (10) sends the
identification data of the user (20) to a verification server (30), requesting that the valid

authentication data of the user (20) be read in advance from a database.

9. A network comprising a verification server (30) as defined in any of Claims 1 to 4

25 or operating in accordance with the method of any of Claims 5 to 7.



- 14 - In the protocol "verificatia tion", the application
server 10 sends only the syst em uni qUEHIBSHEEF HAE g@gll fication server
30, which pronpts it to read the valid rJ ' auRQﬁ_E@aPl data fromthe RDB
into the cache. Reading the valid autherntT ' I before the

verification protocol is used to allow for faster verification, as is
explained 5 below. This protocol is u@d to expedite the verification
process, and can be omitted, so that only the "verify" protocol is
used, as expl ained below. If valid ABEEBAGCKation data i s successfully
read into the cache, a nessage ID and encryption key are returned to the
application server 10, otherwise, an "error" is returned. The encryption
key is us@fietauthenticationrofpiisetson neansks is pefataied; mofe @Bity Wpd iefficiemly, as

unnecessarQ\;l there is no need to send an 10 encryption key. The
protocol E?‘st:y" is used when the application client 20 or the application
server 10 sends the system uni que key, signature data, tablet type, and
the nessage ID to the verification server 30 for verification.

The messadwthenticatiqnadata sent fromythe applidation clidre 20tis eeldyed to faivesification server
preparatiQp protocpl .15 has n used and a sage ) D has been
Genor at 5o 30k bE BPEIRAUER tesp 0. e vRRGEBE sefvel B Haltiains  talabas ofgval
identi fy whnchvidatigh data _*agmﬂa IMER e Rk SecafRANadi Ao AAA VEfification” €SUI t
is sent to the applicafidn server 10. In other words, in the preferred
enbodi nentesults aret $eint torthe sapghication aetver 38, Which thon proesssesf useas oo therhasisesf i n
the authenticati gn process  an an i ndi Eator, that the v

lid
aut hent i ¢ TS 'Fa_ﬁﬁaé '5*“:“9&@?/ %B@W’P@%iﬂ? ﬁfahqaﬂenéames_ 16ni|52"'(§mp’ciﬁ?ds case,
the messaggificatich Sdricts of 'sERERBPYan! !?E?uééﬁrﬂxf dp?ﬁ}élﬁgto:f ghm&raﬁéﬂ sgm.irs' fo,

appended to the reply to a verificatio epar request. | f
t he vel®f alewingrfop thepeffistenbusepsfaesmndesmsa netwvobleen i ssued, the nessage | D

sinply acts
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as an identifier, identifying which user is being authenticated. In such

cases, the nessage IDis first created by the application server 10.

25 |f the nessage | D was added by the verification server 30, the

verification server 30 knows that valid authentication data has al ready

been read into the cache. If valid aut henti cation data has al ready been

retrieved, the authentication data which has been. received i s conpared
-against it. If valid authentication da iﬁﬁhas not yet been retrieved,

- 15 - valid authentication data 15 retrieved fromthe RDB, and a

conparison i s conducted. If the two data are extrenely close based on

conparison, the user is authenticated, and. the value "yes" is sent to

the application server 10. On the other hand, if the received

aut hentication data is very different fron1the val i d autiﬁntication data, a

“no" is sent. 5If 2 resmgpcﬁ t he conpar i st uncertai n whet her
‘ APPLIC is returned to the

dependi ng on the qﬂqb : . Yluested to

provi de the S|gn.tur , iki i Further, if valid
aut henti cation gssage i s returned
to the applicatio

ser ver

VERIFICATION
SERVER

APPLICATION
SERVER

VERIFICATION
SERVER

Fig. 1B



10 The process flowin the authentication of a user will be described with

reference to Figure 6. First, the application client 20 requests a
‘connection to application server 10. In response to this, application
,server 10 requests the application client 20 to input the application
key. In response, a pronpt is shown on the display device of application
client 20 asking for the application2gerver key. 15 When the user enters
the application user key on the keyboard of application client 20, this
data is sent.-{-o-appki-cat+on--server 10. - Upon--r-ecei-vi-ng-+hi-s: dat a,
application:&grver 10 sends a verlflcatlon paration request, ‘| whi ch

I ncl udes thq ey dat a, systen1un:que key angsapplication user key to
verificationf’g server 30. This:iverificatiE preparation request is to

speed up ube:Broces&u and gy be 20 omi t€edT as desgri be
Upon receiWiing the WErificayion preparatlﬁh.request<fthe v
server 30 reads the :
and sends a“ne g
As nentloneq
transnittedid.
25 encryptian

dghbove
rlflcatlon
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- 16 - Upon receiving the abovenenti oned nessage ID, etc., the
application server 10 asks the application client 20 for signature

i nput . Responding to the signature input request, the application
client 20 | aunches a signature i nput program and the signature is
Jdnput through a tablet 54 attached to application 5 client 20. In
the configuration shown in Figure 1A HWé application client 20 sends the
key data and t he i pet—rsigpratyy-e—data—t-o—t-he—appl i cati on server 10.

And, the application sgrven 10fthep Fsugs a vegification request,

i ncl uding the received|sigjatufe dhta, to the verifjcation server 30.
On the other hand, in tfthe g¢onfjgurjption shown in Figure 1B, the application

10 client 20 sends thg input 5i gnN@YSTEMUNIQUE KEYEY to the verification

server 30 as a verilficatioh rdfuest. In this in bt ance, as i s shown in
Figute 6, key data, whifch—tmctides Eﬂ ﬁ@ i que key, the
application user key, gnd,H.f on key, and a

nmessage | D are sent togethé¢r wthlthe si gnature datp to the verification
server 30. The verifilcatj on AT P 6 ng the verification and
sends the result to the 15| appli @ Fgﬁ server .BA Ff the verification

request was recei-ved fjom he @applji cati on server 10, the destination
of the verification regurtiis—theiappticattonm—serven 10 which issued the
verification request. ¢n the of herl hand, if the ver{fication request was

received fromthe applli calionf clienyAME the dg&Bination application
server 10 is determ ned on|the| bagj s of the nef&ige | D which was
received as a part of fthe yerificagi on request. 20 The application
server 10 perfornms a cgrtaifn pyrocedure based on the Erlfication result.
Al t hough the process may difffef far different Il)'ﬂ ion servers 10,
general |y when the DATA OF BIR >
m
o
Bk
PHONE # =
CREATION DATE
CREATION HOST =
—
LAST ACCESS DATE g
>
LAST ACCESSBY | T
ACCESS COUNT | &
w
FAILURE COUNT




aut henti cation data matches,

user is di sconnect ed
As descri bed above,
external 25

or

t he application server and

the use of a single verification sgn

t he user

verification server,

t

yger by a

{

is all owed access,
is requested to repeat the signature input.
since the verification process is performed by an

is possible to dimnish the burden on
simplify the verification process.
plurality of application

and otherw se th

Thr ough

servers, a nore efficient use of ne wor k resources can be
realized. | n cont r gst+—6— eopyenrt-—anad hod i n which each
application server perfonns ver VEE% g&3§a§0e>ses i ndependently, the
configuration of each apglichtion pl i fied due to the
centralization of the veﬁlfi:ation functl esult, the efficient
use of network resources{and}thg centrallze nanagfnent of user
aut hentication data are fealized Furthef, in the enbodi nent of
verification server-illugtratedijin Hition to a basic
identification data, ot hqr specil fi E§Ygggquﬁlﬂ1wg‘(§g be used to access ‘t he
val i d aut henti cati on|datf, Kijng it possible jo verify the
aut hentication data even{|it the|basi I bati on data has been
AL ABPLICATIONUSER KEY
N ADDITIONAL
APPLICATION USER KEY
CREATION DATE
LAST ACCESS DATE
LAST ACCESS BY |
ACCESS COUNT
FAILURE COUNT

$QT31d TYNOILAO NOILVOITddY~”

e
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Furt her,
verification
usi ng cache neans.

The present

specific forns without departing from

I n accordance with a preferred enbodi nent of the invention,

at

a

server wwth faster verification processing can be realized
i nvention may be enbodi ed in other
its essenti al

tri butes.

‘Accordi ngly, reference should be made, g o the appended clains 15 rather than
.to the foregoing specification as indicating the scope of the invention.
CLAI M5 1. A verifi gatph—sarrer—(30)—oper rify the
aut hentication data of a ppec| figp net wor k r (20),} conpri sing:
menory nmeans to record thp va d:c%@hent cai on aujof t networ k user
(20); 5 search nepns @5__ Tin respmie &Everiffi cation request
froman external source c@ﬁrﬂng t he Slitzhe ¢&tion [data of the
speci fied network user (2p), [#&f5iedes the n%§3ci zgggauth nticati on data of
the network user (20) from t hp=rE2eFy megsEa |§=2 Merification neans
whi ch, in response to fihe|ver|}d ;fon r RUSS cqgﬁaﬁgs nd verifies
the authentication dat8 rgl at ﬁgat he V&I BsaL igEArgqugst agai nst the
valid 10 authenticatijpn j%a@@@ved Eﬁg%@@gﬂeans: and
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a sending neans to send the verification results. 2. The
verification server (30) of daiml1, wherein the nenory neans has a table
means conprising the identification data for network users (20), the valid

aut hentication data for network users (20), and other specified data
-concerni ng network users (20). 15 3. The verification server (30) of
‘Claiml or Claim2, wherein the search neans is able to retrieve, on
‘the basis of the identification data &/%ther specified data for network
users (20), the valid authentication data fromthe nenory neans. 4,
The verification server (30) of any preceding claim further conprising
cache control means to read valid authentication data for network users
(20) fromthe nory nmeans 20 and to store the data 1n cache neansjwith an
access speed ter than that of the nenory means. 5. An
aut henticationethod for use Py an application secyer (10) on a ngtwork to
aut henticfte &user (20) of arOappI |_cat|on conpri &ng: a
conveyi ng{ste n which the v on server (3§m%e| ves '
authenticitio data 25 and |demt azl on dat a; owo a verifli cation
step in whi ch<=he verlflcatlort'_-_se-rvcrczb(SO) verifieBc #REENGr t he
. o<l
recei ved auth | cation data |§§héﬁ¢nt henti cati on ﬂ'gl%@,@ the usen (20)
desi gnat ed by@e_ >< o = i L 111 .
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- 19 - recei ved identi fiiTeis ismég;l%; BFE;V" a verificat o~
result reporting step in which thergmpuoihcatioh server (301 . notifies e
the application server (10) Of=the—weiriicatioh result;  REPLACEMENT SHEET BN

aut hentication step in which, on the basis of the veri
returned in 5 the verification result reporting step,
server (10) authenticates the user. -206. An aut henti
according to Claimb5, wherein the conveying step C
a requesting step in which the appli GBYERAE ver (10) [requests the user
(20) to send aut hentication data to a verification £30); and 110
a sending step in which the user, in response to the request of the
application i ) i i LAt

Fequesti ng. g2 AERNGHon ol uscRCG KRGk e brloRfed HCIE el Bd Bigily, o

t oget her wi follomse i dentification data of the user (20) to the
verification server (30). 7. An authentication nmethod according to
Claim5, wherein the conveying step 15 conprises: a receiving
step in whi abehcain!datddenpfroffthy @pplichfdn EIRHE DY @SreRiyed @ h vedfitatidbndRhvar
fromthe user; and = a sending step in which the authentication
data recdl va@iby the spplicatien server 1. dbe verification sprver 3 Bajnszing a database of valid

i denti ficat] h , , i Gk . . 20
o An aut ho R Epor e SR wlP b Jefgs Kloph SR ARIER . Yecator
conpri si ng fesults atéesehf io e applicition &9l 90, WiiEN €ith prb@Bsdsruseldi il the/Masis of

application server (10) sends the identification data of the user (20)
to a verifithase sesulter Asra 1eift, the gonfigurstipn b applicetiomiseryers 10 dsishraplifiesht i on

data of t.h °véi lf:at{o%ogerpe?s ro?%grvieﬂ ﬁfi c\:/a%rbceeusui Taaplgz%tli?yb 8P gpplication servers 10,

10 allowing for the efficient use of resources on a network.

t | i cati
ad oNUN

ri ses:

(Fig. 1)
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A network conprising a verification server (30} as HeREHAAGEMENRISHEDT
ime 1 to 4 25 or operating in accordance with the rretrod or —any—of
[

9.
C a
Clains 5to 7. LT@JULp«;;

Raadt o0
o e -t
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A _VERIFICATION SERVER AND AUTHENTICATION METHOD FOR _USE
IN AUTHENTICATION ON NETWORKS .

ABSTRACT

The authentication of users on networks is performed more easily and efficiently, as

follows:

Authentication data sent from the application client 20 is relayed to a verification server

5 30by the application server 10. The verification server 30 maintains a database of valid
authentication data, against which it verifies received authentication data. Verification

results are sent to the application server 10, which then processes users on the Basi‘s of

v these results. As a resuft, the configuration of application servers 10 is simplified.
Verification servers or servers 30 can be used by a plurality of application servers 10,

10 allowing for the efficient use of resources on a network.

(Fig. 1)



