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BRIEF DESCRIPTION OF THE DRAWINGS
[0005] The present invention is illustrated by way of example and not limited by the

accompanying figures, in which like references indicate similar elements, and in which:

[0006] Figure 1 is a block diagram view of an integrated circuit having memory

according to one embodiment of the present disclosure;

[0007] Figure 2 is a block diagram view of a portion of the integrated circuit of Figure 1

in greater detail, according to one embodiment of the present disclosure; and

[0008] Figure 3 is a block diagram view of the memory array of Figure 2 in greater detail,

according to one embodiment of the present disclosure.



[0008] Figure 3 is a block diagramview of the nenory
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[0013] Figure 3 illustrates a typical application in which the memory (16) comprises a
Flash type memory, in this case with four pages (44, 46, 48 and 50), any of which can be

secured against erasure. In this example, the fourth page of memory (50) is secured from
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will continue to fetch the opcodes contained in the "Boot Routine" (52), rather than the

substituted benign opcode at (34).

[0017] Accordingly, the embodiments as discussed herein allow for the uninterrupted
fetch and execution of opcodes from a memory (16), with no change in program (52) flow or
suspension of processor (12) operation, even if the memory array (24) is not able to supply

valid opcodes during certain functional states or conditions.

[0018] Expanding further on this specific example, the Boot Routine (52) may be any

program which instructs the memory (16) to execute a behavior that will cause it to become
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occurs with neither (i) a change in a program flow or (ii) a suspension of processor operation.

[0022] In another embodiment, the integrated circuit includes a memory array, a
multiplexer coupled to the memory array, and logic circuitry coupled to (a) the memory array
and (b) the multiplexer. In addition, the multiplexer includes (i) a first bus port coupled to the
memory array for receiving programmed opcodes stored in the memory array, (ii) a second
bus port for receiving the hard coded opcode, (iii) a control input for receiving a functional
state signal from the logic circuitry, and (iv) a multiplexer system bus port. Responsive to the

functional state signal on the control input having a first state representative of the first
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[0025] In a further embodiment of the integrated circuit, the memory includes a memory

array and a multiplexer coupled to the memory array. The logic circuitry is coupled to (a) the
memory array and (b) the multiplexer. The multiplexer includes (i) a first bus port coupled to
the memory array for receiving programmed opcodes stored in the memory array, (ii) a
second bus port for receiving the hard coded opcode, (iii) a control input for receiving a

functional state signal from the logic circuitry, and (iv) a multiplexer system bus port.
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Furthermore, configuring the memory also includes storing the hard coded opcode (i) internal

to the memory or (ii) external to the memory.

[0028] The embodiments of the present disclosure advantageously circumvent the need
for either a second physical block of program memory or a mechanism to stall the core while
a Flash memory is busy. The embodiments of the present disclosure further allow mission

mode reprogramming of a single Flash block microcontroller.
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no change in a programflow or (ii) no suspension of

[0029£ ro e-sﬁsgfﬂro eﬁgas}p:gc#éﬁtﬁﬂig %Ze]ccgﬁ(?sgl{:ﬁ . a5 G?Ihg p reference to

the VahH[ﬁ aﬁf)odlﬁﬁhﬂé daSwBYQVdrd JTGrdnsfE TR Vindhe &Y apﬂr@éi@t'eé Wt Farious
mul tiplexer to the menory array, and coupling the

rnodlfﬁqagm@s zmerhangerswam be (Ia)ie Whtéontaimmymg rfroalythamdor(dcgf thpresent
pl
embo 161}ep{s gﬁéﬁeflégh %engalwé ﬁsl?pxe r@ n‘ggyr, é)gin%]c%t n andqugures are

to be Rig@@ed Wﬁﬂlll@ﬁ’t@@ﬂi@f‘ratﬁéﬂh@rﬂa td@;tﬁdﬁ@e REH¥B! dhdallrsayh ndoldificafons are
second bus port for receiving the hard coded opcode,

intendeflit be mekuggd mathin the seores thepresant pgbedimgast i onal state
signal fromthe logic circuitry, and (iv) a
[0030;ml tBéHeﬁf%? bthaY §&V%Hﬂag Py 5c;luthd%%§5jg \ﬁ?s Qe liogﬁn descrlbed above
unctional state si on the co I nput havi ng
with regard to steaife anﬁmdimﬁrns é{ov\menfthet Hﬂsaeﬁtsr &dvaﬁﬁagm scdnadms to
state , the nul exer coupl irst bus part to
problqrp,se apg, pay ‘gp@@g(st) @%%ﬁ%ﬁ ar%l }t c&r&a‘gag? . solutlon to occur or
becortERBRNFbY SNk 3 fof N5t doRBRledSs %tc%tléélgfbﬁ{ur&f‘ ok Bential feature or
control 1nput having a second state representative of
elemenhef ayeonrt thaelsinsoAalusst krey, the eemnigomppbesyt ‘rcowupingé or any
other %%[‘}eattlso% &}Se?gq{b %Jrsﬁdlflftgn&eggﬁ ]c%)geg @Ft}rjg?lat e{xﬁiéxgﬁg :% ?%[][e U tﬁat a process,
methdd &t ReSr @p@famsghﬁt%n@rs@k £rded e]!éﬁ{éﬁf%&ioéé Dot iRd18dNG Ly Eifdse
t he menory (i) external to the nmenor [ 0028] T%
elemeémlamm@uwothﬁeelm@é%mt caprseilp Hoted on amhf@eswlspl‘;@cess
nkﬁmﬁ#gggﬂygp p%&%mneed for either a second physical block
gra nofy or a nechanismto stall the core
mhlle a Flash menory i s busy. The enbodi nents of the
present disclosure further allow m ssion node
reprogramm ng of a single Flash bl ock
m crocontroller.[0029] In the foregoing specification,
t he di scl osure has been described with reference to
t he various enbodi ments. However, one of ordinary
skill in the art appreciates that various
nodi fi cati ons and changes can be nade w t hout
departing fromthe scope of the present enbodi nents as
set forth in the clainms below Accordingly, the
specification and figures are to be regarded in an
illustrative rather than a restrictive sense, and al
such nodifications are intended to be included within
the scope of the present enbodi nents. [0030] Benefits,
ot her advant ages, and solutions to problens have been
descri bed above with regard to specific enbodi nents.
However, the benefits, advantages, solutions to



probl ens, and any el enent(s) that may cause any
benefit, advantage, or solution to occur or becone
woreeog/1modnounced are not to be construed as a BCT/UBAT/060846

required, or essential feature or elenent of any or
aII t he clains. As used 2ﬁ2§éﬁ the term"conprises,"
“conprising,"” or any oth $ation t hereof, are

1. |@hgﬁ§§gn&gnﬁgﬁ%5m@n@9g excl usive inclusion, such that
a process, nethod, article, or apparatus that
cerpmqess@s canfigused fof fastlane mdbexdoesgmancoiierc ude onl y

e%enents but may include other el enents not

eﬁﬁy §§|V’ﬁ19ted or inherent to such process, nethod,

abhdph@y c@ﬁpl@(l)tbathélbtb%eﬁbﬁ{nwﬁlelsys&\ﬂl bt ﬁ@rrﬁérﬁ&thélﬁéﬁhg logic
conpri si ng processor configured for f et chi ng and

circuigy é@rbdqmgn@ @@@a@%al sttesypd thamenery adavherers sy gemenifpeenpplics
one 01|I 1%8{ DJS’ gtra%?r?eﬁs garcoaésqn E‘e{gﬁgﬁs%gz) 8%96%%%& oftd}gt AR stTtes of the

Clrcui functi ona
memaos, aamds(bps‘upph@ AT b@ldeﬁlmj)cwibﬁlh&espohktetonﬁfmﬁ@!n OBgecond functional
plies one or nore progranmed opcodes in response to
“ams@éﬁgﬂ?WBﬁbe first functional states of the menory,
and (b) supplies a hard coded opcode in response to
detection of second functional states of the nenory.
2. 2Th¥dcgrated grratieadf dainc Ui whapéin chealiaml todadhvpredais chefigiaed for

ensb iR R CBPITRG FST R ARG OvRCLPPRCT?Y BRaBtise by he

processor. 3. The integrated circuit of claim 2,
further wherein the uninterrupted fetch and execution
3. offhepyegtetsdgircuihel cﬁaméigﬁheri vehaygin ithenaiinthienpted fetdl and

exceufpEREGucsHe ol SR ARWos B YR noieL T HRRETT b BRiePlp row or i

suqnﬁ&@ﬂﬁﬁﬁ@c&@ﬁﬁ@bﬂmbﬂe menory includes a nenory array, a
mul ti pl exer coupled to the nenory array, and wherein

the logic circuitry is coupled to (a) the nenory array

4. aﬁ‘ﬂe Iﬁ%lgrgt%ﬁ é:m:ll!u{ bfzﬂg il w]irr’e'r Ilﬁ?e ﬁlgﬁlgﬂ{l iﬁélglge(‘sf% ﬁlng;p%yr %‘I‘ay, a

clarm rein e nﬁltlp exer 1nc
multipleeer potjiled @upht etniody gy, medwhyredd thayogdiocircdagiséougled to (a) the
pr og raqgﬁi gpcodes stored in the nenory array, (ii) a
nwn“%%é%ﬁﬂ pisaulfiglexeiacei vi ng the hard coded opcode,
(iii) a control input for receiving a functional state
signal fromthe logic circuitry, and (iv) a
5. mihtiptgaed csyst efelbins4 pordrein the multiplexer includes (i) a first bus port

coupled to the memory array for receiving programmed opcodes stored in the memory array,
(i1) a second bus port for receiving the hard coded opcode, (iii) a control input for receiving a
functional state signal from the logic circuitry, and (iv) a multiplexer system bus port,
wherein responsive to the functional state signal on the control input having a first state
representative of the first functional states, the multiplexer couples the first bus port to the
multiplexer system bus port, and wherein responsive to the functional state signal on the
control input having a second state representative of the second functional states, the

multiplexer couples the second bus port to the multiplexer system bus port.

6. The integrated circuit of claim 5, further wherein the hard coded opcode is stored (i)

internal to the memory or (i1) external to the memory.



wherei n responsive to the functional state signal on

the control input having a first state representative
wW@Roorheosid r st functional states, the nultipl exBCT/US2007/060846

couples the first bus port to the nultipl exer system

ort nd whe onsive to e fun tiona
7. t@? %tggrgﬁ&wewt ?é‘ga@b Ve ﬁ?ﬁﬁecﬁ‘&{/gﬁ@ fiopa, %t&% B‘Lthe memory
repres%ﬁta&l% sERPIBTRIM el Y&J}P(fonﬁliﬁﬁngsgic&ﬁl& MRS tEIRRAL, afill @ﬁ@cﬁ+sum and
the multiplexer couples the second bus port to the
wheranutheifpbteuestionglstaes @iube pontory Bprebhet 4 faneigpmat sate withe dhan a
gf cLaiq1 " further wherein the hard coded opcode is
secon PgFganiﬁgl?nternal to the menory or (ii) external to
the nenory.7. The integrated circuit of claim1l,
wherei n the second functional states of the nenory )
8. r dpe ddegrated sEcwbrled vian L. fwlsein e kprd gpdadapspda ¢angprises a benign
rase, wite, self-test, and check-sum and wherein
he first functional states of the nenory represent a
functional state other than a second functional state.
The integrated circuit of claiml, wherein the hard
9. ¢ EI ge itegaisd @lr%ﬁgﬁql'g@sS AUBRSHi VGFPTQ}B dleschenign opeage includes a branch
Liyegrated circuit of claim@8, further wherein the
eni gn opcode includes a branch instruction. 10. The
integrated circuit of claim1, wherein the processor
f t her | ude r count e er.ei.n. the
10, dhe e sitahel B P CReSR A BBt e rusdirpgram
count&h @n@&zﬁ%ﬁ‘ﬂh@ ﬁ&iﬂtc%ﬂed:’épcba@ cRNPSRS 88y op &R ItKYt RSults in the program
unchanged. . The integrated circuit of claim10,
COmﬁﬁuﬁﬁh%PKMM@@@%ﬁMﬂh@;@p@@@&dlncIudes a branch
instruction to a nmenory | ocation given by a current
program counter plus zero. 12. The integrated circuit
11.  ofTheliégratkd cWbEE 6f dlait €0, FRARYT YwHeRGh HRespcddd @bludeea branch
configured for placing the menory in a second
instrugtigictoiagnemnomytlggasion pavenhiye quatcabpraged equnisiplusgerez| ai m
12, further wherein the routine conprises one sel ected
fron1the group consisting of a built-in self test, a
12. ciae kntsgrated eirtuinef claind] ,avixoeih thicmtmos. indhdesTh@utine configured
integrated circuit of cla 12, further wherein the
for plachig @“P%§VH%%SWWHE‘%F@P%QE B portion of the nmenory.
15. The integrated circuit of claiml1l, wherein the
menory conprises one selected fromthe group
13.  cdhsimtgragd ofrcll aSdainREMfurdingt wWRANA the routine comprises one selected

from the group consisting of a built-in self test, a check-sum routine, and a boot routine.

opco

instru

14. The integrated circuit of claim 12, further wherein the routine resides in a protected

portion of the memory.

15. The integrated circuit of claim 1, wherein the memory comprises one selected from

the group consisting of Flash, RAM, and MRAM.

16. An integrated circuit comprising:
a memory configured for being coupled via a bus to a processor that is configured for
fetching and executing opcodes, the memory including logic circuitry for detecting functional

states of the memory and wherein the memory (a) supplies one or more programmed opcodes



16. An integrated circuit conprising: a nenory
configured for being coupled via a bus to a processor
wo bar/10@4confi gured for fetching and executi ngPGPURET (60846

the nenory including Iogic circuitry for detecting

functi naI menory, and wherein.the nmenor
in respapse &9 ifaion ob e s SHROGI ARrBAMORE A L) TIPRISS el coded
opcod‘écfn %g%@'t@ Bet@tidnl Jf%Ean'drﬂiﬁdtf%ﬁgll stitb S 8Re Rfendobe [IRR®Wherein

plies a hard coded opcode in response to

the hadcé@@tﬁtiloqmo is sefegvded fion endbbing lunstertupsedofetchiaad weenptign of

ovcode by IRt ofthe i pPedrer nt aid ey Dofieh ahiPaf Spension of
proccSPEOIESIdY the processor with either (i) no change in
a programflow or (ii) no suspension of processor

operation. 17. The integrated circuit of claim16,

Wﬁ'ﬁ% ?ﬂt?%r&i!%g clFEqP {)fy c(::#u Oi (%J %?ér&n TR0 15@%(1 3821 \ memory array, a

XEer "coup ’he nenory array,

rnultl[ﬂb}e:r Icog:bled @i the metrroyy hSayaud Iweléreﬁroth(eab git hﬁcu‘lﬁm soupladay (a) the
and (b) the nmultiplexer, further wherei

memagy, rﬂfrﬁspﬁrék@ therfavh}a@er( fuyrthgr th:@,eﬂn %@%BPIFX%%P% (P first bus
or LWL LMl LSS5 1 RO QHGRUSE o
array, (@@ sacong busgorhor deo@(mh@th@ head@ded pp¢0)dea(11¢)(m¢ormiol inppufor
receivf'g?gr %fﬂ%gﬁé;}/all g ‘[ﬁ:asé UT f ? iqggc% gggzllit%é gg? l&}é mltﬁﬂ%elr cs)gstern bus
port, \Wi‘&él%' r@spbﬁﬁp@ﬂﬁt'w Curlclohd1 QtakdIERAl @R Fhe &InBbLInPLONAIN O  irst state

he control i nput havi ng a first state r epr esentati ve
represaﬁtatlh@oiﬁhﬁ ﬁtstffum@pn@immteml@tre@tlpkh@r qeubles gledustrbus port to the

rnultllglu)%eo IS%Sﬁ?m %g.% 801"[ a&d le'hS rﬁgré E%B%%sn(/e to ttgut 8tp 1ong E& teis@a?on the

contrd ii@u@ hvigPalscnd shee @prbémitieiulic layndBindtiGRE aads, the

state representative of the second functional st at es,
multiplprecr gppnrlpsthe segond buppers ta the nydeRIa¥erisHigeBdus POG. t he

mul ti pl exer system bus port. 18. The integrated

circuit of claim17, further wherein the hard coded
18. offtodecgrated icotwdof ¢1)im N, duriadr viterdih éherfRpdegdedoptade)is stored (i)

, external to the nenor 9. A nmethod of configuring a
““m“ﬁgﬁ6$®n¢%PUU€“ﬁée%%ﬁﬁr@&%@F§H§nbus to a processor, the

processor being configured for fetching and executing
opcodes fromthe nmenory, the nethod conprising:
19. deétmcthbdgf tarfuiiogalmsat dor lofing dveiphadnma y bus tohn proggssor, the

o By B0 D5 G RESBLAMTE A OREBES e et
compfilRgt i onal states of the menory; and

detecting functional states of the memory with logic circuitry;

supplying one or more programmed opcodes from the memory in response to
detection of first functional states of the memory; and

supplying a hard coded opcode from the memory in response to detection of second
functional states of the memory, wherein the hard coded opcode is configured for enabling
uninterrupted fetch and execution of opcodes by the processor with either (i) no change in a

program flow or (ii) no suspension of processor operation.

20. The method of claim 19, wherein configuring the memory further includes

providing a memory array;

10



supplying a hard coded opcode fromthe nenory in
response to detection of second functional states of

W@ b@7ierver y, wherein the hard coded opcode i s PCT/US2007/060846
configured for enabling uninterrupted fetch and

execuytion of %Qcodeﬁ by the processor with either (i)
n&6OYHEE G leX o O ARG PBUAEY: (i 1) no suspen5|on of
pﬁ&ﬁﬁﬁ%cﬂie Eﬁr @i AR to%Q) thd errﬂg?% hesy Hd @ ﬁierﬁlﬂ-l%plexer wherein

wherei n con uring the menor ur t’her |nc udes

the mpltiplexdi lngludear(e)rmﬁlgst b oyt mtﬂdu togheamernbiyi gutagfer reee vinge

arra the | o0gj CLICU
proerfEREH Yo@idk 8y oreah i) Ml ieP i axeroid fiibat o fkeit B he hard
codedBpcbdd) (igix 8 lcohtisllibisle For(redeivink iafeictdHSl SRAE bighelURIne thetlBgic
the nmenory array for receiving progranmed opcodes
CIrculg‘ymnédlw) 4 PRHED lesersy jtemy ugyport( Whyred 1gepoapiye Ltm%le purdtiongrstate
51gnalro% ﬁ% \édt):l{e{%\} tltﬂ)%t 2%19 ?ﬁjsg g% &?I%?entétweln&af ltl‘?ef ﬁlgmi%g 10 a'P Qtﬁ{es the
multqﬂexar Qoliplys tha m‘ﬁlst (biuy por@ tarthle tniniti pheedr sssftsmetms pus, aaﬂrWherem
wherein responsive to the functlonal state signal on

resposhes tedht REFtonh HatcrEgRAngn Beropgel iBpYheving Sries Bt HiF ve

repres@ﬁta{lb@of ﬂhﬁ §$ch§1& [P&{c'tlgﬂﬁlsta%ésa{h%% hf‘l%x(%w.! #)1@& #¢&Econd bus port to
coupl es t Irst bus port ' to mul t1 pl exer system

the multiplepor gysteamiolisvioet; end respon3|ve to the functlona

st at.e signa t he atrol input havin .secon

S8 Msped eifbaioPbafR) e BEBk ey DRSSt
nmnmkge mul ti pl exer couples the second bus port to the

nul ti pl exer system bus port; and storing the hard

coded opcode (i) internal to the menory or (ii)
external to the nenory.
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