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SYSTEM AND METHOD OF SECURE MESSAGE PROCESSI NG
CROSS- REFERENCE TO RELATED APPLI CATI ON Thi s
wa@ppbsicati on clainms priority to and the benefipCcDCAIF000616
provi sional application Serial No. 60/494, 621
(entitled "System and Met hod of Efficient Secure Email
| coRRGE6S ,
r ef er‘@;}ce &lﬁﬁQ}/[E]f'l{ﬁ @?%!ﬁw%@il\ggﬁggl ng?khd@E§SING
drawi ngs, of U. S. provisional application Serial No.

I s .ncor a rein, by reference.
CR % &E@v‘f&m@ﬁg&at es generally to
t herpfd ﬁip‘l’icﬂfonsﬁ&%{seprﬁirﬁ?ttd aid the"RNEACHMNU.S. PASkisiBnal application
particular to icon or ot her i ndi cat or Erocessn ng on a

Senade‘slga@m@4;§2|le6¢ntltcb¢d &Systsioi | aad Mithodi efaEffiiend ebacre. Email Icon
Proceﬁl%q?tgéj ART e%f reggl @ls %éfe% ér}ge. ; #?ure including the

as e

dravABpd, o€ &LS. q{tﬁv@@ﬁilaippﬁéht@ﬁ Sdeakie. Fﬁ(ﬂ@ﬁp&ﬂle is iay&@perted herein by
represent the status of a secure nmessage using a

refexgBgg.es of vi sual nessage indicators. These indicators

iﬁfp EoH i mges, text strings, and/or a
TECHKIC: i of both inmages and text. Wen a secure

e- Mmhid invegoagelates gdhapllpethetield héselaamrqledtﬂmaicsmasegiog, and in
Ihggmessa eis |nd|(i:ated to the user ) bil
particalar 49 olcpR e aihgh dndigaior BIogAsig Opfa RS é?HF“‘ pn 4 mobile

commggnugvlgé)vered by a digital signature, an
I ndicator representing that the nessage is signed

M@@R_at the top of the message body. As
o A STk P PRI Syt ome

RieSeRg nessitind (BT
soﬁwafél spplicatebnk Nperating oME&GER d@;ﬁmrgyaﬁeﬁﬂ Espudsentafp &bdtus of a
at the top of the ness Ot her exanpl es of

securﬁmeesﬂg@:ugmg@e@nﬁswfcwﬁ\éyn@smg@rlnﬁw@ﬁ Abesgtindipgozstigglude icon

1ma$es {exfz" trq‘f? 55:‘1‘19(90,1 ap &lrﬁlﬂgatpc%%h r ug?atge{ tte%d to:

represen us or revocation

st thl@l @Eeoﬁlftﬁe-diagl Ihédsagbas idisblayad e theaser, dmr stas p6 titi message is
private key is used to sign.a digitally

indicgted feydhe Pyt a5t B0 BEFRER IO PEPTey 1(%Lathy content of a
mesgér%' i Q:gvgrgﬁtb T4 8 tgfsmgllf'ﬁﬁreaﬁﬁ nﬁﬁ%er t grerséht %ethﬁ‘ieﬁé%&sage is

i cat o presénti ng whet e sen
signe@ seuld eppsk atl tltehep ofitteimyeseagertedyi At ahwherenxamplee if théyeontent of

nmessage i s read by the recipie h one Iene
the GSSEELF ETUHAR] OB BcUEEITIGn TETEPisTh AR AO B SPTAE g he
mesbdPR is BRIPpted Eotlld apyitdr Athe RIplThd MERREPBINQN appl i cabl e

to indicator, requires considerable

Other examples of indicators used to convey information about the state of the
message include but are not limited to: indicators representing the trust status or
revocation status of the digital certificate whose corresponding private key is used to sign
a digitally signed message; indicators representing the state of any digital certificates that
are attached to the message; and indicators representing whether the sender of the message
asked that a signed receipt be sent when the message is read by the recipient.

In one implementation of secure email processing, determining and displaying the
image, text, and any other information applicable to indicator, requires considerable

processing time. Many of the secure email encoding methods in current use are

complicated. Furthermore, extraction of the required information from a particular
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processing tinme. Many of the secure email encoding
nmet hods in current use are conplicated. Furthernore,
wexdosacsson of the required i nformation from aPCT/CA2004/000616
particul arencoded nessage in order to determne and to
construct an applicable indicator can be
enchdd®BmE sS4 M Belter [ FetelRidREn@Ro UdRsth YR TEpEltdble indicator can be
accordance with the teachings disclosed herein,
time¢ensenengaind net hods are provided for handling nessage
i ndi cator processing on a wreless nobile

DI 8% I.(n\l}/lessage state data is stored in
ating visual nmessage

| N0, C AL B Bincd \Svitd! tlﬁé‘f?< #RhRes %iﬁﬂsg@%epﬁﬂ, 5Pdrd8nd methods are
handl rng an encode nessage that was recelved by a
providee fardmndiiry inessegnindiviatoa pravessinteon g &jireldse nwbile somminications

dat a_about the .encoded nessage, i ener at ed based. upon
devigey PMEroage SlalS G5B BrorelaB dothehbJelTe i hgerdtiaystd Message
ind2h@te data is stored in a cache of the nobile device

and accessed based upon a second access (e.g., an

opehs ny, exdingfsl, aymathodemay jnchidet handbing @egnc agesag@ that was

nmes e indi.cator.is generated based uppn th
recql¥e] BY g 9w MRS sRimiuhiytione APviRe, WHGtRY Saly P Hbout the
encﬁﬂﬁ/hﬁ%iﬁé @ bARrat6E bascASupaRl Mt aBéc3sPK €he ancded emessary. The
i nclude handl'ing an encoded nessage_ that was received

megspgastaferdataissstorshiin @ wehenhiheanelifsdeyiss and acaesyed baggd upon a
0 n Ik I C I
B IGRSELe 27 el DEIHLCR TLOR URLTIRSENE o e
indi¢cpton issgeneratsdthasgi mpangthe inestage sracodiedthaewasgeeessed from the cache
retrieves fromthe cache the stored nessage state

m“HéPﬁW“Kdﬁ%§§é§@”indicator i's generated based upon the
msﬁ?ﬁﬁotﬁéraetxgmgg, 3 sydigh rhay REMAS BEHIIME AN dbSILAREBage that was

The generate ssage Indi'cator is provided to a user
receifed bg arvbicless deohilecorBRUERBESCRIVREI ON @RSSRE processor on the

NGS FIG, 1 is an overview of . an,exanpl e
o T STes S RaRt FReVIRICR SCab AT HEFIng Tegplp it based
updtS & GecdnldCopeaingS of i @fdoddil afiéseaBed @QtiETdsNBoMOMMRBOSRAE She stored
used in processing nessage indicators. FIG 3 is a

messaga\staicalptaamAi message imdicalgr as generaiebbaspd upos thenaessags gate data
' i pdi 4 j .
thaﬁ{s%é?eggﬁldgig%}rﬁﬁes adGe ! g‘gtl-: %gﬁet%tgd n{felsscfilL g 1nsctl<zatt% 18 %Fog}l(?egrto a user of

I Ccti Hg Up 0 nessa
the Wesdiledevice.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an overview of an example communication system in which a mobile
device may be used.

FIG. 2 is a block diagram depicting components used in processing message
indicators.

FIG. 3 is a flow diagram illustrating a decision path scenario for processing
message indicators.

FIG. 4 is a block diagram depicting updates to message state data for use in

processing message indicators.



10

15

20

25

30

processi ng nessage indicators.FIG5 is a block diagram

of a wireless nobile communication device as an
wexasplsenf an el ectronic device. FIGS. 6-8 depiTCA2004/000616

exanpl es of indicting encryption strength. Sane

reference nunerals are used in different figures to

dengges 31er Ibﬁfckeﬁlﬁgi%ﬁtt of aBFatledRbbiioR drifmitdfenMbvice as an

THE | NVENTI ON Approaches di scl osed herein for
exawpmfdnntpcmgdgecc ndi cators on nobi | e deV| ces may be

us i di ff.erent ,types ation
sy?ﬂg#sg'%@% ’e%ﬁ ‘gﬁn‘ti—‘f’épg C%Qtl n ov 1:%/l ew of an

e X uplcArefefdhidl AuMetalPire Gyeallit diffetemifigibesao oyt sindRy tlements.
may be used with the approaches di scl osed herein. One

skllled |n the art wi || appreciate that there may be
Ey O CAR QUL EEEJBVINTIBN t he systemshovvn

e R Gl i v

ma )dl?e';tfé'eﬂ Regh H&tyediferch8h8s HeconBhHAcARdn THHYMEEAS af @xample, FIG. 1
senders and reci pients. The systemshown in FIG 1 1s

is ap@vervigwiof naatem@pt@mm@rscamnwystﬁmen whish gwgobite devieg may be

o 0 e g P LA o PR B Mg o e

mayl &% Buvdréd! GSSdlﬁEﬁemrthol@@es’;lnlﬁhtatHéDbyslt@n dehoivgie inl GIG. An helps
e-mai | sender system 112 may, for exanple, be

demopptrase tthel apsratian | apthel erced tmesae\ff. RIOCESSg] stemsoand methods

deS(meeg Hte?enlﬂ S ‘ﬁlet%fma)h 815G b8 3&9 QHA trecqglgﬁt@t 4le system
W thin npany,” possi bly conne d'to a local area

showeatimBIk 1(1ls;§dii)111uamdwepmpes¢senhl§t ot he I nternet 10, or

connected to the Int t . 0.t ASP
( apfﬂf% L SRt Emaiienaet 2 cibe Pt By o Sede ey pystem 116,
a w at&b%é fos kiitdigd u‘lfFashlﬂ@tu%r f04M WireBRPhEGIORE €02 Bﬁd a mobile

st e shown 1n FIG may i nstead be connected
devtoo laOOV\nAde eanaehsmtemystex(lvtﬂuﬂ) mayhfor exhmple; the qomnegtedto an ISP

th t I
oS e rar e OB 8 g nenes 02 B, ot tocated
wittih @com l}()ﬂi‘}e pOBFISIE6nSRicdas a 1dAl sreY n&rev okl ANE Rhe dofitcd to the

network conmputer within the firewall of a corporation,

Inteznet dr}ﬁu@eﬁormecthd o dke [nspmely | 1Asthreneht & fargy ASRe(appligation service
provﬁgr %1{1&%1 %chea pﬁiﬁs bﬁ?ﬁhoug%e S ecﬁE 1I{THII larte\?\gﬁf1 1ate that the

erne nessagl ng syst ens
systéing h,hO\Oﬁ)ﬁn FHﬁul frfy dndiRsiSto@naedtst o smdeemd GetwarlnOWIAN other
device 100 configured for receiving, and poss

b|
thars el SHAPHERWE PHSik RS 75 CBEALG Reca Bl bt Hropgh Internet-
conREE A H anbm g @IR/FrEr SHwn, ﬁgé"}ef Two conmmon nmessage

servers change(tm and Lot us
Do rﬂ“hw@bss)lge Jdresrel |6 mdy bt Smateenenfadem aisedvark computer within the

nction with |Internet Il rout
ﬁrewa o¥ a corporation, a computer w1th1r1T18t an IS% AegPSsyspem or the like, and acts as

the main interface for e-mail exchange over the Internet 110. Although other messaging
systems might not require a message server system 116, a mobile device 100 configured
for receiving and possibly sending e-mail will typically be associated with an account on a
message server. Two common message servers are Microsoft ExchangeTM and Lotus
Domino™. These products are often used in conjunction with Internet mail routers that
route and deliver mail. These intermediate components are not shown in FIG. 1, as they

do not directly play a role in the encoded message processing described below. Message
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route and deliver mail. These internedi ate conponents

are not shown in FIG 1, as they do not directly play
W@2006/0685n t he encoded nessage processi ng descpr@bea2004/000616

bel ow. Messageservers such as server 116 typically

extend beyond just e-mail sending and receiving; they

servélls%ﬁc}i acdepte 14y 'f'ygﬁéeﬂl ydtca e Porit jaktadMaR Redi aﬁd’h@belvmg, they
have predefined tabase formats for data I

alsogn¢ludridynamic dat@baseistarage engines|thajthave @rqqigﬁnedaq&ﬁjabase formats for

dataiqﬁ(ﬁcgge{lé%t%lttﬁ ?18 hfgﬂft VYIF g@: eZ’%gﬁ ?ﬁf@@%nﬂegguﬁﬂg he I nternet

O amd wirelessCpsewey WBkanm&ﬁaIﬁ@ctWer e0epsovide a link between the
infrastructure 104 m§2det erm ne the nost |ikely

Interpst W?@df‘lﬁifelPﬁé&EW‘?fb 182 gilhe witgkess dpRatreGlugeld 0f qeaydesggmine the
mosg ITﬁ(XI %W\?er e(ﬁ‘el;%gat - %tﬁ&f’u&& DR MUK gserd a Sl Between

hen e device 100 via wrel ess
courttrlemsxmesswonks A mpssagé Isythart delivesdito the mobidedgvi¢eRIF)0, via wireless
froma base statlo the w e s ne wor k 102 .t

th
trangpiTipE. WBIALE Al Goradis depueey i 150N e Wireless

netwdrk 162é YheaRybivd &&Ju,%sp‘oon ef}Y%ﬁd&l&Hﬁf néﬁ@bﬂ‘(hl 078582 8evirtYy any
be exchanged with a nobil evi ce shown in FIG 1

w1reﬂ;ess OmledVﬁf ~wiach mn@esﬁgeamraexcbalmdtwlw mpbiledayidel

I somewher e .on t he ernet, 1
e e e 1Ry o RBR et hBetBa) P RALyY He af sender
10, locadil tsb@Bwhersiofiphe Iﬁ@r‘nlet TT@NThRrmE¥Hieors mﬁ}SWH’ﬁL‘ly in the clear
RFC822 headers and NUItlgur pose | nternet

and pRayeRss aditinmal) Sinplo YailpAransfer Srefeeql HEMHR, }R&C&a@ hspders and
. i |
v L R AT BRSSP a6 B MR bRt

mesbdgel MEheb® &RAGiquaedry atl wdlbkaseh ks thoee Hlallhd/ irs ther et The aessage

nmessage store. Most known ssagi systenms su a
108 ggves| tp dbe mssiage seR¥Es At iscacalli st 5%@%}?8 2 stor€. Most

kno %ésg%ﬁxgé/ E@s?etr%sgg.lggﬂ Uesf Sl F)ulif”t %@& DBe&RYEheRR, wherein a

or war ssage serve to t e nobi e device
mobileGlevise B0 $gmnestmkhqm sovweddaefsageschet formadriled by thei mepsade server 116

S a addressed usi a ecific e-pai
to Pl Ao R0l S PO Hb el oy of Sich messages
are YEGEREEUsIBYa Qﬁe(ﬁﬁg 8 8E AdlRsP a§RERAYEWER HE meHileOdbvice 100.
associated with a host system such as a honme conputer

Meseage@frmxébe eddrpsseé to avmw@&gdoeelrmig@cmttah‘@cw&@r wih aghost system
100
suchseésr%ﬂée %g%/rggd RIOT tere&fhl%gé)e{og’lg% Loht%e @&%@gemoblle device

eV| te

100 I @ relliegbtedRABAN ﬂllleaﬁéss@ée §dreerspieciof the Iﬁelﬁlbadld:\&m 100 as they are
controlling the forwarding of messages to a nobile

recegddi ce 100, the nessage 108, or possibly a translated

o FELONELT 50 PG BASIRGF Sy S Kbl o g
moblrecdiewlcbs 1@0, sthe i recssade C08)n@cCpossibdy taotravistatéde o5 refotmatted version
therﬁ%fS gsaif!gte}q] é}ei\gg%\lg?aégéég%nfw %Eg wlf’ele%g ?rgfra{s{]rugtlrn%cﬁisingﬁ]des a
series of connections to wireless network 102.

FIG. 2 shows at 200 components used in processing message indicators 202 on a
mobile device. When a particular message 204 is opened in this example for the first time,
the mobile device's cache 206 contains no information related to the message 204. The

message encoding is decoded and processed at module 208 in order to determine the

information 212 that is to be displayed on the user interface 210 via the message
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nobi | e device. Wien a particul ar nessage 204 i s opened
in this exanple for the first tinme, the nobile
wa@lewsoesssl cache 206 contains no i nformati on rePEl/€d2d08/000616
the nessage 204. The nessage encoding is decoded and
processed at nodule 208 in order to determ ne the
indicatbugs)n202. dFhe2ibPortation 292 tdetdnmirddspl ayddleoZ08t fsethl:lﬁ %ﬁved in the

interface, k2 V, t he ssagei ndi.cator (s
meskie g1 1L 200 B AL FBE BoTGtiah & 20w uds boher noplimited to
the VAlidiLoMBRSAGRaISS €0
© o e e e Thoseseep e e andior email
addrgag efdthe wemdfer of thedngisagd; and ¢freatontent cipher thagwas ssegrie@ncrypt the
mesg pessage; the nane and/or enail address of the sender
t he nmessage; and the content cipher that was used

t O T8 GlexPlindehtBle MREEAB204 TR GpRfed, the FRsdabE sfﬁ?éﬁﬁ&?na@i% 212 is
i s opened, the nessage state information 212

retripyady freele fressegeneatamsehey 206 t Bie sigtecnéorpgion mizs:aattm wsed to

o T S BB S S TP s

mes{@é indivatotsZemarbe ﬂg;@lalyékd butatantislly? ﬁﬁmﬁ@i)itel}e befoz® br(ij*y Aftssage
dlat bef ore any nessage enco

substanti al |
encqij o BOSTSTE s P picasish 46 ARNBUONGE Y PrRES FRECKamBle, the
mes§HRE SBEE mdyObe eﬁ?@FSPAc%sseH NG fHTS RRAGE 1&9&515@366r&%ssm% occurs.  The
pre- processed before nore | ntensive processin
inforpnationnétdained idoring bluﬂssmcbrdiplrmqegslmlge$sgg @ignare sxaaes&dv‘tg trust

o S S4Bl b SO By e
additiBgHl Qﬁ’és@z[g@%)roéé%mg '1§9éM§f @tﬁe@ﬁ@dﬁdaﬁ@ﬁhaﬁﬁsﬁ\&ﬂable due to

processing is perforned. Qher information
mes3pga Preaprioeessing dependingsenga homethp npssags 204 vae pmmﬂled gFapinstance,
if thgq}%stsgee T2 28G5 g tagglaszgﬁxgg,g gﬁ %HchF?I{fgﬂnaz{?gﬂe%ewho encrry]lpted the

was en

mesSalgE owmh koys wereWded st ioprhahe ElteyptRBS 348 ciphbr %tgolﬁﬂ%ﬁ and the
were used to performthe encryption, what ciphe

like, gn3yohe 4RO gangranimdicatoa(s) befgreigmorgdeignsive @en@smges performed.
| ngj e?@rtaﬂlé/( &h fo?g-xgi 0P L ui%'ﬂ&eerﬂg’%s%g ﬁ{ AOSEhS SQH d%cngd message

per or ne P on ab
bodyme@dgdsoﬂﬁéb,aclmdcsb that thehentde arsade mBSBea@leplby&iyqulaﬂjd tddthe user.
al so be cached so th the entire nessage can be.

Howgyep PYie i 8 p15sass Bore iyt © PRsiRARE slalceiaghe 30Q pase used to

rend BEHE A8sBO i CAGH 202 hiiekITRAd ERick§t € cache 206 can be
used to render the nessage Indicators 202 quickly and

ef It|SbO'ddtheylnd¢rstosﬂu that dn Iaecesmdfea sessagde 2Ohimagncacamder different

. occur i fferent  situation

sitflgfiE S PR S mble ol DS ts D Mexdly et BB b Spepiitiated

actiof (eq. U@%ﬁrnlgrthé infls§de 20U B nfa? 1 accOREN aiidniakiSal ?rE:emoblle
204) or may be accessed autofmatically by the nobi

deviggeypanegreegipinolr the @i%%agéfzoﬂh dheunesaegs 204 d_afﬁr?el Zrm@ségethe cache
206gi§%§a%ﬁ%ﬁP%ﬁ%§§ seguelp %%%8@3?6@ %%thgzﬁgss & inglyyles the
messipe staterdataBi@beirgeavailable between a first and second openings of the message
204, wherein the message 204 was closed by the user between the first and second
openings.

FIG. 3 is a flow diagram illustrating a decision path to process message indicators.
The process starts at the secure e-mail client application 300 with the user opening a

secure e-mail message at step 302. The system then determines whether the message state
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nmessage state data 212 being avail able between a first

and second openi ngs of the nessage 204, wherein the
wore®sagd6204 was cl osed by the user between t heCT/CAS104/000616

and second openings. FIG 3 is a flow diagram

illustrating a decision path to process nessage
cacHenéganﬁM) Irformidion WePeRSs: & Bfel Bedbgd BEsteF BOA 1B Bhéssage state

client application 300 with the user opening a secure
cacl@mtalnmm&g’maapnimetﬂ)e IeBsagEhthesysiem lsm@ﬁ aemporary gxessage

1nd1é\%?rtag hapf,#&g "gl%s %/3 ﬁb gégr aChe@g%ﬁtg‘%lﬁﬁ E 2d ve% raeessage at

stepSH08! hdaBeN Sy daeRtid diSplaPindidaeréad stepB 1foor the rressage
t he Sésten1d|splays a tenporary nessage indicator at

st epitaeferempr bagksioesisn A ihtherbessase sipte pehscesdipg infprmation
for t%\g ?nt{sga %' t\ﬁ A e f’ségla Bliais€ %égéw%ﬂﬁqat% hﬁBHHBgO%bacffbpg“ and

| cator step flerenc
detesiite tB@éorrdcf nichagerasiiaate at tiep 816 baded cmahisahf%matlon The system

information for the pmessage, .then the s
then, Kispls G PISASIERMIRG GPAREES il éb 3 R pertbies ful
pro%?stlﬁ i BR B4y Eéas%‘ ESSAER. | Tl m@kcQior ﬁ¥sp§d&%a}3966performed

ase on this In tlon The system t hen di spl-ays
such that pmyedeibber cianges 1m§hs sigle dfribk oeicator e ssarebssat_bsthamder thereby

erfornms. full Qcessi t.he recei t .
svoliig, o isuth oD g IPe dUBH Hey A9ECHlr 1O AEAMBclp ol
potetnlﬁﬁltly BN fu¥ing| ik isef)aRg esobiR ddieceSd @Is§1a9f 1nfeiﬂfacé ﬁﬁln@ﬁtréﬂamted
be seam ess to the user, thereby avoid vi sual

and/op i sireer isnat Irepasifitingd tib itsis fesernpsslt @at t omeféﬂ&?rﬁqa@ has not
d pot ent i al f US r
e B0 SR i PR P N By TR

t her héts?ft@ﬂh thén d¥dérndiLg0Oshdihed ml@ldls;flay tndhc&tdieteqtlﬁ‘b Iﬁ&ther updatlng
that the nessage state has not changed. here |

at siepigelf sonths styp,tgmlpgg} updafe the dispdast wdicatog @F aﬁeﬂ gif)- {ffthe display
1nd1g§t§1[sr &¢- noT!}%C at r g rééhtﬁg 19 ﬁBWMﬂSb%%dtﬁﬁ the process is

urre turther up at step
con@ﬁﬂeadﬂm&mathe systen1MAII updat e t he di spl ay

i ndi cat or at st 310. If th I di t
otO8ahe BARES PhEe ey i gY Al fn GTeap 0y dGTgnd10) i
n{?lrl;hgecp LO& %lbsth% BT RilRStoP A& niiage QA6 iABMation in the

ate of the l'ay indicator (via input from steps
mes3fi shatdk:mheat@yep|3d2cétrm1spemt dhe ptoepssa&(alsomhmp@}@ct amshown at

store the new nessa st formati o
s24pcubeSis St P d Rl Bty DR oe B i P e b rbigon images,
textRERS dnd/S aaé&ﬁ’blﬁé?tiﬂﬂ @ftlﬁiﬂh Afagoanh 1@, 334 deskdaerSudh hdicators
i ndicators nmay be used if needed, such as audio

Woulﬁ b eencoated based Hpomiligsached anassage statrdata.and/ or a

3y Crﬁﬁ'le 184! %g{sogan %8£Vﬁ}) ﬁ%@ﬁ&ﬁ%&gt {)@ég %f ﬁqfescfﬁg p§{§t§' ﬁﬁ‘)ﬁnatlon For

ors wou genera ase
exaﬁ@&h afl tiesog of atrActagais dhered 8y cadigital Gignammjvz&ymdlcator

represen ¥mg ItI];zIt etlgeelq;esstage? ?sss1grf1edn§o?llda g’pepeglE gtt t(l?xe Ith;];])c 8}: t etrlngsr;age body As
another example, if the content of the message is protected by an encryption mechanism,
an indicator indicating that the message is encrypted could appear at the top of the
message body.

Other examples of indicators used to convey information about the state of the

message include but are not limited to: indicators representing the trust status or

revocation status of the digital certificate whose corresponding private key is used to sign
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exanple, if the content of a nessage is covered by a

digital signature, an indicator representing that the
wore®sagB6i s si gned coul d appear at the top of PEECA2004/000616

nmessage body. As another exanple, if the content of

the nessage is protected by an encrypti on nechani sm

164 UREsshrdi ' nfintethe® S digNar
S S g g e
are atfeahgl leshomessage;cand andicaierns denreseca g wiicthar e sendepaf the message

PR o R i e OB PR, P 8] ol Bhgen. o

opeftiohi \¢0&RAtb AT thd Abwhat illikeadh tat e @er biferieaded nihdsen delay
corresponding private key is used to signa digitally

befast gmindiostes dndisplayarifusaat biest in @pvt &3 BFIDE IS PIRECSPRINECTSVE.
a”KVHh %fe?elnag &5 21'.16'. geataﬁér fh@ aﬁles@%ﬁ% f?lﬁhﬁ?ﬁ? %OQ %a(lé‘ ®een rendered
nmessage; and i ndicatbrs representing et her the

usingethe edacldd irfeesape setg dataskid anhafplieatikingmay doatimieto peocess the

sent when the nessage i.s read by the recipient. Th
enceflsd magssagia0s JOR &PRUNUSH PROFESH 1% Sy farkigpual thread 400

whili) .tin\trigﬁﬁle%ﬁﬁl'bg@eég{%rﬂ) RRCEIr. TS [SUBnd & Eabe BRY OF Bie@Ached message
Indicator 1s displayed due at least in part to being

stat¢ kasshepn codemdrinvaliddrysiharges Wil the opefating aueranment gncejthe message

2043 R TSR B 1 878505, 355 DAL BPonanges

the BPRhtifREAvonfRYt BaNhaf ueede aRiRGESS dHaBgefeRdedhe revocation of
message 204. The continued processing can be done by a

the Pigitkigrentificite Wheseccom@sponkingtprivate kpyiis nefddo sigior changes] message,

to..t.he user, This.i ' :
e b0 o S TR B SRR G0 of el ARGRRE BB e
chafidt€in ¥RRAi8E 6 MBle CETFiEA8 R MMmpdringf tiemensga@sigadiryas

| ast opened and the nessage state data s cache

.an d.
Sorf 2By Auph éadigftor phanges hive perarsdetha IARGORIN WeRieprdate the
0 . e :
b R H 299 S e SELGRLA pEHATAR A ko s T
updeted rraepagedstay mfomattien k42 vsuldsthdnthe sichad agelmamyeniriting the

.message,, the addition of a related digital certif.icate
exislis gagied i 1w et ehiness bt B ostinfi B i ndiftys 202
would ﬁb@lﬂedhédﬁt&f IRs&REhtly, | hatRer ¥ ohBTRAAE NGsudfly th@ire of any

nessage or signature. |[f any such indicator changes
backgroendmessageprocedsmgapipn the staterpfithe  fligplapethmessageindicators 202 is
. nes?age i ndicators 202 fromthe background thread 400
INCQTEC-ef | ect the new val ues. The updated nessage state

I NP RERO PO ) WOsIESHed BE BnypSensitic B @tfoagaion about the message 204
overwiting the existing cached data. If any such

whesrnegd 9 shtaef ayents geeuss. fiea exampler theaiser selrgiscaRasticulsrgpenu item,
woul d_not . S i

or iFaoPR pefF B HIE% pOROGHERS: Kol e HAREe [s508kp and no

actipitp€£slsd prafordied) dnfgersitivealansf cahibe refhsypdday@n themshg206.
indicators 202 is incorrect, The cache 206 can he
cl darthg systemnshosany Fig, & isAFYATFaSEIFtIgRSY -&h@lﬁ%@%%% as an

accgsgﬁllg and indication generation module 404) allow for the message state information,
including any message state updates 402, to be retrieved over multiple message openings
from the cache 206 for use in generating indicator(s) 202. Accordingly, the message state
data 212 that was stored in the cache 206 due to a first opening of the encoded message
204 is made available for retrieval from the cache 206 for a second opening of the encoded

message 204 and other subsequent message accesses and openings.
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when one of a set of events occurs. For exanple, if
the user selects a particular nenu item or if the
waeymsemsgoes i nto a | ocked node, or a node WhePET/CAZ004/000616

device is |locked up and no activity can be perforned,
any sensitive data can be renoved fromthe cache 206.
| nhé @bcﬁzé&regmb%a%gaem@ afild hettbds %Pf}fe%és%nﬂ 1ﬂ§&rfti6%tdr@ﬁ§ended to
(e.g., Inplenented as an accessing and indication

be egempleatonbn Fbdsd ef a.lall) inathe cant fay affeet ﬁ%@g@@'@ snaglifecations and

f t I d t
varid B bl P BT ABBaRL R PRt R Fvenion
whidhh@s GRER&1 236 tHeOlcldi®S. | Fodesi@iipld, Ndath NS QransSthitdd2using a
Accordi ngly, the nessage state data 212 that_ was

commpication ¢hanne rezichreuszd avith tbe systems prdkmedigdni Ree ¢ata pigaals can
1nch*d'r38a§r?$ﬂ) Cacfah?aggrzgcgé? n%or@a%%n a%gh la@% %n&ﬁfe i sEAg%:’P?: ddecfl to a

or a second openi ng o

mobilesizaige. 2t dad signab mayubs pagketizedrests abe 1aammasedambugh a
openi ngs. The above- dgscrlbed syst ens % netho S %

carrighways ggesttthe Aeiork. otk ferthetcamputer1¢adg gy be used that

is cag?llé( of J4HER a%o el debvick o h@l’?orﬂ{ fhe MRYhRIE ﬁ%@fosed herein.

terations, |f|cat|o s and variations to the _
paAsianothar emhﬂeilthe Bystennd arhbm’cthdépdlscliosﬂyl liereimmdebe used with

scope of the.i ventl ) e t clajns. ..
manp Qi Tagse hg1ed Of BB GOF GRS g i & Pish tiagtagn B o WirtlelS mobile
comﬁﬁﬂﬁﬂﬂ"érpé’é\z‘l&rhsCaﬂ%ﬂﬁ‘rﬁble'ﬂi?éu@ﬁaﬂ@&ﬂro‘ﬁctdbviéée ThY Sicdile devide 500
hods. The data signals can include any type of data

is pmfemblycea itwberayatdopnmuricationadedee divite dit nisasiagyeice and data

rovided to nmobil e deyi a
comBuReaty sty 1hf S Sl SOOGRAPUI ey Y, Fpapiiy 1o
comﬂﬁ‘ﬁ%a@c RAES ot B&hp@EK.sySieink| ot Utheh@iiternet.  Depending on the
nmput er -readabl e nedi a may be used that is capabl e of

funcéianadity grevidndohy éledr@w&fed%cepéh@r Blokile Hevie tyde referred to as a
data‘#n%%l %ﬁgdd&/? ei ntwﬁ%v gnﬁéé‘%gr a AR 361 m#lﬁlﬁlef’rﬁ?%}eﬁ'ﬁa "’}Hgssaging

|sc ‘bse y be use
capadilftfee,r envirélygehtahetehgpiiancs)i @ dealate esmnfan@atién idevare (with or

bl ock di agram of. .a w rel ess.nohile co ni,cati on
withgu, FePTaEY AaPEbisVe G SERPTan douts P Lodct e, roffEed o

gen%% el S¥hi a?%bil@dWI@éserabl y a two-way

nlcatlo devi ce having at |east voice and data
cofftrermobdt idevice apdibichides e sransthiyenbbl, lagnigeprenss®0 @38, a display

522 LT N LB GARAEH- et ST £ S o

(1/03 B@s]lééé@%l 9Bkl hyrtF30Y h degbdavd 5318 arpbiltee 58VA fifsrophiie 536, a
e device may be referred to as a data nessagi ng

shor&eange avireless mmmqu@ag@r subzsystem 240 end gaypwniaciyde pther device
I I

ni ca
5168 1i8hawécelvet ERNOINR, 6 @apakhitiet (B9)514Asna@mnhorriechl abelistors (LOs)

such devices are referred to nerally herein sinply
513 andriptiltel S eEsessy OFBL0e  WERTE bedp- wiaéﬂ%a@gway 524, the
mobi i AREE! ¥ incliftied £ hRPAIAS &TSYrwatd mclutts SPI4AN.524N that can be
executed by the microprocessor 538 (and/or the DSP 520), including a voice
communication module 524A, a data communication module 524B, and a plurality of
other operational modules 524N for carrying out a plurality of other functions.
The mobile device 500 is preferably a two-way communication device having

voice and data communication capabilities. Thus, for example, the mobile device 500
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522, non-volatile nmenory 524, random access nenory
(RAM 526, auxiliary input/output (1/0O devices 528, a
waersalssport 530, a keyboard 532, a speaker 53HCT/@A2004/000616
m crophone 536, a short-range w rel ess comuni cations
sub-system 540, and may al so i nclude other device
= : e i f I ol
O ol RS SELY 2 o) bIARERAOE Y dighal cellular
netwogdase ankmay Rksp ddhfimurdcate angra datenetprl. The voispend datgmetvorks

are dpieaniBaicy sl syt (06 0 Hiese Voo ABfgptp networks
mayS# sepalte B0RInhhiEHEvh GRtPOiks | igUskparate hfrdsarittibe, Gch as base

software nodul es 524A-524N that can be executed by the
statipise MspPY Uk eeoniiolls3s efcanay dhent mayDsp infogrpted; HiEQ (i isiglea Wireless

Vol . . ’ i . .

R e R S e

bothrixiglesoib2did d£4 neravorkyaniseparatemeplarkal i ty of ot her
functions. The nohile devige 500 is preferab

ly a

t wohGEYMEBHiAHPR sHbsytien e ceutedvP 58 fsateHt dhe nptwork 519.
The 95 OCR QA GARARI hhd ir6Rive! BomuhRAGK AIFRLR: tof BRI from the

nobi I e device 500may comruni cate over a vol ce network,
transnitter 34 aand oéceiviee Hi2aland also dixghargke caitioli| information with the
net wo . and .ma I conmmuni ca over a data .
wangigtiot i AndBeqi Rt 2l MR A orae g oggn o o single
freqiidn®y, & Q)ésél{@p&:@mﬂ bE &l @hcled\@en 218ngldNEG &180he banded in

data networks nmay be separate comruni cation networks |
conjusdtiony withathet ransmfifters t5l thcangr sccebige b 1ds  Hakwmnatively, o sdifferent

network control.lers. etc. . or .fthe ' -
fealiei e RPES g e S RupBhySrle R 08 Lo {hRHs or e
mobfletderick 560 8 &tableddot bananicatidie dnnherephat efke astwork 519, then a
enconpassi hg both a single voice and data network_ and

plurglgpef 4Qs Het saprhesusedtie serarmtgriTeasencin comssrndig ithogesused in
the H&&/grkt 14 OEEIMngl?Wo %Eehnéshﬁd“%ﬁ‘é%@ déﬁ}i@tedﬁﬁqq@i.sg, %%Dmobile
I'S used to send”and recel ve cénmuni cation signals’to
devied1d00 coutdtbeeused avithra tsingle sdténminsinucacei \Ieforadtign, a)vi.dch includes
oS LB RyRTh % S Pt M AR o
511 Q‘Q'H‘M{ié Bl éNthe DRPW203hd hehREdRods@R¥8RCY, of
cl osel y-spaced set of frequencies, then a single LO
51T hedytabied desegih ofithe omummusicatoon subsystann 611 ,rsapls s frequency band,
514 and r.eceiver ,512. Al.ternatiyvel i f different
compoinf aelediot, nveer INEF ey RGNt Bpdh tipsoradfiafh nevwork 519
in WHRhSHS nfdBt18 d6ABEH00 &eihicAfsd @ ofchie. IFARickamplieys afbiieQevige 500
enabl ed for comuni cati ons on nore than one network

intergted to pperatedn pI Nigrtl Amgrigdn magkebmay dapludsea ¢pagurigation subsystem

nera fr enGhLes. Corh ondy od j C
511 FHEURE! T RS VP CRLAFERPDRETAE, HERRE e dopBunicain
netveely aikdisb ndekigied %o opbatemaithl #ydefva caribfOoft vsikel cbmmunication

used with a single antenna structure. |nformati.ap,

netwikss pupth @8 LA Sp kMo €@ MihaP @it Sici nvRareast # gRoDilesdevice 500
intetAMHH G& 6 EQroBPImby OB LRRAERTIVR GRLLRN WIRAUhE GPRS data

communication network and the GSM voice communication network. Other types of data

and voice networks, both separate and integrated, may also be utilized with the mobile
device 500.
Communication network access requirements for the mobile device 500 also vary

depending upon the type of network 519. For example, in the Mobitex and DataTAC data
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5 via a link between the DSP 520 and the
m croprocessor 538. The detail ed design of the
W@ eunmseat i on subsystem , such as frequency bBOTICA2004/000616
conponent sel ection, power |evel, etc., is dependent
upon the conmuni cati on network 519 in which the nobile
netwgks, caobil) dewcesnarenagidtereal op ethatnetwcﬁ—larusﬁigaﬁphﬁquealdentlﬁcatlon

d 50 t end to operate in a Nort
RSO RO RGOS J8B et hosie GBSyt pfcess s
asso'éla@&ﬁwgﬁl QubSeribRe bk Ser Wrlihe I‘I‘BSIIMQVIEg 506’ rA %‘J@Tﬁ&nce typically

nmobi | e data communi cation networks and al so desi gne
requirgs @mybgtr@evwctentltynmoéﬂle &"SM") ewhicbfis vaxjuired in order to operate the

oI S0 RO Yo R B S Fpeions
(if alyy ﬁﬁ? Hmpetmd: AfHoBUE BIMD HAP EHeahBbilY déVidd 00T RABIRS carry

conmmuni cati on network and the GSM voi ce conmuni cati on
out fgclignk involvieg cempawicafionfapyerdhel nebvark H&: wirek sharhany legally
requi%g%étdg%@nguéh%eﬂl%%gr e;{%%aqfu%o be utilized with the

ice ngnet wor kK access

r edifier earpn required ﬁehﬁfofko begnstraﬂ@w 616; a5ﬂght1®|ns pro‘éédlhtesl have been
end| on the t network 51 For exanpl e,
COmPE? o dhaBrspHle exics ?’%@ i s tUbFaesive RgpIEnication signals,
R e Y
by tigPR8entst 3l onfromchk sommovieaton neteovios k9 accestedits the recelver 512,

whiGEaREIRs 36 YaheReP B, Fonfhey Agve gt Hsenaerng, channel
sele@i¥s @td, &fd A9N1id )Srdmuhﬁalé% ® Migital WBheddsibs f&ﬁ’él%%& digital

in order to operate the nobile device 500 on
conveesigipkthe ressivied signaballavest choomimmrmamlomdmﬂmmmsuch as

i AR o REGRRBR e A DR SR 017 o i

manhéty Sighale @ bO trankmited (oS nedairk t51e aRehrebdsked 1bludih Rlodulation
t han angylegally required operations, such as '91

and gprordign &g examplengy thy PSP Sétﬁwndeaaq@rheednrmdwotokthe transmitter 514

for &1 %%13{60[ g@l&%] ﬁgﬁve?sg&} Vi%é;'élgﬁ]cep [1@8:%9%§9 3 hﬁi{?ﬂ an%id)llglﬁatlon and
transmtassaonle) ﬁmmmnmmastatlon msitvgRIS49 vk efeednddiing 5i18C|AltHongh a single

both v a signals, over the network 519.

transgplgﬁrapgl r@cé ttBS/ ol Witeedgd dM® qomypyRieasions, in alternative
embSdlfHEHﬁ' fRth R IR S0 1ﬁ51ﬁ ﬁfﬁtltfﬁ? Hgtlha%aﬁmg&?\;e\&e such as a

whi ch provi des for |gna I cation,
first ﬁnaesms'lem ﬁorctmmmtmmg/ end re@mvufgl Vdieer slgtga,ls @hdnrsetond transceiver for

i.d
ransi g DR 1R enf osq 0 B 4 BBfgTleppepe witin
first tfRRuERSEbaRI afill AN adcond ItRANSCERE &oRABTIEE to CYEFRD I\&;iﬁitlﬂ @Nsecond
functions, such as digital denodul ati on and decodi ng,

ﬁeqlte@%baf}ﬂerforrred using the DSP 520. In a sinmlar
naﬂ’pﬁdltlo%l td 2) dAc%sstugg %g érrn%?@gc]aflél%e gig%a S, tﬁe Dgﬁ 598 al(so prov1des for

are process
receiver and transmitter control. For example, the gain levels applied to communication

C .

signals in the receiver 512 and transmitter 514 may be adaptively controlled through
automatic gain control algorithms implemented in the DSP 520. Other transceiver control
algorithms could also be implemented in the DSP 520 in order to provide more

sophisticated control of the transceiver 511.

10
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and encodi ng, for exanple, by the DSP 520 and are then

provided to the transmtter 514 for digital to anal og
wae@eonwgersson, frequency up conversion, filteri nBCT/CA2004/000616

anplification and transm ssion to the conmuni cati on

network 519 via the antenna 518. Al though a single

t r dihs awicroprocdssios 538 praferbbly ratages md eontrols Watoerall operation of

co nications, in alternative enbodi nents, the nobile
the @8@%@%&@5}\4%%%0 RHCFORIPEESEATS OF Aiqrogqniiodersicorldsbe used
hereS WE rhlt%ﬁlaﬁvély,_r§%in%_feaﬁ§lp %'ZUg{c])ufdolSe hiécans r@aﬁ&'dﬁ@ tl?enﬂlnctfi%nrs of the

_receiving voice sSignals, d a second transceiver
micropepsssspt HBBg laow-levet eomimupicitionm fendivak,sincluding &t least data and

.t i f i d it hj first .
voich BRI Ehnnare euiprged U P e S Clartnd yapicatieed b oigh-
leveDpsihmugicilidhigplRasRROMIUdIRIME %Yce%ﬂﬂnudi&tﬁgddgggwioh%z4,q,

processing the communication signals, the DSP 520 al so
and Hreataieammgpicpiieresnpdicationd534Basrs siared m themonelolatifomemory 524

e Ui cati .
or SRRy DR ARYED 5 200 el TR o
524 A dieayt proeidy adoghi-eobl wer inltereieg dperdblenliiaisigidiand eBive Qloice calls
al garith i npl enented in the DSP 520. O her
betW_@ngﬁ%é?l{}ierdewﬁtSPQ|anélag>élfr?wr9é ogsii vaicgdgwicesevia the network 519.
SimildiR), SHBt£ goﬂgﬁuﬁﬁ%ﬁ%ﬁ g?alg 92ABALES %recl}vg%efz{ gl\é‘hﬁig\éﬂwsg interface

sophi sticated contr the trans
operabler Oprssoding oands 3& epring elateh| sychreasagmsibmekssages,r files, ohganizer

. ~.overall operation of the nobile deyice 500. Many types.
lnfmﬁa?wc?%’&f G bmesREes, picnitetes s SRt dlegisei s90pat, s dlratity of

otheP@it@devibes vid themeRddrk8hy. a single DSP 520 could be
used to carry out the functions of the m croprocessor

538he muepoprogessot Shdralsp dateraots withnothieodsyice madisystiems, akch as the

- d voi ce 60 ni i ons, ar rf.or
displaf 335 RAM, P07V QYRR P 2hsBlnsl! P RPUDBRT $32, speer
534, eoioTophbeas 3608 shplrarpRtdofiMSunidafiehs! libagstéh S4Y @hé @ny other device
communi cat i on application 524A, and the data
subsysierns BencEallvatesigppted eadtdnFenammale the wodules A244dV are executed

= ' ry; execyt i on t he

oy IRORAGHRLLS SRBEP ol BRI Ryt Woween s of

mobiderdevice caidi the nobild elebi2dA Thig iptedfatel@ypicdliygindhigiéela graphical
|e to transnit, and recei ve voice

user inteyface operab )
Comla%e{lgpmﬁxgéﬁrqug the) Bispley i ard 3pOnRHEPUEPUSIcOMEPReY REpVided
throuhN B ah@hdr§ IRPNIVEGS _528,6}(%%1:5‘ 93%@&@%4 ot H]é%r@g}ll&ﬁ’e 536.

the data communication e 57248 may provi
hi Y¢me eafelthe)sabsyistener Shaven dpeFiBl & fperfosencimguaination-related

TS T
NotabBi ¥W&ia8 shbi§steRB] $iRh Cﬁg\kiema@ 932864 display’ Bhih¥y 88 uMR: both

data devices via the ne rk 519. The M croprocessor
commpgcafjoigelatadefunetionsiiuch apehiering @\igxdanesstgsyfor tassmissiom over a

oo BB, U g A U688 oo
or other PDA type functions. '
Operating system software used by the microprocessor 538 is preferably stored in a
persistent store such as the non-volatile memory 524. In addition to the operating system
and communication modules 524A-N, the non-volatile memory 524 may include a file
system for storing data. The non-volatile memory 524 may also include data stores for

owner information and owner control information. The operating system, specific device

P
[
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534, m crophone 536, a short-range comruni cations
subsystem 540 and any ot her devi ce subsystens
w@enwsnaisky desi gnated as 542. For exanpl e, theremdubms/ 000616

524A- N are executed by the m croprocessor 538 and may
provide a high-level interface between a user of the

app li'EQtl?dﬂs%r %ﬁu@e% 8phrishBer@BPinla§ B@Q%hﬁ@ramﬁhloﬁdédﬁnﬁf Eaﬁﬁtlle store,
typical l'y includes a graphlca conponent provid

suchtasrRAlyh5ithéordasip eper8, Matkoser, urcrqgmed @gtrmum@@np@mals may

sso B (A 3 o B AT 28 pet g Beriamsfi BT Ra B p g system
locatEHeinS U Yioh SBRtiSN ONeindry 5143 Fheaidhovolatile memory 524 may be
communi cation-rel ated tunctions, whereas other

implemprigdtferrgxaraigle,pw bl iFdrsh mesmery e pon-velatils R 4, jog dattery backed-up
unctions. Notably, sone subsystens, such as keyboard
32 and di splay 522 nay be used for both
C OAMeRemplainoappliehtiinatodula 624N et iy bb l@kiee bhiorthe gobile device

text message for transm ssjion over a.data
500 dgninfrivE ARPHRALHEL RERVIC m&n%nge\f hegopdiaaiith fsnealpas events,

appo ﬁllanﬁs afld & I(Clt'tleﬁ%orl"h%r nfoRl 5?@@ by %Haefntg Q& (thHethe voice
unctions. erating system so tmare used by t

commugicetummedslor5283sfor snapagihg phbhy catsprveide inmils, etc and may also
ersistent store such a volatile ne

r
it i g g e HacT B Aot S L e S L iations
and 'Hﬁﬂ#l @ﬁa agﬁ'r@rn%sﬁnge naRmaeivallyl 18 GermE Yﬁlﬁgt{’odiﬁw of the voice
include a file systemfor storing data.
communwvtmraterCbllmei%Ay ag} 4thprpgdata| communiaipa amdalesééil%smay be
orpati on and owner control information.
1nmgﬁ# gﬁn§§#ﬁ§£m§§§9enl speci fic devi ceapplications or

MOTHE 86n-vélatileahdroryan @@éferaﬁﬁr)prbﬂdéfﬂﬁ&r@léﬂeinytolfmﬁﬂtﬁfé storage
into a volatile store, such as. RAM 526 for fast

of PRy elatat itsms onvheedavige, ThecRiM emplisshamy ﬁreé%r@bldﬁnglpé?ﬁaqhg ability to
sendn£1¥1 LS9 lagta 1%%0 ﬁflélj %y ﬁgé?f eoq 15%0%%@&16w[nﬂ%9r ice and data

rmanen | e systemlocated In
commhﬁlcmmm- moﬂlﬂt:s SEME‘EMBy Vfa2tl‘-le lehtlEsm nﬁwodt at9.| #hereiidrdata items
| ement ed, W th Fl

524 b sh.
arc TRBiRTAYY SHONE ) BieBre AR T £, i Blet i i wiloes agwork
519, 8%RR! @rés n}%lﬁllﬁlideg‘:% P HaPALthe sedNof BabeiaRY With laoRsiedomputer

‘onto the device 500 is a PIMapplication
systqm,dknrdb)ngeﬂmg & miroaredsystam for dgtadtenssassnsiateiiaith e pariicylar user.

|nt task itens., Thi s
PiF vt s ARabuoly ShichabRizia MREA B SoRaT Y slagine the
mobfl@ aeﬂwgm 0arP e face alddSe, WHMICEOUPRIs|tBe s@lal port 330 offEe mobile
also interact with the data communi cati on m)dul e 524B

devwmﬁOQrmnagermj portnefi the dostniyaicaiat Tomserigh@odtROrmagapke be used to
1nse%¥)9v?1 T 1N, \Po P S ar'xbé (g\gné} %)ht\fc?llixfo lfléio@(%ligﬁgenrgbjt?ﬁete deggz?lab'bb%nd to

e conmuni catl on nodul e
dowﬁlamrumbf:@iph@ﬁndmﬂuﬂlﬁeém for\indotlatioh egtid mdbilellevide®0. This

w1re§ Idl\élw%?galél path may further be used to load an encryption key onto the mobile
device 500 for use in secure communications, which is a more secure method than
exchanging encryption information via the wireless network 519.

Owner information, owner control information and additional application modules
524N may be loaded onto the mobile device 500 through the network 519, through an
auxiliary I/O subsystem 528, through the short-range communications subsystem 540, or

through any other suitable subsystem 542, and installed by a user in the non-volatile
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The non-vol atile nenory 524 preferably provides a file
systemto facilitate storage of PIMdata itens on the
walenmsoess6iThe Pl M application preferably incl udeGT/CA2004/000616
ability to send and receive data itens, either by
itself, or in conjunction with the voice and data
menmoyhiZAi eraRIAM 58%dulSush SPLibility2dhBapplicatiéh énstd1la6be Siicreases the

FuncigiIRG 66 FiE bl =yt SO0 e i On PiAv He-FRRgsddevies Ginctons,
comiRicWidBleBR&] NRIUWRSHS, O30 bo.t D T t%&gﬁﬁo%@&&g T x%m% ication

data 1tens stored or associ ate 'ost conpu
applsggersmmayhengily eleetainicygcommerce ofuackiss tredn éther datta financial

i tens asomate with a tlcul user. The nobile

transa‘ét\ﬁnééoé Hﬁ%‘lgﬂ}gﬁ%‘?? %ﬁiqymei”ré’a with a host system
by\’\ﬂieﬁcthegmbbﬂie edict 00| G&réiﬂl% i a8dfath %ﬁfrﬁtﬁﬁ@aﬂon mode, a
cradl e, which couples the serial port 530 of th

receiivedh pigaaldeiph@s agex messagesarrd wiEb pagetdo&mlwadewmld;bc ps;msemby the
used

wanslB5e 81} AP B 830 e HRRAAAEF 10 OB, bl v

processés the reteivied 8ighifoabatphitcto dlfi)é\/\dilk}ﬂaﬁ 522, ke alRpakivelg! foQR auxiliary
nmodul es 524N for installation on the nobil e device

VO dgyere 8% sOmnee infersuationaawpen ¢eniraY informeation, pemipgngds erorequests

relatécp%l_o%ele 'i‘x‘ffBMﬂﬁtio(ﬁnoxk S%n I:@ntltohaﬁf&)lﬂh 1<§1 da%Yi' &%@9 E@lcatlons
use i n secure connunlca i ons a noreé secu

receimed bypthetttaascedver hah gr'errgomssed)qstdemmbbdh falm‘vrfam aser vt mobhiedevice
W re] ess netwprk. 519. i.nfornati on, owner. control

500 iy BlSHEPMBRSCARNA LTE: SHOTEH AT F B8 P 6 KeKbaghpg2, which
is préfédabiea ESlgl%Q ARuibfc LR A&V&REn 51930 W RPghy 5}2@ Qlthough

net wor k through an auxiliary I/Osu system
other siyles gﬁCCtrmelefs iadxrhanmaﬂlgfekwnmdn isecht asathe kaonus V¢ @RAKZlﬂyle may

e L A LB AL OB Sy e s o
aux11WI/@ﬁev1§§$Cﬂ"28f w@idhPink{ ineldde @ﬂﬂHbQ@kélQﬂ hin@dvidel Qttblﬁﬂpad a

i ncreases the functionality of the nobil e devi ce
variegyheff SYeiehes, aupeker dmvhawiseh, G- dihei comppsascdataitems input by the user
are tl&%%%ﬁf%ﬁ'oggr t'h@ g'ltnmqln clel{fc% h?%%rk ﬁr?'awg {he tgqﬁgéelver %Iﬂ)l
e COMURI catron icatlons
eI W?hbn el enobilaTderice imm@tdpeﬂﬁlngﬁd aOt/dlf]IEé cSMﬁ‘z{b lhnﬁdgﬁ&ﬂ@ﬂl(ﬁie the
nsactlons to, be perforned usi t he nobil e device
OVGr%%?P erafjon ot thromabil; devi eiﬂodés‘%@npgl%ﬁwla’f forfhe dataanadss except
that I(réhgessagéelglgd{rl}) gl%vve pga Zher %ﬁg*éf 4%9:% Cgeé%l r %c@g éﬁgst[ﬁ&lon are
genetatesl by anscephare 5351 hnalidgiony tlbesdctre rhéssaging terchmqaess@asmbed
rt her. processes .t he received

abovg Irlélﬁlét?,\@?tglirl]ecgr el E’t XQI%: 19i gcm%wrg@gmcagons Alternative voice or

aud1@|ﬂ@rﬂ@ﬁée¥e|sﬁcht& anvayi Jnle%%g e | eQrdRy Q@os?gtgm Qﬁ@}eralso be
i nformati on, owner contr ol ormat i on, commands

implenagnicds 08 the| mpbide tdevieawsdP. i rflthongh ivofceoor @ugier s1gmrltmmput is
d ft a I|c onsrecwed
soo BRI (R BT, FaBRIAESH 5 4555E 155 oV o

indication@tht Riedlétyi &fex calling party, the duration of a voice call, or other voice call

related information. For example, the microprocessor 538, in conjunction with the voice
communication module 524A and the operating system software, may detect the caller
identification information of an incoming voice call and display it on the display 522.

A short-range communications subsystem 540 is also be included in the mobile

device 500. For example, the subsystem 540 may include an infrared device and
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500 may al so conpose data itens, such as enuil

nmessages, using the keyboard 532, which is preferably
wa2esopdset e al phanuneric keyboard laid out in PEECA2004/000616

QNERTY styl e, although other styles of conplete

al phanumeri c keyboards such as the known DVORAK style

assoBi@ded atisuitd Carlds @Empbiediis, | WL BliRtdote d¥oBOd. B1 davitGEndeOWireless
is further enhanced with the plurality of auxiliary FO

comphapiceden BRgulevip prayideafpr commynisation Wuh‘@méaély-«?rwbw systems and

dev1f?e§\rghﬁﬁgm({ ! WreF Cllr? 0%’913 eYn%orltl%Bg egnarz ?6[&19 0] gﬁfém?%ﬁ&f Iﬁ%@rﬂon and

applidagortl &ﬁﬂn@f@et‘ah@ﬁs s desefibed @bbveviahy bl ensiedronite@iniobile device
network 519 via the transceiver 511. \Wen the nDblle

500 u@\ﬁhwr@bnort 33Qprenther Sﬁ@fﬁrﬁl?& COBIRIGAERRT FHOE RSB R 4Pode,

EI(?Vgré 1]l eséit€a ag'pleglrficoéxa e t?l'nl ae(gFo\ﬁllé:%evﬁQQ ih SWhlch owner
anti yS|m ar to the data except that
contrcé cesteas and gmm]hcxlsaieecrmﬁﬂ pbove maytte mpdeahented 3impleshentation of

suchyefeBp oA an et PTG FHAS JOUPE HEESa G, or different
comfa@r%&'tHé&?ﬁloEEeﬁl%WnkiE@I@bS)Mﬁ%l%%’éd not necessarily be

app ied to voice comuni cations. Alternative voi ce or
au msommm@ ekavipbeef the wide seopaiol/ibe sxstens stabr@etheé%dlmlmjd herein

ot AR S0t P S B 35 R g o

cachdCZBYIFIGS e dllidhfatid Othe t fictibioakel s&dfty trélabmtysr(ka@/ frast) level
may al so be used to provide an indication of th

indigagRrm optaymebilegdevige) ¢1r9g Jpdhe gxample of il p.oa @Pct@%m@aﬁage 600

(e.g. glnlldlll) % SC?IL tbe{he\ﬁ%b(ﬂ% d%@fc% 6&8%@@\@9 of WiR[eRh4QBrk 667, %h:ctromc
(] m Croprocessor I'n conjunction w't

mesédge 600 mycbemﬁamrecathyoa venidty @f EﬂétBoMIdnd heansynéitedt alogg with
system software, may detect the caller identif.ication

assopiied, SRR BREIBIOd IHOTRASMHED o7 i laignara SHpeficgje phain. Itis

poss?[ﬁ ?A}%eé{irﬁg ha¥ted %?forx@atﬁ)ﬂ%éocfa@&g@ltﬁ QIEBHAIIE ?He'sé%l%@ 600 to be sent

sys em I's also be i1ncluded 1n the nobil & device
sepaﬂdlélyfiémt}mxiﬂmbmp ndssage W98y st em 540 may i ncl ude an

PR eSS GBS0 SRl G Lo RIS S i
asso@ﬁfé@-é@é&ﬁ?#&ﬂteﬂﬂ%hﬁaﬂoﬂ 000Nk ot de $1RBBYUM pfoRbddaNo dedriipt the
sim|arly-enabl ed systens and devi ces. Thus, owner

message GOfeand oierifinderitlensity ofWkeesendemusing knewm fachmiques. The mobile
t
dev18%§g$ dlgtglgn’ugss @186%% C%thgﬁ;glgi 8%%5&9 tﬁtﬁg g:{h' ﬁO {115563303/ refemng toa

poli®&Pford G4t (hﬁt}ﬁﬁ’ﬁtblﬁle dvide G180 Rulicotshere 664 @bhtafnal’iglevant details of
comuni cat i ons_  subsystem 540. FIG 5 _represent

availpblecqiphass axhsitareeclaye Wcudb gt 6136%6?361@n$ Oiihg fobile device
610 OXVQ:S F.l%.rre r?hcgﬁé’ %08 BB if¥Bk P gr? Iy b@diine@a?lgé(ﬁ (?QRVeen the

I'mpl enent ati on syst ne an
mes@é‘b Gdﬁmt%reﬁtb@ infemeationcanid chel mfommloh atarexyirf the poBcey store 604.

fewer, or different conponents than those sho
Basge} WRonifhe agmpAISA GHeoTREP TR ereSY A ¥ SoriAgEap e determined

for BEMREsHe ddiestS%a iR Mcid04Te 1R08ISc16Hed b8 € hnh Rl Ratdr 606 of the

corresponding security trust level is provided to the device's user interface 608.

-

As an example, if the cipher used to encrypt the message 600 is classified in the
policy store 604 as a "weak" cipher, then the user is presented with an indication 606 that
the cipher is classified as "weak." As different users or organizations may have different

standards used to determine the security trust provided by ciphers, the policy store 604
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and the many different types of nessage state data

that can be generated and stored in cache 206, FIG 6
WO bdoasisat es t he generation of security reliabP¢T/C)X2004/000616

(e.g., trust) level indicators on a nobile device 610.

In the exanple of FIG 6, an electronic nessage 600
allofs. an infernmgioh ) te¢imokgyyt (ITP adimisimakorl to slevei lgssAi@tibns 5y &known
. of wireless network 612, El ectrgni ¢ nessage 600 may be
cipliezs, fassd opFelevant sfangyrds ¢ Thﬁ%@aﬁlfjg?ﬁtﬂ%%%ﬂéwwﬂédb%reéﬁged to as
ciphh bBli@ss OFdrah®shc b TT aimfriliRkGtol emf{e ﬁt%hn i
pdi gi_ tlal Si énat ure or cerltni f% cat eocﬁgle&n. tﬁir%ép ss?%f)%scnbe
moretringspltestsyfor elcither winteothedTi aiministator ftredcowpdrtate agency may

el.ectroni c sage 600 ta be sent separately fromthe
prerBE IO A BeTtaety TR IAth < UPRGIATE Yeltid Blyeak: by the
govERGtnY BSendy, it @S I'ERsHC by tHR cbrpBRSS AgAcRNFhbdeScipher policies may
associ ated security-related informati on 600, _t%e
be dapinyed "qesri the agl do ghotwbdile device 69 yhroughh theresrelrgengoork 612,

i £V, Ldent ity .of. t sender._.usin nown .
thert %c ﬁﬁ‘?‘g{? ést.hé ?lﬁoeb 11%0%:\/}&8 & gvﬁoc%%é)isomgg}taép RIS t(Ot'(%'ée £ty cipher
policies.r elCiplir| policest depigyed eHroudhe tied phiedleddS askwdyk 612 by the IT

referring to a policy store 604 on the nobile device

admnigfratps, Pay\peised @ updatedhmpalionstare Fed abthe devies 6 K0 of
avah lgR| &aﬁPRﬁb %fp‘ﬁénz?ﬁ tchﬁéiglf:{ 2@ %ggl:g'(:ééﬁlg_fl g&ggé"t & StYRL". Any

cl assifications. e no
numbpenpbaltermate oloshifietiéOmanpalsh deiusatisattetal. pEid. Grstows an example

conpar i son. bet ween_ 1 h ssage’' s security-rel ated ,
scref R PR EIOBHS SRHCE ALD] P GPRdaro ARG TPEe 71O OHS 361 pigf using 2
"str&iigDlcipRP4 A 1886 RYnUN0NndiPReLOIPRE inS38hped O@Q&d’seez@%?édn Qrhile an

security trust level or category is é%tern1ne r the

encrypiemipdicahion messagel 71 hindinates tiOGcuragnasagihgpmetbcabS/MIME) and
[ ngdi.cat 06_of the corre ndi security trust

e PRy BES R8st e BL0FEBR0, B8 PSS sl messge

712 AsuRinbeXBiteyied ufing SEMEMPN&ing TeiglLDES NGFHLPt of g.&other similar

message 600 is classified in the policy store as a
mess3gsq s SEPWA &t FIG. e mepsage k2 ean ke qonéiguisd dolindicate tarthe user that a

stroﬁ%gﬁawﬁglsng that the cipher is classified as

I'fferent users or organi zati ons nay have

di fAlseanetiter sxamslay FIG. Bsshdws @ dededrdeimdasttdiiag seiuiplé yhessage 700
i phers, .the policy store 604all ows

trust_ provided by ci
shovgp, tp ﬁbgﬂ%%& foHet ﬁﬁgiﬁo@’& UPhY et tRi PeRaE dhe meessagsr 00 was
claséifie® 3t Rt | PNfhef Q{an?;?"‘(ﬂe GoANRLA PRSHTiARs lrtﬁlytﬁ%gﬂér, that the

standards. These classifications can typica
message d0P achistap easrypiedeessagel, ivbile she q@stiomsinekn®02, mhéndichte that a

et Rl B Ren T e P 6 cou b

"Weaklyi dtoBjpied @ding SYMBVIECHSY AHBIATES SYpHERY 0P h &340 Ressage. In
| ess stringent tests. This nay |lead to a ci pher being

bothcgxagwier ¢asep, e usgeairy sblgct the laggvieomikthto regesst getabbuiof the secure

“SLT " by it orate ency., These ci pher .
messapbRPgeol i 1 RAPCIEN" AREPKich” 455 Sog oReR soqpy pgtiona
detaileYiorea Bdddutgrovided td B Wef. elAg S re3elt, WaE is&lday kKhEW Sether the

al lowing the nobile device 610 to always maintain an
mesgage /80 Wap enaypted psipg gnatrong" or a "weak" cipher or some other category of

ciphers based on a cipher policy determined by their administrator.
INDUSTRIAL APPLICABILITY

The present invention is directed to icon or other indicator processing on a

messaging client on a mobile communication device.
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pol i cies. C pher polices deployed through the wreless
network 612 by the IT adm nistrator, may be used to
wapmshessthe policy store 604 of the device 610PCT/QALGNHS00616

exanpl e, ciphers are classified as being either "weak"
or "strong". Any nunber of alternate classifications

It is Bl SO be used as needed. FIG 7 shows an exanple
screen of the nobile device 610. h this case, the
nmessage 700 was encrypted using a "strong"” cipher. A

lock icon.710 i.ndicates.that th ssage..70Q was . .
L enbypiahior i B Sartes oot i La Pt e B regsmobite
commificSedR delide, WhGtih Gt aaaabog the eicoded meSHaEld geheand based
the cipher (Triple-DES) were used. As an illustration,
upont hiirsbarsessfitmencadedcraessage, eemprages testwsofd be
"Epncr ' I [ T '- L.0r
arOBHp L elintd pRel S B DA g e G MR B aBice
712ccessingofeoraahd ¢qgtie et stered ntsge etateodatdibasad aport adcoad access
strong, ci pher was used. As another exanple, FIG 8
of thg gpcodled Mme8s28en denonstrating a sanpl e message 700
sh t by t 1HenB,eGd W
nEdlirdiig S miSalc UiGER, BASE, SR e peRloBl I RlS (Rt was
accessed ffipphethe thehel ock i con 710 indicates to the user, that

t he, nessage 700 S an encrypted e, whi.l.e the .
USSP DREPET S Mesaper AT & PIRYITCR o asar o e ghelfle device,
was used. Additionally, the encryption indication
message 800 could be "Weakly encrypted using SSMVIE |

2. usThgnithodlof chig s iviteesin thergeaerstadi messageaiadiggier inchidgs amicon,
exanpl e case t he I . icon 710

text, apggcq Bég%ﬁ%l a%ﬁslpsresgﬁt%{i ﬁgﬁéé%eﬁrroggéreeéggléée&g?c& ocol and
the ci pher used. Alternatively, the user may request
addi tional details froma nenu provided to fhe user.

3. As Ehe asthod ofiqkam b evhereip the,aeperried messagh indiglyrgareseugs that
j .~Shrong” or a "weak" cipher or
the ré\%%rr‘g%(r)é?l E%dr%{jggﬁsea?gsgdsg%gn %la'phers based on a ci pher
policy determ ned by their adm nistrator. | NDUSTRI AL
APPL] CABI LI TY. The present jnvention is directed to
CoRNGMESCHer Sl batoeo B ESErHE Bl ehuRaeagoresents tha
Al hd ey S PIHUEEE BY bR Bn G FMiFtemédhah@nC| ai med:
ther?éé’&\?e‘%eetnggh fnggg%égndﬁ%i ng an e%codréd?l?/rtessage t hat was
received by a wireless nobile comruni cati ons devi ce,

whergi n st at at a ahout. the encoded nessage _is
5. gonbramelBa sl o e e P s RN TR B8Ealed epgesents st
statudB® B39 Bation @AY 1 tRedddBePnBREgN dighilQkttTRatche _

gener ated nessage state data in a cache of the nobile

devi ce; accessing fromthe cache the stored nessage

6. St a&'ﬁe qr%tﬁocp % %(ijaillijlp ?’n whettiit Q}Qed g@l?e(fgt%& message indicator represents

validity status of a digital certificate that is attached to the encoded message.
7. The method of claim 1, wherein the generated message indicator represents

whether the sender of the encoded message asked that a signed receipt be sent when the

encoded message is read by the recipient.
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of the encoded nessage; generating a nessage indicator
based upon the nessage state data that was accessed
wo e@s0idsel cache; wherein the generated nessagePCT/CA2004/000616
indicator is provided to a user of the nobile device.
2. The nmethod of claim1, wherein the generated
8. mesTagmeitndiofatain 1, Mdlteitethe amesbap@Btatd @ath is PEro@MM the cBhe after
audio.that is presented to the user of the nobile
the %?&%ﬂ&& H@.en dragsiage Wes aqcassafl for tha dirdli thme. gherein the message

tateQRRET 3oRel 138 hhg} k
- rec elisv ed enc gﬁgg&i}?’g Eg‘?fg’g{ Og [@%ﬁ%ﬁ?ﬁjﬁé %ﬁégd%r(g?]ﬁ%sa EGt
claim, wherein the generated nessage indicator

repkesent.s .t .1 recei ved encoded .nes e wa
> or O;FE% fnggwgfl}gﬁ'fm@&g N’ﬁﬁl’bﬁe‘ﬂ{&'ﬁs AFEHING ."?%%é?nﬁ%‘qudﬂesé?ge for
the fits@itihel thevdgdtel dods ot dRMEHR rBEks RS §3¥eddtR dbaaldOf the encoded
represents trust status or revocation status of the
mes@Aeoded nessage's digital certificate. 6. The nethod
of claim1l, wherein the generated nessage indicator
represents validity status of a digital certificate

10. t haThé methiot @€ bkén 9pwhbRirethe edesd Messadfate data THEudRLAAity of
laim1l, wherejn the generated nessage indicator

of, .

the digifs! signatpee apppoiated with theeberad ragssagse encoded nessage
asked that a signed recei pt be sent when the encoded
nessage is read by the recipient.8. The nethod of

1. cl allm methotl exfelaimt heviraesis aliestoted trresdageastats datadihelddéstmessage
dthe cacﬁe after the content in the encoded nessage was

senderJpformalion. o the first tine, wherein the message state
data is stored for subsequent openings of the content
in the encoded nessage. 9. The nethod of claim8,

12. wheFled metwidoefeclaime 9% ovhesein e afiessdge wate athé invhses geformation

I firs ime t cach 0oes not contain nessage
sboul PEgBf ce? theb b BFinsed T FEFGH itrofiebudBa 10 The
met hod of claim9, wherein the stored nessage state
data includes validity of the digital signature
13. asshis methwd\pfi Haiphd, siewsirne thengenseaied messpge indicdtonl isodisplayed

1 : g i e _state data .
s B R0 %y R TRERAA 8855l s gt o
the endodiedmizssagber ei n t he nessage state data incl udes

i nformati on about a content cipher that was used to
encrypt the encoded nessage. 13. The nmethod of claim

14. 1, PRehehbd bPelagRNehakReHh H@c%g@cgﬁle%éagé g@)‘@}%f {8 encoded message
~ displayed substantially Inmediately,” betore any
is algpesfered einerachal forguser incebsiqugntospenings intdiving she eécetved encoded

message.

15. The method of claim 1, further comprising the steps of:

determining whether the cache contains message state data about the received
encoded message;

wherein if the message state cache does not contain information for the received
encoded message, then displaying a temporary message indicator to the mobile device's

uscr.

16. The method of claim 15, further comprising the steps of:
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the encoded nessage. 14. The nmethod of claim 1, _

wher ei n decoded nessage body of the encoded nessage is
w@bk®e/osiser ed i n cache for use in subsequent opeeCI/OYS004/000616

i nvol ving the received encoded nessage. 15. The net hod

of claim1, further conprising the steps of:

detéﬁﬁbﬂnmgﬁwhgmheﬁm@hmtbaﬁhavmbmuadﬂknmesgage state

dat cel v nessa wherein i f

+ he PREIBHE oh By b6l R B R ARG P RE e e ey grocessed
encéded ntidsgageccei ved encoded message, then displaying a

tenporary nessage indicator to the nmobile device's

user. . The nethod of claim15, furt her conprising the

17.ste egxeapo%rmwmg f&ﬂlgk c&hgﬁsﬁg 4D he recei ved

enco nessage; provi to the nobile
devideeetinirgethatmsesbagp statet dhengetﬂhds)ocwrﬁéﬂeéiﬁ&dh@ BaI8E message

The net hod of claim 1, further conprising
Was?‘%zog‘%’@ﬂémgfhe Tgessagersialy fyja eacackediessage state change
has pRfigdihg 68 ShdeQ [RfcRicRARL %%ﬁ@gﬁvmé ﬁ%?tthﬁplee@l%gts the
and the nessage state data was cac ; providi ng an
mesgagd stataichiangk.cat or to the nobil e device's user that

reflects the nessage state change. 18. The nethod of
claim 17, wherein a change in the nessage state

18. 1 esThé SndtheUTof el@fial7, Grheddina SRkt 3h 1REhidsidot At fe %%%g? from
corre@fgondl n prlvate key was used to sign an enco

revoRiogaefea dimtal aertificdie thosenspirespouding peivattkeyTwas needdhtocsign an
encodbd ﬁ,{egga g,]wl g|5fﬂer}ngb1fhcf" %e in the nmessage state

resu Ion o & ated di gital certificate

to a set of trusted certificates provided to the
20. The nethod of claim 17, wherein the

d
9. encigééi‘leﬁ%%’gg%élal@ I othssein @ Jringe i dhe mesvage skate acsults from
addlﬁbﬁ‘af z{]ﬂelﬂ&l (tllg_lﬁalrgéﬁiti]c%tqu\ﬁ' £fof AGIE. éﬁclgﬁes %%:v%t%eélo qge mobile

hread det erm nes a nessage sta
deVIQﬂ;curred and facilitates the providing of the updat ed
indicator to the nobile device's user. 21. The nethod
of claim 20, wherein the nobile device's user is only

20. Madehy ingdiRdd Yof AWahLL 19f “ﬁ{éi/elxpgtﬁé‘%g%’&q fﬁ%§s§%ﬁ prﬂcessed on a
processing rel ated to the encoded nessage

background thread running on the mobile device, wherein the background thread

determines that a message state change has occurred and facilitates the providing of the

updated indicator to the mobile device's user.
21. The method of claim 20, wherein the mobile device's user is only made visually
aware of any background message processing related to the encoded message when the

generated message indicator becomes incorrect due to a change in message state.

22. The method of claim 1, wherein the cache is cleared of information about the

encoded message based upon occurrence of a pre-selected event.

23. The method of claim 22, wherein the event includes the mobile device entering

into a locked mode or into a mode where the device is locked up and no activity can be
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gener at ed nessage i ndi cator becones incorrect due to a
change in nessage state. 22. The nethod of claiml,
wowbmseisset he cache is cleared of information abOLICALI0000616
encoded nessage based upon occurrence of a
re-sel ected even% 23. The nethod of claim 22,
Perfgm‘?fﬁgﬁ the, gsen enihesl theeuser eleript Predetermined angnsr itgng on the
nmﬂﬂydgv locked node or into a node where the device is
| ocked up and no activity can beperfornmed by the user
or wherein the user selects a predeterm ned nenu item

on e no \u C 4. The nefhod af,. cla
24. oo e (A OF ’o‘O’ﬁ?fFngﬁa% B REL G Uigg 4 ofeless getwork and

meaB 308 ptRfidiRg QWi Qb&ﬁ)n@d" nfilRicEABE GerRE lard TRSRIARS c§rﬁﬁ1Ylﬁfcate the
are used to communi cate the encoded message to the
encedsdimassage\i¢ the molgle dewigenet hod of claim 1, wherein the
nobi |l e device is a handheld wi rel ess nobile
comuni cati ons device. 26. The method of claim,
25. whe Mgk mdthel éf ¢lsin BowkRS6inahe indBil€aGaEeH JTRHTREE Wifeléds mobile
useriniti at ed access of the encoded nessage. 27. The
COMBEEIHORT dVIc8i m 1, wherein the first access of the
encoded nessage results fromthe nobile device
accessi ng the encoded nessage upon recei pt of the
26. endidexkthebefacgeim 28whérhia thefimvdcaks of therendodedheeseige is a user-
. ...the nmess was cl osed between the first and second
"“U%8§é§§§§3§$eeﬁe dgs B6td8%message. 29. The nethod of
cl ai m 28, wherein pre-processing of the encoded
nessage determ nes first nessage state data for
27. st dihageethed phelapadhevherdietled first ecess Dﬁttherremdgrb nessage results
data is..retrieved from,the c e in order to
frony e el e st ety PRE e SRefelegriRL of the encoded
mes§pdi ti onal message processing occurs after the first
nessage state data is stored in the cache; wherein the
addi ti onal nessage processing includes decrypting the
en t ne
28. g‘glggtgetﬁgé 8?%&1182g%ﬁérgm Jﬂg n?e%g%ee \9€sagloseéis E&%%ﬁn the glrst and
secouaedce&@slmmd&teacbdba miéssgdeay of nessage state data to
the user. 30. The nethod of claim1, wherein the
generated nmessage state data includes a security trust
I ev e e h
29. 30, T PRD Cof R TRRSRE pre HSFestg BF 48 (ALAY message
detesremﬁs ﬁtsy mesdage etdtedatafon stoogean Ghi oachdy wihieeeire thedtstdnessage state

datartrserse%r?eqr%ti from the cache in order to be displayed to the mobile device’s user;

wherein additional message processing occurs after the first message state data is
stored in the cache;

wherein the additional message- processing includes decrypting the encoded
message;

wherein the additional message processing provides second message state data

that is used to update the display of message state data to the user.

30. The method of claim 1, wherein the generated message state data includes a

security trust level for the encoded message.
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accessing security-related trust categories that are
stored on the nobile device; determ ning, based upon
wo bmwsacsessed security-rel ated data, which of BEECA2004/000616

securityrelated trust categories corresponds to the
encoded nessage; storing the determ ned

31. SeCPid h¥thb@bpliesh 86, Unith&AbAPAEMe KL &R oFache of the
mobi | e devi ce; accessing fromthe cache the stored
s ecascessingrsedunttidelated data@asostptrdywith e eneqsisd messageond
access of the. engod a erein_t o
o cBees et TroRre P AR e MAGLE W AR device
cl ofesmying,Rs¢tb@ion tHE Bkeeet Becugitys futated Htawehiah eflthe security-
nessage i ndi cator based upon the security-rel ated

related it Catagasiss correspandsigdhaencedebmessagfin t he cache;

wher i s ) el aat . _

pr gt e eRF It Yoy S TS BRG] M 95" Glppd 5 the mobile
devigeet hod of claim 31, wherein the security-related

nmessage ipdicator is an indication of trust relativ

A ERO S SAIECHE LT S GG b gseon bisklupon =
secofAdied dHithEARbARBrhess WIS Whicrbirt e s8&mblakéeés bERS Stbr the encoded

nmessage i ndicator is an indication of trust relative
message bidpeeniclosedmatheueerised for t he encoded nessage. 34.

The net.hod of claim.3 wherein. the.security-rel ate

b e R i Sesu P TH e “olichBF epSe v e s plated
trust VRS gt @8ht Wak Acde8SdEFdm e dablee; encoded message. 35. An

apparatus for handling an encoded nessage t hat

was

r ewbergiwdthp peaunify-related smeseise [irndieaiomis Mrevadedotos? Wiy ot the mobile
&perein state data about the encoded nessage is

geéner at ed based upon a first opening of the encoded
nmessage, conprising: a nessage processor that stores

t he_gener at ed ness§ge state data i.n a cache of he

32. nobFhemetiadee, clamn 4 c wdereny trotRsratyrigked pesage iplicptar is an
indictﬁﬁ&?gfdtr% faile tS’fenérgﬁt}r@';%gﬂ@@to“fﬁ@ SAGRed ﬁﬁetssragsves from

e cac e store ge state data; whérein a
nmessage i ndicator is generated based upon the nessage

1. S S B TR BRRST o B FABE g a
indidal1i6n BPRd: SelARNIt6 QigitaPsightireiséProfd eid drloddaaheRagd! es an

encoded nessage conpriSing: neans for receiving the
encoded nessage over a wreless network; neans for

34. 9eRfe glte{h%% 0 tc atineq ?tw elae%) Hlte ste(t,1116ﬁt§-@glg%8 %a{;eiﬁgi%gtgs .which type of

security cipher algorithm was used with respect to the encoded message.

devi

35.  An apparatus for handling an encoded message that was received by a wireless
mobile communications device, wherein state data about the encoded message is
generated based upon a first opening of the encoded message, comprising:

a message processor that stores the generated message state data in a cache of he
mobile device;

an accessing module that, based upon a second opening of the encoded message,
retrieves from the cache the stored message state data;

wherein a message indicator is generated based upon the message state data that is

accessed from the cache;
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means for storing the nessage state data in a cache;

means for accessing fromthe cache the nessage state
walados/ovdsen content of the received encoded NMesSBEDEAR®4/000616

to be retrieved; wherein the nessage state data that

mas stored in the cache due to a first opening of the

gﬁ&%& @&aea ge bl ofor iPpr roVRiel &@ygéerfomm thdile device.

secon ning of the encoded nessage;
neans for generatlng a nessage i ndi cat or based upon

S e. ta that accessed. fromthe
36. cag‘tfgeb\%rfgﬁy r'il%l E‘@ @%@%8‘&6 AT M Rt or i s
Pr éehkleRr FReRindSBE eRfodbdebabl beerdavirdlgss ndttvorke
nobi | e devi ce of clai m 38, erein the nmessage state

damamsh&r genesatingetaseldata abovs thesanedediessagea fir st
of, t.he..encoded ac% ail able for

peni n
FPF‘%%%?F S?P%}{eﬁgesé%gcehsg‘%? g@gm% I'td openi ng of the
enﬁﬁd@fm&@gﬁg from the cache the message state data when content of the

received encoded message is to be retrieved;

wherein the message state data that was stored in the cache due to a first opening
of the encoded message is available for retrieval from the cache for a second opening of
the encoded message;

means for generating a message indicator based upon the message state data that
was accessed from the cache;

wherein the generated message indicator is provided to a user of the mobile device.
37.  The mobile device of claim 38, wherein the message state data that was stored in

the cache due to a first opening of the encoded message is available for retrieval from the

cache for a third opening of the encoded message.
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