2 8 f E B 2005 CERTI FI CATE VALI DI TY AUTHENTI CATI ON METHOD AND APPARATUS

BACKGROUND OF THE I NVENTION 5 The present invention relates to techniques in
a PKI (Public Key Infrastructure), well suited for authenticating t2gFEB 2005
validity of a public key certificate which serves to verify a signature for

an el ectronic r nal - nd whi ch _has been

i ssued by a Cgﬁﬁﬁﬁﬁﬂgﬁfgﬁ‘5éﬁgﬁﬁqwf IgIﬁﬁéﬁithhﬁéﬁk ]ﬁGEPéHBHQ t he
pertinent termnal. 10 In various orignlzatlons and parties on private and
public bases, PKls (Public Key | nf es) have been introduced and
made ready for use in order to electronicize manifold procedures which were

taken wth sheets of paper in the past. Fig. 12 shows the relationship
anong a plurality of certification 15 authorities which exist in a

prior-art PKI. As shownBACKKeRQ@GNE OF AHEdNYENEBIODh aut horities each
i ssuing and managi ng public key certificates forma group having a tree

structure whosdhappxedenttingentomn celates ke declmigaeshor at FKTCAPubTe Kgyoup i s
called "security domain". The root certification authority CAl issues
publ i c 20Ikaysterttife)catads shotetihfrcanthiehiticatingntleuvhbdityi ef aGA2blie kep2r
which are |located directly downstream of itself. Besides, each of the
certifi catentificatet dtich isesv€&ARd verGA24 digsatesepiohl a degtrorict pfocatias to the
certification authorities CA31 - CA3r, which are located directly
downst r eaneafivetids} & .certainttbrmimanared wldabrheasavddrf issaeddry autehtifictyionocat ed
directly upstreamin 25 the tree issues public key certificates to the
certifi catuohosty offetéresfrohooat edustieddnit tlye doviisénttmmaihail.t sel f. Furt her,
each of the certification 1 2 B FEB 2005
10 In various organizations and parties on private and public bases,
PKIs (Public Key Infrastructures) have been introduced and made ready
for use in order to electronicize manifold procedures which were taken
with sheets of paper in the past.
Fig. 12 shows the relationship among a plurality of certification
15 authorities which exist in a prior-art PKIL
As shown in the figure, the certification authorities each issuing
and managing public key certificates form a group having a tree structure
whose apex is the root certification authority CA1l. The group is called
“security domain”. The root certification authority CA1 issues public
20  key certificates to the certification authorities CA2; - CA2, which are
located directly downstream of itself. Besides, each of the certification
authorities CA2; - CA2, issues public key certificates to the certification
authorities CA3; - CA3n1 which are located directly downstream of itself.
In this manner, each certification authority located directly upstream in

25 the tree issues public key certificates to the certification authorities

located directly downstream of itself. Further, each of the certification



authorities |located at the downnost streamin the tree (hereinbelow called
"termnal admtting certification authorities") CASs - CAS'a, issues public
key certificates to user termnals taking el ectronic procedures 24 FEB 2009
(hereinbelow, called "end entities") EE1 - EE,. 5 The legality of a secret
kev (signature key) which each of the end entities EEl - EE, uses for the
si gnat ur eabthaimtieb elxcaded catddbandar rim osc etrdam edh et heeepbeiankelow,
certificate issued by that one of the termnal admtting certification

aut hori ti esll@ASterm@ang, admittihg clratimhtisnthethopdias nenASendC Adtintigsuesel f .

In turn, the legality of a secret key which each 10 of the term nal

admi t ti ngpoétiti kieyateotfiaateboto t ugs EASEinalCABUNMYSs esedtoonict lpprosednasur e of
the issued public key certificate is certified by the public key

certifi cafleeressieldvycdlleat “oneé coititids€) ddfit-iEEcati on authorities CA(S - 1)1

- CA(S- 1)n(m- 1) which admts the pertinent termnal admtting
certifgcation aTthOlE%'ngt%toSf&l kecredand(gighyturiehiee peargth key Wwbf ehe iehdused 1S
for the signature by each of the end entities EEL - EE, is finally certified
by the puRlitieskBE, cemH,f ucad &olr sgleedi dyatuhe Ffoah erRIdrdiicatioeiniftheyity
CAl. The certification authority which finally certifies the legalities of

the keys céegpattiyvehy pisigiec ek theifstgpakiias By thhe oaedoerhd tteemifEl -
EE., in other words, which is'trusted by the end entities EEl - EE, and

which is hegatedg 20r@fichhenURMREbritteseaMMbEN t hEAS e, whicieahlifdts t fHist
anchor". Referring to Fig. 12, the end entity EEi affixes a signature to an

el ectroni peAPRSNESA eTUAY @felf WA thAY) tARALLEREY 8P JRrdEkéy APRIFN éR T O
the end entity EE., by uSing the secret key of the end entity EEl itself.

Besi des, bhenhendr@mhil ¥dEEkiaL! @shgmatont RetisodHes CASCLIORS; daseyresnt a 25
public key certificate which pairs with the above secret key and whi ch has

EeEnBi ;33@1{& Bie ridtard f niheails s aedri fuibIng kegrdertificatd oncarifion sy tképuler 2 2 B

key certificate issued by that one of the certification authorities CA(S - 1)
- CA(S - 1am - 1 which admits the pertinent terminal admitting
certification authority itself. Accordingly, the secret key which is used

15 for the signature by each of the end entities EE; - EEx is finally certified by
the public key certificate issued by the root certification authority CA1l.
The certification authority which finally certifies the legalities of the keys
respectively used for the signatures by the end entities EE1 - EE,, in other
words, which is trusted by the end entities EE; - EEx and which is located

20  atthe upmost stream in the tree, is called “trust anchor”.

Referring to Fig. 12, the end entity EE:1 affixes a signature to an
electronic document, such as a written application, to be transmitted to
the end entity EE,, by using the secret key of the end entity EE; itself.
Besides, the end entity EE; attaches to the signed electronic document a

25  public key certificate which pairs with the above secret key and which has

been issued by the terminal admitting certification authority CAS; for



admtting this end entity EEi, and it transmts the docunent and the
certificate to the end entity EE.. The end entity EEx can verify the
signature of the electronic document received fromthe end entity E&TFBEN05
enpl oying the public key 5 certificate attached to this electronic
docunent. Since, however, the public key certificate is not one issued by
the term ndimiadngt thisgendesit fifyi &) amdaut hoxndiyi t€ASNE,d dcarm adiiarid nget he end
entity EEx, this end entity HE, cannot inmrediately trust the pertinent
public keyeﬁﬂﬁ@hﬁn@am@4nui@nﬁbyﬁEgase, the end entity EEx nust authenticate
that the validity of the 10 pertinent public key certificate is certified by

the root certifigatbAl eAUPOEEL YedpAlyetifychbssihthFalssf aneherecefoised
entity EEx itself. A wvalidity authentication process for the public key

certificapgchmemtGQUERRDYrorh el Old ewting Eteps;: eé@ofgg%gﬁ% }‘pﬁfblf’@kbyf rom

Trust anchor to Certification authority °~J5 which ue gin of " Public
E,‘?{) cgll E&GEI & YWY L ftaBhd q U tﬁﬁ"é"@éct@@ﬁfcegd&c*&%%&@t Sh{del ThGRthRR gykhority

as a start certification authority, the processing of inspecting

the issue,,ggst 19t iQPEFRhtPUR! bt KBYeCeEdhidd iefhé S&»&lgﬂngy L6 istAL!

certificaFlon authority and further inspectin any downstream

cer L T catdafticiH LR bHLPS AL, I1E! Atgg%pu e dIft | AIRFCERY (RRUENd

destinati ons, e | ssue estinations ic key certificates issued by

the downstaeamuigerfifs CabEONAMIIOL Ghel SelAUIMMERINNLL] & GeLhILI Catl on

aut hori ty bei’ng e issue origin’of a pertinent pu certificate

(here, thg Tt}‘?fs”%&‘,%; tpg% Iehﬁ%%t hfljs‘fSatti[tﬁgn?g%{bﬁél&&tﬂf@@%lifdgfy Y

the end entity I'ncl anon i nspected ‘i ssue
sesh ot PR R NSk, Fremate I ushogehay (od T ReELidhERbA
authority CA1 which is the trust anchor of end entity EE, itself. A
validity authentication process for the public key certificate is executed by
the following steps:
(1) Search for Path from Trust anchor to Certification authority
15 which is Issue origin of Public key certificate
With a trust anchor (here, the root certification authority CA1) set
as a start certification authority, the processing of inspecting the issue
destinations of public key certificates issued by the start certification
authority and further inspecting if any downstream certification
20  authorities are included among the inspected issue destinations, the issue
destinations of public key certificates issued by the downstream
certification authorities is continued until a certification authority being
the issue origin of a pertinent public key certificate (here, the terminal
admitting certification authority CAS; for admitting the end entity EE;) is

25 included among the further inspected issue destinations. Thus, a path

from the trust anchor to the certification authority being the issue origin



of the pertinent public key certificate is searched for. (2) Verification
of Detected path There are obtained public key certificates issued fromthe

i ndi vidual certification authorities |ocated on the path detected by H]F B %05
step (1), to the certification authorities |located directly downstrezz E -
the respective certification authorities on the path. Besides, the

processi ngf thé peetinkyit pyililhek sy getificateat stieheelr tarnent public key
certificate to be authenticated on its validity (here, the public key

certificate iss )theﬂfida(Elone@ﬁD%lﬂédtb& }ﬁEh by the termnal admitting
certification authorlty CASs), in 10 the light of the public key certificate

i ssued by the camhlelréi aadi @BtaHldorphvlic (Refye.cefleicaedst ifsbgadi FroAutiHrity
CA(S-1)1) located directly upstreamof the” certification authority (here,

the term E&@alv@@mhl tepgfiegtibnf hGdd19He 8UbPAIT ¥ @4@1}%/ tlmaweﬂ&tbasyfdtﬂ&e
pertinent public key certificate, and subsequently erifying if

verifigat b%ﬁueh? ds tHQQ@rtlFllagh%h%ﬁthléE?ﬂé%fIOtCQ?ECpleléCQI}kSXMJI%tF@JIBICgﬂ gale

i ssued by ertification authority located directl’y upstream in the

light of &gggaeewé Eerkc?fcht%ﬁ'Jdtﬁ%trﬁlésséHetqllebgaHhe Bsgtdefs' ceﬁ&'}ﬁlrbce%atn rity

| ocat ed di upstreamstill further, 1s continu unt| upstt eam

Cert'flc%k%?f% Or ity SeALhes bhayer éxttnﬂ:!}ﬁh bh”‘k% CRSifUNET o BN

sl gnature veri |on ha goo trust anc 0 due

course,  togaNaldciibd O ihgaRUBl! ey ReRLbY cleéfa&ﬂlﬁea@ulégﬁea't%a&ﬁed on

its validity sha een aut’ ntlcate entit

authent! cahe dign) £aRIY ¥ yh@ftem?mﬁ' EPREANE coHIHIRT JASLMEICHEOD e end

entity EEL, that the signat the electro dunment is

o0 W BRI Ok resier U ssher b bt ek gigon
verifyi ng(ﬂé'i%, ShO0BHH; €2 9bn RANBLBF T AMB-G)F 18 BebEB réAY upstream of the
certification authority (here, the terminal admitting certification authority
CAS:) having issued the pertinent public key certificate, and subsequently
verifying if the verification holds good, the signature of the public key
15 certificate issued by the certification authority located directly upstream,
in the light of the public key certificate issued by the certification
authority located directly upstream still further, is continued until the
upstream certification authority reaches the trust anchor. In a case
where such signature verification has held good up to the trust anchor in
20  due course, the validity of the public key certificate to be authenticated on
its validity shall have been authenticated.
The end entity EEx can authenticate the legality of the electronic
document received from the end entity EE;, in such a way that the
signature of the electronic document is verified using the public key

25  certificate attached to the electronic document, and that the validity of the

public key certificate used for verifying the signature of the electronic



docunent is authenticated in accordance with the steps (1) and (2) stated
above. Incidentally, it is premsed in the foregoing that the process for
authenticating the validity of the public key certificate is executed B 185
5 end entity. However, the certificate validity authentication process is
heavy in | oad, and a high processing capability is required of the end
entity fordochementeisuaiidrendfcaterd ipragcesdanda whtls thastafofe bedr2prsopesed by
the | ETF that a server for authenticating the validity of a certificate as
is conneebedeto the end entity through a network is disposed so as to 10
authenticate the validity of the public key certificate instead of the end
entity. SUWMVARYIf¥dEHE I WVENE Ohelriget tinf ilheaferegalingli thy t alitehpnd ¢esat forg
server hitherto proposed 15 authenticates the validity of a public key

certifi cahatlntexatng ithg wd1adisy efsthe( phbHodkdy2}estfadad ibeh@cateddahtitd me it
accepts a request froman end entity. Therefore, a tine period for

executd ngehheestieps Howaner, (Re icertifitaleeaatidityexpengedcstisaeptheesseguest of
the end entity for the authentication of the wvalidity of the public key

certificaheatylin 16€d,00hal ANERL Photdrein@dalpabalityt he redlird REgNiliL ahidon.
Besi des, al though the exanple of Fig. 12 is prem'sed on only one security

domi n, aeﬁh'gf%}Tth(e@Re@@ﬁ@fli&ﬂ/‘:h@%@c@§s.arﬁ eanfieGbE R ddn pESEbSEd yor the
reason that PKlIs have been introduced and nade ready for use in various

or gani zat yRNSEBRAHAATE k8SyQNfoRT 4 VidleAtRAGnRUBNE Gahasgsons 2& tixddtal e
before. Even anong the different security domains, the process for

aut hent i cabhigk b yallidlidna ehaybubldpikey KRsdrd 621 8pnsBd2:8 FER2005
i ndi cated by the steps (1) and (2) can be realized by perform ng
10 authenticate the validity of the public key certificate instead of the end

entity.

SUMMARY OF THE INVENTION

A certificate validity authenticating server hitherto proposed
15 authenticates the validity of a public key certificate by executing the steps
(1) and (2) stated before, each time it accepts a request from an end entity.
Therefore, a time period for executing the steps (1) and (2) is, at least,
expended since the request of the end entity for the authentication of the
validity of the public key certificate till the obtainment of the result of the

20  authentication.

Besides, although the example of Fig. 12 is premised on only one
security domain, a plurality of security domains are conjectured to coexist
for the reason that PKIs have been introduced and made ready for use in
various organizations and parties on private and public bases as

25 explained Dbefore. Even among the different security domains, the

process for authenticating the wvalidity of a public key certificate as



cross-certification in such a way that the root certification authorities of
the individual security donains issue the public key certificates of the
security domains opposite to each other, or by disposing a bridge 5 28 FEB 2003
certification authority which perforns such cross-certification between it
and each of the root certification authorities of the individual security
domai ns. irdelieyted, bwhethd hetepso¢essaidr (Autdaantiiec atdahigetihdvapédotmint a
public key certificate is executed anong the plurality of security donains

in this naoBelcertificatigmbal sathcertiy ithat ithe rauvt hertiticesohngliBasetes ¥1d the
10 rel ati onship anong the certification authorities becones nore

conpl i cate@ wdikeukDees iRy edéh@enStiEied Uhe RELEAONVSY icBriififatebZof SBet hat a
| oad for executing the steps (1) and (2) stated before increases. Therefore,

the tine eurpd WHMBRIAS flediosidned td1Bef e@edly Qfishhsinench epfifiby for
he LUt hepukng W RIS ST oS e, IRk Ptehy, HishIarRe PR (he 15

obt ai Bmente roifidalt® ﬁﬁﬂlléri?} v@lkﬂl%haﬁéﬂ%@ﬁ{scﬁﬁ&}?'&rb;%—té‘rrﬁﬁ@itidl?%tt%@ﬁditt 0

i ncur degradation in servi‘ce. The present invention has been made in view of

the above,ndid e aneesoo @REIIASIHOR dihaPIEO I MSNRILGRLA] WelBRE" | O

which is expended since a request tfor the authentication of the validity of

a public d&%alfﬁ?/.i gﬁf&w&&‘??@héﬁ ltileg{)}r%ééyst hﬁ”ﬁ&ﬁ@ﬂt%tﬂ{% Hevuati g bya 1N

order to acconp the object, ac ing to the prese i nventi‘on, in a

certifi cat &b hdg ié%tﬁﬁaﬁ?g%gﬁ%ﬁ@i §1§§0‘§%81‘M£2)??ﬁ1?t¥ Gpgléﬁﬁ'tiﬁ?ﬂt)ﬁlains

pluraliti'es of term na entitie ation authorities

through_axnetiuapin B ORRSHAGLSH BF ¢4 HELAMOL S HRRUGED ihdteRSe COTRY IipRCe W th

1 U
a request nade by a certain termnal, In order to authenticate the validity

of al@““ﬂe@aﬂf@bfsﬁ@i“iﬂl%ﬁ e irfsueds i iford Bat_'fﬁ%@@@% cpEddrhbgsat hifre

authority which is differént froma certification authority
complicated unlike the simple tree structure as shown in Fig. 12, so that a

load for executing the steps (1) and (2) stated before increases. Therefore,
the time period which is expended since the request of the end entity for
the authentication of the validity of the public key certificate till the

15 obtainment of the result of the authentication is further lengthened to
incur degradation in service.

The present invention has been made in view of the above
circumstances, and has for its object to shorten a time period which is
expended since a request for the authentication of the validity of a public

20  key certificate till the authentication of the validity.

In order to accomplish the object, according to the present
invention, in a certificate validity authenticating server which is
connected to pluralities of terminals (end entities) and certification
authorities through a network, processing stated below is executed in

25 compliance with a request made by a certain terminal, in order to

authenticate the wvalidity of a public key certificate issued by a



trusted by the termnal. Irrespective of the request of any termnal for
authenticating the wvalidity of a public key certificate, for exanple,
periodically, there are 5 performed: the path search step of executz’ LR 2005
process in which, with any certification authority set as a start
certification authority, an issue destination of a public key certificate

i ssued bycéttFicttam adhbritycathion isadiffferdrttyfiicsn checdcédicatindh subjeettyt o any
certification authority included as 10 the issue destination, an issue

desti nat i oriusedd dyphlel teemkeyl.certificate i ssued by the issue-destination
certification authority is further checked, the process being continued

until all of therégsaceivdest ithatieqmesdbftdrgy perdhinal keyaetiditidaaat@shbecome
termnals, thereby to search for paths which extend fromsaid start

certificataleaitgubhar ipiyblfcokbpr tdrmidl caddntdrt eREmiH e Petriddiealliyonhatd heei ti es
havi ng i ssued public key certificates to any termnals; the path

veri fi5catf3@1rf0§ﬁ@@;of executing for each of the paths detected by said path
search step, a process in which, with said start certification authority

set at an UPStr@ﬁﬁ#?ﬂ@%ma@c§hﬂ@??@F%x@éuﬁhg 9%9&&%5?an%Mu€ﬁfR&ﬁhcﬁﬁﬁ i ssued
by the termnal admtting certification authority on the pertinent path is

verified id @ drOMu®brit)e seUbld Ca k@Y rCoihtificaBb® audBYEGybYadk NBsue
certification authority |loCated directly upstream and subject to the

verificatgonifaybRdonal gtﬂﬂ’&dke? §é19ﬂ§’(§d%&eisf§ﬁeah§%1pﬁté IsGake¥ertsBESfibhcat e
issued by the termnal admtting certification authority located 25 directly

upst ream 4gtheityf isechdcReingnhi GiYje &f tot Mgy REPYifi6a 6N aQﬁhth}rGﬁEﬁldééﬁged by
the certification authority located directly upstreamstill further, 7 2 8

rggagggs e sPh O GRS BinkBbNY a@0RshoMRdtiHAtioh SPd $uaRidkdy cattiQpaRUlBRBAT Y
by the issue-destination certification authority is further checked, the
process being continued until all of the issue destinations of the public
key certificates become terminals, thereby to search for paths which
extend from said start certification authority to terminal admitting

15 certification authorities having issued public key certificates to any
terminals;

the path verification step of executing for each of the paths

detected by said path search step, a process in which, with said start

certification authority set at an upstream side, a signature of the public

20  key certificate issued by the terminal admitting certification authority on

the pertinent path is verified in the light of the public key certificate

issued by the certification authority located directly upstream, and subject

to the verification having held good, a signature of the public key

certificate issued by the terminal admitting certification authority located

25 directly upstream is verified in the light of the public key certificate

issued by the certification authority located directly upstream still further,



directly upstream beconmes said start certification authority, thereby to
verify said paths; and the path registration step of registering in a

dat abase those of said 5 paths whose verifications have held good; g)FEga}bdd
path verification step. Besides, in a case where the certain term nal haed
made the request for authenticating the validity of the public key

certificatie iseieds byeihBe cohefiicialudgimshal d N daitfdiC atu v ragt NeFd ey Whi ch
is different fromthe <Certification authority trusted by said term nal,

sai d val i didey19f ugah@awm&%n&l& keyd Geaft Ebadi@ticn aaq}th%mft:ys:ach%@etby tehecki ng
whet her or not “the path between said certification authority trusted by

sai d terni,@ﬁ[cygtgg.ln?gu%;sdtrﬂrt certification authority and the path between
the different” termtnal  admtting certification authority and said start

certification atﬂ&gsh{ Yo &sfrathfl gterpeaf $LETsE ‘ifrlél imeﬁs!@al@mst%s% Aggar di ng

to the present invention; when the'request fo authenticating the validity

o 1 PUBLLE K80ESALATLR IS, PO Pl OB SRt

the recep owed arc or the pa m t he

trust anchor of gL ig pert Nt WAL BAL cbALRS. A BSHERr heldL B8L LLELGALI on

authority of the subject pub ey certificate a e veri 1 on of

he d d : ' d ; | teps,. . f .
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It is accordingly possihle to’si per expended since
e, poueal iy U P EROODP MR oIS I e o
I, COAREE o g AT I LIS SRR LR R
I's appliefoy Figrirraté R JLAREAMMOMRY AR RXYML Relilert 6% HEk A LHILP among
between said certification authority trusted by said terminal and said start
certification authority and the -path between the different terminal
admitting certification authority and said start certification authority are
held registered in the database.
‘15 According to the present invention, when the request for
authenticating the validity of the public key certificate has been received
from the certain terminal, the reception need not be followed by the
search for the path from the trust anchor of the pertinent terminal to the
issue-origin certification authority of the subject public key certificate and
20  the verification of the detected path as have been mentioned as the items
(1) and (2) before. It is accordingly possible to shorten a time period
which is expended since the request for the authentication of the validity

of the public key certificate till the authentication of the validity.

25 BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram showing the schematic architecture of a PKI



i ndi vidual certification authorities CAin the PKI systemshow in Fig. 1;
Fig. 3 is a block diagramshow ng the schematic construction of an 5 end
entity EE showmn in Fig. 1; Fig. 4 is a block diagram showi ng the s BeFﬁtZ’Q[fS
construction of the certification authorityCA shown in Fig. 1; Fig i 8%
bl ock di agram showi ng the schematic construction of a certificate validity

aut hent i capdtem cemtleich\d@ shdwalibterfti . the; pdQekt gnvéntisn as hbptieddi agr am
showi ng an exanpl e of hardware construction of each of the end entity EE,

certification aptharid ¥ dGagand slccsamlipg headapld Of tie aulheiidlgptdapneent er
VC which are respectively shown in Figs. 3, 4 and 5; Fig. 7 is a flow chart

for expl ajiuingd ti lecOpEi@lti i aoth Geaes M Agn fthe PKILSy steni §lvéwa anHigranagi ng
paths as is executed in the certificate validity "authentication center VC

shown in Fig. Sridizis 8vil6ciadha &mnt halkyinQr tHeXpd 1k A8 coR8HAReIA! beanof
searching for, verifying and nanaging the paths as is executed in the

certifg capgd Wity shawdentricaf.i on center VC shown in Fig. 55 20 Fig. 9 is
a di agram show ng pat hs which &xtend froma bridge certification

authorities %P%% 150, Bﬁ?c@@ﬂe{%v‘?m{ ShEWiAk tREFChbhic EGRhEGBR GNthe

authorities CA, whi ch are tected by”the path search wunit 32 of the

certifi Caé@rtl\f?éétﬁ]ﬁ Xuﬂ%ﬁ%&?&@hb% epier.VC in a case where the

certification authorities In the relationship shown in Fig. 2; 25 Fig. 10

is aflow Chartpfcg?rs eX Rl APk Wi abPEnOPRE AL h ONhefscrRM g tbashiRg diher kel i dity
of a public key certificate as i's executed”in the 9 2 8 F E B 2005

R T

10 Fig. 6 is a block diagram showing an example of hardware
construction of each of the end entity EE, certification authority CA and
certificate validity authentication center VC which are respectively shown
in Figs. 3, 4 and 5;

Fig. 7 is a flow chart for explaining the operation of searching for,

15 verifying and managing paths as is executed in the certificate validity
authentication center VC shown in Fig. 5;

Fig. 8 is a flow chart for explaining the operation of searching for,
verifying and managing the paths as is executed in the certificate validity
authentication center VC shown in Fig. 5;

20 Fig. 9 is a diagram showing paths which extend from a bridge
certification authorities CAbriqge to respective terminal admitting
certification authorities CA, and which are detected by the path search
unit 32 of the certificate validity authentication center VC in a case where
the certification authorities CA in the relationship shown in Fig. 2;

25 Fig. 10 is a flow chart for explaining the operation of

authenticating the validity of a public key certificate as is executed in the



authenticating the validity of the public key certificate as is executed in
the certificate validity authentication center VC shown in Fig. 5; and 5
Fig. 12 is a diagram showi ng an exanple of the rel ationship anong ZanF B 2005
plurality of certification authorities which exist in a prior-art <Fr

DETAI LED DESCRI PTI ON. OF THE PREFERRED EMBQDI MENTS Now, enbodi nents of the
present i SOEMicHE Validitpaudbepirpdan cepter YC shqwndngiiggpam showi ng t he
schematic architecture of a PKI systemto which an enbodi ment of the
present inventi &igi slhppsi éd. Ay skhbawt i f9rt exElpgumng, the PReratjenemfof this
enbodi ment is so constructed that a plurality of end entities EE which are
user ter mapghenfierting dikiengaledidyt @lotlie ppbdiceliey asrtibicategadste asaded i ing
servers for accepting S requests fromuser termnals so as to take

el ect roni ¢thpredédcatesv#lodity haithesdeatien eentirsY Ceshgiwndniliig. 6f andrti fi cati on
authorities CA for issuing and nanaging public key certificates, and a
certifbcate val Fdi.t}2 sus klemgiagatshomvingeaart exaM@lé of thatrkértidrstipragmoheg
validity of a public key certificate in conpliance with a request nade by
the end entpluyalkB; oAkertifitetcorutktd Btie? Ovhivhorght tn agtor-kriNEKIf or ned of ,
for exanple, LANs, WANs and the Internet connecting them Fig. 2 is a

di agram showi ng an exanple of the relationship anong the individual
certification authorities CAin the PKI systemshow in Fig. 1. 25 As shown
in the fi guRETAILED D ESCRIE IO N HeF ARLER EERRGT EDhE B R@DIVIENT St hat a
plurality of security domains SD (SDI - SD3) on private 10 2 8 FEB 2005 and
gover nment al badasvaemboakiriestte nif th€presatt invensmguniitlybaddewmimisedD (SD2 and
SD3 in Fig. 2) are assuned to be so related that their root certification
authar@ties CA FQAllanda @Adgram Fhgwig tperfavenmatic architecture of a PKI

system to which an embodiment of the present invention is applied.

As shown in the figure, the PKI system of this embodiment is so
constructed that a plurality of end entities EE which are user terminals for
taking electronic procedures, or request accepting servers for accepting

5 requests from user terminals so as to take electronic procedures for the
user terminals, a plurality of certification authorities CA for issuing and
managing public key certificates, and a certificate validity authentication
center VC for authenticating the validity of a public key certificate in
compliance with a request made by the end entity EE, are interconnected

20 through a network NET formed of, for example, LANs, WANs and the
Internet connecting them.

Fig. 2 is a diagram showing an example of the relationship among
the individual certification authorities CA in the PKI system shown in Fig.
1.

25 As shown in the figure, it is premised in the PKI system of this

embodiment that a plurality of security domains SD (SD1 - SD3) on private
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cross-certification by, for exanple, issuing public key certificates to each
5 other. Besides, the root certification authorities CA of the respective
security domains SD. (CAll, CA21 and CA31 in Fig. 2) are assuned to)gpegfggm
cross-certification between themand a bridge certification authority

CAbri dge by, for exanple, issuing public key certificates to the bridge

certificathdny@udrinonénity] GAbes dge caadisadisto Humaofpubl jecukity ddmaeis 60 cat es
i ssued thereto by the bridge certification authority CAbridge. In this way,

a path cacbe dral B0; bat Ween 2y herecak dimiedatd Obe alt heldted Efat bebiongosy to a
certain one of the security domains SD and the certification authority CA

bel ongi ngcé@ifaruiher dutherides taat {0a,vakind tgAqf tihe pl‘-%l izal S}K@Morm
y be

certificate issued by one certification authority CA ma

aut hent | cafcad buritha I8y S6F LhhhGabl ARANENATIILY 1Ch BRI catbbigbectil | be

expl ained the end entity , certification “authority CA and certificate

valididy gidient B&atboN tkeNMRyt Vor iy fibn CANGbitEL EReoPlheSysd suptfigscri bed
above. First, the end 'entity EE wll be explained. 20 Fig. 3 is a block

di agr am st g, (e SEICERS (€ LANTEAUCHEAN Ok L fie FigNhell Lo edstoshon

in the figure, ‘the end entity udes a processi’ng” unit 10a, a storage

uni t 10D, pRrGoAMUEIRRLIRR HALion LA & SEIaHES 1 £OBBUCAS itchifioanot her
devi ce through the network NET, and an 25 input/output unmt 17 iC

i nput s/ 0U59H¥§r_i§Je@A1§,%”i ® %&'”@ﬁlrﬁﬁfeir,%E&%&Qﬁkwﬁk%ygéeg?if%ttw%Cthe

docunents received from ot her end e ties E B 2005 user

terni nal sprand vl:&lABSEP! Su IS AUCLIONS, OTMRN R ol RadiE8r SpuBle BEgeessi ng

unit 10a inclfudes a signature genération unit 14, a sign e verification

uni t 115, aaqd;ifdcAeRtsfledNhbrd® W ehe Aid £E Y ¥ation authority CAprigge.
In this way, a path can be formed between the certification authority CA
belonging to a certain one of the security domains SD and the certification
authority CA belonging to another in order that the validity of the public
key certificate issued by one certification authority CA may be
15 authenticated by the other certification authority CA.

Next, there will be explained the end entity EE, certification
authority CA and certificate validity authentication center VC which
constitute the PKI system described above.

First, the end entity EE will be explained.

20 Fig. 3 is a block diagram showing the schematic construction of the
end entity EE.

As shown in the figure, the end entity EE includes a processing
unit 10a, a storage unit 10b, a communication unit 16 which serves to
communicate with another device through the network NET, and an

25 Input/output unit 17 which inputs/outputs electronic documents created

by users or electronic documents received from other end entities EE or

11



controls the various units of the end entity EE. 5 The storage unit 10b

i ncl udes an el ectroni c docunent holding unit 11 which holds therein the

el ectroni c docunments created by the users (received fromthe user %0
termnals, in the case where the end entity EE is the accepting s%pjgﬁ),%a
key holding unit 12 which holds therein secret keys (signature keys) and
publ i c kewseetdrinfingds, esnpaihichgoeepts inhée ukdianesgieeni ve tiseasets.keys, and a
verification subject holding unit 13 which holds therein signed electronic
docunents and pUbkierdeeysiogr tniti dat ascludeseai sigdatuwonygehberti @mdirantli4t iaes EE.
In such a construction, when the control unit 18 has accepted from the user
t hrough t bigniatpué /vaarifdedtiemiinit 715 nandsa rasettialnundt t1Bewdfithctolibativell5 an

el ectroni c docunent held in the el ectronic docunent holding unit 11 i's to be

transm tt eghtrolaned herioerdi g bfyhégndietntrtga@s out the pertinent electronic
docunent fromthe el ectronic docunent holding unit 11 and delivers this

document to theThedtataieudanEIAihA@Adesialn dectrbien dochigne®t BBRIWLUNit |
generation unit 14 generates a signature for the pertinent 20 el ectronic

document by WHie9 1ol HedrekeythBebrbciid dihed keymeakslidiga tidi thyldhe TheFeafter,
the control unit 18 creates a signed el ectronic docunent by  affixing the

si gnat ur (et eAtRd Ryt SiaNRbH{igaBenar dld edketiferd4het Ond Nnti® Bt foni C
docunent read out of the electronic docunment holding unit 11. urther, it

attaches ghdubképtikeysa@iet),fd qalenBrlithg Dnihe2kenilollilag treid Zecgdt to the
signed el ectronic docunent created, whereupon it transmts themto the

address ofeyhe(gadatite theysF RARUNGD@bIIE aRsy s6idcALSt pRdtingn w2 i EB
?005 indicated by the user, through the communication unit I6 In addition,

when ithe £OMRlveubbdret kdjads an@cai vedfirabanadbjeel eelan ardecaenhicknd a
public key certificate fromanother end entity
holds therein signed electronic documents and public key certificates
received from other end entities EE.
In such a construction, when the control unit 18 has accepted from
the user through the input/output unit 17 an instruction to the effect that
15 an electronic document held in the electronic document holding unit 11 is
to be transmitted to another end entity EE, it reads out the pertinent
electronic document from the electronic document holding unit 11 and
delivers this document to the signature generation unit 14. Then, the
signature generation unit 14 generates a signature for the pertinent
20  electronic document by using a secret key held in the key holding unit 12.
Thereafter, the control unit 18 creates a signed electronic document by
affixing the signature created by the signature generation unit 14, to the
electronic document read out of the electronic document holding unit 11.
Further, it attaches a public key certificate held in the key holding unit 12,

25  to the signed electronic document created, whereupon it transmits them to

the address of the end entity EE being a transmission destination

12



EE t hrough the communication unit 16, it causes the verification subject 5
hol ding unit 13 to hold them and simnmultaneously notifies the hol ding
operation to the signature verification unit 15. Then, the signaturq§FEB7w5
verification unit 15 verifies the signature of the signed electronic )
docunent held in the verification subject holding unit 13, by using the

publ i ¢ kelndieateidf bgdhe useceihred ghodgetdtvannwinigatipnsurit dét r oni ¢ docunent. 10
Here, only in a case where the verification has held good, the signed

el ectroni ¢ documeraddigicdeamthexi ttheasobéialg unefald leasd rieteivedowt aighed from
p the input/output unit 17 as nmay be needed. However, in a case where, in
spite of dlhetrsngnatorueneer bfid capiuddic kayiaegtihiehte Gaod, aridthepuhid enkiy
certificate used for this signature 1 5 verification has been issued by any
ot her terBErhlroadhi thd ngmaguhidatiat ueit 46} hochtyesChd amifidaedi drersnmibjedt
admtting certification authority CA which admts the end entity EE of its
own (thathélglinwhiieift hastd seddtlidie pudl sienukepecesly hiotidied tive thelddngd entity
EE of its own), the signature verification wunit 15 transmts a request for
aut hent i capdriagi drherovahedbighathird heerpibh iicn 2Ank<elp. ceThieh cilee sugegtrer the
signature verification, to the certificate validity authentication center
VC. On th@e&‘if@@&t&ﬁhomniif1Be®@8ﬁ&rsy,th‘érls$$t(\@1rdrhi ngsshe ( BOInay) elardi @ailci ng a

| evel of certification and/or assurance for the certification authority is

cont ai neddodurhbat dlbent ithatveaific egoRsdubjdbuboldiony vininla, d3sasiwertdet he
validity of the pertinent public key certificate has 25 been authenti cated

by the cesdbli¢ cladye ceatifidiaty revéivedt itcattihen odtt ethid/Gletthenisidyednehect roni c
docunent is dealt with as being legal, and it is outputted 13 2 8 F E B 2005
fronLthe Hepyt 6alif dut aurdde Where tray veeifieaiad. hddeheld, gdd® the udgwedt hi ness
is indicated by the amount of business, or the |ike of the
electronic document is dealt with as being legal, and it is outputted from
the input/output unit 17 as may be needed.
However, in a case where, in spite of the signature verification
having held good, the public key certificate used for this signature
15 verification has been issued by any other terminal admitting certification
authority CA than the terminal admitting certification authority CA which
admits the end entity EE of its own (that is, which has issued the public
key certificate to the end entity EE of its own), the signature verification
unit 15 transmits a request for authenticating the validity of the public
20  key certificate used for the signature verification, to the certificate validity
authentication center VC. On this occasion, if necessary, trustworthiness
(policy) indicating a level of certification and/or assurance for the
certification authority is contained in the authentication request. Thus,
only in a case where the validity of the pertinent public key certificate has

25 Dbeen authenticated by the certificate validity authentication center VC, the

signed electronic document is dealt with as being legal, and it is outputted

13



el ectronic procedure to be taken by the signed el ectronic docunent.

Besi des, the trustworthiness may be indicated, for exanple, by the 5
confidentiality of a docunent to be dealt with or the trustworthi nz SFE%fZUU%
si nger of the singed el ectronic docunent (such as signer's reporti 3
himsel f is necessary, or the processing via a network is acceptable) Next,

the certi FigAtiAB aHbEoaMnfA Whitl 1be £XPhANah Fhdied | S el ook agram

showi ng the schematit construction of the certlklcatlon authority CA

shown i n {hg it Resd hfugg{)cta't %3} LN 2 AUENeY b %%%%@Clquﬁ% Rke %rfotchf‘ess' ng

unit 20a, a storage un nmuni cati on uni serves

put /out OOt faﬁ%@l hobie s FUGD Uk BeoPtdNE Metverf fdiment rc.
?2&3’822“&“%&52 ot eﬁm&sﬁﬂ@? bR by Eféff?z?%% aby, e
"asae ni tosenfally e H%Eﬁﬂfﬁ%tt%éb%%@# wififbecfi apsERaRtiBRE ERe
various units of .the certi {on aut hori t %Cé\}di‘ffo The. storsﬁge unit 20b

i ncl udes 3186bI PE ‘lb«frysb%%? f‘?&‘i T8N Yat %Ca"s%e RS hoA & TtheP@on e
public kei{ certificates issued by the.issue unit 2#( .an i E@gle destination

managementif Pl 1HHPEF$G  YinPY ﬂ?‘?ﬂf A N IV A TV, lseﬁ?cieg €desti nati on
managenent |ist _describin | SSu destj.nati. he respective public
key certificate ePféI téi‘elcr?r?lﬁ arthadyty ceé?‘t ﬁg?ﬁ %XPI?S“ 8dt abase 23, and a

certification rgvocati o l i st hol d| uni t const.ruc when
the control unif{i®g ’ﬁe?s %’ca&f‘a&l O‘Z'I%gﬁé%sﬁgﬁ?#ﬁhﬁ%%fth?‘%of‘ﬁbé li%sesue of
a publlc key. certificate ugh the input/output wunit 27 or the

commu?i cat§! %‘rﬁl‘i?ﬁ}otn ?Btah‘?lt‘ éﬁfl es the acceptance of the

As shown in the figure, the certification authority CA includes a
processing unit 20a, a storage unit 20b, a communication unit 26 which
serves to communicate with another device through the network NET,
and an input/output unit 27 which inputs/outputs public key certificates

‘15 etc. and which accepts insti‘uctions given by users.

The processing unit 20a includes an issue unit 21 which issues
public key certificates, a management unit 22 which manages the public
key certificates issued by the issue unit 21, and a control unit 28 which
collectively controls the various units of the certification authority CA.

20 The storage unit 20b includes a public key certificate database 23
which holds therein the public key certificates issued by the issue unit 21,
an issue destination management list holding unit 24 which holds therein
an issue destination management list describing the issue destinations of
the respective public key certificates held in the public key certificate

25 database 23, and a certification revocation list holding unit 25.

In such a construction, when the control unit 28 has accepted a

14



request to the issue unit 21. Then, the issue unit 21 creates a secret key
(signature key) which a requester for the issue uses for the generation of a
5 signature, and the public key certificate which pairs with the s?%rﬁ? m%y
On this occasion, the issue unit 21 signs the public key certificate b

using the secret key of its own certification authority CA. Besides, if
necessar yrequdseé fosshe igmi¢ 02la gebdic bes centifitrepiivbughkdye ceptifdutaue t he
validity termof this public key certificate, the names of other
certificatthin2Aushohé tdcasniibhichtion anét 86t it nusified (INamecGonsiceabhtthy, the
maxi mum path length which is allowed for the authentication of the validity

of the perdquesitio thebisstekeyitcdrt i Thedt ghe ishae raxit MIntadatesnabdeeraukber of
certification authorities on a path), and the trustworthiness (policy) of a

si gnat ur e(si paseie Ay REh8EC h G keYtadrdbr ithe iuleluddref el f@idrapiall b€a key
certificate as 15 i s expressed by the anmpbunt of business, or the |ike of the

el ect rsoni § gnRE@EL HHE thd AR 1@K, cdritidi Gheat IR hPYRIrs Gwk@y titekbi el galye and
secret key™ are delivered to the issue requester by mail or communi ¢ation

through tha thifpUEdQuhpPHie Wide @Aitor1 §ik@san ﬂilf@kéﬂﬂ:ek"ﬂl‘ika’?@by'ﬂﬁﬁg the
pertinent public key certificate is registered in the public key

certificafie gdatabreg o£3ts S0 A tifh@ tid eubmdiignC. t Pesidesus Mestbngt i on

(that is, the issue requester) is described i'n the issue destination

managenenthel isstie Rgli €l 21 M dseei e Suethedgabli b del i rBRAGL FRO b alilisty Rahdiohg uni t
24. In addition, when the control unit 28 has accepted a request for the

revocati ofhi®f p@bREDLE deRYifeakd, thEalfmbhr OUBhéNe e APWh QUL RUkhsties 27 or
25 the conmunication’unit 26, it notifies the acceptance of the request to

the manageReiH 4481 ho22rulhen, (NH@ emaagenEits) Uthe Addsliehepatielepyphi c 15 2
8 FEB 2005 key certificate to-be-revoked fromthe public key certificate

dat abase 2Bj@nds slpibbaneeusiy adghehesatibe omties nedlidity obf the pasitent
destination of the

public key certificate (the maximum allowable number of certification

authorities on a path), and the trustworthiness (policy) of a signature

based on the secret key pairing with the pertinent public key certificate as

15 is expressed by the amount of business, or the like of the electronic

procedure. Thereafter, the created public key certificate and secret key

are delivered to the issue requester by mail or communication through the

input/output unit 27 or the communication unit 26. Also, the pertinent

public key certificate is registered in the public key certificate database 23,

20  and the information of the issue destination (that is, the issue requester) is

described in the issue destination management list held in the issue
destination management list holding unit 24.

In addition, when the control unit 28 has accepted a request for the

revocation of a public key certificate through the input/output unit 27 or

25 the communication unit 26, it notifies the acceptance of the request to the

management unit 22. Then, the management unit 22 deletes the public

15



pertinent public key certificate fromthe issue destination nmanagenent |i st
held in the issue destination nanagenent |ist holding unit 24. However, 5 it
is not essential to delete the public key certificate to- be-revokeg fé@r’?
the public key certificate database 23. Further, the managenent unt d 003
periodically creates a certification revocatjon |list (abbreviated to "CRL",
and al so &l egrtifagqte %B?rl‘efve}ieauﬁﬁahthﬁ Peblbe dtavorertildgate datapash 23
information itens about public key certificates to-be-revoked are 10

descri bedangngimultangausly deleted the piosgrafion opshedshn desHpadrn, of the

I ncidental ly, the managenent unit 22 shall describe the next date and hour
schedul ed pestiseaipa il ek@reertincatedreme i@t saridesvieration awrdlagesneniish t he
control unit 28 has received a query about the information of the

revocat i ofmedd in thebissge ki timetiornf inpatageibrom ligtthaldonpernideMi cdlowesiggh t he
conmmuni cation unit 26, it searches the certification revocation list held in
the CRL hot i§ mgturssendis] tooddkéc khe whelblhe kegr cardificate tqulee-redo bedlfremkey
certificate has been revoked. Besides, the control unit 28 notifies the
result of thhewhleckegscatifaplty dadabhge 26t hdurdear dcbe manageneatti wolit 2%hr ough
t he conmuni cation unit 26 (a 20 conmuni cation protocol which is used for
such a queryiahdalyraphies s dentific@GSR sdrordatioor 1150k bheevietad to CAERBA, St at us
Protocol "). Incidentally, the managenment unit 22 al so executes a process for
exam ni ng anide alsd i daligd t ‘eARE."ofshiomtli foirdaathpriby i e vicey tioar tlisit) ciat eghsttored in
the public key certificate database 23, so as to delete any public key 25
certifi cateformost@onalitetisy daberuh hasblex pikegd, cdrtidimatére tadbleieviodyedcentd fi cat e
dat abase 23, and to delete the information of the issue destination of the
16 2 130 FEBe200begerdnderit cpusds ¢hke¢erholdingt enftr @ thehpbduheddskLnat i on
managenent list held in the issue destination managenent |ist hol ding unit

24. Incidentally, the management unit 22 shall describe the next date and
hour scheduled to create the CRL, in the created CRL.

Yet in addition, when the control unit 28 has received a query

about the information of the revocation of a public key certificate from

15 another device through the Commuhicaﬁon unit 26, it searches the

certification revocation list held in the CRL holding unit 25, to check

whether or not the queried public key certificate has been revoked.

Besides, the control unit 28 notifies the result of the check as a reply to the

other device having queried, through the communication unit 26 (a

20 communication protocol which is used for such a query and a reply is the
OCSP short for “Online Certification Status Protocol”).

Incidentally, the management unit 22 also executes a process for

examining the validity terms of individual public key certificates stored in

the public key certificate database 23, so as to delete any public key

25  certificate whose validity term has expired, from the public key certificate

database 23, and to delete the information of the issue destination of the

lo



Next, the certificate validity authentication center VC will be expl ained.
5 Fig. 5is a block diagramshow ng the schematic construction of the
certificate validity authentication center VC. As shown in the figu 9 %%ﬁ
certificate validity authentication center VC includes a processing Jﬁit 05
30a, a storage unit 30b, a conmmunication unit 36 which serves to
comuni cafeetinienh partdihkey deviifieatkOfrohr olug s stufeed st vt dn Nina gndean list
i nput/output unit 37 which inputs/outputs public key certificates etc. and
whi ch aceepd snithstissied Hepsnafovien by gupeng listhelpioeesst pg unit 30a incl udes
a path search unit 32, a path verifrcation unit 33, a validity
term revocati onNsttat gheexitifiahtony H ity 34uthelftié tish | irttyr avutthentli cpsi on
unit 35, and a control unit 38 which collectively controls the various units
of the c%&gmﬁm%@te validity authentication center VC On the other hand,
the storage unit 30b includes a path database 31, and a certification
revocgtion i StFié.Q;Q"rs) aQfI5ak 'cﬁagﬁm%%@iﬁ R Q@Iﬁiﬁﬁ@ c%%sna?c@i&hsfre% h

at hs iC f

search unit 31 periodically sedrches for exten romthe bridge

certifi C%E{-t@ﬂcéﬁét@ﬂ'iﬁft%’y a%%%\h%ﬂlﬁﬁtoﬁ% ddiBef R vidual  termnal admitting
es

certification authorit having 1 ssued public key <certificates to the
end entities ERrg Eachihi [Ie dePaldliRasikeed rafias ehedifdty by s paltysear ch
unit 31, 25 theS path verifi catiét;hn1 ani t 32rveriﬁ1es theypalflt etected by the

pat h sear uny i des iy h idpcatjo i -reghgters the
pat h whos?ghtlr ;Wg ééﬁl‘% 5 %e iléggggﬁ%nuﬁ\g{s %%Elgd dgogté)?%%l f:iﬁlé{ pg{)ﬁ’ déat abase

?é'r m"ﬁ;ficg nr]ht ﬁiﬁ%‘i&x hthit BBIWREE S8rddd RSSORINRLARA I In tdfo tharRiAficd he

10  through the network NET, and an input/output unit 37 which
inputs/outputs public key certificates etc. and which accepts instructions
given by users.

The processing unit 30a includes a path search unit 32, a path
verification unit 33, a validity term/revocation state examination unit 34,

15 a validity authentication unit 35, and a control unit 38 which collectively
controls the various units of the certificate validity authentication center
VC. On the other hand, the storage unit 30b includes a path database 31,
and a certification revocation list (CRL) creation schedule time database
39.

20 The path search unit 31 periodically searches for paths which
extend from the bridge certification authority CAprigge to the individual
terminal admitting certification authorities CA having issued public key
certificates to the end entities EE.

Each time a path has been searched for by the path search unit 31,

25 the path verification unit 32 verifies the path detected by the path search

unit 31. Besides, the path verification unit 32 registers the path whose
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certification authority CA which is |ocated at the downrnost streamon the
path relative to the upstream bridge certification authority CAb sage, and 5
with public key certificates obtained fromthe certification aut horztgi;%%m
on the path and issued fromthese certification authorities CAto the
certification authorities CA which are respectively located directly

downst r eameoifidatieon hieo hdld gaddent ithe gmtERlatabasedsle viHerant hke path is
certification authorities CA being issue origins are the termnal admtting
10 certi f iregitst@mrdaunhardsbradi @A) wiffhetheal nadinty dfetit tewoneatli adnsitahe

exam nation unit 34 examnes the validity terns and revocation states of

t he publ i cekeficoest iafuthaties @A whicteBcocafed hetlpatibsviiiagisssaeech o thiee pat h
dat abase 31. These public key «certificates are ones having been issued by

the certi fplagiatdetitivarttbothiet ipstredml drityd bertpatdtion adtheregrCALi g2t kad
authorities CA which are respectively located directly downstream of the

| ssue-®ri giith gRIlid k@?tde@ﬂfi@ﬁt@ébﬁaiiﬁéd fEMmothet bertifatidrt autherieied @At ties
EE in the casé where the issue-origin certification authorities CA are the

term nal admid iphcand fidseRlid Fromadkdser cbieScdMon Tuilidiefies A uhi the34
updates the path database 33 in 20 accordance with the result of the

exam nat i egrtifi fhtdshdli bu@Roritiee \@AI dvhicht efrel rlgv?@@tﬁjv@lry Sto@h e Xafdeddlyl on
unit 34 registers the next CRL creation schedule times described in"the

CRLs (cedhfigaaédRN JrevReqt i @9 kst snd obhaitied B oM thecLRL virb£H Ngheuni t s
25 of the respective certification authorities CA, in the CRL creation

schedul e 2&rtifirmRidlabalRELit3Y CA BSiIPQCIsah & @i MinlshrehhePrIrhiingNh deeittiinki cat i on
authorities CA. 18 2 8 FEB 2005 In conpliance with a request made by the end

enti tiyo EEceft{Tecatval adithyriges@asi cation unit 35 authenticates the validity
of a public key

The validity term/revocation state examination unit 34 examines
the validity terms and revocation states of the public key certificates as to
each of the paths registered in the path database 31. These public key
certificates are ones having been issued by the certification authorities CA

15  on the path, to the certification authorities CA which are respectively
located directly downstream of the issue-origin certification authorities
CA on the path (to the end entities EE in the case where the issue-origin
certification authorities CA are the terminal admitting certification
authorities CA). Further, the unit 34 updates the path database 33 in
20  accordance with the result of the examination.

In addition, the validity term/revocation state examination unit 34
registers the next CRL creation schedule times described in the CRLs
(certification revocation lists) obtained from the CRL holding units 25 of
the respective certification authorities CA, in the CRL creation schedule

25 time database 39 in association with the pertinent certification authorities

CA.
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certificate issued by any termnal admtting certification authority CA
which is other than the termnal admtting certification authority CA 5
admtting the pertinent end entity EE, for the termnal admtting FBFEBZPPS
certification authority CA admtting this end entity EE. Incidentally, the
end entity EE, certification authority CA and certificate validity

aut henti cati on chnteem plasbevwwithn aFirggued m&iedry bhe erdpeatitveE¥, ridal i zed,
for exanple, in such a way that a CPU 61 runs 10 predeterm ned prograns

| oaded i n cali@i®r yuBriticadi cgemeriabSed wihenoitiates clonpalielityas fsh li Keiyg. 6.
More specifically, the electronic conputer includes the CPU 61, the nenory
62, an extermdlicaté osaged deyi ©ey 63raiinhl asimitaing destkficaticeasudeyiice ®A whi ch
reads information froma portable storage nmedium 69 such as CD a

comuni cativbincideri 6ehdb thhh Cthel el NAS atien iCERIUBe G € tVo h ha@taddigf @Avi ce
t hrough the network, an input device 66 such as keyboard or nouse, an

out put sdevig@ifingUelle apefRALADT en®@r cRENT &1E, #0d ale | Riralihatea@®ntfingh
exchanges data anbng the constituent devices. Thus, the comrunication units

16, 26 andecdifaiaRior SALNASE T SUGHItAnWANiIS BAY chibtayGRY 61 utilizes the
comuni cation device 20 65; the input/output units 17, 27 and 37 are done in

such a way that f¢de R B1tIM I1dr s tthe BEPEr tfetich 681 th@WRUIC fevhge 67
and read device 64; and’the storage units 10b, 20b and 30b afe done in such

a way thatcdrigicPWAidity 1 dd e tichE oRera t¥ r 62CasKh Wt Bl Fags S or 80 e ce
63. Besides, the processing units 10a, 20a and 30a are realized as

processes RRkRAY redfiz6d; fSHCI R pRStier BuBRda PRAGT Bl hOCTNEah1 Ziig t he
end entity EE, 19 B FEB 2005 certification authority CA and certificate

val i diiy apitchRitbiG@hé@p1e@thals Maded the ehe@bipniZT isameheral eesiteshicvel y,
may be read out of the storage
computer as shown in Fig. 6. More specifically, the electronic computer
includes the CPU 61, the memory 62, an ex’terbnal storage -device 63 such as
hard disk, a read device 64 which reads information from a portable
storage medium 69 such as CD-ROM, a communication device 65 which
15 serves to communicate with another device through the network, an input
device 66 such as keyboard or mouse, an output device 67 such as monitor
or printer, and an interface 68 which exchanges data among the
constituent devices. Thus, the communication units 16, 26 and 36 are
realized in such a way that the CPU 61 utilizes the communication device
20  65; the input/output units 17, 27 and 37 are done in such a way that the
CPU 61 utilizes the input device 66, output device 67 and read device 64;
and the storage units 10b, 20b and 30b are done in such a way that the
CPU 61 utilizes the memory 62 and external storage device 63. Besides,
the processing units 10a, 20a and 30a are realized as processes on the CPU

25  61.

Such predetermined programs for realizing the end entity EE,
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medi um 69 through the read device 64 or downl oaded from another server via
the network through the conmunication unit 65 so as to be 5 | oaded into the
menory 62 after being once stored in the external storage device B3 B 2005
directly without being stored in the external storage device 63, whereupon

they may p&'tﬁ%dﬁ’n talﬁ?h&ﬁgln@]ﬁx ah‘@)étegptfﬁ%t@g fi@'itjyoaghmenttﬁ:ﬁh%%rEélﬂe?g\'é@

validity authentication center the above-construction wl .
cont or e e Hes SRR R lerc PEGRIIAY FRUS. KB ook Hp PR SEERHRT g
val | ai ty O FRASPhaR TS, 80 BT GPRISHRP R RS
e 11 ow SHAFT <ol Ey ki PHE okt AL TR BN R+ U by g
At howt | SR R B BETorSt At & BN ReCe HBFBl gt b Eril Horaken o
S1001) . THE BT br et e HoquEReE ERoFosk O X ierih 1EB35¢ o\ RFch 1 or
paLhe | ThED. L0 RALD RESCCh UL 2, (SeRaeneg for paths hich extend from
adm (1100 cor | {1S8tfer, Ut L 25, A ufel eR 0000, g ghneret el e,
Ui 24 ot bt gl cor L LLERLI O RURGILYP0 2 8 F E 8 2008 R0 L
key (i%rt Hficat e”?hge SOSpueeI‘glti% E)Pef‘hgrc_‘ie(rjg?icg d tviaiiid(lz y:[ gg?h?#t%pa rici);tlyce%grr i\g@e.
in this embodiment is divided into the operation of searching for,
verifying and managing paths, and the operation of authenticating the
validity of a public key certificate.
There will now be explained the operation of searching for,
15 verifying and managing paths.

Figs. 7 and 8 are flow charts for explaining the operation of
searching for, verifying and managing paths as is executed in the
certificate validity authentication center VC in this embodiment.

Referring to Fig. 7, when a predetermined time period (for

20 example, one day) has lapsed (step S1001), the control unit 38 requests the
path search unit 32 to search for paths. Then, the path search unit 32
searches for paths which extend from the bridge certification authority
CAbrigge to the individual terminal admitting certification authorities CA
(step 51002).

25 Concretely, the path search unit 32 accesses the issue destination

management list holding unit 24 of the bridge certification authority



Subsequently, in a case where the issue destinations obtained are the
certification authorities CA the path search unit 32 accesses the issue 5
destinati on nmanagenent |ist holding unit 24 of the certification autzl"borgg %05
CA of each of the issue destinations so as to further inspect the issue

destinati of public key certificates.issued b ach certification

aut hor | ty CRgLEn 3 G LS 16 BURETANED LRETT Of RBC i S51f CHaSFARRT R of
public kei/)\m%frtificat(&afs becone tc{;g end entities FE, thereby to search for 10
the pat hs PRRIEH QK £ & 16316 e ngé A ge CRERF RO BGEHOPIY EABridedp, to
the individpyal termnal admtting certification authorities CA Here, in
order to EPE@%‘EGE%E’ PRog eSdser MOHIBellty 1p1s Aesdinatians e9sripegudre othene

| oop of the paths, in a case where the issue destinations obtained fromthe
i ssue desE¢THiGadH metHdoremrs GAL thel kR thg seaich 20ip325 agerssepntiteedtsUe cat i on
15 authority CA include any certification authority CA which is |ocated

upst r eam 6e5tanpaeni manggem ardrlieicholefipgeunithd pf dee seriificakipaha eiwrélr t ai n
certification authority CAis the issue destination shall not be executed.
The path Séardheprtoedsthatisstre desEpa8poe2smids thdusthari drgpsttndre issue
concretely by taking as an exanple the case where the individual 20
certificatlegmationsr iofi gldix akey i perthidcates atisteshi pysteedh igerBifigatidn Fir st ,
the path search unit 32 accesses the issue destination mnmanagenent |i st

hol di ng uditthozidtyof A -heSbehdgprewssiis icoatirsredauniidrtheyiss Grlrdpradioas alo
obtain the information itens of the certification_ authorities CA ,, CA21
and CA31 publipekaynfceriticates Peerme dhet predjenfifdepd Fedveraly i tonsewichpidy i ¢ key
certificates issued by the bridge certification authority CAb,id,,. 21 2 8
FEB 2605 tl@um@myhlrg,e&tﬁ@dpfapm soaybatd gmicer BRcebier WHEOFHY Eéivkemi 9y

process by noticing any of the issue destinations gcer.t,i fication authorities
the individual términal admitting certification authorities CA. Here, in

order to prevent the process from being iterated limitlessly due to the
loop of the paths, in a case where the issue destinations obtained from the
issue destination management list holding unit 24 of a certain certification
15 authority CA include any certification authority CA which is located
upstream of a partial path formed before, the process in which the certain
certification authority CA is the issue destination shall not be executed.

The path search process at the step 51002 will be elucidated more

concretely by taking as an example the case where the individual
20  certification authorities CA are in the relationship shown in Fig. 2.

First, the path search unit 32 accesses the issue destination
management list holding unit 24 of the bridge certification authority
CAbriage S0 as to obtain the information items of the certification
authorities CA11, CA21 and CAs as the information items of the issue

25 destinations of public key certificates issued by the bridge certification

authority CAvridge.
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CAii, CA21 and CA3i) obtained fromthe bridge certification authority
CAbridge. 5 If the noticed issue destination is the certification authority
CA (hereinbelow, called "noticed certification authority CA"), tpg FEE%DB
search unit 32 sets a partial path with the bridge certification authority
CAb,icjs, |ocated upstream  along the bridge rtification authority CAbndp
- the noticed éégﬁ?cﬁi@&fy’oﬁh%upﬁg}istefr@A. u Ubé qGEREVLES tthe g%\]tl@lwééérch
unit 32 10 accesses the issue gesti,natign managenent |ist holding unit 24 of
the noti BERFESERY Modkin®anyuehie ispueadeyingtions {eaTtHER s apsheraes
information itens of the issue destinations of public key certificates
i ssued byCehis Chnt peddCést ) iobitaigredoAr atit B ibryd g, certificatigas @mslioridye t hat
the noticed issue destination is the certification authority CA,,, so the
partial p&fhriig. 15 set along the bridge certification authority CAb,idg.
-the certification authority CAll, and that the information itens of the
certification Huthomoticed Gabeddestingiar igntheCoglifaeztiont aitheditys Ghe
information itens of the issue destinations fromthe certification
aut hor i t y(l@seinbedabs eqlledt 11yqtitdtk codific adéan ehthmiity 82A'Chébk g athetdrerchor not
any 20 certification authority CA on the partial path (hereinbelow called
"l oop cennitf3Zaeton Euthdpath @it the birigeudedi faaadon taghpsisueC desagenat i ons
(CAb, i dg~, CAn and CA13) obtained fromthe certification authority CA,,. In
a case whercetahyupdserndesengahieohridger ¢dittifocatioon aamdhhoity t § AGAYg.i 5 the
included, it is excluded from subjects to-be-handl ed. Accordingly, the 25
certi fi candtoneduehboficagocamthdyity iCAex Subdequendm the patibjseetsh ugribd2handl ed
here. Subsequently, the path search unit 32 checks whether or not any 22 2 8
FEB 2005 auvdseen itﬁy BEup sdesicnatilen mapagemeati Bstudadding nanitodé obtthened
fromthe certification authority CA,. In a case where the end entity EE is
noticed certification authority CA so as to further obtain the information

items of the issue destinations of public key certificates issued by this
noticed certification authority CA. It is assumed here that the noticed
issue destination is the certification authority CA11, so the partial path is
15 set along the bridge certification authority CAwridge - the certification
authority CAn, and that the information items of the certification
authorities CAuvriages CA12 and CAjs are obtained as the information items

of the issue destinations from the certification authority CAij.
Subsequently, the path search unit 32 checks whether or not any
20  certification authority CA on the partial path (hereinbelow, called “loop
certification authority CA”) is included among the issue destinations
(CAbridge, CA12 and CAj3) obtained from the certification authority CAis.
In a case where any issue destination (certification authority CA) is
included, it is excluded from subjects to-be-handled. Accordingly, the
25  certification authority CAuridge 15 excluded from the subjects to-be-handled

here. Subsequently, the path search unit 32 checks whether or not any
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i ncluded, the certification authority CAi becones the termnal admtting
certification authority. Here, however, the end entity EE is not included 5
anong the issue destinations obtained fromthe certification authddifby 2005
CA,,. Accordingly, the path search unit 32 notices either of the issue
destination ex‘cepéd%the |.oop certi figlat ion authority CA as obtained from
the certiFitahridh Hudhohslvglegaamongntie issue festertions ektragdaiondthei es
CA12 and CA13), in order to stretch up to the termnal admttin )
certificaerBRCRHORUIBRPINY CAA e pHY td afasgsatHeaki ¢he h%@dbééﬁltge%Ealléng t he
bridge certification authority CAbndg~ - the certification authority CA,,.
| f the ndirbeted secerddiqaiian antheribng- dor beganzas the termmeal tgoekingt he
path search unit 32 sets a partial path connecting this noticed

certifi carirbficationorithprdx. ddersthedrver theeepdenitdy path wdtingdided. 15
Subsequently, the path search unit 32 accesses the issue destination
managénmermmngt theolishugy desitina2iprst obtheingst ifced the tdeftifiaptiom awthorityy CA
so as to further obtain the information itens of the issue destinations of
publ i ¢ kdyAcer tAtiwatingly,sthregdih sd¢rgcpenninddtnatocésc ettheesr of ftheatssun
authority CA. It is assuned here that the noticed issue destination 20
(certifi chstioatimutshexidapt @9 losp tdestifieation enthamtyatihars pptdae?, foant he
partial path is set along the bridge certification authority CAb,jdg~ - the
certifi caheorerdficadiont gudadrity (ot (thiatasi the aentttforatign @Athordhes et t he
end entities EEl and EE2 are obtained as the information itens of the issue
dest i nat iagvis Ghoin ttherder ttof $lsatdhrompate Hbei teym@aab adasitBmys equeficd iont he
path search unit 32 checks whether or not any |oop certification authority
CA i 80i na@wsbedityunGhnthe hmiitedupadesvimahi bas beer ®tFabm 2005 PEdgeand
EE2) obtained fromthe certification authority CA2. In a case where any

i ssue desertitichBan(dwWbETrdErCAbiigatitba cRutifiseion athorgyi @éhuded,

If the noticed issue destination is any certification authority CA,
the path search unit 32 sets a partial path connecting this noticed
certification authority CA, downstream of the partial path set before.

15 Subsequently, the path search unit 32 accesses the issue destination
management list holding unit 24 of the noticed certification authority CA
so as to further obtain the information items of the issue destinations of
public key certificates issued by the pertinent noticed certification
authority CA. It is assumed here that the noticed issue destination

20  (certification authority CA) is the certification authority CAj2, so the
partial path is set along the bridge certification authority CAupriqge - the
certification authority CAs; - certification authority CAiz, and that the end
entities EE; and EE; are obtained as the information items of the issue
destinations from the certification authority CAq..

25 Subsequently, the path search unit 32 checks whether or not any

loop certification authority CA is included among the issue destinations
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it is excluded from subjects to-be-handled. Since any |loop certification

authority CAis not included here, the path search unit 32 shifts to the 5
next process and checks whether or not any end entity EE is included FEbrdliiy
the issue destinations obtained fromthe termnal admtting certification

authority 12. , Jall t obt gi ned i ssue destinatio are. the end
entities (EE}A%‘H{ By alftenas S19Tcats Gt et twt&&@yi@f\ﬂhe bernfazd
admtting certification authority. Therefore, the path search unit 32 10
detects tHReisarRy dbswatiesBRalANCHOPR&CEBFIER PP BAR 1 idvo I Hit héyiisyinchaded s

| ocated _at the downnost stream as the path which extends fromthe bridge
certificat iosxalrdrs ifftg/mcmbjeebeetq-@etlh@fﬁ@dm rANCa i 190y @ebiicRitioat i on
authority CA12 (CAbridge - CAli - CAl12). Subsequently, the path search unit
32 checksutheriterCdr imapt dagluders hesgubhal@ath rrerireln Yrigrd?2 ﬁﬁﬁé&it@ntlmjt hority
CA other than the loop certification authority CA) which is not noticed yet
is exyst et gmongss kend icheoksraw hetherrt engodf anheerid suditgeEL isai howslasbt ai ned
fromthe certification authority CAr2 which is |located at the downnost

st r eam omntdveg ddtecisede dashnatinns heb&insd ehvemofthsuddrminal s sdenikéistg nat i on,
the unit 32 continues 20 the above process with this issue destination as

t he noti cedifiextiofhiagehpoity @dthorlieye, GAl thgn obhai netlhies u aled finiari drtseare
nonexi st ence of such an issue destination, the unit 32 checks whet her or
not any itkegaddestitinatibreo {lodrithief degtificobionaua widrdnity CAqotihidhe tthaminhe | oop
certification authority CA) which is not noticed yet is existent anong the
i nf or mat Rdmiittiegs ceftifibetiol putharigest Tharéfone dbeapatl faaoaht menit 32
certification authority CAn which is located directly upstream Further, in
t he ¥Xi stetads dhe guaghiadpaitls mewhdclp the FERIROIHON deshority Loz isHecatid 32
continues the above process with this issue destination as the noticed
certificatithe dorhomosy treameras, th@gepath which extends from the bridge

certification authority CAuriage to the terminal admitting certification
authority CA12 (CAvrigge - CA11 - CA12).

Subsequently, the path search unit 32 checks whether or not any

15 issue destination (certification authority CA other than the loop

certification authority CA) which is not noticed yet is existent among the

information items of the issue destinations obtained from the certification

authority CA12 which is located at the downmost stream on the detected

path. In the existence of such an issue destination, the unit 32 continues

20  the above process with this issue destination as the noticed certification

authority CA. On the other hand, in the nonexistence of such an issue

destination, the unit 32 checks whether or not any issue destination

(certification authority CA other than the loop certification authority CA)

which is not noticed yet is existent among the information items of the

25 issue destinations obtained from the certification authority CA11 which is

located directly upstream. Further, in the existence of such an issue
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certification authority CA13 is not noticed yet anong the information itens
of the issue destinations obtained fromthe certification authority 5 CA1l1l,
so that the unit 32 executes the above process with the certificayigoqpEp 2005
authority CA13 as the noticed certification authority CA, thereby to detect

the path which extends from,the bridge certification authority.CAbridge to
the ©or mi It TG BBFE PP CaRoH i 11y Al eehort e his CARE S Cat3)
In this qger,.the gatr search pnit 32 continues the g? ve ﬁiocesz i0 as
to each ofcHPIAHHE @&r thei AR GH abEHUITAHEL ALY ed‘on t KdTfet dRBed

path, until any.issue destination (certification authority ot her than the
| oop cert??¢@5¥p8ﬁ>é@ﬁﬂ%FﬁYyéfﬂﬁ ol ohotd aekf gt BSHHH%sﬁWoﬁékFgﬁﬂﬁ?n anong
the information itens of the issue destinations obtained fromthe pertinent
certificdte®s duthersiye destmpions petajprd Honydhecear tiHatiody REthGIIRRI ch
extend froamthe bridge certification authority CAbridge to the _respective
terni Aal Qomi 130 Hiptcldver pRitcid eyacaipshibe thae procossavidsthe ceftificithencase
where the individual certification authorities CA are in the relationship
shown in FGOrty Chesas fhe o HeashreHe gt ayaudberity iCedt thwrrebyutonde tacy
CAbridge to the respective terminal admtting certification 20 authorities
CA whi ch Beepafidt vdtiel exenpe fpamhthehricgeusstifBatinar amthaiity Shdwivet AOFi g. 9.
Meanwhi | e, when the paths extending fromthe bridge certification authority
CAbr i dge th¢ ter@inakpernttiag ceriiinaliondmthoriny oz (G Aeats o-Anut Rénpki es CA
have been detected by the path search unit 32, the control 25 unit 38 of the
certificate vallndibiy manmumthe nathricassh anite? ceptiasies thee bqys process
verification unit 33 to verify the paths. Then, the path verification 25 2 8
FEB 2605 2sutf ©agB olepllf ihes cereficalipy adhasitias by daeatedt Ansher drtasied 32

step S1003). Concretely, the path verification unit 33 executes the
]£0| | gvm' ngath until any iss¥1e (tiestir}?ation (certification authority CA other than the

loop certification authority CA) not noticed yet becomes nonexistent
among the information items of the issue destinations obtained from the
pertinent certification authority CA. Thus, the unit 32 detects the paths

15 which extend from the bridge certification authority CAvrdge to the
respective terminal admitting certification authorities CA. As a result, in
the case where the individual certification authorities CA are in the
relationship shown in Fig. 2, those paths from the bridge certification
authority CAvrdge to the respective terminal admitting certification

20  authorities CA which are detected by the path search unit 32 become as
shown in Fig. 9.

Meanwhile, when the paths extending from the bridge certification
authority CAvndge to the respective terminal admitting certification
authorities CA have been detected by the path search unit 32, the control

25 unit 38 of the certificate validity authentication center VC requests the

path verification unit 33 to verify the paths. Then, the path verification

25



process as to each of the paths detected by the path search unit 32. First,
the path verification unit 33 accesses the public key 5 certificate

dat abases 23 of the individual certification authorities CA on :ﬁﬁﬁ E§@$ SO
as to obtain public key certificates which these certification 5 it es
CA have issu to the certification authoritjes CAto.t certification
authoritWé%t%gvﬁégﬁﬁb?Vhﬁ?9wl ngﬁiE’FBE&V@h&SQHQ}P@&ﬁ?gﬁ”ePﬁéuggﬁtinent
path (to the end entiHies EE in a cgse where the 10 access-desiinaiion
ber tification ARHORIEYedhem s VERE RN At athe KEFHES Eeg tiPtlodaiigon
authorities CA). Subsequently, the path verification unit 33 verifies the
si gnat ur ®regesstHetpedth ef kg Pashs Fiﬁfec,cé@@wa@ﬁdaa%ysetaﬁéhtté%lﬁ13%a| admi tting
certification _authority CA |located at the cl ownnost streamon the path, in
the |ight of 15iushe thebipathkeieriéeation camet i Ssueerasyes hhe eptibticcdeEyon
authority CA |ocated directly upstream In a case where the verification
has Hel dcgudldcatendatapsises 33 okrtheileslivithuadi egrafinadiogt anibopidisisi € Ak ey
certificate issued by the pertinent certification authority CA | ocated

di rect | y eaplstiraghnio ap rfot pletalin ghtbliofkey heerpifisiates kadyichetheiseiwatigicasioned by
the certification authority CA 20 | ocated directly upstreamstill further.
Such a peotheesties contharfedsummd |to tthe putificadrm carthiofrittest iloh buttherity CA
| ocated directly upstream becomes the bridge certification authority
CAbndg~, ceHéfiedyon autberdidsyelly respedtyvelfelocpead idieentlpathwnpyreamapnof
exanple, in case of tentatively verifying the path which 25 extends from

t he bri difee cperiinesht path a(ifohoiet yerchbraptics tie itrer ai mabe adhenet i
certification authority CA13 (CAb,idge - CAili - CA13) in Fig. 2, the 26 2 8
F E B 2005cessi derdinnteonfcer ECpuibhi @u&@ylte@r £/ incatthe] f@s};néﬂag)ﬁdtnhlétlﬁ‘%r m nal
admtting certification authority CA13 is first verified using the public
key cert ii:(ﬁlittfaﬁ@ﬁon authorities CA)

Subsequently, the path verification unit 33 verifies the signature of
the public key certificate issued by the terminal admitting certification
authority CA located at the downmost stream on the path, in the light of

15 the public key certificate issued by the certification authority CA located
directly upstream. In a case where the verification has held good, the
unit 33 verifies the signature of the public key certificate issued by the
pertinent certification authority CA located directly upstream, in the light
of the public key certificate issued by the certification authority CA

20  Jocated directly upstream still further. Such a process is continued until
the pertinent certification authority CA located directly upstream becomes
the bridge certification authority CAsridge, thereby to tentatively verify the
pertinent path.

By way of example, in case of tentatively verifying the path which

25 extends from the bridge certification authority CAvrigge to the terminal

admitting certification authority CAi3 (CAvriage - CA11 - CA1s) in Fig. 2, the
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which the root certification authority CAja being the certification
authority CA located directly upstreamof the termnal admtting 5
certification authority CAi 3 has issued to this termnal admtti NG g FEB 2005
certification authority CA13- Subsequently, in a case where the
verificati.on has held good,. the signature.of the public key certifjcate

i ssued by“gﬁép‘r”&?ot‘)?ct‘ret Pfli%@&t]f% C&%ﬁ&‘h JoSEA ;%é’ t}é it?]il}%HYadsf*ﬂ{j“tt BEpublic
key certificate which the bridge certification authority , i dge..bei ng the
107 cort 1 1 ERIGHOERBR TRy A e A ahvarT BEt by rdptts euhlis Sheoibtate

is root certificatjon authority

certification authority CAl, has issued to t

CAli . Beohiih fhe arealeCotifia o aRAIPT Bat &@ﬁlhi@“i‘&l ah@oéftlilﬁ%tlon
tentative verification of the path which extends fromthe bridge
certificatbiwrat Hed tipcemshagirechlyt nebsteetmnd! v ttermgneakr E‘gﬂ}l&%\ﬂgon 15
authority CA13 shall have held good. Next, when the tentative verification
of thé paehtifigation dagBoditt he Apatidsvdpidetate ofhignitersdngheedmiiiggher or
not the description of a constraint, such as the nanes of other

certifi caaerbificationor putlearitphi Eiar e Sidsearastlyd @Name CGoestvdieies)ther t he
maxi mum path length which is 23 allowed for the authentication of the

val i di ty wirifaggtipnbhie keldl geedi fileatsegnqtugme edthpuptblicokiey! eerifidrde of
certification authorities on the path), is existent in the public_ key
certificasegedbyathedodt oentifivn ttas pachpridy (ehdntistyeratipdmdoghidra prbsicCA on
the pertinent path. In the existence of such a description, the unit 33
checks wHetvheertbiicaier witHeh péetbrdge qeatihicatioshaethaitit keticons e sttheand it
decides that the verification of the pertinent path has hel d good, only
whenlPhe cestisicagion: pytlypder ved) docateg repegtys wysiigyTof obxdhpl e0dtn a
case where the tentative verification of a Rat h extending fromthe bridge
certifi Céteirgﬁlcagpﬁloapf}}or@j%ﬁzﬁg,hﬁ)lseﬁued to this root certification authority

CA11. Besides, .in a case where the verification has held good, the

tentative verification of the path which extends from the Dbridge

certification authority CAbrdge to the terminal admitting certification

}—
(@3]

authority CAis shall have held good.
Next, when the tentative verification of the path has held good, the
path verification unit 33 checks whether or not the description of a
constraint, such as the names of other certification authorities which are
not trusted (Name Constraints) or the maximum path length which is
20 allowed for the authentication of the validity of any public key certificate
(the maximum allowable number of certification authorities on the path),
is existent in the public key certificates obtained from the respective
certification authorities CA on the pertinent path. In the existence of
such a description, the unit 33 checks whether or not the pertinent path
25 observes the constraint, and it decides that the wverification of the

pertinent path has held good, only when the constraint is observed.
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termnal admtting certification authority CA26 (CAb,idp - CA31 - CA21 -
CA22 - CA25 - CA26) in Fig- 2 has held good, the verification of the path 5
shal | not have hel d good when the certification authority CA3, is 1ddd8ried
as the narne of another certification authority not trusted, in a public
key certificateB obtained fromthe certification authority CA26. Al so, in
the above case,BY W&X &f iepiagaplicomn 6¥ Ciffe IR Ralantaby e HERFE I¢iian Gfodd when
t he nunber of certification authorities = 5 is described as a 10 path length
in the putithc exesndiaw ifrpeat deobrsd gredcartidhnatioa carthorityatG dmidsautthori ty
CA76. Wen the respective paths detected by the path search unit_32 have
been ver ittrmindyadhutidag hcardifideitioat potherity G32a$Cpated dbvue; Gha -control
unit 38 once clears the registered contents of the path database '31 15 and
t her eaf t i AregiGhAer s GAs) riespiectd hespatldsgands éhe erarfficaidond ey pabel d
good in the path verification unit 33, in the path database 31 in
assocbhat istwall width htahee tlealdi rgrlodadwilieni theceettificetivhoauduotity i GAes A
| ocated at the downnobst streanms on the corresponding paths and with the
publ i ¢ kelescobetli 43 ¢he es bt aeathfer arartific adient a iitloat {yon odut heteid; iimsa CA
| ocated on these 20 paths (step S1004). On the other band, the validity
t er m r evguodtliorkest atertiéicane nab faoned ufriotm 3the heagkigioatietrherutboritgt Givgs. publ i c
key certificate whose validity termhas expired is existent anong the
publ i ¢ keéVlsoginithiccabese rcagistles erificatidre giathte gatlalbshsd 8dt (tstveph8ld05) .
lit the existence of the validity 2S termexpired public key certificate,
t he publ igookleyvloer ttheicatndedat abagei@Bionfauttheritsssue- bris glascedrad faiscat i on
authority CA of the pertinent public key 28 2 8 FEB 2005 certificate is
acces8ed psohaengoh sieatked foblia keybkextifieatec ebtdifiedatrenwiihehcdrdsfitrdeoni ssued
to the issue destination of the pertinent public key certificate

authority CAzs.

When the respective paths detected by the path search unit 32
have been verified by the path verification unit 33 as stated above, the
control unit 38 once clears the registered contents of the path database 31

15 and thereafter registers the respective paths whose verifications have held
good in the path verification unit 33, in the path database 31 in association
with the terminal admitting certification authorities CA located at the
downmost streams on the corresponding paths and with the public key
certificates obtained from the certification authorities CA located on these

20  paths (step 51004).

On the other hand, the validity term /revocation state examination
unit 34 checks whether or not any public key certificate whose validity
term has expired is existent among the public key certificates registered in
the path database 31 (step S1005). In the existence of the wvalidity

25 term-expired public key certificate, the public key certificate database 23

of the issue-origin certification authority CA of the pertinent public key
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anew (step 51006). Besides, if such a new public key certificate is not
existent in the 5 public key certificate database 23 of the issue-origin
certification authority CA infornation about the path registered)jmrg 2005
association with the validity termexpired public key certificate Is

del eted from,he path database 31 step 51007),. the.pther hand, if such
o hew publ SRkae BT TREa D 15 10 SErTUER T o Aehis EibrPOiREy Coarint ek o

dat abase 23 of the jssue-origi,n 10 certification authorjty CA, it,.is

obt ai ned. DG 1110 18N 47344 AT TRALBR Ginbie 3t iEgp SPHF &Y FERtHE st h

dat abase 31 in assgc'@éion with the validity termexpired public key
certificafBeVssisr &b “in accordance with the sanme purport as at the step
51003 by using the public key certificate which has been obtained anew

i nstead of the Batifgpt if sweha BRYi PEALEUMY Eexdycatesiscapt pristanein dhep
51008). Incidentally, the path verification at the step 51008 may wel | be
repl aded whbhcdeyesgydidicane diahalgicch’ pﬁéh%ﬂfgsnl&rwgnbﬁef%cmwia@tﬁeplty
certificate obtained anewis verified in the light of a public key
certificatéd, indeedtipp alipuicdre philecsegisieradtinorisogiation aeghdbedydledityy
upstream of the 20 issue-origin certification authority CA of this public
key certifaroaespbrdt hablisekey mentifisatenis seteted {MoneHheheahediatalatd A of the
pertinent path is regarded as having hel d good when the verification of the
si gnat ur e(stels SIREVY goad theeftber ihagdy df Fiugh 8 new pullas kephesrdificde is
verification of the path has 25 held good ("Yes" at a step 31009), the

val i di ty exstandxpir e gubblie key ceidificate cde@basgi 3% epldlien istiee-patgan

dat abase 31 in association with the 29 2 6 FEB 7005 pertinent path is
substitt ut eartibication putheidtk&Acrisi ehtaared.obfarided. Hrwerdt@pios) ofjtheon t he

ot her hand, .in a case where the verification of the. . o
path registered in the path database 31 in association with the validity
term-expired public key certificate is executed in accordance with the
same purport as at the step S1003 by using the public key certificate which
has been obtained anew instead of the validity term-expired public key

15 certificate (step S1008).

Incidentally, the path verification at the step 51008 may well be
replaced with an expedient in which the signature of the public key
certificate obtained anew is verified in the light of a public key certificate
issued by the certification authority CA located directly upstream of the

20  issue-origin certification authority CA of this public key certificate on the
pertinent path, and in which the verification of the pertinent path is
regarded as having held good when the verification of the signature has
held good.

Referring to Fig. 8, in a case where the verification of the path has

25 held good (“Yes” at a step 51009), the validity term-expired public key

certificate registered in the path database 31 in association with the
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path has riot held good ("No" at the step S1009), the path registered in
association with the validity termexpired public key certificate is del eted
5 fromthe path database 31 (step SIO1). Subsequently, the vali diz%FEB 2005
termrevocation state exam nation unit 34 exam nes the certificatf
revocation |jst creation edul e tj dat aba e 39 so .as.to search
for any dwit H‘ﬁ“éalfmlsaﬁl’t‘ f‘%WS’ICEy @écoBPg{TEd@YV\F?W écmogffaélé??icﬂﬁms%hedul e
time which has_al read Iapsed (step S1012). 10 In the exi stence of such a
certificdfiegho &Gi%r.éy d® ptharshagd, angy éasesmea)e the Neri¢mativd) &f nheunit 25
of the pertinent certification authority CAis accessed so as to obtain the
newest CRathsBasddyheld goedr t' 1N pcatt H‘ne sk ROPPYY Uk patlepegiverd iBesi des,
the CRL creation schedule tine registered in association with the pertinent
certifi casboriadinrhorith yheAallity tapatatired paldim key egrtibisateiredalatedi ne
described in the newest CRL obtained, in the CRL creation schedule tine

dat abase f8ony §1eepamdm@baseﬂﬂefséaptfd@,llt.he validity ternmrevocation state
exam nation unit 34 checks whether or not any public key certificate
described in tHalregeentl yCRheobtladitgderm /regpsiteopd thte ehampat iodatmltase 31
(step S1016). In a case 20 where the public key certificate is registered,

i nf or mat i3dne admumeablye pat tfiasts oni wved atonhlisth{SR byl eztikeyschedtilé itoakte i s
deleted front the path database 31 (step S1017). There will now be

expl ai nediathbaspBPato an tof seeutchefrn enyicegtifivetionakirthanytfCA gusbkiadeRey
certificate. 25 Figs. 10 and 11 are flow charts for explaining the operation
of aut henithcaGRy arhetivalscbietyloftime publahchkeylreadyi Fapsatle(séesp iS3.08Rpcut ed
in the 30 2 8 FEB 2005 certificate validity authentication center VCin this
ermbotP medn. thRed>dstamg afsudhes eeffiffjagrnion artbnrithé” ddfities(” airm $tePsSHS3),

received a
the CRL holding unit 25 of the pertinent certification authority CA is

accessed so as to obtain the newest CRL issued by this certification
authority CA (step S1014). Besides, the CRL creation schedule time
registered in association with the pertinent certification authority CA is
15 updated to a CRL creation schedule time described in the newest CRL
obtained, in the CRL creation schedule time database 39 (step S1015).
Thereafter, the validity term/revocation state examination unit 34
checks whether or not any public key certificate described in the newest
CRL obtained is registered in the path database 31 (step S1016). In a case
20  where the public key certificate is registered, information about any path
associated with this public key certificate is deleted from the path
database 31 (step 51017).
There will now be explained the operation of authenticating the
validity of a public key certificate.
25 Figs. 10 and 11 are flow charts for explaining the operation of

authenticating the validity of a public key certificate as is executed in the

30



request for the authentication of the validity of a public key certificate,
whi ch contains a nane of a termnal admtting certification authority CA 5
admtting a certain end entity EE and which has been issued by any 7tgeFpg 0088
admtting certification authority CA other than the above term nal
admtting certification authority CA fro he end entity EE through the
conmuni ca‘%‘?r@rﬁ“@r’i?t"agléi’b’s?‘é@%‘ﬂf@ibqn F?ntﬁ&s}(iilés‘fﬁtsh%m?)@éé Xdn  of the
request to the validity authentication unit 35. Incidentally, when 10 the
name of the terReifaringata thesegligures rvRanitba Qthor whyf 38ahps raekivedont ai ned
in the authentication request for the validity of the public key
certificatesuest def aliet aedveritiGacony 6h that wli ity @Aappéhﬁf kqy cpefilderie ficate
validity authentication center VCis set as a termnal admtting
certifi cavihaeh gankoinista ngmeadfriat teiragnehadandgtiagrqer il EgtioThewthdriityt kel | S
termnal admtting authority CA having issued the public key certificate
whose Sval ddingiting a ceptainuemenentdtt éii? argl ovhish hhanbedie iabeed Betaner mi nal
admtting certification authority CA the validity authentication unit 35 is
notifi ed tsmdneh. adhétting heentifii¢adiary awthtentyi cathi arthgni thas theckbowhet her
or not a 20 path associated with the terminal admtting certification
aut hor i t yte@Ainahwidgititiguedrtificapabl pethamytcérdi ffremt ¢hasend epety fERd from
the description of the pertinent certificate being a subject for the
request, twdugh et homssooicttiath winih36 HetapeFADORL ihdwitifidsntheceetdiftiemt i on
authority CA which admts the end entity EE being a requester, are
regi st er edff the raguestStp s vddidatyas e tizdantieategn SQO'O%ﬁ.- Ihcidentallyesuhen it has
been found that both the path associated with 31 28FEB2005 the term nal
admi £0i ngtheemaini ¢ cef itbe tarmtiowi t 3 Atng cterhids atiosuad thhrity sGBy dst nptibl i ¢
key certificate, and the path associated with the term nal

contained in the authentication request for the validity of the public key

certificate, a default certification authority CA preset in the certificate
validity authentication center VC 1is set as a terminal admitting
certification authority CA admitting the end entity EE. Then, if the
15 terminal admitting authority CA having issued the public key certificate
whose validity is to be authenticated, is other than the above set terminal
admitting certification authority CA, the validity authentication unit 35 is
notified as such.
Then, the validity authentication unit 35 checks whether or not a
20 path associated with the terminal admitting certification authority CA
having issued the public key certificate as is specified from the
description of the pertinent certificate being a subject for the request, and
a path associated with the terminal admitting certification authority CA
which admits the end entity EE being a requester, are registered in the
25 path database 31 (step 52002).

If, as a result, it has been found that both the path associated with
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admtting certification authority CA which admts the requester end entity
EE, are not registered in the path database 31, the validity 5
authentication unit 35 notifies it to the requester end entity EE tZh bufy0)
t he conmuni cation unit 36 that the subject public key certificate is not

valid (st S2003 the other _hand, if it.has been.successfully,

aut hent i 55?&8@“8?1 AP H e CB&?W%@%B&%@&‘W Mt‘ﬁgl‘ﬁbﬁ SIS URENt e i ng
certification 10 authority . whi ch has i ssued the subject public key
certificat@echnybHe kpat ﬁea%gg%ﬁeata@ai 5\1?% PAtRes S0CH 1641 VAHH e fegmina
certification authority CA which adnm.ts the requester end entity EE, are
r egi st er 84 IktiNge Cﬁé&l%caeaﬁaﬁgéléogﬁx "%e ‘Vhlqlhif’ft}j”aﬁﬁt amt reagsder e 35
further checks_whether or not the description of a constraint, such as the
nanmes of eatiigr Eder ar¢ i ati wgiiwradt Hor the egathhidialeee ndt, tthasvadidiName
Constr ai nts% or the maximum path length which is allowed for the

aut heht i cathemtiettioheunyl Idinofifids Hnlo thabeqeerky eed téftivate thirughxi num
al l owabl e nunber of certification authorities on the path), is existent in
the publ ithe koynpernicatioat usit 8gi bréride subjechedit keat epifécae isnnot
association wth either of the two paths (step 20 52004). In the

nonexi st entid Gtep B8088kcri ption of such a constraint, the validity
authentication unit 35 shifts to a step 52006. On the other hand, in the
exi stence of t k& dbecethsri bandf ikiichag hasmssnedass fuli heruthiendgicayed that
authentication unit 35 shifts to a step 52005, and it checks whether or not
25 the twothathe obser issetiatednstitiai dhe itermindr adgpadingheeHeicagiomot it
is described in the public key certificates that any certification

aut Hot i t pushody @%585@@5 hasHssuo® thatHbipst publicrkest eartiGeatghamether not
the nunber of certification authorities smaller than the nunber of

certifi cietbrrssecidet nash | Beatedgnigp! admitting certification authority CA

which admits the requester end entity EE, are registered in the path
database 31, the validity authentication unit 35 further checks whether or
not the description of a constraint, such as the names of other certification
15 authorities which are not trusted (Name Constraints) or the maximum
path length which is allowed for the authentication of the validity of any
public key certificate (the maximum allowable number of certification
authorities on the path), is existent in the public key certificates registered
in the path database 31 in association with either of the two paths (step
20 52004).

In the nonexistence of the description of such a constraint, the
validity authentication unit 35 shifts to a step 52006. On the other hand,
in the existence of the description of such a constraint, the validity
authentication unit 35 shifts to a step 52005, and it checks whether or not

25 the two paths observe the constraint, in other words, whether or not it is

described in the public key certificates that any certification authority on
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each of the two paths is described as the maxi num path |ength. Here, in the
exi stence of such a description, the validity 5 authentication unit 35
judges the two paths as failing to observe the constraint and notj(é'i E§ W&
to the requester end entity EE through the comrunication unit 36 5 t2

public k ertificate is not valid (step 52003). On.the other. hand, in the
Ponext st et Patinianabatritet 6h SRR o1 ek B1F UBH P CSETBiCUm Y 35
judges the two. paths as opserying the 10 copstraint, and.it.shifts to the
L s 2a000 g e e BB 888G e e kS BRZe il 1 et I a8 ehocke
whet her or otf é}r ustvvor%hi neas (_E.O|(%)C¥)l which is indj(c tegg by the amount of
busi ness,®35P e e Patht hedRi@ipeb AP Chp MBIV PRULENERen by the end
entity EE i s caqntained iP t he aut henti cati on request received from.the 15
pertinent end eénti%y REthen exigieace wodr sUche & r §§%Pflﬁi‘ne§§eof"af‘m%ty

el ectroni ¢ procedure is. caqntained, éhe unit 35 further checks whet her or

not thRe deHBENPERBANORNEY @ot WHHESS 1BSsTWRi BAtlgods Hatingat? spysarve Shove
trustwort hiness of the above el ectronic procedure is existent in the public
key certigonéitadBt ik mefiles d§i kt dhedrqarasher parch eddtbdde thronghatleci ati on
20 with either of the two paths (step 52007). Here, in the existence of such
a descri promymunipelion| wertt 90 that HBRtPeRET dfyuRpEtiBcateutigd9ti vl id Ust¢mat hs as
failing to be utilized for the authentication of the validity of the public
key certifi0fal-e Paythanetharebindnincthgrgrenisientoobauthefetnyirheny dygest er
end entity EE, and this unit 25 natifies ié to the requester end entity EE

t hrough téldarmAheaticaRiogniunt 3% jrdges HBeptiPi Bakyy asepbreivdigethe not
valid (step 52003). 33 2 ? FEB. 2005 g)n the other hand, in a case where the
t r ust for tRNsBRN bR {tshiftadertdgisteprollure to be taken by the end entity

EE i's not cont 6}A‘xtnetg\ei I:';]tep S2006, the wvalidity authentication unit 35 checks
whether or not trustworthiness (policy) which is indicated by the amount
of business, or the like of the electronic procedure to be taken by the end
entity EE is contained in the authentication request received from the

15 pertinent end entity EE. In a case where the trustworthiness of the
electronic procedure is contained, the unit 35 further checks whether or
not the description of trustworthiness which does not satisfy the above
trustworthiness of the above electronic procedure is existent in the public
key certificates which are registered in the path database 31 in association

20  with either of the two paths (step 52007).

Here, in the existence of such a description, the wvalidity
authentication unit 35 judges the two paths as failing to be utilized for the
authentication of the validity of the public key certificate for the electronic
procedure to be taken by the requester end entity EE, and this unit

25 notifies it to the requester end entity EE through the communication unit

36 that the public key certificate is not valid (step S2003).



the authentication request received fromthe pertinent end entity EE, or in
a case where the trustworthiness of the electronic procedure is contained, 5
but where trustworthiness described in the public key certificates iFER 2005
are registered in the path database 31 in association with either of the two
paths is equal Oiir higher t han that of tpe elfctrpn{c pr.ocedure, the
validity autheftR cei 8fTeniRNss Jldgesss mshpimItne Waytwertineeatd B peing
valid and notifies it to the requester end entity EE through the 10
communi c&I9BROST Proavgcirgitor he takeniky ks eagy @nklif)éé?tfe § By FONdRInecer S2008) .
Thus far, one enbodi nent of the present invention has been _described. In
this enbdBe mehenpathanignegsexeenved fopmt e peitipnt eng entitg dik.on But hority
CAbndg~ to the respective termnal admtting 15 certification authorities
CA are pérfasdi whery thedrerad itbimessdo v elesirameagpendénte ys 6ontdiaedequest
of any end entity EE for authenticating the wvalidity of a public key
certii chué. wBesd desstwarthinessedetrerlzed e thegoeblic Keyr catifhientes cahidy t he
validity of a public key certificate has been received froma certain end
entity EBrewhgtsheredon Hot pehe dedbbise kbyn eesointioat witlseitbevaifitheitsvg udged
by checking with the paths searched for and verified beforehand whether or
not a paphthhiriougfualhéober dggheerthain ¢hai of thatdleetiropicCaindgduran the
establ i shed between the termnal admtting certification authority CA which
adm ts t ivelidetyt iamghen Bnatientunyt Fejadges the peblit hely eentificitacascbetig i cation
authority CA which has issued the 25 public key certificate being a subject
for the mebidesind| notidiescdor b nghy repeeitel eend shdityerEl thraugler tloel whi ch
i s expended since the reception of 34 2 8 PEB 2005 t he request for the
aut heht i canimpnafatidre wat paithyt tie pabliglsy cemtdycate as wiatidctotep 52008} he
aut hentication of the validity.

Thus far, one embodiment of the present invention has been

described.
In this embodiment, paths which extend from the bridge
certification authority CAwrdge to the respective terminal admitting
15 certification auﬂmrities CA are periodically se.arched-for and verified
independently of the request of any end entity EE for authenticating the
validity of a public key certificate. Besides, in a case where the request
for authenticating the validity of a public key certificate has been received
from a certain end entity EE, whether or not the public key certificate is
20 wvalid is judged by checking with the paths searched for and verified
beforehand whether or not a path through the bridge certification
authority CAvridge can be established between the terminal admitting
certification authority CA which admits the pertinent end entity EE and
the terminal admitting certification authority CA which has issued the
25  public key certificate being a subject for the request. It is accordingly

possible to shorten a time period which is expended since the reception of
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Besides, in this enbodinent, in a case where the request for authenticating
the validity of a public key certificate has been received 5 front a
certain end entity EE, whether or not a path through the bridge 74 FEB 2005
certification authority CAL,,ld,,, can be established between the term nal
admtting certification authority CA which admts the pertinent end entity
EE and t hthe eeabipal fadnthe | Hgtheaticptiodatdfomhauy dodityy ofAtlvihi eablias kegsued
the public key certificate being a sub}j ect for the request is checked with
0 1 0 thecqstifiveteédt Srredutlomtamdiorep! thedabdflor ehand, and subject to the
establishment of the path, whether or not the subject public key certificate
is valid is find¢didepudygethisnendesiiderdt iion aofcase cohete aihet reguebt dort he
nanes of other certification authorities which are not trusted (Nane
Const r ai ndsthentive tivex itheimadatiby |engtulfli b deynaxitifica tal hasndlelean nerdieed 15 of
certification authorities on the path), or trustworthiness (policy)) which
i s descrifrech iancartyipebldi enkiey Ker willeithart er iisstuedpdh dimyo updt tthéiledtigen
authority on the path. It is accordingly possible to nore precisely judge
t he val i didryifahtiore aswhpaey PAbliic deey beeettablichtd. béncestenthal teym i
present invention is not restricted to the 20 foregoing enbodi nent, but it
can have wduniitiiisg oificctas n anshodithiCn tlei chsadpetsothet pertinarposid eheiteof . By
way of exanple, 1n the foregoing enbodinment, the certificate validity
aut hent i cBE iaownl ttentein VGl setositting dertidge tioer 4w fliccatyl A adtibbriidsyiss@Alri dge
as a start certification authority, and it searches for and verifies 25
pat hs whi e pxbindkéy anttifibetebbeidgeacarlijedi tat tlon ragt bgirist yh&Awd dpitho t he
i ndividual termnal admtting certification authorities CA The present 35 2
8 FEBC200the ipatkat searchkdweverand svantiedesiatordlechd, o asuk hs idrjeats pectthe Any
ot her

establishment of the path, whether or not the subject public key certificate

is valid is finally judged in consideration of a constraint (such as the
names of other certification authorities which are not trusted (Name
Constraints), the maximum path length (the maximum allowable number

15 of certification authorities on the path)‘, cr trustworthiness (policy)) which
is described in any public key certificate issued by any certification
authority on the path. It is accordingly possible to more precisely judge
the validity of the subject public key certificate.

Incidentally, the present invention is not restricted to the

20  foregoing embodiment, but it can have various modifications within the
scope of the purport thereof.

By way of example, in the foregoing embodiment, the certificate
validity authentication center VC sets the bridge certification authority
CAbridge as a start certification authority, and it searches for and verifies

25 paths which extend from the bridge certification authority CApriage to the

individual terminal admitting certification authorities CA. The present

35



certification authority CA can also be set as a start certification
authority so as to search for and verify paths extending therefromto the

i ndividual termnal admtting certification authorities CA. As a f%§9®5
exanple, 5 in the case where the certification authorities CA are in e
relationship  sho in Fig.. 2, g%ﬁ?f t he root fertification authorities

CAI T, CAZRVARE ONCABRVGIVerPdSy BSherastVESEdfr FEG T d8HPiEeED méy e e set
as a start certification authorit sq}as to search for and verify paths

ext endi ngcerflﬁé@@pabwt@rﬂwe “harvi dsal & &tnd hal Stabint extifitn e pittheatyon
authorities 10 CA. Besides, in the foregoing enbodinent, it is assumed for
the brevistoyaoto geardt i sndeypitly Rathshewigndangitherefropneo the indayidmti tting
certification authorities CA issue public key certificates to the end
entities tEENdRRl adiitiing ¢éiforaliom eethoritieatGOn abs HoepRirede @xAmBPI® public
key certificates to 15 the certification authorities CA only. As a matter of
coursé, Howdeerasa wehener Bueaertiatme i crutheridiasi Cdy laye dppthiec aplagicaisdopt o a
case where a PKI system includes a certification authority CA which issues
publ i ¢ keyhorentiinf Figat dsany ofbdtehredie cerfifieation yatRoaities fedcefiifi aadi on
authority CA. Further, in the foregoing enbodi nent, as the construction of
the 20 defsi oif ctdte oespasther sequidly dampgsekpl anmgdvebabetded as a start
cross-certification is performed anong the root certification authorities
of the ingrtifidation setherity domes te. sdarchsforotand merely tpathheexteotding
certification authorities, but other certification authorities may perform
t he crosgshemfrpfii dat thon indsvidesdr idyed nabadanithiorgcdr fifica tonhe uph exidiets
invention, it is 25 permtted to shorten a tine period which is expended
sinckOa refjuest for the authentication of the validity of a public key

certificate till the 36 2 8 F E B 2005 authentication of the validity
Besides, in the foregoing embodiment, it is assumed for the brevity

of description that, as shown in Fig. 2, the terminal admitting certification
authorities CA issue public key certificates to the end entities EE only,
while the other certification authorities CA issue public key certificates to
15 the certification authorities CA only. As a matter of course, however, the
present invention is similarly applicable also to a case where a PKI system
includes a certification authority CA which issues public key certificates
to both the end entity EE and the certification authority CA.
Further, in the foregoing embodiment, as the construction of the
20  certification authority CA, it is explained that the cross-certification is
performed among the root certification authorities of the individual
security domains. It is not limited to the root certification authorities,
but other certification authorities may perform the cross-certification.
As described above, according to the present invention, it is

25 permitted to shorten a time period which is expended since a request for

the authentication of the validity of a public key certificate till the



37 2BFES2605 What is clained is Caim1l Certificate validity authentication
met hod for public key certificate wherein validity of the public éﬁ
certificate is authenticated by a conputer, wherein the conputer xééﬁ@@w5
a path searching step of searching a path between any certification
authority as a start i.nt é start certification authority) and a term nal
certificaty ﬁ“gﬁﬁH6V55§ﬂMhW ﬁdﬁgsues the public key certificate to
termnals; a path verification step of verifying the path searched by the
path searching step; a path registration step of registering the path
verified by the path verification step in a database; and a validity

aut hentication step of receiving a request to authenticate the public key
certificate and authenticating the validity of public key certificate
issued by the terminal certification authorities by using the information
on the verified paths registered in the database, and wherein the in the
path search step, the conputer executes-. a first step of setting the start
certification authority as an issue origin certification authority; a
second step of obtaining issue destinations of all the public key
certificates issued by a device of the issue origin certification authority;
a third step, as to each of the issue destinations obtained in the second
step, in a case where the issue destination concerned is one of the
certification authorities, setting a path between the issue destination
concerned and the issue origin certification authority to set the issue
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destination concerned as a new issue origin certification authority, and in
a case where the issue destination concerned is one of the termnals,
setting 38 2 U FEB 2005 the issue origin certification authority a52¢¢g 2005
termnal certification authority, and setting a path conprising at"te %t
one of the path thus set, between the start certification authority and the
termnal certification authority as the searched path; and a fourth step,

if the issue destinations obtained in the second step include the
certification authority, returning to the second step, and wherein in the
path verification step, the conputer executes a fifth step of setting the
termnal certification authority as the issue destination certification
authority; a sixth step of verifying signature of the public key certificate
issued by the issue destination certification authority with another public
key certificate issued by the issue origin certification authority |ocated
on the searched path; and a seventh step, in a case where the signature has
been verified and the issue origin certification authority on the searched
path i s notWhhe isthiitnedcrti ficati on authority, setting the issue origin
certificatigﬁgau hority as a new issue destination certification authority
on the sear B path and returning to the sixth step, in a case where the

signature has beegtifivefe taledty andhbhgcd tssuen &thiodi far GRId kepickpnfiadtehori ty
on t he searched pgﬁ%@i s .the sgogrtk. certification authorjty, setting the
sear ched PAYReHsValady of the aupsh kegLeriberiers e tpanhyated by moomadtent i cat e
validity gkenti cation nethod for public key certificate according to

claim1, vvhereiri1 o
the computer executes:

a path searching step of searching a path between any certification
authority as a start point (a start certification authority) and a terminal
certification authority which issues the public key certificate to terminals;

a path verification step of verifying the path searched by the path
searching step; ‘

a path registration step of registering the path verified by the path
verification step in a database; and ’

a validity authentication step of receiving a request to authenticate
the public key certificate and authenticating the validity of public key -
certificate issued by the terminal certification authorities by using the
information on the verified paths registered in the database, and wherein

the in the path search step, the computer executes:

a first step of setting the start certification authority as an issue
origan certification authority;

a second step of obtaining issue destinations of all the public key
certificates issued by a device of the issue origin certification authoxity;

~a third step, as to each of the issue destinations obtained in the
second step, in a case where the issue destination concerned is one of the
certification authorities, setting a path between the issue destination
concerned and the issue origin certification authority to set the issue
destination concerned as a new issue origin certification authority, and in a

case where the issue destination concerned is one of the terminals, setting
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in the validity authentication step, the conputer. judges that validity of
public key certificate issued by the termnal certification authority is
authenticated if the path between the start certification authori &
certification authority trusted by the authentication request originator and
the path between the start certification authority and the term nal
certification. authority are both contained in the paths registered in the
database. 39 2 B F E B 2005 Cdaim3 Certificate validity authentication

met hod for public key certificate according to claim2, wherein in the

val i dity et Hemié catighn ceficatibe eatipetier dudbes téhainalal icdirtificatiént he
public key certificate _i.ssuedhl%g the term na cgrtifictraht&i on, a#ﬂ%horitty i's

aut hent i cat &P He 20% STHHEECE AELP| CRTIHEA hEESt PR r fsTedP by Hhas sets

aut hent i adthvaen KBEUGSE! Qeighosieal dghbhey siwd ttheetdrinfineat | @ntifightioni ty, and
the path be%)rvﬁ\)/eenw t{l}e star]tj (ferfi,fi Cd:ti on authority and the term nal
certificat FOWTHYtHort% PP BgPSta%d i n the database. Claim 4 Certificate
val i d}tyl aut henigsafﬂhome@seﬁﬂdﬂe Emeﬁﬂﬁéc}hwtk@% Gbﬂ’aﬁjnéddﬁ':]@xef mﬁﬁﬂc&teg to any
one of cl.ai 1-3, 2rein in the. third step, .as to each of the issue

oot nat | B BbER AR e S P e R SR L o SnGh oSt t he
certification apfiiypith *eiBratiGsHRp, destimphit@necentddi cation. authority,

if the issue destjpnation concerned Is the _certification guthority
concerned. and %h‘léfrgge?ttel)f? stiteye gﬁ% AeppiRale otfEEsaBonsa e das thE t he

pat hs al ready 28tinatodl rBACRLbA lERs/tywal id r' authentication nmethod for
the public key a sixth step of verifying signature of the public key certificate issued
by the issue destination certification authority with another public key
certificate issued by the issue origin certification authority located on the
searched path; and

a seventh step, in a case where the signature has been verified and
the issue origin certification authority on the searched path is not the start
certification authority, setting the issue origin certification authority as a
new issue destination certification authority om the seafched path and
returning to the sixth step, in a case where the signature has been verified
and the issue origin certification authority on the searched path is the staxt
certification authority, setting the searched path as a certification
path(verified path).

Claim 2
Certificate validity authentication method for public key certificate
according to claim 1, wherein
in the validity authentication step, the computer judges that validity
of public key certificate issued by the terminal certification authority is
authenticated if the path between the start certification authority and a
certification authority trusted by the authentication request oxriginator and
the path between the start certification authority and the terminal
certification authority are both contained in the paths registered in the
database.



certificate according to any one of clains 1-4., wherein the conputer
executes the path search step independently of the validity authentication
step, and executes the path verification step with respect to thezQaFtErB 2005
whi ch has b(een searched by the path search step, 2nd in the path

regi stration?tep, the computer further. executes an updating step of

{he path vor {1 G PBILs CRLOGH A egVCBREE 1T el & 08 PUCEY St HEREICEHE on

met hod fO@c@dJﬂHh@Lk@}/ﬂﬁﬁBtthﬁ@he according to any one of clainms 1-5,
[ ther execut term.e

wherein the co r idit xam nat i step of
exam ni ng val i g? )}F?éra#ud&fy BRED ISR Pﬁé”ﬁibtf}mcwké “T(,Eérﬁlflﬁ%ﬁlf%sv% ted by
the certi b et gudiichas cte&ﬁ%c@fb 28604 89 1Re Seimim B Z&Q&ﬂzahfanraamh@mf:@g in the
dat abase in the regi sé}@a n step; an obtaini ng S%qéFEOf attenptin

obtain, fRYPERECHES | eHerBswaon SRIIHYCENEITd BREPBAUARERIERT C910f t he
public keyeg@érxtl &agaﬁoma@e valk dicb iRt asdn shasoheeneonid fnﬁﬁgb%%%

time-expire evaldltytermexamnatlon step a new public key

certifi caﬁbef‘é?lta‘?ﬁ“@@@%e%‘ﬂh‘?&“ﬂb’o@%th bR TpBISH i @Pﬁ‘@ﬁca%murth@aﬁbis

concer nedi . 8Rfe 3 JPAL thd @afuehif i cation step of verifying a signature of the
newy obtafned public key certificate with the public key certificate

i ssued by the device of the certification authority which is the issue
destinationcigertd fication authority of the issue origin certification
authority on the path, and wherein the conputer deletes in the path
reg=i stering st &Ertiieetpaehditichudiong cation pebh o farepubdeth e @%}ttt,fmh@)se

validity termfha ttg%?]@, (ﬁg;ng{t H4BLs 503 R e leiTe-expired, in either of the case
where the validi e signature of the . .
in L e third step, as to each of the issue destinations cbtained in the

second step, the computer does not set the certification authority as an issue
destination certification authority, if the issue destination concerned is the
cextification authority concerned and the certification authority concerned is

included in the paths already set.

Claim 5

Certificate validity authenticaticn meihod for the public key
certificate according to any one of claims 1-4, wherein

the computer executes the path search step independently of the
validity zuthentication step, and executes the path verification step with
respect to the path which has been searched hy the path search step, and
wherein

in the path registration step, the computer further executes an
upcating step of updating the registered contents of the databese by the path
verified by the path verification step.

Claim 6
Certificate validity auvthentication method for public key certificate
according to any one of claims 1'5, wherein the computer further execuies :
a validity term _e.\;aminaﬁon'step of examining validity term of each
of the public key certificates issued by the certificate authorities on each
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new public key certificate has not been verified in the path re-verification
step or a new public key certification has failed to be obtained in _the
obtaining step. Claire i Certificate validity authentication net hodifE®2003
public key certificate according to any one of clainms 1-6, wherein the
conputer further executes an expiration information exam nation step of
exam ning expiration information of the public kev <certificate issued by
each certification authority on each of the paths registered in the

dat abase jfathtireigatdd et s tletdbage st éhe repdtnatismeitapt he path registration

step deletes the th incl.udi ng.public ke ertifigat validity h as
been confirned aflog%(?ﬂf‘]inﬁes-té-?ﬁ? Fé%n%a%%%%%ﬁb tta%%’ ﬁgﬁnpﬁ%a ?%8?% of Mt I on
obt ai ned dripihherefphtiahizarthontpoitié pablkex asy nattibratestlepse Chladity Serm :

Certificat i dit henti cation, method for. public h ificat
accor i ngt 1o} SR, CBHTRTA ¢ BF 01 0P AR GP arh ‘I Wo P EREE BpLOP Rt omput er

further exegdth gsuisic Gy cetti®iate nfar pRtisete eXesrimaidronnistlep wiblA k2y8 F E B
2005 aut hent.icating the public key certificate with the expiration
i nf or mat i GREDERLE (GBS Fitat e val i dity authentication nethod for public

key certificate ageRn@Veifioatd@istey of WaLiRLNe i sifteatexpi sfath@mdwlfor mati on
exam nation _steag, a][sJ 0 each. path .reg}léstel}) d 1|_n t he, dat ahase ﬂ% tge
r egi st r atdARGBY PR R Y HRRHTISA I ¥R HU RS PUPHA KPP G PAT R HAY i8R
creation sERedUbE fidTecesBigkiing SheRoAty chaeki ngs whet hekut helcsgheduhed time
for creati ng,t he expiration |gformat|on, : . _ .

cerfification authority of the 1ssue origin certification authority on the path,

and wherein

the computer deletes in the path regisiering step, the path including

the public key certificate whose validity term has been coxfirmed to be

time-expired, in either of the case whexe the validity of the signature of the

new public key certificate has not been verified in the path re-verification

step or a new public key certification has failed to be obtained in the

obtaining step.

Claim 7

Certificate validity authentication method for public key cextificate
accorxding to any one of claims 1-6, wherein

the computer further executes an expiration information
examination step of examining expiration information of the public key
certificate issued by each certificaien authority on each of the paths
registered in the database in the path registering step, and wherein

the path registration step deletes the path including public key
certificate whose validity has been confirmed to be time-expired based on the
expiration information obtained in the expiration information examination

step.

Claim 8
Certificate validity authentication method for public key certificate
accoxding to any one of claims 1-6, wherein in the sixth step, the computer

further executes an expiration information examination step of
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fox the public key certificate has passed or not for each expiration
information of the public key certificate issued by each certification
authority; an obtaining step of obtaining new expiration infor malziao;ngfpmg he
expiration informati on whose schedul ed tine has been confirnmed to have
passed by the expiration infornmation creation schedule tine exam nation
step; and a termexpired. certificate exam nation step of exam ni ng whet her
the public_key certificate.gjven is the newl.y obtained . expiration

i nf or mat i%ﬁheémcra@@gs‘t@rléﬁﬁ%kﬁhéelﬁ%ﬁ%ﬁ%é}@t i 8¥PRHEE PP RHE pat h,

regi stration step, the conputer deletes the path including the
termexpired: public key certificate which has been confirnmed to be
time-expir a{ﬂi‘%he termexpired certificate expiration exam nation. step.

Caim10 Gertidiget Q’a}ﬁ@!it!ydi §1Yth%!rﬂi:ifa§ﬂ%hC_@ﬁéﬂ%dﬁ%ﬁoﬂuﬁﬁﬁ !LB? pERbAGtkeY
certificate according to"any one of clains 1.9, wherein in the validity
aut hent | cacipding wpilairthd, edmpeier j udges that the validity of the public

key certificat e_inh%ge né)}'.:pipﬁ%‘? aurhentd cated, ink RRe sffp the topHQ(Ei. G KRY
certificates issued by any of the certificate authorities on the path
i ncl udes mestterpd Lonhe datalidre hyetltd fasteraben aterthdhietopmphiteh ekssiied t he
public key certjfi .soncer ned. Qﬁ Lusiany, H%t helageL tdik) gation
authority on 't%% eﬁ@ﬁa%oe%ve%?lgg “enmi_ g&p‘?\a‘qrr%1 %et ween the s'gacrjt "éert#fl cation
aut hor i t yclemdtiag whedther the adtdvered ¢ave by wequegttheraxpirwdior infsrmegost ered in
the dataage g2, gpflcFER, 2003:434.8L Mibd GRILUT I gabe, val) diby pubfenphoation
nmet hod for publi ey certiticate aceco ing to any one of clains 1-10,
wherei n information of the public key certificate issued by each certification
authority; -
an obtaining siep of obiaining new expiration information on the
expiration information whose scheduled time has been confirmed to have
passed by the expiration information creation schedule time examination
step; and
a term-expired certificate examination step of examining whether the
public key certificate gaven in the newly obtained expiration information is
registered in the database or not, wherein
in the path registration step, the computer deletes the path including
the term-expired public key certificate which has been confirmed to be

fime-expired by the term-expired certificate expiration examination step.

Claim 10

Certificate wvalidity authentication method for the public key
certificate according 10 any one of claims 1-9, wherein

in the validity authentication step, the computer judges that the
validity of the public key certificate has not been authenticated, if one of the
public key certificates 1ssued by any of the certificate authorities on the path
includes description that the certification authority which issued the public
key certificate concerned does not trust eny other certification authority on
the path, even when the path between the start cextification authority and a

validity authentication reguest oxiginator is regastered in the database.
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in the validity authentication step, the conputer judges that the validity
of the public key certificate has not been authenticated, if a |argest
possi bl e nunber of certificate authorities on the path which is w”itﬁFfBQWS
the public key certificate for the issue destination certificatio#
authority on the path issued by any of the certificate authorities on the
path, exceeds the total nunber of the certificate authorities on the path,
even when the path between the start certification authority and the
validity auttHarnidat i on request originator is registered in the database.

Caim112 Certifi val i diht iy [ 1.0 : y i .
certificate: acc({’;o('fe!l I ‘ncgaq% o‘dajz%{n%/{t}g%gl&g %‘%g%d%ﬂﬁ&?&aqgvﬁép?g@u?é '? ﬁlé&%%ﬁtiedi ty
aut hent i catdcordisgep, amhene vhelavabildi@,ywheterent i cati on  request for the
public key certi.figate ks.acc ed: by .an indication of. .reliability
degree required lP'ofb‘(f avka:'hr%%élag% Fgf‘[‘c}erll‘fac“log%/d?%?dugle? %%’113?‘28%3%% t?‘%%gtﬁeltg t he
that the vadlidlicy yf ohe tphd)jeubdyi ceriidicatehts fiot dteen hastheoticheah 1f autaheerti cat ed,

if-the reljability degree which is witten im the publig.key. certificate
for the | AU B VREFT Shet it Balitialehont Ao R TKE SE 8 ahabe Dy Sany
of the ge;;ﬁihlﬁlﬁ.@ﬁabﬁ c@ﬂﬁiﬁ@m@etioesuh@risi-ﬁed@mzmtﬁﬁnh kc oMt hcattﬁka’_ﬂ ﬁmllgbom}l oalthki ty
require or.the e ctr0n|_ 4 Proceaur e, een. en e t . et‘_ n.tﬂ start
certificathom léé‘t‘ﬁ‘ggi’tay’yaﬁ’fghteﬁéwglt?@iatu)ﬂ\ﬁa};hmﬁér?ﬁ &ty ’F\eE]‘?FéJgte it@{lﬁator is
r e%zjihséI e][ e%ﬁﬂé}%beoﬂ&%h@b@?ieif%cﬂ@itamtﬁ8ﬁﬁ@§ Ej b it%?t gavial iediaﬁy?rﬁdlhh@}mé i}faalllizon

met hod for, public key certificate according to any ane of clainms 1.12,
wherein t HeSteRRy LRRISFTY CATGH At REEREYTY gl 63%@%@%?%@%6&#%

aut hority rautieshohigsn #0038 r6@ktdtl e thé Hatgagh. of route authentication
authorities of at least two security domains. 43

Claim 12

Certificate validity authentication method for public key certificate
according to any one of cdlaims 1-11, wherein

in the validity avthentication step, when the validity authentication
request for the public key certificate is accompanied by an indication of
reliahility degree required for taking electronic procedure, the computer
judges the that the validity of the public key certificate has not been
authenticated, if the reliability depree which is wntien in the public key -
certificate for the issue destination certification authonty on the path issued
by any of the certificate authorities oh the path is lower than the reliability
reguired for the elecironic procedure, even when the path hetween the start
certification authoriiy and the validity authenficetion request criginator is

registered in the database.

Claim 13
Certaficate validity authentication method for public key certificate
according to any one of claims 1-12, wherein
the start certification authority is a bridge certification authoiity
which has cross-certified with each of route authentication authorities of at

least two security domains.
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