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comruni cations systens and nore Specifically to_communication systens that

encode and decode dat &be presgptappheatippis agoptpuationrin-paapef U.H. Ratenndpplicatien dat a,

and to effig | el 2 (&t ' f e than one
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source. 20 Transm ssion o |IesIir etween a sender and a recipient over a
comuni cat i AECQRPERFEIR GAYNMENHCARON HBH EEM SO fndriliet oh Fetanary gy £999Pr ef er abl v,
a recipient ' “ ' : : . tr I r a
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gar bl ed dat aefetiafter (SLubycravisiendlt)e The piepéne apiplicativadliusaktsaihs usedf grodpen gar bl ed
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errors ("en:defailG@mmeight Reheadddubydr "FCC s"). Typically, the particular
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and when, bufesitcl 8 R8Evd dhdxa&iRBSY SREBRANSMIBEd bW alchdrel Hyla defiddrivklsymbhat a
receiver wll receive many usel ess duplicate segnents. Simlarly, where

di fferent rdews! sedaing; Where the chagpelfossias Ravensrpe fidghty whigh conersmoshnt
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receive fromthe sender 1s useful. For exanple, suppose the sénder is
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likely that a receiver wll recei've many ‘usel ess duplicate segnents before
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Bei ng packet - based, a packet oriented coding scheme m ght be suitable. The
"size" of an input synbol can be nmeasured in bits, whether or not the input
synbol is actually broken into a bit stream where an input synbol has a
size of Mbits when the input synbol is selected froem-an al phabet of 2M
synbol s. 25 The Transport Control Protocol ("TCP') is a point-to-point
packet control schenme in conmon use that has anlmmnmmmmﬁmment mechani sm
TCP is good for one-to-one conmuni cations, wher and reci pi ent
both agree on when the transm ssion will take placewana be received and
both agree on which transmtters and receivers will be used. However, TCP
is often not suitable for one-to-many or 30 many-to-nmany comuni cations or
where the sender and the recipient independently determ ne when and where
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5 wthout total failure, since | ost packets can just be retransmtted,
either 'in response to a | ack of acknow edgnent or in response to an
explicit request fromthe recipient. Either way, an acknow edgnent protocol
requi res apkpgikegpannel fromthe recipient to the sender.pdis00€0s

acknow edgnent - based protocols are genergl ly suitable for 10 many
applications and are in fact widely used“over the current Internet, they
are inefficignirst ed®flcoae MaphtHe Hedt MRdgoahat appicansh. oWherefoaly s‘h@ﬁtlﬁﬁ'éhuent
applications. In particular, acknow edgment-based protocols perform poorly
i n networks W‘trharﬁie@?qeﬁtaéﬁ’éﬂlega"‘m%f’b‘&’é‘l@@tbe‘l‘ oss rates, uncoordinated
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situation where 28 each’ 7 eci prént olrn eave an ongoin

transm ssi omrememmauahwat:n bhensteadwnstdemkscgncmf tﬂ'thﬁb mstluat)q tbat a|rscei\5cp| cal on
t he I nternet ext qgneratll OQWSJ)er |ces Cé;; A5 he A0 denn d" %nd ot her
services to ﬁg IS Y B RS MBI R S B Pl Y ﬁ”( 1 %u?g F%“feﬁse’ Wi cal
system 10 atrdemispio fiom DdeRder andiffeeavmintain tﬂmelcm@chﬁamewmts ensnn: thattalout
coordi nation, of the senders, .the. recipi.ent Lé“ Ilkelﬁyiuperce Ioss of

| arge number&tihe eeixers peceive figm the jande) it usghidy, Eprxamplys YIPRASeL ersr?g B& cei ved
by di f f er entconifidusi9tiatsmiffgiartabbwt thosatheifits. Hf thefserider just dehés @gﬁ]btm oon is
where a reverse data path from reC| ient.to.s 'g the back channel) is

| ess avai | abqheoesm#a%ar@osgmeyemﬁ ﬁ@s‘ﬁ Brisafdke yecess M fSCPve BAR¥wi dt h
may neke it ReRk diplita@iymBhto VeBRALIVIBXARBDY 6 daBk ségli’&nfﬁ(ihepﬁl@nt to
acknow edge packets frequently and infrequent acknow edgnents may 30 again
i ntroduck del ays. Fur ﬁﬁéﬂ\%?@“d@?ék?fbwsélﬁé%ﬁtc%%éé@EP@P@&’S‘P%EHO not scal e

vel | to broaggasiskibs, MMEERe 8Nfe SRBAGAteinstwRINS Mok khdmsdsTh “iaRReES! Y to
mul tiple users. For exarrpl , sSuppose a sender is broadcasting a file to

mul tipl e reciitherrapitad /B, apagkst protqepkis useddprdatptoansporyy Hetrpiowgo) iy selsg
channel . Ea%efﬁ%a'ﬁ&scmy“@xegsh&ncwh@n PhifoP b@RE bIBA §i&falk 0o feacket | oss.
Pr ot ocol s t hat y on acknow edgnent data (either positive or negative)
for reliabl erabeiitied oyerah [P hetwbik, & is pagiitioned intheqiiel sizeainpis|symbelsardioput
recipie S n Loh L to
pr ovi deniq:u sryh‘ i aFequ g%eﬁnﬁo gm}sgtliu?egsi{a}kgg 8 lggb%r}fge B’a% $ é‘ﬁésenéerd to be

abl e to propmading sbimmblmghﬂ He suﬁawheTlmdkuowf@dgmmmyMl sarstErhedsurednn tits,

reci pients t her i e nts_|. di fferent
sets of packé?e 1eror clgéa St O ymbol 1p§ckua ]&b%kgé%éo Qgtst?%hplvv% rte annﬁ)%fh
recipients csamﬂ)eBhaseefzptofMlblmfwhmeﬁeesmxtdyprolwsasekcpdcﬂoman ebghabethﬁﬂ"'

reci pi ents. Eer situation that is not handled well in an

acknow edgmﬁ%’fn sed comruni cation systemis where recipients can begin a
recei vimgg 10 session aaymfdngpmmmitml P:iotoeol,(“’_rchh’)riequnhtemtpoﬁmphaleb@giral

receiving data in the m ddl transm.ssi on s ssion. . sever conpl ex
schenmes have® "é’é%ms"ﬁﬁ’&@%}tuéﬂ&'f‘ﬁ‘aﬁ ﬁ’bf’%ﬂ?gwpﬂg“ﬁgﬂeﬁ Heite %]? 18 g°°glf°r

acknow edgnegie-t8a36€EbnaaMEERBNs, MhER t@@sem?/ah&efc@ﬁennudnh lagrae bn aheh fheoadcast .
However none has been clear]y ad%gt ed . at this tinme, for variqQus reasons.

For 15 one, "HoRmisiPauihiske Placead bsrerelyed pad botl aergmomyhich gapsmitiess pdyher e one
reci pi ent i sre@ipieRd Willtd used. O EWRdvieR TCPOBR ML billaBleTBFEHRIS-mabyeh as in a |ow
earth orbit ("LEO') satellite broadcast network. In an LEO network, the LEO
satel |it¥s JRYY-tgyerpeammyicaions opwhers dhe sspder prd the grofient indgpendentlyeci pi ent

is only in VieRmOle vHRN aR@ihire e il Fhddit $ﬁeJeWe &wshort tinme. To make up
for this, the LEO network conprises nmany satellites and recipients are 20
handed off between salsingiEs asenderieansmiteprdpred parkets apéihewedimienthor i zon and
anot her ri S%knd\&le Elgprg{eﬁ - h%%ﬁ@ké?'iﬂha% acﬁﬁéﬁemt LR B\SHY ©
reliability, a conp ex prot ocol woul d probably be required to
coordi nate acknow edgnents returning to the appropriate satellite, as a
reci pient would often be receiving a packet fromone satellite yet be
acknow edgi ng that packet to another satellite. 25 An alternative to an
acknow edgnent - based protocol that is sonmetines used in practice is a
carousel - based protocol. A carousel protocol partitions an input file into
equal length input synbols, places each input synbol into a packet, and
then continually cycles through and transmts all the packets. A ngjor
dramback mnth a carousel based protocol i s that |f a reC|p|ent nlsses even
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Another way to viewthis is that a carousel -based protocol can cause a

| ar ge anmobunt of usel ess duplicate data reception. For exanple) if a

reci pient receives packets fromthe WO 01120786 Pc~rwsoonsaos begi nni ng
of the car wmosmI29786t ops reception for a while, and then stRGIVESSEES vi ng
again at the beginning of the carousel, qa I arge nunber of useless duplicate
packets are received. One solution that has been proposed to solve the
above pr obl gertheisendevangthe &tndqreviug@emﬂthanacésetkﬁ@vkeéggwgasmg@eﬁofmwmol , and
i nstead use - .0 QASK fferi
reliabili ty.%§%§g§ r gﬁ%i&gggggf%c e?g@ﬁ%e@sﬁ@%&@@?%s%ﬁmﬁaﬂ%\ﬁhen gfe?lll% eis
segrment ed i mieshanigmuin stpnteologeachats capaeitys dorcing it tp dopencnting pavkets.eWithi ent, t he
reci pient can.deco t C ent. fi e, once

suf ficientl fr%g"rﬁ’$s Sgacﬁ%‘f%ﬁﬁf §%ra§%%°?”&%%?‘%§fé¥%ﬁé¢*?a4‘? %‘/I%S“ésg‘{alruéﬁrt%ts"é’eé St whi ch
packet s ar r iwithoutithiabfafinrepeuce ost panirets sarf jogt beeechnémitted chthenih egtgoreatsa at t he
packet | evel, K .si.nce t file can be recovered even.if 10 packets..are | ost.
Fovever | madipka adney St 8o fprafe €AF Faner sl gorsmo st BuRf ers of
acknow edgnewiy; fingRibvledintenoproeolrequies A bxckphainebfidm tKarecipienitb e Wi t h many
erasure codes js that they require excessive conputing power or menory to
oper at e. méertd(?ﬂi ng schene that has been recently devel oped for

communi cations appl i CAlth6ugE atiidivlddgmeRIBAYdaroteddld &t gérerdlly suitdbldop Of 15
conmputing power and nmenory is the Tornado codi ng schene. Tornado codes are

simlar Oo measy-apRlicaiens apdarsdn fagt Widsly used ovapie cxrent Itemetetievdient ed by K

i nput  synboliserfidieht] SdY4SREikQ HRPRIN AealibRUPErtafyHRRE Siond B pertidhikg f1 xed
before the encodi ng process begins. Encoding with Tornado codes is

gener al | y maeknomiedement-hased nipleer]s pryfopmirotheBaesmrbnith high dadencigs, hige aver age

nunber of arblilpRekd ﬁteﬁlﬁﬁE%&&é’l\ilﬁﬁléd fc@%ﬂainf )%gmstaﬁd feh @Al eﬁndﬁc{? Righlly TRIMALR;20 out put

synbols is progqrtlonal t (on the order of tens of assenbly code

oper ati ons tepavgdtyy Higlulateney is 3thare apknepdedgments take | deng tingtgdraxelifemsthe equi r ed
to decods tRg enthé i ifleSehdir 2HRM 1RERDMdy' r0RRin IR Merall AadARyEPdES have
speed agvant aglfgs over Reee -8_6! g%gn c’%ges%ylrgut “\1/\}”? srgver al |rsadvant ages.
First, the meirApemisgién bemgprohibipivblylleng. Kiighpasketthess daescalsvi qanst rirebl@ss advance of
t he codi ng praoce i ihef.figi i i r of
packet's 1o SraferntiifonAat dttnd AR radlepley £ b BBl °
packets is ueklptesttiintitedabt odhardast Ewbhedakg packetfor nado decoder requires a
certain number of outayl SIRRlS. & SRSCLL SAllYecl A, AULRULiGAYARR! S, Where
Ais small conpared to 0 decode ahd T estdre fhe origi nat ofite and if

t he num2ér ehch redpicntchpjuin andribaiesn osgange@insmistionresblon af teit-ow distdeden. t he 30
original file.cannot .be restored. This limtation.is neral.ly acceptable
for many corRiERCR T IPiSH Gt lternsy ey eatiog e sRRE P B gr eat or
than K + A ldgmard’laadsthei depvices taisd offeddikiat nebvask praviderstih i fomeuilnde an advance
guess at the packet loss. .. W 01n0786 pcT/~sponsaos. 6 Anof her di sadvant age
of Tor nado CHGLSYelem, FEATRREY PG EEhEn BHEODEAITRFBLYEIN (o agree | n
SoONe Manner cosrda@intdithesdendied, thegrecigiefitvat Qikel9 perseik € q sk 6f lArgem@mpPE®GLSSi NQ
stage at__the decoder vlger this graph is caonstructed, a_éqrocess t hat sl ows
t he decddi n§2<&Glsstanyidsh ‘%e):?PaT—aiﬁ"rlP g pergeryd iy flisferent Secinients: 1o 4 file

size, so a new graph Rsyegésc badhaitltas &ltBélsifuatiortis Whefeld i@vertezditaliatd.
Furt hernore, the graphs needed b])(/ t he Tornado codes are conplicated to

construct, &8 ieefiertie sender Ghechiek etrandhisdet eyailgle oF mprecapbt BAsthe or
di fferent sitgerd pakie SAdynRidt SbaAdiviveh REP nalek FRAFBRIVEE: sloW BitPordkpdBse ar e of
significant size and require a significant amunt of menory for their
storage at B¥tthe ©epipicsbindelmonieise Reckets fieguesty andiipfrpqpenieknevdedenesisiea¥o codes
gener at 8pexaglih nlboBSeeRAs. OUt put synbol values with respect to a fixed
graph and input file. Théese output %n‘ool s conprise the K original input
synbol s and N-K r edunduthernzoyerseknowledgmeniehagest rotopple gongsrseale welhtd y only be a
smal | nul ti L 2 i Qﬁ@rﬁr Lotk i kely that
Ncﬁd@a‘smﬁ, ﬁ&%%n@?enaeﬁ%g{ng%éta ﬂf@ﬁmﬁgm}r s g{or{%ulislgle Wdry/ For

a recipient obtalning output sy enerat e me 1 nput file
usi ng the sanampje.apprope osander is broadcasting a file to multiple recipients over a satellite



15 nore than one sender will receive a | arge nunber of useless duplicate
out put "synbol s. That is because the N output synbols are fixed ahead of
time and are the sane N output synbols that are transmitted from each
transm tt efiye@Rbrssi ne the synbols are sent and are the saper/bsmpsds! s
received by a receiver. For exanple, suppose N=1 S00, K=1000 and a receiver
recei ves 900 synbols fromone satellite Defore that satellite di ps over the
20dhori ﬁgni dﬁahmsEécgeebcs]ﬁéxﬁlniaiytcﬁﬁqrahes e?aiﬁr:ﬂhnr@heﬁh oﬂflj)dc]deﬂlloisgl Ilﬁ'oto_t:chﬁth-ﬁt)r nago
code synbol s yeceiyve the recejver fromthe next satelljte not be
addi tive bedgiyo® af’]ﬁ%{’t“’l?féﬂen data(elinqr @osiuve T8 Ve °ﬁ§§‘t“h'€ deliyegy &{1 'gg‘/h%l s,
which is |i k@hreldback Shinhel ffont £2h kReRnt & the SGRAEY btDthixQah 86 phibigRy of the
al ready received, 900 synbol s before receiving 100 new synbol s needed to

recover the FRESIVerp prVidss Fystharpors, his regyines p sompley arfl pasvegfulsenderdo B¢ asur e

code thats dogge B8PtopefiHiddfe ﬁ?‘&t‘%ﬁé&c\éﬁov@l@&%ﬁ’énit B&ta PRVEOmGhe RERIPRINY. HnofheP © nder
or recipient to inplenent, and that can be used to efficiently distribute a

file in a sydeubackisthatdhdiffgrentygeipients iese diffexgnd sesy ofnaekess, rebispadcastef pi ent s
wi t hout nec | | J A ecl pi ents.
SUMRRY O TR KRR B RASANEL b oEIeRPa TR MIATIERE P 0! o
accordi ng t cpackess by etbenrecipints nAnasher sivation thwtl smoybadledrwellipan file of data

and a key to i N .fileis
anor dor od P FEn Bkl oty BLRH sy S R JOHCRIS s B BBl

PCT/ US001®544e5sidmr aspmchroniongiyti.ea tphredigient cblild bkgiy recsiving datt ie dthef mildleafley

al phabet, a t(rgaroups.(s)i z& iioﬁ sel ected as a positive integer, and each out put
synbol is se ST ETOP B AN out put al phabet. A group of output synbols with
key | is generated by Seeirslrcoinpiergchemgs bave bsézaggdsed)to ithrovd the gr oup of

out put synbol s.to be generat ed, erein the grou | 7€S, . are positive
"ht bger o ¢ heRerioRacos pBaT leiment bred scheind P HACHAR R iRt BTty of
keys, det er rgrbadagst.aHoRE@N honeWab beenfcldarly AéopBedods fhiOfime UbPutrioty féasdhs. F& be
generated, wherein thgz wel hta Ware&FJositive integers that vary between at
least two vaANGeASkRRMF &flr*ré't-g?sa BIofqcgls gtsoidayaat scalg el hieee SRETSCIRFntihe i nput
synmbol s assogyiakifg infbrifatibh BodnAilizp10 Eendbrs Rikh 834 cAGLAHH ‘fmsd’? a function
of I, and generating_a group of I) output symbol values 10 B([) =

B 1(1), ..., pality propdeastgigtworisr M&@Qm%@%%i@q iedlitponrpsspyerhead auipldy

sel ect ed W lgechidPHE thelY BRA & thd RRipRAERISTy iHRwISE 67 bhrBitu 1A \BteBite IR 8N4 MES,
each tinme with another key, and éach such time it” produces a group of

out put synbdime. Tivaakpupfesthiss the EQ RetErkisomprises magy patellites gnd ieeipisatsdent of
each ot , : 4bj eGt d i | ¢ can be
gener at re?,' i@%&Zﬁ%g‘b%@?ﬁﬁg%#g%%%g%#ggﬁ%&do& httggﬁcﬁﬁ 2%%%}’08%{%%& )slglnbol S
in a group, a@@knowledegment-basedprgrogelpvareusgd dugnsurepeliility anomplex handroff. | n

ot her enbodi i i . . L bl i , for all
o oups. of U gepa zictd grotaby) ek etk o AR RRZ NI B BIS b 0 | 2
present i nveapbiopriate sateltite; asarebiplest weulé plarbenygceavinge pasketftonapre atellpet
synbols tra ] r L rated those output 20 synbol s
in groups b[a}gcggé%%g%‘&legﬁgggﬁﬁ%g%{tt%#glkh(r\?gﬁqa?% e. Because output synbol s can
be lost 25 transit, tAa altemeuierto epeckabeizdgmepdased peatecol waeis sometimésy
R e e Y
gr eat er t harintoteeal nengthcinpwifsymbglsitplatysdach mpaosyRibobintooa ]idﬁbetfdnﬁel;enas sumi ng
that input synbols and out put synbols represent the.sape 25 nupber of bits
o dat | n G Sekter e st ARG PR n & TR OOk S on. ¢ he
;ol ljovm' ng St(ﬁﬁlﬁlﬁﬁ%ﬁd@)}?ét@f}d@hh@fa ﬁgi@ﬁnfﬁfseés}éegl @fe@idﬂ(@fthdri;\ghef)ubip&ﬁﬂbg S: f1
i denti the key. | of the recejve r.oup o out put ol s; i dentify
t he grouﬁ si%tft;(V%/ls anoffier PRI FYFS O HE hiving mcb%taffﬁf)v&g t@éwﬁﬁfﬂs wﬁ%m val ues
B(1) = B_1 (Adother waBtdXikythid isftRdt atchiRu-056d BfotckQ1 SdalcRile a9XED Bhunt 37

determ ne the wei ght, ), of the group of output synbols, 4} determ ne
posi ti ons fdiﬁelﬁﬁéi%v\l“fa}c TGe5PHOR A B HPP L b FACIeRS KGRV e Ragkeli oM ihite gr oup
of output synbols, and 5) store B(I) =B 1 (l) ,..., BEIl)(l) in a table
that hol ds the groups of output synbols and store the weight WI) and the
positions of the associated input




WO 01/20786 8 PCT/ US00/ 25405 synbols. The follow ng process is then applied

repeatedly until there are no nore unused groups of output symbols with a

key | such that the weight of the group is at nost I): 1) for each

st ored groupo 0f2008st put syrrbol S vvith key | that has a wei ghCT/US00125408< (G |)

and is not denoted as a "used up" group gf out put synbol s, cal cul ate the

positions J 1,..., J b'" of S the unique rénmaining b unrecovered i nput

synbol s assobégiirdg aﬁthd”catdwelgstopspe@pumﬁapuwmgmhd)tk&nlstaﬂecbcmmnghgalkety l; 2)

calculate th nknawn ues for in t he group

of output syfsSPEREHEY Be SRhsch e e Tl e e ubpeds piida prrudia

associ at ed vm'th t he gr@mrsoluﬂbnthdelmslbégnmbm)sgrmmpmdfe aboveprbblemeizabs in the
ve, at ast one .of the input synmbols J

f t t hat
group of o Rifia B UeCe G BmeS 1SR e B ardl o Nt O et S BY T hece

i dentifi esi gapmaa Slonfui Cudles ®)ifdredse rdmybm@e d@rfeme Iafﬁé%@.{lbraélﬁie tdieyishave
anong J_1,..., [1?? 5) dengte | nput ol s as recovered
and the grouB"abf”hB‘b?g 1s SSpFASBieS 1P muwv pls fhaat a@éalta'bpacifﬁtﬁéo he srement s

repeat ed unt {e rédiRef? calEdR6aet0E pakets RieEonsiitd Rleentif 166506808 Riently Grany UNt i |
the entire input file is conpletely recovered. 15 One advantage of the

present i nveBioket aiegeqeryad, seperalbersawadless ofavhichapackest arpke Flae PPt remeyisn
receiving at g@rﬁxecgfoys‘ahme@gmedas 4% JoERARAL ShANNAAL coh bERRS ARl ELAUT T €
that the sender stop after a set nunb géou ps of output synmbols are
gener at ed? spavé,cetsméoséeHdwveeamns’@rﬂauraﬁO@erso iohs/either faH bosmvirettie swblegts gr oups
of out put sy E!nee@ ad, a recipient can begin
reception V\hgﬁ&@mﬁ% ag?/%b%ﬁ@ﬁ‘cmgg%éﬁegrg@%?lt can, and can | ose
packets containing gr d@mspmﬁlemmtpmansymbmb90denlsathatahm'anqmeweqsnver even an
arbitrary pa jority of
the data recé%n\?ﬂ%ng gwerso?glrelr?a tl \7%9&%%%&%&?%3? ?a%c}’ggtgﬁ%ﬂlgi? hel ps in
t he recoverydqz)netmpatﬁ)rmanmgmcatimammm@ndthpﬂi'rssunéwlet effficienfiontsmss fn al r eady
avai | abl The f hat n nt f an rel at ed)
data st rZ%ms are eU%%gBEév&grland gy gqojt&rpr"aﬁ%ggﬁéla%%%f [ ge&ﬁﬂa&q gm%{smnlme
advant ages i tde%d{Soichnoalcbdlean that arrmbﬁtlfméﬂrqmsbmed gyeKenpm synnbcdmmdneusptl on,
erasure robustpess. a uncoorﬂl na ed |én %fg aves ., Afurt

under st andi nff H‘F%g TCote P8 ‘Pﬁ%‘)ﬁfﬁsgﬁ%‘n‘ﬁl scl osed

herei n may bEncroaaigivmﬂrdmyadbef)@ersemgaaeﬁany infieh fastebthan exoMiap tithiRee®Solohrn

specification and the attach 30 . BRI EF, DESCRI PT]|

DRAW NGS Fi g®0dfs:ia8 thy ayeragq v ﬁb?{ftﬂ%g’é ORI EIE F?scrga}%rthoﬁ %’d?ﬁgdl ng to
gne egbodo rregﬁlitpﬁ{(syltgbas Qfﬁ@ﬂiomme\nﬁoh(ﬂﬁb ordeé\bﬂea%biizﬁze&@olﬁ m’%asa@{s23405 .
ig is a hloc i.agram sho he encoder o i g. [ eat er_ det ai
Fig. 3 is an"Mfj N%‘F}dég‘? g B‘fm‘PFcS\R/? %F‘ta‘i"S‘&FpOPGTa“B’E&rﬁﬂH“eg;}?r%‘&ﬂOée%F@ﬁ‘fre@ée 18
generated fr @B gropatiol torgsoci ated input symbols. Fig. 4 is a block diagram

of a basic decoder as mght be used in the 5 conmuni cations system shovvn in
Fig. 1. Fig. 5 is a bllomadgredss havegpeedpdyaniagenoyer Recdiedlomen codep.put gith s

fl owchart of se@eﬁf«ﬁ%§§ﬁ£é&§tﬁi§tQﬁ@n&?oek'é?&at@f sﬁnﬁcﬁ?@&d%{ust setefbr@thed e decoder
shown in Fig. 5, to recover Input mbol s Troma set of groups of output

symbol s. 23 Crdsiagge of thegoding pm/esﬁaffblséeradbmw”ﬁeemmﬂf the dass rabeo 4y a
recei ve or gapief&fimaRlCGid @ lellfio fRRRL MEhIbSTNe %?f»acﬁékg’wwd&eﬁln&latecﬁ ThiCs

or gani ze recel ved groups of out put synbol s. 8(a) 1s a flowhart of
process t hat begavssia lemade derodyr requinse a gestajn w@@égﬁs@wutgmbpla@wﬁcaﬂbcovery

processor shWna ol Gmbsls, WRerPAQE Gl {onfatet FIKP IS Mnd Ttk iRut  synbol s.
original file and if the number of lost output symbols is greater than N - (K + A), then the

30  original file cannot be restored. This limitation is generally acceptable for many
communications problems, so long as N is selected to be greater than K + A by at least

the actual packet loss, but this requires an advance guess at the packet loss.



Figs. 8(b)-(c) forma flowhart of portions of a variation of the process
of Fig.” 8(a)) with Fig. 8(b) showi ng steps perforned in the recovery
process including deferred processing and Fig. 8(c) showing the deferred
processi Nng.wdhikorsd | S a bl ock di agram showi ng the associ ap@frusdorsbde§. 2 i n
greater detail. 20 Fig. 10 is a flowchar% of one process that m ght be used
by an associator) such as the associator “shown in Fig. 9, to quickly

determ ne the associ atAr@Eheﬁihséd%Wﬁgo%ﬂTbﬁiaﬂoWbdeblsghﬂlﬂmr@ciun@ﬂﬁ@éﬂco@e&‘”bm S.
Fig. 11 is a bl ock diagram show ng the wei ght selector o 2 in greater

detail. 25 Py deqoderto a§rq6|%§ﬁm6amennsf°raa§qa%$§§twrha®rﬁ4 derfo ?ﬁée%’é’c? by a

vei ght sel ecﬁr@f rocSeseE s@@etahﬁcwogé}tw}&eé st h%?&:)ﬂ@tr&di’ed:hgrocésjmthatt@lo%term ne
a wei ght for gi ven up of output synbols. Qf?l Is a flowhart of a
process for @éé@f@ﬂwg SP maa%c%w@ﬁnq%taméss msei lﬁéﬂéﬁﬁkémsesw geithar | y

ef ficients %c@ﬁbc#@nérﬁe@fo?'e%lﬁlgélﬂs@m pﬁn@nﬁaeqh@yabﬁg RRleqdrander . Fig.
15 is a flowhart o process for eCOdIa@«? as mg be 1 npl eménted using

t he decoder b¢maulogodaspre enmplisaiedtorpgnstpich and fequirediffesent ¢ysiont ssttingeebdi ng
descri bed WI 6 405
Fig. 16 is a %?rgég?%rg?nﬁl etfér?rs iaéb(?ﬁ}ges go%b(g%ﬂﬁﬁlb\éygg%%%égeun@%?fgn}gﬁ Sg:&eflsved
groups of ousignificasysipodnd réquiretaisignifeentcimoyniniosessy &ir theirstordge at Bpt.thel 7
illustrates th tables in a decoder during the decodi ng process
shown in Fig n%%%g@h%%i%%% a diagramillustrating the contents of a

wei ght stot tabl e as i agdditide Tomedb abdes gageﬁatweexdc&b'ahlenglemumsyanlmmm I n

Fig. 15. Fi 19 i.llustrates an execytion_.|i f or uring
the decodi noiieS 2t BhE T ixhriptrind i gle. Shete Plral el B F B Koo of
t he recover yorigimt E@at $ytbolbant d-Krafundanp byhbold) Riifrthelaoos abéa psaticalyzanlyer sus
nunber of i ut S Isr overed for_an i ILstri ion. Fig. .21
oot r ot es BafsmADRLBE CER: Hh 55 b 8t 2 e Ko et 1 e Se B iat bropidit or o
decodabl e Se@bt:ﬁmﬁgom@ﬁﬁdyﬁxbﬁld godrated fror i safné gk SleSHE IRy Rhefg@dphdronpbust
wei ght dlstrlbutlon 22 is.an illustration of a point-to-point

conmuni cht i GROERAnARe E Vilseri ridatges gamperof P%Fﬁ%sﬁfi‘t‘RI@Pt)‘: o4yt WOFECEI ver

using an encmhers 1RBFs@thd RCAARI spRbdis Ard FikERLIRAD bitiRE S L& thelshile! Nesutpul 9. 23
is an illustration of a broadcast conmunication system between
symbols that are transmitted from each transmitter each time the symbols are sent and are

the same N symbols received by a receiver. For example, suppose N=1500, K=1000 and
a receiver receives 900 symbols from one satellite before that satellite dips over the

20  horizon. Unless the satellites are coordinated and in sync, the Tornado code symbols
received by the receiver from the next satellite might not be additive because that next
satellite is transmitting the same N symbols, which is likely to result in the receiver
receiving copies of many of the already received 900 symbols before receiving 100 new
symbols needed to recover the input file.

25 Therefore, what is needed is a simple erasure code that does not require
excessive computing power or memory at a sender or recipient to implement, and that can
be used to efficiently distribute a file in a system with one or more senders and/or one or

more recipients without necessarily needing coordination between senders and recipients.

SUMMARY OF THE INVENTION

30 In one embodiment of a communications system according to the present
invention, an encoder uses an input file of data and a key to produce a group of output

symbols, wherein the input file is an ordered plurality of input symbols each sclected



one sender and nultiple receivers (only one of which is shown) using an
encoder and a decoder as illustrated in previous figures. 20 Fig. 24 is an
illustration of a conmunication system according to one enbodi ment of the
present i nRéAOIMBenher e one receiver receives groups of obEHHIRMboIs from
mul tiple, usually independent, senders. Fig. 25 is an illustration of a
conmuni cati on systen1accord|n8@to one enbodi nent of the present invention

where mul ti pfem apdastt gplabet thepken teiected Bemiakey alphapet.agspipssizeds trlgsted 96

out put synmbol, §odifi R Th@Er! dnBlefoh dﬁw\k)lrubd] &@@E@t@&jﬁrﬂﬁnan%%ﬁﬂ%]ﬁhdbgt regehye an
input file in Iess time than if onl’y one receiver and/or only one sender is
used. Appendpkoutpyt symbodpwitle lsestldélseqeraéqdlhygletﬁrrnan%rwpmﬁlmﬁ(h)ﬁm AP Ng a
wei ght di st rgf&%ﬁ%%ﬁﬁé@%@&%ﬁ@éﬁ tEBEFEBBEQ ENRORLYER; §te§ s it t he

exanples des erein, a codi Ng sc enoted as "group chain reaction
coding" i§ deamfanblmﬂweepraebeﬂé‘do b@luﬁm\'m&n@ﬂlmﬂ@?s determiniagiagighhd scope
of various t SOO 25405
Wth group cﬁgﬁfor@%%&@r?tfm%? %gfrs (%B s&g?mtgé\&%&é]a% o?lé%arﬁgglener ated by
t he sender fpommtchntcgarthatvfarylmt\mernmebabww Heads ogcrdhpplufahmnfpws sgledbiog s can
be generated t d 11 9 ho Qut oI s.are
generated. At 3%&?9%?% sassom dce)w'rs}’enagmugg?]ous L(’)tﬁyré’entsafl% tg(;)raoups of
out put synboﬁmo%tbﬂlj‘mﬂmm&dxgm@ro@eafmy oapasiyhrtbohtaleess t o vvhen the sender

st ops or S roups of, out put ol.s C ene t hese
groups of uggﬁt ngﬂ'gofé ng}{g 2 predeterit ‘gg Vaﬁ%g}}ﬁ%’%g& éﬂ%scﬁ”&ﬁﬁﬂl ted to
their desti naﬁauaymbWsI Thearbdg atkode caltdiont bi Moreditespdacitime withaugierof out put
synbols. In spegi f ] xanpl e rou ain reac codln each group
conprises on yog’l‘g‘i?f e‘b‘?f&‘?'{cﬁ?%grlog%ﬁ{] ulpyt Sy ‘éi{ rﬁrwﬁﬁf% B ar

per f ormance @aﬂbomub@éwm? ind@PenidBi of Bith Bthiet aAd APENHLAGMAGUEYBE! BiBjéeaC! | bed
in Luby I. used herein, the term"file" refers to any data that is

stored at on@eé‘?soh‘BP’é%%ﬁ?rbléesgeaﬁateii’slf’ﬂeﬁ %k delivered as a unit to one or
nore desfsnations. ThuygsorRe SF5diRER s, tlﬁmuhimou@uﬂsﬁﬁolshﬁafgf @ﬂfl le
server or conputer storage device, are all exanples o at can be
del i vered. Fyauss fremveronp toErqupsippendingen the ket Lakn ‘ﬁhﬁﬁ@bmgmﬁ?ﬁ@a@gl’é fixethge
stored on a gt%ﬁkegbsﬂf«)e iffeg&r3A1B S, 9&au@kdhgmoiuﬁﬁsﬁﬁmbfo@%llﬁejslxl e taken from
the output o ream ng source) le is sequence of

i nput synbol s, where éaeﬁeqorignﬂccwlﬁﬁéﬂthha@sw pxysmttqnowtptﬁ symbolf receivethd a

val ue. Transgj S REER Srafimitb PR asbidel vipehd 21Th B3Se Qpi0r
senders to oir;?'e ?Fﬁ%gkéetroe prents t hrou (ﬁﬁ]a ghanng |nag§r to de t?ver a
file. I|f2@nesyeotidn gr@p&hnsedwmmne@ﬂm&w@wnmﬂiﬁerBegauSP eutppl sefmbglswlbp
perfect chap I =t ut file,
e a1 the ageyn e fERka Rl ARRP A AR onRYi B oh MR

channel is npartigreofftbetransmitiedlvutpst syinbotsaJbe hmanmibutpe‘esbfmhollslndedcﬂmmmel s, or
we assune that dat eman fr nore. than nder is the
case for sorr@ O&ef% ?%1 S\N@%ﬁsuorrrép g e“terp’ tge ero mg ?léd data is
pur posel y drcnmmdmgnhezﬁerasumeng thiat mhuﬂsgmbdﬂeamhmﬁpdtsymbajmpﬂeysthamé)‘ t he
many cha£|§1e e é é qns, two inmperfections of interest are data erasure
and dat a“1 nc%% LOLNELL9WMhi ch can be treated as a special case of data
erasure). Data erasurén emdebsdmg\mcetsheccofd&rrg’te lthd prssesat ioventomplse fdHowing Dat a

i nconpl et eness occur eC| nt doges t S unti |
some of the %%Sf?ﬁéég??@gﬁ'fﬂc 5"“5"5 gr[ourw? lt’:(ﬁ léﬁg gé’éllb%nlgeﬁ’g(?t ing
data before ﬁ@eﬁ/d’dagisu’ﬁ(ﬁz)ldmfpue&dﬁoolﬂﬂ) M&ﬁ}ﬂf&ﬁ}@%@rﬁze!ﬁﬂﬁwﬁlﬂéﬂtﬂ'ﬁmey stops and
starts again recejving data n_ex 0 at a 0 et eness, a noving
satellite seWB%YedlrﬁT@’{PP 198tet Yﬁl?qﬁéqﬁite%-lﬂgpr’ésgﬁf&hgpgﬁ gF‘H‘ﬁL?? file and
start thgotreaisitisenbas 3paéiemtndthe Qeight, ewm) bfthe @rdh?@ﬂ@utp@%?ﬁb&l?el)r eci pi ent

is in range, data can be received until_ the satellite npves out
determine positions for the W(I) associated input symbols associated with the group of

output symbols, and 5) store B(I) =B_1(I) ,..., B_G(I)(I) in a table that holds the groups
of output symbols and store the weight W(I) and the positions of the associated input



WO 01/ 20786 12 PCTNS00/ 25405 of range, at which point the recipient can
redirect its satellite dish (during which tinme it is not receiving data) to
start receiving the data about the same input file being transmtted by
anot her satved bi/dossét hat has noved into range. As shoul d bereappsiassfrom
reading this description, data inconpl et gness is a special case of data
erasure, since the recipient can treat the data i nconpl eteness (and the
reci pi ent hasyrhbods. Slaim‘olﬂnmbg ﬁmse)ss ess;henfapph&l repeatqdiyenitil Wese drens amogeudubel

t t but t h t.h 1 th i nt th
Fect pi ent ot ERURSPLAERH DTS cs ki Lagth el e Ve ot il B of gt BT 1) "

communi cat i oforeych sto¥ed Qﬁﬁ}b afoutslt sREBADWEN Réy [ahat hash weRzht Hfb' e@(i)\wad ant  of
erasures by sitggly dropping all data bl ocks or synbols that have detectable
B?tﬁ%?sae ﬂ%

errors. 10 A8 ' Broup AL @P@utpﬁxrrﬁe’s%qa}wé%&?e pasitisd_lwnef b #fei r
buffers ase fyaluhiqk r&%yb-wéco&mnaﬁﬁfsgmom A936Li 5104V RR TheCRSUp fHAtpRHT posel y

drop packets to be fair to colr’H;etlng ets and/or to enforce rate

|imtations. symbolchased@nitiksy dad)icalgulaipdheppknown yeugsgpeinputysymbply dsl, dat &'
gener ated by I ﬂ%gﬁ AR nnecti ons.
For exanpl e, ﬁjta]gil%%%o% gf) §yrgﬂfls ¢ é,wﬁlgaﬁem Sf gﬁﬁhggthgﬁ%lﬁgtﬁkﬁﬁgneousl y
connect to nesseciatbdwiththe gs@mdé}ldt:rmfy thargmups ijattwt(smbtdsmmggltoneox%mth | e.
As anot her e It Rb st data
streans m gh?ﬂ’[é)rtp i alﬁghnai"flPEWéc‘?E eg&%f"f %‘fﬁﬁ‘?@ ts?'}ngprg Jtrjg C%T%n%c %%’C%?leéa)or nor e
of theselB8t r demmmndnd theeweights dfe:aatggrtmgaicbnmﬁedrgrmpss:f omtputabrmbohs tby otlé‘lﬁ)r

bandwi dt h of _t he cha connect m end h _cases,
a concern iseﬁgl thaaye%nﬂngzlggwgﬁb rﬁ“ﬁtsi:%m(? etlgp *"&s penr éit use
to a recipi erﬁcovdredaandthdmbu;idsf&utpﬂtmﬂio&\&mkaydadm@lups ’Iih(stpm@shmdant am)ng

th t t L ff t th
i1 or ont ot PR S thehiened ALPERGR Phdi ke een Zabad iy @R 1"

general, trapsodinptedyirecéveidlic act of noving data froma sender to a
recipi ent over a channel connecti ng t he sender and recipient. Theht?lhannel

coul d beld 25 real -t rfencAqxyMage of earesentinveptionis that fooesnad saauire thahihe he
sender to t heechRei Big@tecd@bink ACarg bR PbinfRlthe friRmilAlon andit doBiénct Raane! N ght

be a storage channel that stores some or all of the data in its transit
from t he sen#stthe gendprstonaticpp sgimumper of geoyps of Quiput pantols are genesateq), sikcest or age
or other st ofRYEdHLPYINGENd Mffe@ﬁ&elﬁmm&d sét &@%P@é@ Sftpul SYthtsdts fob &
generates data can be thought of "as the sender ransmtting the data to a
storage devi &wen ippat ﬁlechrpie@cmarﬁosp@@cmh@egmr@garpannwhe@mr@@dw pet fremads t he
data froppth a:Tol-H I §:gg\¥ 0 get

t he dat amc))ntg' taiﬁgé stor g"g‘g e{(/)ic)%e k&ﬁ&lﬁ?& é;g’ Q?‘%/I Cgﬁl t’'se mld Eﬁl&n

mechani snms t baitern ¢reverean phitaty pesem, msgléﬂmemgq@dtcaamp@rmhhere@t mmagty devi ce
col l ectively 0.3 there is a
chance t hat tcgggr%%cvﬁg%s?gnnfgﬁdr\l%%é&é& r%gtjae %g%fyégﬂglgﬁgmgk&gl{'%y t hen t hat
woul d be t r eptoeehs sashal #taa being sluplicaive thﬁonﬁmﬂnelreadwemmlabhe The fagethatind

reci pi ent ar a I able not to
transm t an DYSERBGHE endited i PBb AR R R IR st 4 pIBLFLE 2, 2%
generateldsfr mforhiaeon xqzimvefwdyéeetdlsnaimawds.fmmm hhhatecmowsyomﬁuleplaswres An
encoder is a_ci I‘%\L/I g nt, that 1andl es that
task. One wa§iSFANGR &l rﬁ'éepf’ﬂ’é? cB%&?é??“SWe%fan H%coé' lrbaaféﬂqnga? at'the encoder
gener at es groups of ou&numexswnbﬂtaﬁdxhgemhbnﬂuieaaymcﬂdsantugwbethanﬁremmmce of
i nput synbol pr esent ut file. Each input s woul d t hus
have a posi t A0S ReteRBR SRR FealiaeF by Plittncs o e peiing BRGRT I w10 i ot ¢,
devi ce, nodubgci@icalivadad gRgildted dhalingseconst ructs the input symbols from the
groups of output synbols received by the recipient. Goup chain reaction
codlng|§not limted to a fN ynbol , but the type
of i nput gynbol is often df | ¥ Y pi caI ly, the val ues
for the input synbols laga1serEﬁkedg1faﬁmna&bmiumamﬁtssﬁteﬁ%@ydmg)do&méor sone
15 positive m&ﬁdgqe’l I n such cases, an input synbol can be represented by
a sequence of™ F‘g°5fh°@5‘155“tf“?v(5’ﬁ’i"i'he input file. The value of Mis often
determ ned based on the uses of the application, on the channel and on the
maxi mum si ze of a group. For exanple, for a packet-based I nt ernet channel,
a packet with a payload of size of 1024 bytes m ght be appropriate (a byte
is eight bits). In this exanple, assum ng each packet contains one 20 group
of output synbols and eight bytes of auxiliary information, and assum ng
all




groups conprise four output synbols, an input synbol size of M=(1024 -
8)/4, or 254 bytes would be appropriate. As another exanple) sone sateflite’
systens use the MPEG packet standard, where the payl oad of each packet
conprises M@OMPFs. | n that exanple, assuming each packePCTHBIOE4E one
group of output synmbols and four bytes of auxiliary 25 information, and
assum ng all groups caonprise. two output synbols, a synbol . size of M=(188 -
4)/2, or 92 bytes wouldees aplckgiaprimeshoyineihengedes ot Figr hissaeatss detathi cat i on
system using group chqri@._fi@&?hh@&htﬁﬁdrﬁa»a%mp@pmh%,&a%heasﬁﬁgﬁlbél c
paranmeters, such as the input synbol size (i.e., the nunber of bits
encoded by aBgeneritd fray apesiof asspgigpd mput sygbplabl es set by the application. 30
Each group of output ‘ synbol s in
the group. In one pr e?%%ggg%%ggﬁéﬂ%%m%%ﬁ@ﬁg&cag%&é g’fg el g%e each group
of out put 5syrtyoinynibationasystetheshowhiieFigchl | ed its "key." Preferably, the key

of each group of outpud. <V e i Lhed by the recipient
to all ow the recipi entﬁl%o%ylgg%%%?%oé%g@%%ﬁ%}g%g 14 di stingui sh one
group of output synbolBgfériemflowblert ofagupessahatanighgie ussdiiyod decoder.sshielr bl vy,
the key of a.qr . DL s i i St f ke f all other
groups of ou{}%ﬁi?' y@)?%%%&?%ﬁé%ﬂ%%&?@f a “gé,ﬁ’%é’s?ﬁﬁ%“f%gcmaggf §u ssc}é\;og_%'snl ble is

i ncl uded in symbdls.ansm ssion in order for a recipient to determ ne the key

of a recejved group of_.ouf.put, 5 s ols. In a.sinple formof keying, the
Sequence D “Keys 1 or CURCARA PPy A B e LA PP by
encoder is aswhasereecedk ofganizecshbwi én Figl £a@6:Raniteretdivedl geage of edtplt key i s
called a "se uqﬁﬁe nunber”. In the case where there is one group of output
synbol val ue®™f*tach transmitted packet, the sequence number can be
included in 10 the pagkgts(a)® HHEwEREWEPREesS HEbRIght Béiksel bPla¢edohdtyf it into a
smal | nunber of bytes, e.g., four bytes, including the sequence numher

al ong with t FECEEFusnches BarsayenE piesesonhpya i Fig % fnprocspsreseived EowsGhoni cal .
For exampbe, outphtigmbblE | nternet packets of 1024 bytes each, allocating four
bytes in each packet for the sequence nunber incurs only a small overhead
of 0.4% 15 In other &% 8k (c)ifern afloy g oiperdonspipyaristipnia therrenefs Ay e t han
one piece of pflag@), wilFigsAYRhEwing KBS SteforedSiv $eG VB prodeed icG@ing T eCi pi ent
recei ving nore than one data stream generated fromthe same input file from
one or nore $dpERtmocestieg wdiHig 8(9) shawing thedlefeared piogessingt r eam of packet s,
each contai ni ng one gr : ; : : ) t he
Same set of sequence napbar svst b mRRlrEnd osdleraitElk. B B3R 430

reci pi enBOwi || recei v&igr8ipsilorcheriop are proeasothet mightbetused bypreassesipiernce
nunbers. Sin . | e, : in.this case
W th the sandonasSREoBerUilin BRD: Subkdy ek fin? BBl bl ™\ fe
input file, smwlcwutisgoupssdintpat symbelsti on of duplicate data by the
recipient. Thus, in s . S| on it.ls ferr hat .the,ke onpri se
a uni que stream i dent :t‘f:[? eI? 1%%1{)1#@%& ]\%}?ﬂﬁ S}é&glgghh%r}’geéghggel Cé%“?% Eé’% gf géigtrnpl e,
for a streamladil. UDP | nternet packets, the unique identifier of a data

stream coul d i nclude the.LP addres f _the sender and the port n er that
The eonder i's usi ng.t & EraihitvERE ofk lolfhs MLk B s B RHAR BT ¢ e
sender and t fiehpothe weighbedecadr shdven intRigdm) tardeteprint s wefght foe algbedgroupbf each
UDP packet, tt'{erte ig jpo addi tional space required in each packet to ensure
t hat these p%‘f?lés e key are available to a 30 recipient. The sender
need only insert a sequgnses Mficvxshartionh proees orfiRedddig fopgaédager thdt dbestnde
correspondi ng gro&g of outp .s%nbol s, and the recipient can recreate the
entire key ofc&tQ %’w&réfﬁgéfbe f output synbols fromthe sequence number
and fronsg he packet heaganis Aok @hdiah of¥ ¥R EficibRdedoget.r eam of 1P

mul ti cast packets the unique identifier of WO 01/ 20786 PCT/ US00125405 15
a data streamcould i rfég-dgés ¢ fiwqhert ofip process for4lgendingsas muphichs implemepted

nul ticast adgkimsthe Hscol@ol FR 14 he dBRAR ML efRERNY Rafteldebiiiy RAGIRY, the
remar ks made above about UDP packets apply to this situation as well.

Keyi ng by t h¥'bhEdsrencsio BigstlRel3gr oup of output synbols is preferred when it
5 is possible. Position keying mght work well for reading groups of output
synbols froma storage device, such as a CD-ROM (Conpact Di sk

Read- Onl y- Menory), where the key of a group of output synmbols is its
position on the CD-ROM (i.e., track, plus sector, plus location within the
sector, etc.). Position keying mght also work well for a circuit based
transm ssion system such as an ATM (Asynchronous Transfer Mde) system
where 10 ordered cells of data are transmitted under tight timng
constraints. Wth this formof keying, the recipient can recreate the key
of a group of output synbols with no space required for explicitly

T e . = " 4 o b1 I




A Basic Inplenentation Transmitting a file using group chain reaction

codi ng ‘i nvol ves generating, formng or extracting input synbols from an
input file, encoding those input synbols into 20 one or nore groups of

out put synbwb®sizmber e each group of output synbols is genecansodsased on
its key independently of all other gr oupg, of out put synbols, and
transmtting the groups of output synbolS to one or nore recipients over a
channel . Recei vi ng (arigri®doadiagrant iilngatiag srogrample dffaclocupetit afid teeeivigl ng
group chain reaction, codi i hvol ves .receivin 0 set or subset of groups
of out put syﬁf%‘?%oﬁj@&‘f\?gﬂg&&%ﬁ&c&c qing PLGERSA ,'g‘gg' and decodi ng the input
synbol s fromthe val ueBigartdilkseytes e comtents 6C@bléeHh NIe0odEs dafingotié Petodiay Nbol s.
As will be exPI ai ned, .trkl_u.e 3gcoder can recover an input symbol fromthe

val ues of on&5FsSHig® Ptdgde of out put symbols and possibly from

informati gn about the Rigl184§a BfagRiiBhstiafitihe SRRRL 61 4 WaightBMSatdd 4s8AEM been
recovered. Thus, the decaoder_ can 30 recover sone input synbols fromsone

groups of oupﬁﬂﬁedélyﬁ%qh§,dc‘iﬁﬁinéﬂi’r‘?cﬁsstsﬂ?‘ﬁ“Hl]fi&v\lé-the decoder to decode ot her
i nput symbol s from_thqag. 19602486 b BLbuATRPIS: @it be HEhQldRZ R 17

PCT/ USOQO 25405 previ ous recei ved groups of output synbols, and so on,

t hus causi ngdecodingarqsessshews BYFig.of. r ecovery of input synmbols of a file

bei ng reconstructed atg; : Wl j Q0 d d piiow be
described with refer enl:(‘:l .'rh?olﬁt e{a% ?%E’rmeggépélﬁ%é ré%gfégpgrdg%\égﬁmgiqagr aflr?lp(% a
comruni caPi onbdesgdablanetl 94 ekt nurgkss of imputsyothralsmeorered fayan ddsdi digjribution.

communi cati ons systemdk . J I | . I Q i's
provi ded to an i nput s%%%&llﬁ%gﬁggg{eggd%%a&?%ﬁ[r)e(&g) V%gﬁ#?g%é%ﬁ{gr@%ﬂaﬁﬂ

gener at es a sbdpgedabl sof sizzrversus nwoba of mput syspals atcovEreG(dd a rothuSt Wightl S( 2) ,

...) fromt hﬁis- ng&nfi |l e or stream w th each input synbol having a val ue
and a positi onh"(b enoted in Fig. 1 as 10 a parenthesi zed integer). As

expl ai ned above, the pBgsibisenvhisttationfodn pbippta-pantrdoninfinidatien sysietns al phabet ,
is typically, an al phabet of 2M synbols, so that each inpu ol codes for
Vbt 15 ot hbaepder (S GBT e st Gk Aoy R BELr ARRAR %y 1 ho use
of comuni cailivethatsdintpeaviclldGigudesit a general purpose system m ght include a
synbol size input for(}j.n t, %Jﬁbol .gen rat%[? 11 ~ so that M can be varied
fromuse to use. The du¥pgdts &5 B?traflg’bﬁ 2 oasatt cHBAURIGEIAN SYSeMbEYEER i ded t o
an encoder 13 sch®Y aBEMERPleTecelvits @EHNabeWwhich ls@¥oi R usBRGR edéddéParfa OUt put
synbols to be generated by the encoder 115. Each key is generated according
to one of thecRAerIdHusEretiniPEREPYs igYiBus| y, or any conparabl e nethod t hat
insures bhpat a |arge fHaohiionh Bhsten Kpé’&ngﬂtﬂﬁéaﬁbﬁgysiéﬁ{ aécbﬁir%ilg%né nput file
are uni que, whether they are generated by this or Z0 anot her key generator.
For exanpl e, cRRSAiIgeH of te preserd anvieatjon jkkereonegresivea racemeogroumof gupput of a
counter 125, wjgMnﬁﬂt{p@@}mdag9mde{)r'nggm,ls’ggdergnd/or the output of a random
generator 135 to produce each key. The output of key generator 120 is

provi ded to encoder 1%8g. 2Fivan WastrtiReyf 4 commpwiicitidn bysteregecordingrtapns 120,
encoder 115 g,gg&{ 4 Sao M synbol
val ues B(1), ronn?%rﬁgf?lﬁ gﬁs%%gﬁ?sn%é)%%g?%@?%g% ut&gfi?r%cgﬁ’fergsenerator.
The b vaklesreofivesarenpg oboypwisymbelp Gomayuihplesishalyjedependest] shriswdo Baeive s key
and on sone Q0. : [ referred to
herein as th?@?@uﬁgﬁqgségﬁu‘ﬁ&s‘gg rré)lglo%sre'tcggesroag?}é{ ¢ y?ﬁeg%f?' d%}}sﬁ%sgﬁ's" or just
its "associ ates". The Appkmiix Aok a edurtdredé listoigiodn pfdgiven foramplementingta on") and
t he associ at@?ilghfsdi%g?‘gl%ge according to a process described in nore detail

bel ow. Typi calFy, not always, Mis the sane for input synbols and
out put synbols, i.e., an input synbol is the sane |ength as an out put
synbol . VWO 01/ 20786 CRIPTION OF THE PREFERRED EMBODIMENTS

30 In the examples described herein, a coding scheme denoted as “group

chain reaction coding” is described, preceded by an explanation of the meaning and scope

of various terms used in this description.



PCT/ US00125405 I n sone enbodi nents, the nunber K of input synbols is used
by the encoder to select the associates. If Kis not known in advance, “such’
as where the input is a streaming file, K can be just an estimte. The
val ue K mi g¥Q01@0%6 be used by encoder 115 to allocate st RGEESHPMT nput
synbols. 5 Encoder 115 provi des groups off output synmbols to a transmt
nmodul e 140. Transmt nodule 140 is al so cE)rovr ded the key of each such group
of output synbols froWithgopeghapaseition spding@roups afaput syrmbrls & gawratedinsni t s
the groups ofy Gtai: SHTHR!iRut AhsdeRRACERS el dIoulbiydyabolihiind used,
transmt rrod e 140 rrri?g aﬁ%o transm t someg(P gta g%outﬁ?)ﬁe keys of the
transmtted ganewd vathoviregand toshomsher gravpe pf eptpii aymnkdls ang Benegated. 148t angcei ve
nodul e 150.

: rtan RN Gla mde
not a requi rg] beltﬁé?%lgeer o%gﬁgfﬁegahmgﬁgmﬂ{cugtsl on %g{st&e%t %%%%f\/bdul es
140, 145 ﬁndbéta&@ copstraing asatnywlsn tlteabider Stapiwacssmes ggneraging groupodftomgpue
conponent s, c an at.i on her transmt
nodul e 140 |§’né)§lt % °Fe“efa}‘ h{hn?eééourpgn?glﬂg ts P tﬂ%%%ﬁ@acegd&aﬁa‘:kﬁtéeded
dat a about tamel tfanhmytsd toothahdmoﬁtxoﬁ,%tkaadh padket coatammgbxe ot morégxﬁups&fad apt ed

to receive grqups put nbol S d potenti al ne da a about their
keys from ch‘a‘ﬁh |syrgﬁ P %g(a@ple]@?gf “‘\?E@H reta8t1<%imec[o§+n§' &1 8EPassoci at es,
can be sent mnqrnseétmaoelpuﬂs@ﬁxbomdltms l’éwltshﬁ aseﬁtexﬁhetadnmia:t)emfhycea@ﬂeenent
of encode 115 and dec 155. ai a hannel 145 can be a
reaI-tlne ch ‘é‘Praséﬁ“c aa‘sre%F“B’aF@s 'r"d{?l bﬁf IrWET net or a broadcast
link froma tel evisi omsttlrsadmlﬁttﬁétch@“ﬁtctelf@ytosdngraatem i sedtd &fondot €l ephone
connection fromone point to another, or channel 14S can be_a storage

channel , sucKOESoRcesIniNP bgdeliveradias a nnii,oneior gorg,destipations. | Bhushannel 145
m ght even bgcamea inakt, Qﬁd PhicArdre alild deFRr 6M@RpRIer ﬁBﬁgé‘d&h&r agquchannel ,
such as a channel fo‘r‘ ] when one person transmts an i'n file froma
personal conf@mgieseb ﬁiﬁs Ithat eanRerdeliveresh (Kileg sarphesifikgeyn sip )‘Clb"tﬁélrma t el ephone
line, thesing abpee'uea ést&wéﬁpha@dek)\%eﬁeé YElnkASWh dize @HBSRAYRNMakh
transmtted to reci p| ent over the lnternet. Because channel 145 iIs
assuned to b@oraﬂl@ua@,up%a ieaming|sourednmitherowyi thﬁﬁlesygtsecmewcpfd@reé not assune
a one-to-one e %h?ﬁ% r synbol s that exit
receive rrodusiy%%gsd%g%gg g&é'? ups o J(}%{s%g{?ﬂ{;@e et'ﬁuta%%uego into 30
transmt nodul e 140. rrmanfsmtssmnmbreroewanﬁteansmnﬁng:dﬁt@frvrs@ge or pexcksenderset wor Kk,
conmuni cati o u

relative ordttea?mg ﬁt&@r%c\?\%eﬁﬂ QP&U hﬁﬁlg{}n%?“?mr%ggér} gfgé 1% %ge?tlg?rtlpt hr ough
channel 2%5. co'ﬁhe:tt&dftoraey nuwhter hélytcxpi‘ents 1 agaretfcqt) shamhelotht pru:tewsgl Addaban besan

det er m ned u5| one e S 0,

r cT~r soons40% ar% s%@?glga{ﬁﬁ’oa\s}gl“‘ J( p%ﬁé%cglsvsngf? g éllrg’mwgtgdu%y t he
order in whithh thdiéhagned igrmt pérfeoutw}htdtnst)habaﬂesfommst reraeweﬂd/ehanmdsrloeWI:SO

Recei ve nodul e 15 ides t rou s of out S decoder 155,
and any datasﬁlgﬁeet?'@tgt[’h%adﬁ%mfgeﬁﬁg an o5 ?rhgxtgg%t%?)?asf S8 oups of
out put 5 syniy@dems,lcsmmm:d&dmtaoomokeythéagmﬁﬁatMaﬁ@ﬁrpokeeydmpmrmr ator 160

hoso keye. 18 oRBlibis (owse e sonon pae GRHE mify RUE! BB 6 key

regener at or ilfperfectiond bfntetktdie dLerasiid aripRBdhdten t&tt@ss(“ﬂlﬁchQidh peltreftsdrbol s,
to recover the inp%t syrtrﬁol S éa ain 1S(0), IS 1) % % coder 155
provi des t heASrAsRERIH caY of Afa Frasyribh Jaa grgsusmoge ertlteé qriel SSOLMPEr 165,

whi ch gener ada@f Bat£RB¥mpléendab otdaabwmlalranﬁt% dBEs ot Pkt réceivarBaldQfntil A Basi c
Encoder Fig. 2 is a block diagramof one enbodi nent of  encoder 115 shown in
Fig. 1. The Yr6ak theidatyrheppleradpypsedit by theaseipientpps sscsivinadatabef®&s er ences to
Fig. 3, yhi Ctk’an'sﬁlsﬁogkﬁﬁr ﬁ'rﬁxegxté@iﬁ‘leﬂginfe%lttleﬂw &élls aﬁ@%ﬁﬂf‘%mre%wﬁ PaR,.0f the
processing performed by the 15 encoder shown in Fi Encoder 115 is
provided with input syvisslexempieiobdaecincmnietenssh agmqyms sgtellise sender mightidsl s i t
is to gener at?ﬁsmﬁﬁn%@a@%pregdﬂﬁngaﬂ RBLAIS MR P02 rnsh Qi ekl artcrrgrwts symbol
buffer 205 . provided by the key generator 120 shown in Fig

an input to ipamge Ooercthe teipsst sdn tinga tota car brisceyedauniibihe sateliitemoves gt ght

sel ector 215 and associ ator 20 220. The nunber of input synbols Kis also
provided to these four conponents, 210, 212, 21 S and 220. A cal cul ator 225
is coupled to receive outputs fromval ue function selector 210, group size
sel ector 212, weight selector 215, associator 220 and the input synbol
buffer 205, and has an output for groups of output synbol values. It should
be understood that other equivalent arrangenents to the elenments shown in
Fig. 2 mght be 25 used, and that this is but one exanple of an encoder
according to the present invention. In operation, the Kinput synbols are
,recelved and stored in |nput synbol buffer 205 As explalned above each

o ) ] Vs



| f used, group size selector 212 determnes a group size 1) fromkey I
and fromthe nunber of input synbols K In one variation, the group size,
&l1), is the WO 01/20786 20 PCT/US0O0/ 25405 same for all | (i.e., I)=b
where b i s vwopesidsi ve integer). In that variation, group pcemesmes#st or 212
i s not needed and cal cul ator 225 can be nfigured with the value of b. For
exanpl e, the group size mght be set to four for all I, i.e., 1)=b=4. and
each group obéf mgepattw}ﬁghm;htshmclpmh&aﬂ rédinect 1t3lshtp11n1te da;lmtduhﬁg whith sienest is

enmbodi nent s, S|n €s .0 smal | var

oA oo of oot TRty Bl o ek foiRing e DAl e e e TR randiea 'S

essential |y bhoiefeatéllitetting hesnnoddintd emge. Aeshoull Belpyarknt fhdin RGdiNg yhis and

t he nunber of in ua'éxnbols K, wejght s Iectir 215 det erni.nes the nunber
|

W) of inputes ReqmplptEnesg s special case;ol data eragyre, sifee hegapPIsHt BBt put
synbol s havi peat kRVata inddbiplderesd(and theRdciént Wi the sk ﬁr&ﬁelﬂb)f’da ¢f th@fecipiuat!t

symbol s 10 K, associ ator 220 determnes the |ist AL(1) of p03|t| ons of

i nput  symbol Wani@a#ige decativy time. bRighe ehanpel dost el ths detadip i e pomf whetsdha d be
under st ood t hahi W drdrtddGEdivisy dRE SePaL ﬁtv?équB(vn%ﬁlle'cGﬂnHuMmQt%rF#Et@&Qd i f

associ ator 220 can generate AL(I) w thout know ng W) ahead time. Once
AL(1) is genéastenedrtectable erronycapde thesiqpiyalgetaf ergsyresibpamplysdsopning gl datee nunber

of associ at eﬁo%ﬁo@‘ﬁr@ols&il@@@ﬁm%byx%r}or@nd AL(1) are known, the 1)

val ues B(1) of the group of output synbols is
cal cul at by cal cul atAsrangther dxampl¢, wohtess papasely deaparackats wl(nern)thmbuffarm@e
property of known
val ues for u%ut% gh@%fﬁllg&hgﬁé{d gﬁ (Ii fno(el %ﬂlamtpg}éptod&f ﬁ]p &}’{’?tgﬁ] g group
of out put symmnetinapukstsMdft)rtannfomemmhtwaﬂxmmn val ues for the other

associates in AL(Il). pref err. use j st ep IS
t he Reed- Sol onon val ut%agfcl’}ﬁ% on, csalnﬁ%ey S% ec??ense%c?l Ik (gbar%’ﬁem eﬁb
easi | y conpuinelfipkrsdndzess bt lyy ¢n‘c\semdeeuk1ng?1tnnlt1ph€coii&etiexﬁoIFOﬂmmp&d u:espéwupt | on,

the valu B re co utedfrom hev ues of the associ at S in AL(I)
accor di ng?t oFS %\3"@3 HB’ F’Hﬁl ﬁ%mq"ﬁ“ t?lﬁ’toresgﬂé?ﬁf SERET FETSBY| onon
redundant s yddw&dhc&hﬁag e shmafide. ADgetheeexampld) i Av@ultivit irardmisionPaRipien

AL(l), those synbols form a .coded bl ock, coded usi.ng the Reed- Sol onon codi ng
schems. O heRuLERY e éﬂwseaglrt??ﬁ&avwgeqﬁ%aﬂwwm 10 S9BREAEP, OO FEIGER ng

usi ng the XCBftNek beeakrsn frialh tNUh%@re%El@tx@ﬁmm&irE@ with tRélb@ldwidh en@e i ncl udi ng
nmet hods based on _polynom als over finite fields, including nethods based on

| i near syst efhsMRs C@H’G%ﬁ‘igdh%“ to3pe seRAsT AR Al SYFBCARSBIS ISRSTRISAR crsHERY aMat r i ces
over fingge tfrzln%}nﬁ{%d d9fa id mh&b%bﬁtﬁnﬂis@% a M@%m‘ﬁ@@@sth(a%e Whilie Red-darlionon

codes i s one exanple). m x " of fferent value functions that depends on

t he nunber omota%iga@na@xe@n&ihe E‘FFém@’redelﬂ)Wb?n b trpuamissjongates as yastly dlerse used.
For exanpl e, fom@lﬁé?ﬁlt strééﬂs%{d%%%@h?gr@%&%%fﬂ%n%%f%@er of associates

V\(I) |s equal to (1), then the identit Ion could be used, i.e., for

, (1), the véangener, ttan@mns&@rhls@mq@u@f myvingilats frompaserdestar is B i (1)
- I S( P ' ) %&Pﬁn{o&rachmﬁel%ﬁﬂv\iﬁﬁhg %dﬁ‘ﬁ%h&éc@ﬂ]ﬁtohﬁ @aﬁlgl c%ulﬁ%§9c' ates.

V\hen the nu assocli at es I'S equa or I =1,
, J1), 2he malktwee dfanndigviiere the ghanpeltmaeyes fath Gomi the sehderde thepedpiahids b B i (1)

:ISO|)X ]&“i e 1)
+ 1 associ at es et?]&%eh\éﬁh&ﬁ%g e m1 tgé g%s%%a ggxfﬁ“g’pﬁh‘i}?@% Ssg ﬁg%l ) +
1, then a Retbeld$oiritranyisfrom thmdar@mtmmw}deIheAusﬁdnplb pf ths@dter saliske
function sel s?or% eorzo}h S't%PaEEH% &S 17 tha%1 lﬁglpllm% R)gra?ﬁ 01]c d’é@ﬁ:telha?generates data

can be thought of as the sender, transmitting the data to a storage device. The recipient is

30 the program or device that reads the data from the storage device. The mechanisms that
the sender uses to get the data onto the storage device, the storage device itself and the

mechanisms that the recipient uses to get the data from the storage device collectively



F(1) fromkey | and fromK, where F(l) is used to calculate a value for 1.
In one variation) 10 val ue function selector 210 uses the sanme nethod or
function F for all I. In that variation, value function selector 210 is not
needed and WaPHH8% or 225 can be configured with the val uBCVUR¥EYR F. For
exanpl e, the value function m ght be a Raed- Sol onon encoder for all I,

i.e., the group of  out synbol s val ues co ises redundant synbol s
comput ed by, SRR eHaD s 8GR D R Ho G R GR 0bd SPESAaE Ry
associ ates. fb3e &4, tiRAGHNt KMdIbe tHoBE@ BN datbératOin tReldhagi@ller mi nes a wei ght W)

froml and K In one variation, weight selector 215 selects W,I) by using
the key | to first gerféhenthe seniciiad FRCIPLBk IR §CRIAAEBERY 2P ERRES theawclihis
nunber to | oglerdibid dbe to/dndit ah eXdcl éog'y%fﬁn Hipet i1k, Wk irefRad AlaAsthitahai S Stored
w thin weight selector 215. A npore détailed description of how such a

di stri but$ onsensrsted framythe input filsthat assistovicreeaysiPticasyictofin BatodR is Ence wei ght
20 sel ector ﬁilc%itfi&fv&e,%me Rebde sclfhet R hbfidsThaR fAR¥! ,@ﬁwag ofPiERm LT 220
and to cal culator 225. Associator 220 determnes a |ist AL(l) of "the

posi tions of onemsionof thejengnder is $habiie snepdergenerates gipupsofonput shphols fraut put

mbol . Th [ afi ' - I
o on K (1 1 RS hbls bt s 3ARGHe BPbS G0N, scpresll R e 2 (1)
provi ded to mahicsyiholovoud®@Bus hisieagpobitien, in\he input fksi gidta walue) Aadrgodsriser t he

I f ti ECL). ided b | L
bresel eotld TAMHFIRITIGIE St R oG kRO Rpblly fomitie
synbol s r ef egreapsad obyputytribplsireceivep by theyediibntbuf f er 205 to cal cul ate the

lue, B(l) =B 1(1),....B.b(l f .he. nt f t put.. | s,
oot o2 o Bt e opibl bbbl S LB R o

212 or a 30 pmasslbacthe typsef inpad symbolAnofetadifahied b the applivadotur Byplialtly, the

calculating AL(1),_ i iven | ow, Dbut .anot her .suit e procedure m ght be
used i nst eadY&Iéﬁsé?ré %%’P?lt,sy?’ﬁglsﬁrre&&]g‘&ﬁq oﬂiaf}é'g’héléféﬂﬁ Hlf}ﬁlt%oi 5™ roughl y
eve/n g%@e ﬁésitﬁ@ihﬁ&e?&fﬂﬁts&dl @sesaﬂll iﬁﬁt&@ﬁh?idleaﬂ Béhrepregjtn«ﬁrbyaéé&ea&a&YMG ﬁZ
rcT/ U saos, group .0 ut put _synpo a oes the selection in a way that
t he decoder E%%Pftdé‘glfpéh{ﬁé'qpf“ @he%&%@e&%&é@eﬁgftmlp Wecﬂ%@eﬂf&s\ﬁ?

avai | abl e t ol tappifeBEAL6H th chanfet 438 on M RMHwR(slzE oF a Brolip  For exampleBobg 1) . I'n

effect, encoder 115 performs the action illustrated in Fig. 3, nanely, to
generate a gPaskp-tgseddutept chaynabal pasks) Hithepaplopd otsizg of 1024 bytes mightfe; ) ” a5
some val ue funetian @by q &olieds) MPils SHPR! Ssurhig bAd Ry Rais N, the

val ue function i s Reed- Sol onon éncoding With group size b set to 2, the

wei ght Q) group pEoutpus sylestls andreiait bdgseienxilingy informgtiont and assgdng dlt ed i nput
synbol s (the LAk ]FHQ;‘I' j 1si M=@08ls haye of espect i ve
val ues 1 S(0) géﬁ%&%ﬁgﬁéd}orgé%ﬂg hus%’%%g%tg%&% solfé‘zn‘g)%ut pﬁt sy@bolos IS

cal cul at ed abytes)\Would g apprepri@e. As@ngher)expgple) somg(satpllitesystems use theMPEG
2(1S(0),18(2 ( I § €2 D vtdsS | val ue
produced by %ZH%Q é}élg?égf}g%%ﬁg g%(?g%gggorfgg%ﬁafﬁeégléﬁp%ﬁsel%Sr%ériérllgti ﬁ)t‘gl toé%ﬁgghce t he
i -th redundasssumingisadh patiee cqpisiny areabugrod apputcymbalspod fong hites of aukidiayhen
transmtted recei : ' 0 10, LS urmed t hat
someof the BmBRGEalEGelnRe 28 sRRE IR, AR Rou BhEHE S dpbSBRELIEC, £ O
order, or weMe(HfEnd)ai@d2ibytes moudrbermppreprate olier senerak-plirposasemmuuicativovever ,
that the grou of . out put ,svnbol.s that are received have | iyed with
an | ndi cat] iV BT RSy et S tsihe, B Bl REE R N EeEER HRASL "
(1),. . .,B imphi)symbel sheeqile. AVethe Asmbdrafibits encédeg.bylan itpguo syembrod); eiight le gr oups  of
out put 20 synbo t ther.w.th their correspondi ng keys reconstructed
fromtheir iﬁmahfiff%ﬁg%a?@lV%%enerator 160 and the value of K, are the

i nput to3elecoder 155. ERbegrauprbisutmit syihbals hdvla vatue dstadch 6f tAdoutppsymboisbol
(i.e., its sjz i s dependent qn the application. .Th i ze of an aqut put
synbol and tH‘etg%ﬁ"ﬁﬁ%rI“IS’HBPreg‘?E{eBﬁP’E’Ege)WBB'IP‘é'IhIC Vg CQP%I]I“IS%El;W’ 5‘1"5&%‘86 nd on the
appl i cati on, odapiit sfinBélE hatl 25 Qddp€ifieleaRaTi®1ke@N Preferably, the key of each group of

output symbols can be easily determined by the recipient to allow the recipient to




25 the channel. For exanple, if the typical input fileis a nultiple
negabyte file, the input file m ght be broken into thousands, tens of

t housands, or hundreds of thousands of input synmbols with each input synbol
conpri Si ng wo § 186t ens, hundreds or thousands of bytes. |pcwosmrsases, the
codi ng process mght be sinplified if thﬁ4output synbol val ues and the

i nput synbol val ues were the sane size ( representabl e by the sane 30

number of bi aﬁtmgmsﬁe,hegfoepl ofﬁtﬂﬁﬁt%hﬁb(ﬂﬁﬂ‘ﬁm&]ﬂm,hghﬁpé of dutput Elﬁﬂbdl§ t he case,
size_is nbol val ue

then the inp val [ ut

size is I|m @EFrng;(O: &?“Pt"ff’%lpﬂégi“ﬁ’%lalst St‘ﬁ‘ﬁtt#%’ y%‘? kﬁ’b‘?ﬁt synbol s
in packets a@ﬁu@ﬁfmuqmmuais QUidpHefeRpbIYh ad BitlBUSh ad pdssibRlifindludacinghe Of
limted size and the size b of each group.is set to a fixed value. If WO

01/2078b 23 PEFMISED/ B oUELo8 s FREIRRAL to detrsminerthrokeay oy 2 freriyed &y of PP ¢ t ed
in order §0 § ¥er the key at the receiver, the group of output synbols
woul d preferably be small enough to acconnndate the value and the data
about the key in one pgaeRaeple Rsm@ékeying & ssisnes ofalqem@ugwsm!éwgs@upﬁ &ns of
t he i nput Sy&?ﬁh ti TR ins, the
keys are far éﬁ?@éﬁégg‘%{r@e@%ﬁ@fg% Sgﬁwnzfenaan I n;c)l}}{uéf' Etg%é?%/\e%éﬂ gl vi ded
up i nto 60, OGBe.ieaguteydyerblod g *seghencp oemberd nkn thesase waere tigene isopergeoiup ofoul d
range from O,

pr ovi ously, 2B b lanibbln Gt Bufoali36 oL BHE ) 20, SRR, RGH
nunmber ah@l tﬂﬁpgd@ﬂp%n@fseqanpnnunﬂa,cmmahxypmaghﬁtmm genadl mnger obptesnegusl y and
10 L e e M e LS o AR o A BB
from any suf fnsome mydtgmd Jalegmormial elttrienamfl 6 Qi@ WUDP ket padkie@rE 1024 ytaf

out put synboFEhyAREHE FRN bVes KIS posletAE e ek FUAbETBLS G S 8M80a! men

of decoder 15&rheadded.alsl, With many parts in conmon with encoder 115 shomm
in Fig. Decoder i ses .a value function sel ector 210,

sel ect or %§12 a wei gh3“§ HE%’F'B’F’SZ&@ prei?f“‘@%é%@%tacgﬁy oF. m%felStEPF‘PQFpﬁg% o% hat
stores a grogfla Ofor@iArAplt, coNIER laSystén [&dﬁﬁ&ﬁes@;@mp&nﬁ@é‘@ﬂﬁg frided @in 20 and a
reconstruction buffer 425, As with the encoder, the g 15@ selector 212 and
the space in daspysipsamygeperaigd, fram the samednpu filestrorp Pﬂ“‘gortlﬂ%feé? B> Whete thes opt i onal
and m ght nofrafagitkaQtalif a StPBmBrPHIkeR! ZRh b§nt£1hﬁg%ﬁ§§roﬁ§6f&l$utg§ﬂyﬁ§ &f

out put synbols. Simlarly, the value function sel ector 210 d the space in
buf f er 405 apll Bichseranisaie the sanagpt phedernse pupharyss ksys, ﬁh?@lvlallllié‘}'ﬂ!?ﬁ&lel on is
opti onal @nd, AR Qr all
groups o%@outegfgghgy%f% %&552 OIfBUtg y%gégg?tﬁ]?gpc%h%??%tﬁf%n buf ??rnic425 are
shown, with geupsafeuiphpiymbolsmidl the sa@@,edwyt oriie thircashwithvihersame bequencgs  yet
unknown. For , EXRY, 5 and
6 have been Irlecov’ergta1 alﬁgﬂc% mém%{aﬁgb%ﬁe lﬁym?ééglﬁagﬁég%i%lkgQicr?gn%ﬁ{ave
yet to be redupliertedata bntlvpeqnaentoﬁhua‘,msuehe hltuaagmtvaamefgrremﬁlabﬁle &ept put
synbols with 5&¥- (1), decoder 15 5
does the fol 10 ﬁéaﬁ&glﬁy &%ﬁd&%\k/‘%r d’%g qwt&@ °UE ll}lr?c ion selector 210,
group selector 212, V\mogh:tansmd ﬁutacstre:ﬁﬂﬁfﬁbﬁ Imsmet:paak@s tlﬂeaﬁliqtldsidemgﬁ&qind key

L onet SN 5L G5 SR USSR 7 BN b BATR e o 1)
associ ated seMRrOslushiyAB fraReiniPhE phikers he the IP address of the sender and the port
number of the stream are parts of the header of each UDP packet, there is no additional
space required in each packet to ensure that these parts of the key are available to a
30 recipient. The sender need only insert a sequence number into each packet together with
the corresponding group of output symbols, and the recipient can recreate the entire key
of a received group of output symbols from the sequence number and from the packet

header. As another example, for a stream of IP multicast packets the unique identifier of



with the group of output synbols. Optionally, using Kand I, group selector

21 2 selects a group size ). Optionally, using K and I, value function
sel ector 210 selects value function F(I1). Then, |, B(1), gr/%iqand AL(1),
optional | y W ¥2086d optionally F(1), are stored in a row PRUPS 405.

G oup selector 212, value function sel edsor 210, wei ght 5 selector 215 and
associ ator 22 erformthe eration for deco 155 as described for
encoder 115. ag%fﬁétmcealﬂérclufﬁnﬁe@p rBHpcass %@Ieﬁiléincet e IRmpitieast eSS n F( 1),
the wei ght Visdn)ofamqeamotba%hmkﬁ:tttca@@mtucqﬁraﬁmﬁéﬁﬁab@dabessdaw@lﬁ by val ue
function selector 210, by weight selector 215 and by associator 220 in Fig.
5 are the safAé ?‘i)?Ptht@@éﬁ’ﬁlaRé?aslw?i% for the corresponding parts shown in
Fig. 4. If Kvaries fixpnk raputcﬁoslhenspme BRMD of biltfut syibORL phlFer?& when it

conmmuni cated fromthe encoder to the decoder in any conventional manner,
such as ihcligapssipls. tPasition kepingsmight warkyesl] forxsading groypt efroupppsysebelssiue f er

405 | 00king §Qh 0 HicHHL Ssulf a%]ﬁ‘ﬂOlﬁXﬁM{nﬁzt Etsrerreqd Si?;‘ﬁf ehldR)), »bﬁeé@thm,ght at
nost their group size. Those synbol's are referre erei'n as nmenbers of a
"decodabl e sefta groypoaf oyppuisyIbelsds itupesitiah on the{dD-RQI ér-.J teask, phusceorn;, plyed

above, grou | rein
the decodabl Boaep Ykthe SERAE, Fostlh EeingdhiefP ke wiR feldbP it 2

i nput synbol Eansmissibn sytmnersmhrvedanMr(Asryad;hrgtomsrﬁramfsfeoMopeDtsys;ymbolhse and the
known values h are urse, if
a val ue 1unc‘tr|8‘?)nr:fi ?/@rs g%ﬁage %H{mlﬁém?n e‘stf%th?)\?v&‘fnﬁpcofl 8%1“2% %tﬁhls OImé’ecoded by
a group of dtﬂymgtmsmhmmcmnda'eatathedmxdota gmu]noﬂtmrtpmlsgmbcﬂ@wmam smcea wei ght
of at nost thei.r r oy t condition would be used to.d

Shether o orBuieato PG Sunnbife 8%, SRlioRRuha il o BEE ReR RNy, ¢ e
exanpl es des;ﬁfsiuloﬁdlfh&raeoﬂssmmlhatdxteﬁm;ldecodabl e set is those groups of
out put synbols with ht at _nost their up.si.ze nd, ext ens S of
these exanpl es to ot h&EYPEPY BT pigsa! el% H’E’f“@d%ﬁ(ﬂ ?‘Vé“%‘ﬂf)‘h?

apparent1§r qrartered:ﬁplelescsi P hipdket Zmstision E)&t‘dﬂﬂﬁrhér@@ﬁdhrpaél?e@ccfﬂtﬁﬁiﬁrn&egr oup of
out put synmbols with key | that is in_ the dec %dablﬁ set, hhe rou of out put
symbol val udamseng ggup)of ouiguysymbpls. .In.t,hecearerﬁle PY 9hide 81uP ShetpY) syIRROlY al ue
function F(lpj g&e&aﬁ@eamﬁp@wjmhemmemﬁar ¥ lqhifiRe Rhmbe kM@ | nput
synbols listed in AL(l) and the reconstructed input synbols are placed into
reconst r uct i R9SItIBYPF @F 82923 obputpwsyRpRIF Wighindherasketi Sings dta prapyiesssenergliy e

synbol s. 1 MGhdin ke 1&9 0P EritlrE pAckets Etﬁeretl&seﬁt ééﬂ@raﬁ? Qéé&vés! ZR11GadRet. hEH the
reconstructor 420 coul d reconstruct input val ues that have al ready

been r ecthstqasks thedeqipienssan Fraepleferdesy orﬁragzroup ﬁf oYt symbels fromethe keaderofr uct or
420 coul d drgppdhg (HLERERSRNS L ﬁe%%%ﬁﬁ&e&tﬁfté‘? th@&ﬁﬁen%éfﬂﬁ%é in QY BEME] te the

exi sting reconstructed i nput synb or conEare t he val ues of the I nput
WO 011 20786 a8 ttreopﬁlusmoftbegoep99mmt§mb@iewé indhe pagkesbt ai ned and i ssue an
error if they differ. Aﬁgﬂa FIE Iy LmSynbol s,
but only from groups o %E{IUS nﬁ}yﬁlerg(gglc.sjgg{gb?%&gseﬂts% ce a gr oup

of out put syKepioksIf mmsymnoecmml (er wewdor@mtrsmmer e geresated, usedam af nput

synbol idc C . used
i g oS ofttast BB e B AaBR T ARG Bt e SR R B e C2°T
continual |y grenp cst‘oumut\aztnbgtsommeofopom pirtancb}mbeyhxg is thak thieé'xiabt;o,n af &eysribdtr uct or
20 e gl ale SR SPURRRY BB B HBRR S RS MERA T, 2.5
t 0 reconst r utifferemlphysieal lorapxuins gaserindhg thalrares pfpdmsxbtbelmgdﬂbirge a&hglv)otnhﬁ be
enpty 10 agagin cept f e fact that ot her _grou out synbol s
Tt be i efRnrgmaydie B «pRbbet P tREboR B hetet Rt aSs Rbbe s and
up to tIsoir spmglicity of #eingildigentanioh. yet reconstructed i nput syrrbol s. Thus,
reconstructing input erb l.s froma nmenper of .the decoda Ie set m ght cause
other groups of out pub SSHEBIIPY B R AHAR T PEIYAPED BN #hEEiher i
process of ra@@ugdcta€ion of dgd amme @fwma tReltecipydiid @dds nbObeatithnd Reddceptioh e

decodabl e 15 set is performed by.reducer 415. Reducer 415 scans buffer 405

and reconst et oviep afeRmizHen ‘tecgmls aRdiengls ot 2 condition iseefmed o heredt ashave
lists AL(l) that list positions of input synbols that have been recovered.
When reducer 415 finds such a "reducible"” group of output synbols with key
I, it reconputes WI) to be equal to the nunber of input synbol val ues that
have not yet 20 been reconstructed anong the input synmbols in AL(lI). The
action of reducer 415 reduces the wei ghts of groups of output synbols in
buf fer 405. When a group of output synbols weight is reduced to at nost its
group size (or other decodable condition occurs for other value functions),
t hen that group of



out put synbol s becones a nenber of the decodabl e set, which can then be
acted upon by 25 reconstructor 420. In practice, once a sufficient nunber
of groups of output synmbols are received, reducer 415 and reconstructor 420
create a chgbwoigeesscti on decoding, with reconstructor 420 detwdioegdoshe
decodabl e set to recover nore input synbﬁis, reducer 415 using those
freshly recovered input synbols to reduce nore groups of output synbols so
t hey are addédhtd incdriygetesstathese cvaditiomsdd mwoadverselyrifiett thd dommymitatioynbol s
fromthe input file 30 are recovered.. The decoder shown in.Fig..4

F econst r uct PIOSEBEY BISEP ShahreacHEp CaigR P U AR S0P PR BT c
consi der at i 0Bodifi datdMAs Fceivalie highhnipddpatidedtsoaliatlieis irfbrmiatianaddised, an ti me.
Where t he decoder, menory, decoding tjnme or transm ssio WO %é/ 0786
PCT/ USCO 2546'5’“236‘”{’%‘3%{ pesP @bt pLqHRIT SYED %%é‘?deB?“%ﬁ?td‘BB‘ég P b8t put

synmbol s t hat |25y mBsRbN@TAddAve, whibh 1s b cabdRr HRGPSIBchaidReRBoPEYding zed to

better use those Iimted resources. A Mre Efficient Decoder Fig. 5 shows a
preferred enBotamselstoribed berpip,theroarpiseitable st efpaskets pasrbesised togeq@ueialer 500
In detail. Hgpgy aibheratdh@8d batkelsiaf o SudRSHHIRS of Roibecahbifg BRS SraSik.opon val ue

function. Simlar inplenmentations that can Botentlally be nore efficient

apply with respdundicd packeigsar bapicked g abenthe burpidn repface thedessSd therasased al ue
function. Re LN ' i ) :

Gynbol o dat aPLEPbCF s fidof frek SRR badihocAERNCP &Rl Qlf nfl g fllsilr
synbol dd®a whenitbegas tgnniftingr the feceivencofildinst gickep thesd tBPSaskis@f pack@tsdecodabl e
set stack 51 f . <) S I Lzer 520,
and recover yﬁﬁlﬁ%gggf}g{ }?‘{?QE%; %'5%8%85% g Bgf?‘?rg%aﬁ gethfl{lrgaﬁgrgif%rr g@ﬂ?%%lﬁnat ion
about gr oupscloiin Badtipu icodiygraot ) ventseoecanstraifkdad pleBgDSyTRHtialap se o padkets,at i on

b he Rth. . of nbol h i i . A i | R k
Frouk of t hobs i son R eles T Bncyd ittt Sk e Qe Tof ot o

and it is inkdmepacked niiss tiebaginniidSDSndOS sivar temsinizxeioh hed siill dEover Afinplt, and
VEI GHT f each. row..wth.the fields shown organi zed in colums. ,The KEY
field st of esiiend i AQHIHO ofaxt 5t drenduenan “LY R oree o PR DESTHERPRG o es
the group of greatyditpbiydshd conahimgaition recddkl GHT fiel d stores the initial

wei ght of the group of output synmbols. The WEI GHT of a group of output
synbols is 2g E%gq&ﬂﬁﬁﬁﬁg&i me until it becones at nobst the group size and
then can be uUsed to recover input symbols. I1SDS 510 is a table that stores
i nformati on about i npdiransymittiog 8 filersmgegroupwhingeastiescadifgonnelvés@meatiing: t he

i nput synbol . L1 . oW : i.ncl for a
R VAL 11 ol iR phlBling oty BBE ROl shlo i Hbolie diRE TSl SRARE AT D
synbol , 20 REGhd dxindré giodps oftontplt sysbiolsi whek ezbgroup of blitputdyuds]s'in génceatad

i ndi cates whgth r, NOL.in S al.s. hav cov .an

el d vinen ey o ThassRithoy B b 4065 O it PRt S0P B

i s changed t groliysad butpitheyniRolsco boenr maye ragipiéngd ovzedcliaonel Retavipg Yandi st "

val ues. As grreo(grg§ %fn fut(put nbol $18L8 receic eg] th{;\t Q&i\{e an 1i nput synbol
as an associ ate, Thest dWhAE Sy ’&E%%ﬁ? MIEENSH gr%ﬁJ‘B B out put
synbol s i s arddding sorhdieet Bt subkes bf Frotipstdfeuipnyinbslsrftum ond¥Fhdrd Bath Stréanis} ack
that storges infornation. about .t decodabl e t. variable S keeps track
of the stSe B kbR iRl asal o e Ve SR keys dheb Sty i S Pipkss
WO 0~no~s6 r¢yhidospons4os 27 51 S, colum OUT ROW stores row nunbers in
GOSDS 505 of groups of, output synmbols. |In one enbodi nent, decoder 500
operates as fol | ows adtf 44 PEHERIAMFh therfecrdep faaasay e lpPﬁ.sv@g%iffqm thRe

cor r espondi Ngalsds@PEneXr nfdre gropd G¥bufpat SEnHIN HAHBAIHIE AbmYinfoRnithd MBout the
description of the praocess. Flljrst, I SDS 510 is initialized as descri bed
above, and btalesef aﬁ%EFIBP‘&rSEnP?iF thathavs algeady bsaytscqvstsd) Thygn iy dscodsihrady oup of
out put Symboll&odésd’n%cigblﬁ%?mﬁﬁg@r))m sbm‘é-grou?).k;"@f @tls hls, iWhchh QUR aféwut put
synbol values B(l) =B1(l),...,B G(I)&_T ), KEY( is set to | and VALUE(R)
is set to B(thypdecoderttp dgcode othgr igpytsymbols Fromtiypys dsgiied gpyy synelsande or gani zer
520 is then called to process the received group of output 10 symbols with
key | stored in row R of GOSDS 505 (620). This includes adding information
to GOSDS 505 and DSS 515 appropriately using information stored in |ISDS
510, as shown in the flowhart of Fig. 7. Then, R is increnented by one
(625) to cause the next group of output synbols to be stored in the next
row of GOSDS 505. Recovery processor 525 is then called to process groups
of output synbols in the decodable set and 15 to add new groups of out put
synbols to the decodable set (630). This includes adding to and del eting
fromthe decodabl e set stored in DSS 515, using and nodi fyi ng portions of

| SDS 510 and GOSDS 505 appropriately, as shown in the flowhart of Fig.
8(a) and/or 8(b). Decoder 500 keeps track of the nunmber of input synbols




nost 1), then the group of output synbols is added to the decodabl e set,
i.e., OUT ROANB) is set to Rin DSS 515 and the value of Sis increnmented by’
one (73S). Finally, receive organizer 520 returns (740). A flowchart that
descri bes JYRO¥8E6ation of recovery processor 52~ is 5 sh’(’ﬁﬂ"?"ﬂ M. 8(a),
which refers to Figs. 9-12. In that operition, recovery processor 52S first
checks to see if the decodable_set is and i.f so it
Imed at o 5 PP T orpuHEbIBCH HPE s eI OY han S

i's decrenent edc&byoc?rtﬂm{p&ﬂ@nbmd)ftatr@etrmﬂamaa at @e redipiegtt OUp of out put
synbols is | oaded from DSS 51 S (820 Then, the orr‘%r nal. key of the output

synbol, KEY(R) from &SREsE odbe mV?‘thBéYdléHm’t’ he despribgd §B@fer‘?nﬁ° Ber to
conput e the ggirgd. nal weight WI) and the original |ist of associates AL(I)
of the group (840, 845 If all the |nput synbols in AL(l) have al ready
been recovered, i.e., Fi§ Lpgebloslyipgram of g gemmupicatigns systqm 104 thphusegmroyp hen

recovery pr 0%§§r@£ct15350(ﬁﬁé3% cBmBRRR R s%éf@n?lﬁj ﬁﬁ'ﬁ'ﬁht ik lbh%r%ﬁﬁqlabl e set
and continues on to process the next. erw sé grou out put

synbol s st or &epamt1 05 Gepievidedfo ar inpus smimpEemTEor 15101®nmr§eanh grremelrioall t he

per for med byEetifes s RHen et &y Bl BRI} D, 1B 2fflom Wi, |
unknown val ugk ooﬁtrq'ampmﬁl sgqhbmbls symbomhe\nyg usalwgartdhamgmou (denbted irt Figt1 asynbol

posi t1onie p 1 apSiiieRed FRUED, s el BB R Socelortaithls TRl 10 51

set to the rmﬁp}mbetdlsnmmaﬂlyaty ntphabev«aﬂzﬂ’ayamorsmorﬂs@s.qemapt(tsﬁapolandhsrﬂﬁc | ND( P)

is set to " i_ndi he .in e een recovered in

| So8 510°( suBvs? et Al 1o Sk E e S EERly AR R O o on
Fig. 8(b). Témtreyni¢atist Q&d&nﬂf00p‘&uttfacg‘emm1g)uaioe¢)$/s&5ﬁmgﬂﬁfﬂpluSéa SmabrodisiB€0 f or
each group of ut s s as | val ue of can be
stored in an' B&tgéﬁﬂ“gﬁ%g@ﬁ&ﬁqrgmf 1531'0 éfaégf om y8e tﬁéls%hﬁtﬁﬁuﬁ’ﬁtsteps
851, 85315 856( iy sytfio!l @énelite: 118(ibbrowééu t@)ﬁaoﬁdoaeloﬂsdef erred execution
processing is shown in i?. 8§c2. In this |at geflowc rt shown in
Fig. 6 is modified by eHigFResiiP izl gepersies E2]é€'ry Of §gc ﬁ’é’BPB eutpyt PRI Ky bee g

processi Ng ‘Ofentlatd ®¥ @ binbétier $T9) ERkidh Reyrid Beestel acbrtifiy tb Bfe d&ﬁ@ﬂemodtet er m nes
that the received synbols are enough to decode the entire fil

at
step 640 af t%ﬁscxr‘tedr)sevra*rdmrtaﬁ&f%aatahlmattws%raflge%the aderep &ewerogtstee I n

SOMe cases, kP g&dedtddiothekAnd iRBut NP uIE UBthef Bey e FBnerktBELERRGHL i On Of
the schedul e cotl d be deferred until the input file, or portions thereof,

are need®l aAnofeEkeYSEBITYEF For eygmrle,/Xsp pEETHY 1Be M0 zsqrobnqtnn@f thser
variation, igfpytbfa @6&1&?'125: la@niqRE SteanCilledt@RPERL bﬂ’cﬁor}thé: ollput 3€ Plandéth Step
855, or respectrvel “the roups of output synbol s t%at still have the
j ust recover%erawlg%@m‘;@(t %403 kpy;sThecautiug oHgpy gemrsatar 120depwiidgd ta nput
synbol s as atsrﬁggérqigs are nodified to reflect that these input synbols have
been recovere or respectively could have been recovered. For each
position P of a just Feuosash&dy Iprovidedbrekayigeatrgtof LR, engoderd 1h @ererdiesen

ynbor s 1 CORoRHPE RIS By 538 RS TAELDE), FAREF AR )

VEI GHT(R") i mrovidet wntbeinput ymbohgenemator.eTher valtdsof ash guawyof ofitputsymbols it
synbol in po n QG rou f s in row
R' of GOSDS %ng’a%P]b E‘Fﬁ%n%k |c°§?‘ %’%ﬁ%hgna%%els 8rcg°?o%qu%1tt%%’q?q%}t synbol s
in row R' ofre308D® eddn bs)thbgmormf mﬂprghymwtsa‘assbmatb&mpgt ubols!” pEjustitse.

VElI GHT( R t. S, l,s dedtothe
decodabl e)set m%ét t’M‘fdcﬁl}f’ Iﬁgkg)sfm?om c #cémﬁta?ga‘%s geﬁéq (855,
respecti ?Osl yddhb Gi)cord?nmlalpyocelﬁdttfsﬁgﬁ(tﬁl msnedletfaﬂ fbelstvg mypg?myo\hmmmblerass, of

roups of ou ol s on |ist eturne to fr ace

Jeopbct | vel y Bt st Kt Sl andGriny! e lrsocnarrd Rpb e R AR at or

Inplenentatnﬁmth@um@ﬁmbng froma group of output synmbols key to associ ated
i nput synbols (i.e., the determ nation of the weight WI) and the |i st
AL(I) of positions of associates for a key I) can take a variety of forns.
W) should be chosen to be the sanme 20 val ue by both the encoder and
decoder for the sane key | (in the sender and the recipient, respectively).
Simlarly, AL(l) should be chosen to contain the sane list of positions by
bot h encoder and decoder for the same key |I. The associator is the object

t hat cal cul ates or generates AL(l) from| and usually WI) and K In one
enbodi nent, WI) and AL(l) are determned in a manner designed 25 to mmc
a random process. To satisfy the requirenent that the encoder and decoder
produce the sane result with respect to the sane key, a pseudorandom
sequence couId be generated by both encoder and decoder seeded mnth the

o,y o



A preferred enbodi nent of associator 220 is shown in Fig. 9 and operates
according to the process shown in Fig. 10. This associ ator can be used in
the encoder as well as in the decoder. Although nenory storage for AL(I) at
t he encoderwio91ne86 "nuch of a concern, because the encoder rdaasoonsuosnor mal |y
need to store nore than one AL(l) at a t| t he sane process should be
used at both the encoder and decoder to e sure that the 10 values for AL(I)
are the sane in both piassse enfbodinenpithe nomba0 6f @batsyRBOlsiisused bgthel . t he

nunber of i nput ynbo S and a {,ght The out is.a list AL(I) of
the W) posi T’FB%% ea%@seqsa‘fl@tgs %ﬂqf]@m@ﬁ‘e@m “b?d"é'ﬁﬁepg’t“{‘ ayWhar dedrpu ey | .
As shown in Higreallingif}€ kasemQeljat O eHRRARY. ITHE Valde KahgBt ARK usEBby encBéy of
random bi ts and ea (?gl cul at or ,JASSOCCCALC 910. aBgforeg’ﬂg 15 sSem%‘rl (? AL(1) is
generated, the sP'z‘]@céﬁcsf%@cf?ﬁ}BP“tFY’P@fs adj usted so that the nunber of

i nput synbpl s is pri rreEnJJaeﬁusﬂro&laelgrm%f&acbes gmamntrmmlﬁmmwmo

symbol s, the snallest prine n eater than or equal

identified. |Frapmitmpdueiqdis @hanrowdceﬂmqw ahtach sucy groupeaf ovtwtzemplsl frmt
symbol s are aﬂgﬁg %ﬁ &g&?l%@pﬂjansfrﬂl Rod1d146 dshRSBE ghdd Eof£ ut fied
input file, li1st f(l positions of assocl ates arg te own in
20 Fig. 9 anddependingron the keyéngroethorbwsed, mssn)@n'@ml]@l@@_mltl}jelsettrelssnassou@scnbed
bel ow and as 0, of | i use
the Key 1, ¢ Hanp By de k3R of 1 NahBiselrofisthr gl il SiePh oFhER 14314 € LSS
RBI TS 9051@ o rgmerm«bd;lldl/ﬁﬂ |Ghtamgpéi45nalammed(tcebmhn\ér¢shmtchme buhteatps ogerty
that X is at | east and.Y is at. 25 and at
et k-1 ( todsaremeBnSr BPo oo B ot mrmMRRioh tiieBHee) MR AR gRs A

di stributed mﬂohambéhmsultalﬂspadwaweommgms soﬁlemtc coﬁipoﬁ?&hltsayh))d[c]al mdﬂn oV\(I )
entries is initialized f eof AL s_are. cal cul ated
(1010) ° S nocnyepmbBSion feredh ST o ot lodiB 1 4h FuASorae to rbeis GRAPE 2y
much | ess nermitght'&)hﬂlliblsthﬂaﬁyﬁééded:@ahalﬂﬂbuoﬂ'nebllté)fs&b c%el(lssen&t@ejvél)nodM[aO]
(this is _he]grst el grrent of the list AL )P i§ set ai 38 élliPé‘S Then,
for all vil ue0dsadgpied 1o 1eFe{ye gipups of QPR glszpd ptpytally spre da lrV[J]
is set to (V[kkydfrom cPﬁnnapmsKThasam@@ﬂm 1fﬁlsea&@@aermr2&h&9§9mat& Q&fbdsehts Prine
and WI) is at nopst all of the V[] val ues will be uni que. = As shovvn t he

"mod K" oper a&webwa%ﬁ%‘lﬁ% of itanay;he set ﬁ%‘e?rfé‘“&rhif agrRsmeRif epgdent iSnd

steps 1035 ang.dddPss Thus, the process of WD 011 20786 PCT/ US00/ 25405 31
producing the list of positions of associates of a given group of outEut
symbol s is very effici dsexplaped sheveshamel 5 cambe g pylimg shanwgle fuch @s a pat

cal cul ating Abfolin 18 Bt drla REREHER £RUMIeN b Ehrkler i1ProilhvBldn UL O on
the positions o e assoclates to ensure 5 that ecodi ng al gorithm
wor ks wi t h hirgtipignisisafiglenhoge egnnpetion fioprednepeing ft nothen ve elivanel 185 canbe 4 he
input file i t i 284 oups
of "ot put _syrisare HEEE sfr & GRRONG AR, REyE Hh) He TRECoAAT 16 RughiOLE

| engt h) when avowpé¢ @cbmbtindtion ogemal pmeeeadmleﬂnﬂ@rstosagleebmnnlgsu@la}aChafnnﬂlL( 1) is
cal cul ated a ﬁm% f a5 RBI TS
905 i s kept zfecre g? &gggs?lﬁgmggﬁ%%ﬁgﬁﬁﬁ% %8ra ggélagéeﬁ&gb %ternt%%grfriﬁmm cations
system 1083 cdisrdedRrovidedISH) osersclaplene dinwyuln iopttifidnis seysi @ Web aarse andi t hout
knowi ng t he seq#)ggce tPftrALr& t{?d“gaegeg ng verﬁ}ir eceived streamis difficult,

i f not In‘pOSSI PSRRI & WOGIPE S 6ptley ®fo a communi cati ons system
t hat uses ot her met hodBeahiscalanmdl 344 mgsmmegml&raﬁdrme/\ihéml commuaitgtias t he
nmet hod of cal ey | at.i or eneratin the seed used
o et hod GveieRelfaiabRAgHRes arth e crresbiuthediePugh i doighpg A

Sel ect or | nplsgtbolk #at exit r’Ebevepmbdm nﬁrmtﬁdlgoqfsfdfeut@nmynmtlsttm go into

encoder/ coder i S strl tion.o d sone

G Str buttond et GRRE 10 niaeg, Hosre haphd 145 cPRRT SR APSAY Belpake s of - wei ght
sel ection ar eofinfmitated sPREAW0 Htﬁmderbve e,la@&féfmmthmh&felaamdsmﬂr tant
wei ght distributions. The bl gck di agram of Fig. 1 and_the flowhart of
Fig. 12 are L?é‘éél‘”?&rmﬂetﬁ’é‘f}i%ﬁleplie%‘é“g‘ lﬁgﬁ%sé‘d{‘@ug}h%h%%\lﬁ thfFfﬁre e key he

wei ght sel eCtdﬁhe%FGins'o?&& &t\@s)mealemmn\é\luélh%%ele}%reeﬂthﬂc%&&&é@ and
two tables WI RBITS 1115 and 25 W DI STRIB 1120. Process W 11~ZT 1 | OSis
i nvoked only once when the first key is passed in to initialize table W

DI STRIB 1120, The design of WI DISTRIB 1120 is an inportant aspect of the
system and is considered later in nmuch nore detail. Process W CALC 1110
is invoked on each call to produce a weight WI) based on a key I. As shown
inthe flowhart of Fig. 12, WI CALL 1110 uses the key and random bits
stored 30 in table WI, RBITS to generate a random nunber R ( [205). Then the
value of Ris used to select a row nunber L in table WI DI STRIB 1120. WO
01! Zz0786 32 PCT/ US00/ 25405



As shown in Fig. 1|, the entries in the RANGE col um of WI DI STRLB 1120
are an increasing sequence of positive integers ending in the value MAX
VAL. The set of possible values for R are the integers between zero and MAX
VAL - 1. AVRE&W20#6l e property is that Ris equally |ikel yPEUUHE2HY val ue
in the range of possible values. The valige of L is determ ned by searchi ng
t he RANC;Ecqurm unt|I an Lis fo t hat sat SerS RAN L-

R ANGE(L) (195erioed éprye. a2 npt ?egeﬁseﬁﬁgetemee {3 theorer wwﬁ% §"é‘%-‘P%‘g WI(L),

and this is stk bm@@gtfé@gl@hﬁo({uj@ﬂg‘@, 1220). In Fig. 11 for the exanple
tabl e shown, i IS equal to 500, then L is found to be 4, and thus

WI) is set to WI(4) 383“"31‘90@1?115570 navidesthe.greunsiof pripisymbels ey decpdsrght

sel ect or and; &S ACInGuRHa rdcBik HibauL 856 FRkivETabbuttASKER Bﬁm@ﬁ%ﬁ{ulﬁ%@ oasmer ating
W) and AL(l) directly froml. As should be apparent can

det er mi neéd byymbelsis provigeduio@key regepgratonG0) Key r?&?eere'qamo lteserterf’éﬂSrmmlfféﬁ of
associ at es 1 f; Al edokived broRhOsH otltpREsyARR 8 brovidMHe &yQ%S&Ebd%HS)J‘ that many
ot her methods of generating WI) values afe equivalent to th

j ust - descr i bleeroderdiSé psas shell@ysprowided by keysegenetatond 69 togethcre\gltlv\iht:h t he

12"and the 1 ite Bonklondhil ey delohol e BB ERRRLEL A BOURAY", 0®
sender and tI8€)r edeDearder tﬁmnomdnmthmwwbredmpuswwﬂntm@ﬁxmuﬁb be used as a
e oSOV TRBI 2 i D RGP g g0 of V)
feature vvoul d al_so apply to a communi cati ons systemthat uses other nethods
of cal cul at i 4&28eE ating WI), so long as the nethod of calculating or

generating W), or prgfeiabbiycld difsrsnedottS@tbodindant HEBELEr 015 sRlWaUA Bl NY
gener at or V\(I) S kept secret. An Alternative Decoder 25 Upon .reading this

di scl osure, W&l%@am%g % i exniejaed herein wiith refprgngen do Bigy 3.0%ugh 1231 ecei ver
can work ”Drcﬁag%rﬁ'sﬁdvﬁﬂé {h¥ 155@%4%1@?9&%%%%@5&5&%%%9% whave. For
exanpl e, the receiver mght be nore efficient if it buffered packets and
only applﬁ edenceder phognin Fig. ul e once a group of packets arnved. This

nodi fi cation reduces | f
unnecessary operati ongﬂggr?glt?tes gld%é\l/g?hﬁﬁgpﬁqﬂbmsgﬂg(%&g%%?g%ﬁ%t ching. In
particul ar, itpueyratws ldect@gewraéenmhowgpbe Kdnpus sxywleals ark etoradiigamipputf i | e of K

| Pt Yool SyRBTKR: s GAS B BRI bOk k358 R ES L L
benefi ci al tto valae fungiien delegtor 12laQistouKsuusp@morsﬁyabmishtaclﬁdtme’llb@hémocbagn nni ng
the decogy NG Br 948 nbd: 09m gfjl%&g &aa!r:]‘éio&j]d?g% L0 gkfgr?e% dbfg. whi ch

i ncl udes the concepts ex IS a no |ca on’of the
process usedlBy2 ltShmd dé@:oﬁealcuiﬁtoFB@ is Gouplddao packiva Dytpuhs ﬁberehteefuﬂt@bwee n the

two net hods | t he math d of recej.yes ut synbol s
1 batches. SeebEln e 538 R 1 kel Fol o ¥ ot R0 e BEREE, THO
t he total nwybxbbl mxfffeemSpnﬁd mylabohteuttfbﬁgrowsrdfuetphtssyiﬁbnﬂ xA,lueohBrshaou@d bs a smal |

fraction of e nu i t nbol s f f| rst .batch of
groups of outiert 08%{)? T eﬂ“‘?éﬁ‘@l é‘&gem[cﬂté t‘b &“88@}6 %frfﬁ'&f‘%bear e
processexd asusbdfand that tHiiigight bhe éﬁﬁ@levcﬁ“aﬁreg@mrzaaboraﬁ@ td tll%ﬂaseﬁt nvRREHeS S
groups of out put synb | s inter ed with usin cover roces r 525
(1350) to process the rb‘e’(?ff’é‘a‘bltg] 'ggﬁp%ﬁﬂnk}"é%?/éﬁcngg I“@P PER%Yr oups
of out put swmefzosofAsreagmeaiamgda&habummboﬁmehbogﬁmesuzengmaﬂ recovery
of all K input, sy H\e‘ﬁls I's.not achjeved using the first batch_ of groups of

out put synhdlosition Hithe it Flpkandie vBlec hag mpt smalape%mtoréﬂémeee. ved,
each bat ch c9fibal thiffRH2@Nn Ake rbdpe&tive ofded, @o WH Y theoEHOh 5 stéredinpiocessed
until all input synbols are recovered. It is advantageous to mnimze the
st or age HequiyPbalste badeterdédder' s auxiliary data structures as nuch as
possible. As ah-eady ggsgd, W?sm@&&é&&@lﬁﬁ&eﬁﬁlﬁe &?ﬂs@ie‘@g 1) kb kEPY each
group of output symbols i S not needed, since associator 220 can be used to
qui ckly cal capidios thepuebar o§ingutsymbels &e dn opawaritien, shegraesizr 66D is theor
storing, for 20 each as yet unrecovered input synbol, the row nunber in
GOSDS 505 of the groups of output synbols that have the i nput synbol as an
associate, i.e., the space for the lists shown in the RL colum in table

| SDS 510 of Fig. 5. As already described in step 855 of Fig. 8, one use of
this storage is to be able to quickly identify which groups of out put
synbol s are reduci ble when a given input synbol is reconstructed. Unless it
is done 25 efficiently, the storage required for these |ists would be
proportional to the total nunber



of associates of all groups of output synbols used to recover all the input
synbol s. A Presorting Decoder A nore preferred enbodi nent of the decoder is
now descri bed, refernng to Fig. 14 and Fig. 15. Fig. 14 shows the parts

t hat conpri 9@ dhesslecoder, which is the 30 sanme as those stoTvwsodresdsds g. 5
except for the addition of a table WEI GHL,SORT 1405 and the EXECUTI ON LI ST
1420 used to store the execution schedul e forned as described in Fig. 8(b).
Tabl e WEI GHT sfiRTorn dl I sedGl)rbstizred Batpobitise pikege) Wimthatbaristion groumlzeno Ss
PcTn~soonsaos

of d
sorted in or ngfctgf Ing &d G gﬂﬁ?a II%BUC\?&%?/&?_ lc,gBTeﬂrW‘}g\tgevég%lg Pregreleve
wei ghts, and é:cbﬁpleanélgio‘ﬁisnehugmbeSettttsﬁ:drfwanloreemn%ﬂmﬁ%&gﬁulgmups of

out put synbol s in . eneral ,. the row nu rs of all oups of
Ut but symbol SRHF SRR SAPrRe AT Srbbdi dp sl o o by e Ty <

table is Lssedvams Bf Bee&sast2ne 3patsﬁml@zfar>&ig0\tmsefGayfrﬁhés feydfdticienttnéddder of
i ncreasi ng wej ) in st@hglplsszo of Fig . Low wei ght groups of

as sho
out put  symbol %}?E]ig?§° gnﬁ) afip ?n??ﬁtgﬁ?}c%ertdﬁscﬁ‘géd’t“dﬂurbééover an
input synbol, and it i ¢slniglk8y Yandafie ilifibdr 3F MBihit HRIERIK, Wei%ﬁp&l&ftor(?‘ﬁpm
synbol s cone al ong, that nost of their associates w Il
recover ed, arfiftamings the numbersW ey pEinpiHsymbely thahare fpobey @sgorigies’s Hylagreue phce
(the decoder sy Eﬁﬁ@l@ﬁavﬁ@%?[uﬁﬁﬂgﬁé’ylr %&nemﬁahmumnbmm@@w qups of

out put synbols that are being processed wi |l have few associates not yet
recover ed)0 Ffoseosiitor G2 ﬂ@mm@ﬂhﬁb‘éﬁt (D 9§msmo§s phinpettsymbels essogipisd vithi at e
sizes in ord i PVES wel |
as the procegtél %foqu%rlgﬁﬁ:sﬁgbnaeﬁﬁ lgmo ! shgaﬁlgt{aﬁd fﬁggw(%ggggﬁtgﬁt a?rev)agr t han
K out put sy rrqupbmtm cgmdalpcblf essoc;ampmo ey gbudraie ALED withoutikpowing \M(Ibahepm of
synmbols in t [ r; I ' fore ceSS| ins (
115y “hre, e AL Dt B Sl BRI BIE RRSRE LIREE T
synbol s in tkwsqcmﬁnsbnﬂL[Ie Initially, the decoder sinply waits for 20

recei pt e K+ Ao ou ce t eco shoul d not
expect tolfsbe abI e to rg)tgg r‘@{%aé‘g ht ?gknl e“%ffrhce) é'%%‘e‘{]ﬁgg E—?&L"O’ut put
synbol out putB SKHDI bstha gyonp wf owtput sgzmbmlsns qaizaktddlby caleclatoe 22 fibasad bn & value/

input file fromle n.K out put .sy racti s found to
be & good val URCPBF NI QRS PR A3 Sl e belas bt iario ali M pe o
out put symbolmkadven Ydues tferupdo IGAI) tasdotiate¥\r A(T) tsmetkﬂﬁﬁecpﬁo:ﬁlt@a glodpon or der
of increasing weight, as shown ngfrf,\;g 151 S of Flg 15. If T is the nunber
of possi bl e P SBROR HRIReHBEARE Som e kv ‘f*ﬂ‘é?ﬁ fardhe Qherpssocistesin fdlheen 1
and T, limt Rﬂé/ﬂ;éﬁéda)ameomﬁaioﬂ%s@% mes&w&eﬁb Bee@LiRdfonstn valtieHiHiction THaRk S
ofwelght V\Z'VAL;% where 1=WI' VAL( VAL(2) < W VAL(3) < ... < W
VAL(T) and Wr sphlie)this propersy, WF‘W@SH@S‘FSH&W%@ group of out put

synbol s. Then, the reskoahe REA-SNGNEH V&ﬁbfﬂﬁcﬁo'ﬂethéleﬁﬁéé%(l)si?@ %ﬁecﬁr&n 15 is
exactly the sane as for the decoder shown in FI . except t

f
out put  synboltBe yalees gf S@égseé@tcrswékﬁ)a?cceqdmgﬁeﬁé@gd ﬁglomengmmg %féleeﬁoﬂmour)s °
step 1520 . th%@c%%@ﬁee%%cﬁ’&%nu%&ﬂ{dzﬁ%bm brga (hVand Mo getier QnRKE ingool S

will suffice to recover all input synbol5. However, sone sets groups of
out put sﬁﬁbolssmbelnnraAh(Ih@q(c symbodyufopn cga}ﬁdﬂmogcpdaeda@mgrﬂvgmedrﬁﬂommfl ce to
recover all iApML s a%mgol S. In such cases, batches of G additional output
synbol s are recerfved 1 n groups and then processed until all input synbols
are recovered. A good %tetsmgbkdaluGﬁ!rstlenSmEh@Eust;l_meitQadsh@Mir&\shlaplsdmt of

an exanpl e r ég?ﬁfvalﬁlgﬁmg Ren tﬂ?ﬁr‘&ﬁ%%@?lw udl 'tcgonelﬁxclf;hﬂé od@’é%}?f, ht he

group size i or a r oups roups o ave
been recei ved:oanmmmcﬁmtmeldmmcmdngdnahods fb@wi ob}anedneysacmnmﬁ@qutlonﬁs in
Fig. 16. Jnit. of nbol ) Yo Y} (A D),
ey 159 atd 10U mdh Bl o CLRY mBLre e bkt R Rt VBt DS (5

and key 835 andlcs\(afwmshRE%ﬁ-sc(lﬁinE;ﬁdch;s onSenipld), G H) ) (the fi rst and third
group of output synbol § hav ht nd val nction s the
identity function, the§‘§’8‘§8ﬁ8\?§ﬁ% Y%}H%Afuﬂgb(}%bﬁgder?ﬁ@ %F@ﬂﬂbefﬁ ee and four
respecti vel y,asswdidtes bethe ghdup of ompit s§mbois chihglsdRetbe SOF @rEREmpI8) wigenfthi1Ct i on)
are received and stored in GOSDS 505 as shown in Fig. 17. The row 15 nunber
in GOSDS 505 is stored in RONLIST in the row corresponding to the wei ght
of the output synbol, as shown in Fig. 18. The groups of output synbols of
weight two are in row O and in row 2 of GOSDS SO05. Thus, ROWLIST(0), which
corresponds to groups of output synbols of weight W VAL(0) = 2, contains
row nunbers 0 and 2, as shown in Fig. 18. Simlarly, WI VAL(1) = 3 and ROW
LI ST(1) contains 1 and 20 WI VAL(2) = 4 and ROWLI ST(2) contains 3.



At this point in the process, the first two groups of output synbols in

order of increasing weight have been processed, the third group of output
symbols in row 1 of GOSDS 505 has been processed by receiyve organjzer 520
and this tHWeAYH¥up of output synbols is j ust about to BET ?@@é@%d by
recovery processor 525. G oups of out put2125 synbols in rows 0 and 2 have

al ready been added to the eduI al | cover in ut synbols in
posi ti ons 0, 14m °I°£?Fd°°23tesr §é‘i’ §(§'I‘ﬁ 5 é‘%?“‘l‘}ﬂ?’bﬁﬂ“ DssEt:d-€in row 3

of GOSDS 505fdras 1t.nIEE), ﬁﬁ%ﬁb@fﬂ@l-@iom@rﬂm%ﬁwgﬁ)u@ﬁﬂBﬂ(Il)hdS(Phi:)VE not as
yet been recovered and thus there are |inks frompgsitions S, 6_and 7 in

| SDS 510 bachers P byy--8_G) wodisposigians ofike %@W&%e%mm§9‘m§ inrowl
of GOSDS 505,{388atbd"Wes i @eiﬁﬂ(ib aos1, %&nlf& iRos 1.t AN Shdvaldb ofdRh-th outhlie

associate in posrtr ons I'feady been marked as recovered, and thus

there is fio Fymiolin Begioup B%lé‘l’(b? B_lr(Ide.SL(P(_I)tXQ%&%(Bd'*ﬂ}ﬂE‘h%?’ght BiGEHils group

of out put Sym%espotsﬁoi?@oﬁtﬁéjﬂg?‘d lfaﬁéamaés t Whgn thot B el absobfated 9R) it he _
recovery of the PCTNSOOr | 5405 36 remal ni ng 1 nput 'synbols in

posi tions 4, g&ateptham@(Iy+dntben aBe@ﬂr&lymprwree@mnoszsuidé)celﬂ@but ed). The
associ ates in posit| 0&? gd%ﬂxeﬁ*uﬁl@\é? ﬁ&ttorlﬁﬁﬂet&%ﬁﬁé/ ﬂ} e rififbd &}

recei ve organi zer 520 alin romposition rom posi |on S in

| SDS 510 to F@wrdmikey ImDBnEKSwhEﬁhiFﬁ) rssxsedltb cglonlate ar\rahrerfgtl 17 onéTamgtiomt t hi s
point in bhevﬁﬁ °ﬁ£§t§m sgrgé § £folsehe M i dehdior hflfidn B3 {ﬁﬂf‘FiHEha?é’ﬂB%r? baCk
to gr oups of Sy Ps\Whi"eh %ave PREM Us S SOCi ates are T nuse

conpar es favoalaéaﬁryctmtshletthezwtls aotgiaeded audicdculagyl 25ean b canfighied vithsies a I| nk

from every inp o ever r of .out bs 0 havi n @s an
eooerare) | RN BB Hop oty s yAHEE ey it o8 K RESA SR bh Bholér ¥
general , theallBvents groupmfautpgtesmbal@ealﬁeucomnka G(S) rddimdmitisgmbdly reduced 10
when using the oGes bed in Fi t he process
Hocar | ned i negmieisy Wil Vol ke R4 o G 3o & AR s BP9 REC T ot or of
10 to 1]{315n Ihl nk SgaCQ?oY\B@HkEiﬂBW&ghbﬂﬂllﬁctdr2ﬂﬂ§bténrﬁﬁé§thﬁbéghtSN@Pﬁr&iﬂ®andThe |
reason for this reduction is t sm 0 Qut put s ol s
are more |ik8t jn pRp raeemwerghbifﬁctg\y%%r °§§th1 Eg'(}ﬁtﬁgﬁﬁbl ‘Bfﬁritﬁéneﬁ%ée

then at the gRgom MAUinESAMLE anWRhdRikesdhi8 URHb& o wéklﬂﬁfthesrbéﬂ’ﬂé@fW(ﬁ)’lﬁa”UCh nor e
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t he same nunber of bits as the input file, and one neasure of coding
efficiency is how few extra bits are needed under expected conditions. In

t he decoder shown in Fig. 5, the maximum efficiency is obtained when
recovery processor 525 recovers the |ast unknown input synbol after the
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Efficiency is inproved by Iimting the nunber of tines group of output
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among the el AEe REGPR0 SERRRLA dd soohiaits s KER ALORERMKIGEOET SL o

above h&@s t hise ghraomdr For etxhraple; if thee lepicay stpenfilb étrameltip Exacphbyte fite, remgot ed,

exactly Kb u S fi nt. .t o decogde nd
recover all flﬁnpﬁ? g?/@ft?g?nsl Hofh?‘}éarecg’ptgl&%,\gggl%éﬂg Ih“’t‘%?‘%t‘ﬁéh°“ § ofjmp{ﬁ
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random nat ure of selegtion of t ht s and he .as ecause
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act ua avi the |d tribution is show in Fig. 20. t he
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in pr act i ce syxﬁBélWaRJe's&e it 1RgitdASHHen RIR Gt 8yribdl Qhlud sigé ¥Qinifal Such gs mﬁl ibe
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probability of groups of output synbols of weight b and of high weight
groups of output synbols, to reduce the chance of the decodabl e set
enptyi ng before all K input synbols are recovered. The extra supply of

wei ght b groups of output synbols decreases the chance that the process
will run out of weight at nost b groups of output synmbols (i.e., enpty the
decodabl e set) until the recovery process is near the end of the recovery
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for i=b: p=n~b~RIIK, for i=b+1,..., (K/'R2 - 1): p--n.b/(i(i-1)(1-a'R2/K));
and for i=K1R2,..., K: p=n~HWi) WO 011 20786 PCT/ US00/ 25405 40 where K is
t he nunber of ingﬂgt synbols, Rl and R2 are tunabl e paraneters ang D is a
nor mal i zat iWA¥%Mbor used so that the p val ues all sum t oFSRUSOERE

cal culation of HW(i) and sanple values fo2Z3 Rl and R2 are shown in detail in
Appendi x A. Ther he C++ synbol.s nStart R ppl.eSize, nR ppl eTarget Si ze and
5 heymbol o cBISGIRATIST RRfere e fhpicey bdRatp Sy eyl Befer
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detail edgal o . r | i il : shows
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20 decodabl - SEFHELER0%0 L 50RY HBRRRAPEEIT e AMGN ek ol g th et Y
for the wei ghitpdissquendzuthossigraps of entpt aymbnisiwereaaken! oss conditions reception
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reaction encoding is signifi can%i% | ess than for Tornado codes, and the
A
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that of Tor nagp&edesroupbt ARRE sithdold, ASeREAAIS S REorkRi&rSR8GHd a The _
mat hemat i cal detail s underlying the processes are described in nore detail
bel ow. WO TepmEgrgmnduifey Hge Asivath the ercede, e spup selpgiorid 3 énd Bis spasg és
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to sone smal ch%gdr%tl g% twg‘[():at%?on 0 F?(%ealﬁh%(gﬁog% nﬁl(%%gtﬁ gsé’%%‘léﬁ dsfilé}ﬁdieureef ore,
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file is reco e i 1 5, Si he
decoder can g%%%&%&%%ﬁ&o%b;\Sggégrgi%ﬂgiéeggfégolﬁ\é%ﬁ‘{mgﬁ%%ﬁsz k L grqg‘g'ge‘%lt]} 0 get
at | east 26nesoma ispyrspmpole feconstrpcted sndwbith sthe asvpdt ghtnowns Fgr exampdd, meFig\When
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reducti on of atyoeitibal Byand d heveret tofeaeqasered. out put synmbol s down to wei ght at

nost their group size_so that they.can, in turn, be us to,r.econstruct
i nput synbol's. In most®8P° l?tﬁoé”t%’fﬁ Irgqfivﬁgwplﬁ’gﬂma‘bt&’/'@,gglﬁP?’éthikr'ﬂsgf‘n nd
groups of outgds B(H sB D). s, Eepandiecdder 1 $5hRcSMBTlRWHRE KT iDplosidedt each

group of _qut put nbol s is aced in on acket (a packet being a unit of
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packet contabFi sever al ro%ﬁs of out put Sﬁﬁb0|35 The si ze qof an out put
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synbol values in the initial 20 splitting of the file into input synbols,
based on a nunber of factors including the (possibly varying) group size.
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of out put synbols would arrive in bunches as each packet was received. The
setting of input synbol and output synbol sizes is usually dictated by 25
the size of the file and the conununication system over which the groups of
out put
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synbols are to be transmtted. For exanple, if a comunication system
groups bits of data into packets of a defined size or groups bits in other
ways, the design of synbol sizes begins with the packet or grouping size.
From t her e, wo otle@Bgner woul d determ ne how many groups of PERUSOW/25485nDol S
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syrbol o1 ze BERE 528 Gf B, OBlibnaty I K BBH, A AnIREBROEALAIERREL 25405
Anot her f act dunction B@}. Flrensl, B{), tWi@) andALL(1)s yprivabllys GAR andsoptionadlyd{Beart he 1 nput

synbol size so that the.n of_input. s ol K, ..is lLar nou to keep
the recepti oft® véPﬁé%”ﬂoﬂ]?'#Ebﬁgé‘c’: é’8l"p g';f%?ﬁ"ﬁl&gy Vﬁﬁfg ﬁiréf,tlﬁ’ﬁﬁelfcé%?&at%m aver age
g 80888 [ lonsgveélm@&wfan@%sb@atm\@efmnﬂmS ehfé Epdcéz{tid)?tfbﬂ%;'tzﬁﬁbﬁlg/ﬂ\ﬁb&f_ e@c&ﬂ)h el =

: eads to an average reception 5 overhead o 0.to_2%wth very
little fluct G%ftepmﬂeriﬁ-iﬂpéwg% ,cgr%pawe‘a(gs °86‘Hf)%‘1“§‘i‘??g‘= > BEGVRYS trials

with K = 80, Gb)@(?anﬁhl%l'is@mm bRAud By eds soRMSF 2 10X 6 esledifuftdfionsaRctor 210,
e
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wh
out put synbolethere gipwp eftRghsympoids Bifbe teredahis set-eForintty-thq ampks i nput

file is stiljeschbeaRidbifind thatttheddc8ddleVRY isGifle BRUPEST STRIUL sysoiekih f r om one
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reconstruction buffer 425 at the appropriate position for those input symbols. If W(I) is

30 strictly less than the group size G(I), then the reconstructor 420 could reconstruct input
symbol values that have already been reconstructed in an independent way. In this case,
the reconstructor 420 could drop the independently reconstructed input symbols,

overwrite the existing reconstructed input symbols, or compare the values of the input



PCT/ USO0I 15405 probability that the input file can be recovered with
slightly nmore than K output symbols (assum ng that the input synbol size is’
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synbol s t hanlserquet@r@dnstlecttunkrlovauepwmbdoe}ueeNmﬂmdab sgiouldbe erapty eci pi ent
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GOSDS 505 (725). WEIGHT(R) is then compared to G(I) (730). If WEIGHT(R) is at
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51 for (i=0; < mnKinds; 1 ++) m anKi ndCunul ati veDensity h’i}ﬂ
i nt (adKi ndFr act i on[i | THOUBPRIRSAPIVE GIOURSS PHER: syabels key E?r?é?ﬁc dripgt11) ;

symbols (i.e., the determination of the weight W(I) and the list AL(I) of positions of
associates for a key I) can take a variety of forms. W(I) should be chosen to be the same
20  value by both the encoder and decoder for the same key I (in the sender and the recipient,
respectively). Similarly, AL(I) should be chosen to contain the same list of positions by
both encoder and decoder for the same key I. The associator is the object that calculates
or generates AL(I) from I and usually W(I) and K.
In one embodiment, W(I) and AL(I) are determined in a manner designed
25  to mimic a random process. To satisfy the requirement that the encoder and decoder
produce the same result with respect to the same key, a pseudorandom sequence could be
generated by both encoder and decoder seeded with the key. Instead of a pseudorandom
sequence, a truly random sequence might be used for the generation of W(I) and/or AL(I),
but for that to be useful, the random sequence used for generating W(I) and AL(I) would
30  need to be communicated to the recipient.
In the decoder shown in Fig. 4, the buffer 405 requires storage for each

group of output symbols list of positions of associates, i.e., storage in the column labeled
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delete[] m anKindWight; if (mankindCunylativeDenaity) delete[]

m anKi ndCurul ati veDensity; 20 void
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/] Distribution: ue kdRFact o N .+ knRad // where
D Bt o T 15h Senliade Pl B e e e R38R o,

const int kna@dohymbals iSfrirhé. ﬁmsslftﬂeen;ﬁﬂmqiegﬁs Siithe ﬁlbuﬁd?ﬁ'lbblspmb emﬂlestt he
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In this embodiment, ASSOC_CALC 910 operates as described below and

as shown in the flowchart of Fig. 10. The first step is to use the key I, the number of
input symbols K and the table of random bits ASSOC_RBITS 905 to generate two integer

values X and Y that have the property that X is at least one and at most K-1, and Y is at

25  least zero and at most K-1 (1005). Preferably, X and Y are independently and uniformly
distributed within their respective ranges. Next, an array V[] with W(I) entries is
initialized for storage of AL(I) as its members are calculated (1010). Since V] is just
temporary storage for one list, it would occupy much less memory than the AL(I) column
of buffer 405 (see Fig. 4). V[0] (this is the first element of the list AL(I)) 1s setto Y

30 (1015). Then, for all values of J starting at 1 and ending at W(I)-1, the value of V[J] is set
to (V[J-1] + X) mod K, as shown in steps 1020-1050. Since K is prime and W(I) is at
most K, all of the V[] values will be unique. As shown, the “mod K operation can be a

simple compare and subtract operation, i.e., steps 1035 and 1040. Thus, the process of
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step of 2 calculatin acCording to a ran uriction or pseudorandom
f unct i od0of in tablg WT _ e Bénstited rapdemn punbenkhd2ed)n Thireths valpe of R ésisedi| at i ng
conprises a l; ing to a random function or
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synbols in the group where 1) is a positive 3 integer, said nunber, ),
cal cul ated according to a random function or pseudorandom 4 function of I.
1 6. The nethod of claim1, wherein the step of calculating conprises the
steps of 2 calculating, according to a predeterm ned function of | and a
probability distribution, 3 a weight WI), wherein the probability
distribution is over at |least two positive 4 integers, at |east one of
which is greater than one;
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al phabet ; recovery rule once a group of packets arrived. This modification reduces computational

K

time spent in doing subsequently unnecessary operations and reduces overhead due to
30 context switching. In particular, since the decoder cannot hope to recover the original file

of K input symbols before at least K output symbols (assume same size input and output
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Fig. 16. Initially, groups of output symbols with key 23 and values (A,D), key 159 and
10 values (RS_1(A,E.F), RS_2(A,E,F)), key 33 and values (B,C) and key 835 and values
(RS_1(C,F,G,H), RS_2(C,F,G,H)) (the first and third group of output symbols have
weight two and the value function is the identity function, the second and fourth groups
have weights three and four respectively, and the value function is the Reed-Solomon
value function) are received and stored in GOSDS 505 as shown in Fig. 17. The row
15  number in GOSDS 505 is stored in ROW_LIST in the row corresponding to the weight of
the output symbol, as shown in Fig. 18. The groups of output symbols of weight two are
in row 0 and in row 2 of GOSDS 505. Thus, ROW_LIST(0), which corresponds to
groups of output symbols of weight WT_VAL(0) = 2, contains row numbers 0 and 2, as
shown in Fig. 18. Similarly, WT_VAL(1) =3 and ROW_LIST(1) contains 1 and
20 WT_VAL(2)=4 and ROW_LIST(2) contains 3.
At this point in the process, the first two groups of output symbols in order
of increasing weight have been processed, the third group of output symbols in row 1 of
GOSDS 505 has been processed by receive organizer 520 and this third group of output
symbols is just about to be processed by recovery processor 525. Groups of output
25  symbols in rows 0 and 2 have already been added to the schedule to eventually recover
input symbols in positions 0, 3, 1 and 2, respectively. The group of output symbols in
row 3 of GOSDS 505 has three associates at positions 5, 6 and 7 that have not as yet been
recovered, and thus there are links from positions 5, 6 and 7 in ISDS 510 back to row 3 in
GOSDS 505. The group of output symbols in row 1 of GOSDS 505 has three associates
30 inpositions 0, 4, and 5. The associate in positions 0 has already been marked as
recovered, and thus there is no link from it back to row 1 (it caused the weight of this

group of output symbols to be reduced from 3 to 2, which will trigger the recovery of the
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symbols having it as an associate. In this example, there are eleven possible such links.

In general, the savings in storage space for links is dramatically reduced
10  when using the process described in Figs. 14 and 15 over the process described in Fig. 13,
e.g., the savings in space is typically a factor of 10 to 15 in link space when the number of
mput symbols is 50,000. The reason for this reduction is that smaller weight groups of
output symbols are more likely to recover input symbols at the beginning of the process
then at the end, and heavier weight groups of output symbols are much more likely to
15  recover groups of output symbols at the end of the process then at the beginning. Thus, it
makes sense to process the groups of output symbols in order of increasing weight. A
further advantage of the process described in Figs. 14 and 15 over Fig. 13 is that the
decoding is typically 30% to 40% faster. This is because the smaller weight groups of
output symbols are more likely to be used to recover input symbols than the heavier
20  weight groups of output symbols (since the smaller weight groups of output symbols are
considered first), and the cost of recovering a particular input symbol directly depends on
the weight of the group of output symbols used to recover it.
Fig. 19 shows a complete execution schedule for this example, which
when executed will recover all eight input symbols based on the four groups of output

25  symbols of group size two.

Selecting a Weight Distribution
An important optimization is to design the coding process so that an input

file can be fully reconstructed with as few groups of output symbols as possible. This
optimization is helpful where the transmission time and bandwidth is costly or limited, or
30  where an input file must be decoded quickly, without waiting for additional groups of
output symbols. Typically, the sufficient number of output symbols needed to reconstruct
an input file is slightly larger than the number of input symbols in the original input file
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107 10 recovery processor 525 recovers the last unknown input symbol after the decoder has
received exactly K output symbols. If more than K output symbols have been received by
the decoder by the time all the input symbols can be recovered, then groups of output
10  symbols would have been received that were not needed or used for recovery of the input
file. While maximum efficiency is nice, targeting for it should be tempered by the risk
that DSS 515 will be empty before reconstruction is complete. In other words, at
maximum efficiency, the size of the decodable set hits zero just as reconstruction ends,
but encoding/decoding should be arranged so that there is no more than a small
15  probability that the size of the decodable set would hit zero before the end of the
reconstruction using K + A output symbols, so that additional sets of G output symbols
contained in groups are not needed.
This point is illustrated in Fig. 20. That figure shows a plot of the size of a
decodable set versus the number of input symbols reconstructed where the decoder is
20  operating with K/b groups of output symbols, each group of size b, for an ideal
distribution described below. In this example, A = 0, i.e., the number of output symbols
received in groups to decode all the K input symbols is the minimum possible number
(assuming input and output symbols are the same size). It should be understood that the
plot may vary for any given function for determining weights and associates, and would
25  also vary depending on which particular groups of output symbols are received. In that
plot, the expected size of the decodable set size is one at first and remains one throughout
the recovery process. Thus, in expected behavior, there is always one group of output
symbols in the decodable set that can be used to recover the next b input symbols. Fig. 20
also shows an example of the actual behavior of the ideal distribution. Notice that in this
30  actual run the decodable set is empty before recovery is completed, i.e., after only two of
the 100,000 input symbols are recovered. This actual behavior of the ideal distribution is

typical, i.e., for the ideal distribution random fluctuations almost always empty the
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symbols) for some small value of A. The minimum value for A is zero, and can be
achieved in some coding schemes, such as when using a standard Reed-Solomon coding
where each output symbol depends on all K input symbols, but this leads to slow
15 encoding and decoding times. By accepting some small nonzero value for A, an
improved communications system can be obtained.

Small values of A can be achieved in group chain reaction coding by using
the appropriate distributions to determine the group sizes, the weight distribution for
groups of output symbols, i.e., the distribution of W(I) over all I, and the distribution of

20  associates over the groups of output symbols, i.e., the memberships of AL(I) over all I. It
should be emphasized that while the decoding process can be applied regardless of the
group sizes, the weight distribution and the distribution on the choice of the associates,
the preferred embodiments will use group sizes, weight distributions and distributions on
the choice of associates specifically chosen for near optimal performance. In fact, many

25  distributions will perform well, as small variations in the chosen distribution may lead to
only small changes in performance.

The methodology for determining the distributions in one preferred
embodiment will now be described. In this embodiment, the group size of all groups of
output symbols is the same value b for a fixed positive integer b. The actual weight

30  distributions used are based on an ideal mathematical distribution. In the ideal weight
distribution, the weights W(I) are chosen according to an “ideal” probability distribution.
The smallest weight is b and the largest weight is K, where K is the number of input
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exactly as expected, exactly K/b groups of output symbols would be sufficient to decode
10  and recover all input symbols. This expected behavior for the ideal distribution is shown
in Fig. 20 by the solid line. However, because of the random nature of selection of the
weights and the associates, and because an arbitrary set of groups of output symbols are
used in the decoding process, the process will not always behave that way. An example
of an actual behavior for the ideal distribution is shown in Fig. 20 by the dotted line.
15  Hence, the ideal weight distribution must be modified somewhat in practice.

Generally, the best parameters for a given setting can be found by
computer simulation. However, a simple variation on the ideal weight distribution is an
effective option. In this simple variation, the ideal weight distribution is modified slightly
by increasing the probability of groups of output symbols of weight b and of high weight

20  groups of output symbols, to reduce the chance of the decodable set emptying before all
K input symbols are recovered. The extra supply of weight b groups of output symbols
decreases the chance that the process will run out of weight at most b groups of output
symbols (i.e., empty the decodable set) until the recovery process is near the end of the
recovery of the input symbols. The extra supply of high weight groups of output symbols

25  increases the chance that, near the end of the recovery process, for each yet unrecovered
input symbol there will be at least one group of output symbols that will have that input
symbol as an associate and at most b-1 other as yet unrecovered associates.

More specifically, the modified weight distribution is as follows:

for i=b: p=n-b-R1/K;
for i=b+1,..., X/R2-1):  p=nb/(i(i-1)(1-iR2/K)); and
for i=K/R2,....K: p=n-HW(7)
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1098 & () - f 1Q4kfnihds the initial fraction of weight b groups of output symbols as well as
10 determining the multiple of the increased probability of weight b symbols and R2
determines the boundary between the “higher’” weights and the “not so high” weights.
Good choices for R1 and R2 generally depend on K/b and can be
determined empirically. For example, having R1 equal to 1.4 times the square root of K/b
and R2 equal to 2 plus 2.1 times the fourth root of K/b works well in practice. Thus, for
15 K =4000and b =35, setting R1 =39 and R2 = 13 works well; when K is 64000 and b =2,
setting R1 = 250 and R2 = 30 works well. More detailed calculations of R1 and R2 are
shown in Appendix A. Fig. 21 shows that the expected behavior of this distribution
leaves the decodable set moderately large throughout the recovery process so that under
actual runs the random fluctuations from the expected behavior is unlikely to empty the
20 decodable set before all input symbols are recovered. Proper settings for the weight
distribution ensure that under any loss conditions reception of a minimal number of
output symbols enables recovery of all input symbols with high probability.
Although the reconstruction processes described above is similar to the
one used for Tornado codes, the different process used to build the code leads to
25  extremely different effects. In particular, as described earlier, the memory required for
group chain reaction encoding is significantly less than for Tornado codes, and the ease of
use of group chain reaction codes in diverse situations far exceeds that of Tornado codes,
at possibly the expense of some speed. The mathematical details underlying the

processes are described in more detail below.
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5 number of different values of I is not limited to some small constant fraction of the

number of input symbols. Therefore, it is likely that even if the decodable set goes empty
before the input file is reconstructed, the decoding process will not fail, since the decoder
can gather as many more groups of output symbols as needed to get at least one more
group of output symbols of weight its group size. When that group of output symbols of
10  weight its group size is received, it populates the decodable set and, by the chain reaction
effect, might cause reduction of previously received groups of output symbols down to
weight at most their group size so that they can, in turn, be used to reconstruct input
symbols.
In most of the examples described above, the input and groups of output
15 symbols encode for the same number of bits and each group of output symbols is placed
in one packet (a packet being a unit of transport that is either received in its entirety or
lost in its entirety). In some embodiments, the communications system is modified so
that each packet contains several groups of output symbols. The size of an output symbol
value is then set to a size determined by the size of the input symbol values in the initial
20  splitting of the file into input symbols, based on a number of factors including the
(possibly varying) group size. The decoding process would remain essentially
unchanged, except that groups of output symbols would arrive in bunches as each packet
was received.
The setting of input symbol and output symbol sizes is usually dictated by
25  thesize of the file and the communication system over which the groups of output
symbols are to be transmitted. For example, if a communication system groups bits of
data into packets of a defined size or groups bits in other ways, the design of symbol sizes
begins with the packet or grouping size. From there, a designer would determine how
many groups of output symbols will be carried in one packet or group and that together
30  with the (possibly varying) group size determines the output symbol size. For simplicity,
the designer would likely set the input symbol size equal to the output symbol size, but if

the input data makes a different input symbol size more convenient, it can be used.
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10  group of output symbols in the stream is generated independently of all other groups of
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output symbols, and there is no lower or upper bound on the number of groups of output
symbols that can be created. A key is associated with each group of output symbols.
That key, and some contents of the input file, determines the values for the group of
output symbols. Consecutively generated groups of output symbols need not have

15 consecutive keys, and in some applications it would be preferable to randomly generate
the sequence of keys, or pseudorandomly generate the sequence.

Group chain reaction decoding has a property that if the original file can
be split into K equal-sized input symbols and each output symbol value is the same length
as an input symbol value, then the file can be recovered from K + A output symbols on

20  average, where A is small compared to K. For example, A might be 500 for K = 20,000.
Since the particular groups of output symbols are generated in a random or pseudorandom
order, and the loss of particular groups of output symbols in transit is assumed arbitrary,
some small variance exists in the actual number of groups of output symbols needed to
recover the input file. In some cases, where a particular collection packets containing

25 K+ A output symbols are not enough to decode the entire input file, the input file is still
recoverable if the receiver can gather more packets from one or more sources of packets.

Because the number of groups of output symbols is only limited by the
resolution of I, well more than K + A groups of output symbols should be able to be
generated. For example, if I is a 32-bit number, four billion different groups of output

30 symbols could be generated, whereas the file could comprise K = 50,000 input symbols.
In practice, only a small number of those four billion groups of output symbols would be
generated and transmitted and it is a near certainty that an input file can be recovered with

a very small fraction of the possible groups of output symbols and an excellent
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into K input symbols, as with group chain reaction coding, but the K input symbols in

Reed-Solomon codes are encoded into N output symbols, where N is typically fixed
before the encoding process begins. This contrasts with the present invention, which
15  allows for an indeterminate number of groups of output symbols.

One advantage of having an indeterminate number of groups of output
symbols is that if a recipient misses more groups of output symbols than expected, either
due to a poor channel or due to the recipient beginning after some groups of output
symbols have already passed it by, the recipient can just listen for a little longer and pick

20  up more groups of output symbols. Another advantage is that since the recipient may be
gathering groups of output symbols produced from multiple encoders, each encoder may
have to provide only a small fraction of the groups of output symbols needed to decode
the input symbols and the number of groups of output symbols from one encoder may
depend on how many encoders are supplying the recipient with groups of output symbols.

25 Standard Reed-Solomon codes also require substantially more time than
chain reaction codes, for both encoding and decoding. For example, the number of
arithmetic operations required to produce each output symbol with standard
Reed-Solomon is proportional to K. The number of arithmetic operations required for
decoding standard Reed-Solomon codes depends on which output symbols arrive at the

30 recipient, but generally the number of such operations is proportional to (N-K)-K. Hence,
in practice, acceptable values of K and N are very small, on the order of tens and possibly

up to small hundreds. For example, Cross-Interleaved Reed-Solomon codes are used on
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exist which allow encoding in time cK log K and decoding in time ¢' K (log K)? but ¢ and
¢' are prohibitively large constants that make these implementations slower than other

10  implementations of standard Reed-Solomon codes for all but very large values of K, i.e.,
the efficiency crossover point is for values of K in the thousands or tens of thousands.
Thus, for values of K below the crossover point, the other implementations of standard
Reed-Solomon codes are faster. Although the faster implementations are faster than the
other implementations at values of K above the crossover point, the faster

15  implementations are slower at those values of K than group chain reaction codes, by
orders of magnitude.

Because of the speed limitations, only small values of K and N are
generally feasible for standard Reed-Solomon codes. Consequently, their use on large
files requires that the files be split into many subfiles and each subfile separately coded.

20  Such splitting decreases the effectiveness of the codes to protect against packet loss in
transmission.

One feature of standard Reed-Solomon codes is that any K distinct output
symbols can be used by the recipient to decode the input file. It is provable that at least K
output symbols are required to decode an arbitrary input file, and hence standard

25 Reed-Solomon codes are optimal in this regard since K is also the maximum number of
output symbols needed to decode the input file. Group chain reaction coding, in contrast,
generally requires K + A output symbols, where A is small compared to a suitably chosen
K, or slightly more than K output symbols in total. In the network applications described
previously, this disadvantage of possibly needing A additional symbols is greatly

30 overshadowed by the speed advantage and the ability to seamlessly handle larger files.
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. MLO%HE () - hét&/%%ﬁ).) The g‘e%%x(a%i)l':qugo%) has a sender computer 2300 broadcasting
an input file 2310 to recipient computers 2320 (only one is shown) over a wireless
10 channel 2330. Instead of network 2330, any other physical communications medium,
such as the wires of the Internet, might be used. Wireless channel 2330 might be a
wireless radio channel, a pager link, a satellite link, an infrared link or the like. The
configuration shown in Fig. 23 might also be used with wired or unwired media when one
sender is sending an input file to many recipients, when the recipient is obtaining the
15  input file from many senders, or when many recipients are obtaining the input file from
many senders.

As should be apparent upon reading the above description, the group chain
reaction coding scheme described above can be used to send a file over a lossy
transmission medium, such as a computer network, the Internet, a mobile wireless

20  network or a satellite network, as a stream of packetized data with desirable properties.
One such desirable property is that, once a decoding agent receives any set of sufficiently
many packets from the stream, it can reconstruct the original file extremely quickly.
Group chain reaction coding is also useful in situations where many agents are involved,
such as when one transmitting agent is sending the file to multiple receiving agentsin a

25  multicast or broadcast setting.

The group chain reaction coding scheme is also useful in situations where
multiple transmitting agents are sending the same file to multiple receiving agents. This
allows for improved robustness against localized failure of the network infrastructure,
allows receiving agents to seamlessly change from receiving packets from one

30 transmitting agent to another, and allows receiving agents to speed up their download by
receiving from more than one transmitting agent at the same time.

In one aspect, the group chain reaction coding process described above

performs the digital equivalent of a holographic image, where each part of a transmission
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These concepts are illustrated in Figs. 24-25. Fig. 24 illustrates an

arrangement wherein one receiver 2402 receives data from three transmitters 2404
(individually denoted “A”, “B” and “C”) over three channels 2406. This arrangement can
15  be used to triple the bandwidth available to the receiver or to deal with transmitters not
being available long enough to obtain an entire file from any one transmitter. As
indicated, each transmitter 2404 sends a stream of values, S(I). Each S(I) value
represents a key I and a group of output symbol values B(I) = B_1(1),...,.B_b(I), the use of
which is explained above. For example, the value S(na +ian'a) is the key with value
20  na +ian's followed by the group of output symbols with values B(na + isn's), where na
and n's are randomly chosen numbers associated with transmitter 2404(A), and i, is the
sequence number of a packet that is sent from transmitter 2404(A) . The sequence of
keys from one transmitter is preferably distinct from the sequence of keys from the other
transmitters, so that the transmitters are not duplicating efforts. This is illustrated in Fig.
25 24 by the fact that the key sequence used at each transmitter is a function of information
that is particular to that transmitter, e.g. the key sequence for transmitter 2404(A) depends
onny and n's.
Note that transmitters 2404 do not need to be synchronized or coordinated
in order not to duplicate efforts. In fact, without coordination, each transmitter is likely to
30  send a sequence of keys that are largely distinct (i.e., na +isn'a # ng +ign's # nc + icn'c,
where 14, ig, ic is the sequence number of a packet transmitted by satellite SAT A, SAT
B, SAT C, respectively, and where na, n'a, ng, n's, n¢, n'c are randomly chosen numbers

associated with SAT A, SAT B, SAT C, respectively.).
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Using two receivers and two transmitters, the total amount of information
received by a receiver unit 2510 can be as much as four times the information available
over one channel 2506. The amount of information might be less than four times the
single channel information if, for example, the transmitters broadcast the same data to
both receivers. In that case, the amount of information at receiver unit 2510 is at least
double the rate that can be achieved by sending the original file directly, especially if data
is lost in the channel. Note that, even if the transmitters broadcast only one signal, but the
receivers are in view at different times, there is an advantage to having more than one
receiver listening to each transmitter. In Fig. 25, receiver unit 2510 performs the
functions similar to the functions of receiver 150, decoder 155, key regenerator 160 and
input file reassembler 165 shown in Fig. 1.

In some embodiments, input file 2502 is encoded in one computing device
having two encoders so that the computing device can provide one output for one
transmitter and another output for the other transmitter. Other variations of these
examples should be apparent upon review of this disclosure.

It is to be understood that the coding apparatus and methods described
herein may also be used in other communication situations and are not limited to
communications networks such as the Internet. For example, compact disk technology
also uses erasure and error-correcting codes to handle the problem of scratched disks and
would benefit from the use of group chain reaction codes in storing information thereon.

As another example, satellite systems may use erasure codes in order to trade off power
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In some preferred embodiments, sets of instructions (or software) to
perform the communication processes described above are provided to two or more
multi-purpose computing machines that communicate over a possibly lossy

10  communications medium. The number of machines may range from one sender and one
recipient to any number of machines sending and/or receiving. The communications
medium connecting the machines may be wired, optical, wireless, or the like. The
above-described communications systems have many uses, which should be apparent
from this description.

15 The above description is illustrative and not restrictive. Many variations
of the invention will become apparent to those of skill in the art upon review of this
disclosure. The scope of the invention should, therefore, be determined not with
reference to the above description, but instead should be determined with reference to the

appended claims along with their full scope of equivalents.
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1. DFSolitonDistribution.cpp

S JIINIIIIIIIII NI I NI NN
// DFSolitonDistribution.cpp:
// implementation of the CDFSolitonDistribution class.
//
// The probability distribution of the weights of groups of output

10 // symbols is computed in the constructor and then is referred to by
// the Key Decoder when 1t decides what welght and pool are associated
// with a key.
II71101707707777777770777707770717777777071777770777770777177770777717777

15 #include "DFSolitonDistribution.h"
#include "DFRandomBits.h"
#include <math.h>

LITITIIIIILL LI II LI 07007107000 777007107777777700077177177171777717

20 // construction/Destruction

IITETIIILIII L0207 0 7707770777077 707070777707700707010777117717171777177

CDFSolitonDistribution: :CDFSolitonDistribution (
int nSymbols,
25  int nArity,
int nRippleTargetSize,
int nStartRippleSize)
{
m_nSegments = nSegments;
30
// Unless the values of R and S are specified, use the constants
// from the .h file with the formulas based on the fourth root
// and the square root of the number of symbols.

35 m_nRippleTargetSize = nRippleTargetSize;

if (!m_nRippleTargetSize)
m_nRippleTargetSize =
int (knRAdd + kdRFactor * sqrt(sgrt(m _nSymbols/nArity))});
40
m_nStartRippleSize = nStartRipplesize;

if (im _nStartRippleSize)
m_nStartRippleSize = int(kdSFactor * sgrt(m_nSymbols/nArity));

LILIEITITII20 7770077000 177770710771010170177770711017177177

// Compute parameters of the Soliton distribution:

//
// This is the modified Robust distribution with tapered

50 // density at weights N/R, 2N/R,....N
II1T1IIL717707170777777717770777777107077171777717717717171

45

m_nModulus = 0x1 << knPrecision ;

55 // For the previous variation of the Robust distribution, use
// "-1" as the value
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m_nRobustKinds = m_nSymbols/m nRippleTargetSize - 1 - m_nArity;

if (m_nRobustKinds < 1) m_nRobustKinds = 1;
if (m_nRobustKinds > m_nSymbols) m_nRobustKinds = m_nSymbols;
5 // In the previous variation of the Robust distribution,

// m_nTailKinds is 0
m_nTailKinds = 1;
for (int d = m_nRippleTargetSize; d > 1; d /= 2)

m_nTailKinds++; // becomes log_2 (RippleTargetSize) + 1
10
m_nKinds = m_nRobustKinds + m_nTailKinds;
if (m_nKinds > m_nSymbols)
m_nTailKinds = m_nSymbols - m_nRobustKinds;
15 m_nKinds = m_nSymbols;
}
m_anKindWeight = new int[m_nKinds];
m_anKindCumulativeDensity = new int[m_nKinds];
20

// adKindFraction is the un-normalized distribution
double* adKindFraction = new double [m_nKinds];

// Weight m_nArity output symbols:
25 adKindFraction[0] =
double (nArity*m nStartRippleSize)/double (m_nSymbols) ;
m_anKindWeight [0] = m_nArity;

// Densities according to the Robust Soliton distribution:
30 for (int i=1; i < m_nRobustKinds; i++)

{

int nWt = i + m_pArity;

adKindFraction[i] = adKindFraction[i-1] +
35 double (nArity)/ {double (nWt)} * double (nWt-1) *
(1.0 - (double( (nWt)*m_nRippleTargetSize) /double (m_nSymbols)))) ;

m_anKindWeight [i] = nWt;

}

40
int nRPower = 1;
int j;
for (1 = 0; i < m_nTailKinds; i++)
nRPower *= 2; //nRPower is next power of 2 > m_nRippleTargetSize
45
// Densities for the tapered tail at the end of the distribution:
// The weights go down from m_nSegments by a factor of 2 each time
// and the density is inversely proportional to the weight.
50 // 3 runs from 2 up to nRPower
for (i=m_nRobustKinds, j=2; 1 < m_nKinds; i++, j*=2)
adKindFraction{i] = adKindFraction[i-1]
+ kdTFactor/(m_nArity*m_nArity) *
55 double (nRPower) /double (j *m_nSymbols) ;

m_anKindWeight [i] = (j*m_nSymbols)/nRPower;

}

// Normalize to m_nModulus
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for (i=0; i < m_nKinds; i++)
m_anKindCumulativeDensity(i] = int(adKindFraction[i] *
double (m_nModulus) /adKindFraction[m_nKinds-1]);

5 delete[] adKindFraction;

// Calculate maximum and average weight
m_nMaxWeight = 0;
for (i=0; i < m_nKinds; i++)
10 if (m_anKindWeight[i] > m_nMaxWeight)
m_nMaxWeight = m_anKindWeight [1i];

ComputeAverageWeight () ;

}

15
CDFSolitonDistribution: :~CDFSolitonDistribution ()
{
if (m_anKindWeight) delete[] m_anKindWeight;
if (m_anKindCumulativeDensity) delete[] m_anKindCumulativeDensity;
20 )
void CDFSolitonDistribution::ComputeAverageWeight ()
{
int i ;
25 double dTemp ;

dTemp = double (m_anKindWeight [0]) *
double (m_anKindCumulativeDensity[0]) ;
for (i=1; i < m_nKinds; i++)
dTemp += double (m_anKindWeight[i]) *
30 double (m_anKindCumulativeDensity[i] -
m_anKindCumulativeDensity {i-1]) ;
m_dAverageWeight = (dTemp/m_nModulus) + 1;
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2. DFSolitonDistribution.h

L1117 EE7077 077077 770070700707707070707700077777077072777772777777777772777777
5 // DFSolitonDistribution.h:

// interface for the CDFSolitonDistribution class.

!/

// Note: The class CDFDominoKeyDecoder computes the weight and pool of

// neighbors for a given output symbol key. It refers to this class for
10 // the probability distribution for the weights and it refers to the

// CDFRandomBits class for the random integers used to make the choices.

//
IHITIPTT 1707700001077 7700077007701077707777707777010777770770171171777

15 #include "DFRandomBits.h"
//class CDFRandomBits;

LEILTILTLI7LT 7007200007700 0 00700000000 00000777107777070717171771777
//

20 // constants used in the calculation of the distribution

/7
LTI ITIIT L0002 0700007000000 7 0770700077 7771777110777177111¢7117

// The arithmetic precision of the distribution in bits.
25 // The density of the distribution is scaled to 2power this value.
const int knPrecision = 28;

// Constants relating to the calculation of R, the "ripple target size".
// This wvalue is the expected ripple size in the "Robust Soliton
30 // Distribution". R gets the value kdRFactor * 4th root N + knRadd
// where N ig the number of input symbols (segments).
const double kdRFactor = 2.1;
const int knRAdd = 2;

35 // s is the expected size of the ripple at the start of decoding,
// meaning the expected number of weight 1 output symbols when N symbols
// are received.
// 8 = kdSFactor * sqrt (N)
40 const double kdSFactor = 1.4;
// The tail of the distribution is given higher density at degrees N,
// N/2,... down to N/R. The distribution density is inversely
// proportional to the symbol weight with kdTFactor as a constant of
// proportionality. The resulting distribution is still scaled according
45 // to the precision above.

// A prior value of 1.6 was used, but we increased it to 1.8 to cut

// down on "outliers", for which a long time is spent waiting for one

// last symbol. We then increased it all the way up to 2.4 to take care
50 // of one outlier (in a million) that happened with 40000 symbols.

const double KkdTFactor = 2.4;

class CDFSolitonDistribution
{

55 friend class CDFDominoKeyDecoder;

public:
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//output Symbol Key and Input Symbol Position

//
// This class defines the types TKey and TPos standing for Input
5 // Symbol Position (previously called "Index").

// Other classes that need these types should refer to these below.

////////////////////////////////////////////////////////////////////

// typedef unsigned int TKey;
10 typedef unsigned _int32 TKey;
typedef int TPOS;

CDFSolitonDistribution{
int nSymbols,

15 int nArity =1,
int nRippleTargetSize = 0,
int nStartRippleSize = 0);
virtual ~CDFSolitonbDistribution();
20
inline double dAverageWeight() { return m_dAverageWeight; ¥
inline int nMaxWeight () { return m_nMaxWeight; }i
inline int nParameterR () { return m_nRippleTargetSize; };
inline int nParameters () { return m_nStartRippleSize; };
25
// The probability distribution comprises an array of kinds where
// each kind corresponds to a weight (previously referred to as
// degree) for output symbols and a density (probability) associated
// with that weight.
30
inline int nKinds () { return m nKinds; }i
private:
35 double m_dAverageWeight;
void ComputeAverageWeight () ;
int m_nRippleTargetSize;
int m_nStartRippleSize;
40 // m_nKinds is the size of the array that holds the probability
// distribution. It is the number of different weights of output
// symbols that are possible.
int m_nKinds;
45 // The following are the number of kinds from the truncated robust
// soliton distribution and the number of kinds due to the tapered
// tail distribution.
int m_nRobustKinds;
int m_nTailKinds;
50
int m_nModulus; // 2 to the precision
int* m_anKindWweight; // the weight corresponding to a kind
int* m_anKindCumulativeDensity; // probability density of a kind
55
int m_nSymbols;
int m_nArity;
int m_nMaxWeight;
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WHAT IS CLAIMED IS:

1 1. A method of generating a group of output symbols, a group being one or more
2 output symbols wherein each output symbol is selected from an output alphabet and the
3 group is such that an input file, comprising an ordered plurality of input symbols each
4  selected from an input alphabet, is recoverable from a set of such groups, the method
5  comprising the steps of:
6 obtaining a key I for the group, wherein the key is selected from a key alphabet and
7 the number of possible keys in the key alphabet is much larger than the number
8 of input symbols in the input file;
9 calculating, according to a predetermined function of I, a list AL(I) for the group,
10 wherein AL(I) is an indication of W(I) associated input symbols associated with
11 the group, and wherein weights W are positive integers that vary between at least
12 two values and are greater than one for at least one value of I; and
13 generating an output symbol value for each output symbol in the group from a
14 predetermined function of the associated input symbols indicated by AL(I).
1 2. The method of claim 1, wherein the step of obtaining key I comprises a step of

2 calculating key I according to a random function or pseudorandom function.

1 3. The method of claim 1, wherein the step of calculating comprises a step of

2 calculating W(I) according to a random function or pseudorandom function of I.

1 4. The method of claim 1, wherein the step of calculating comprises a step of

2 calculating AL(I) according to a random function or pseudorandom function of 1.

5. The method of claim 1, wherein the step of calculating comprises a step of
calculating a number, G(I), of output symbols in the group where G(I) is a positive

integer, said number, G(I), calculated according to a random function or pseudorandom

HOW N -

function of 1.

6. The method of claim 1, wherein the step of calculating comprises the steps of:
calculating, according to a predetermined function of I and a probability distribution,

a weight W(I), wherein the probability distribution is over at least two positive

W N e

integers, at least one of which is greater than one;
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calculated.

7. The method of claim 6, wherein the step of calculating W(I) comprises a step of
determining W(I) such that W approximates a predetermined distribution over the key

alphabet.

8. The method of claim 7, wherein the predetermined distribution is a uniform

distribution.

9. The method of claim 7, wherein the predetermined distribution is a bell curve

distribution.

10. The method of claim 7, wherein the predetermined distribution is such that W=1
has a probability of 1/K, where K is the number of input symbols in the input file, and
W=i has a probability of 1/i(i-1) for i=2,...K.

11. The method of claim 1, wherein the predetermined function of the associated

input symbols indicated by AL(I) is determined according to a Reed-Solomon code.

12. The method of claim 1, wherein the input alphabet and the output alphabet are
the same alphabet.

13. The method of claim 1, wherein the input alphabet comprises 2Mi symbols and
each input symbol encodes Mi bits and wherein the output alphabet comprises 2M°

symbols and each group of output symbols encodes Mo bits.

14. The method of claim 1, wherein each subsequent key 1 is one greater than the

preceding key.

15. A method of encoding a plurality of groups of output symbols, each according to
claim 1, the method further comprising steps of:

generating key I for each of the groups of output symbols to be generated; and

outputting each of the generated groups of output symbols as an output sequence to

be transmitted through a data erasure channel.
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10 setting the J-th entry in AL(I) to ((Y + (J-1) - X) mod P) for each J from 1 to W(I).

18. The method of claim 17, wherein the step of setting the J-th entry in AL(I) for
each J comprises the steps of:

setting the first entry V[J=0] in an array V to Y;

setting the J-th entry V[J] in the array V to (V[J-1] + X) mod P) for each J from 1 to

W(I) minus one; and
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using the array V as the list AL(I).

19. A method of transmitting data from a source to a destination over a packet
communication channel, comprising the steps of:

a) arranging the data to be transmitted as an ordered set of input symbols, each
selected from an input alphabet and having a position in the data;

b) generating a plurality of groups of output symbols, wherein each output symbol is
selected from an output alphabet, wherein each group of the plurality of groups is
generated by the steps of:

selecting, from a key alphabet, a key I for the group being generated;

O 00 0 O v b W N =

determining a weight, W(I), as a function of I, wherein weights W are

—
o

positive integers that vary between at least two values and over the key

i
[y

alphabet and are greater than one for at least some keys in the key

—
[ (]

alphabet;
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3 1) processing each received group of output symbols by the steps of:
a) determining the key I for the group;
b) determining the weight W(I) for the group; and

4

5

6 c) determining the W(I) associated input symbols for the group;

7 2) determining if enough information is received to decode any input symbols; and
8

3) decoding input symbols that can be decoded from the information received.

—

21. The method of claim 20, wherein the step of determining the key I comprises a
2 step of at least partially determining the key I from data supplied in packets received over

the packet communication channel.

1 22. The method of claim 19, wherein the step of decoding the data comprises the

2 stepof:

3 1) processing each received group of output symbols by the steps of:

4 a) determining the weight W(I) for the received group;

5 b) determining the W(I) associated input symbols for the received group; and

6 c) storing the values B(I) of the output symbols of the group in a group-of-

7 output-symbols table along with the weight W(I) and the positions of the W(I)

8 associates for the received group;

9 2) receiving additional groups of output symbols and processing them according to
10 step 1) and its substeps;
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11 3) for each group of output symbols, GOS1, having a weight of at most a group size
12 and not being denoted as a used up group of output symbols, performing the steps
13 of:

14 a) calculating input symbols for input symbol positions corresponding to GOS1;
15 b) identifying connected groups of output symbols in the group-of-output-

16 symbols table, wherein a connected group of output symbols is a group of

17 ’ output symbols that is a function of at least one input symbol processed in step
18 3)a);

19 c¢) recalculating the connected groups of output symbols to be independent of the
20 input symbols processed in step 3)a);

21 d) decrementing the weights of the groups of output symbols recalculated in step
22 3)c) to reflect their independence of the input symbols processed in step 3)a);
23 and

24 e) denoting GOS1 as a used up output symbol; and

25 4) repeating steps 1) through 3) above until the ordered set of input symbols is

26 recovered at the destination.

23. The method of claim 22, wherein the step of denoting is a step of assigning a

[

2 weight of zero to the used up output symbol.

1 24, The method of claim 22, wherein the step of denoting comprises a step of

2 removing the used up group of output symbols from the group-of-output-symbols table.

25. The method of claim 19, wherein the step of packetizing is a step of packetizing
at least one group of output symbols from at least one group of a plurality of groups of
output symbols into each packet, the method further comprising a step of using the

position of a group of output symbols within a packet as a part of the key for the group of

WK o W =

output symbols.

26. The method of claim 1, wherein the step of calculating comprises a step of

—

2 calculating a number, G(I), of output symbols in the group where G(I) is a positive

3  integer and is the same positive integer for all values of I.



