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man agenent in electronic devices. Particularly, the
in vention relates to the establishnent of shared
secrets and integrity protection of streaned content
in electronic devices ag lying digital rights
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content item can be presented, in other words, ren
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20 DRM 1s a common term for standards and .proprietary

systems where a given content item is augmented with
information that specifies user rights associated with
it. The content item may, for example, be an audio re-
cording, video, picture, computer program or simply a
25 document. The user rights may comprise various rules
pertaining to the use of the content item. For exam-
ple, a user may be given a time limit during which the
content item can be presented, in other words, ren-
dered to the user. Allowed number of listening times,
30 allowed device identities and partial viewing rights
are other examples of rules pertaining to the use of a
content item. The DRM requires that the presentation
device and the presentation software in it are not
hostile, that is, they participate in the enforcement
35 of digital rights. In the presentation device there is

usually a DRM agent, or in other words, a DRM engine,



DRM protected content item avail able for copying, the
content itemnmay be encrypted while it is in transit

wo cansiiodias network to the presentati on devi ce apdr/windsa00215
it is stored in the presentation device outside of the
DRM engi ne, for exanple, on a hard disk. In the case

of content stream ng, the DRM protected content is not

downl gaded conpletely to the presentati on device
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express content rights. The media objects are content
items such as audio clips, video clips, pictures, Java
applications and documents. Content items governed by
25 rights are referred to as assets. In the OMA DRM con-
tent rights are expressed as document objects, that
is, documents written using a Rights Expression Lan-
guage (REL). In order to specify the rights pertaining
to an asset it is associated with a REL object. The
30 association between a REL object and an asset may be
specified explicitly by mentioning the asset’s identi-
fier in the REL object or implicitly by providing the
REL object in a same message together with the asset.
In the OMA DRM there are three possible methods for
35 delivering content to a terminal and a DRM agent
therein. Content is delivered to a mobile terminal in

DRM messages. In a DRM message there is a media object



The first nethod is called forward-lock. In this
nmet hod no REL object is associated with the nedia ob
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has no REL object. Default rights known to MI are ap
plied for the nedia object. Fof exanple, they may pre
vent further distribution of the nedia object to any
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optional encryption has been performed in a content

ef¥ed to as

source using encryption that can only be decrypted us-
ing a key available to the DRM engine. The key is
typically a symmetric encryption/decryption key. The
25 mobile terminal stores also at least one rule object.
The rule object is used by the DRM engine to check the
user rights pértaining to a given media object. The
DRM engine checks the user rights before making the
media object or stream available via the media appli-
30 cation for rendering to the user.

Reference is now made to Figure 1, which il-
lustrates the providing of streaming media and content
decryption keys to a terminal that is equipped with a
DRM agent in prior art. In Figure 1 there is a content

35 owner entity, which is, for example, a content owner
node 110. From content owner node 110, content is pro-

vided to a number of streaming servers such as a



vided to a nunber of stream ng servers such as

astream ng server 112, which provide encrypted streans
wo ooog/10maaber of content clients such as cont enPCTFI28051000215
114. The actual content streamis sent from stream ng
server 112, for exanple, as a feal -Tinme Protocol

stream The Real -Tine Protocol (RTP) is specified in-
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which 1's used by the DRM engine to decrypt the stream
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by content owner node 110 wit It shoul d, fe
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associated with, for example, the validity period for
the rights. Due to the fact that the content encryp-
tion key is a symmetric key, it is also used as a con-
25 tent decryption key. The content encryption key is
provided to the DRM engine in a format, where it has
been encrypted using an asymmetric key associated with
the DRM engine for the receiving content client. The
asymmetric key may, for example, be a public key for
30 the DRM engine within content client 114. In that way
only the DRM engine for content client 114 that has in
its possession the private key may obtain the content
encryption key.

First, a content stream is encrypted by con-
35 tent owner node 110 with a CEK. It should be noted
that the format Eggy(DATA) denotes a data element re-
ferred to as DATA encrypted using KEY as the encryp-



that the format EKEg (DATA) denotes a data el enent re

ferred to as DATA encrypted using KEY as the
wepmsymison key. The encrypted content stream PGI/FI2005/000215

delivered to stream server 112, for exanple, using

bulk file down loading as illustrated with arrow 101.
Content owner node 110 provides CEK to rights issuer
node 116 as illustrated wiith arrow 102. A s content
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the fact that content streams such as the stream il-

lustrated with arrow 105 are encrypted using the CEK,

it is still possible to manipulate the content stream,

25 if an attacker placed between streaming server 112 and

content client 114 gains knowledge pertaining to the

effect of bit manipulations to the resulting content

stream that is rendered to the user. Such knowledge

may be gained, if the CEK is not changed frequently

30 enough. However, changing the CEK requires an addi-

tional protocol, which complicates the operation of

streaming server 112, content client 114 and rights

issuer 116. An example of a protocol used for this

purpose 1s the Multimedia Internet Keying (MIKEY)

35 specified in an IETF document draft-ietf-msec-mikey-

07.txt (work in progress).



specified in an | ETF docunent draf t-ietf -nsec-m key-
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| east one content streamto an el ectronic de vice

applying Digital R ghts Managesrent (DRM) . In the

met hod a naster integrity key is encrypted using the

content key; the electronic device requests infornma

ti ORUMMARY PEATHE FNVENTLIONE stream from the streani ng
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one integrity protected content stream; and the integ-
rity of the at least one integrity protected content
stream is checked in the electronic device using the
at least one session integrity key.

25 The invention relates also to a method of
providing at least one content stream to an electronic
device applying Digital Rights Management (DRM). In
the method a master integrity key is obtained .in a
streaming node; an encrypted master integrity key is

30 obtained in an electronic device; said encrypted mas-
ter integrity key is decrypted in said electronic de-
vice; at least one session integrity key is formed in
said streaming node and in said electronic device us-
ing at least said master integrity key; and the integ-

35 rity of at least one content stream is protected be-
tween said streaming node and said electronic device

using said at least one session integrity key.



of at |least one content streamis protected be tween
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The invention relates also to a system com-
prising: at least one terminal node configured to ob-
tain an encrypted master integrity key, to decrypt

25 said encrypted master integrity key, to form at least
one session integrity key using at least said master
integrity key, and to verify the integrity of at least
one content stream received from a streaming node us-
ing said at least one session integrity key; and said

30 streaming node configured to obtain said master integ-
rity key, to form at least one session integrity key
using at least said master integrity key, and to pro-
tect the integrity of at least one content stream
transmitted to said at least one terminal node using

35 said at least one session integrity key.

The invention relates also to an electronic

device configured to receive at least one content



transmtted to said at |east one term nal node using
said at | east one session integrity key. The invention

WO edoatied4@l so to an el ectronic devi ce confi guredI/FI2005/000215

receive at | east one contentstream the electronic
device further conprising: digital rights managenent.
means configured to store a content key, to decrypt an
encrypted nmaster integritykey using the content key,

to $oreamt | ehet ehectresien fAavégeit furkeheysi mpmprising:
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an encrypted master integrity key, to form at least
one session integrity key using at least said master
integrity key, and to verify the integrity of at least
one content stream using said at least one session in-

25 tegrity key; and communication means configured to re-

ceive said encrypted master integrity key and to re-

ceive at least one content stream from a streaming
node.
The invention relates also to a computer pro-

30 gram comprising code adapted to perform the following

steps when executed on a data-processing system: en-

crypting a master integrity key using the content key;
requesting by the electronic device information on at
least one content stream from the streaming node;

35 choosing at least one seed value; receiving informa-

tion in the electronic device on the at least one con-

tent stream, the information comprising at 1least the



requesting by the electronic device information on at

| east one content streamfromthe stream ng node;
w@ebmesongs at | east one seed val ue; receiving i PEDFIB05/000215

tion in the electronic device on the at |east one con

tent stream the information cpnprising at |east theat

| east one seed val ue and the encrypted nmaster in

tegrit{ key; decrypting the encrypted master integrity
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integrity key in said electronic device; forming at
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least one session integrity key in said streaming node

and in said electronic device using at least said mas-

ter integrity key; and protecting the integrity of at

25 least one content stream between said streaming node

and said electronic device using said at 1least one
session integrity key.

In one embodiment of the invention, an integ-

rity protected content stream means a content stream

30 comprising integrity check data formed using a session

integrity key. The integrity check data may be, for

example, a frame check sequence encrypted using a ses-

sion key. The frame check sequence has been obtained

by computing, for example, a hash code or a message

35 digest algorithm from a given part of the encrypted or

unencrypted content stream. The integrity check data

may also be transmitted separately. In one embodiment



exanpl e, a franme check sequence encrypted using a ses

sion key. The frane check sequence has been obtai ned
whyoosaoquwt i ng, for exanple, a hash code or a nEBSEFERE05/000215

di gest algorithmfroma given part of the encrypted or

unencrypted content stream The integrity check data

may al so be transmtted separately. In one

enbodlnentof the |nvention the stream node is
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tronic device software in charge of digital rights

management related tasks, in other words, they may not

form a clearly separable logical entity within the
25 software.

In one embodiment of the invention, the con-
tent key is provided to a rights issuer node from the
content owner node. The content key is encrypted using
a public key associated with the electronic device.

30 The public key may also be associated with a user of
the electronic device. A content rights request is re-
ceived identifying the electronic device in the rights
issuer node. At least the encrypted content key is
sent to the electronic device 1in response to the

35 rights request. The encrypted content key is decrypted
in the digital rights management means in the elec-

tronic device.



the electronic device. A content rights request is re
ceived identifying the electronic device in the rights
wo s@eroimode. At | east the encrypted content KegT/FR005/000215
sent to the electronic device in response to the
rights request. The encryptedigontent key is decrypted
in the digital rights nmanagenent neans in the elec
troni c device.ln one enbodi nrent of the jnvention, the
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In one embodiment of the invention, the elec-

20 tronic device is a fixed IP network terminal.

In one embodiment of. the invention rights
that are associated with media objects and content
streams are represented as rule objects or documents,
for example, expressed in OMA REL format.

25 In one embodiment of the invention, the elec-
tronic device is a mobile device, for example, a WLAN
terminal or a terminal within an arbitrary cellular

.radio system. The terminal may also be a fixed data
network or telecommunication network terminal.

30 In one embodiment of the invention, the com-
puter program is stored on a computer readable medium.
The computer readable medium may be a removable memory
card, magnetic disk, optical disk or magnetic tape.

In one embodiment of thé)invention, the elec-

35 tronic device is a mobile device, for example, a lap-
top computer, palmtop computer, mobile terminal or a

personal digital assistant (PDA). In one embodiment of



In one enbodi nent of the invention, the com puter
programis stored on a conputer readable nmedium The
wa@oonsubeEne r eadabl e medi um may be a renovabl e nPODFR005/000215
card, magnetic disk, optical disk or nmagnetic tape. In
one enbodi nent of the inventign, the electronic device

is a nobile device, for exanple, a lap top conputer,
pal nt op computer, nobile term nal or a persona

di gthal 1BY¥SPELgRt theDALectnPife dBRR nbft 2oCEsktop com-

i nvls@téenﬁfhanﬁl @@hé@nd:gmﬂﬁt’iﬁg_rﬁévgcée?kt op com put er

or any ot her_gconput i evi e _benefits o

i nventi on arglg1 ggg@lggg éﬁF?%p?BV%Hga?ﬁlﬁﬂeIQ§ﬁﬁ%9ated
managehenimproteatt iddwitWlt hrigbtenvemigemeént | prmection.
POSRLLRe dift AR Ont DEnhAWCILNGRS 60BLEBIeSWLABOEA the

transit between a stream ng no an el ectronic
devh@@Pe#@ﬂﬂrt%%r BEHEMG S eRES th@ i R¥@QPity between a

pr 0&@9éaﬁmn§e>&$o&é e apat @ﬂp@@ttrﬁmcsea\eeﬁcbs net further
al |l owed ¢ rate ew encr mhlcg avoi ds

Ilon
heSTaRger 3F L PR EnerSh e Sanfefio a2 not
conpkpasedngThe sbevpkaustemt addbwﬁﬁ.$pwganerafﬁuaew en-

d nvgg%%gg ﬁvokg% h%ﬂ{ '%%%ﬁ%% tthSGdQH?éLiqgﬁJ attacks
secur I ot f urthernore, the invention
prowaészaaghehhf—cuWrwrth@méont%lé%t CoppEemiging of the

verpihedeust ngohbeneost eabmkey that is known only to

t he cont ent gﬁner and .t.he di tg %pts nmanagenent

moana in t he BFedm Rt Sbvi tat A S 2o ARRRGRTRD! o, use

aut hddt tcohylobetheivyi prototodent éurthsirmgpra ,sdrheerinven-

§ r U§38$ Wdeglt QgEhEMtFSXt rQ:@ t Eﬁec%r?{gntpvm@ﬁlch is
h may SO

I nventi on plied for integrit %
proVééFﬁéﬁdOPSGﬁéhdﬂybt%@n%%%FeH?YsﬁﬁééhslsBNPEW“ orily to

DES@BE PE&A\&&& THEn@BAthﬁsthghQiﬁﬁﬁﬂpalﬂigﬁgs management
dr awi ngs are incl ude épr de .a furth

, .Whi h
undEPSHARAFNG PGt S RRTA: (5 R COifot TR Rippovides
of ahtbespeéciticatfi arhe i bkuginr atfe ecn_bwl_ttrrenssngf at heexrver
2d nVﬁ%lsee angh 40t BEE UL Byt NEfleSEbhPHRS BBhReh? owner
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node The invention may also be applied for integrity

protection of unencrypted content streams.

BRIEF DESCRIPTION OF THE DRAWINGS:

25 The accompanying drawings, which are included
to provide a further understanding of the invention
and constitute a part of this specification, illus-
trate embodiments of the invention and together with
the description help to ‘explain the principlee of the
30 invention. In the drawings:

Fig. 1 is a block diagram illustrating DRM
protected streaming to a content client in prior art;

Fig. 2 is a block diagram illustrating DRM
protected and integrity protected streaming to a con-

35 tent client, according to the invention;



invention. In the drawings: Fig. 1 is a block diagram
illustrating DRM protected stream ng to a content
w@booenvoteer prior art; Fig. 2 is a block di agr amT/F12005/000215
illustrating DRM protected and integrity protected
streamng to a content client,j;according to the
invention;Fig. 3 is a flow chart depicting one enbodi
ment of an integrity. protection nmethod f.or DRM pro ,
tected str eaﬁ:&,g‘a@co"r%i %gﬁi@”t FBar v STRIGFINgh PIg (ermiedi -
i s aehtookf daagriamndddiust r prbtgcaignbinex Hoet nigal pRM pro-
a syst f Lyi i 2gri .ection for M
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i | bineweRenTRde aRgdet alysddh the: eamq}i@tﬁq@égfhgy pro-
present invention, exanpl'es of which are illustrate
in ttﬁétéeeorﬁ%’ﬁypﬁﬁl &%?@%@d FEGEFE™S /i AGCPHFSERT to the
di agheenithibustrati ng DRM protected and integrity
protected streamng to a content client 214. There is
a content owner entity, which is, for exanple, a
conDEFRISGRRePERCBEPZIION PFoRFHEORMBADIMBWNES :node 210,
content is provided to a num ber_ of stream ng servers
1Quch as a st REARTRHCSersidrl 9w ®Ai é‘l*?‘%?ro’ﬂldgetall to the
enceypbadmehigansrt otBeNupbeleft CORVERti6h] ENdRadpTds of
as content client 214 he c tent forns.a l'tinedia
or cHBAER PER, TUAERTERAr LBeb ey BREATPS VIR IndaPY i nos.
conponents, &agumedi2a iconpobéntkf diiagirdeo idldisonesting DRM
medi e f ar taé(é;ﬂl T la;C g
con%?iogggtﬂﬁg \I%tltn egman audi oafggﬁg%ﬁggwgggﬂhgnggdead '
15 or kB8Rt TREiGRHeR Yay BEe&Rcodied,d f GONELR% pPEneys|eRtity,
Nbfj WA chi qtgur ef@(ﬁatrﬁgﬁ,oua ew&&tcgdhe%dm?%j@h}uor.?elrrom
audi_ o_nmay, be encode exanpl e, usin a
N REPE AR OB ARG n THBLERR 150 PERVERE st (% num-
conbemi ot | ehseafhpgc mEammrsS osuahmalst | aeditareaming server
re tathon s eapi erver_ 2
For 2aaampl oo opEp VR ere ] L Dopp et p “mber of
20 content clients such as content client 214. The con-

con-

tent forms a multimedia presentation, which comprises
typically two media components, one media component
for video and one media component for audio. The media
components comprise the video and audio recordings in
25 an encoded format. The video may be encoded, for exam-
ple, using Motion Picture Experts Group (MPEG) coding
MPEG-4. The audio may be encoded, for example, using
Adapted Multi-Rate (AMR) coding used in the GSM system
for mobile communications. The content for a multime-
30 dia presentation 1is streamed from streaming server
212, for example, as at least one Real-Time Protocol
streams. The Real-Time Protocol (RTP) is specified in
the Internet Engineering Task Force (IETF) Request For
Comments (RFC) number 1889. An RTP stream is used to
35 carry a media stream, in other words, a content stream
comprising, for example, encoded video or audio data.

In one embodiment of the invention, there is an RTP



streans. The Real -Tine Protocol (RTP) is specified in

the I nternet Engi neering Task Force (I ETF) Request For
w@Eoomsaodize ( RFC) nunber 1889. An RTP stream i s PSEHIR20G5/000215
carry a nedia stream in other words, a content stream
conprising, for exanple, encoggd video or audi o data.

In one enbodi nent of the invention, there is an
RTPstream for each nedi a conponent associated with a
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dresses and media encoding used in the streams.

Content client 214 is used as a content pres-
entation device, on which the user may view and listen
25 to streamed presentations. The rights for viewing a
content stream are obtained by content client 214 from
a rights issuer node 216. The rights comprise at least
a Content Encryption Key (CEK), which is used by the
DRM engine to decrypt the streaming content. The
30 rights may also comprise information associated with,
for example, the validity period for the rights. Due
to the fact that the content encryption key is a sym-
metric key, it is also used as the content decryption
key. The content encryption key is provided to the DRM
35 engine in a format, where it has been encrypted using
an asymmetric key associated with the DRM engine for
the receiving content client. The asymmetric key may,



for exanple, the validity period for the rights. Due

to the fact that the content encryption key is a sym
woredositeikey, it is al so used as the content derCypRO@V00215

key. The content encryption key is provided to the DRM

engine in a format, where it has been encrypted using

an asymetric key associated with the DRM engine for

the _receiving content client. The asy tric key. e
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ECEK EeStREAVEd nsHingurtehe CEXp S@f@ﬁﬁhﬁgdsépv@ls ek (K) in

10 he pECEKESTREAM  att hfeggt_EKoﬁg) s@‘%@aﬁh%ﬂ@x@r}ﬁed u51ng the

delivéred to stream server or _ex usi ng the

Fi | EE¥r ansFERTPREEDCIC (BPP) B CEKl(ﬁqészrt’é%t Frot&r efr  tO
Pr otge??ebm&H?gT%)ex@;rert toel HTTRS: ( BeGUBERERNP) downlRadiklg and
as illustrate ry I ns f di

al sghSh?fs Pcal %e Véar%asg:gé %Q:I [ vaérp stewe]% 2”%‘?]? é}@mple’
thens1ﬁbe)th¢ayFio]ee dBranefed BSO§@EQF~at &TH) . eshy Hgpertext

§I nglankirke. MASKLEST eamrtg) S%ye&halaifv@ﬁsrqg@cw@@ afTTP)
least the K,, at time t2 it gene{:{'_ﬁEJ H a ran dom
u

eed
val B8VNIEpEiBACEF thl i SERST nv stow 24fq Instead of
conpuived cadsessiadzd ndegridal keyd{a Kbauedngletlrierefnyr may be

mul a leé_'flog.*s’l__: %‘mt hg)hggEW%en é%lel\}%fesd if’ét? hfiles

i nt eg rity key, e random seed vaI and
H() oirs ag @néumglehafslﬂef uNdisro Bt GRS I/FNGT ke Pag re-

201 Owa%dt he GEGdw© tmeghks aesu.%enqqe 121G Aeddddss a ran-
trated with arrow 202. content client 214 deS|res

to SPHr £e8Cr ¥aHg RN dica 35 R a1 Ftgyge 2, and
sendsmputieghtes segabst, inheyhicl iKey denk) f uesnigt sdlef , for-

mula IK=H(SEED,K), wherein the K is the master integ-
rity key, the SEED the random seed value and the H()
25 is a one-way hash function. Content owner node 210
provides the CEK to rights issuer node 216 as illus-
trated with arrow 202. As content client 214 desires
to start streaming the multimedia presentation, it
sends a rights request, in which it identifies itself,
30 to rights issuer node 216 as illustrated with arrow
203. The content client identity is referred to as C
in Figure 2. In reply to the rights request rights is-
suer node 216 responds with the CEK, which has been
encrypted using a public key (C-PUB) of content client
35 214, as illustrated with arrow 204. The CEK is de-
crypted in the DRM engine in association with content

client 214. The CEK is known only in the DRM engine.



to rights issuer node 216 as illustrated with arrow
203. The content client identity is referred to as C

WO mooSitgrne 2 . In reply to the rights request peORR805/080215
suer node 216 responds with the CEK, which has been
encrypted using a public key (1@ PUB) of content client
214, as illustrated with arrow 204. The CEK i s de

crygt ed in the DRM engi ni,i n associ ati on with content,

cl i ERETOYRONTHEEET s RndGfHtom Y | RA¥heSERRE recelving a

engktbatcéher etpeam ainiterias| beah 2hérgpyedt alding the CEK,

recei Vi content SSIIR{ t hat een, encrypt ed .
usi ﬁam Eg %Elkg tr?zfﬁe(l y Ee }Ecgﬁ( Sé:lh%k% irbrf F%éﬁ?‘e %tl,'ﬁeammg
frosesveradildg server 212. Content client 214 sends a

streanm ng i nEghHRRALI €1 1ke@Ueslh JfdLXRMY foathd TS orma-
Descri be operation, to stream ng server 212. Stream n

. g.
ser #&PN2r2aMEShondeTnictIR ™R Life s SAy R TG G Pt OPesRt 1on.
thetb”%@g@&hﬂi@@; %Ieemedm 214l K gtSER)m i rioERER Brsk BCEK fédponds
conprised_in an SDP description._The H K ( ) isca .
hoeRLEBGeR cIENRAST 1 FERPER B RBD e dAsY oRFL i Eognation
by sfiementsgHsefSRRP) 21FEEThandi Kex$BP) clompa isesisage an SDP

1@ut B@QEES%UiBB.C%%’ i shpyel i hesathateddie %uted from
description has not been hampered in transit from
st r EBRI FPFs HSRGT DL QY rortEntd chyestrepninggiprver 212.

]E:ontmaxaéI }cIIKir(]snp)ZﬁL; has megerigeecdatititemCEKa € Kdn, ddde, which
orwar .t he ta.dts,DRM engi ne, .whi ch_pbtai ns
KDY REEE iSas (T EhECaEH RERAr FRELRE: i CHoLPRRS ham-

at pemedt 3nt HerDRM tenfrore Ehraswotyaseryrrwi2d? conteprtent

1911 eAt o214 AlS0 $RIRULSALLKEH (SEER X194 8ad ol@R&d the
the session integrity key hich is the sane as

IK) , whic .
confordE) by 3t wgrcgger@éae 2BexhK) titR tiFS DRM engine,
ThewBdpan, ottt kol bentdettdpaynst ahe rBRee(K) NGisdng the

51508, SAHARNES LAY LI GBI EROMHRN BHYAL 4] “Eleocia-

212. ng ‘of "t he stréamng ima
reqtiésned fwidin st rasariend seroddrertl? 6414 he aise@am payputes

20€ REoy (dedpCent | BHAUSIY: ¥{Rs MHHd Ca%lsNSrOr integrity key
br oadcast i ng wi t hout separ at eeErC%%uest fromdcogt ent

cli dAK) 214WDERBr ypF el r SR ( STRERWFed by streaming

server 212 at time t,. Thereupon, content client 214

may start receiving a stream encrypted using the CEK

from streaming server 212. The starting of the stream-

25 ing may be separately requested from streaming server

212 or the stream may be provided continuously via

multicasting or broadcasting without separate request

from content client 214. Encrypted stream Ecg (STREAM)

is forwarded to the DRM engine in association with

30 content client 214. In the DRM engine, stream

Eczx (STREAM) is decrypted using the CEK to obtain the

plaintext content stream, referenced ‘to in Figure 2 as
STREAM.

In one embodiment of the invention, streaming

35 server 212 prepares a pre-generated SDP description,

which 1is delivered to content client 214. Streaming

server 212 may decide to change the seed value and re-



is forwarded to the DRM engine in association with
content client 214. In the DRM engi ne, stream EcEK

w@ DREMY6 | s decrypted using the CEK to obtai nP¢EI12005/000215
pl ai ntext content stream referenced -to in Figure 2
as STREAM . |In one enbodinent 1gf the invention,
stream ng server 212 prepares a pre-generated SDP

descri ption, which is delivered tQ content client 214. _,
St; EBAPHg o AP SR ROCrHETS CRHGE Pife CRbFHE oli-
val gatand4r espiord 4 RMSIRTSPdSetap command .i Wuedrdeiving

Cong%nthH Rgla&]x%éﬁsg%hg%n%n i T%Fc))n%%%i r .GCCltie Q{Tg?gltnzfj'results

The“recéivi n.g (0] I rec commn I N con
cliant thet rigsusendenanhaRTSR BeAadsiha RP8Mabsscrepratedly

LOMEBNdteReAtAdl Yol 8c OBhaI Ml s&888t vANBeNGW RSk reaming
value fromstream ng server 212. In one enbodi nent of

t heSERVEHRt PdA; the IK is applied so that a byte
sequence of phedeki eeibokdemghlt o etia actvethtibrjotthe IK is

stream ng .server, 212 _a cont e | en 14. t
seqﬁgggégﬁafqbe%h?z%rae%g'r?p eé,ecg\&e|orgéc%<e?,EE ?%&e—%?‘e%y fength
packet ex¢ragedcont émtl rahrcamhey esgpyar &1lRasm&E ogentent

1d S €9FRHEed fsr omdep byt e ssgudanee makhepdaskocodsanple, a
t hen encrypted usg{g he 1 K" The en crypted hash code
i s PREYPHed WSt rfaPRgiest veF 2BY GPESOScithansy There-

W t Bpefcr wpttedistdein CEEKoSUREAME rba atidt enttec| semience.
214,  whi ch,provj des the encrypt ash.cod I i _
t he T8 Ay 5Ee § O édim %}3)61% hénwgﬁggﬁgéng%g%Dgﬁﬁ “id! en

engicmgpdedr Yigish tdvslehabh podeidednlyt g riekmgmg server 212

15 0NMRHL eSsd {418 SRANGWaY enseepPfahash LhderUsi(BIRERR) to
sane byte sequence. |f the hash codes agree, receive
confentesfr &jﬁeEéEF@](%TRéAMhiBrBYEJg@ﬁ L%ll?ﬁl P9 hash
onecedeodilery withhehenventipied sepaamatto sessi ORM en-
conBenE - LHeuRh Sl dhafREla bl Falh (AR Mo cne
st r @&niang sempaitesTher ¢hies sgimsp Wieher eaPnd JepHt stede us-

26eednyalie foUneaphcaf dhrecdlcd.east PRE ®8Bh codes agree,

received content stream Ecg(STREAM) is proven unal-
tered.

In one embodiment of the invention, a sepa-
rate session integrity key is formed for each of the

25 at least one content stream in the streaming node,

that is, a streaming server. There is also generated a
separate seed value for each of the at least one con-
tent stream. The seed values are provided from the
streaming node to the electronic device. Session in-
30 tegrity keys are formed using the seed values and the
master integrity key in the electronic device. From
the streaming node to the electronic device is pro-
vided the at least one content stream and the integ-
rity check data associated with each of the at least

35 one content stream. The integrity of the at least one

content stream is checked in the electronic device us-

ing the session integrity keys, the integrity check



tent stream The seed values are provided fromthe
stream ng node to the el ectronic device. Session
WO niosgodisey keys are formed using the seed val upsST/ERM05/000215
the master integrity key in the electronic device.
From the stream ng node to thggel ectronic device is
pro vided the at | east one content stream and the
integ rity check data associated with each of the at
| ead@tanaseepiafedsticdmearte ohteldei &) drasie cite content

| eagtroAR GOEL &He Sit caBhks Crrckeshtdent hgreksmtr Al Gther

devi ce _us ing the session i teg&}t ke%s, t he .

i nt BgFTEy ERECIRERRT 2SS f {uEhUEETt fE Jihe elec-
| eagstone cidxisdd Shor eﬂﬁrancbetmm kegst aseocoatedt with
trea Ln e al yes _ar.e
cefaPh ERESAEE Mitenc 5 SERE AL SELUS HTRLIS usea
ass@niahedaMQQtngmﬂ¢sﬁﬁxﬂqﬂe$@oﬁ©émttbﬁr@amﬁ Eﬁﬁﬁlon in-

Seeée&?!ﬂ:’? heepsedsi fdhe gleqleonis deM C8ttRafh®hE node.
t he sane seSS|on in tegrity keys as were forned in'the

st r EBRFAYPABde t ?héﬁ%ﬁﬁﬁﬁt% |%t€§Y?PyC8Pt§n§|¢§ﬁeam is
Conbﬁat:kaar gamthe eheckednie dewieleaision cleVdession in-

u session |nte y erated for
]ibarpgg gY %ﬁYen?e %éﬁé tie |n e r|t dgt content
assetiraawd wiheh mmumﬂ:@}r @@h@emssgtcrl@amdawdttrhethat

CO”%QQEléhﬁ_§§dent%§th st PeQRE 80D dTeR N PENE NGt ream it-
i nvention, several con tent streans use the sane

ses§PoA i AleGRP prbePinmeng od $hss T Tharfeveral con-
dept@htngteaamenubedtnenbamé a8skhbagthtggpt oferkison

t hod for tect tr [ co e
gt hod for DRYLRLatort ed LT eAs hadeCogl Il EhiClhe en-
300bPHEMEDR! Cof G cARLEBFAFHS RETCARIGHN Ematind oRor DRM
Keypggggitéﬁo@ﬂ%éédynﬁh0&“@6n@@§@ éﬂﬁéd&ngu@hnﬁsoﬁ con-

occur, in, response to aynent _transaction
fortﬁnﬁlggﬁ%ﬂﬂ tiretfat 898§8n@at§3£ gﬁf Pseag %%f content
conteétenel icbtaires quesbatanst Eramygesion pfewn (CEK) from a

24"5599??&?‘1 oWnkl g d dugal e&b%@lﬁ%ﬁdbﬁeﬂﬁgs%ﬂl@trﬁﬁ] occur

ream ng server. cont ent
cl i ént reFPHNSS |tn> re Rpgheert at:rﬁeaet:tt-ﬁ@ ERrormeian mul-

el egeptaill iddedMatIED At step 302 content client re-
quests a stream description associated with a re-
quested multimedia presentation from a streaming

25 server. At step 304 the content client obtains in re-
sponse at least the information elements Hix (SDP), SEED

and Ecgk(K) comprised in an SDP description. The
H;x(SDP) is a hash code computed from the SDP descrip-
tion returned by streaming server 212. The Hi;x(SDP) is

30 a message authentication code, which verifies that the
SDP description has not been hampered in transit from

the streaming server to the content client. At step

306 the content client provides the SEED and Ecx(K) to

its DRM engine. The DRM engine decrypts the K using

35 the CEK and computes a session integrity key, refer-
enced as IK in . Figure 3, using the formula

IK=H(SEED,K), wherein the K is a master integrity key,



and ECEk(K) conprised in an SDP description. The H K
(SDP) is a hash code conputed fromthe SDP descrip

w0 pas/10%|tar ned by stream ng server 212. The HI kCT/BRR)5/000215
is a nessage aut hentication code, which verifies that
the SDP description has not baen hanpered in transit
fromthe stream ng server to the content client. At
ste 306 t he ontent client proyides the SEED and ECEK
(K) pg SEED Dﬁﬁ?f Rom TRES PRV éH&i R phs) t RE R one-
usi wgyt hesEE}flﬁiaiilmﬂ'pLHteSstaeISESSBOﬂhientd?.@itleh)t kelient re-

ot e ignaech 2 H B RL0u s done VUL ADCEL O ik cha

\(D

rein
keyhthe SERD bhenr ardtatesd vaine abe tIﬂé HThei sercrypted
Pne WAy RS NGt | 8. eAkWSheR 308 4 heheorﬁp@m e%ﬁﬁ@t to a
re cerLves an encr pted cont ent st ream ECEK
t hatupsimgris b@éﬁ%%?’é&?@d BEPhYCRhEOTK. lfrhethe M content
enceyptad. cqrntelel:oiRmstghgamel sie‘o&ryp&rsdeﬂuevlca;ﬂmmream us-
engi, ne a tinedia e tatlon n in t.he
conf@ﬁtEgFigﬁ#. %ﬁesﬁﬁﬁréﬁéﬁﬁé dé%?ﬁb e‘%ﬁ%te ks the
st réategsityg ¢he WEK ACesitvesl SEOthlmtednt eantenhfenstream
&he@m ts'%ﬁEmgeQ{gl Of hd hex! eaieyeth €Ocr Py eBneeRt &y be
tream E cEK (STREAM) using the I K. The_integrity
che?ﬁsﬁﬁy HOHhaR¥YP+er SRarfl eerbﬁda%éwodfe&m\gﬁd check
recgbqgéneheckhaequﬁ@e Bewat léahs:frlg@ftreh enbkypthd bs/ti‘ehﬁnlng
stream ng server LK t e |nte rit .
cheERTVETsUE 108 5 ul&%i g% i8S 3 grltyqilo ?%o%s suer
is deseéuéd thetthodls c owot mmzatt)smpo@esmnerl@ tdretected,

1£0NEeRhoGl 'c%?lftl'h%‘é%' VRS SDLE 9bst HBeSBCIHY %r@&fi{@n&llent

stream If the integrity Is not successful, at ste

312 TERE1¥EHt B ecIGlentn? eapgfwgegncepﬁsptaﬁ&rﬁaabs If the

pr e&ﬁﬁtegmgtyhgtst:qucttentsu&t:éeam‘unor atdWestUépr 31Zhanssecontent

IS aLS0o oVl de an error nessage n n er I

nesggésn a ls%%¥st5u}h8rr9rean1§g §%’ver£9 seﬁ??ﬁ& the
enbodnrent streha ifverrtticosethe Wie tudan ngs oﬁlwueprOVlded

2630ntaﬁnteﬁw yﬂ&gga KewrCEQ Erema fdihits RUBBAgROMRY be

perforne by the content client only in response to
theSSBFaFﬁl hgSoftEREMIPE FESVELD

In one embodiment of the invention, the ob-.

taining of the Content Encryption Key (CEK) from a
rights owner node is performed by the content client
25 only in response to the obtaining of the SDP descrip-
tion. Therefore, the step 300 is performed after the
step 304. The obtaining of the CEK involves a payment
transaction for a given multimedia presentation.
In one embodiment of the invention, the con-
30 tent. client checks the integrity of the SDP descrip-
tion using IK after the content client has computed
it.
Reference is now made to Figure 4, which is a
block diagram illustrating a mobile terminal 400 and a
35 system for applying integrity protection for DRM pro-
tected streams in one embodiment of the invention. The

Mobile Terminal (MT) 400 is in communication with a



tion. Therefore, the step 300 is perforned after the
step 304. The obtaining of the CEK i nvolves a paynent

w0 ze@ass@atd on for a given nultinmedi a present at i BRIL/FIROD5/000215
one enbodi nent of the invention, the content client
checks the integrity of the SRR descrip tion using IK
after the content client has conputed it. Reference is

now, made to Figure 4 , which.is.a bl ock.di agram,
1| BEEPamRy it §e WA nkf 180 25854 26gorbmitdy an ac-
applkyisisg riattwegrk t 41 @r ofectawreforn®Rb Pk 04fléctied connected

S”S.%ggl[é ;‘34%8:"%%%{% Ol 10e LRgentdon, E‘l?é{\&bi L&rver

Term S I n-comuni cation wth aba '
st attit@n 488, 40 crapriypsesssaci Bt orPWiNe at 02 céps other

et works41Q Div aggess Bet WPrtrM 18nt $t$ONREGHEH At applica-
| east, a stream ng sg&ver 416 and, g rlg {Ds server 41%.

MI A860c FYsr | &% At DREPEHGI T 409971 H BPREFTwolds,4QP com-
DRVpageets alsa BRMoamturtiyata aredire iappld F, timnodiddr words

d ' ' . ' .
Z”C BmuB3Sh c98G r:h&%é z,gg*)he*c‘lh otﬁ’g ef@c&q@ﬁl‘gg{dﬂlﬁ’éd S&% 48eive

ommuni cat1 on entit , I'n
confgfiS@geiSok IvPaRsCofs aetwerkorfiuandl t@ pextpxe proto-

| 1@95%@qe|3.aryre@np%‘éﬁ%%%i@1%t,Wd]§r %n@cél,t Ofcfler;ﬁ M cal | layer,
protaqc ayer processi ng, or exa e, or ySiI ca }
oy dr iR LAY era Bt HeT MRt RO yan ol B §hE proodi-
enbodntnerft ovhet Haviemreohi, 0 Ncomoumtng tciadn oanettiyt i 0A06per -
per f I t [ j P

Ui £E2ER 18 PRASE JRARE 0 B SO 288, LHE Universal
ConDPeskgpest eIt qerap) (PP e3sfing regsetiisgaan tGentrol Pro-

150mMpdRicgat i(@apent pi-¥cd86ihg CORhLOUERE] L Oy CONTHMGR €at ion
with DRM en gine 402 and nedi a applicatjon 404"tMTDAi2c1)wO or-

is EONAEY A8 1D FOPREPHT REs SfyeSOTBRRT 7S 1+
conmuniniec @to2orareh nedia 486p bnwat tsnt 6 0BDRMMENGIae ¥H)2comfig-

medi 3 3PRl %kz#%%&‘l%% 4 Q. dNe, &P et o fifud N€ation en-

messages. In O may be stored at |east one nedia

obj &ty ik e R idviaedRY LTRMengP de cqoMed FredpRlica-
2@ppkicat 140t 40dsedMoA0RnEBERItEN Y ESE1 YBeAhe@RGERt.€din MT

Straam AL Mg e redi & compgpent, WMLAWL Aol s
provided wvia DRM engine 402 to media application 404.

MT 400 may also receive an encrypted stream carrying a
media component. MT 400 provides the encrypted stream

25 to DRM engine 402, which decrypts the stream using a
content decryption key revealed only to DRM engine
402. Encrypted content stream is sent from streaming
server 416 to DRM engine 402 via MT 400 as illustrated

in Figure 4 using arrow 450. Arrow 450 also illus-

30 trates the providing of an SDP description comprising
information elements H:x(SDP), SEED and Ecgk(K) to MT

400, before receiving of the encrypted content stream.

The SDP description information elements are referred

to as Il in Figure 4, whereas the encrypted content

35 stream is referred to as I2. DRM engine 402 decrypts a
media object or a media stream that is streamed to MT

400, if it has been encrypted for protection. The en-



to DRM engi ne 402, which decrypts the streamusing a
content decryption key revealed only to DRM engi ne
waems/1&naes ypt ed content streamis sent from stPEERR2005/000215
server 416 to DRM engine 402 via MI 400 as illustrated
in Figure 4 using arrow 450. Arrow 450 al so
illustrates the providing of an SDP descri ption
conpri sing information elgrrent (SDP), , SEED and
R CKP R0 (e afbr B BEPERES vi o S0 S ncrpr el using
conkartryptieam tHae SR desdwyi pbeordecmfmtrmﬂl arsing a key
el e refe Iy gbon Rirpun,

%ﬁ&iaﬁg% & pem 1§’$ﬂ§e 4021 TP to td % %ﬁﬁ at

t he "encr ed con eami's ref erre
engllﬁt@SZLOZ opecr ypihits maiiedhj 4 oror meeiteives eapentent

g hatsehSatisr eapBe t9 M AlDwind idehRs b%%henggypggﬁeammg
for protection. The encryption has beegﬁg formed in

cont&itedot’ & uBiABtEN ﬁqton‘l”]atls | Y pdRM engine
decurypt e:eb dhieads ahieeyustaidightes tpoe BRM reingl rteo4£)291Mn me -

400 ;store ac{ %Qé?l Sast, Opgat LIy ﬁeean{ ﬁ&éor“éé‘ Ih Mz 400.

recelves reanB froma st server
as @N’Jeamg;gleseqr%rchlq@is REpat yselj er@gh¢§4 besquseednadylng a

163RMn%@glan% ¢ OaGQﬂKbiBe vli%ermédﬂé"t agg%&atabag dfy for
|ven ne I a object such as .a med |a (0] ect stored in

lvrr 4’@6‘ eBRK}Beﬁg"i 4 ¥EhedkiShtRe ?}éje‘%Ctrl"g:h"t IgEf RO com-
rrakpr:tgsa @dcanebpectdea;\zt@rﬁtabire xép mBdha @ppktheatdrgxm dis-

04 f
oS R gt (‘2"ttll?3‘$f‘-l ecrypt %‘mieoya ﬁ;“ltz}{@)(ts ob-

al sG& com pr| 5858 “Content y suc
CEKJjgics dldsetsi abasdnedatlingm wWidht gaesyer 4A@ 3in asso-

1R ghtis el ettt 14 Iﬁg@ﬁtsalﬁ@ldcﬁ&@én prebtauser velighkd ob-

in gssociation with, ght's ﬁur chase procedure.
R gAEStob 4t REY ‘?ﬁ/l d@E SpgLst e COMRERE encryp-
encicyjont/iderigeeiypt ilosy KEEKCHO t DRERMreigicne4d02 aas illus-

il i th 4 T,
o SFelt Sl Wl B L e (O By Hferrea
shotiled alse imfoamathsn slemsydk dfbdidl fiskgut 4 helt should be

26 NVeRiie@N c hAtCON o e Wr¥Hinehtd df xatk | Th-ReADsK, a con-

term nal . In such a ¢ he_stream ng server _and the
ri ghtits§hientars c%nﬁ?s%‘f’ dIPonFﬁé’OE%ntt&ﬁmlaﬁlentIn such a

usi ngse ftixedsaeceesdsng server and the rights server are:

connected to the content client using a fixed access

network. A fixed IP network terminal also comprises at

25 least a rights object, a DRM engine and a media appli-
cation in a manner similar to MT 400.

It is obvious to a person skilled in the art
that with the advancement of technology, the basic
idea of the invention may be implemented in various

30 ways. The invention and its embodiments are thus not
limited to the examples described above; instead they

may vary within the scope of the claims.



network. A fixed IP network term nal also conprises at
| east a rights object, a DRM engi ne and a nedi a appli
W@ ad0samieer a manner simlar to MI 400. It is obeT/BI28051000215
a person skilled in the art that with the advancenent
of technol ogy, the basic ideagf the invention may be
i npl emented in various ways. The invention and its
enbodi ments are thus not linmted to the exanpl es
descri bed above, - instead they may vary within the
scope of the _clains.Wat is claimed is: 1 . A nethod
of HREF d|sn§ é‘tlmleélaéts ‘one content streamto an
el ectroni c devi ce applyi ng digital rights managenent,

t he mathodcnprlsm tin t |nte r|t
key using a gon{‘eﬁ“(etkey, reduest e ng %ystsge én(m&tent
Bevistesanf gorar @lat mnieadsvigre mﬁHng sctlwami rohghts

sai %a%*a@%ﬂ@nrﬁg Q@l@emet?l%‘ao%'oﬂ@ﬂts;l 1st one seed
val ue; receivi n%gl nformation,in sai gect roni ¢ device

on the SRCF¥REENENE CHETH SRFEEHT TY hESYnfoHimg j Hncontent

conpelygi ng at | east said at |east one seed val ue and

sai d encrypted. g%sﬁﬁé '%H%Qréigcgfgnlgle Ekpglﬁﬁbgmatlon

encrypte ASt e us 1’ng sai d cont
10n <& dakl deasdni @nde\ﬁcmaterffor m‘tﬁgaalt feemt sgrid streammg
sesgjge ;i ntegrity key using said at |east one seed

val ue and sai.d mastjr inte |tye§O |n said el ectronic
devi ce &RQOSATG &fr e5RFhg ORGIES Fh H§iin said
stream ngcedtdnat inFasimaarien niregdid yesot soibd device on

content Streamyising Eéhg at le3a émon%ﬁeesfﬂ%‘r stion com-

integrity Key; providing From said <t rean ng no
18ai @relse@gt rénileaddy ised S aitd krastesane orred nrelpetgnd said

Pr oteRel 8 teN Rl e HeRWgrand: &hecking in said
el ectr 'otr‘yf% devi.ce the %ﬁg' te/edofmgsatledr a]t_néega]?{t ONe_ . us-
i ntegri BB DL & grity Xey
ing said content key in said electronic device;
forming at least one session integrity key using

20 said at least one seed value and said master integrity

key in said electronic device and said streaming node;

forming in said streaming node at least one integ-
rity protected content stream using said at least one
session integrity key;

25 providing from said streaming node to said elec-
tronic device said at least one integrity protected
content stream; and

checking in said electronic device the integrity
of said at least one integrity protected content

30 stream using said at least one session integrity key.

2. The method according to claim 1, wherein
an integrity check is performed on said at least one
seed value and said encrypted master integrity key us-
ing one of said at least one session integrity key in

35 said electronic device. '

3. The method according to claim 1, wherein

said forming of said at least one session integrity



streamusing said at | east one session integrity key.
2 . The nethod according to claim1l , wherein an
w0 ndsgodiy check is performed on said at | east PODER28E&AH0215
val ue and said encrypted nmaster integrity key us ing
one of said at |east one sessi,gn integrity key in said
el ectronic device. 3 . The nethod according to claim1l
, Wherein said form ng of said at |east one session
i nt bgyi yKeysard tArEgrhtEgrehegkéingcldihgsaidsard lgast one

| eaghneBEtC UMMM Si& egRYES-ReRl amed DEg@tQﬂ@ﬂiﬁhts Man-
Ri ghts Man a enent (DRM engine in assocratjon w

sai @96MeRtt r ) dgppdee A0 ?ﬁéoﬁé?ﬁéanadﬁbVﬁlﬁﬁlFb elec-
cl aicohic Bbelﬁethod further conprising: providing

aid cont ent ke S od fro sald
%ontent omner * engP%gt ng€§$ %bn?ént ey u3|%g the

a pmbth@dkéyrabgﬁcpameﬁlﬂﬂnb said-el ectroni c devi ce;

fece'V'Bgo@189H§eehlal%%bﬁeh%qw%y ﬂdkﬂﬂfféﬂﬂglféﬁﬁkr node
el ectronic deviCe in said rights’issuer node; sending

at ﬁé&@tS§éﬂd¢€ﬁ€??5tgﬁn€6n98ﬁ? ikey to said electronic
deVIce bﬁck?ﬁﬁﬂﬁgesb@dsabﬁtbmghmﬁyf&&mmg a Public key as-

ecr JSai.d, encrypted content in said
Ie@ 6ﬁ| lggesaéé iﬁe% Bt hod ac%ordlng to claiml

, the nEEh@dVﬁngther conpenti ngighrevi teageshi didentifying

encyupled 1 BReL8hi LNERY, by me)éaflao %ahsgntlgghewa%ae ;
node to a stream ng _node; and storing sald enc

nmast er SRPEGPLt ya?e}qar?tsaﬁélgt r BREF YR #dd &OrﬁlentThgeY to
nEtﬁ@dda@Qﬁhﬁﬂﬁmﬂd)dﬁﬁﬂdﬁ]Jn wegpehseanol Badackeights re-
rean1 n%rlses said at |east one con tent stream 7
thod according to claim1 , wherein said
contentdheyypcmpglseéld synﬂEVPtedkeyontent key in said

electronic device.

5. The method according to claim 1, the

method further comprising:
20 providing said encrypted master integrity key from
a content owner node to a streaming node; and
storing said encrypted master integrity key in
said streaming node.

6. The method according to c¢laim 1, wherein

25 an IP packet stream comprises said at least one con-
tent stream.

7. The method according to claim 1, wherein
said content key comprises a symmetric key.

8. The method according to claim 1, wherein

30 said electronic device comprises a mobile station.

9. The method according to claim 1, wherein
said mobile station comprises a Universal Mobile Tele-
communication System (UMTS) mobile station.

10. The method according to claim 1, wherein

35 said mobile station comprises a General Packet Radio
System (GPRS) mobile station.



8 . The nethod according to claiml , wherein said

el ectronic device conprises a nobile station. 9 . The
woredoRoai1according to claim1l , wherein said nobd1/ER005/000215

station conprises a Universal Mbile Tele

comuni cation System (UMS) ile station. 10. The

nmet hod according to claim1l , erein said nobile

station conprises a CGeneral Packet Radi o System ( GPRS)

mobi | e st ati 8a..1TheTime thetch otk eeedinly ngot ¢leliai rh,1 wherein

whegghR sai -l §eid ggEQi%EVi&&ng%’i@éé sas gifdxedp Phetwork

net wor k .t erm nal nmet hod of providing at |east

oneFééWﬂ@ﬁﬂ-strean1to an el ectronic devi ce appl ying
digital rights.mnagaimid , of herietidatigCcanpr 18aBg: one con-

btaining a master integrity key in_a.stream-,ng _node. :

bt BERFnG R bt §pfl THETHOT I eQrviSokaPRIY Ay digital
el ectigbtisc mdergeaentec tipt meghodi dompeipgpngd mast er
I ntegri Extégxihgnsg' AaBL8G! MO & HeW CReyf Of AN BY & reaming

| east one sessi Integrity key in said Stream ng node
andBPAegai d el ectroni c device using at |east said

mast er bptaghihy keyerthd gied esdstgrt hactkgredyi keyofin an
1£t Iﬁas% one cggtent.strean1betmeen said strean ng

od&E-&MGTSEE EF&EEFdni ¢ device using said at |east

one sesdeomyphtiegr isaji kesnci@eted coartiarcantegriyst émy in

congg&aiggécgkohggshegqgegerninaI node configured to

request I Nt or mati on on at | east one content, stream to .
recei vefPERéPFatiton S8R tatISe &SR oA tof rletan in said
conpkiredndt dRstaraheisesdidakiecardnda ersriyy atking at

ster integ rity key, to decrypt said .encrypted
1£gsﬁ8PSFnF€39iPﬁgﬁg§yd§iﬁ&ré%ggﬁfghtaﬁg , to form at
| east opeosessiiog itdtegintggkeyyusiinpisaildaat |gestcontent
one ;geed v @ldigeand Said SR R tdh&eYai@Ndh Eltronic |

check the integrity of s ["east one |ntegr|t¥
proﬂ@&ﬂé@ gsAngneald at least one session integrity key.

13. A communication system comprising:

20 at least one terminal node configured to request
information on at least one content stream, to receive
information on at least one content stream comprising
at least one seed value and an encrypted master integ-
rity key, to decrypt said encrypted master integrity

25 key using a content key, to form at least one session
integrity key using said at least one seed value and
said master integrity key, and to check the integrity
of said at least one integrity protected content
stream in said electronic device using said at least

30 one session integrity key; and

a streaming node configured to choose at least one
seed value, to form at least one session integrity key
using said at least one seed value and a master integ-
rity key, to provide information comprising at least

35 said at least one seed value and said encrypted master
integrity key to said terminal node, to form at least

one integrity protected content stream using said at



streamin said electronic device using said at |east

one session integrity key; and a stream ng node
w@oosiigured to choose at | east one seed val ue, PCDFR2005M00215

at | east one session integrity key using said at | east

one seed value and a master intseg rity key, to provide

informati on conprising at |l east said at | east one seed

val ue and said encrypted nmaster integri key to said

ter hPAEF AR, SEESABPM %Tt?%%%YYoﬁEYhnt%é?lﬁ¥> provide to

prokattiede Tont wirii St deavmaesi sgidaiat atlleaast eAe integrity

session integrity key nd to provide to said
elenggﬁ be eSPEeeggiﬁt% gF‘éast one integrity
protected contenh sbmeamicadioA eyshENi catipodssngtem
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obtain an encrypted master inte ecrypt
sai @NENYRFPPt SRR eANLRBEAFIL %éry, tPo Ciezﬁmzﬁ paask en-
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I N eqgri verl Il
| BaCEBhEhe a5 BELRYOaY [ ETFSt sbPednTigter in-

nodEeg$1tygkay(jaﬂdlEaswemnéysmﬂacnnt¢gegtytpfkaﬁ least
1@ndoﬁa't %o?lttt %%mglgréa%ﬁer&@éq¢@¢lrfgoao 2Ok S B us-

to form at one sessli on |nteg
rutynzeyaa§|ﬁg é?a$§a§ﬂesﬁﬁésﬁﬁ§téPt?ﬁFé§V|k?Yke?ndand

to protggtat aereaineagl twgef c@hfh@@&tedort% B L sald mas-
strean1transn1tte one term nal. node

ai ast
o FE L AP SR L FYaEE Yond s S THAARY (S S HaH apptes-
el ecticgnkeydevicg atnfliegatedaicl masswardtededst loae, and

§onE8nt §BE§ ﬂ%aeiﬁ%?ifgﬁ qu' G f%égggr ?e content

conpri st ng nagenent neans con ur ed
to §tcéreema tc,r@ﬁltsmttt@éy tq oS@Pe%r?bt lsﬁSénmﬁptt@fnrmlernode
i Nt gghhby skey HE mgagal an@oategatioheynttegr&eynkay | east

one session |Lnte usli ng east one see
Val e and sald-niBt FLFREERTI Ty TG g Tl IR (he T
i nt egiivey atf lxadteaste onentanegsitrgap; ottdet exl ecuntagmitc de-
2§trgqg5u§hggh§§igoabrggqﬁgzone session integrity key;
digital rights management means configured to
gstore a content key, to decrypt an encrypted master
integrity key using said content key, to form at least
one session integrity key using at least one seed
25 value and said master integrity key, and to check the
integrity of at least one integrity protected content
stream using said at least one session integrity key;
and
communication means configured to communicate with
30 said digital rights management means, to request in-
formation on at least one content stream from said
streaming node, to receive information on at least one
content stream comprising at least one seed value and
said encrypted master integrity key, and to receive
35 from said streaming node said at least one content

protected stream.



and comuni cati on neans configured to conmunicate with
said digital rights nanagenent neans, to request in

wo ooosabdien on at | east one content stream fronPGEFI2005/000215
stream ng node, to receive information on at | east one
content stream conprising at Ilgast one seed val ue and
said encrypted master integrity key, and to receive
fromsaid stream ng naode said at _| east one content
protected st AF€amlPE. eHRCAIRLT ff Ll gevreeordinadityy claim

to ghkai Mhkxe Mhesgia aagdtdllglﬁﬂjhws gmaﬁagamagem@ans are
nmeans are co f| ured 06Eer orm an integrity check on

sai Rt *PEES Bgd | G ahtl ‘Egﬁjtﬁn cChasts at
i nt @gasty doey suséchgvalué eastl snedsessirymptead egxst;eyr integ-
é‘eyri%% }hﬁg%gc"a%o%g @%h%%@%%%@ %t*egr%% Wedo

er ei d digrta Rts managenent
prises a digifal Tﬁ‘llegrﬁ]s? VERgi RECRILERNE & dclaim

el eghr ORIHe rda C§a1d18d1§b@aﬁl egLheB %aqﬁ\ge%rﬁcwadwgcom-
to cl a|m15 Ogm rein said conmuni cati on neans are

conPFJSFEd & teéf%erb%h%ﬁcp"?ﬁﬁgaméﬁlﬁt EREIREy Hfrin said

sai éldicgirbalicr ldglvhserranagerrent nmeans are configured to

gecrypt sai d&%ncrr %dlalm cgrnt kg5 18- aliagra'lﬁgt QN E1aim

devi ce according wher el n an
str@am @’@l@ﬂfﬁl§e§3§éﬁ ERMUTd LAt isTe wn%rﬁrestc?%g%ed to

The r@keGl/e0NLE UENEERLBESOTEHMERD KA Mahd, waeaelalgltal
said cgntent k%)é conprises a s

k
ol eCiBOPe NOEI R Gy 208 (IS ity clerLEpy said

el eencaypt edevione eaanpeyses a mobil e station. 22. The

18l ectronic deyl cgpaccordl & Cé@bf&%/ﬁge%%%@ $& delaim -

nobi |l e station conprises a Universa
Tel ééorm’ﬂhﬁéaimonarSyétPenpeGJWS) PPPTdR SofgGpes3said at

Theiehee! borl cofeenee sageamdi ng to claim
20. The electronic device according to claim
15, wherein said content Kkey comprises a symmetric
20 key.
. 21. The electronic device according to claim
15, wherein said electronic device comprises a mobile
station.
22. The electronic device according to claim
25 15, wherein said mobile station comprises a Universal
Mobile Telecommunication System (UMTS) mobile station.
23. The electronic device according to claim
15, wherein said mobile station comprises a General
Packet Radio System (GPRS) mobile station.
30 24. The electronic device according to claim
15, wherein said electronic device comprises a fixed
IP network terminal.
25. An electronic device configured to re-
ceive at least one content stream, the electronic de-
35 wvice further comprising:
digital rights management means configured to de-

crypt an encrypted master integrity key, to form at



15, wherein said nobile station conprises a General

Packet Radi o System (GPRS) nobile station. 24. The
web@stioané c devi ce according to claim1l15, whereCTFRaIH00215

el ectronic device conprises a fixed |IP network

termnal . 25. An electronic device configured to re

ceive at | east one content stream the electronic

device further conprising: digital rights managenent

meahsasonfinfur 88SE60He GHAHT IdY efeYyptsdddmadt edeast said

i nt ggsiby keeda dyoria @t | gagt tNeySLssy ORnkntieMddity of
key using at | east said naster int egrlty key, and to
ver PFy 57t nPRGr ISPt tatSHESRT BT 8orit 3k gﬁlﬁSt one

usi Bgssabfl ahtkgastyoReyseasadon integrity key; and

gommuni cat | on,; 18N, c Bk%“%%%f&%tu&%%eit‘ée S8 di\fe” said en-
crypted master |nt1egr| y Key "an 0 recelve aet. east
onececyptedt msteam intoegnl &y r kawi #@chode. rgeeime at least

conpikekoRikeakad PEaRUE-omOAPEL SRR 6gdBogLOr ed on at
| east one dat a- processi devi ce readabl e dium the

n » 3
code adapt ed?fo Per fc&mﬂﬂugﬁg f ATIBRhg REYPRE wheFemprising
exeeuiied gtiofedatanr paecebsasy e t daraepebypbsigga device

ster Jdntegrity key ysin [ e ; _
ldrr:qﬁgéfjla E}Leb?esallu&]’eltg}: r%%‘?% %gégg%&i g%]o %ftfiogrtln otnheatfOl
| eadovwdng cramnt wBenegmelcubeds 8t IdedA Ry ansFSing sys-
choeging at | east one seed val ue; receiving
information in,said electronjc_device Eﬁg t he .at

I easé
one conEBREYBEABIM® (1S ol NRTF DT Loty MSiiRg 431 con-

| easensakeyat | east one seed val ue and said encrypted

1dmster LaLeaGk ik daqryPlidg. Sghf ereiked: #RSHRL e 1on
I ntegrity key us |ngysa| content key in said. _
el e€fy ot c l¢@Ftcedne oA ERt FEASEMoNErFos§pdh streaming
i nt egiet;y key using said at |east one seed val ue and

said master integri
choosing gt &gast one seed value;

receiving information in said electronic device on

20 the at least one content stream, the information com-
prising at least said at least one seed value and said
encrypted master integrity key;

decrypting said encrypted master integrity key us-
ing said content key in said electronic device;

25 forming at least one session integrity key using
said at least one seed value and said master integrity
key in said electronic device and said streaming node;

forming in said streaming node at least one integ-
rity protected content stream using said at least one

30 session integrity key;

providing from said streaming node to said elec-

tronic device said at least one integrity protected
content stream; and

checking in said electronic device the integrity

35 of said at least one integrity protected content

stream using said at least one session integrity key.



key in said electronic device and said stream ng node;
formng in said stream ng node at |east one integ rity
w@emsaatiead content stream using said at | east PEEFI2005/000215
session integrity key; providing fromsaid stream ng
node to said elec tronic devioeg said at | east one
integrity protected content streanm and checking in
said electronic device the integrity of said at |east
one integrity’prdREcFOAPESATe REOHETaRUPIUTF P rding to
Ieaéuaeﬁie §@SSIVMérieﬁtnegéh§M k@cymﬁitefrh@@mﬂ eproduct is
ram roduct accogdln% 9 Eg éGu wherein said
ngE?EF pPBgfafPPP8aGEt *FE“8Poreli*8A"R - conput er
readable medikém TR8. cbhputenppirexy ramo grarmyintocuntording to
ACCRidLpg 18 CUALILA] A QldhiAldk COURULEY N SRR com-
dirum com pri ses renova nory car
conBH@éﬁspﬁo@ﬁ@ﬁVﬁbééu@?mQ€§oFéFﬁg to claim?27,

wherein sai dzgonwteeeofn%@@@l@l P rRFMMHABIL SBScdrding to
nagngtlc qr_ optj cal

co ut er
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sesskean |ntegr|ty key in said stream ng node and in

d el
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decrypting said encrypted master integrity key in
20 said electronic device;
forming at least one session integrity key in said
streaming node and in said electronic device using at
least said master integrity key; and
protecting ‘the integrity of at least one content
25 stream between said streaming node and said electronic

device usging said at least one session integrity key.



